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The Electronic Fund Transfer Act: An Effective Shield and A Sharp Sword!

Major David L. Pointer '
OIC Baumbholder Branch Office, OSJA 8th ID

Introductlon

Few subjects are nearer or dearer to the hearts of our
'soldier-clients or their family members than the subject of

-money. As a legal assistance attorney, are you prepared to

-provide assistance to your clients! when they experience a

.monetary setback at the hands of an *‘ugly teller’*?2

How would you advise the concerned ‘‘clients’’ to

proceed in the following hypotheticals?

—Private Regmon has just returned from two long
weeks in the field, only to discover that his wall locker
had been broken into and ransacked sometime during his

absence. Private Regmon recounts that he has been

unable to locate either his automated teller machine
(ATM) bank card or his newly issued account’s personal
identification number (PIN),3 though he distinctly
remembers securing both items in an envelope in his wall
locker prior to leaving for the field. Private Regmon
promptly reported the loss to his on-post banking facility,
the Fort Swampy USA National Bank, only to learn that
his $750 bank balance has been zeroed out by a series of
unexplained withdrawals that began the day after he
departed for the field. Private Regmon wants to know if
‘the bank manager was right in refusing to conduct an
investigation concerning the loss ‘“‘in view of (Reg-
mon’s) carelessness in collocating his ATM card and PIN
in violation of Paragraph 1.5 of the Fort Swampy USA

National Bank ATM Customer Agreement ** Is Private

‘Regmon really out $750?

-—Colonel Gold just returned stateside after a five-
month TDY trip abroad in fulfillment of his duties as a
Strategic Arms Limitations Talks advisor. In the course
of checking the mail that had accumulated in his absence,
Colonel Gold came across a four-month-old Fort
Swampy USA National Bank statement containing a
glaring ATM entry error. He is sure that the date on the

statement was during the week he went skiing in Ger-
many. He remembers using an ATM card issued by his
stateside bank to withdraw cash from an on-post ATM
located in Germany. He further remembers how pleased
he was to learn that his stateside bank was the current
United States military banking services contract holderin "
Germany and that his ATM agreement with the bank per-

‘mitted him to use his stateside ATM card at the bank’s

overseas branches as well. Colonel Gold possesses a
dated ATM transaction receipt plainly showing that the
amount withdrawn was $500, not $5,000 as indicated on
his stateside bank statement. Colonel Gold promptly
reported the error to his bank; only to be politely but
firmly informed by the bank’s manager that his [Gold's]
report was untimely ‘‘in view of the bank’s policy limit-
ing its liability entirely to those bank statement errors

reported within sixty days of statement appearance,

regardless of circumstance.’”” When Colonel Gold
pointed out that his Fort Swampy USA National Bank
ATM Customer Agreement provides for a time limit
extension when ‘‘ATM errors not discoverable due to
extended travel or absence from home occur,’’ the bank’s
manager simply shrugged his shoulders and said that the
provision was inapplicable to the bank’s ATM transac-
tions overseas. Colonel Gold is hopping mad and wants
to know if his chances for recovery would improve if he
were to file suit against the bank?

Neither of these hypotheticals is far fetched, nor is
your reflexive response in reaching for your state’s statu-
tory version of the Uniform Commercial Code (UCC)4 or
your Truth in Lending Act (TILA) materials.5 Unfor-
tunately, neither of these sources will correctly resolve
the issues raised by our clients. Why? Because, stat-
utorily, the UCC is applicable to paper-based transac-
tions,5 the TILA is applicable to credit transactions,” and
electronic fund transfer transactions fall somewhere in

1Army Reg. 27-3, Legal Services: Legal Assistance, para. 2-5a(4) (10 Mar. 1989).

2The nickname given the automated tellers serving the customers of a Texas Community Federal Savings and Loan Association. See Gaffney v,
‘Community Fed. Sav. & Loan, 706 $.W.2d 530, 532 n.2 (Mo. Ct. App. 1986).

312 C.F.R. pt. 205, Supp. 11 §§ 205.2-1, 205.6-4 (1990). See also N. Penny & D. Baker, The Law of Electronic Fund Transfer Systems 6-2 to -3
(1980) (This explains that a typical ATM transaction is accomplished by inserting a magnetically encoded plastic card containing an individually
assigned validation code, the PIN, into the ATM’s card slot. The consumer then enters the PIN sequence on the ATM's console. The sequence entered
must match the PIN sequence encoded on the card to successfully complete the transaction.)

"‘Umform Commercial Code (9th ed. 1978) [heremafter U.C.C.]. The U.C.C. has been adopted by all states except Louisiana; however, not lll states
have adopted the U.C.C. in its original form. The applicable state version of the U.C.C. should always be consulted. See J. White & R. Summers,
Uniform Commercial Code 1 (2d ed. 1980).

3Truth in Lending Act matenals include the basic statute, 15 U.S.C. §§ 1601-67 (1988); 12 C. F R pt. 226 (1990) [hereinafter Regulauon Z); and the
Official Staff Interpretations of Regulation Z, 12 C.F.R. pt. 226, Supp. I (1990).

6See Delbrueck & Co. v. Manufacturer's Hanover Trust Co., 609 F.2d 1047, 1051 (2d Cir. 1979) (holding that the U.C.C, was not applicable because
it does not specifically address electronic transfers); accord EVRA Corp. v. Swiss Bank Corp., 673 F.2d 951, 955 (7th Cir.), cert. denied, 459 U.S.
1017 (1982) (while the U.C.C. *"could be stretched to include electronic fund transfers, ... they were not in the contemplation of the code drafts-
man.”") See also Vergari, Articles 3 and 4 of the Uniform Commercial Code in an Electromc Fund Transfer Environment, 17 San Diego L. Rev.
287 (1980); Comment, The Electronic Fund Transfer Aci—A Departure fram Articles Three and Four of the Uniform Commercial Code, 1980
Wis. L. Rev. 1008 [hereinafter Comment].

715 US.C. § 1601(a) (1988) (*'1t is the purpose of this subchapter to assure a meaningful disclosure of credit terms so that the consumer will be able
to compare more readily the various credit terms available to him and avoid the uninformed use of credit, and to protect the consumer sgainst
inaccurate and unfair credit billing and credit card practices.*”)
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between,8 overlapping only in certain limited instances.?
The purpose of this article is to provide a brief overview
of the Electronic Fund Transfer Act (EFTA),!° one of the
most consumer-oriented pieces of banking legislation
ever enacted,!! and to effectively equip legal assistance
attorneys with the tools to do battle with one of the
toughest opponents one can encounter: the banking

industry.

Applicability

The first “and rnost‘logical question at the_outsét is,
**Who does the EFTA regulate?’” Answer: Financial
institutions (FIs), including state or national banks, sav-

.Does the EFTA apply overseas? The EFTA covers all

~ stateside FIs providing electronic fund transfer services,

wherever those services are performed. The EFTA's defi-
nition of a FI is broad enough to encompass electronic
fund transfer services provided by a stateside national
bank's overseas branch bankmg operatron 15

The EFTA will apply to most of the electromc fund
transfer situations confronting legal assistance clients
overseas because, by regulation, Department of Defense
overseas banking services contracts must be negotiated

.with United States banking institutions.6 If an overseas

client has established an electronic fund transfer account
with a foreign FI, the EFTA does not apply unless its

_protections are incorporated as part of the FI's agreement
with the client.

.ings and loan associations, mutual savings banks, credit
unions, or any other person who, directly or indirectly
holds an account belonging to a consumer, or who issues
an access device and agrees with a consumer to provide
electronic fund transfer services.12 **State’’ is defined as
‘‘any State, territory or possession of the United States,
the District of Columbia, the Commonwealth of Puerto
Rico, or any political subdivision of any of the above.”"13
The EFTA also applies to all foreign banks and foreign
bank controlled commercial lending companies doing
business within the United States.14

Key EFTA Definitions

. An *‘electronic fund transfer’® is:

[Alny transfer of funds, other than a transaction
originated by check, draft, or similar paper instru- -
ment, that is initiated through an electronic termi-
nal, telephone, or computer or magnetic tape for the ' g
purpose of ordering, instructing, or, authorizing a

#Both the U.C.C. and the Truth in Lending Act were in existence when Congress enacted the Elecl.romc Fund Transfer Act, 15U.S.C. §§ 1693- 16931'
(1988). One need read no further than 15 U.S.C. § 1693(a) to understand Congress's rationale for enacting a separate and distinct statute They
declare that the nieed exists **due to the unique characteristics of such systems, the sppllcatlon of existing consumer protection legrslatron is unclear,
leaving the rights and liabilities of consumers, financial institutions, and intermediaries in electronic transfers undefined.”

°12C.F.R. 55 205.5(c), 205.6(d), and Supp. 11 § 205.6-9 to -11 (1990). Though a meaningful discussion of the overlap issue exceeds the scope of this
paper, this issue is carefully examined by Lieutenant Normen Werth, USN, in N. Wetth, EFT/Credit Transactions-Whick Regulation Applies?
(1986) (unpublished research paper, available in The Judge Advocate General’s School, U.S. Army, Administrative & Civil Law Division, Legal
"Assistance Branch office).

10The Electronic Fund Transfer Act consists of more than just the broad statute set forth at 15 U.S.C. §§ 1693-1693r (1988) Congress assigned the
authority and responsibility for prescribing the regulations necessary to accomplish the statute's purpose and enforce compliance to the Board of
Governors of the Federal Reserve System at 15 U.S.C. § 1693b (1988). This mandate is accomplished at 12 C.F.R. pt. 205 (1989) [hereinafter
. Regulation E}. Updates are published in the Federal Register between C.F.R. revisions. Additionally, Official Staff Commentarics to Regulation E,
published as supplements to pt. 205, are designed to apply and interpret the requirements of Regulation E and to substitute for individual staff
interpretations. 15 U.S.C. § 1693m(d) provides that good faith relrance upon the interpretations provided by the Official Staff Commentary shlelds s
financml institution from civil liability.

1115 U.S.C. § 1693(b) (1988) (*It is the purpose of this subchapter to provide a basic frarnework establishing the nghts habllrtles, nnd respon-
sibilities of participants in electronic fund transfer systems. The pnrnnry objection of this subchapter, however, is the provision of individual
consumer rights.”’); 12 C.F.R. § 205. 1(b) (1990) (**This regulation is intended to carry out the purposes of the Act, including, primarily, lhe
protection of individual consumers engaging in electronic transfers.””) See also Hsis, Legislative History and Proposed Regulatory Implementation
of the Electronic Fund Transfer Act, 13 U.S.F. L. Rev. 299 (1979); Taffer, The Making of the Electronic Fund Transfer Act: A Look at Consumer
Liability and Error Resolution, 13 U.S.F. L. Rev. 231 (1979). But see Broadman, Electronic Fund Transfer Act: Is the Consumer Protected? 13
JUS.F.L. Rev 245 (1979); Budmu, The Impact of EFT Upon Consumers: Practical Problems Faced by Consumers, 13 U. S F.L. Rev 361 (1979).

12]2 CFR. § 205.2(i) (1990).
BId. § 205.2(k).

1412 U.S.C. § 3106a (1988) (requires foreign banks and commercial lending compames operating agencies or branches in the Umted States to cornply
with all applicable federal and statc laws in the conduct of ils business).

15 Congress has made the Board of Govemors of the Federal Reserve System (heremafter Board of Governors) the chief enforcer for the Electromc
Fund Transfer Act, 15 U.S.C. § 1693b, and chief regulator for national banks that establish foreign branches, 12 U.S.C. § 611a (1988) (**To provide
for the establishment of international banking and financial corporations operating under Federal supervision ... the Board of Governors . . shall
issue rules and regulations under this subchapter consistent with and in furtherance of the purposes...."") These rules and regulations are t’ound at 12
C.E.R. pt. 211 (1990). 12 C.F.R. § 211.2(k) (1990) (clarifies the continued applicability of statesrde banking laws to an overseas branch banking
operations by defining a **foreign branch®* as “*an office of an organization (other than a representative office) that is located outside the country
under the laws of which the organization is established, at which a banking or financing business is conducted.”") (emphasis edded). While there may
be Fls operatmg under some exception to the definition stated above, subject to some regulatory agency other than the Board of Governors, the scope
of this paper is confined to a discussion of applicability of the EFTA to the most likely FI to be awarded a Department of Defense (DOD) military
banking services contract overseas: a stateside national bank authorized to operate a foreign branch. Incidentally, at the time this paper was written,
the current (DOD) military banking setvices contract holder for Germany, Greece, and The Netherlands was a Board of Governors regulated foreign
,branch ofa statesrde national bank: Merchant’s National Bank, Indianapolis, Indiana.

16 Army Reg. 210-135, Installations: Bank and Credit Unions on Army Installations, para. 3- 1.(1 June 1988) [heremafter AR 210-1 35]
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financial institution to debit or credit an account. .
“The term includes, but is not limited to, point-of- -
sale transfers, ‘automated teller machine transfers,
direct deposits or withdrawals of funds, and trans-

: fers initiated by telephone. It includes all transfers
resulting from debt card transactions, including
those that do not involve an electronic terminal at
the time of the transaction. The term does not -
include payments made by check, draft, or similar
paper mstrument at an electronic terminal.1?

The 51gmficance of the EFTA leglslatxon is not readlly
‘apparent to most consumers of banking services until a
“‘glitch’’ develops that affects their account. Such **glit-
ches’’ are defined as ‘‘errors’’'® under the EFTA.
““Errors’’ include the following: 1) an unauthorized
electronic fund transfer; 2) an incorrect electronic fund
transfer to or from the consumer’s account; 3) the omis-
sion from a periodic statement of an electronic fund
transfer affecting the consumer’s account which should
have been 'included; 4) a computational error by the
financial institution; 5) the consumer’s receipt of an
incorrect amount of money from an electronic terminal;
6) a consumer’'s request for additional information or
clarification concerning an electronic fund transfer or
any documentation required by this title; or 7) any other
error described in regulations of the Board.!?

One particular type of error, the ‘‘unauthorized
electronic fund transfer’® (unauthorized EFT), receives
special attention throughout the EFTA. To ensure instant
recognition, an unauthorized EFT is narrowly defined as
follows: ‘

[Aln electronic fund transfer from a consumer’s -
account initiated by ‘a person other than the con-
sumer without actual authority to initiate the trans-
fer and from which the consumer receives no
benefit. The term does not include any electronic
fund transfer (1) initiated by a person who was fur-
nished with the access device to the consumer’s
-account by the consumer, unless the consumer has
notified the financial institution involved that trans-
fers by that person are no longer authorized, (2) ini-
tiated with fraudulent intent by the consumer or any
person acting in concert with the consumer, or

1712 C.F.R. § 205.2(g) (1990).

1215 U.S.C. § 1693f(l') (1988). See also 12 CFR § 205.11(a) (1990)
19See supra note 10.
-2012 C.F.R. § 205.2(1) (1990).

2112 C.F.R. § 205. 6(c) (1590).

(3) that is initiated by the financial institution or its
employee.20 : i

Itis apparent that the banking *glitches®* described by
Private Regmon and Colonel Gold are cognizable as
errors under the EFTA. This is significant because once
the client notifies the FI, its officers, employees, or
agents2! of an error, the EFTA shifts the burden of
resolving the error from the consumer to the FI.

Error Resolution

How does the FI customer know how to give the FI
proper and timely notice upon discovery of an error?
Simple! The EFTA requires the FI to provide each of its
electronic fund transfer account holders with written
error resolution instructions when the account is estab-
lished and annually thereafter.22 Once the customer noti-
fies the FI of an error, the FI has ten business days
(twenty business days if the transaction occurs over-
seas)?3 to investigate the consumer’s allegation of error
and inform the consumer of the outcome. Alternatively,
the FI can elect to take up to forty-five calendar days
(ninety calendar days if the transaction occurs overseas)
to conduct its investigation so long as the FI provi-
sionally recredits the consumer’s account for the amount

.in icontroversy plus interest within ten business days

(twenty business days if the transaction occurs overseas)
of the error notice. Should the FI determine that an error
occurred, it has one business day following its determina-
tion to recredit the account, including any accrued inter-
est or fees imposed as a result of the error. Should the FI
determine that no error occurred, the FI must provide the
consumer with a written explanation for its finding. The
consumer is entitled to request and the FI is required to
provide copies of any documentation the FI relied upon
in making its determination. The FI can debit an amount
provisionally recredited to the consumer’s account upon
its finding of “‘no error,’’ provided notice is given to the

‘consumer. The FI must continue to honor drafts drawn

against the recredited amount for up to five business days
following transmittal of the debit notice without charge
for overdrafts.24 The one exception to these rules is the
special treatment accorded those errors categorized as
unauthorized EFTs. An FI that has fully complied with
the EFTA'’s error resolution requirements has no further

2212 C.F.R. §§ 205.7-5. g (1990) See alsa 12C.F.R. p( 208, App- A, § A(2) -(4) (sets out model dxsclosure clauses), Reg. E Supp. 11, §§ 205. 7-2to

-20, 205.8-1 to -8.
2312 C.F.R. § 205.11(c)(4) (1990).
%14, § 205.11(1).
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investigative responsibilities with respect to any reasser-
tion of the same error by the consumer.23 So what keeps
the FI from simply declarmg *no error’” on the basis of a
. cursory i mvesu gauon? =

i

Treble Damages ‘

'

The EFTA allows an injured consumer to seek and a
court to award treble damages upon the court’s finding
that 1) the FI did not provisionally recredit a consumer’s
account within ten business days (twenty business days if
the transaction occurs overseas) and failed to either con-
‘duct an investigation of the error in good faith or have 2
‘reasonable basis for its finding of **no error'*; or 2) the
FI knowingly and willfully concluded that “‘no error*’
had occurred contrary to the evidence available to the FI
at the time.26 So, if the Fort Swampy USA National Bank
boldly concludes ‘*no error’* without conducting the stat-
‘utorily required investigation, it runs the risk of incurring

treble ‘damages in addition to actual damages. Treble
damages alone would amount to $750 x 3 for Private
Regmon and $4,500 x 3 for Colonel Gold. ‘

Now I know what you're thinking! *‘That’s nice to
know, but that requires going to court, incurring court
costs and attorney fees, and relies far too heavily on the
court’s indulgence.’” I couldn’t agree more! The point is
this: Why not use this provision as a springboard for
negotiations with the FI-on behalf of your client? If you
put the FI on notice as to its error resolution respon-
sibilities under the EFTA, submit your proposal for nego-
‘tiations in writing, have it served on the bank, and the
bank still refuses to act in good faith, how will that look
‘to the court? Either way, the odds of resolving the error
in your client’s favor increase appreciably!

Special Treatment

. As mentloned earlier, not all errors are treated equally
under the EFTA; unauthorized EFTs receive special

-5 4, 5‘265 11(h).
3615 US.C. § 1693f(e) (1988). )

treatment. The: rationale for singling out unauthorized
EFTs is grounded in the concept of risk allocation. Con-
gress believed the banking industry is in the best position
to prevent loss through error in almost every conceivable
instance, except. unauthorized EFTs. In-the ‘case of the
unauthorized EFT, the only way an FI can prevent or
reduce loss is if the consumer reports the:fact that the
potential for: unauthorized account access exists due to
the-loss or theft of an ATM card. What better way to
enlist the consumer’s cooperation than to provide a mon-
etary incentive to encourage prompt report1ng?27

‘ Here [ how tlus risk allocation scheme works under
the EFTA: the consumer’s liability is 1) limited to $50 if
the consumer gives the FI notice within two business
days of learning of the loss or theft; 2) not to exceed $500
for *‘unauthorized EFTs’’ occurring after two business
days of leaming. of the loss or theft if the consumer
delays FI notification; and 3) potentially unlimited for

-unauthorized EFTs occurring more than sixty calendar

days after an unauthorized EFT appears on the con-

.sumer’s periodic statement.2® Even under this scheme the

consumer’s interests are protected in several important
ways..

4

Speclal Protectlons

The EFTA places the entire burden of proving that

-consumer liability is appropriate on the FI. The FI can
absolve itself of liability by proving that the transfer was

authorized. In that case the consumer, not the FI, would
absorb any *‘loss.’’?% If the transfer was unauthorized,

‘the FI must show that it has met all ‘assigned respon-

sibilities, that it has provided all the required disclosures
under the EFTA in a timely manner, and that any addi-
tional unauthonzed EFTs could have been prevented if
the FI had been given timely notice by the consumer,
before any liability accrued to the consumer.3 Strict stat-
utory compliance is required and any deviation, no mat-
ter how small, absolves the consumer of liability.

*27See Comment, supra note 6, at 1023-24 (citing S. Rep. No. 915 95th Cong., 2d Sess reprmud in 1978 U.S. Code Cong & Admm News 9403
9408) (**(1) [Tlhe $50/500 limits do provide incentives to consumers to be careful in using access devices and reporting their loss or theft; (2) the
allocation formula serves as an incentive for financial institutions to develop more effective means of identifying authorized users of EFT systems;
and (3) financial systems are in the best position to prevent losses in the long run."*). See also Greguras, The Allocation of R:sk in Electronic Fund
Transfer Systems for Losses Caused by Unauthorized Transactions, 13 U S.F. L. Rev. 405 (1979)

2812 C.F.R. § 205.6(b) (1990); see alsa Reg. E Supp. 11, § 205.6-1 to 11 (stnff analysns of dlsclosure requlrements and the u'npact of fanhng to
disclose).

¥ See, e.g., United States v. Goldblatt, 813 F.2d 619 (3d Cir, 1987) (Appellant’s continued assertion of an unauthorized EFT from his perSonal
account and subsequent use of the money provisionally recredited to his account after he had full knowledge that his son was responsible for the
unauthorized EFT resulted in the affirmance of his conviction for benk fraud and larceny. There was sufficient evxdence of collusnon between father
“and son to support the lower court’s finding that the withdrawal had been authorized.) - ' o :

3015 U.S.C § 1693g(b) (1988); see also 12 C.F.R. § 205.6(a)-(b) (1990) (additional Board-imposed FI requirements before liability acches to the
consumer include 1) that the device used to gain unauthorized access was an accepted access device; and 2) FI provision of 2 means ‘to confirm the
identity of the consumer to whom the access device was issued). :
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In the event of extenuating circumstances, such as
extended travel or hospitalization, the two business day
and sixty calendar day time limits must be extended for a
reasonable time under the circumstances.31-

Consumer liability is fixed under the EFTA. Any
attempt to enlarge the scope of liability or circumvent the
restrictions on liability by agreement between the FI and
the consumer or by state or federal statute other than the
EFTA is specifically prohibited.32 So much for any fine
print hidden in the FI's ATM consumer agreement.

Perhaps the hardest EFTA concept for most bankers to
grasp is that the EFTA risk defrayal scheme imposes lia-
bility mechanically without regard to fault. The fact that
an unauthorized EFT would not have occurred but for the
consumer’s negligence is simply not a relevant factor in
assessing liability!33 Could this concept, tied in with the
EFTA’s consumer liability enlargement prohibition, be
Private Regmon’s salvation?

Special Resolution

The error resolution process for an unauthorized EFT
works the same way as the error resolution process for
any other electronic fund transfer error, with one impor-
tant exception. If the FI chooses to exercise the forty-five
or ninety calendar day investigation option, it can with-
hold $50 from the sum provisionally recredited to the
consumer’s account if 1) a reasonable basis exists for the
FI's belief that an unauthorized EFT has occurred; and 2)
the FI has satisfied the EFTA’s consumer liability assess-
ment requirements.?* This, of course, sets the FI up for a
hard fall if it has failed to comply with the provisions in
any way and is challenged. Remember, the treble
damages provision discussed earlier applies to

3112 C.F.R. § 205.6(b)(4) (1990).

unauthorized EFTs. The treble damages provision is per-
haps even more effectively employed here, given the FI's
added burden of proving entitlement due to the statutory
requirement for strict and total compliance.

Enforcement

The EFTA places a veritable arsenal of enforcement
mechanisms; capable of swaying even the most
recalcitrant banker, at the disposal of the informed con-
sumer. In addition to the treble damages provision pre-
viously discussed, the EFTA includes other important
enforcement provisions.

Administrative enforcement: Use of this mechanism is
solely within the province of the regulatory agency with
statutory oversight responsibility for the FI in question.
The easiest way to resolve any uncertainty as to the iden-
tity of the proper regulatory point of contact is to either
ask the FI or contact the Board of Governors of the Fed-
eral Reserve System.3S

Never underestimate the power that the regulatory
agencies exercise over their assigned FIs. These agencies
are to FIs what the IRS is to the errant taxpayer. They can
tie up a wayward FI in red tape to the point that it ceases
to function for any purpose other than to answer the
agency’s inquiries. A regulatory agency can make its
presence on the FI's premises a day-to-day reality by
ordering the FI to close its doors so the agency’s exam-
iners can conduct a full compliance audit.36 In the most
egregious of cases, the agency even has the power to
revoke the FI's charter or license to operate3? and the
power to direct suspension or removal of an FI director or
officer.38

3215 U.S.C. § 1693g(c)-(e) (prohibition on enlargement of liability) (1988); 12 C.F.R. § 205.12 (1950) (preemption standards and procedures for
inconsistent state laws); see also 15 U.S.C. § 16931 (**No writling or other agreement between a consumer and any other person may contain any
provision which constitutes a waiver of any right conferred or cause of action created by this subchapter.**)

3312 C.F.R. § 205.6(b) (1990); Reg. E Supp. Il § 205.6-6.5 (**The extent of the consumer’s liability is determined by the promptness in reporting loss
or theft of an access device or unauthorized transfers appearing on & periodic statement. Negligence on the consumer’s part cannot be taken into
account to impose a greater liability than is permissible under the act and Regulation E."*)

3412 C.F.R. § 205.11(c)(2)(i) (1990).

351d. § 205.13(a); see also Public Servs., Div. of Support Servs., Bd. of Governors of the Fed. Reserve Sys., Alice in Debitland 16 (1980) (gives the
postal addresses for all federal regulatory agencies with EFTA enforcement authority; a copy can be obtained by writing the Board of Governors of
the Federal Reserve System, Washington, D.C. 20551).

36See, e.g., 12 U.S.C. § 602 (1988) (for foreign branches of national banks the Board of Governors *‘may order special examinations of the said
branches, banks, or corporations at such time or times as it may deem best.”’); 12 C.F.R. § 4.11(a) (1990) (the Comptroller of the Currency may
*‘cause such [bank] examinations to be made more frequently as he determines necessary. An affiliate of a national bank sny [sic] [may] also be
examined.’”) While other regulatory agencies are empowered to enforce the provisions of the EFTA using The Federal Deposit Insurance Act, 12
U.S.C. § 1818 (1988), I have purposely limited my discussion to the Board of Governors and the Comptroller of the Currency to give the reader some
idea of the regulatory agency enforcement mechanisms currently in use.

378ee, e.g., 12 U.S.C. § 93(a) (1988) (*'If the directors of any national banking association shall knowingly violate, or knowingly permit any of the
officers, agents, or servants of the association to violate any provisions of [this chapter], all the rights, privileges, and franchises of the association
shall be thereby forfeited.”"). But see 15 U.S.C. § 16930(a) (‘*Compliance with the requirements imposed under this subchapter shall be enforced
under—(1) section § of the Federal Deposit Insurance Act [12 U.S.C. § 1818], in the case of (A) national banks, by the Comptroller of the Currency;
«.""); 12 U.S.C. § 1818 (0) (1988) (requires the Comptroller of the Currency to appoint & receiver for any national bank whose FDIC insured status
has been terminated). 12 U.S.C. § 1818 (i)(2)(i) (1988) (permits the Comptroller of the Currency to impose a civil penalty of up to $1,000 per day for
each day that an agency imposed final order is violated by a national bank, its director, employee, agent, or other person patticipating in the bank's
affairs). - .

38See, e.g., 12 U.S.C. § 1818 (e) (1588).
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In order to enlist the agency’s support, the legal assist-
ance attorney need only present the agency with evidence
of a clear violation of the agency’s guidelines or manda-
tory compliance provisions. In most cases, the legal
assistance attorney can gain an obstreperous bank presi-
dent’s cooperation by simply asking a regulatory agency
representative to call and remind the bank’s president
that the agency has an interest in the proper resolution of
even the smallest of consumer concerns. Because of the
ethical®® and medical dilemmas posed,#° resist the temp-
tation to have your regulatory point of contact conclude
the conversation with the offending FI officer with the
question, ‘*How long do you think it would take for our
bank examiners to reach your location by plane?’’ The
agency’s call alone will have your recalcitrant FI officer
imagining the worst.

FI liability: If an FI fails to complete an electronic
fund transfer to or from a consumer’s account on time or
in the correct amount in accordance with its agreement,
then the FI is liable for the resulting proximate damages,
unless 1) through no fault of the FI, the account contains
insufficient funds; 2) funds within the account are subject
to legal process or other restrictions; 3) the transfer will
exceed the account’s established credit limit; 4) the
electronic terminal has insufficient cash to complete the
transaction; or 5) as otherwise provided by the EFTA.
Further, the FI is not liable for damages caused by its
failure due to a reasonably unavoidable act of God, cir-
cumstances beyond its control despite due diligence, or
technical malfunctions known to the consumer at the
time of transfer initiation. The FI's liability is limited to
proven actual damages so long as its failure was uninten-
tional, resulting from a bona fide error despite reasonable
precautions taken to avoid such an error.4!

Personal civil liability: Any person who fails to com-
ply with any provision of the EFTA is liable to the con-
sumer for actual damages; court costs and attorney’s fees
as determined by the court; and 1) not less than $100 nor
more than $1,000 for an individual action or 2) up to the
lesser of $500,000 or 1% of the defendant’s net worth per
failure to comply by the same person, without limitation
upon the minimum recovery the court may assign as to
each member of the class. The court must consider the
nature, frequency, and persistence of the noncompliance,

and the extent to which that noncompliance was inten-
tional. Additional factors for the court to consider in the
case of a class action include the defendant’s resources
and the number of people adversely affected as a result of
the defendant’s noncompliance. No liability will accrue
for unintentional failures or noncompliance failures that
are a result of a bona fide error occurring despite reason-
able precautions taken to avoid such an error. This provi-
sion does not limit recovery under either the treble
damages provision or the FI liability provision.42

Criminal liability: Knowingly and willfully 1) failing
to disclose required information; 2) giving false or inac-
curate information; or 3) failing to comply with any
provision of the EFTA can result in up to 1 year
imprisonment and a $5,000 fine. EFTA violations affect-
ing interstate or foreign commerce involving $1,000 or
more aggregated over the course of a one-year period can
result in up to ten years of imprisonment and a $10,000
fine.43

Practice Pointers

As if the arsenal were not already large enough, here
are a few additional points that may help to sway the
balance in a client’s favor.

First, always review the FI agreement carefully. Read
it once for content and then read it against the EFTA’s
model disclosure clauses to see if the FI has fully and
accurately provided the mandatory disclosures.44
Remember that any FI failure to fully and strictly comply
with the disclosure requiréments means a finding of no
liability for your client and, under the right circum-
stances, treble damages.

Second, review all FI correspondence carefully against
the EFTA to ensure compliance with all notice time
limits, provisional recrediting rules, and all determina-
tion disclosure rules. Request copies of all documenta-
tion relied upon by the FI in making its decision
whenever the FI resolves a complaint in its own favor.

-Third, if the FI refuses to cooperate with your good
faith attempts to resolve a complaint in accordance with
the EFTA, try the following: '

(a) If the FI is an on-post facility, contact the installa-
tion's FI liaison officer. If he is the least bit reticent about

39Dep't of Army, Pam. 27-26, Rules of Professional Conduct for Lawyers, Comment to Rule 3.1 (31 Dec. 1987) (**The action is frivolous, however,
if the client desires to have the action taken solely for the purpose of harassing or maliciously injuring a person ... .”") (emphasis added).

405ee Tennant, Langeluddecke, Fulcher, and Wilby, Acute and Chronic Life Event Stress in Coronary Atherosclerosis, 32 J. Psychosomatic Res. 13

(1988).
4115 U.S.C. § 1693h (1988).

4214, § 1693m(g). See, e.g., Bisbey v. D.C. Nat'l Bank, 793 F.2d 315 (D.C. Cir. 1986) (The court held in favor of the consumer despite the fact that
she benefitted from the bank's error. The bank had failed to provide copies of the documents relied on by the bank and written notice of the results of
the investigation, even though both were required under the EFTA. The consumer was awarded nominal damages and attorney"s fees.)

4315 U.S.C. § 1693n (1988).
4412 C.F.R. pt. 208, app- A (1990).
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offering the services of his office, contact the Inspector
General’s office. If this fails to obtain the desired results,
then it may be time to elevate the complaint to the post
command level. The key point to remember about on-
post Fls is this: an installation commander is vested with
the authority, by regulation, to terminate an FI's presence
on post at any time for unsatisfactory service or regula-
tory inconsistency.4s

(b) Consider seeking support via the Comptroller of
the Army’s technical chain. Start with the appropriate
major command (MACOM) comptroller’s office and
work your way up to the Assistant Comptroller of the
Army for Finance and Accounting, Banking Policy, at
Fort Benjamin Harrison and, if need be, all the way
through to the Army Comptroller. Still no success? There
is an almost inexhaustible number of offices that handle
complaints in this area, and it may take a directive from
superiors to get the lower level offices moving. For
example, the Assistant Secretary of the Army (Financial
Management) has staff responsibility for all FIs on Army
installations worldwide and is an invaluable contact as
the Army’s liaison to both the banking industry and the
FI regulatory agencies.46

(c) If it becomes necessary to go outside Army chan-
nels, the Assistant Secretary of Defense (Comptroller) is
responsible for coordinating all Department of Defense
domestic and overseas banking programs.4?

(d) Given the right circumstances, it may be advan-

tageous to have the client write to a congressional repre-

sentative and/or senator. They may in turn forward
multiple inquiries to the appropriate house and senate
subcommittees (armed services, banking, etc.). Because
this option has a tendency to generate more smoke than
fire, is a time-consuming process, and can yield mixed
results, it is definitely a weapon of last resort.

Fourth, as previously discussed at length, the virtues of
invoking regulatory agency support are great. It is impor-
tant to bear in mind that their power extends well beyond
the EFTA administrative sanctions outlined. They can, at
least in the case of Federal Deposit Insurance Corpora-
tion (FDIC) members or in the case of Comptroller of the
Currency chartered national banking associations
(insured and uninsured), issue a cease-and-desist order
prohibiting or mandating specified bank related conduct
of an offending FI, FI director, FI employee, or FI agent.

Though these orders are not effective until thirty days
after service on a nonconsenting FI, the agency can
require immediate compliance by issuing a temporary
cease-and-desist order and, if necessary, enforce that
order in United States District Court.48 All this can be
accomplished without sending your client to a downtown
attorney or obtaining the staff judge advocate’s, The
Judge Advocate General’s, or the United States
Attorney’s permission to appear in court!4®

Fifth, the legal assistance attorney can bypass an
uncooperative FI regulatory agency, in the case of an
FDIC-insured FI, by seeking the support of the FDIC's
board of directors. If the board determines that an FI has
engaged in unsound banking practices or violated an
FDIC-imposed rule, regulation, law, order, condition, or
written agreement, the board can issue a statement of cor-
rection to the offending FI and its regulatory agency. If
the FI fails to implement the required corrective actions
in a timely fashion, the board can terminate its status as
an FDIC-insured bank.5¢

Finally, the combinations of sanctions and enforce-
ment mechanisms that can be fashioned are almost limit-
less. These options represent only a portion of the tools
avajlable to the creative advocate or the harried con-
sumer. If these options do not fit your style of advocacy
or the needs of your client, seek additional alternatives:
check the statutes, talk to other attorneys, talk to your
banking friends, etc. Remember, the banking and finance
industry is among the most heavily regulated in the
world, and absolute compliance with all the rules is
unlikely. "

Of course, all this EFTA enforcement stuff sounds
great in theory, but does it really work?

‘““War Story’’ Time

My experience with the awesome power of the EFTA
occurred while I was stationed at Fort Hood, Texas, in
1985. A number of soldiers and their legal assistance
attorneys encountered many difficulties attempting to
have their errors, including unauthorized EFTs, resolved
in accordance with the EFTA. The president of the
offending bank even refused to negotiate with any more
**JAG types,”” refusing my further attempts to communi-
cate. At my staff judge advocate’s request, I contacted
the bank’s regulatory agency, the Comptroller of the

45 AR 210-135, para. 2-3a(3) (termination of stateside banking offices); id. para. 4-2b (termination of credit unions for cause). But see id. para. 3-5

(termination of overseas military banking facilities).

45]d, para. 1-4d.

47]d. para. 1-4a(1).

4812 U.S.C. § 1818(b)-(d) (1988); 12 C.F.R. § 19.18-21 (1990).

4 AR 27-3, para. 2-5a (SJA determination required before providing additional services); id. para. 2-9 (court representation policy and limitations).

5012 U.S.C. § 1818 (1988).
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Currency (Washington, D.C., office), and eiplained our
dilemma. o :

The issue that most interested the agency representa-
tive was our discovery that the bank had enlarged the
scope of consumer liability by adding *‘fault’* language
to the EFTA model disclosure language contained within
the bank's ATM agreement. I mailed the agency repre-
sentative a copy of the agreement at her request and she
called me back within the week to outline her proposed
strategy for ending the bank’s EFTA ‘‘cold war.’* She
explained that she intended to call the bank president that
day, identify herself and her enforcement position with

_ the Comptroller of the Currency’s office, briefly explain
the consumer protection aspects of the EFTA, and enlist
his cooperation and pledge of support in resolving all
outstanding complaints in compliance with the EFTA.
Assuming that all went well, she then planned to ask him
to edit and reprint the bank’s ATM agreements, using the
model disclosure language without variance, and to
destroy the bank’s current stock of ATM agreements.
The plan sounded great to me, but I warned her that the
bank’s president had been less than cordial whenever the
discussion turned to his or the bank’s responsibilities
under the EFTA.

It came as no surprise to learn later that the bank’s
president refused to listen to his regulatory agency’s
position. He demonstrated his displeasure with their lack
of support for his position by hanging up on the agency
representative in mid-conversation, which was not his
wisest course of action. Unfortunately for me, I left Fort
Hood before this EFTA matter was resolved. I gave the
agency representative my successor’s name and left with
her assurances that she would see the matter successfully
resolved.

When 1 saw the agency representative at a luncheon
about two years ago, I asked her how the Fort Hood
EFTA matter had concluded. She related that shortly
after I left Fort Hood, she dispatched bank examiners to
conduct a full compliance audit. During the course of the
audit, the bank’s stockpile of ATM agreements was con-
fiscated and destroyed and more than a few unsound
banking practices were discovered. During the Comp-
troller of the Currency’s follow-up discussions with the
bank’s board of directors, the board accepted the bank
president’s resignation as a showing of their commitment
to comply with the banking laws, thereby avoiding char-
ter revocation proceedings.5!

Does the EFTA work? It sure did at Fort Hood and it
should work for you and your clients as well!

The Hypotheticals

If I have done my job in presenting the EFTA material,
you already know the answers to the hypotheticals and
may want to skip right to the conclusion. For those of you
who are still with me, follow along carefully because this
is my last chance to turn you into an EFTA ‘‘expert.’

Private' Regmon: The Fort Swampy National Bank
manager has two choices here. He can either get out his
EFTA materials or get out his wallet!

‘The error complained of here is an unauthorized EFT.
Such errors are cognizable under the EFTA and the bank
is required to conduct an investigation in good faith and
report the outcome of its investigation to Private Regmon
within ten business days. The bank can elect to take up to
forty-five business days to conduct its investigation if
Private Regmon is so notified and the bank provisionally
recredits his account in the amount of the error no later
than ten business days after the bank was notified of the
error. The bank might conceivably withhold $50 from the
amount provisionally recredited to Private Regmon’s
account using the special error resolution treatment rule
applicable to unauthorized EFTs. Prior to withholding
the $50, the bank must be certain that it has strictly and
accurately complied with all EFTA disclosure require-
ments and that a reasonable basis exists for its belief that
an unauthorized EFT has occurred.

Given the facts of the case, it appears that Private Reg-
mon’s ATM card and PIN were stolen from his wall
locker without his knowledge while he was in the field. It
also-appears that Private Regmon promptly reported the
theft of his ATM card, thereby limiting his potential lia-
bility to $50. The evidence in this case strongly indicates
that the losses sustained were unauthorized EFTs and,
unless the bank can prove otherwise, it must recredit Pri-
vate Regmon’s account in the amount of $700.

The bank’s attempt to enlarge the scope of consumer
liability by adding a negligence standard to its ATM
agreement was a costly mistake. If the bank did in fact
withhold $50 from the amount provisionally recredited to
Private Regmon'’s account, it must now recredit the $50
because of its failure to comply with the EFTA’s dis-
closure requirement. If Private Regmon decides to press
the issue, the bank may be held liable for treble damages
as a result of the improper withholding. Further, unless
the bank can show that the EFTA violations were the
result of unintentional conduct and bona fide error, the
bank is potentially subject to FI liability as well as sanc-
tions imposed by the FDIC, its regulatory agency, and the

51Telephone interview with Mary Ellen Saunders, Consumer Speciélist. Consumer Examinations Division, Comptroller of the Currency (Mar. 9,
1989). Ms. Saunders graciously took the time to listen as I read the **War Story'* portion of this paper to her. She confirmed the accuracy of the

events as reported therein and as she had related them to me two years ago.
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command. The bank manager’s liability exposure is even
greater, given'the potential for personal civil liability,

criminal liability, as well as sanctions imposed by the

FDIC, the bank‘s regulatory agency, and the command.

Colonel Gold: Fxrst, calm Colonel Gold down‘and
explain that suing the bank is not necessarily the best or
the most efficient way to ensure recovery. The error in
this case is plainly a bank error subject to the normal
error resolution rules. All the legal assistance attorney
has to do is get the bank to follow the rules. The attorney
should try to negotiate with the bank first and escalate
pressure as the situation dictates.

What must the bank do? Again, the bank must conduct
an investigation of the alleged error in good faith. Should
the bank elect to take ninety calendar days to conduct its
investigation because the transaction occurred overseas,
the bank must provisionally recredit Colonel Gold’s
account in the amount of the error within twenty business
days or face the very real prospect of a suit for treble
damages for lack of a reasonable basis to support its
belief that no error occurred. Colonel Gold’'s ATM
receipt virtually dictates provisionally recrediting his
account and gives the bank more than enough proof to
resolve any disagreement it may have with its overseas
branch.

As for the overseas issue, the bank manager need only
read the definition of a FI to learn that the EFTA applies
to his bank with or without the bank’s written acknowl-
edgment of that fact in its ATM agreement with Colonel
Gold. If after reading the definition of a FI, the bank's
president still doubts the EFTA's applicability to the
bank’s overseas operation, simply remind him that the
Board of Governors of the Federal Reserve System con-
siders stateside banking laws, which include the EFTA,
applicable to foreign branches of stateside national banks
and provide him with a copy of the applicable regulatory
provision. If that still does not convince the bank’s

president, let the agency representative explain the .
EFTA's applicability. Further, as to the issue of extend-
ing the error reporting limits, the EFTA provides that the
bank must extend the limits in the event of extended
travel. Colonel Gold’s right to an error reporting exten-
sion accrues whether the bank’s ATM agreement
provides for an extension or mot. Under the circum-
stances, the bank manager’s position and expectations
are unreasonable. Any attempt to enlarge the consumer’s
scope of liability is invalid under the EFTA.

. The bank will have to recredit Colonel Gold’s account
in the amount of $4,500, unless it can prove that no error
occurred. Further, unless the bank can show that the
EFTA violations were the result of unintentional conduct
and bona fide error, the bank is potentially subject to FI
liability as well as sanctions imposed by the FDIC, its
regulatory agency, and the command. The bank man-

ager’s liability exposure includes the potential for per-
sonal civil liability, criminal liability, and sanctions
imposed by the FDIC, the bank’s regulatory agency, and
the command.

Conclusion

So there you have it, one the most powerful consumer
advocacy tools available to the legal assistance attorney.

" The EFTA'’s strict compliance standards, no-nonsense
disclosure requirements, and generous reporting limits
effectively shield our legal assistance clients from lia-
bility. The vast array of enforcement mechanisms avail-
able to ensure absolute compliance with both the letter
and spirit of the EFTA is staggering. It is perhaps the
sharpness of the sword and the devastating nature of its
swath that urges caution and the adoption of a respon-
sible attitude in its use. Never swing more widely than is
necessary to accomplish the best results for your client
and never hesitate to swing as widely as necessary to
ensure the protection and financial well-being of our
stock-in-trade: our soldiers and their family members.

Presolicitation Discussions and the ‘‘Unfair’’> Competitive Advantage

Dominic A. Femino, Jr.
Ch:ef Counsel, Vint Hill Farms Station

Introduction

During the presolicitation phase of the acquisition
cycle, government personnel are torn between two con-
flicting demands. On the one hand, they are told that the
Competition in Contracting Act (CICA) requires them to
maintain an open dialogue with industry in order to
understand the capabilities of the marketplace and to
express contractual requirements in a manner that
achieves full and open competition. On the other hand,

however, they are warned that there are numerous com-
plex laws with severe penalties that require them to
control the flow of information to the extent necessary to
preserve the integrity of the procurement process.

To achieve both of these seemingly conflicting objec-
tives, the rules must be understood and applied wisely.
Unfortunately, the confusion surrounding the procure-
ment integrity section of the 1989 Office of Federal Pro-
curement Policy Act Amendments has temporarily
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blurred our collective vision.! The general consensus is
that this law has had a chilling effect upon govcrnment
communications with industry.

_ Although the procurement integrity law has been sus-
pended until December 1, 1990, its chilling effect lingers
because of the general uncertainty in this area and the
prospect that new restrictions may be forthcommg The
purpose of this article is not to summarize the procure-
ment integrity provisions, but to address the current state
of the law so that government representatives can con-
tinue to communicate effectively with industry while pre-
serving the integrity of the contracting process.

i " The Three Basrc Prohibltrons o

-Government . personnel cannot disclose propnetary
information or : source selection information . to
unauthorized persons. While these two basic prohibitions
are contained in the new procurement integrity law, they
are not new.2 The new law basically, added additional
penalties to preexisting prohibitions. For the most part,
communications that were lawful before the new law
remain lawful. Nevertheless, the ominous threat of added
penalties and the heightened publicity have caused per-
sonnel to err on the side of caution by unduly restrictmg
their dialogue with industry.

Simply stated, proprietary mformation is that which a
contractor properly marks as proprietary and which is not
otherwrse available to the government in unrestricted
form.3 Source selection information is either mformatlon
that is properly marked source selection information or,
regardless of whether it is marked, information that falls
within one of nine narrow categories.4 Although ques-
tions do arise, requirements personnel seem to find these
two rtules reasonably understandable and therefore rela-
tively workable. '

‘By far the bulk of presolicitation information that con-
cerns government technical personnel is neither proprie-
tary nor source selection information. Rather, it falls

within the vast realm of program information that is rou-
tinely generated long before issuance of the solicitation.
While the prohibition against unauthorized disclosure of
advanced acquisition information is not complex, it is far
more difficult to apply because it requrres the exercise of
judgment : Coh !

"Advanced Acqursitlon Information e

The Army Standards of Conduct regulatton states that
DA personnel are prohibited from dlsclosmg ‘any mfor-
mation concerning future DA requirements’* except pur-
suant to ‘*authorized procedures **5 That regulation does
not describe those authorized procedures. To locate them,
one must look to the procurement. regulations and the
interpretative decisions of the General Accounting Office
(GAO). Scattered throughout those regulations and deci-
sions.are rules that are aimed at striking the proper bal-
ance between the conflicting demands of maintaining an
open dialogue with industry and: preserving the rntegnty
of the contracting process .

Whnt Information Can Be Discussed?

At the outset, it must be stressed that the rules do not
prohibit government personnel from gathering informa-
tion from contractors. It has long been recognized that
the government must understand the capabilities of
industry so that its minimum needs can be expressed in a
way that does not unduly restrict competition.® In order
to gather information, however, one must often give
information. For example, when the government asks a
contractor. ‘*What are your capabilities?’” the usual reply

s, ‘“What are your needs?" ‘

_ For those reasons, the procurement regulatxons allow
us to explore the marketplace and identify potential
sources of supply.” We may also conduct limited discus-
sions with potential sources.8 During those dlscusswns,
we can disclose general information about our mission
and needs.® We can even identify areas of interest for the

1Section 27 of the Office of Federal Procurement Policy Act Amendments (to be codified at 41 U.S.C. 423).

2See, e.g., 18 U.S.C. § 1905 (1988); 18 U.S.C. § 641 (1988); Army Reg.‘ 600-50, Standards of Conduct for Department of the Army Personnel, para.
2-1g (28 Jan. 1988) [hereinafter AR 600-50]; Fed. Acquisition Reg. 15.508 (1 Jan. 1986) [hereinafter FAR].

’FAR 3 104-4(]) .
‘FAR 3 104-4(1:) (1)
5AR 600-50 para 2- l(g)

‘Maremont Corporatlon, Comp Gen. Dec B 186276 (Aug 20 1976), 76-2 CPD 1 181 ¢

"FAR 3s. oo4 FAR 7.101; FAR 7. 102
*FAR 15.504(a).

°FAR 15 504(a) (1) and (2); FAR 14, 2ll(b)
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submission of unsolicited proposals.1® The net result of
‘these limited discussions is increased competition, lower
prices,: and higher quality. In- short, the government
receives greater value for each dollar spent.

What Information Must Be Protected?

i 'While we are allowed to disclose general information
‘about agency mission and needs, we cannot disclose spe-
cific information relating to a proposed contract that
would give a contractor an unfair competitive advan-
tage.11-Such information must be made available to all
‘potential ' competitors at the same time, using such
devices as presolicitation conferences, notices in the
Commerce Business Daily, draft requests for proposals,
and solicitations for planning purposes.!2

. When does a competitive advantage become unfair?
The regulations provide little guidance on that key ques-
tion, mainly because so much depends upon the unique
facts of each case. The GAO, however, has issued
numerous helpful decisions that provide insight into the
most common issues confronting government personnel.

‘ Unfair Competitive Advantage
In competitive acquisitions, offerors have varying

disadvantages. GAO has historically recognized that the
government has neither the duty nor the ability to neutral-
ize competitive advantages that typically exist within the
marketplace.13

Nevertheless, GAO has sustained protests against the
government that were based on unfair competitive advan-
tages. An analysis of these cases reveals a common
thread. GAO is likely to find that a particular competitive
advantage is unfair when there is evidence of favoritism
or some other improper activity by the government on
behalf of an offeror.14 It is important to note, however,
that protestors have a heavy burden of proving such
favoritism because GAO will not attribute *‘unfair or
prejudicial motives’” to government officials on the basis
of mere “‘inference or supposition.**15

The bulk of these cases involves presolicitation discus-
sions, contractor incumbency, or former government
employees. Each is discussed below.

Presolicitation Discussions

GAO clearly favors preprocurement discussions with
industry so that the government can increase competition

strengths and weaknesses inherent within their respective
organizations that, depending upon the nature of the pro-
posed contract, translate into competitive advantages and

by generating interest in its programs and by gathering
sufficient information to enable it to more intelligently
express its minimum needs. 16

IOFAR 15.504(a)(6). Additionally, while it is permissible to obtain information concerning wage rates, material costs, and similar information from
industry for the preparation of government cost estimates, these estimates may not be disclosed to potential contractors. FAR 5.401 (a). Long range
unclassified requirements estimates may be disclosed to industry provided prior approval is obtained and notice of the disclosure is made in the
Commerce Business Daily. FAR 5.404 and DFARS 205.404-2. The Army encourages the disclosure of such advance procurement information to
industry through a formal system of appointed Army/Industry Material Information Liaison Officers. See AFARS 5.391. This information may not be
released in a manner that creates an unfair competitive advantage for any one or group of firms. AFARS 5.391 (f). The Planning, Programmmg, and
.Budgeting System (PPBS) generates a substantial amount of financial documentation during the annual budget formulation process. Release of this
information is controlled by the DOD Comptroller in accordance with DOD Directive 7045.14 and DOD Instruction 7045.7.

1LFAR 5.401(b) (1). This provision prohibits disclosure of information that would provide an **undue or discriminatory advantage to private or
personal interests®'; FAR 14.211(a); AFARS 5.391(D).

12 AR 600-50, para. 2-1g; FAR 5.404-1(b) (2); FAR 15.402(b); FAR 15.409(c); FAR 15.404; FAR 15.405; FAR 5.204. While these provisions refer to
**identical’* information to offerors, GAO recognizes the practical impossibility of achieving actual equality in all situations and bolds that offerors
are entitled to equal access to that information that is *‘necessary®* for submitting intelligent proposals. National American Indian Housing Council,
Comp. Gen. Dec. B-218298 (May 23, 1985), 85-1 CPD 9 595.

“Aérospace Engineering Services Corporation,ﬁComp. Gen. Dec. B-184850 (Mar. 9, 1976), 76-1 CPD { 164.

14Telos Computing, Inc., Comp. Gen. Dec. B-190105 (Mar. 27, 1978), 57 Comp. Gen. 370, 78-1 CPD 1235; Coastal Environments, Inc., Comp. Gen.
Dec. B-233571 (Mar. 3, 1989), 89-1 CPD 1 234; Validity Corporation, Comp. Gen. Dec. B-233832 (Apr. 19, 1989), 89-1 CPD 1 389.

13Kelsey-Seybold Clinic, PA., Comp. Gen. B-217246 (July 26, 1985), 85-2 CPD 1 90, Dayton T. Brown, Inc., Comp. Gen. Dec. B-231579 (Oct. 4,
1988), 88-2 CPD 1 314; Power Line Models, Inc., Comp. Gen. Dec. B-220381 (Feb. 28, 1986), 86-1 CPD 1 208.

16In & landmark 1976 decision, GAO stated,

.- Another legitimate preprocurement agency action is discussing requirements with potential suppliers.... Such discus-
sions are clearly necessary for an agency in the conduct of ordinary business. For example, an agency should be able to
survey the market to ascertain what is available or encourage the development of sources to compete with present sole
sources. Also, such preprocurement discussions may be appropriate where it appears that a particular firm may be the
sole supplier of the item meeting the Government's requirements or where there may be certain special conditions

" affecting & particular firm, e.g., if the firm is foreign. ... It would be unwise and unrealistic to limit discussions prior to
ascertaining what the Government requires. Indeed, discussions with potential suppliers and testing products are often
necessary for an agency to rationally determine just what its minimum needs are. An agency cannot intelligently define
its needs in & vacuum. In a number of cases, we have criticized the actions of agencies which improperly limited
competition because no discussions of requirements were held with potential suppliers, but rather the only firms solicited
made products with which agency personnel were familiar.

Maremont Corporation, Comp. Gen. Dec. B-186276 (Aug. 20, 1976), 76-2 CPD 1 181.
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Examples of Fair Competitive Advantage
From Presolicitation Discussions .

' " GAO has held that none of the following preprocure-
ment activities created an unfair competitive advantage:
a presolicitation tour of a government site for one poten-
tial offeror (all offerors could have had the same tour had

‘they asked);!? three government meetings over a six-
month period with one potential offeror to discuss his
qualifications and interest in the project (all offerors
could have had similar discussions had they asked);!® an
advance release of specifications involving a non-
‘complex item to one potential offeror (all offerors even-
tually got the same information in time to propose
intelligently);!® an in-depth presentation to the govern-
ment by a potentlal offeror pursuant to a draft solicitation
(such activity is information gathering);2° a preprocure-
.ment shoot-off between two potential offerors to deter-
mine . the government’s minimum - needs;2! and
preprocurement testing of a contractor’s night vision
goggles to determine the government’s minimum
needs.22

Examples bf Unfair Competitive Advantage
From Presolicitation Discussions .

Notwithstandmg its preference for early dialogue
between government and industry, the GAO has sus-
tained protests where government action results from
favoritism or impropriety. For example, GAO found that
the government’s premature release of an RFP to only

one offeror was ‘unfair because it contalned the actual

evaluation weights not released in the final RFP. Of par-
ticular significance to GAO was the fact that the final

RFP mcorporated all of the handwritten comments of the -

offeror that recerved the draft. That fact led GAO to the

18¢ce Kelsey-Seybold Clinic, PA Comp Gen B-217246 (July 26, 1985), '85-2 CPD 1 90.
185ee Power Line Models, Inc., Comp ‘Gen. Dec. B- 220381 (Feb. 28, 1986), 86-1 CPD 9 208.

-conclusion that this offeror had direct access to govern-

ment personnel involved in the formulation of the official
RFP, which compromised “‘the objectivity and impar-
tiality of the process.”’23 : ,

GAO has also been critical of presolicitation meetings
that take place in unofficial settings and give the
appearance of favoritism. In one case, GAO criticized a

government representative’s lack of good judgment -in

discussing a pending procurement action with a potential
offeror in a restaurant during a ‘‘late evening'snack.”
Interestingly, however, GAO concluded that this one
**indiscretion’” did not require exclusion of the offeror
because there was no other evidence of preferentia.l
treatment.24 =

GAO clearly will sustain protests when there is’ evi-
dence of willful disclosure of sensitive information to a
competltor by government representatrves, even when

that information is of questionable value. GAO sustained

a protest when a high ranking Air Force official allegedly
released sensitive information to a consultant, who in
turn disclosed it to one of the competing offerors.25 GAO
noted that the integrity of the competitive process would
not be served by allowing the award to stand, even 1f the
information did not benefit the wrongdoer '

AGAOis likely to require the government to equalize
the advantage gained by iradvertent disclosure of sensi-
tive information. For example, GAO required the govern-

.ment to reveal all proposed prices when one offeror’s

price was inadvertently revealed to a competitor by the

*+ ‘agency.26 GAO has ruled, however, that inadvertent dis-

closure of information from different sohcrtatlons need

“ not be equalized, even. though the result might be

unfair.2? GAO’s reasoning is that there is no appropriate

19Techniarts Engineering, Comp. Gen. Dec. B-235994 (Sept. 28, 1989), 89-2 CPD 1 293; Professional Pension Termination Associates, Comp‘.‘Gen.

Dec. B-230007.2 (May 25, 1988), 88-1 CPD 1498.

2"Brlghtstar Commumcatrons Ltd Comp Gen. Dec. B-218021.2 (Sept 16 1985), 85-2 CPD 1 290.
21 Maremont Corporation, Comp. Gen. Dec B-186276 (Aug. 20, 1976), 76-2 CPD 1 181. -~ '~ ‘ . ‘ o

221TT Electro-Optical Products Dlvrsron, Comp. Gen. Dec. B-211403 (Sept. 2, 1983), 83 2 CPD 1 299 ln another 1nterestmg decrsron, GAO ruled
that information released at a post award debriefing to one offeror concerning his own proposal did not’ provlde him with an unfair advantage when
negotiations were later reopened due to-unrelated defects in the procurement action. GAO reasoned that the government’s release of information was
proper st the time it was made, and there was no requirement to provide similar information to the other competitors. Federal Auction Service
Corporation; Larry Latham Aucuoneers, Inc.; Kaufman Lasman Assoclates, Inc., Comp.'Gen. Dec. B-229917.4, B-229917.5, B-229917.7 (June 10,
1988), 88-1 CPD 1 5,53. :

2‘-"Wlllnrnette-Western Corporatron, Pacific Towboat and Salvage Co., Comp. Gen. Dec. B- 179328 (Nov. 14, 1974), 74-2 CPD 1 259.
24Lasar Power Technologles, Inc., Comp Gen Dec. B- 233369 B 233369.2 (Mar, :13, 1989), 89-1 CPD 1 267.

23Ljtton Systems, Inc., Comp. Gen Dec. B-234060 (May 12 1989), 89-1 CPD 1 450

2656 Comp. Gen. 505 (1977). o = S
27Youth Development Associates, Comp. Gen. Dec. B-216801 (Feb. 1, 1985), 85-1 CPD 1 126.

14 AUGUST 1990 THE ARMY LAWYER = DA PAM 27-50-212




e

means for eradicating such advantages where different
groups of competitors are involved in both solicitations.

Contractor Incumbency

_The basic rule is that the government has no obligation

to equalize competitive advantages of incumbent con-

tractors derived from the experience, resources, or skills

‘obtained in performing a government contract or because

of the offeror’s particular circumstances.28

Examples of Fair Competitive Advantages Relatmg to
Incumbency

GAO has ruled that it is not unfair when the incumbent
contractor obtains any of the following: *‘background
information'® on the proposed contract during contract
performance;2® information that is helpful but not essen-
tia] for the submission of an intelligent offer;30 signifi-
cant information, equipment, and facilities relating to the
future system;3! equipment purchased with its own capi-
tal;32 valuable experience on the project;33 and knowl-
edge of its own workforce.34

Examples of Unfair Competitive Advantages Relating to
Incumbency

Unfair competitive advantages concerning contractor

issuing vague or erroneous guidance in a solicitation,
thereby ensuring that only the incumbent can intel-
ligently compete.

GAO sustained a protest when it found that the incum-
bent contractor was the only offeror who had enough
background information to compete because the govern-
ment’s solicitation failed to accurately describe the num-
ber and content of the required units of work.35 GAO
pointed out that the RFP provided insufficient detail,
allowed only thirty days’ bidding time, and resulted in
receipt of only one offer. That offer came from the
incumbent who had actual knowledge of the true require-
ment. Similarly, GAO sustained another protest where
only the incumbent contractor knew that the actual
requirement involved only 1,500 files instead of the
20,000 files described in the government’s solicitation.36

In one curious but noteworthy decision, however,
GAO held that the incumbent did not receive an unfair
competitive advantage, even though only he knew that
some of the RFP’s stated requirements were not actually
needed and even though his proposed price was only
$7,300 less than the protester’s price on a 1.5 million
dollar effort.37 GAO reasoned that the incumbent had not
billed the government for the same deleted item on its

earlier contract, and it appeared that the price impact on
“the protester’s proposal would not have been significant
if the protester had known of the deletion.

incumbency typically arise when the government
improperly enhances the incumbent's advantage by

28 Aerospace Engineering Services Corporation, Comp. Gen. Dec. B-184850 (Mar. 9, 1976), 76-1 CPD 1 164. Likewise, the government need not
compensate for the disadvantages of incumbency either. See John Morris Equipment and Supply Company, Comp. Gen. Dec. B-218592 (Aug. S,
1985), 85-2 CPD { 128. ‘

ETEK, Inc., Comp. Gen. Dec. B-234709 (July 11, 1989), 89-2 CPD 1 29.
30McCotter Motors, Inc., Comp. Gen. Dec. B-209986 (Aug. 2, 1983), 83-2 CPD 1 156.
31S T, Research Corp., Comp. Gen. Dec. B-233309 (Mar. 2, 1989), 89-1 CPD § 223,

32B. B. Saxon Company, Inc., Comp. Gen. Dec. B-190505 (June 1, 1978), 57 Comp. Gen. 501, 78-1 CPD 1 410; see also Telos Computing, Inc.,
Comp. Gen. Dec. B-190105 (Mar. 27, 1978), 57 Comp. Gen. 370, 78-1 CPD 1 238, for & list of other examples where unfair competitive advantages
have been alleged but not shown.

3ntegrity Management International, Inc., Comp. Gen. Dec. B-213574 (Apr. 19, 1984), 84-1 CPD 1 449.

34Master Security, Inc., Comp. Gen. Dec. B-232263 (Nov. 7, 1988), 88-2 CPD 1 449. In one interesting decision, GAO concluded that even though
the incumbent received government technical assistance in developing cable testers on a contract to produce cable adapters, that assistance did not
give an unfair competitive advantage in a later procurement for cable testers. GAO based this dec