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PREFACE 
I t  is a privilege to present to the Senate and to the general public 

this source book on the Privacy Act of 1974. That legislation repre- 
sents a landmark achievement in securing for each citizen of the 
United States the right of privacy with respect to confidential infor- 
mation held by the Federal Government. 

This legislation would not have become public law without the ex- 
traordinary dedication, ability, and leadership of Senator Sam J. 
Ervin, Jr., of North Carolina, who served as Chairman of the Com- 
mittee on Government Operations in the 93d Congress. 

For two decades, Senator Ervin was regarded by his colleagues in 
the Senate as a guardian and forceful exponent of the constitutional 
rights of our Nation's citizens. The hearings, reports, and legislation 
produced by the Subcommittee on Constitutional Rights of the 
Committee on Judiciary, which he also served as chairman, laid the 
groundwork for this first major privacy legislation. 

The Bill of Rights guarantees to each American protections which 
we equate with specific rights of citizenship in a, free society. This 
legislation is a major first step in a continuing effort to define the 
"penumbra" of privacy which emanates from specific guarantees in 
the Bill of Rights and which helps to give them life and substance as 
recognized in GriswoZd v. Cmmctht .  

This source book is an effort to bring together in one publication 
the legislative history which led to enactment of Public Law 93-579, 
the Privacy Act of 1974. In addition, it includes statements, articles, 
and certain reported cases which may help to shed light on the grow- 
ing law of privacy. 

It is hoped that this compilation of materials will be a useful ref- 
erence for all people concerned with the Federal Government's role 
in the protection of privacy. I 

Sincerely, 
ABRAHAMRIBICO~,C ~ ~ ~ R V Z %  
EDMUNDS. MUSKIE. 
CH~RWEBH. PERCY. 

(V) 



PREFACE 

This source book on the Privacy Act of 1974 should be of assistance 
to government agencies charged with observing its mandates, and 
should be of help to. private citizens in exercising their rights under 
this new law. 

The Privacy Act is a law of fundamental importance. I n  addition 
to securing to each individual the right of access to files maintained 
by federal agencies, it also provides for the correction of inaccurate 
and outdated information in those files. The Act also places certain 
curbs on the random distribution of personal information, and requires 
that reasonable security safeguards be applied by agencies in the 
handling and storing of such data. 
. As with other landmark pieces of legislation, such as the Freedom 
of Information Act, when i t  was first passed in 1966, there is an initial 
period when education is needed to acquaint both government em-
ployees and citizens about the Act's requirements. The Privacy Act 
of 1974 is experiencing that situation now, and i t  is hoped that this 
publication will assist its implementation. 

Sincerely, 
JACKBROOKS, 

C h a i m n ,  
Government Operations Committee. 

BELLAS. AEZUG, 
Chairwomn, 

G o w e m ~ tlizformatwn and IdiwiduaZ 
Rights Xu6committee. 

WILLIAMMOODIEAD, 
Pwmwr C h i m n ,  

Foreign Operations and Government 
Imn,n. t inn. S;~.hcommittee. 
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CHAPTER I 

LEGISLATIVEHISTORYOF ACTOFTHE PRIVACY 1974 



PART 1-THE MAJOR BILLS 
[From the Congressional Record-Senate, May 1,19741 

INTRODUCTORY REMARKS OF SENATOR SAM J. 

ERVIN, JR., ON S. 3418 


[P. S67411 

ESTABLISHMENT OF A FEDERAL PRIVACY BOARD 

Mr. ERVIN. Mr. President, wibh the concurrence of Mr. Percy and 
Mr. Muskie I introduce for reference to the Governmenit Operations 
Committee a bill 'to totablish a Federal Privacy Board, to oversee the 

and disclosure of informlation concerning individuals, and 
to provi e management systems in all Federal agencies, State and 
local governments, and other organizat' I 101~. 

Recent monhhs have focused a greak deal of attention, both in the 
Congress and wikh the public at large, on one of our most funda- 
mental civil liberties-the right to privacy. 

The Constitution creates a right to privacy which is designed to 
assure ithat the minds and heamts of Americans remain free. The 
bulwark of this constitutional principle is the first amendment. The 
fipt amendment was designed to proteot ithe sanctity of *the individ- 
ual's privak thoughts and beliefs. I t  protects the individual's right to 
free exercise of conscience; his right to assemble to petition the Gov- 
ernment for redress of grievances ;his right to associate peaceably with 
others of like mind in pursuik of a common goal; his right #to speak 
freely what he believes; and his right to try to persuade others of the 
worth of his ideas. 

The fourth amendment guarantew "the right of the people to be 
secure in their persons, houses, papers, and effeots, against unreason- 
able searohes and seizures." I n  addikion .to the privacy of one's home 
and personal effeots, the privacy of his person--or bodily integrilty- 
and even his private telephone conversations are protected by the 
fourth amendment. The fifth amendment guarantees that an individ- 
ual shall not be forced to divulge private informaiion which might 
incriminake him. I t  also protects individual privacy by preventing 
unwarranted governmental intereference with the individual's person, 
personality, and property wikhout due process of law. 

Tahe ninth amendment's reservation that "the enurnerahion in the 
Constitution of certain rights, shall not be construed to deny or dis- 

1 See p. 9. 

(3) 




parage others retained by the people" clearly shows klmt the Founding 
Fakhers conkemplated that, certain basic individual rights not specifi- 
cally mentioned in the Constitution-such as privacy-should never-
theless be safe from governmental interference. 

The Supreme Court has held many aspwts of individual privacy to 
be constitutionally protected. In  recognizing that "specific guarantees 
in khe Bill of Righks have penumbras formed by emanakions from 
those guarantees that help give them life and substance" (Griswold v. 
Connecticut,381 U.S. 479,484), the Court has found that hhose penum- 
bras protect the right to give and receive informahion, khe righk to 
family life and child-rearing according to one's conscience, the right 
to marriage, the right to procreakion, the righk to contraception, and 
the right rto abortion. 

All Americans can testify to the power of those protections of the 
individual's rights. The Constitution assures these rights ko all citizens 
whdher their exercise is pleasing to Governmenk or not. And by the 
same token, it assures the individual the converse of these rights :the 
right not to speak what he believes, whether his silence is pleasing to 
Government or not; land his right not to a&, not to associake, not to 
assemble, whether his inaction is pleasing to Government or not. 

The right of every individual in America to privacy has been a 
matter of considerable concern to me over the years. I t  seems that 
now, as never before, the [appetite of governmenht and private organiza- 
tions for information about individuals threatens to usurp the right 
to privacy which I have long felt to be among the most basic of our 
civil liberties as a free peoplQ 

If we have learned any6hing in this last year of Watergate, it is 
that there must be limits upon whlat the Government can know about 
each of its citizens. Each rtime we gjve up a bit of information about 
ourselves to khe Governmenk, we give up some of our freedom. For 
the more ithe Government or any institution knows about us, the more 
power it has over us. When the Government knows all of our secrets, 
we stand naked before official power. Stripped of our privacy, we lose 
our rights and privileges. The Bill of Rights then becomes just so 
many words. 

Alexander Solzyhenitsyn, the Russian Nobel Prize winner, suggests 
how an dl-knowing government dominates its citizens in his book 
L'Cancer Ward :" 

As every man goes through life he  fills in  a number of forms for  the record, each 
containing a number of questions. . . . There a re  thus hundreds of little threads 
radiating from every man, millions of threads in  all. If these threads were sud- 
denly to become visible, the whole sky would look like a spider's web, and if 
they materialized as  rubber, banks, buses, trams and even people would all lose 
the ability to move, and the wind would be unable to carry torn-up newspapers 
or autumn leaves along the streets of the city. They are not visible, they are  not 
material, but every man is  constantly aware of their existence. . . . Each man, 
permanently aware of his own invisible threads, naturally develops a respect for 
the people who manipulate the threads. 

Perhaps it should come as no surprise that a Russian can niaster the 
words to describe the elusive concept we in America calI personal 



privacy. He  understands, in a way which we cannot, the importance 
of being a free individual with certain inalienable rights, an individual 
secure m the knowledge that his thoughts and judgments are beyond 
the reach to the state or any man. He understands those concepts be- 
cause he has no such security or rights but lives in a country where 
rights written into law are empty platitudes. 

Privacy, like many of the other attributes of freedom, can be easiest 
appreciated when it no longer exists. A complacent citizenry only be- 
comes outraged about its loss of integrity and individuality when the 
aggrandizement of power in the Government becomes excessive. By 
then, it may be too late. We should not have to conjure up 1984 or a 
Russian-style totalitarianism to justify protecting our liberties against 
Government encroachment. Nor should we wait until there is such a 
threat before %we address this problem. Protecting against the loss 
of a little liberty is the best means of safeguarding ourselves against 
the loss of our freedom. 

The protection of personal privacy is no easy task. It will require 
foresight and the ability to forecast the possible trends in informa- 
tion technology and the information policies of our Government and 
private organizations before they actually take their toll in widespread 
invasions of the personal privacy of large numbers of individual 
citizens. Congress must act before sophisticated new systems of in- 
formation gathering and retention are developed, and before they 
produce widespread abuses. The peculiarity of new complex technol- 
ogies is that once they go into operation, it is too late to correct our 
mistakes or supply our oversight. 

Our Founding Fathers had that foresight when they wrote the Bill 
of Rights. The first, fourth and fifth amendments are among the most 
effective bulwarks to personal freedom conceived by the mind of man. 
Justice Brandeis in his classic dissent in the wiretapping case, OZm-
stead v. United States, 277 U.S. 438, 478 (1927), described with un- 
surpassed eloquence the importance of the right to privacy set out in 
the Constitution. These words do not go stale from repetition: 

The makers of onr Const;tiition undertook to secure conditions favorable to 
the pursuit of happiness. They recognized the significance of man's spiritual 

. nature, of his feelings and of his intellect. They knew that  only a part of the 
pain, pleasure and satisfactions of life are  to be found in material things. They 
sought to protect Americans in  their beliefs, their thoughts, their emotions and 
their sensations. They conferred, a s  against the Government, the right to be 
let alone-the most comprehensive of rights and the right most valued by 
civilized men. 

Government and private data collection on individuals is not a brand 
new phenomenon. The Federal Government has been collecting im- 
mense amounts of very sensitive information on individuals fqr 
decades. Income tax, social security, and census come to mind immedi- 
ately. Various surveys by experts, private organizations such as the 
National Academv of Sciences, and a number of congressional com- 
mittees have established the fact that the Federal Government stores 
massive amounts of information about all of us. 



Nevertheless, the effect on the right to privacy of massive 
information-gathering and dissemination through the use of sophis- 
ticated computer technology is just beginning to be realized. Rich or 
poor, male or female, whatever one's cultural style or religious or 
political views, each of us is subject to cumulative records being stored 
by a variety of Government agencies and private organizations. 

One of the most obvious threats the computer poses to privacy comes 
in its ability to collect, store, and disseminate information without any 
subjective concern for human emotion and fallability. 

Yet the increasing growth of information-gathering by Govern- 
ment and private organizations proceeds without any standards or 
procedures to regulate these organizations. It is because of this vacuum 
of authority that I am introducing, along with the very distinguished 
ranking minority member, Senator PERCY,this bill which is essential in 
order to preserve individual freedoms. We must act now to create safe- 
guards against the present and potential abuse of information about 
people. I would like to provide a brief summary of its provisions. 

THE FEDERAL PRIVACY BOARD 

The bill establishes a Federal Privacy Board which shall have the 
primary f<unction of overseeing the gathering, maintenance and dis- 
closure of information concerning individuals by Federal agencies, 
State and local governments, and private organizations. 

Thls Federal Privacy Board consists of five members, appointed 
by the President with the advice and consent of the Senate, not more 
than three of which are to be of the same political party. No member 
may engage in any other employment during his tenure. 

I n  addition to its primary responsibility in enforcing the safeguards 
to personal privacy proscribed under section I1of this bill, the Board 
is responsible for making an annual report to the President and to 
Congress, as well as publishing, on an annual basis, a descriptive 
directory of all information systems currently operating in the United 
States. 

In  order to carry out its functions, the Board is designated several 
specific powers. First, the Board shall have the power to compel, 
through subpena if necessary the production of any documents relnt- 
ing to an information system, either private or public. 

Second, upon determination of a violation of any provisions of this 
act, the Board is authorized to issue cease and desist orders and to rec-
ommend the institution of either criminal or civil suits. 

Third, the Board can conduct open public hearin@ on any petition 
for exemption from the provisions of section I1of the act. Upon corn- 
pletion of its hearings, the Board will report its recommendation to 
the Congress. 



SAFEGUARDS FOR PERSONAL PRJTACY I N  INFORMATION SYSTEMS 

The bilI provides safeguards to personal privacy a t  all three stages 
of the information systems process : collection, maintenance, and dis- 
semination of information. 

COLLECTION O F  INFORMATION 

Under the provisions of the bill, information may be gathered by 
Federal agencies, State and local governments, or any private $gani- 
zations only to accomplish the proper purpose of those agencies and 
organizations. 

I n  gathering information, the individual must be the source of t,hat 
information to the greatest extent possible; however, no indivlduxl 
may be forced to disclose any information not required by law, and he 

. is to be informed of his right not to disclose. 
The individual is to be notified of the existence of any informatio?l 

being maintained on him and the uses to which that information IS 
being put. 

No public or private organization may collect information on an 
individual's political or religious beliefs or affiliations unless specified 
by law. 

A description of all information systems must be reported to  the 
Federal Privacy Board on an annual basis. 

MAINTENANCE 

Restrictions on the maintenance of information systems used by 
Federal agencies, State and local governments, and other organizations 
include requirements that all i~iformation in these systems be accurate, 
complete, timely, and pertinent. 

Any individual has the right to inspect the information maintained 
in a system relating to him with the exception of medical records. He 
has the right to know the nature of the source and the recipients of 
that information. 

The individual also has the right to challenge any information on 
the basis of its accuracy, completeness, timeliness, pertinence, or neces- 
sity. Upon receipt of any challenge to its information by an individ- 
ual, an organization must: First, investigate and record the current 
status of such information; second, purge any information that is 
found to be incomplete, not pertinent, not timely, not necessary to be 
maintained, or that can no longer be verified. 

If  the investigation does not solve the dispute, the individual may 
insert a statement, not in excess of 200 words, in his own defense, and 
he may appeal to the Federal Privacy Board. 



DISSEMINATION 

The bill places strict restrictions on the dissemination of informa- 
tion in personal information systems, both private and public. 

All information systems must request permission from the individ- 
ual before disseminating any information. to any person or organiza- 
tion not having regular, authorized access to the information system. 

Organizations maintaining information systems are required to 
keep an accurate list of all persons having access to the information 
including but not limited to those having access on a regular basis. 

Federal agencies are specifically restricted in disseminating infor- 
mation only to authorized employees of Federal agencies. 

SOCIAL SECURITY NUMBERS 

The omnibus privacy bill makes it unlawful for any organization 
to require an individual to disclose or furnish his social security 
number unless specifically required by law. 

MAILING LISTS 

The bill also provides for the removal of any name and address 
from a mailing list upon the written request of the individual. 

REMEDIES 

The remedies provided under this act include both criminal and 
civil sanctions. 

The act provides for a criminal liability of up to $10,000 or 5 years 
in prison, or both, for any violation of the act. 

I n  addition, the act provides that the Attorney General, upon the 

recommendation of the Federal Privacy Board, or an aggrieved in- 

dividual, may file a civil suit in the appropriate district court. 


Certain types of information are exempted from coverage of this 
act. Those information systems exempted include: any information 
maintained by a Federal agency and determined to be vital to national 
defense; criminal investigatory files of Federal, State or local law 
enforcement agencies; and any information maintained by the. press 
or news media--except that information related to the employees of ' 

such organizations. 
CONCLUSION 

Mr. President, this bill provides a method whe,reby the Congress 
can guarantee that the right of every American to be let alone will be 
maintained. I encourage ever-y Senator to support this important 
piece of legislation. 



PART 1-MAJOR BILLS 


931) CONGRESS Sa34182n S ~ i s s r o ~  

IN T I I E  S E N A T E  O F  T I I E  UNITXD STATES 

Elnn 1,1974 

hlr.  ERVIN(for  l~illis(!lf, hIr. PERCY,nncl Mr. Rlcsx113)introcluccd thc follo\vi~lg 
bill; \vliich \\.as r c ~ t lti\-icc nud rcfe~,rcd to t l ! ~  Comniittrc 011 Govrl.~lmcl~t 
O~ern t ions  

A BILL 

To (~still)lisli n Pcdcral Privacy Board to orcrscc tlic gatl~eriiig 

and disc*losure of infolnliltion conccl.iiing iudividnals, to 

p r o ~ i d r  llianagciilcnt systenis in Pedcrrll agencies, State, 

n i l d  local govcniniciits, and otllcr orgfl~iizntions rcgnrding 

srlrli infon~intion, ancl for 0t11er 1)Lll.l)oses. 

1 B e  it enacted by fAe Senate rind IIottse of Representa-

2 tit,:~so[ the U~jitcdStrrtcs of A?~io*icain Co~zyrcss assembled, 

3 T I T L E  I-FEDEI<AL PRITTACY BOARD 

4 13STL~IZLISIINISST01.'IlOARD 

5 SEC. 101. ( a )  There is established in the executive 

6 Lrandi of the Government tlie Federal Priracy Board which 

7 shall be composed of fire 111c111bers who shall be appointed 

8 by the PI-csidcnt 1 9 7  and witll thc ndvicc nncl consent of the 

rI 



-i )  

Senat8 ffom among .members, of the public at large who are 

not officers or empio3ces of t%t: United States. Not more 

than three of thc lnellibers of the Board shall be adherents 

of tlje saiile political party. 

(b)  The C11niniii;ui ol t l ~ c  Board sl~nll I)c cl(~~tc~c1 1)y 

t l ~ emcinl,crs of tlic 1h)nrd evc1.y two yca1.a. 

(c)  Each memllcr of the Board .shall 1)c colnpcllsntcd at  

the rate provided for GS-18 nildcr scction 5232 of titlc 5 oI  

thc United States Code. 

( d )  Members of t l ~ c  Board sliall 1)c appointed for :I tcwn 

of tlrrec years. No mcn11)er may scrl-c 111orc tl1;111 two terms. 

(c)  Vacaiicics in the 1nern1)crsl~il) of r l~c  nonrd sllnll 11c 

filled ill tllc same manner in which tlic original appointment 

was made. 

( f )  Vncancics iii tlie mcml~crsl~ip of the Board, as long 

as thcre arc t l~rcc lucllil~crs iu ofice, shall not inrp;~ir the 

powcr of tllc Boar.d to escct~te tltc fm~ctions of tllc Bon1.d. 

Tllrcc inci~lbcrs of the Eoard sllall constitnte a clrro~-um for 

19 tllc transaction of business. 


20 (g) h1embers of tile Board sllall i ~ o t  c n p g c  in any otl~cr 


21 e~nploymcnt during their tcnurc as rncml)ors of tlic Roal.rl. 


22 IWUNCTIOSSOP ~ 1 1 1 3noa1:r) 


23 SEC.102. T ~ I C 
h a r d  shall- 

24 (1) p~11)lishan ann11a1 1):ltn Ease J)ircrtory of tlrc 

25 United Statcs contaiilirlg thc nalnc mtd cl~nractcristics 

2G of cncl~ pc~.sonnl inforn~ntion system; 

http:Roal.rl
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(2)  consult with the heads of appropriate depart- 

ments, agencies, and instrumentalities of the Government 

.in accordance with section 103(5) of this Act; 

( 3 )  make rules to assure compliance with titlc I1 of 

this Act ;and 

(4)  pcrform or causc to be performed such rcscarcli 

activities as 1111tly become ncccssary to impleincnt titlc I1 

of this Act, and to assist organizations in con~plying with 

the requirements of such title. 

POWERS OF THE BOARD 

SEC.103. (a) The Board is authorized- 

(1)  to be granted admission at reasonable hours to 

prenlises where any information system is kept or where 

con~putersor equipment or recordings for automatic data 

lwocessing are kept, and may, I)y snl)penn, coinpel thc 

production of documents relating to such informati011 

sj~steln or such processing as is necessary to carry out its 

functions, except that the production of pcrsonal informa- 

tion shall not be compelled without the prior consent of 

the data subject to which it pertains; 

(2)  upon the determination of a violation of any 

provision of this Act or regulation pronlulgated under 

this Act, to, after opportunity for a hearing, order thc 

orgnnixntion violating snch provisiml to ccasc and desist 

such violation ; 
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( 3 )  to delegate its authority under this title, with 

respect to information systems within a State or the Dis- 

trict of Columbia, to such State or District, daring such 

period of time as the Board remains satisfied that the 

authority established by such State, or District to mrry 

out the requirements of this Act in sncll Statc is satis- 

factorily enforcing those provisions; 

(4) to condwct open, public Iicnrings on all peti- 

tions for exceptions or exemptions from plwvisions, appli- 

cation, or jurisdiction of this Act, except that the Board 

shall not have authority to make such exceptions or ex-

emptions but shall submit appropriate rcports and rec- 

ommendations to Congress ;and 

( 5 ) to the follest extent practicable, to consult ~vitli 

the heads of appropriate departments, agencies, and in- 

strumentalities of the Go~~ernment in carrying out the 

functions of the Board nnder this Act. 

(b)  Thc Board may procure sucll temporary and inter- 

mittent services to the same extent as is antliorized by sec- 

tion 3109 of title 5, United States Code, but at rates not to 

esceed $100 s day for individuals. 

REPORTS 

SEC. 104. The Board shall report, annually, on its ac- 

tivities to the ~Chgress  and the President. 
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TITLE 11-STANDARDS AND MANAGERIENT SYS- 

TEIVIS FOR HANDLING INFOR&.1[ATION RELAT- 

ING TO INDIVIDUALS 

SAPEGUARD REQUIREMENTS FOR ADMIR'ISTRATIVE, STATIS-

TICAL-REPORTING AND RESEBRCH PURPOSES 

SEC.201. (a)  Ally Federal agency, State or local gov- 

erninent, or ally other organization maintaining an inforin&- 

tion system that includes personal information shall- 

(1) cdleot, maintain, use, and disseminate only 

personal information necessary to accomplish a proper 

purpose of the organization; 

(2 )  collect information to the greatest extent pos- 

aible frorn (the data subject directly; 

( 3 )  establish categories for maintaining personal 

information to operate in conjunction with confidentiality 

requirements and access codtrolls; 

(4) maintain information in the system with U-

curacy, completeness, timeliness, and pertinence as nec- 

essary to assure fairness in determinations relating to a 

data subject; 

(5) make no dissemination to another system with- 

out ( A )  specifying requirements for security and the 

use of information exclusively for the purposes set forth 

in the notice required under subsection (c)  including 

limitations on access thereto, and (B) determining that 



the conditions of transfer provide substantial assur;unce 

that those requirements and limitations will be observed; 

(6) transfer no personal information beyond the 

jurisdiction of the United States without specific author- 

ization from the data subject or pursuant to a trcaty or 

executive agreement in force guaranteeirig that any 

foreign government or organixat,ion receiving personal 

illformation will comply with the applicable provisions 

of this Act with respect to such idolmation; 

( 7 )  afford any data subject of a foreign nationality, 

whether residing in the United States or not, tlie same 

rights under this Act as are afforded to citizens of the 

United States; 

(8) maintain a list of all persons having regular 

access to personal informa.tion . in the inforination 

system ; 

(9) maintain a complete and accurate record, 

including identity and purpose, of every access to any 

personal information in a system, including the, identity 

of any persons or organizations not haring regular 

access authority ; 

(10) take affirmative action to establish rules of 

conduct and inform each person involved in the design, 

development, operation, or ma,intenance of the system, 

or the collection or use of any personal 'information con- 
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tailiccl tllercill, of t l ~ e  rcquirciiients of tlli.; ilct, ilicl~~cli~lg 

:uly rules and procedures adopted pursuant to this Act 

and the penalties for noncompliance ; 

( 11) establish appropriate safeguards to sccare 

t l~c sjstcll~ froill ally reasonably foresceablc tlireat to its 

security ; 

( 1 2 )  conll'ly niitli tlie written request of any in- 

divicluul ndlo rcc.cillcs a ~~lnm, l l l i ca t io~~the mails, 

ovcr the telcplione, or in person from a commercial 

organization, who belicscs that the name or address 

or both, of sac11 i~~clividual is available becausc of its 

inclusion on a ii~ailiiig list, to rcmove snch name or 

ncldrcss, or both, froril such list; and 

(13) collect no personal inforination concerning 

tlic political or religions beliefs, affiliations, and activi- 

ties of data subjccts which is maintained, used or dis-

sclliiiiatecl in or by any inforination system operated 

by any governmental agency, lmless authorized by law. 

(b )  (1) Any snch orgaiiizatioii maintaining an infor-

1natio11 system that disseillinates statistical reports or research 

findings based on personal iaformation d r a m  from the 
' system, or from systems of other organizations, shall- 

(12) make aoailable to any data sn1)ject or group 

(~vitliont revealing trade secrets) methodology and 

materials necessary to validate statistical analyses, and 
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(B)  make no materials available for independent 

analysis without guarantccs that no personal information 

~vill be used in a way that might prejudice judgments 

aljont any data subject. 

( 2 )  No Federal agency shall- 

( A )  rcquire any individual to disclose for statisti- 

cal parposcs any personal information miless such dis- 

c1os~u.e is reqnired by law, and such individnal is 

informed of such requirement; 

(B )  request any individnal to voluntarily disclose 

personal inforlnation unless such request is specifically 

authorized by law, and Llie individual is advised that such 

discloslue is voluntary ; 

(C)  make available to any person, other than an 

authorized officer or enlployee of a Federal agency, any 

statistical study or reports or other compilation of infor- 

mation derived by mechanical or electronical mcans 

from any file containing personal information, or any 

niaiiual or computcr material rclating tliercto, esccpt 

those prepared, published, and made available for gen- 

eral public use ;or 

(D) publish statistics of taxpayer income classified, 

in wliole or in part, on the basis of a coding system for 

tlie dclivery of mail. 



1 (c)  ,\IIJ sncall org:.nnization lilnilltaiiiillg or l)~Ol>O~ill~; 

I! to cstnl~lislii l l1  inforluntion systein for personal information 

c.ac.11 c~xistiilg systc111 oiice a year to tlie Feclcral Pri\-ncy C) 

0: 13onrd: 

7 ( 9 )  give p111)lic not.ice of tlle existelice nild char- 

s i~ctcr of ei~cli existing systenl each year, in the case of 

9 Fcdcral orgllliiztttioiis in thc Yederal Register, or in the 

I 0  c+nscof otlicr orgnnizations in local or regiolial printed 

I I  l~lcclia likely to I)ring attention to the existence of tlie 

19 records to dntn sal)jects; 

13 (3 )  publish such annual notices for all its existing 

15 (4)  in the case of a new system, or the sabstantial 

I 6  inodification of an existing system, shall give public 

17 notice i11ld 11otic.e to  t l ~ e  Feclcral Privacy Board ~vithin a 

18 rilnsoliitl)lc t.ilnc l~n t  in no case less than three ~nonths, in 

19 i~dvanccof tlic initiation or inodification to assure ii~di- 

20 vidn;~ls wlio mtly be affected by its operation a reason- 

21 al)lcl opl)(u.tuility to comment; and 

22 ( 5 )  assure that public notice given uncler this sol>- 

23 scction specifies the following : 

24 the name of the system; 

25 (B)  tllc general purpoaes of the systeiil; 
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( C )  t l ~ c  categories ol' personal i~lfor~iiatioii and 

approxiniate number of persons oil \vho~ii iiifor~iia- 

tion is maintained; 

(D) the categories of irifornintioll ninint;lined, 

confidentiiility requirenicnts, and access control.;; 

(E)  tlie orgaaizatiol~'~politics alid 1)rnctic.c~ 

regarding iiiforl~latioii storage, duration of retention 

of information, and purging of sqch information; 

(F) the categories of inforinntion sources; 

( G )  a description of types of use madc of 

iilformatiol~ including all classes of users and the 

organizational ~.elationsliips among them; 

(11) the procedrrrcs ~1 ic rc l )y  an  individr1;11 iliay 

( i )  be informed if h e  is the subject of infornlation 

in the system, (ii) gain access to such infornintion, 

and (iii) contest tlie accuracy, completeness, time- 

liness, pertinence, and the necessity for retention 

of such information ; 

(I) the procedures \vl~erel)y nil il~di\.idnnlor 

group can gain nccess lo the ii~forniation systoni 11sc~l 

for statistical reporting or rchc1;uch in orcier to s111)jec.l 

t21e111 to indcpc~~dcnt  analysis; and 

(J) the business address and tclcplio~~c 11~1111-

11er of the person immediately responsible for the 

system. 
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1 ( a )  Ally sllch 0 ~ g a l i i z ~ t i o ~ ~  
lllailltilillillg 1)Cl.bollill ill- 


2 f o n ~ ~ a t i o n 
sliall-


3 ( 1 )  i l lf~rl l l  ally i11dirid~;~l 
;Islied to supl)ly l ~ ~ l ~ ~ l l i l l  

4 i ~ i f ~ ~ l ~ t i ~ l lsoch individa;ll is rcclnirccl by 1:1\\', ~\~llcthcr 


3 o r  lllay rcfuse, to supply tlie ilifo11llalion ~ c ~ ~ ~ ~ c s t c d ,  
; I I I ~  

6 ills0 of iI1lY s1)ccific COII~C(IIIBIICCSwl~ich :,re k ~ ~ o \ \  lllc11 !O 

7 orgal~ization, of providing or not providing suc'll i ~ l f ~ r ~ l ~ i l -  

8 tion ; 

9 ( 2 )  request perll~ission of a data subject to dihse111- 

10 inate part or all of such information to anotllcr ~ r g i l ~ ~ i ~ i l -  

11 tion or system not l ~ a v i i ~ g  regular access nutl~ority, ;111d 

13 indicate the use for which such infornlatioi~ is i~ltcnclccl, 

13 a11c1 the specific conseqnences for tlle il~dividaal, ~vl1ic.11 

14 are known to the organization, of providing or not pro- 

15 viding such pern~ission ; 

16 ( 3 )  upon request and proper idelitification of ally 

17 i~ldividnal who is a data sulbject, g ra l~ t  such individnnl 

18 the right to inspect, in a forrn coinprehensible to s ~ ~ c h  

19 individnal-

30 ( A )  all persolla1 idol-~n:ltion :~bor~ t  that incli- 

2 1  vidual except that, ill tllc case of ~~ icd ica liufonl~n-

23 tion, such i~~formation shall, upon ~vritten nathoriza- 

23 tion, be given to ,z designated by the 

24 individual ; 
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1 Icnge, col,rect, or cxplr~in infornlatioll about 11iln ill sue11 

2 systcm-

3 ( A )  iavcstigntc a i d  rccord tlie currelit stt~tns 

4 of sue11 personal inforruation ; 

5 (B)  pu1.g.c ally sucll informatioll that is foullcl 

6 to l ~ c  inconiplete, ii~accnmte, not pertinent, not 

tirnely nor neccssa1.y to bc retained, or call 110 lollgcr 

be -\.crificd ; 

(C)  accept slid include in the record of snch 

information, if the investigation does not resolve 

the dispute, ally statelnellt (not more tllalz two 

hundred words i11 length) provided by such indi- 

vidual setting forth his position on snch disputed 

inforlna ti011 ; 

(D)  in ally subseyucnt dissemiriatioll or usc of 

disputed information, clearly note that such infor- 

mation is disputed and supply the statelllent of 

such individual together with such information; 

(E)  make clear and collspicuous disclosure to 

such individual of his right to make a request under 

this paragraph; 

(3') at the request of such individual, following 

ally correction or purging of personal information, 

furnish to past recipients of such information notifi- 
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1 cation that tlle i t e n  has bcell purged or corrcctcd; 

2 and 

3 (G)  in the case of a failure to resolve a dispute, 

4 advise such individual of his right to reqncst the 

5 assistance of the Federal Privacy Board. 

6 (e )  Each such organization m:linti:ining a persolla1 

7 iaformation system on the date of the enactnlent of this Act 

S shall notify by mail each dtltii snbjcct of the fact not later 

9 than two years following the date of ellactillent of this Act, 

10 at the last known address of the subject. Such notice shall- 

11 (1) describe the type of inforiilation held in such 

12 system or systems, expected uses allowed or contcm-

13 plated; and 

14 (2 )  provide the namc and full address of tlie place 

15 where the data subject may obtain personal inform at' ion 

16 pertaining to him, and in the system. 

17 ( f )  Data subjects of archival-type inactivc files, records, 

18 or reports shall be notified by mail of the reactivation, 

19 accessing, or reaccessing of such files, records, or reports 

20 not later than six months after the date of the c~lactnlerit 

2 1  of this Act. 

22 (g) The requirements of subsections (a )  (3 )  and (4) 

23 and subsections (c) and (d )  (1) and (2 )  of this section 

24 shall not apply to any organization that (1) maintains an 

25 information system that disseminates statistical reports or 
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research &dings based on personal information d r a ~ ~ ~ n  froill 

the system, or from systems of other organizations, ( 2 )  

purges the names, personal n~unbers, or other identifying 

particulars of in&vidnals, and ( 3 )  certifies to the 1'edel.nl 

Privacy Board that no inferences may be drawn about any 

individual. 

EXEMPTIONS 

SEC.202. The provisions of this title shall not apply to 

personal infoln~sz tion sys terns- 

(1) to the extent that inforinntion in such systerus 

is maintai~ied by a Federal agency, and the head ot that 

agency deterlnines that the rclease oI tlie infornlation 

would seriously damage national defense ; 

(2 )  ~vhic11 arc part of active criminal investigatory 

files compiled by Federal, State, or local law enforce- 

16 ment organizations, except nrliere such files have been 

17 maintained for a period longer than is nccessaiy to coin- 

18 mence crinlinal prosecution; or 

19 ( 3 )  lnainbined by the press and news media, ex-

20 cept information relating to employees of such 

21 organizations. 

22 USE O F  SOCI-IL SECURITY KUMBER 

23 SEC.203. It shall be unlawful for any orgailization to 

24 req~~i rcan individual to disclosc or fnrnisli his social security 

2.j account iiumbcr, for any purpose in colincction with any 
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1 busir~ess transaction or coniniercial or other activity, or to 

2 refose to extend credit or make a loan or to enter into any 

3 other business transaction or commercial relationship with 

4 an individnnl (except to the extent specifically necessary for 

5 the conduct or administration of the old-age, snrvivors, and 

6: disability insurance program established under title I1 of 

7 thc Social Secority Act) or in part because such in ~ ~ I i o l e  

8 individual does riot disclose or furnish such number, unless 

9 the disclosure or f~unisliing of such number is specifically 

required by law. 

TITLE 111-MISCELLANEOUS 

DEFINITIONS 

SEC.301. As used in this Act- 

(1) the term "Board" means the Federal Privacy 

Board; 

( 2 )  the term '(information system" means the total 

components and operations of a recordkeeping process, 

whether an tomated or manual, containing personal in- 

formation and tlie name, personal number, or other 

identifying particulars; 

( 3 )  the term "personal information" means all in- 

formation that describes, locates or indexes anything 

about an individual including his education, financial 

transactions, medical history, criminal, or employment 
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record, or that affords a basis for inferring personal char- 

actcristics, such as finger and voice prints, photographs, 

or thing\ cloi~e by or to such individual; and the record 

of liis lxcscnce, registration, or inembership in an orga- 

iiization or activity, or admission to an institution; 

(4 )  thc tern1 "data subject" means a n  individual 

about mllom personal information is indesed or may 1)e 

locatcd under his i lm~c ,  personal ii~iiiiber, or oihrr 

identifiable particulars, in an infornia~tion system; 

(5) the term "disseminate" melans to release, 

transfer, or otherwise communioate iiif orn~nti on orally, 

in writing, or by electronic means; 

(6)  Ithe term "organization" nieans any Federal 

agency; the government of mthc District of Columbia; 

any authority of any State, local government, or other 

jurisdiction; any public or private entity engaged in 

business for profit, as relwtes to that business; 

(7) 'the term "purge" means to obliterate informa- 

tion conlpletcly from the transient, permanent, or 

archival records of an orpnization; and 

(8) the t e i n  "Federal agency" means any depart- 

ment, agency, instrumentality, or establishment in the 

esecutive branch of the Government of the United 

St.atcs .and inclludes %ny officer 'or employee thweof. 
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I TRADE SECRETS 

2 ISEC.302. I n  conilection with any dispute .over the ap-

3 plication of !any provision of this Act, no organization shall 

reved any personal information or any professional, pro-

prietary, for 1)usiness secrets; except as is required under 

this Act. All disclosures so required shall be rcgarded ns 

confidential by those to whom they are made. 

CRIMINAL PENALTY 

SEC. 303. Any ~organiuation or responsible officer of 

an orgnnizntioiz who willfully-

( 1 )  keeps an information sgstci~z withoui having 

notified tlie Federal Privacy Board; or 

(2)  issues personla1 information in violation of 

t l~is  Act; 


slmll lle fined ilot more t l~~an 
$10,000 in cacti inqtmlcc or 

inqrisonecl ilot inore 'than fil-e years, or 110th. 

CIVIL REAIEDIES 

SEC. 304. ( a )  The Attorney General of l l ~ cTTnited 

States, on the advice of the Federal Privacy Board, or any 

aggric~ed person, nlay bring an action in the appropriate 

United States district court against any person who has en- 

gttged, is engaged, or is about to engage in any acts or prac- 

tices in violation of the provisions of this Act or rules of thc 

24 Fcderal Privacy Board, to enjoin such acts or practices. 
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1 ( b )  Any person who violates the provisions of this Act, 

2 or any rulc, regulation, or order issued thereunder, sllnll bc 

:: 1ial)lc to , i i i> pm.;o11 aggrieved therchy in an nmomlt equal lo 

4 t l l 0  S l l l l l  of-

) ( 1 ) ally actual damages sustained 1);y nn il1divit111:ll: 

o ( 2 )  pu~i t ivc  dainagcs where npprol)rintc; 

7 (1;) in the case of any sncc.cssful action to cnforcc 

S n~iy 1i;ll)ility under t l~is section, the costs of tlle action 

9 togetlicr wit11 reasonn1)le attorney's fccs as dctcri-r~incd 

10 1)y the court. 

I 1  T l ~ c  .U~~itcil  Stntcs conscr~ts to I)c sucd 11ndcr t l~is sclclion 

12 \vitl~ont limitation on the alnonnt in contro~ers~r.  

13 JURISDICTION OF DISTIZICT COUI?TS 

14  SEC.305. T l ~ c  district courts of the Unitcd States harc 

15 j~iristlic.lion to cnforce ally subpena or order issued 1)y tllc 

16 Fcdcral Pril-acy Board under sections 109 or 102, rrspcc-

lri ti\-cly,of t11i.q Act. 

18 RIGHT OF .kCTION 

19 SIX.ZOG. ( A )  -2ny individnnl who is dci~icd nccess lo 

20 i ~ ~ f n ~ ~ ~ ~ ~ i i t i o i l  the l)rovisions ofrctluircd to be discloscd ~ u ~ d e r  

21 tl~is -\ct is c,ntitlcd to judicial rcvic~v of the gro~uids for sncli 

22 denial. 

23 ( I ) )  The district courts of the T'nitcd St:~trs I i n ~ c  jnris- 

2-1 dic.lion to 11cnr and dcterininc civil ci~clions 1)rongllt I I I I ~ ~ ~~111;-

25 scc.lion ( a )  of this scct,ion. 
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1 EFFECTIVE DATE 

2 SEC.307. This Act shall take effect one year after the 

3 date of its enactment. 

4 AUTHORIZATION OF AI'PROPRIATIONS 

) SEC.308. There are autllorifed to be apljroyriated such 

6 .;urns as may be necessary to .carry ont tbc pl-ovisionsof this 

7 ,\ct. 
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MARK-UP SESSION 

S .  3418 

TO CREATE A FEDERAL PRIVACY COMMISSION 

TUESDAY, AUGUST 20, 1974 


United States Senate, 


Committee on Government Operations, 


Washington, D. C. 


The committee met at 3:00 p.m., pursuant to call, in 

room 5-146, The Capitol, Hon. Sam J. Ervin, Jr. (chairman of 

the committee) presiding. 

Present: Senators Ervin, Jackson, Muskie, Allen, Chiles, 


Nunn, Huddleston, Percy, Javits, Roth and Brock,.. 


Staff Present: Robert Bland Smith, Jr., Chief Counsel 


and Staff Director; Marcia MacNauqhton, Consultant, Mrs. Gay 


Holliday, Staff Member; Richard Casad, Investigator, Permanent 


Subcommittee on Investigations. 


The Chairman. It takes a quorum to report out a bill. 

We have a quorum fiere. We z+y have difficulty getting c quoru 

later, so I would like to move that we report the bill favor- 

ably subject to such apendqents as may be adopted by the six 

members in case we fall down to s i x .  

Sen+tor Jackson. I second that motion. 


--._:i i e n c i ~ u ~U,,,,,. L _  5: 32 I. 

(29) 



Senator Brock. Mr. Chairman, there are some questions 


that need to be discussed on the bill. I am not sure what this 


means in a parliamentary sense but, for example. I have a . -

.very serious expression ofconcern from the SEC and I don't ..'--

-know whether that has been responded to by the committee, .or --

-whether we have written comments. At least I haven't seen then 

Senator Javits. If you would yield, why don't you vote 
. . . . . . .  . .  


no on this vote and -- rather, vote aye -- and then you can moc 
.-

to reconsider. . -
.... - . . . . . . .  .-..-.. .. - ......-


Senator Roth. Mr. Chairman, I think that establishes a 


very bad precedent. I think if the legislation is important, 


we-should be able to get a quorum to finally pass it out.-I<-i 


grounds for raising the issue on the Senate floor. I am just 


generally opposed to the proposition that any of us should put 


our stamp of endorsement or otherwise until we know -- I 

support it. 


The Chairman. I will withdraw the motion. 


Senator Javits. I tried to help. 


Senator Percy. I think it should be noted, Senator Srock, 


on the question of SEC, staff h+s discussed with SEC certain 


reservations that they have and assured them that we can work 


those out and that they can be worked out to our mutual 


satisfaction. 


Obviously, the whole intent and purpose of sending it 


there was to appraise and analyze what objections they might 




- - - - -  - 

--- 

-- 

have. We have not heard any that could not be accommodated. 


Senator Brock. I haven't gotten any written response fro: 


the SEC. To the best of my knowledge, the committte has none. 


If it is true that the bill would, as they-say, prohibit-then- 


from carrying out their own statutory responsibilities, then-I 


think it would ill behoove us to move until we have a specific 


written response from them so we can incorporate such modifi- 


cations as we deem necessary, but I don't think it is the . 

intent of this bill to hamper the SEC in any sense. That is o 


of our better regulatory or supervisory agencies. 


I just got a call from one of the commissioners who was, 

, -
extremei; perturbed over $he content of the bilI; They- had- -

no time at all to prepare any response, and I question whether 


we ought to act without --
The Chairman. The OMB made a response on behalf of the 


entire Executive Branch of the government --
Senator Brock. You have been sort of critical of OM3 

responding on behalf of the whole government before. 


The Chairman. Yes. 


Senator Brock. Now you are going to say it is okay? 


The Chairman. The SEC has known about the bill. It has 


had communications with members of the staff and members of 


this committee. I don't know that we could very well postpone 


until we hear from SEC. They know our address of the com- 


mittee. They have had plenty of chance to respond. 




- - -  - 

-- - - ----- 

Now we have got something here. 


Senator Jackson. From the SEC. 


The Chairman. We can certainly consider the amendments 

to the bill. -- - --. ISenator Brock. Okay. This says they only recieved your 

letter yesterday and Committee Print 4. They have not even 

seen 5. . ---
Senator Chlles. I doubt very seriously that all the 


agencies see all the Committee Prints, 4, 5, 6 or whatever 


goes through. 


Senator Brock. No, but I think it is a practice of the 

-- -- - . .-

Congress,' Martin, whenthere is a sensitive agency who is 

according to their interpretation directly affected by the law 

to be very sure that we take into consideration their views. I 
We don't: have to agree with them. But here they say they I 
endorse the concept of the bill, but they question apparently I 

whether or not it would not bpinge upon their ability to pro- 


tect the regulatory authority that they have. 


Senator Percy. Mr. Chai--an, if I might be recognized, 
 I 
I think the important part of Garrett's letter is the last 
 I 
paragraph. It is terribly important. It says, "Notwithstandin 


our difficulties with the present version of S. 3418, this 
 1 
commission strongly endorses the concept of personal privacy 


which w e  believe underlies Confidential Committee Print No. 4. ! 
"No agency of the Government should be permitted to abuse 
I 



-- 

- - 

personal or confidential information, and this Commission has 


steadfastly adhered to such a standard over the 40 years of 


its existence, and we are proud of our record in that regard.-- 


- - -"We would be delighted to work with the Committee-to 

effect an appropriate restructuring of Confidential Committee 


Print No. 4 so that it might both achieve the laudable purpose 


of protecting personal privacy while, at the same time, permit 


lawful government regulatory or law enforcement conduct. 


"We also stand ready to furnish you with more detailed 

-. -- . 

comments on our objections on Confidential Committee Print NO. 


4 of S. 3418 if you should so desire." , , , . 

- .  
I think the question before the committee then is whether 


or not it is the feeling of the members that we could work this 


out at the staEf level, consulting with committee members as 


need b, and being able to report out a completely acceptable 


bill, or whether we should just try to delay this until we have 


completed every last comma, dash, and dot and put it in that 


fo m .  


I think we have a great 5erl of confidence in the com- 


mittee. It could be carried out by the staff during the recess 


and we wouldn't lose all that period of time. 


From the Minority standpoint, we would certainly seek to 

counsel the chaiman on it. 

Senator arock. I have been a supporter of the leqislatior 

as you know. And I would very much like to see legislation 



-- - --- 

our desired result. 
1 ii 
- The Chairman. I think the SEC is aware of the-fact that 

-i- the bill has been pending, it is aware that the President came 1 
I 

i out for a privacy bill. There has been a lot of discussion in 

--5 the newspapers about it. We can't wait and let Congress be 
-6 I 

7 regulated by the delays that SEC may wish. 


8 Senator Jackson. Might I ask a question, Mr. Chairman? 


9 Do we have amendments from the SEC? 


10 Senator Percy. NO. 

11 Senator Brock. They say, to read further in their letter -
-- l2 Chuck read.the last paragraph. I think the next to theiast 1 
13 paragraph is of more concern to me. They just got, as of yester 

1 4  day, the Committee Prlnt in which the new language bothers 

15 them. 

l6 "While time does not now pernit a detailed exposition of 

17 the numerous ways in which Confidential Committee Print No. 4 

apparently would impede and impair our abillty to fulfill our 

1 9  , statutory functions, I think i: should be pointed out that much 

i 
1 

20 of the enforcement work handled by this Commission, which has 

21 served to protect public investors and maintain the honesty, 

22 integrity, fairness and efficiency of our securities markets, 
1 

23 'would either be subject to serious limitations or require the 
I1 

24 signif icani, curtailment of a number of our astlvities." 1: 
25 

I' 

hI 
That is a pretty serious charge. 



- - 

----- 

The Chairman. It is, but if they think it is so serious, 

they ought to be down here on it. They testified before the 

House committee. - ------

Senator Brock. Yes, and the language has been modified, 


I don't know that they have had an opportunity for hearing sincl 


then. 


The Chairman. They haven't asked for a hearing before 


this committee. 


This bill has been pending here since May, and this is 

June, July and August, and it seems like the SEC is sure 

travelling on leaden feet if they have any concern about this 

bill. 17 - -

Senator Brock. I am not trying to defend the SEC: I am 


trying to defend the quality of our-work rather than quantity. 


There is a distinction. I don't know what the problem is. If 


there is a serious problem, it ought to be considered. 


Senator Jackson. What concerns me is all we have are con- 


clusions in this letter. They have a copy of Committee Print 


No. 4. They refer to that, kmt they don't state wherein they 


object. It is a general pleading without providing a bill of 


particulars and I should thi~k, as I understand it, they have 


had the original bills, they have had the other Prints, but wha 


confuses me is just what is their specific position regarding 


the kind of language that should be in any bill to properly 


protect what they consider to be their responsibility. 




Senator Brock. That is the very question I am asking. 


Senator Jackson. How do you deal with a piece of paper lj 


this except reopen the hearings? That is what it amounts to.- 


_.._The Chairman. Tbey were diligent enough to contact the -: 
House committee on the sixth of May. My understanding is that 

it is rumored that the SEC is split down the middle of this --

bill. Some of them want it and some don't. They can't get a 

unified position to state to this committee. They could have 

communicated with us. 

Senator Huddleston. In the absence of any specific 


suggestion, wouldn't it be appropriate to report the bill out? 


Itis aiways sublect to amendment on the floor if somebody coulc 


come with some language to mprove the bill. 
 r . - 7 r .  

Senator Brock. The problem that I have with that is that 

I have been a very ardent supporter of the legislation, and it 

would put me in the position under the circumstances of feelinc 

almost compelled to oppose reporting the bill until I have the 

facts on hand on which to make e decision. I don't know what 

changes in Committee Print No. 4 apparently bothered the SEC. 

I would like the specific information that the Senator from 

Washington seeks on which to make my own judgment. 

I just don't know. I am reluctant to prod them into 


action that would be ill-advised. 


Senator Jackson. Could someone get on the phone and ask 


them if they have an amendment? 




11 	 Ih a s  been pendinq a l l  t h e r e  months. They must be  a b l e  t o  

- ' - / - i d e n t i f y ,  i r r e s p e c t i v e  of t h i s  b i i l ,  t h e  s p e c i f i c  a r e a s ,  and -
I

1 

4 


- y o u  a r e  q u i t e  r i g h t ,  t h e  n e x t  t o  t h e  l a s t  paragraph goes t o  t h e  1 
I 


h e a r t  of  it on page 2.  I t  says:  "While t ime does n o t  now per-  

-

m i t  a d e t a i l e d  e x p o s i t i o n  of  t h e  numerous ways i n  which Con- 

11 	 I
f i d e n t i a l  Committee P r i n t  No. 4 apparen t ly  would impede and 

11 	 I
impa i r  o u r  a b i l i t y  t o  f u l f i l l  our  s t a t u t o r y  f u n c t i o n s ,  I t h i n k  

it should be  po in ted  o u t  t h a t  much of  t h e  enforcement work - -

handled by t h i s  C o m i s s i o n ,  which has served t o  p r o t e c t  p u b l i c  

i n v e s t o r s  and main ta in  t h e  honesty,  i n t e g r i t y ,  f a i r n e s s  and ' 

--. ., 	 - - -

1"  I /  
e f f i c i e n c y  of o u r  s e c u r i t i e s  markets ,  would e i t h e r  be s u b j e c t  


l3 to s e r i o u s  l i m i t a t i o n s  o r  r e q u i r e  t h e  s i g n i f i c a n t ,  c u r t a i l m e n t  I 

l4 1 of a number of o u r  a c t i v i t i e s .  I


11 My q u e s t i o n  is :  Wherein does t h a t  p o s s i b i l i t y  e x i s t ?  The+

l5 


l6 11 j u s t  	s t a t e  t h e  g e n e r a l  conclusions.  I 

S e n a t o r  Roth. 

l7 

,?a 

M r .  Chain.an --
11 	 I 
/ /  I 

l9 r e g a r d l e s s  of  Committee P r i n t  1, 2 ,  3 ,  4 ,  5, 6 o r  7 ,  they ought  


S e n a t o r  Jackson. 

ri 

If t h i s  i s  t h a t  s e r i o u s ,  1 would t h i n k  


I 
cover  t h e i r  r e s p o n s i b i l i t y .  


t o  be a b l e  t o  p rov ide  some s t a t u t o r y  language t h a t  would proper  1
1 

I can s e e  some problems, b u t  I g e t  t h e  same in format ion  

t h a t  t h e  Conmission i s , s p l i t ,  and they c a n ' t  agree  t o  s t a t u t o r y  

' 24 


1) 
languaqe.  I s u g g e s t  t h a t  w e  d e f e r  t h i s  and someone t a l k  t o  t h e  II25 chairman on t h e  phone and f i n d  o u t  what i s  t h e  s i t u a t i o n .  T h i s  



- -- - -- -- 

is sort o f  a confess ion  i n  avoidance. 

Sena tor  Roth. M r .  Chairman, i f  we a r e  going t o  t a k e  t h i s  

to  t h e  S e n a t e  f l o o r  and they r a i s e  t h e s e  same o b j e c t i o n s ,  w e  a r  

going t o  b e  in  a d i f f i c u l t  p o s i t i o n  i f  we d o n ' t  know what they- 

are o r  t h e  s e r i o u s n e s s  of t h e i r  i n t e n t .  - - .- - .-

.- I am anxious  t o  g e t  t h i s  l e g i s l a t i o n  o u t  and adopted. I 

am n o t  q u i t e  s u r e  t h a t  I understand t h e  problems o f  t h e  t i m e  

frame. If  we d o  r e p o r t  it o u t  today,  a r e  we going t o  t a k e  it u 

t h i s  week? W i l l  t h a t  come up on t h e  Senate  f l o o r  t h i s  week? 

S e n a t o r  Percy. Not u n t i l  September. 

S e n a t o r  Roth. There a r e  some problems on t h e  House s i d e .  
. - -

It  looks  a s  i f  somebody is t r y i n g  t o  d i c t a t e  t o  us ;  W e  ha<& sc 

t i m e  t o  s t i l l  r e p o r t  it o u t  t h i s  week. I t h i n k  Sena tor  Jacksor  

s u g g e s t i o n  i s  a good one, t h a t  we ought  t o  c a l l  o r  have someone 

c a l l  on beha l f  of t h e  committee. 

Sena tor  Percy. I wonder i f  I c a n  make a  motion and s e e ,  

Sena tor  Roth, whether it might n o t  be  ~ c e p t a b l e .  

M r .  Chairman, I would l i k e  to move t h a t  we r e p o r t  t h e  b i l l  

o u t  s u b j e c t  t o  a n  unders tand izg  t h a t  t h e r e  would be  a conunittee 

amendment o r  a s e r i e s  of  c o n n i t t e e  amendments o f f e r e d  t h a t  woul 

f u l l y  t a k e  i n t o  account  o b j e c t i o n s ,  any o b j e c t i o n s ,  t h a t  come i 

t h a t  we f e e l  need t o  be accommodated and t h a t  t h o s e  would be 

o f f e r e d  a s  a s e r i e s  of committee amendments a t  t h e  same t ime  

t h a t  t h e  b i l l  has  been o f f e r e d  on t h e  f l o o r .  

The Chairman. Well ,  we might n o t  be a b l e  t o  a g r e e  on t h e  



- - - - - - - - - 

- -- 

amendments. I understand the Executive Branch, the President 


of the United States was for privacy. I understand they 


designated OMB to represent all the zgencies of the Government, 


and if SEC could inform the House on the sixth day of May on___ 


their opinion about the House bill, I don't see why they should 


travel along on some leaden feet. 


Senator Percy. On the other hand, if they have perfectly 

... 

legitimate objections that we can accommodate, and from the 

preliminary talks that staff has had, that seems to be possible 

then why not make that provision because it at least accomodat 

those who,have raised the issue. . . ..... .. . . .  .:.. .. , .  
. .. . -. . -.---.--. 

~his'letter is certainly not a totally satisfactory . -..r. 

answer. We could have an indication today by roll call vote 

about how we would feel about following this procedure. It has 

been around a long time. The session is getting short now. 

The Chairman. I have been informed that the SEC advised 


the staff that they would have somebody here today. Is anybody 


here representing the SEC? 


Senator Jackson. Are they outside? 


Senator Percy. Take a look in the closets. 


Senator Brock. Mr. Chai,-man, while we are trying to find 

out --
Senator Percy. Is there a second to the motion? 

Senator Jackson. The only question is on this point, I 

would support it, but I think if Senators have reservations 




and that has been expressed by Senator Brock and Senator Roth, 
I 
maybe the wise course would be to start right through these 


I 

amendments and see if we can't wrap up as much as possible here: 


this afternoon and then act? .. - - .-.- . . .-- ---- t--


Senator Brock. That is what I was going to suggest. 


= I
would support Senator Percy's motion. This is what we had-to--d? 

I
over in the Interior Committee to get near the end of the . 

session. I donlt.like the practice, but realistically we 

can't maintain quorums. We have been reporting the subject to 

I 


whatever action the committee may take on amendments, and then i 

if any Senator raises any serious question, I have always moved 
I

.., ... - - ..... . 

to reconsider, but it is just the pragmatic problem of--- 


J .w e  don't have a quorum now. 

Senator Roth. Mr. Chairman -- - -

The Chairman. We have one over quorum. I

I
Senator Jackson. I am sorry. 


Senator Roth. If I understand Senator Percy's proposal, 
- 1 
it was that we go ahead and report it out in its present form 
 I 
subject to the agreement that the considerations of the SEC 1

I 

' 

would be considered at a later meeting, is that correct? 


Senator Jackson. All axendments. 


Senator Percy. All amendments. We would subsequently 


report the bill out with committee amendments to be considered 1 

at the sane time, but at least it takes advantage of the fact I
I 

'/ /Z 5  that we have nine Senators in thi room at the present moment, 



and it is hard to get them here. As long as we are in agreemer 


in principle that this is a good bill, but there are some 


details that have to be worked out, I think we can do that. 


Senator Nunn. Are we going to stay and work out these--- 

details now, or are we going to -- . . -.-- ---

Senator Percy. I am willing to stay right now. What-we 

are concerned about is losing a quorum. I have to meet Senatox 

Mansfield and Ribicoff on the floor to work out the next clotul 

position. -. 
. .----

Senator Brock. Are you going to try again? 

, .  Senator.Percy. It was supposed to, be five minutes from 
. .  . - .. --- -.-. . -.-

now. . Is there 'asecond? - G.L . - - . - - . . . .*-= .a c-..-: ,- -

Senator Jackson. I second the motion. . . , . . - .  7 , 

The Chairman. Is there any discussion? 


Senator Nunn. Let me make sure what this motion is. Are 

w e  going to report this out without any amendments being con- 

sidered? 

Senator Jackson. It is ordered reported out subject to 

the adoption of cornittee amendments which would require a 

quorum as I understand it, Mr. Chairman --

Senator Nunn. Subject to the adoption when? A meeting 

of this committee or on the floor? 

Senator Percy. Just stay right now. We only require six 

instead of nine. 

Senator Roth. Mr. Chairman, I would just like to repeat 



-- 

that I think it makes a very bad precedent. If you are going 

to have credibility in the government, to have a committee 

adopt a bill that they don't even know what it is finally goinq 

to include is not sound procedure. - ---

If this is important legislation, it is not that difficult 


to get a quorum here. -- - - --,--

Senator Brock. We could have passed a couple of amendment 


if we go ahead and do it. Why don't we take the amendments up 


one by one. Let us vote as fast as we can. 


Senator Nunn. This is an extremely important bill. I am 


in. favor of.it. It has been drastically improved by the staff 

. --. --

work. The first bill I saw was broad enough to cover the corne 


grocery store in the smallest town in North Carolina or Georgia 


It has been improved by the staff product. It is much better. 


The Senators have not had a chance to focus on this. That 

does not mean I am in favor of it because I am. 1 think we 

ought to focus on this. It is much, much broader now than many 

people think. A lot of alternatives and a lot of hypothetical 

things that have not been considered could happen. I would be 

reluctant to vote on it without going through some discussion. 

Senator Percy. I withdraw my motion. I suggest that we 

proceed on the amendments. 


Senator Jackson. When Senator Percy comes back, I have a 


supplemental suggestion. 


Senator Brock. Are we taking up Committee Print No. 4 or 




The Chairman. 1 l e t  u s  s t a r t  w i t h  t h e  b i l l  and go through 
 I
2 

. .

-3 
- II11 it a s  f a r  a s  we Can. 

- S e n a t o r  Brock. Committee P r i n t  No. 5,  i s  t h a t  t h e  one.- .  -
I 
we a r e  t a k i n g  up? -. - - -- --

-
The Chairman. C o n f i d e n t i a l  Committee P r i n t  No. 5. 

Are t h e r e  any amendments t o  T i t l e  I which s t a r t s  on 
..page...--

1 and ends on page 13? 

Does anyone have any amendments under  T i t l e  I? 
- . . -  .. , . .----. 

Sena tor  Nunn. I would l i k e  t o  d i r e c t  a q u e s t i o n  f o r  t h e  


i n t e n t  on page 6 ,  subsec t ion  ( c ) , beginning on l i n e  . 1 4  where it I

. ... -- . 

11 
s a y s ,  "s6ch r e p o r t  s h a l l  -not  proceed t o  e s t a b l i s h  o r  modify a n y  


;.;,13 

1 4  

such d a t a  bank o r  i n f o r n a t i o n  system f o r  a per iod  of  s i x t y  days  


11 from t h e  d a t e  of  r e c e i p t  o f  n o t i c e  from t h e  Commission t h a t  
I
I 


such d a t a  bank o r  system does n o t  comply w i t h  such s t a n d a r d s . "  


I assume t h a t  means t h a t  once t h e  Commission s a y s  t o  


1 7  11 t h e  F e d e r a l  Agency t h e r e  i s  something wrong, t h i s  b reaches  o u r  I 

18 II p o l i c y ,  t h a t  they  c a n ' t  a c t  f o r  60 days. I 

19 11 Is it a l s o  t h e i r  intentic:! dur ing  t h a t  per iod  o f  t i m e  t h a t  ] 


Congress a l s o  w i l l  be n o t i f i e d  s o  t h a t  a c t i o n  c a n  be  taken  h e r e  
I 
i f  we deemed it necessary? 

Otherwise,  you have g o t  j u s t  a 60-day per iod  and it w i l l  go 

23 l n t o  e f f e c t .  I am not  s u r e  o f  t h e  meaning, maybe it w i l l  come 
'li I 

24 11 from somewhere e l s e .  I 

25 The Chairman. The Commission i s  t o  r e p o r t  t o  Congress 
11 I 




w i t h i n  a 60-day per iod .  
 I 
Sena tor  Nunn. Is t h a t  ano ther  s e c t i o n ?  I t  is n o t  i n  t h a t  I 


s e c t i o n .  I would t h i n k  t h a t  would be t h e  i n t e n t ,  maybe it i s  I 

A.somewhere e l s e .  - - - I 

The Chairman. I t  says  f o r  a per iod  of 60 days from d a t e  04 


I
r e c e i p t  of  t h e  n o t i c e  from t h e  Commission t h a t  such d a t a  bank 

o r  system does  no t  comply wi th  such s tandards .  


Sena tor  Nunn. If: t h e  agenc ies  proposed a new informat ion  


I
system, and t h e  Commission served n o t i c e  t h a t  it breached some 
- . 

r e g u l e t i o n  of t h e  agency, t h e n  t h e  agency c a n ' t  proceed f o r  60 
 I 
days  o n c e t h e y  r e c e i v e  t h a t  n o t i c e ,  b u t  my q u e s t i o n  is: Is . . .  1. 
t h e r e  -an; p rov is ion  i n  t h e  b i l l  t h a t  p rov ides  a corresponding 

I 
i n t o  e f f e c t  a f t e r  60 days. .--


-1 

n o t i c e , t o . C o n g r e s s  s o  t h a t  we would be a b l e  t o  t a k e  a c t i o n ,  I -

otherwise ,  we would j u s t  have a n o t i c e  t o  an agency say ing  t h a t  

it d e f i e d  t h e  r u l e s  and nothing would happen, and it would go I 

The Chairman. I t  says :  "Af te r  r e c e i p t  of  any r e p o r t  


r e q u i r e d  under subsec t ion  ( b ) ,  i f  t h e  Commission de te rmines  and 


r e p o r t  t o  t h e  Congress t h a t  2 ?roposa l  t o  e s t a b l i s h  o r  modify a' 


d a t a  bank o r  information s y s t e n  does no t  comply w i t h  t h e  I 

s t a n d a r d s  e s t a b l i s h e d  by o r  pursuant  t o  t h i s  Act ,  t h e  F e d e r a l  
 I 
agency submi t t ing  such r e p o r t  s h a l l  n o t  proceed t o  e s t a b l i s h  o r  


modify" --


Sena tor  Nunn. I see .  Okay.  My q u e s t i o n  t h e n  becomes 
 I 
t h i s :  Is i t  envisoined t h e  Congress then  would have t o  pass  a 
 I 



law to prohibit that? 


2 The Chairman. No, not necessarily. If the Federal agents 

- 5 11 do not proceed, it gives 60 days for any appropriation action t i 
- 4- be taken. .- ------ --- -

- 5 Senator Nunn. But then they could proceed if there was 1 
- no action taken. They could go ahead and establish a faulty- - -

7 system? . . ..--- --.-


8 The Chairman. There are just some technical amendments 


. . -

E 
 to Title I which has been prepared. They don't change the sub- 

---... -. 

30 stance. 

- - g  

11.11.. . T h e  staff has been in contact with the gentleman in ,charge I
.- . - - --- - - - - -

-1i 11 of privacy ;or the Administration, Senator Brock, and he says I 
13 11 the OMB speaks for the Administration with respeet to this bill i 

Senator Brock. It is a noble endeavor, but I still don't 
1.4 / /I I 

15 accept it. I still want to hear from the SEC, Mr. Chairman. 


I
11 I
I
16 think thta is only fair. 


Senator Chiles. I thought this was going to be an open 
 I 
18 Administration. Is Mr. Ash still reigning? 


19 Senator Brock. It sounds like it. With Sam Ervin behind 


20 him, he may be in good shape. 

- 21 The Chairman. So far as privacy. OMB speaks for the 

22 Administration and SEC has proposed no amendments. I don't 

23 1) know how we can get the SEC to respond. I 
Senator Brock. Have you asked them? I 



o b s e r v e r  h e r e  today. I d o n ' t  know how Congress can p u t  o f f  i t s  

work f o r  SEC t o  communicate t o  us  a s  t o  what t h e i r  d e s i r e s  a r e .  

- - S e n a t o r  Brock. Why d o n ' t  we. proceed w i t h  t h e  amendments, 

Mr, Chairman. ...-..--.-.- .. .... --- -

- - The Chairman. There a r e  a number o f  amendments t o  T i t l e  I 

on  p a g e . 2 ,  l i n e  5, s t r i k e  o u t  " t h e  a r e a s  o f "  and i n s e r t  i n  l i e r  

t h e r e o f  "any of  t h e  fo l lowing  a reas : " .  

On page 3 ,  l i n e  24, s t r i k e  o u t  'Chairman" and i n s e r t  i n  

l i e u  t h e r e o f  "members". . . 

On page 4 ,  l i n e  1, s t r i k e  o u t  "dur ing  h i s  t e n u r e  a s  

Chairmann and i n s e r t - i n  l i e u  thereof  "during t h e i r  t e n u r e  as . . 
. - ..... . . , .. --- . -- . _ _ _ _  --

members " . .. & 4 .F..p,, - .,...,' ... . . .. ,.. .,... . ;_. i, d .  , 

, S e n a t o r  Jackson. M r .  Chairman, might  I make a suggest ion:  

I f  a l l  o f  t h e  amendments we have on h e r e ,  I t h i n k  t h e y  a r e  i n  

t h e  f i l e s ,  a r e n ' t  t h e y  -- i f  t h e  t e c h n i c a l  amendments a r e  

p u r e l y  t e c h n i c a l  and do n o t  change subs tance ,  w i t h  t h a t  

assumption,  I would sugges t  t h a t  a motion be i n  o r d e r  t o  t r e a t  

them en block and adopt  them, and i f  t h e r e  i s  any subs tan t ive-

change a s  a r e s u l t  of  t h a t ,  we can go back and c o r r e c t  it and 

I s o  move. 

Sena tor  Brock. All r i g h t .  

The Chairman. Any d i s c u s s i o n ?  

Sena tor  Jackson.  I second t h e  motion--

The Chziman.  You c a n ' t  move and second. 

Sena tor  Jackson.  It i s  a l l  a m a t t e r  of form. 



Sena tor  Roth. Second. 
 I 
The Chairman. A l l  i n  favor  say  aye.  I 

Are t h e r e  any amendments t o  T i t l e  V? -- ------ t 


.
4 

. . .  . . .  S e n a t o r  Roth. Are we beyond T i t l e  I? . 

The Chairman. I mean T i t l e  I. . . . . . -- -..
-, I1 Sena tor  Roth. I have two t h a t  I want t o  o f f e r .  On page 


I

/ /  5, l i n e  2 -- f i r s t ,  t h e  e x i s t i n g  language prov ides  t h a t  I
11 Commission s h a l l  p u b l i s h  annua l ly  t h e  U. S. Di rec tory  conta in-  

i n g  t h e  in format ion  s p e c i f i e d  t o  provide n o t i c e  under  S e c t i o n  
- .  - .-- --- I 

10 ZOl(c(3)  of  t h i s  Act f o r  each in format ion  system s u b j e c t  t o  
 I 
ly.11 + h e  p r o v i s i o n s  o f  t h i s  Act. . ,.. . . , .  ..,,.., . .. . .  .. .,. I 


(1 

- - - -- - - -. - - - -- ---

1
I 

12 And t h e  language,  I would l i k e  t o  add, is "and a l i s t  of 
a 

13 a l l  s t a t u t e s  which r e q u i r e  t h e  c o l l e c t i n g  of such in format ion  

14 by a F e d e r a l  agency o r  o t h e r  o rgan iza t ion ."  

11 
I t h i n k  it would be h e l p f u l  information t o  know whether 

I 
17 11 whether t h e r e  i s  some s t a t u t o r y  b a s i s .  I f  t h e r e  i s  some I 

18 11 s t a t u t o r y  b a s i s ,  w e  nay want t o  reexamine o r  modify. I 


1 5  11 I 

16  o r  n o t  t h i s  i n f o m a t i o n  is being c o l l a t e d  on t h e i r  own o r  


Sena tor  Brock. I d o n ' t  know where you a r e .  


I 

S e n a t o r  Roth. Page 5, l i n e  2. 


21 Sena tor  Brock. Subparaqraph 21
11 
Sena tor  Roth. Line 2 .  


1 The Chairman. You would change t h a t  semicolon t o  a corrana 


24 and add t h e  words --

25 Sene tor  Roth. "And a l i s t  of  a l l  s t a t u t e s  which r e q u i r e  



/ /  I
other organizations. 

- - --In other words, I would like to have the statutory-basis of 

.collecting this information. . -- ---I--
----5 ! The Chairman. Any discussion by the members? 

I1 --------I6 Srnator Jackson. Let me ask a question here. -

I
You know, in every bill that we have passed, we have some . 

8 /I kind of a reporting provision. I am wondering, I just raised 

the question how extensive a compendium we are talking about 

I 


. -

here. I agree they ought to be able to identify the basis of 


1 1 /I their publication. That is your point? ,... . . , , .  ,. ....,_ I 
.------ --- -* , - -.I-
.:- Senator Roth. That is my point. 1 :-.;:.. .:-.A- ,,3 . , -.,> .-.-., . . '  

: Senator Jackson. I have no objection. Is there going to 


1 4  11 be a compact that that is going to be so onerous and long -- I

I
I
15 11 why don't we try it? It will surely stir them up. 

Senator Muskie. That will be implementing the provisions 
I 
3 found on page 12, lines 17 to 22, "the Commission shall- 
18 (A) determine what l a w s ,  Executive orders, regulations, 


l7 


I

I 


directives, and judicial decisions govern the activities under 
il 
20 1 study,. and so on, so I think that the information should be in 
l9 


21 11 hand. I 

2 2 Senator loth. On the point raised by Senator Jackson, we
11 1 


don't want to make a lot of unnecessary reporting requirements; 

23 
11 I 


it seems the language should be changed or the report comment 
 I 



- - -  

- - -- -----  - - 

changes. They d o n ' t  have t o  go back every  y e a r  and p u t  i n  t h e  

same m a t e r i a l .  

-- S e n a t o r  Jackson. P7e w i l l  g e t  a r e a c t i o n  on it. See-what 

t h e  r e a c t i o n  i s  t h e  o t h e r  way. I d i d n ' t  i n t e n d  t o  o b j e c t -  - -

V i r t u a l l y ,  a l l  of  t h e  laws t h a t  have been passed i n  r e c e n t  y e a r  

have a requirement  s o  we a r e  t a l k i n g  about  almost  e v e r y  p r o v i s i o  

of t h e  Code. -
S e n a t o r  Roth. I t h i n k  it i s  a v a l i d  p o i n t .  

The Chairman. I f  t h e r e  is no o b j e c t i o n ,  the-amendment 

proposed by t h e  Sena tor  from Delaware w i l l  be  adopted. 

S e n a t o r  Roth. I would a l s o  l i k e  t o  add a paragraph (c )  t o  

t h i s  S e c t i o n  103 t o  p rov ide  t h a t  t h e  Commission s h a l l  --
"Determine whether s p e c i f i c  c a t e g o r i e s  o f  in format ion  should  be 

p r o h i b i t e d  by s t a t u t e  t o  be c o l l e c t e d  by t h e  F e d e r a l ,  S t a t e ,  

r e g i o n a l ,  l o c a l  government and p r i v a t e  o r g a n i z a t i o n s  because 

such c o l l e c t i o n s  would v i o l a t e  t h e  r i g h t s  of  p r i v a c i e s  o f  

i n d i v i d u a l s . "  



- -  -- - - - - -- - - -- 

I t h i n k  i n  a  sense ,  Sena tor  Muskie might make t h e  same i 
:omment h e r e  t h a t  he made w i t h  r e s p e c t  t o  my e a r l i e r  amendment. I 

I 
:t is implementing something t h a t  we were s a y i n g  l a t e r  on. - 1 d? 

: e e l  very  s t r o n g l y  t h a t  t h e  Congress a t  some f u t u r e  t i m e  and 

:h i s  Commission i n  i t s  s tudy  should concern i t s e l f  w i t h  what 

[ a t a  should be  c o l l e c t e d ,  and it may be t h a t  t h e r e  should be i 
;ome s t a t u t o r y  limitation on t h o s e  r i g h t s ,  and t h a t  i s  t h e  

mrpose of  t h i s  language. 

The Chairman. S t a t e  it aga in .  
- -- -- - - -.--

Sena tor  Roth. New s u b s e c t i o n  ( e ) .  I t  would be  on page 7.1;'Determine whether s p e c i f i c  c a t e g o r i e s  o f  in format ion  should b e  

x o h i b i t e d  by s t a t u t e  t o  be c o l l e c t e d  by t h e  F e d e r a l ,  S t a t e ,  

megional, l o c a l  government and p r i v a t e  o r g a n i z a t i o n s  because 

;uch c o l l e c t i o n s  would v i o l a t e  t h e  r i g h t s  o f  p r i v a c i e s  o f  

n d i v i d u a l s .  " 

The Chairman. I wonder i f  it w i l l  a l l  go t o  t h e  l o c a l  and 

j t a t e  government o r  whether we ought t o  r e s t r i c t  it t o  t h e  

' edera l  Government? 

Also we would v i r t u a l l y  e l m i n a t e  t h e  p r i v a t e  s e c t o r  excepq 

there  somebody is c o u n t e r a c t i n g  a Federa l  agency. 

Sena tor  Roth. I am most concerned about  t h e  F e d e r a l  

;overnment . .-. 

Sena tor  Jackson.  Why d o n ' t  you c o n f i n e  it t o  t h e  Federa l .  

Sena tor  Roth. I w i l l  a c c e p t  t h a t  f u r t h e r  change. I 
Sena tor  Muskie. I am aware why t h i s  is c u t  down. I d o n ' t  I 



-- -- 

- - - -- - 

qave the basis of hearings and testimony to justify going 


beyond that. As I understood the Senator's amendment, it is 


-
.. ..- --- - - --. 
3e6igned to get at that problem. 


-Senator Roth. Yes. 


Senator Muskie. And to encourage the notion that we - - - - -

continue to look at these other areas and be prepared to act- 

when we have the necessary information and recommendations to 

act upon. -

I have no objection to limiting this amendment here, but 

. - . - . . -. .- -

I wonder if you couldn't have in the report --
. ?he Chairman. You have a provision in the bill that they 

-----. 
. - -. - - -would report? 


' ,.I;. .senator Muskie. We could stand on the report to indicate 


that is what we have in mind. 


Senator Roth. Yes. 


The Chairman. You,confine it ta the Federal Government, 


you modified it. Any objection to that? If not, the amendment 


is approved. 


Senator Roth. With the understanding that the report woul 


expand a little on the further provisions. 


Senator Muskie. Specifically point to the fact that we 

didn't get into the other areas because w e  do not have an 
, 

adequate base, but that does not mean that we ought not to 

be looking into these areas as w e  gain experience under this 

lc;: ' C i  ""- 7------. 



- -- - - -  -- - 

The Chairman. Are t h e r e  any f u r t h e r  amendments t o  T i t l e  I 

I f  n o t ,  I would sugges t  t h a t  someone move t h a t  we approve T i t l e  

I ,  s u b j e c t  t o  t h e  r i g h t  of  t h e  SEC --

- - Sena tor  Brock. Those amendments w i l l  be h e r e  s h o r t l y ,  

I s o  move. 

Sena tor  Jackson. I second t h e  motion. -

The Chairman. A l l  i n  f a v o r  of  t h e  motion, l e t  it be  known 

by say ing  aye .  

V e r y  w e l l .  
-

T i t l e  11 s t a r t s  on page 13 ,  t h e  Bureau i s  ask ing  f o r  

exemption o f  r e c o r d s  c o l l e c t e d  o r  funded and used s o l e l y  f o r  
-. - -

s t a t i s t i c a l  purposes under S e c t i o n  1, T i t l e  18 of t h e  U .  S. ' 

Code. 

They d o n ' t  want t o  have r i g h t  of a c c e s s  t o  r e c o r d s  t h e y  

c o l l e c t  s o l e l y  f o r  s t a t i s t i c a l  purposes.  I t  seems t o  m e  t h a t  

i s  a reasonable  exemption, s o  I would propose it. 

Is t h e r e  any o b j e c t i o n  t o  t h e  Bureau's amendment? 

I f  n o t ,  wi thout  objection, t h a t  amendment w i l l  be inc luded  

The s t a f f  w i l l  work it o u t .  

Any o t h e r  amendments t o  T i t l e  I I ?  

Sena tor  Jackson. M r .  Chairman, t h e r e  i s  a q u e s t i o n  1,want  

t o  r a i s e  and ask M r .  Casad from t h e  i n v e s t i g a t i v e  s t a f f  t o  com-

ment on it i f  he won't  mind. 

On t h e  use  of s o c i a l  s e c u r i t y  numbers, I am n o t  sugges t ing  

q n y t h i n q .  b u t  t h e r e  i s  a r e a l  problem here  regard ing  c o s t :  even 



- - - -  

- - 

11 I
though the military, of course, requires the submission of a 


social security amendment, it is a problem that we ought to knod 

..3 


about. I did want to address the issue. 

Is it all right to have Mr. Casad who has been-involved . - I 

extensively in investigative work more than I to address the 
 I
- ~ .  - -- --
issue? 


I
Mr. Casad. I don't agree with it. You covered it pretty 
11 
well. That in essence is the problem. 
 I 


The Chairman. How would it work? 
- - -- --­ .. - - I 


Mr. Casad. The language connotes that the social security 


number could not be used in many legitimate areas; for example, 

.-- -A - -

military services, presently used the social security number as 

a military identification number. The cost involved in changinq 

l4 M e  system, it would seem to me to be substantial. Perhaps we 11 I 

should take a look at this and examine it. 
 I 


Senator Chiles. I agree with that 100 percent. I am think,I 

I
l7 ing about other things,for exanple, identification; where you 
11 

11 are talking about whether it be for food stamps or other things 1 
where you are trying to detemine if people are using false I 
identities --.where you couldn't use a social security number. I11 I
You would be working eo promote a lot of fraud. 


I
Senator Jackson. When the banks report your interest, you 
Il22 


have to give your social security number; as I read this, you 


would be prohibited from asking for the social security number 


ii I;; uses this 2 s  ! ~ o = ? c~f ??coliplT id~~lti.fication- 1 
I 




All these systems would have to he done over. All the 


costs Mr. Casad estimates run into millions. 


We all ought to know. We ought to find out precisely what I 
that impact would be. It is in the form of a question. 

- .  - -

Senator Brock. I personally don't see what it adds-to the 

bill to have this particular section, and I would add further I 

that we in the government have insisted and required banks to 

take social security numbers because what we do, we use that as 

our base code number with which we relate State income taxes, 

social security taxes and Federal income tax in order to-be 

suresthat people,arenlt paying one and not another, and it is 

. .. ...I
the Central Recording System. It..is the address -a£:an .. L : 
. . 

individual, if you will.. . - .  . - - ,- I 
Senator Roth. Mr. Chairman, I have had some of the same I 

concerns expressed to me by the University of Delaware, that it 

would tremendously complicate ardincrease expenses with them. I 
- . . Irecognize the problems of privacy involved here, but I wonder i 


we might not be wise to give this as an area of study to the 


Commission itself as a way out rather than to attempt to resolv 
h
l 

it quickly. It has very extensive ramifications. I 
Senator Jackson. Would the Senator yield? 


Senator Roth. Yes. 


Senator Jackson. I would move to strike this and put it 
I 
in a study section. I think it would be appropriate. 


' I 
The Chairman. It is in there. It says study the use of I 



identification. I

I
.. Senator Roth. Why don't we-just strike it from the 

I 

section? . . 

Senator Muskie. Could we get from somebody,. the staff or 


the negatives which are very persuasive. There must have been 


otherwise, the justification for the provision? We have heard I


I 

a reason why this was included and I am not entirely up on 


that. 

- .  - - - .  

Senator Chiles. Everything was included to start with. 


Senator Nunn. The size of the whole world. 

- - - - - . . ISenator Muskie. If you have a universyl ideitificatio~',
'I 

it would take very little to make personal files available to 
I 
the central computer. It may seem like a vague kind of fear, I 

but I would like to know more about it. A case for it must I 

have been made. I want to know more before I vote. 


The Chairman. We have had a number of hearings on the 


question of privacy and the argument of people is that if 


everybody is going to be reduced to a number, the average 


citizen is going to wind up so his number will be zero. That 


is the main argument. 
 I 
Senator Brock. I have the same fear, but I honestly 
 I 


question whether we ought to put in the bill a flat prohibition!. 

1 


4 . s y ~ r ~i ~ p l i c i tin it. We ousht to prohibit it until we have 

It seems to ne that a study is warranted. There are certain [

I 
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had the benefit of a full study. 

The Chairman. The objection is if you put everybody in 

a computer, every computer, somebody could get ahold of every- 1

__-I I 
thing in a computer. It has been moved to strike this. .. 

Senator Roth. Strike this. - - - -- --- - I -

The Chairman. Any further discussion? - - - I 
Senator Roth. Question. . - .--.- .-

Senator Muskie. As I understand it, and I want to be sur 

it is before us, you,have got one linkage number of that kind, 
. - .. .-.- . . 

you can use it to convert all of the data banks and all the 

information files in the Federal Government to one giant data 

bank making any piece of information ;elating Eo any 7Eaividua 

in any file respond to that one number. -. ' - I  -,. - . .,I 
Now, I am not sure that we examined closely enough some 
 I 


of the ways of strengthening these provisions to avoid the 

horrors that some members have already suggested. Before we 

jump too strongly to that side, I just raise the point because 1 
I feel a little uncertain about ny own knowledge inthis field. 

Senator ~0th. 1 very frankly have some of the same concerh 

I 

which is expressed by Congressmen Rosenthal and Goldwater when I 
they came to our side and testified. They raiseda very I 
legitimate problem. I don't feel that we have the opportunity I 
to study the problem in sufficient depth to make the definitive1 

1 
decision n o w  and, for that reason, the Commission is appropriatk. 

I 



- -  - 

probably just have some alternative so that will accomplish the1 

same thing. We are better off making a more carefully, precise 

study to see if we will come up with the solution. . ---, .. 

the only thing we are sure of, we are confronted with 


. . I share Senator M u s k i e ' s ~ c o n c ~ r n , ~ ~ ~ h ~  Senator Jackson. _
i

immediately. I hope they will study it and see if they can't I 

with a heavy expenditure of funds in connection with the 

come up with an alternative. We are confronted immediately 

-.---

current investment of IRS alone -- the information that is fed I-
- .  .- - - -. .-- . 

in on all savings accounts, would have to be completely undone., 


Corporate dividends -- it covers the whole area using the socia 

. . -- --

security numbers, and my suggestion would Ce-that we have . ~ ~ ~ - 


language, Mr. chairman, in the report here that we have struck 1 

this because of certain investments already made, we are I 

just talking, Chuck, about the use of social security numbers. I 


Senator Percy. I would like to comment on this. 
 I 
Senator Jackson. We are concerned with the danger of 
 I 

this sort of system being institutionalized to the point where I

I
it can all be fed into one central system in which there could 


be a misuse of that information and I share that. The only I 

problem that we face immediately is not having the facts here, 


I
I but we do know that it runs into the millions to completely 1 

1 change the reporting system right away, but why don't we have 


some language, expressing, Mr. Chairman, the reasons for this a d 


our fear of the direction we are soing bv utilizinq on a 

I 

i I

I - 




- - -  

universal basis, the social security number approach. I think 

that is Senator Muskie's same concern. 

Senator Percy. Mr. Chairman, I am sorry I was late, but : 

can say the cloture vote before the final. last cloture vote 

on the agency of consumer advocacy is set for the 18th following 


- - .  - - . . . . - -the recess. 


I would like to speak on this item because it was the on= 

~ - . 

that I originally had the same --
The Chairman. I enjoin upon you not to give anyone else 

-- . 

such a mess of political potage as you did some of the fanners 


.-,,Senator I was somewhat concerned about the same 
Percy. 

- - . 

section for the reason that you interrupt procedures already 


established. I met with Congressman Goldwater. This provisioi 


is in the House bill. I note very, very strong feelings the 


House has about it. It is their contention and I am now con- 


vinced if anyone wants to really put together a system that 


would put everyone on a numerical basis and put everything 


together as one common number, the social security number is 


the key to the way to do it. The more we get in it, the more 


troublesome it can be. 


I would be compelled to vote against the amendment. I ca! 


assure my colleagues, that at least Congressman Goldwater, who 


is on the committee for the House bill, is very strong about 


it. 


Senator Chiles. If that .i-s t>e, Bangeg, you have to see 




- - 

that maybe the number doesn't get combined, but to strike the I 
use of the number as being able to use that as an identifying 
i 
thing, it seems like to me it will cost untold dollars, untold I 

dollars, and it seems like to me we are just going the reverse I

1 
way -- to say we don't want a number is like saying we are not I 
going to allow people to have middle initials because there is 
I 
a danger here. I
- - -- --.-

I see the danger. Maybe you want to speak to it in this 

bill that you will not allow the combination -- some way o f  

putting together any machine that starts to group this, but for 

I 
.-identification,what is IRS going to do about dividendidentifit 

. -. .-.-- -. .- -
cation? : . . - - .. c.,r 5- ... .. .. . .-, ..? ., .. ;% 

. .We are beginning to use the number sum to prevent fraud. 

It seems like to me if you are not going to be able to use it ! 
in cross-checking or preventing fraud, then privacy is one I 
thing, and I am for that, but I couldn't be for this bill if I 
I thought we were going to knock all that. out. I 

Senator Percy. As I understand, it will not change IRS at
I 
all because that exists as a matter of law right now. You do ( 

not change any existing Laws. 1 
Senator Brock. But the problem is IRS gets its informatio
I 

from States, banks, S&L1s; any lending and depository institu- I
I

tion as of now under the law requires the social security numbe: 


to be filed with the name, the purpose of which is to have a 


central address code for each individual by which they furnish 




in format ion  t o  IRS s o  they  can  cross-check a g a i n s t  f r a u d  o r  I
1a g a i n s t  i n t e r n a l  revenue abuse,  n o t  r e p o r t i n g  d iv idends ,  n o t  

r e p o r t i n g  i n t e r e s t  earned,  and t h a t  s o r t  o f  th ing .  - ---.- -

- . - F u r t h e r ,  w e  a r e  on t h e  b r i n k  o f  go ing  t o  an e l e c t r o n i c . _ - _  Ifunds t r a n s f e r  systpm i n  t h i s  count ry .  I t  w i l l  s a v e  an awful  -I 
l o t  of  money i n  terms of o u r  b u s i n e s s  d e a l i n g s  f o r  t h e  consumer, 

t o  p r o h i b i t  t h e  a p p l i c a t i o n  of  t h e  one d e v i c e  by which you u s e  
. 

t h a t  system i s ,  I t h i n k ,  insane .  It is penny.wise and pound 

f o o l i s h .  
. . 

..- .-- . 

The Chairman. I am informed t h a t  t h e  p r o v i s i o n  h a s  been 

d e l e t e d , . f  rom t h e  House b ' i l l .  . . . . . ,  , . . ..,..., ..,,,.,..... .. s:f .,,,. .,,,*,. 

---- .- . 
S e n a t o r  Jackson.  The s o c i a l  s e c u r i % ~ ? - - i ~ ~ j ~ L L r  :,:,+:Q. I 

. .,* -Sena tor  Brock. Y e s .  - . .  . .. . ..? .?:.-. .., :. r e ,  ,. ...::,,..., ,:,..:7. ,. 

The Chairman. A comparable p r o h i b i t i o n .  A p r o h i b i t i o n  on 
. . 

t h e  u s e  o f  s o c i a l  s e c u r i t y .  


Sena tor  C h i l e s .  They have d e l e t e d  i t ?  

- .  

Sena tor  Brock. They r a n  i n t o  t h e  same problems w e  d i d .  

S e n a t o r  Jackson. L e t  me ask  one q u e s t i o n .  

We a r e  a l l ,  I t h i n k ,  i n  o e n e r a l  agreement on t h e  danger  

t h a t  i s  i n h e r e n t  i n  t h e  u s e  of numbers because you a r e  go ing  

t o  have t o  u s e  numbers one way o r  t h e  o t h e r .  The danger  i s  

p u l l i n g  them t o g e t h e r  and c e n t r a l i z i n g  them and p u t t i n g  them 

i n  one bank. 

S e n a t o r  Brock. Yes. 

I 
S e n a t o r  Jackson. How much would it c o s t  t o  c a r r y  o u t  t h i s  



- -- - --- 

section? Surely we can get an estimate on that. The whole 

reporting system on interest on loans, savings accounts, divi-

dend reporting -- all of it is predicated on this, all of the 

military reporting is based on -- and that would be prohibitec 

on your social security. ...-- --- --- -. 

-- Senator Percy. The key phrase is "required by Federal 

law." All the banks are required by Federal law. There is nc 

attempt to prevent them from furnishing what they are now. W1 

you would so is someone arbitrarily deciding they are not goi~ 
-

to cash a check or will not issue some form of credit unless 

you give them your social security number. - . 

Senator Chiles. You will have t6 change all the Senate-

I.D. cards because they have the social security number. 


Senator Jackson. Let me ask you the question; I don't 

know the answer. I 'm not sure just what is required 

specifically by Federal law. I don't think on the military 

side that that is specifically required that they use social 

security numbers. They are doinq it because it takes care of 

the dependents and so on. If you have your physical, you kno~ 

they ask you for yoar social security. So I don't know, 

Senator Percy, what areas are specifically required by Federa. 

law. 

I will withdraw the motion. I would just like to k n ~ wwl 

.this is going to cost because without that knowledge, I think 

we are --



- - 

- -- ----- 

Senator Brock. I don't think you can give a cost answer I 

to a question that is still in flux. The thing that frightens 


me even more, what I consider an excusable cost on the economy 
I 
is what the future cost would be because we are very much movin 


- Li 
toward a more simplified recordation system and this is the 


- I 

part and parcel of it. -

What you are trying to do is deal with the central data 


bank, with the potentla1 abuse of privacy. I don't see that 


you can abolish drowning by milk by outlawing milk. That is I 

what you are trying to do by outlawing the social security 

- I 

number. I think it is wrong. ,. , ,. . ' .  I 


Senator Roth. I don't know who made the mo5ion;--i£'thC,', 


distinguished Senator from Washington withdraws it, I would 


make it again. 
 I 
We have inadequate knowledge to make a definitive decisio 

at the current time. 

.I 


Number one, we don't know exactly what the law does 


SEcondly, you do have a problem. What will it cost the I

I 


out again in view of what was written by the University of 


Delaware, this will have tremendous cost to the private sector 


Federal Government and other agencies? I would like to point 

1

I 


as well, and I think, third, Lawton Chiles raises a very 


important point, this is being used to eliminate fraud in some 


of our progras. Perhaps it is not essential, but I don't'see 1

I 


how we can make that decision now. I strongly urge, par'ticular)y 


I. 



) /  since the House has receded on it, that we move in the direction 
I 

11 1
to have a study. 

/ Senator Percy. We are not sure about the House si'tuation.1 I 

I would like that clarified. The markup isn't until tomorrow ./I//  I
5 morning at 10 o'clock. .--. - - - - - -

6 1 1 -I =-advised it is not in that bill. -- - - -- I--
Senator Nunn. Can we call the question on the bill? 

? 
Senator Brock. I don't care what the House has done. 


8 11 I 

Our action is independent. 


- .-

10 Senator Muskie. I have no desire to delay it. The debate 


11 on this provision highlights the issue involved in this entire 
11 I 

-. - -. ..--... .-- .-

There are benefits to the computer age: Appaiently ..f: 


' 1 3  11 it is li*e blowing into a gale. The benefits are so obvious I 
and so easily stated that we are willing to give up our privacy' 

in order to get them. 

If you get this close, that one number can make the privatc! 

lives of each of us subject to anybody's finger on the button-- 

' 

we would weigh the benefits. The rest of this seems to be 


peripheral. 


' 
I am not expert in cori;uterizing, but it seems to me that 


the key to the conputerized society is the day we arrive at one 

22 11 number that can tie us all together. That is what this is. Thd 
23 rest is peripheral. 11 
24 11 I snspect we don't know enough about it to take this leap. 

2: 'I Id r ? ' l  really object to that. -we ought to focus on the fact 

II 



-- - 

that the rest of it is rather unimportant. It is a real attack 

on a threat to privacy, if we are willing, and the momentum I
seems strong to accept the social- security number and all its I 

I 
implications of spreading our private lives throughout our 

society. - -

Senator Roth. None of us have any judgment on the other 


side. You raise a very pertinent case. We feel it needs 


further study than has been made at the present time. 


The other point I would like to make is that it is my 

..- . . ., 

understanding that the rest of the bill is to prevent from 

happening what you have foreseen. The whole purpose of this, 
, 

legislationis to protect privacy in some single method-of:being -

used. It can't be said that we are doing nothing if we just ma:<e 

a study. 

The rest of the bill is to prevent the development of 


another number that has the same result. 


Senator Chiles. No, it is nore than that. 


Senator Brock. It is more. 

, . 

Senator Chiles. It is to prevent a combination of inter- 


locking data building up and coming together. 


Senator Brock. Yes. 


Senator Muskie. The key to combinging them is something 


so simple as a social security number. 


Senator Brock. In working with computers, any system can 


he deLised for setting an address mechanism to find any 
. -



1 Ifirst two letters of the last name and last three letters of 


the first name and the street numbers.
/I - .  .- . I 
Senator Muskie. There is no consensus about any key ah ,... 


- 11 1 
- - 5 .I there is about social security. . .. .. . -- .. -. 

'- 6.. Senator Brock. If you strike social security numbers, 


7 you don't deal with the problem which is the central bank at 


8 all. The rest of the bill deals very forcefully with dis-
11 I 
closure, with access, and all the other things th

-

at are 

-- ,- ..... .i .-

important in privacy. 


I don't think striking "social securitf' has anything to 
1 

1 


y 2
~.. - ... - - - - ., - ,1 do with the basic thrust of the bilL. . 7 :;\i.?i:.->: >:ura:cor,,, .----.---I 

l3 11 Senator Muskie. The point I am making is not directly . - 1  -
14 related to the aechanis in that sense. The point I am getting
11 

15 11 at is that there are such obvious temptations that come from 

I
I 


16 combining the information ab9ut the 200 million of us that are
11 I 

members of this society. 


18 When we get to the threshold of the benefits, we are will 


19 ing to surrender the benefits whether it is by way of security
11 I 
number or something else. 
 I 

21 11 Senator Brock. I am going to stay right here. I am just I 

22 going to answer the phone. 


23 Senator Jackson. Can we take this up out of order? This 


24 / /  is a matter pending when Senator Percy was here. If re could I 




- - -  

- -  - 

- -  - 

Investigations, this would be a request that we worked out 

jointly of $86,000, Chuck, which we will modify. Senator I 

Percy has indicated a need -- it is $85,000 instead of $86,000. 

11 
The Chairman. We voted not to exceed five minutes? 


Senator Jackson. It won't take that long. We ask that the 

resolution before you be revised to reflect that total figure 

of $85,000 instead of the $86,000 and that it be modified 
. . -... . . 

accordingly. 


The Chairman. Is there any discussion? 
 I 
Senator Jackson. We will modify our letter to you. 


. The Chairman. All in favor of reporting the bill for mor 
I-

money for the Permanent Subcommittee, hold upyour-.right hqna: I .-

~ e tthe record show unanimous approval. 


Senator Jackson. I am wondering if we can't, and I 


wonlt change my mind on the floor, I think we are all in agree] 


Iment on the idea that we want to avoid, and this is part of 


the problem, we want to avoid a situation of a number -- if it 

isn't the social security number, it could be something else. 


We have national health proqr=s coming up. You have the I 

number business again. We will start a whole series of 
 I 
major problem. Rather than having a lot of numbers floating 


numbers. This is going to be, whether we like it or not, a I 


around, the tendency now is to identify with just the singular 


social security number. I 

;',:,i;.:: sccc-+1:f t h o  gnneral consensus. if I read our I 


I 
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-

comments here correctly by our colleagues is that what we want 

to avoid is the pulling together of all of this in such a way 

in which it can be used to interfere with the civil liberties 

of our people. - .------

No one feels any stronger about it than any member of the 


committee. What really bugs me is if it should go out just thc 


way it is, I just don't know how much it is going to cost. 


The military is not covered by this, by the way. That is done 


by, staff checked it, that is done by sfmple Executive Order, 

-

and in the interest of savings to the government, so my 


recommendation would be that we put language in the report to 


explain properly our deep concern about the growing use of-the 


social security numbers and reiterate the study that ought to 


be given top priority on the use of social security numbers 


in a manner and fashion which could interfere with the civil 


liberities of our people. 


Senator Chiles. I would hope if we put it in, put where 


the n ~ b e r  is being combined. It is a legitimate thing to 


acquire some identification for someone who is applying for 


some kind of a government pmgrm, whether it be a crop allow- 


ance or whether it be an emergency disaster relief or food 


stamps or something else. 


One reason people fall out with these programs so bad is 

where there is fraud in them, where people are applying more 

than ore time, and where they are getting money improperly --



-- 

to me it is a p e r f e c t l y  l e g i t i m a t e  use  of s o c i a l  s e c u r i t y  o r  

any t o o l  we can come up w i t h  t o  t r y  t o  p revent  f raud.  

Sena tor  Jackson. Tha t  i s  t h e  balance you have t o  d e a l  wit 

c o n s t a n t l y .  ---- . 

S e n a t o r  Chi les .  The danger  i s  i n  t h e  combinat ion as 

S e n a t o r  Muskie has poin ted  o u t .  --- - ---

We a r e  d e a l i n g  w i t h  a b i l l  r i g h t  now t h a t  d o e s n ' t  c o n t a i n  

any th ing  about  t h e  p r i v a t e  banks because we have decided t h a t  

we c a n ' t  handle t h a t  now, and we a r e  going t o  s t u d y  it. When 

w e  g e t  i n t o  p r ivacy ,  t h a t  i s  impor tan t ,  I t h i n k ,  some of  t h e  

abuses  t h a t  a r e  i n  t h e  p r i v a t e  banks, a r e  more t h a n  anyth ing  

'we a r e  d e a l i n g  w i t h  i n  t h i s  b i l l , -  And i f  w e  a l l a w  tha t , .we  

could  c e r t a i n l y  a l low t h e  s tudy  on t h e  p o s s i b l e  dangers  of , 

s o c i a l  s e c u r i t y .  . -

The  Chairman. Could we v o t e  on t h i s ?  

A l l  i n  favor  of d e l e t i n g  S e c t i o n  205 and renumbering 

a p p r o p r i a t e l y  t h e  subsequent  s e c t i o n s ?  

Seha tor  Jackson. With a p p r o p r i a t e  language i n  t h e  r e p o r t  

to e x p l a i n  it. -
The Chairman. Yes. 

A l l  opposed, r a i s e  your r i g h t  hand. 8 t o  1. 

The committee w i l l  p u t  i n  t h e  r e p o r t  a p p r o p r i a t e  language.  

Any f u r t h e r  amendment t o  t h i s ?  

Sena tor  Nunn. I have g o t  one quick q u e s t i o n  I might  point  

o u t .  On pdge 1-;, ;;,is kh: cz!..c +rgwnent -- i f  you 

- . .I  



zollect information to the greatest extent possible directly 
 I 
from the subject individual when the information may result in 

an adverse determination about an individual's rights and so 

forth. . - --- - ---..--. 

That sounds real good, but let me explain-whzc-wewill 


run into. 
 I
The Chairman. Give me the page number. I 
Senator Brock. Page 14, subparagraph 2. 


- - .  

The Chairman. I see. 


,,., ,, '.Senator Nunn., Senator McIntyre and I, he has 


. -
we have been hearing about duplication, great duplication. - 1 .  

Small businessmen are about to go crazy because of the £0 


and paper work. The average radio station has to provide 
 4 

several pounds of forms. It takes two or three years for them 
I 

to read through it to get any decision. We are going contrary 

to the Federal Reports Act. We are telling them the opposite I 
of what we were trying to do. Trying to get together and not I 
require the same man to fill out the same form, so I am not 

going to offer an amendment. 

The only way I know how to change it is delete it 

altogether or substitute the word "practical" for possible, but 

I do caution, and I think everybody ought to realize the 

direction we are going in in this particular language here. I 
We are saying to the FederalaFncy, says V~ril loose those 


i 



Federal forms." We want more of it. Put it really on the 


small businessmen of this country. That is what we are tellin1 


them. That way OMB couldn't say-to two agencies, "You have thl 


same information coming from different sources, combine the 


forms." I really don't know quite how to handle it. 


The Chairman. This is restricted, however. to informatio 


where it may result in an adverse determination against a 


person. 


Senator Nunn. Any form you might fill out could result 

--- - - - .- .. 

in an adverse determination against an individual. I don't 

know any agency that has any form -- perhaps only the Census 

agency and you are subject to criminal pro-;ision.with that- ;.L 

Any form you fill out subjects you to an adverse determination 


if it goes to the Federal bureaucracy. 


Senator Jackson. Especially if it gets on the computer. 


The Chairman. On what line is the specific amendment? 


Senator Nunn. I don't have one. I don't know how to men1 


it. I don't want to strike it. The only way to successfully 


mend and to keep it from being conpletely contradictory to wha 

. . 

we are working on in other areas is to strike it. You could 


strike the word "possible" and put in "practical" and some 


words that say "subject to the intent of the Federal courts." 


It is on line 3, page 14. It is directly contrary to 


the intent of Congress in a lot of other respects. 


Senator Muskie. As i reac k i ~ h i;aixj.;nqs, >---it iz Z c c r i m n - A  



--- -- -- -- - - -- 

to insure that any file on a person shall to the fullest 
 1 
extent possible be based on information derived from him ratheA 
I 
than from other sources. . -- . 

Senator Nunn. Other sources are other Federal agencies. 

That is the way I read it. I gathered this is designed to get I1 
them away from hearsay and down to information that the 


individual himself has had a chance to verify. That is how I 


read that language. 


Senator Jackson. It places the burden, as I understand 

. - .. . -. . . 

it, on the Federal agency to go to the individual and avoid th 

hearsay.. . .  . . . . , ,,., ..,.,.,,, . . . . ,  I 
Senator Brock. Way I suggesta tompromise. Why -'-t a ,-I-. 

you explicitly spell that out and we say by no definition' are- I, 
we trying to further burden the businessmen with further 

required reports. This is to be within the context of the i 
Federal Reports Act. -- I 

If you say that you are covered. 

Senator Jackson. Those are the magic words. 

Senator Nunn. That would help it. I
The Chairman. Priscilla Alden said, "Speak for yourself, 

21 John." This is information from the individual. It gives the 

22 individual the opportunity to present the information in the 

23 best light as they can for themselves. 

Senator Brock. If you would modify the report to include 


. .  



The Chairman. Y e s .  

Sena tor  Nunn. S c r a t c h  t h e  word " d i r e c t l y " .  I t  wouldn ' t  I 
come d i r e c t l y  from t h e  i n d i v i d u a l  t o  t h e  agency i n  q u e s t i o n ,  f 

I 
b u t  it would s t i l l  hve come from t h e  i n d i v i d u a l .  

.. I . 
Sena tor  Brock. The b a s i c  o r i g i n a t i n g  agency would be  I 

- t 

covered.  - - - - -----_ 

. Sena tor  Muskie. How does e l i m i n a t i n g  t h e  word " d i r e c t l y "  
, -

he lp?  


The Chairman. This  p r o t e c t s  t h e  i n d i v i d u a l  and a l lows  


- -- .--- . 
them t o  speak f o r  themselves.  I 

. S e n a t o r  Muskie. I t  s a y s ,  "when t h e  in format ion  pay r e s u l tI
L


i n  a d v e r s e  de te rmina t ions  about  an individ~al'.s.righ%,~and z.r 

s o  f o r t h ,  t h e  in format ion  ought  t o  come from him. .. , .  ...,. . 

Sena tor  Nunn. Yes, I a g r e e  w i t h  you, b u t  n o t  10 d i f f e r e n t -  

t imes .  

Sena tor  Brock. I f  you apply t h e  b a s i c  s t a t u t e  t o  one 

agency t h a t  g e t s  t h e  o r i g i n a l  in format ion ,  t h e n  t h a t  i 
in format ion ,  i f  it complies wi th  t h e  law, should -- you I 
s h o u l d n ' t  have t o  g e t  t h e  i n d i v i d u a l  t o  f i l e  a n o t h e r  r e p o r t  1 
t h a t  s a y s  e x a c t l y  t h e  same thing t o  a d i f f e r e n t  agency. I 

H e  is t r y i n g  t o  l e a v e  o u t  r e p e t i t i o n .  - . 

~ 	 Sena tor  Jackson. L e t  u s  g e t  r e p o r t  language. 

The Chairman. Yes. I q r e e  w i t h  you, " p r a c t i c a l "  i n s t e a d  . . 

of " p o s s i b l e " .  


Sena tor  Nunn. I would o F f e r ~ a t a s  an amendment, 




"practical" instead of "possible". 

t 


The Chairman. If there is no objection, we will change 


"phssible" to "practical" on lin6 3.- .. : -

Senator Brock. May we submit report language to Sam Nunn 

to see if it is adequate? .~ 

The Chairman. Yes. -

Senator Nunn. I have another amendment on page 23, sectic 

(g), which is on line 3, page 23. 

"(9) Each Federal agency covered by this A c t  which main- 
- .  

tains an information system or file shall assure that no per-


sonal information about an individual is made available from 

- - - - --- -. -- -.---

the system or file in response to-a demand for .informatiunmadl 

by means of compulsory legal process unless reasonable efforts 

have been made to serve advance notice on the individual." 

What I would submit, Mr. Chairman, is what we are saying 

there, we are telling the agency to defy the legal process if 

they determine that reasonable efforts have not been made to 

give advance notice. 

I don't think that is what w e  mean. We would be placing 

the agency or whoever is ciolzg it between obeying the court or1 

and obeying this law. I would like to see us change it that 

"Each Federal agency covered by this Act whlch maintains an 

information system on flle, make reasonable efforts to serve 

advance notlce on the individual when the file is made avail- 

a ~ i rUIII'IIL l;r,zlL V L , L ~ ) ~ ~ S \ ? T ~  ;r=z=:z." 



It is another way of saying the same thing without 

plaguing the agency, without defying this law or the compulsor) 

legal process. .. -
. 

? 

Senator Jackson. I see nothing wrong with it. . ..- --. 

The Chairman. That seems to be an improvement. We will 

take your longhand sheet. -.- .- . . . .- . ... - ---

Senator Jackson. I second the motion. 

>-. . 

The Chairman. Any discussion? All in favor of the amend- 

ment, raise your right hand. -
- - . -. --.--- .---- - .-.-

Very well. 


.,Anyother amendments to Title II? .,. . ./ , , , .  . . 

-. . .:-No.further amendments to-Tit1s"I-5;- ehe:~hair.wil,l.!.take.aJ-

motion that it be approved subject to..the previous understand-


ing by any members about the SEC. . 

Senator Jackson. I so move. 


Senator Brock. Second. ---- -.- .. .. . 

The Chairman. All in favor of approving Title 11, under 


those circumstances, raise your right hand. Very well. 


Senator Nunn. Title 11, I am in favor of it and I voted 


for it, but this language on page 26, lines 19 and 20, I belie7 


that is in Title XI. Perheps this would have to be a judicial 


determination, but if you look at linec 19 or 20, we are talk- 


ing about an exemption for investigative information, and we 


have an exemption here which specifies where such information 


>-ez -si-t-i?ed for a period lonuer than is necessary to 



commence criminal prosecution. I don't know what "longer than 


necessary to commence criminal prosecution means." 


I'will ask the staff to look'at that. Maybe that is as 


close as we can come to properly defining it. 


The Chairman. I might state that I am informed it is 


identical to the language in the Freedom of Information Act 


that we since passed and I understand is about to be signed int 


the law. 


Senator Nunn. If we know what it means, that is fine. 


The chairman. It is sort of left up to the agency to 


determine. . .. . . . ,. , , . ,;.,:I .,....... ... .,.. . .,.. 

..-...+-.. . - ?:renv-+rcr.?T,Senator..Brock. The -agency-Or:..the.Mrt?.~.?r 


- . Senator Jackson. Mr. Casad went into this.. He was.?.,-- 6,. 

satisfied. What was your comment? 

Mr. Casad. We had the same concern, Senator Nunn, that 

you just enunciated. In Print 5 we reviewed it again 

thoroughly. We were satisfied that there would be no probla. 

Senator Nunn. I will accept that. I got behind on Title 

11, but on the nailing list, this is a sort of considerable 

amount of frustration with pec?le throughout the country. On 

Section 207, page 29 -- Section 207, lines 12 and 13: "An 

individual's name and addrkss may not be sold or rented by a 

Federal agency for a commercial purpose." 

Do we really intend to make that just a commercial purposc 

qr qny ?urpose? For instance, could --



- - - - 

T h e  Chairman. I t h i n k  it could  t a k e  c a r e  of  themselves. 

Federa l  a g e n t s  say  they c a n ' t  a f f o r d  t o  g i v e  them o u t  f r e e .  

Sena tor  C h i l e s .  You could  s e l l  them f o r  o t h e r  than a 

m e r c i a l  purpose. 
-- .- .---

Sena tor  Nunn. You could s e l l  it t o  a  p o l i t i c a l  candida te .  

Do w e  i n t e n d  t h a t ?  

Sena tor  Brock. I h a v e n ' t  thought  about  t h a t .  

S e n a t o r  Jackson. Tha t  is  a n  unpr in ted  amendment. I .  
s e n a t o r  Nunn. It may be cons t rued  a s  a  commercial purpose.  I 
S e n a t o r  Brock. I t  may be. . - .-. . .-

senator '  Chi les .  I t  is  bad bus iness .  I 
Sena tor  Nunn. I d o n ' t  t h i n k  we i n t e n d  f o r  any of  t h e s e  1 

Federa l  . l i s t s  t o  be s o l d .  I 
Sena tor  Brock. And d i r e c t  m a i l  s o l i c i t a t i o n  for Korean 

Orphans? 

Sena tor  Nunn. C h a r i t a b l e  i n s t i t u t i o n s ,  I j u s t  pose t h e  

q u e s t i o n .  Don' t  we i n t e n d  t o  b a r  t h e  s e l l i n g  o f  F e d e r a l  m a i l i n  

l i s t s ?  

The Chairman. That  i s  what I t h i n k  ought  t o  b e  done. I' 

Sena tor  Nunn. I f  you s t r u c k  commercial and p u t  t h e  word 

"any" i n  t h e r e  -- t h e r e  may be something wrong i n  t h a t .  S h a l l  

n o t  be s o l d  o r  r e n t e d ,  per iod .  I 
Sena tor  C h i l e s .  S t r i k e  " f o r  a  commercial purpose,  s h a l l  I 

n o t  be s o l d  u n l e s s . "  I 




down in the body under 3 also. 


Sendtor Nunn. I agree, it ought to be struck all the way 


through there. 


The Chairman. I would strike out the words as Senator 

Brock suggested, "for commercial purposes," and that will 

accomplish what is desirable. -

Senator Brock. We ought to strike the words "commercial 

purposes" and "commer~ial" in 1 and "for commercial purposes" 

in 3 -- all the way through. 

If you are going to do it, you ought to be consistent. 


The Chairman. Where else? 


Senator Brock. All on line 2, strike "for a commercial 

purpose".' -

Under 1, you repeat those words, they should be stricken, 

shouldn't they? 

Senator Chiles. The others are the exceptions. If you a 

dealing with the -- if you said they can't sell them, there is 

no reason to strike them. . . 

Senator Nunn. I think it ought to be stricken to be con- 

sistent. 


Senator Muskie. A period after agency? 


Senator Jackson. Let ne ask, I understand from staff 


there is a problem here, I just raise this question again --
the blind proup and the Indians have asked -- they do buy 

these lists not for commercial purposes, but for appropriate 




nonprofit purposes. What happens? 


They will not be able to buy it. As I understand it, it 


is important in connection with what they do. I don't know 


who else is affected. 

- . -- -

Senator Nunn. You are talking about charitable institu-

tions. I posed it as a question. 
-. ------ . -

Senator Brock. If you let one group have it for a non-


commercial purpose, they can in turn sell it to anybody in the 


country, so what have you gained? You either ought to do it 


. . -.-- ..-
or not, I think. 


Senator Roth. I would like to raise a slightly different 

question while we are on this. Does section (2) permit the heac 

of an agency to use names and addresses for lobbying purposes 

for its agency functions? In other words, can they make these 

names available to promote, say, appropriations for their 

agency? It is subsection ( 2 ) .  It says, "the head of the 

agency has certified that the comercial use of such names and 

&dresses will aid in the performance of the agency's 

functions." 

Are we authorizing the head of an agency to use such names 


and addresses to promote its own programs or appropriations? 


I question the wisdom of that. 


The Chairman. We have a statute designed to prevent any 


agency of the Federal Government to spend any part of its 


appropriations for lobbying purposes. 




-- 
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Senator RoQ. It might be worthwhile mentioning in the 


report that this new language is not revoking the old. 


That could be a very valuqble aid to the lobbying effort. 


I am suggesting that we make it clear in the report that we are 

. .-- -. ..-. - .-

1 not authorizing the use of names for iobbying. 
1 .. . - ... 

1 Senator Jackson. They are now selling them, Interior 
- - - --I1 Department to the Indians? 

-
Do I understand the amendment to be that on line 12, it 


would simply read "An individual's name and address may not be 
I
I 


sold or rented by a Federal agency," period, and all the rest I 

would be stricken? 
 I 

The Chairman. I don't know whether we have a consensus I 

about this. 


commercial purpose" wherever it appears, per se. 


Senator Roth. He made a motion that we strike "for a I 


I second that. 
 I 
Senator Muskie. The effect is to prohibit sale. Put the 


period after "agency" on line 13 and delete the rest? 


Senator Jackson. Yes. 
 I 
If the sale or rental is obvious by law, it may be something 


Senator Brock. You have some exceptions which are .obvioud 


I

I 


we ought to keep. 


Senator Iduskie. Unless it is authorized by law. I 

The Chairman. I would suggest that maybe the best way 
 I 

to do this would be to insert "An individual's name and address! 




-- 

I may not be sold or rented by a Federal agency unless such actio I
/ /  	 I
is specifically authorized by law,'' and strike the rest. 


Senator Jackson. I move the amendment to the amendment 
 I 
or the amendment as modified. ---- ---- I.-

Senator Brock. YOU are not striking the last sentence? 
. / /  . - .  - -	 .- ----- I11 	 1-
-- - The Chairman. In other words, strike out the whole--- 

sectionand then reword it like this, "An individual's name and 
. -	 . . . . - . . .. c.  -18 	 address may not be sold or rented by a Federal agency unless 

such action is specifically authorized by statutes or as 

. . 	 -- --I- provided by law." -


Senator rock. I think you want to keep the last 


- 11 	 I11 sentence in the paragraph *shall not be construed to require 

I
l3 the confidentiality of names and addresses otherwise permitted 


l4/I to be made public." Strike everything above that and substi- I
. . 

tute your language. 


The Chairman. Any objection? 


Senator Jackson. You would knock out (b), too. There is 


no point to (b) . 
The Chairman. I am goin5 to write a whole lot of letters 

when I get home. I am on every sucker list in the United 

States. 

11 
Senator Chiles. Mr. chairman, my colleagues have found 


23 another glaring error and they have asked me to be sure to 


raise it. On page 12, subsection (21, where he is talking abou i
~ 8 - r .  m---r --:-- -h -1  7 < n - l r - A o  
&,IC rc..,rl...-.r--.. -..--- i? itS ~ ~ ? - , i . ~ a + j . f i ~ l l  



The Chairman. Will you wait, Senator Jackson? 


Senator Chiles. They name a number of things that the 


~ommission.shall include in its information activities or its 


examination, and they name hotel, travel, entertainment, 

. . . .-- - -

restaurants and then they say, "The Commission may study such 


other information activities necessary to carry out the 


congressional policy embodied in this Act." That ought to end 


with a period. While they add "except that the Commission 


shall not investigate informationsystems maintained by religio 

. ..- --

charitabletor political organi~ations.~ 


Why are we exempting religious, charitable or p6iitical 

organizations if you are talking about carrying out the policie 

of the Act as to privacy? i
The Chairman. That has been one of the great complaints 


about the use of computers to select information on these 


subjects. 


Senator Brock. That is what we ought to be worried about. 

That would justify some study to prevent abuse. We are not 

going to add it up to say thak tkey have to study it. To 

they can't -- it looks like ta n2 it is a pretty glaring 

thing. 

The Chairman. You have got your doctrine of the separation 

of church and state --
Senatcr Srock. I didn't know that we separate politics 

from the state. 


I 



The Chairman. I think it is a pretty good thing to do. 

The Subcommittee on Constitutional Rights conducted a study on 

use of the Amy, military intelligence, to spy on situation 

violence, and the favorite information they collected on people 

was their political views and membership in political 

organizations -- -

Senator Brock. This is a bill to safeguard and not to 


abuse. 


The Chairman. This says this is grass the Commission 


can't travel on. 


Senator Chiles. Then a religious organization or 


political organization can invade my privacy any time they wan4 


to or a charitable organization. 


The Chairman. This is keeping you from invading theirs. 


Senator Brock. It depends on who is trarnpl'ing on whom. 


The Chairman. This keeps the Commission from going into 


the field of investigating what kind of information churches, 


charitable and political orgznizations have. 


Senator Nunn. You are saying the Rockefeller Foundation 


could keep a computer in Fe-4 York and have every single being 

in the world charted down there, and this Commission couldn't 


even look at it? 


The Chairman. What interest would the government have? 


Senator Nunn. Or the Ford Foundation, 


Thrl Chairman. 1 think this is a very good provision. 



I don't think a governmental commission ought to investigate 


what kind of information religious organizations are collecting 


or charitable organizations. 


Senator Chiles. What is to prevent a restaurant 


association from setting up a nonprofit organization that is 


going to be their computer bank or their information system? 


The Chairman. This doesn't say nonprofit. 


Senator Chiles. It could be charitable. 


The Chairman. Or not. A restaurant is a commercial 

business. 

Senator Brock. Mr. Chairman, you and I both know how many 

times we have seen abuses of charities in the last 20 years, 

abuses of tax exempt foundations by individuals for a political 

purpose. 

I don,'t see how you can exempt this sort of thing. How 


do you define the word "religious" or "charitable' or 


"political", but it looks like a carte blanche. 


The Chairman. No, they can't. If it is a jimsonweed, 


you can't call it a rose and ~ 2 t  away with it. 


Senator Brock. It has been done before. 


Senator Jackson. It looks to me that we have given the 

Commission plenty to do. They can postpone getting into this 

one. 

Senator Chiles. I don't think we should give this to then 

I t  t = t h = = e  -2 - T * ~  t h y  c?n'+. Y o n  say the Commission?!?st ., - - 52:. 



nay study such other information activities necessary to carry 


out the congressional policy embodied in this Act, but even if 


it was necessary to carry out the congressional policy ernbodiei 

-

in this Act which we are saying is important, they can't do it 

. .. .- - . . .-- ..-- .-- - -. ..--.----. --.--- -.. -
if it is religious, charitable or political. You have exceptec 


- .- - .. . - .. -- ---- - ..... - -, 

it. .~ -.-

The Chairman. The First Amendment says the same thing. 
---- . . 

Senator Percy. Can't we cover that in the report? 


The Chairman. I don't see b w  in the-Eirst Amendment yon 

can put a provision to establish a commission to-investigate 

what kind of religious organizationsor also about political 

organizations. - ----- - -

Senator Brock. How about the First Amendment as-it 


applies to medical records? 


The Chairman. The First Amendment --
Senator Brock. Doesn't apply to people ,dho are sick. 


Senator Nunn. Could w e  eliminate everything but religiou: 

Anything is a charitable organization. All you have to do is 

just qualify with the State qoverrment. This could be the 


greatest loophole in the lax. 


Senator Brock. I am charitable, I am not operating for 


prof it. 


Senator Chiles. I am not sure about the Commission going 


into a 3-2 split on parties. 


Senator Brock- If the First Amendment protects just 




- - ----- 

-- 

against religious incursions, then we don't need to restate it. 


So strike the exception. 


The Chairman. It is a good idea to make it certain. The_r 

might be a commission that doesn't care much about First 

Amendments. .-- - -- --
Senator Brock. I doubt if the courts would go along. - - -

Senator Nunn. We are invading the privacy of everybody 

else here. 

Senator Brock. Either you are or you are not. 

' Senator Jackson. Why don't we confine the prohibition to- 

religious organizations or institutions? 

Senator Nunn. I second that. -,. -
The Chairman. I think the same thing about political. 


You should have seen what the Army collected on the political 


views and organizations. 


Senator Brock. But this whole bill is designed to stop 


that, Mr. Chairman. 


The Chairman. Then why make a study? 


Senator Brock. The A m y  is not involved. 


The Chairman. The most outrageous collection of infomati 


that1 have ever seen was by the Army Intelligence. Even when e 

Member of the Senate went to Greensboro, North Carolina, that 


garden of Eden, and the milltary intelligence put it in the 


report to A m y  Intelligence what the Senator said in his speed 


Senazor Brock. Char. Gars c i ~ e; l ~ l u ~;ravs Lo do xi::, E. 



-- 

political organization? 


The Chairman. A lot in '67 and '68. They had those 


people spying on the protestors on political things. 

~. I 

Senator Brock. That has nothing to do with that amend- 

ment. - . II 

Senator Chiles. Then you would put the U. S. Army in I 


here? 


The Chairman. Oh, no. They had the U. S. Army spying 


I
on the people to determine what their political beliefs were, 
I 


and we just say the Commission is not going to study how to 


spy on people about their political beliefs. 


Senator Brock. You are saying they can't stop-it. 

- .  

You are prohibiting any study? 


I 

Senator Nunn. Then we ought to eliminate all of them. I 

The Chairman. The Commission may study such information 


activities necessary to carry out the congressional polic

embodied in the Act except that the Commission shallnot 

y 
 I 

inves1 


in information systems maintained by religioius, charitable 
 I 

or political associations. 


Senator Brock. I move that w e  strike "charitable or 


political". 
 I 
Senator Nunn. Second. 

The Chairman. You want a study made by the government 

how to compcterize --
CO-=L-- 9 - p - V  I thz.---.---- :~ht this C o ~ p . i ~ r i 5 ~  '3"..725 try C p  

I 




accomplish'both of these. What the language of the bill is 

- - 1  


intended to protect is to protect information that-which--is in-
I 

the files of these kinds of organizations from those seeking 

it for improper purposes and what these gentlemen are concerned i 

i 

with, these Senators, it also protects these kinds of organi- 

zations who themselves are engaged in improper activities 
I
I 

irnphging upon privacy. Both objectives could be served by 

appropriate language. 

Senator Percy. Mr. Chairman, I think what we are trying 

to prevent is mischievous activity, and I would offer this 
I
I 

substitute amendment that would keep the language as is, but 

following the word "organizations," comma, "unless it makes 

a formal determination and so notifies Congress that such 

l
I 

investigation is essential in the performance of its functions. 


Senator Nunn. If you have an organization like CREEP or 
I 

anything else, you are saying in spite of this effort toward I 
privacy, CREEP can sit with a massive computer center on 

everybody and have every single detail and this istaboo. 

They can go into the First National Bank in Perry, Georgia,. l. 
and 


get all that information by subpoena, but they can't find out I 

anything about what CREEP is doing to the privacy of the 
 I 

individuals in this country. 
 I 




organizations are exempt and have the committee studying every 
I 
private business in this country.to me would be incredible. 


\ I 
The Chairman. I wish you had sat with me on the Army 
- .. - -

Surveillance hearings. 


- -Senator Nunn. I don't see the point. -

Senator Brock. It has nothing to do with this comment. 

. I 

The Chairman. It has everything. It says this Commission i 

shall not investigate the political files of political 

. . . . . - . - - . ..- . . . - -- ..- -.--.--.-. 
organizations. 


Senator Brock. That is right. So the Commission couldn't! 


stop, the Commission you referred to. The Commission can't 
 I 

even deal with it. I 


The Chairman. This stops the Commission from studying it. 
I 
Senator Brock. It sure does, which means the abuse is 
 I 

going on. 
-.-

Senator Num. I would be more concerned about the travel 


or hotel industry or the medical industry than I would the 


political industry. 


Senator Brock. There has been more political abuse 


lately. 


Senator Nunn. That is where the abuse is coming from. 


The Chairman. It was where they started to invade the 
I I 
intelligence, trying to get it from a political organization. 
I 

Senator Brock. You will prohibit them from stopping that. 
I

I
1 



You exclude them from any coverage at all with this language 


as written. 
. 

The Chairman. No, it keeps.them from studying things-_-- 


that are none of the government's business. 


-. . 

. 

Senator Chiles. The business of this bill is privacy of . -

the individual. .--. ... 

The Chairman. That is right, That is where you protect 


it. 


Senator Brock. By saying you can't investigate. 


The Chairman. It is to keep the Commission from devising 


methods in which to take the privacy out. 


Senator Brock. If you think that is what the Commission 


is going to be doing, you better oppose it because you are 


giving this Commission power to do everything else. 


The Chairman. I would oppose, as long as the good Lord 


gives me the breath of life, any effort on the part of the 


government to mess in a political or religious organization. 


There are a lot of fraudulent charities. I am not so much 


concerned with them. 


Senator Jackson. Suppose we put in "bona fide" religious 


charitable or political organizations? That might exclude 


CREEP. 


Senator Brock. I hope so. 


Senator Chiles. We could add "with benevolent intention. 


Senator Jackson. I was trylng to protec tne two-parry 
-





- - - - - - - - 

- -  

- - 

about my political views or affiliations, that is my business, 


and not the Federal Government's. 


Senator Chiles. What about the ones on the other side? 
.--- -

The Chairman. That is Watergate. Let me tell you. You 

all see -- they had peoples' names over here in the Department 

of Defense --
-

Senator Brock. We are familiar and we are opposed to it, 

-- -. 

we are opposed to the sins of both administrations. 


Senator Percy. Let us vote on the Brock amendment and set 

where we stand. 

Senator Nunn. That is to delete the words "charitable" 

or "political" and leave "religious" like it is. - - - - - - -

The Chairman. It has been moved on line 15, page 12, 


strike out the word "charitabie" or "political". All in favor 


of the motion raise your right hand. 


Let the record show the chalrman votes against the amend- 


ment. 


Opposed? 


Senator Nunn. I have the pzoxy of Senators McClellan and 


Allen. They both wanted to be rtcorded aye. 


Senator Brock. It is cazrled, I assume? 


The Chairman. Yes. 


Any further amendments to Tltle 1117 


(Discussion off the record.) 


The Chairman. Senator Muskie will be back. 




-- -- 

(Discuss ion  o f f  t h e  record . )  


The Chairman. S e c t i o n  203(a)  h e r e  i s  t h e  o n l y  SEC arnend-


ment. - - - .  

S e n a t o r  Jackson. They have done it t o  P r i n t  4 .  

The Chairman. On page 27 they would add a new s e c t i o n  (d) 

s u b s e c t i o n  ( d l ,  "The provision of  t h i s  Act w i l l  modify t h e  

in format ion  f o r  t h e  purpose o f  p rov id ing  d i s c l o s u r e  t o  rhe  

p u b l i c  pursuan t  t o  t h e  requirements  o f  l a w  admin is te red  i n  t h e  

SEC," and s o  f o r t h .  

(The SEC amendment t o  be fu rn i shed  fol lows:)  

COMMITTEE INSERT 



- -  

The Chairman. I t h i n k  we have adopted t h i s  i n  t h e  t ech-  

n i c a l  amendments, "Nothing i n  t h i s  Act s h a l l  be cons t rued  t o  

permi t  t h e  withholding of any persona l  in format ion  which is 

o t h e r w i s e  requ i redu- -  t o  permi t  t h e  withholding of  any persona l  I -
in format ion .  - -.. 

S e n a t o r  Percy.  M r .  C h a i n a n ,  s o  f a r  as I am concerned, 

t h e  s t a f f  i n d i c a t e s  they  have gone over  t h i s  and it is a l r e a d y  

covered. 

S e n a t o r  Jackson. What I t h i n k  they  a r e  confus ing  is t h a t  

t h e  SEC has  i n t e r p r e t e d  t h i s  b i l l  a s  one which p r o h i b i t s  t h e  

d i s s e m i n a t i o n  of  in format ion  which obvious ly  must be made 

p u b l i c  i n  connec t ion  with d i s c l o s u r e  law. 

T h i s  b i l l  d e a l s  wi th  persona l  in format ion  and n o t  w i t h  t h  

whole q u e s t i o n  of d i s c l o s u r e  p e r  se. I s n ' t  t h a t  .t h e. d i s - I.. 

t i n c t  ion?  I 

S e n a t o r  C h i l e s .  Why d o n ' t  we j u s t  adopt  it and l e t  it 

work o u t  i n  t h e  d r a f t i n g  of  it. 

The Chairman. I s e e  no g r e a t  o b j e c t i o n .  

S e n a t o r  Percy. I second t h a t .  

"Nothing i n  t h i s  A c t  st+ll be cons t rued  t o  permi t  t h e  

wi thhold ing  o f  any persona l  information o t h e r  than  t h a t  r e q u i r e 3  

t o  be d i s c l o s e d  by law o r  any r e g u l a t i o n  thereunder ."  

We a l r e a d y  have t h a t .  

i Sena tor  Brock. L e t  u s  t a k e  it and le t  t h e  s t a f f  modify

I *n a o n f o m  it. 



Senator Jackson. Second it. 


Senator Huddleston. Can we report 3341? 
 I 

Senator Brock. Let us report this one. . -. 1 
Senator Jackson. I move that the bill be reported as 

amended. 

Senator Brock. I second. -. - - ----- -

The Chairman. All in favor of reporting S. 3418, as I 

amended, Confidential Committee Print No. 5, as amended? Let 


the record show -- 
- .- . 

Senator Percy. Senator Javits. 

Senator Jackson. Also Senator Muskie. 

Senator Huddleston. 

move that we report it. 

The Per Diem bill, 3341. I want to 

I 
Senator Percy. I have one amendment. I offer the follow- 


ing amendment which I discussed with Senator Metcalf and it 


seemed to have his concurrence. We are providing for per 


diem for the Executive Branch, foc an increase for Senate staff, 


but we still do not hvae any per diem, travel, but no per diem 


for Senators' staff when ret~rning on official business to their 


own home State. The amenhe-t provides no reimbursement within 


120 days after any primary or general election in which the 


Senator is a candidate and the Senator must personally certify 


that the trip was for official Senate business. 


We have, the Senators, duplicate homes. Our staff do not ( 
have. \<hen a rqasninqt011 sia;c i~leiihei-gses Lac:: L_3 th3 S + _ E ! ~ P ,  1 



they have no provision, they are the only government employees 


who have no provision to be compensated for that, SO I offer 


this amendment to 3341. . -

The Chairman. All in favor of that amendment, let me knol 
,.. . -.-

Senator Huddleston. There is one technical amendment. 


This is in the folder. It is just a clarifying amendment. 


The Chairman. All in favor of adopting a clarifying 


amendment? All right, it is adopted. 


Senator Chiles. Mr. McClellan asked me to offer an amend 


ment as to any increase. 


e"Provided that any increase in costs of per diem or mile- 


age that results from this legislation during the period prior 


to July 1, 1975, must be funded either from previous approved 


appropriations or from budget requests officially before the 


Congress at the time of the enactment of this legislation." 


If you don't, you will have a rash of provisions. We 


ought to adopt this. We will nave to use existing funds, you 


are not just going to hve to raise the budget right now, you 


will have to work within existing funds. If you don't do this 


the Appropriations Committee --.3uld have to ask for this any- 


way. 


Senator Percy. Would that come from the contingent fund? 


I am informed it comes from the consolidated aliowance. 


Senator Chiles. You are dealing with every agency. It 


will have a major effect on your appropriations. I am sure tf 




- - -  -- - 

1 

Appropriations Committee will ask for this bill if they don't 

I 

get an amendment. 

Senator Brock. I second it. - - - - ----

The Chairman. All in favor, say aye. Opposed: All 

right, it is passed. - - - -

Thank you, gentlemen. - -- --

(Whereupon, at 5:00 p.m., the committee recessed, to 

reconvene subject to the call of the chair.) 

. .. - -
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A BILL . 

To establish a Federal Privacy Board to oversee the gathering 

and disclosure of information concerning individuals, to pro- 

vide management systems in Federal agencies, State and 

local governments, and other organizations regarding such 

information, and for other purposes. 

1 Be it enacted by the Senate and House of Representa-

2 tives of the United States of America in Congress assembled, 
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10 T I T L E  I-PE1V.J CI' PnOTECTION COMJIISSIOW 

11 EST.I BLIS II.11 ENT OF C O ~ I A ~ ~ I S S I O N  

12 SEC.101. ( a )  7'1lc1-e is c~stnblished as a n  independent 

13 age& of the cz.ccutit?e bralich of the Govenzment  the P ~ i u a c y  

14 Protection Commission. 
-

15 ( b )  ( I )  Tlre C o n ~ a ~ i s s i o , ~  shall be co/,rposed of f i r e  n / e n ~ -

16 hers who shall be appoi~zfed by  Ih.e President, by  atid tuilli 

17 the advice and co~zsc~nt ~he' ,Se~tade,of fl-om amo~cg n ~ e ~ n b e r s  

18 of the public at large tuho, b y  reason of their knotcledge and 

19 ezl,e~-tiseI 'IL any  o/ thr jollocrin,y urens: cic:il t.i!jhts to~dliber-

20 ties, lacu, social scielzces, a d  conzputer fech~zoloq!/, bltsi~.cess, 

21 and State and local goverllnzenf, arc ?cell quali/ied for seruice 

22 o n  the Commission a7ld ruho arc not otherwise o f ic~ l - s01-

23 , employees of the G n ~ t e d  Sfates .  S o t  nzorcJ thau three of the 

24 me~lzbers of thp Cornmissiolz shull be atlh(~rent.s of the some 

25 political party. 
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(2) One of the Commissioners shall be appointed Chair- 

man by the President: 

(3) A Commissioner appointed as Chairman shall serve 

as Chairman until the expiration of his term as a Comnzis- 

sioaer of the Commission (except that he may continue to 

serve as Chairman for so long as he remains a Conimissioner 

and his successor as Chairman has not taken ofice). A n  in- 

dividual may be appointed as a Commi.ssioner at the same 

time he is appointed Chairman. 

( c )  The Chairman shall preside at all meetings of the 

Commission and a. quorum for the trclnsaction of business 

shall consist of at least three members present (but the Chair- 

man may designate an Acting Chaii*ttrun ?rho may presidc in 

the abience of the Chairnlan). Each nzc~nber of the Com- 

mission, including the Chaiman ,  sha,ll have equal respon- 

sibility and auth0rit.y i n  all decisions a d  action-s of the Cont- 

mission, shall have full access to all information relating 

to the performance of his duties or respo?zsibilities, and shall 

haue one vote. Action of the Colr~lnission shall be determined 

by a, majority vote ,of the ~ncmbers presen!. The Cyhairman 

(or Acting Chairman) shall be the official spokesman of the 

Commission in  its relations with the C'o~lyress, (;ouernnzent 

agencies, persons, or the public, and, on behalf of the Com- 

mission, shall see to the faithful ezecution of the policies and 

decisions of the Commission, and shall report thereon to the 
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1 Commission from time to time or as the Comm.is.sion may 

2 direct. 

3 ( d )  Each Commissioner co hall be compensated at the rate 

4 provided for under section 5314 of title 5 of the United States 

Code, relating to level IV of the Executive Schedule. 

6 (e) Commissioners shall serve for terms of three years. 

7 No Commissioner may serve more than two terms. Vacancies 

8 in the membership of the Commission shall be filled in the 

9 same manner in which the original appointment was made. 

10 ( f )  Vacancies in the membership of the Commission, as 

11 long as there are three Commissioners in office, shall not im-

12 pair the power of the Commission to execute the functions 

13 and powers of the Commission. 

14 ( g )  The members of the Commissiolz shall not engage 

15 in any other employment during their tenure as members of 

16 the Commission. 

17 PERSONNEL OF TIIE COMIvlISSION 

18 SEC. 102. (a)  ( I )  The Commission shall appoint an 

19 Executive Director who shall perform such duties as the 

20 Commission may determin,e. Such appointment may be made 

21 without regard to the provisions of title 5,  United States 

22 Code. 

23 ( 2 )  The Eaecuti~e Director shall be compensated at a 

24 rate not in excess of the maximum rate for GS-18 of the 

25 Genera,[ Scl~edule under section 5332 of title 5, United States 

26 Code. 
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1 ( b )  The Comnlission is authorized to appoint end fix 

2 the compensation of such officers and employees, and prescribe 

3' their functions and duties, as may be necessary to carry out 

4 the provisions of this Act. 

51 I c )  The Commission may obtain the services of ever t s  

6 and consultants in  accordance with the provisions of section 

7 3109 of title 5, United States Code. 

8 FUNCTIONS OF T H E  COMMISSION 

S E C .  103. ( a )  The Commission sha,ll- 

(1) publish annually a United States ~ i r e c t o r ~  of 

Information Systems containing the info~mation speci- 

fied to provide notice under section 201 ( c )  (3)  of this 

Act for each info~mation system subject to the provisions 

of this ,Act and a listing of all statutes which require 

the c01lectio.n of such information by a Federal agency; 

( 2 )  investigate, determine, and report any violation 

of any provision of this Act (or any regulation adopted 

pursuailt thereto) to the President, the Attorney General, 

the Congress, and the General Services Administration 

where the duties of that agency are involved, and to 

the Comptroller General when it deems appropriate; and 

( 3 )  develop model guidelines for the implementation 

of this Act and assist Federal agencies in preparing 

regulations and meeting technical and administrative 

requirenlents of this Act. 
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( b )  Upon  receipt of any  report required of a Federal 

agency describing (1) any  proposed information system or 

data bank, or (2) any significant expansiod of an  existin-q 

information system or data bank, integration of files, pro-

grams for records linkage within or among agencies, or cen- 

tralization of resources and facilities for data processing, the 

Commission shall- 

( A )  review such report to determine ( i )  the prob- 

able or  potential effect of such proposal on  the privacy 

and other personal or property rights of individuals or 

the confidentiality of information relating to such indi- 

viduals, and ( i i )  its effect on  the preservation of the con- 

stitutional principles of federalism and separation of 

powers; and 

( B )  submit findings and make recommendations to 

the President, Congress, and the General Services Ad- 

ministration concer~zing the need for legislative authori- 

zation and administrative action relative to any  such 

proposed activity in order to meet the purposes and re-

quirements of this Act. 

( c )  Af ter  receipt of any report requ,ired under subsec- 

. tion ( b ) ,  if the Commission determines and yeports to the 

Congress that a proposal to establish or modify a data bank 

or information system does not comply with the sta,zdards 

established by OT pursuant to this Act, the Federal agency 

submitting suclt report shall not proceed to establish or modify 
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1 any such dato bank or information system for a period of 

2 sixty days from the date of receipt of notice from the Com- 

3 mission that such data bank or system does not comply zoith 

4 mch standards. 

5 ( d )  In addition to ita other functiom the Commission 

6 shall-

7 ( 2 )  to the fullest extent practicable, consult with 

the heads of appr~pria~tedepartments, agencies, and 

instrumentalities of the Federal Gove~nment, of State 

10 and local governments, and other persons i n  carrying 

11 out the provisions of this Act and i n  conducting the study 

12 required by section 106 of this Act; 

(2)  perform or cause to be performed such re-

search activities as may be necessary to implement title 

1.7 of this Act, and to assist Federal agencies i n  comply- 

ing with the requirements of such title; and 

(3) determine what specific categories of informa-

tion should be prohibited by statute from collection by 

Federal agencies on the basis that the collection of such 

information zoouZd violate an individual's ri,qht of 

privacy. 

CONFIDENTIALITY OF INFORMATION 

SEC.104. ( a )  Each department, agency, and instru-

mentality of the executive branch of the Government, includ- 

ing each independent agency, shall furnish to the Commission, 

26 upon request made by the Chaimnan, such data, reports, and 
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other information as the Commission deems necessary lo carry 

out its functions under this Act. 

( b )  I n  carrying ozct its functions and exercising its 

powers under this Act, the Commission ma!/ accept from any  

Fetleral agency or other person a3ty iderttifiable persorlal data 

if sltch data is necessary to c a r ~ ~ y  out such pacers and furtc- 

tions. In any case i n  which the Commission accepts any such 

information, it shall provide appropriate safeguards to insure 

that the confidentiality of such information is maintained and 

that upon completion of the purpose for which such informa- 

tion is  required it is  destroyed or returned to the agency or 

person from which it is obtained, as appropriate. 

POWERS OF THE COJ!fMZSSION 

SEC.105. ( a )  (1) T h e  Commission may,  in carrging 

out its functions under this Act, conduct such inspections, 

sit and act at such times and places, hold such hearings, take , 
sctch testimony, require bg subpena the attendance of srrch ?,.it- 

nesses and the production of such books, records, papers, cor-

respondence, and documents, administer such oaths, have such 

printiny and binding done, and make such expenditures as 

the Commission deems advisable. Subpenas s11alE be issued 

under the signature of the Chairman or any member of  the 

Commission designated by the Chairnzan and shall be served 

by nny person designated by the Chairman or any such menb- 



- -  - 

27 
-

ber. Ally ~nembel- of the Commission may administer oaths or 

ofimzations to witnesses appealdng before the Conamission. 

(2)  I12 case of disobedience lo u subpena issued ~indcr. . 
poragrnpl~( 1 )  o{ this subsection, the Coniniission rnng involie 

the aid of any district court of the Us~ited States in requiring 

compliance with such subpena. Any district court of the 

United States within the jurisdiction where such person is 

found or transacts business may, in case of contumacy or re- 

fusal to obey a subpena issued by the Commission, issue an 

order requiring such person to appear and testify, to produce 

yuch booh, records, papers, co~respondence, and documents, 

c~nd any failure to obey the order of the court shall be pun- 

ished by the court as a contelnl~t thereof. 

(3) Appearances by the Commission under this Act 

shall be in  its own nanze. The Commission shall be repre- 

se?zied by attorneys designated by it. 

(4) Section 6001(1) of tide 28, United Slates Code, 

is amended by inserting inznzediafely after "Securities and 

Exchange Coinmission ," the folloz*ling: "the Priuacy Protec- 

f ion Co~n~)~ission,".  

( b )  The Cominission vzuy de!egate any of its functions 

to such officers and employees of the Uor~unissio~aas the Conz- 

mission may clesignate and may a.uiRo7-ize such successice 

24 redelegat.ions of such functio~zs as i t  may deem desirable. 
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1 fc) I n  order to carry out the provisions of this Act, tlre 

2 Comnzission is authorized-

3 (2) to udol~t ,  amend, and repeal rules and regula- 

4 tions governing the manner of its operations, organiza- 

5 tion, 0~ t d21erson?wl; 

6 (2 )  to adopt, amend, and r e p e ~ l  interpretative rules 

7 for the implementation of the rights, standards, and 

8 safeguards provided under this Act; 

9 (3 )  to enter into contracts OT other arrangements or 

10 \ nlodifications thereof, with any  government, any agency 

11 or department of the United States, or with any person, 

12 firm, a6sociation1 or corporation, and such co?atracts or 

13 other a~rangemcnts, or modifications thereof, may  be 

14 entered into without legal consideration, without perform- 

15 ance or other bonds, and without regard to section 370.9 

16 of the Revised Statutes, as amended (41 U.S.C. 5 ) ;  

(4)  to make advance, progress, and other payments 

which the Commission deems necessary under this Act 

without regard to the provisions o f  section 3648 of the 

Revised Statutes, as amended (31 U.S.C. 529) ;  

(5) receicc coml~laints of violations of this Act nizd 

reguIations adopted pzirsuant thereto; and 

(6) to take such other action as ?)Lay be necessary 

to c a w y  out the provisio~ts of this Act. 



1 C0:IfYISSION STUDY A N DOF OTIIER GOI'ERNI~IENT~II ,  

3 SEC.106. ( 0 )  ( I )  The  Contmission shall n~ake  a stndy 

4 of the tlaln barllcs, auto~natetl delta processing l)rog/'nms, 

5 and infornlnf.io,l sysfcms of gover~r,ne~rtal, regional, nvtl 
, 

6 private orga,iizations, i n  order to de ter~mi~~e the sfandarr1.s 

7 and procetluras i n  force for the protectiou of personal infor-

8 n~nfion, antl to cletermine the extent to rr~lt.ic.1~ those sf011(1ar(l.s 

9 ant1 procedures achieve the purposes of this Act. 

10 (2)  The  Commission periodically shall report its find-

11 ings to the Presdent and the Congress and shall complete the 

12 study required by this section not later than three years 

13 from the dale this Ad becomes effective. 

14 (3)  The  Comnzission shall reconznae,zd to the Presideltt 

15 and the Congress the extent, if a7zy, to zohich the requirements 

16 and principles o f  this Act  should be applied to the inforination 

17 practices of those orga~zizations by legislation, administrative 

18 action, or by-voluntary adoption of such requirements and 

19 principles. I n  addition, it shall subnzit such other legislative 

20 reconzmcndations as it may  determine to be necessary to 

21 protect the privacy of individuals while meeting the legitimate 

22 needs of governnzent and socicty for information. 

23 ( b )  ( I )  :n  the course of such st7~cIy and ilz its reports, 

24 the Commissios shall exanzine and annlyze- 
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( A )  interstate transfer of information about in-

dividuals which is being undertalcen throu.gh manual 

files or Ly computer or other electronic or telecommuni-

cations means; 

( B )  data banks and information programs and 

systems the operation of which significantly or sub-

stantially affect the enjoyment of the privacy and other 

personal and property rights of individuals; 

( C )  the use of social security numbers, license plate 

numbers, universal identifiers, and other w b o b  to 
-

identify individuals in data banlcs and to gain access to, -
-

integrate, or centralize information system and fib; and 

( D )  the matching and analysis of statistical data, 

such as Federal census data, with other sources of per- 

sonal data, such as a.utomobile registries and telephone 

directories, in order to reconstruct indi,vidual responses 

to statistical questionnaires for commercial or other pur- 

poses, in a way  which results i n  a vio1atio.n of the implied 

or explicitly recognized confidentiality of such informa- 

tion. 

(2)  The Commission shall include in its eaamination 

information activities in the following areas: medical, in- 

surance, education, employment and personnel, credit, bank-

ing and financial institutions, credit bureaus, the commer-
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1 cid reporting industry, travel, hotel, and entertainment res- 

2 ervations, and electronic check processing. The  Commission 

31 may study such other information activities necessary to 

4 carry out the congressional policy embodied i n  this Act, ex-

5 cept that the Commission shall not investigate information 

6 systems maintained by religious organizations. 
-

7 (3)  I n  conducting the study, the Cornmisston shall- 

8 . ( A )  determine what lazc;s, Executive orders, regula- 

9 tions, directives, and judicial decisions gozern the ac-

10 tivities under study and the extent to which they are con- 

11 sistent with the rights of privacy, due process of law, 

12 and other guarantees in the Constitution; 

13 (B) determine to what extent governmental and 

14 private information systems affect Federal-State rela-

15 tions or the principle of separation of powers; 

16 ( C )  conduct a thorough examination of standards 

17 and criteria governing programs, policies, and practices 

18 1 relating to the collection, soliciting, processing, use, 

19 access, integration, dissemination, and transmission of 

20 personal information; 

21 ( D )  to the rnaximztm extent practicable, collect and 

22 utilize findings, reports, and recommendations of major 

23 governmental, legislative and private bodies, institutions, 

24 organ.izations, and individuals which pertain to the 



1 problems under study by the Commission; and 

2 ( E )  receive and review complaints with respect to 

3 any matter under study by the Commission which may 

4 be submitted by any person. 

5 REPORTS 

6 S E C .  107. The Comntission shall, from time to time, and 

7 in an annual report, report to the Pres-ident and the Congress 

8 on its activities in carrying out the provisions of this Act. 

9 TITLE 11-STANDARDS AND MANAGEMENT 

10 SYSTEAIS FOR HANDLING INFORMATION 

11 RELATING TO INDIVIDUALS 

12 .SAFEGUARD RBQUIREMENTS FOR ADMINISTRATIVE, INTEL- 

13 LIGENCE, STATISTICAGRBPORTING, AND RESEARCH 

PURPOSES 

SEC.201. ( a )  Each Federal agency shall- 

(1) collect, solicit, and maintain only such personal 

information as is relevant and necessary to accomplish a 
I 

statutory purpose of the agency; 

(2) collect infomation to the greatest extent practi- 

cable directly from the subject individual when the infor- 

mation may result in adverse determirmtions about a n  

inclividuul's rights, benefits, and privileges under Federal 

23 ' programs; and 
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( 3 )  inform any  individual requested to disclose per- 

sonal information whether that disclosure is mandatory 

or voluntary, by what statutory azi thority it is solicited, 

, 	 what uses the agency will make of it,  what penalties and 

specific consequences for the individual, tvltich are linolun 

to the agency, will result from nondisclosure, ant1 what 

rules of confidentiality will goverr2 the infor,nntion. 

(b )  Each Federal agency that maintains a n  information 

system or file shall, with respect to each such system or file- 

(1) insure that personal information maintained 

in or disseminated from the system or file is, to the 

maximum extent possible, accurate, complete, timely, and 

relevant to the needs of the agency, 

( 2 )  refrain from disclosing any  such personal in- 

formation within the agency other than fo officers or 

employees zvho have a need for such person.ai! inforrna- 

tion in the performance of their duties for the agency; 

(3) maintain a list of all categories of persons 

authorized to have regular access to personal informa-


' tion in the system or file; 

. . 

( 4 )  maintain a n  accurate accounting of the date, 

nature, and purpose of all other access granted to the 

system or file, and all other disclosures of personal in-

formation made to any  person outside the agency, or to 

another agency, including the name and address of the , 

' 	 person or other agency to whom disclosure was made or 

0 



1 
/ 	 access was granted, except as provided by section 202 (b )  

of this Act; 

(5)  establish rules of conduct and notify and in-

struct each person involved in the design, development, 

operation, or mai?ztenance of the system or file, or the 

collection, use, maintenmnce, or dissemination of informa- 

tion about a n  indiuidual, of the requirements of this Act, 

including any rules and procedures adopted pursuant 

to this Act and the penalties for noncompliance; 

(6 )  establish appropriate administrative, technical 

and physical safeguards to insure the security of the 

information system and confidentiality of personal infor- 

mation and to protect against any anticipated threats 

or hazards to their security or integrity which could 

result in substantial h a m ,  embarrassment, inconvenience, 

or unfairness to any individual on whom personal in-

formation is maintained; and 

(7) establish no program for the purpose of collect- I 

ing or maintaining information describing how individ- 

uals exercise rights guaranteed by the first amendment 

unless the head of the agency specifically determines that 

such program is required for the administration of a 

statute which the agency is charged with administering or 

implementing. 



1 ( c )  A n y  Feileral agency that ~nair~tai~zs  all i l t fo~.~nnt io /~  

2 system or file shall-

3 (1) make noailable for clistribrtiiotl ~rpo~r ibequesfI ~ C  

4 of any person a staterne~lt of the e,ristence a ~ t l  chco.nctei- 

5 of ea:c?t such system or file; 

6 ( 2 )  011 efecticethe date oil which this Act beco?~~cs 

7 and annually thereafter, notify the Commission and give 

8 public notice of the e,ristetlce ant1 character of each ex- 

9 istiwg system or file si?nuliu~ieouslg, n~rd cause s ~ c h  120fice 

10 to be published ~ I Lthe Ferlerul 12egisier; a d  

(3)  include in such notices at least the following 

information : 

( A )  name and Iocntiotl of the systenz or file; 

( B )  nature and purposes of the systenz or file; 

(C) categories of intliuidzlals 012 zcltom personal 

information is maintained and cateyories of persoltal 

i f~formation generally rnbintccitzed i)z the systcnt or 

file, inclrtding the ndiure o f  the info/-m'ntior~ artd the 

approxinznte ~zurnber of indicidua2s 011 luhoni iufor-

ntnliolz is nlaintained; 

(D) the con@entiality requirements and the 

exfe~ztto which access controts apply to snc~l ik 

formation; 

( E )  categories of sources of suclt personal illfor- 

,mnfiolz; 
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1 (F)  the Federal atjeny's p01idks ahd practices 

2 re@+ding iniplenientat'ion of sections 2OY and 202 of 

3 thts Bet, i.hformbtioh st@aqe, dltrabbn oj retentibn 

4 of information, and elirnincctionl of auch lfiformatidn 

5 from the system or file; \ 

6 ( G )  uses made by the ageniy of the personal 
-

7 I information contained zn the system or file; 

8 f f f )  idengiy of ofher cigetacies and calegories 

9 of persons to wlioni disclosures of pPrdbnii%inforrnci-

10 lion. are mede, o r  f'o. whom access to the system' or 

11' file m a y  6e grctnt.ed, togetfier &ifh the purposes there: 

12 fop and the adhin.isYrahe conilfdinfs, ijP any, On' 

13 s u d  disdosares dhd accesr, includdg any such con- 

14 sth-rints on rediscEosucre; 

15' ( I )  ~rocedures whereby a n  individual can ( i )  
- -. - -

16 I be informed if the system or file contains personal 

17 , information pertaining to himself or herself, ( i i )  

18) , I gain access to such infomation, and ( i i i )  contest 

19 the accuray, completeness, timeliness, relevance, 

20 I and necessity for retention of. the personal infor-

21 mation; and 

22 ' ( J )  name, title, official address, and telephone 

23 number of the officer immediately responsible for 

24 the system or file. 



1 ( d )  (1) Each Federal a.gency that maintains an in-

2 formation system or file shall assure to an individual upon 

3 request the follozuing ri,ghts: 

4 (A )  to be informed of the existence of any personal 

5 information pertaining to that individual; 

6 ( B )  to have full access to and right to inspect the 
~ .- - - -. -. . 

I 

7 , personal information in a form comprehedble to the 
!i 

8; individual; 

I (C) to know the names of all recipients of infomna- 

10 tion about such individu.al including the .recipient orga- 

1 nization and its relat.ionshhip to the system or file, and the 

12 purpose and date when distributed, unless such informa- 

13 tion is not required to be maintaine.d pu~strant to this 

14 Act; 

15, , . (D)to know the sourqes of the personal information, 

16 or where .the confidentiality of such sources is  required 

17, by statute, the sigh! to know the nature of such sources; 
I 

18. (E} to be a c c m p a ~ i e d  by a person chosen by the 

19 - individual inspecting the information, except that an 

20 agency or other pemon may require the individual to 

21 fgrr~aisha written statanent authorizing discussion of that 

221 individual's file in iAe persm's presewe; 
I 

23 ( . (3') to receive such required discbsures and at 
I 

24, reasonable standard charges for document duplication, 



1 in person or by -mail, if upon written request, with 

2 proper identifieation; and 

3 ( G )  t~ be completely informed about the uses and 

4 disclosures made of any such information contained in 

5 any suck sy.stem or file except those uses and discEosures 

6 made pwsuani! to law or regulation pwmitting public 

7 inspection or copying. 

8 (2)  Upon receiving notice that an individual wishes to 

9 challenge, correct, or explain any personal information about 

10 him in a system or fib, such Federal agency shall comply 

11 promptly with the following minimum requirements: 
I 

12 ( A )  investigate and record the current status of the 

13 personal information; 

14 ( B )  correct or eliminate any information that is 

15 found to be incomplete, inaccurate, not relevant, not 

16 timely or necessary to be retained, or which can no longer 

17 be verified; 

(C)  accept and include in the record of such in- 

181 
191 formation, if the inve-stigation dot% not resolve the dk-

I 
20' pute, any slatemerat of reasonable length p~ovidedby the 

21 individual .Wing for& hi9 p&bn on th disputed 

22 information; 
' 

23 {D)in any subseqwnt d i s m i n a t i m  OT w e  of the 

24 disputed infornealion, clearly report the challenge a d  

25 anpply m y  supplemental statemelet filed by the iw-

26 d i v i d d ;  



- - 

-- - -  - - -  - - - -  - -  - 

1 { E )  at the reguest of m e h  Jndividud, {~lloauing any 

2 / correction or elimination of challenged information, 

3 infarm past vecipimts of its dim.indion qr correction; 

4 mad 

5 '  (Fj  upoa a fa&w is resalve n ddspute m r  infor-

6 mation in a system or file, at the request of such indi- 

7 vidual, grant a hearing before an official of the agency, 

8 uhich shall be conducted as follows: 

9 (i) such hearing shaE.1 ,be $old within thirty days 

appeal with counsel, pnesemt avidmce, and examiae 

and moss-mamine witnassm; 

( i i )  m y vword f w ~ d  aft@ a c h  a hearing ta 

be incomplete, inaccurate, not relevant, not timely 

nor necessary to be retained, or which can no longer 

be verified, shall within thirty days of the date of 

such findings be appropriataely modified or purged; 

and 

(i i i)  the action or inaction of any agency on 

a request to review and challenge personal data in 

its possession as provided by this section shall be 

reviewable by the appropriate United States dis- 

23 . trict court. 

24 , ( e )  W h e n  a B e d e ~ a l  agency provides by a contract, 

25 grant, or agreement the specific creation or substantial altera- 



1 tion of an information sptem or file and the prim am^ purpose 

2 of the grant, contract, or agreement is the creation or 

3 substantial alteration of such an jnfomnation system or file, 

4 the agency shall, consistent with its authority, cause the 

5 requirements of subsections {a ) ,  (b ) ,  ( c ) ,  and (d )  to 

6 be applied to such system or file. I n  cases when contrac-

7 tors and grantees or parties to an agreement are public 

8 agencies of States or the District of Columbia or public 

9 agencies of political subdivisim of States, the requirements 

10 of subsections (a ) ,  ( b ) ,  (c ) ,  and ( d )  shall be deemed 

11 ik have been met if the Federal agency determines that 

12; the Statr or the District of Columbia or public agencies of 

13 political subdivisions of the Stale have adopted legislation or 

14 , regulations which impose similar requiremenfa. 

15 ,( f )  ( I )  Any Federal agency maintaining or proposing 

16 : to establish a personal information system or file shall pre- 

17 pare and submit a report to the Commission, the General 

18 Services Administration, and to the Congress on proposed 

19 data banks and information systems or files, the proposed 

20 significant expansion of existing data bank and information 

21 systems or files, integration of files, programs for records link- 

22 age within or among agencies, or centralization of resources 

23 and facilities for data processing, which report shall in-

24 clude-



- - 

1 ( A )  the effects of such proposals on the rights, bene- 

2 fits, and privileges of the individuals on whom persoual 

3 information is maintained; 

4 ' (B)  a statement of the software and ha,rdware fea- 

5 tures which would be required to protect security of the - - - - -- _- - ____ - --

6 system or file and confidentality of information; 
' _ - .  

7 ( C )  the steps taken-by t h e  agency to acquire such 

8 features i n  their systems, including description of con-

9 sultations with representatives of the National Bureau 

10 of Standards; and 

11 . - (D) a description of changes i n  existing .interagency 

12 or intergover?tmentul relationship i n  matters involvi~zg 

13 the colbection, processing,. sharini, ezchange, and dissemi- 
..- .---. -..-.-

--. _ 
14 nation of personal information. 

- . 

15 : (2 )  T h e  Federal agency shall n o t proceed to implement 

16; such proposal for a period of sixty 'days from date of receipt 

17 of notice from the Commission that the proposal does not 

18 comply with the standards established undcr or pursuant to 

19 this Act. 

20 ( g )  Each Federal a g e n y  covered by this Act which 

21 maintains an information system or file shall make reasonable 

22 efforts to serve advance notice on an individual before any 

23 personal information on such individual is made available 

24 to any person under compulsory legal process. 
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(It) No person may  condition the granting or with-

holding of any right, privilege, or Benefit, or make as a con- 

dition of employment the securing by any iadividual of any 

information zuhich such individual may obtain through the 

exercise of any right secured under the provisions of this 

section. 

DISCLOSURE O F  INFORAlATION 

SEC.20.2. ( a )  N O  Federal agency shall dissen~inate 

personal information unless- 

(1) it has made written request to the individual 

who is the subject of the inform~tion and obtained his 

. 	 written consent; 
-

( 2 )  the recipient of the personal iuformatiolz has 

adopted rules in  conformity with this Act for maintain- 

ing the secu~ity of its ilzformation system and files and 

the confidentiality of personal i?~formation contained 

therein; atid 

' 	 (3) the information is to be used only for the pur- 

poses set f o ~ t h  by the sender or the recipient pursuant: 

to the requirements for notice under this Act. 

(b )  Section 2Ol.(b) ( 4 )  and section 202(a)  (2) shall not 
.	 , 

apply when disclosure would be-

(1) to those officers and employees of that agency 
I 

who have a need for such infomation in ordinary course 
,	 - - . - - -

I 

of the performance of their duties; . 

( 2 )  lo the Bureau ~f the Census for purposes of 
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1 planning or carrying out a ce~zsus or survey pursuant 

2 to the provisions of title 13,  United States Code; 

3 ( 3 )  where the agency determines that the recipient 

4 of such informaiion has provided advance adequate writ- 

5 ten assurance that the information will be used solely as 

6 a stcttislical research or 7-eporting record, and is to be 

7 tm~zsferred i n  a form that is not i~~diuiduallyitlenti-

8 Fable; or 

9 ( 4 )  pursuant to a showing of compelling circunz-

10 stances affecting health, safety, or identification of an 

11 individual, if upon such disclosure notification is t rans  

12 mitted to the last known address of such individual. 

13 (c l  Section 202(a)  ( I ) ,  ( R ) ' ,  and (3 )  and section 201 

14 ( b ) ( 4 )  shall not apply when disclosure would be required 

or permitted pursuant to subchapter I I  of chapter 5 of title 5 

of the United States Code (commonly known as the Freedom 

of Information Act of 1966): 

( d )  Section 201 ( 6 )  ( 4 )  and paragraphs ( I ) ,  (2 ) ,  and 

(3) of szlbsection ( a )  of this section shall not apply zzchen dis- 

closure would be to the Comptroller General, or any of his 

authorized representatives, in  the course of the performance of 

the duties of the General Ac~ozinti~zg Office. Nothing i n  this 

Act shall impair access by the Comptroller General, or any 

of his authorized representatives, to records maintained by an 

agency, including records of personal information, in the 

course of performance of such duties. 



1. ( e )  ( I )  Nothing in this section. ahall be construed to limit 

2 the efforts of the Government pu~&ani to the provisions of 

3 chapter 35, title 44 of the United Stabs  Code (commonly 

4 known as the Federal Reports AciJ or any other statute, to 

5 reduce the burden on citizens of collecting infomnation by 

6 means of combining or eliminating unnecessa2 reports, 

7 questionnaires, or requests for infornzation. 

8 ( 2 )  Nothing in this section shall be construed to affect 

9 restrictions on the exchange of information between agencies 

10 as required by chapter 35, title 44 of the United States Code 

11 (commonly known as the Federal Reports Act). 

12' (0 Subsection ( a )  ( I )  of this section shall not apply 

13 1 when disclosure w o u u  be to another agency or to an  instru-

14 mentality of any governmental jurisdiction for a lazo enforce-

15 ment activity if such activity is authorized by statute and if 

16 the head of such agency or instrumentality has made a written 

17 request to or has an agreement zvith the agency which main-

18 tains the system or file specifying the particular portion of the 

19 information desired and the law enforcement activity for 

20 which the infomnation i s  sought. 

21 ,: EXEMPTIONS 

22 SEC. 203. ( a )  The provisions of section 2Ol(c)  

23 (3) ( E ) ,  ( d ) ,  and section 202, shall not apply to any 

24 personal information contained in  any information system 

25 or file if the head of the Federal agency determines, in ac-

26 cordance with the provisions of 'this section, that the applica-



lion of the provisions of any of such sections would seriously 

damage national defense or foreign policy, where th.e appli- 

cation of any of such provisions would seriousiy damage or 

impede the purpose for which the information is maintained. 
I .

I ( b )  The provisions of section 201 ( d )  and section 
-. 

202 shall not apply to law enforcement intelligence informa- 

tion or investigative infomnation if the head of the Federal 

agency determines, in accordance with the provisions of any 

of such sections. would seriously damage or impede the PUT-

pose for which the information is maintained: Provided, 

That investigative information may not be exempted under 

this section where such infomnation has been maintained for 

a period longer than is necessary to commence criminal prose- 

cution. Nothing in this Act shall prohibit the disclosure of 

such investigative information to a party in  litigation where 

required by statute or court rub. 

( c )  ( 1 )  A determination to exempt any such system, 

file, or information may be made b y  the head of any such 

agency in accordance with the requirements of notice, publica- 

tion, and hearing contained in sections 553 (b ), ( c ), and ( e )  , 

556, and 557 of title 5, United States Code. I n  giving notice 

of an intent to exempt any such system, file, or information, 

the head of such agency shall specify the nature and purpose 

of the sys tm,  file, or information to be exempted. 

( 2 )  Whenever any Federal agency undertakes to exempt 

any information system, file, or information from the provi- 

I 
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sions of this Act, the head of such Federal agency shall 

promptly notify the Commission of its intent and afford the . 

'commission opportunity to comment. .. 
(3) The exception contained in section 553(d)  of title 

-5, United States Code (allowing less than thirty days' 

notice), shall not apply in  any determination made or any 

proceeding conducted under this section. 

, .  ARCHIVAL RECORDS 

SEC. 204. ( a )  Federal agency records which are ac-

cepted by the Administrator of General Sei-uices for storage, 

.processing, and servicing in accordance with section 3103 of 

title 44,  United States Code, shall, for the purposes of this 

section, be considered to be maintained by the a g e n y  which 

deposited the records and shall be subject to the provisions of I 
1 ! 
this Act. The Administrator of General Services shall not dis- 

I 

close such records, or any information therein, except to the 

a g e n y  which maintains the records or pursuant to ru,les estab- 

lished by that agency. 

(b )  Federal agency reco~ds pertaining to identifiable in-


dividuals which were transferred to the National Archives of 


the United States as records which have suficient historical or 


other value to warrant their co~ztinued preservation by the 


United States Government shall for the purposes of this 


Act, be considered to be maintained by the National Archives 


mnd shall not be subject to the provisions of this Act except 


section 201 ( b )  (5) and (6). 
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( c )  The National Archives shall, on the date on which 
I ,  

2 this Act becomes effective and annually thereafter, notify 

3 the Commission and give public notice of the existence a n d ,  

4 character of the information systems and files which it main- 

5 tains, and cause such notice to be ~ublished in the Federal 

6 Register. Such notice shall include at least the information 

7 specified under section 202 ( c )  (3) ( G ) ,  ( I ) ,  and ( J ) .  

8 EXCEPTIONS 
-

9 SEC.205. ( a )  No officer or employee of the executive 

10 branch of the Government shall rely on any exemption in  

11 subchapter I I  of chapter 5 of title 5 of the United States 

12 Code (commonly known as the Freedom of Information 

13 Act) to withhold information relating to an  individual other- 

14 wise accessible to an indi~idual  under this Act. 

15 ( b )  Nothing i n  this Act shall be construed to permit 

16 the withholding of any personal information which is o t h e ~  

17 wise required to be disclosed by law or any regulation 

18 thereunder. 

19 (c )  The provisions of section 2OI(d)  ( I )  of this Act 

20 shall not apply to records collected or furnished and used 

21 by the Bureau of the Census solely for statistical purposes 

22 or as authorized by section 8 of title 13 of the United States 

23 Code. 

24 MAILING LISTS 
I 

25 SEC.206. ( a )  An individual's name and address may 
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not be sold or renbd by a Federal agency unless such action 

is specifically authorized by law. This provision shall not be 

construed to require the confidentiality of names and ad-

dresses otherwise permitted to be made public. 

(b)  Upon written request of any indiuidzlal, any person 

ehgaged in interstate commerce who &aintains a mailing list 

shall Temove the individual's name and address from such 

list. 

TITLE III-MISCELLANEOUS 

DEFINITlONS 


SEC.301. As used in this Act-

(1) the term "Commission" means the Privacy Pro- 

tection Commission; 

(2)  the term "persond informa.twn" means any 

information that identifies or describes any characteristic 

of an individual, including, but not limited to, his educa- 

tion, financial transactions, ~nedical history, criminal 

or employment record, or that affords a basis for infer- 

ring personal characteristics, such as finger and voice 

prints, photographs, or things done by or to such in- 

dividual; and the record of his presence, registration, or 

I 



membership i n  an  organization or activity, or admission 

\to an institution; 

(3) the term "individual" means a citizen of the. 

United Btates or an alien lawfully admitted through 

permanent residence; 

(4) the term "information system" means the total 
- .c 

components and operations, whether nutonlated/orl man- 

ual, by w,hich personal information, including name or 

identifier, is collected, stored, processed, handled, or dis- 

seminated by an agency; 

(5) the term "file" means a record or series of rec-

ords containing personal information about individuals 

which may be mainlained within an information system; 

( 6 )  the term "data bank" means a file or series of 

files pertaining fa individuals; 

(7) the term "Federal agency" meam any depart- 

ment, agency, instrumentality, or establishment i n  the 

executive branch of the Government of the United States 

and includes any officer or employee thereof; 

(8)  the term "investigative information" means in- 

formation associated with an identifiable individual 

compiled by- 



- - 

50 

( A )  an agency in  the course of conducting a 

criminal inuestigution of a specific criminal act 

where such invesligation is pursuant to a statutory 

function of the agency. Such information may per- 

tain to that criminal act and be derived from re-

ports of i n f m a n k  and investigators, or from any 

type of surveillance. The t e r n  doee not include -

criminal history information nor does it include 

initial reporl filed by a law enforcement agency 

describing a specific incident, indexed chronologically 

and expressly required by State or Federal statute to 

be made public; or 

( B )  by an agency with regulatory jurisdiction 

which is not a Jam enforcement agency in  the course 

of conducting an investigation of specific activity 

which falls within the agency's regulatory juris-

diction. FOT the purposes of this paragraph, an 

"agency with regulatory jurisdiction" is an agency 

which is empowered to enforce any Federal statute 

or regulation, the violation of which subjects the 

violator to criminal or civil penalties; 

(9 )  the term "law enforcement inteuigence infor- 

mation" means information associated with an identifi- 

able individual compiled by a law enforcement agency 

25 in  the course of conducting an  investigation of an 
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individual in anticipation that he may  commit a 

specific criminal act, including information derived 

from reports of informants, investigators, or from 

an.y type of s?~rveillance. The  term does not include 

criminal history information nor does it include initial 

reports filed by  a law enforcement agency describing 
\ 

a specific incident, indexed chronologically by incident 

alld ezpressly required by State or Federal statute to 

be made public; 

(20) the term "criminal history information" means 

information on .an individual consisting of notations of 

arrests, detentions, indictments, informations, or other 

formal criminal charges and any  disposition arising from 

those arrests, detentions, indictments, informations, or 

charges. The  term shall not include a n  original book of 

entry or police blotter maintained by a law enforcement 

agency at the place of an  original arrest or place of 

detention, indexed ch~~onologically and required to 

be made public, .nor shall i t  include court records of 

public criminal proceedings indexed chronologically; 

and 

(11) the term "law enforcement agency" means an 

agency whose employees or agents are empowered by 

State or Federal law to make arrests for violations of 

State or Federd law. 
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CRIMINAL PENALTY 

SEC.302. ( a )  Any officer or employee of any Federal 

agency who willfully keeps an  information system without 

meeting the notice requirements of this Act set forth in sec-

tion 201 ( c )  shall be fined not more than $20,000 in each 

instance or imprisoned not more than five years, or both. 

( b )  Whoever, being an officer or employee of the Com- 

mission, shall disseminate any personal information about 

any  individual obtained in the course of such officer or em- 

ployee's duties in any manner or for any purpose not 
/ 

specifically authorized by law shall be fined not more bhan 

$20,000, or imprisonecl not more than five years, or both. 

CIVIL REMEDIES 

SEC.303. ( a )  A n y  individual who is denied access 20 

information required to be disclosed under the provisions of 

this Act may bring a civil adtion in the appropriate dis- 

trict court of the United States for damages or other ap-

pj-op~iute relief against the Federal agency zchich denied 

access to such i??formation. 

( b )  The Attorney General of the United States, or any 

aggrieved person, may bring an action in the appropriate 

United States district court against any person who has 

engaged, is e t ~ ! ~ a ~ c t l ,  01. is about to engage ill any acts or 

practices in violation of the provisions of this Act, to enjoin 

such acts or practices. 
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( c )  A n y  person who violates the provisions of this Act, 

or any rule, regulation, or order issued thereunder, shall 

be liable to an?/ person ng(1rieved thereby in an amount equal 

to the sum of- 

(1)any a.ctua1 damages sustained by an individual; 

( 2 )  punitive damages where appropriate; and 

( 3 )  in the case of any successfrrl action to enforce 

any liability under this section, tne costs of the action. 

together with reasonable attorney's fees as determined by 

the court. 

( d )  The United States consents to be sued under this 

section without limitation on the amount i n  controversy. 

i JURISDICTION OF DISTRICT COURTS 

SEC.304. ( a )  The  district courts of the United States 

hace jzirisdiction to hear and determine civil actions brought 

ander section 303 of this Acl avrl may examine the informa- 

tion in camera to determine whether such information or 

~ 9 7 ~ atry of 2l~e exemp- patat thereof ?nay hr zuithl~eld~ r l ~ i k ~ r  

tions i l l  sectiot~203 of this Act. The  burden is on the Fetleral 

a,gency to sustaitz such aciion. 

( b )  In a,ny acfior~f o  obtain judicial reuinu of a de-

cisiolz fo  e:ce~nl~tally ])o*sonal ir-rfo~.mation from ally pro- 

vision of this Act, the court 7nay eaanli~ze such infornzation 

i l l  ca~nera to defej ,nt i t ,~ slrch inforrnntiotz or any p a ~ tr r h e i l ~ e ~ ~  



1 thereof is properly dassified with respect to national defense, 

2 foreign policy or law enforcement intelligence information 

3 '  or investigative information and may be exempted f 7 . m  any 

4 provision of this Act. The burden is on the Federal agency 

5 to sustain any claim that such information may be so ex-

6 empted. 

7 EFFECTTVE DATE 

8 SEC.305. This Act shall become effective one year after 

9 the date of enactment ezcept that the provisions of title I of this 
' 

10 Act shall become effective on the date of enactment. 

11 AUTHORIZATION OF APPROPRIATIONS 

12 SEC.306. There are authorized to be appropriated such 

13 sums as mag be necessary to carry out the provisions of 

14 t h i ~Act. 

Amend the title so as to read: "A bill to establish a 

Privacy Protection Commission, to provide management 

systems in Federal agencies and certain other organizations 

with respect to the gathering and disclosure of information 

concerning individuals, and for other purposes." 
\ 
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Calendar No. 1127 
9 3 ~CONGRESS SEh'ATE EEPO~T 
M Session 1 { No. 93-1183 

PROTECTIXG IXDIT'IDUAL PRIVACY I N  FEDERAL GATH-
ERING, USE AKD DISCLOSURE O F  INFORMATION 

SEPTKAIBER t o  be printed26, 1974.-Ordered 

Mr. ERVIN,from the Committee on Government Operations, 
submitted the following 

R E P O R T  
[To accompany S. 3418) 

The Committee on Government Operations, to which was referred 
the bill (S.3418) to establish n Federal Privacy Board to OT-ersee the 
gathering ancl disclosure oE information concerning individuals, to  
provide management systems in F e d e ~d agencies, State and local 
governments, and other organizations regarding such information, and 
for other purposes, having considered the same, reports favorably 
thereon with an amendment in the nature of a substitute and an 
amended title and recommends that  the bill as amcnded do pass. 

Tlie purpose of S. 3418, ss  nniended, is to promobe golrernnlent>~I 
respect for the privacy of citizens by requiring all tl~pqt.tmrnts aucl 
agencies of the executive brrmch :3nd tlwir cmplo?-ces to obscrrc ccr- 
lair1 constitut,ional r11Ics in t.he con-iputcrizntion, collcctiou, illnnngc- 
menL, use, and disclus~~re of prrsonal informntion about intlivitlunl.;. 


I t  is to prolnotc acco~intnlrilit~-, 
rcspousibility, Icgislalivc 01-c~sigl~t, 
and opcn goverilriient n.i l l~ rcspcct t'o the usc of colnp\ii.cr tccllnology 
ill the personal inforrnnt.ion systct~ls 311d d ~ ~ t nbanks of tlic I'cdcrul 
Government ant1 wit11 respect to all of its otlicr riinniial or niechn-
nizetl files. 

It is designcd to prcvent tllc kind of illcgnl, uirwisc, ovcrl>rontl, 
investigation inid r~t;ol.d s i ~ r v ~ i l l a i ~ ~ e  of law-abiding ril,izens protlt~ced 
in rccent ycars from fictions of sollie over-zealous investi~ntors, and 
t,llc curiosity of some goverilrrlcnt administrators, or the ~vrongful 
disclosure and use, in s o ~ n c  cases, of personal files llelcl by Fccleral 
agencies. 

( 1 '  



I t  is to prevent the secret gathering of information on peo le of the 
creation of secret information systems or data banks on Aerlcans 
by employees of the departments and agencies of the executive branch. 

I t  is cleqigned to set in motion for long-overdue evaluation of the 
needs of the Federal Governlnent to acquire and retain personal 
information on Americans, by requiring stricter review within agencies 
of criteria for collection nncl rctcntion. 

I t  is also to promote observance of valuccl principles of fairness and 
individual privacy by those who clcvelop, operate, and administer 
other nlnjor institutional and organizational data banks of govern- 
ment and society. 

S .  3415 ACCO~IPLISHE~ PURPOSESFIVEMAJORWAYSTHESE IN 

First, it requires agencies 1.0 give detailed notice of the nature and 
uses of their personal clnta banks and information syste~ns and their 
compnt~r  rehources. I t  requires a new Privacy Conlrnission to main- 
tain and publish an information directory for the public, to esarnine 
executive branch proposals for new personal dat,a banks and systems, 
and to report to Congress ancl the President if they adversely affect 
privacy and individua.1 rights. It penalizes those who kcep secret such 
rt persolla1 infor~nation syst,elli or data bank. 

Seco-nr(, the bill establishes certain liiinimuin illformation-gathering 
stantlards for nll ngencies 1.0 protect t,he privacy and due pl:occss 
rights of the indir i t l~~al  ancl to assure that surrender of personal mfor-
mation is maclc with inlornactl consent or with solne gunrantees of 
t11c 11hps al:tl confitlcnlixlitg of the infonnat.ion. To this entl, i t  charges 
agencies : 

'So collect', solicit and maintain only personal infomiation that  

is relevant ancl nccessaq- for 3, statutory purpose of 111e agency; 


To prcvent hearsay and inaccuracies by collectillg information 

directly from the person -involvccl as far as practicablc ; 


To inform people requested or required to reve,al information 

about tliernselues ivl~e.tIler their disclosure is mandatory or volun- 

tnr>-, what uses anrl penalties are involvecl, ant1 what confitlen- 

tiillit>- guarantees stunr.r>u~~d 
the rlaiu once govmnn~rnt acquires 

i l ;  and 


To chiablish no program for collecting or maintaining infor- 

mation on how people cscrcisc First il~nenclnlc~ilt 
riglits willlout 

a strict rcvic~~; i t~g 
procsisss. 

ThYrd, thc bill ~ s t a l ~ l i s l ~ e s  standards for handling certain minirn~~m 

and procc.sing 11erjolaaL inforn~atio!r maintained in the c1nt.n banks 

and i;~-stc~kis of the c x e c u ~ i r ~ e 
branch, for preserving thr scct~rity of 
the cornput erixed or 1na.nua.1 sj-.;t.eln,, and for salc,gl~arding tllc con-
fidentiality of the info~-~natioll. To tlus cnd, it rcquircs c\-el-y dep:lrt- 
lncnt ailtl agcncj- to insur,e, by x\-halt\-er steps they clcenl I ~ C ~ C S S ~ ~ T ~ :  

That the inl'or~r~ation t1le-y lieep, ,tlil;close, or c:irculnte about 

cilizrr~sis

. 
as 

. 
accurate, completej tlrnely, antl' rele~-ant to tllc 


agency's ncecls ns possible ; 

T l ~ a tIll(>>-rcfi.nin from disclosing it ~ ~ n l c s s  ncc:cssnl-y for em- 


plo\-cc cluties, or from n~aking i t  available out>ic!c t l ~ c  agency 
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wit,hout the consent of the individual and proper guarantees, 
unless pursuant to open records laws, or unless it  is for certain 
law enforcement or other purposes; 

That they take cert,ain administrative actions to keep account 
of the employees and people and organizations who have access 
to the system or file, and to keep account of the disclosures and 
uses made of the information; 

That they establish rules of concluct with regard to the~ethical 
and legal obligations indeveloping and operating a computerized 
or other data system nnd in  handling personal data, and take 
action to instruct all employees of such duties; 

That they not sell or rent the narnes and addresses of people 
whose files they hold; and 

That they issue appropriate administrative orders, provide 
personnel sanctions, and establish appropriate technical and 
physical safeguards to insure the security of the information sps- 
tern ancl the confidentiality of the data. 

Fourth, to aid in the enforcement of these legislative restraints, the 
bill provides administrative and judicial machinery for oversight and 
for civil remedy of violations. To this end, the bill: 

Gives the individual the right, with certain exceptions, to be 
told upon request whether or not there is a government record.on 
hini or her, to have access to it, and to challenge i t  with a hearing 
upon request, and with judicial review in Federal Court; 

Establishes an independent Privacy Protection Commission 
with subpoena power and authority to receive and investigate 
charges of violations of the Act and report them to the proper 
officials; to develop model guidelines and assist agencies in imple- 
menting the Act; and to alert t,he President and Congress to 
proposed Federal information programs and data banks which 
deviate from the standards and requirements of the Act; and 

Judicial remedies allow the enforcement of the act through the 
courts by individuals and organizations in civil act.ions clinllenging 
denii~l of access to personal inforlnation or thror~gh suits by the 
Attorncy General or ally aggrieved person to enjoin violi~tioils or 
threatened violations of the Act. 

Fifth, the bill requires the Con~missioi~ to make a st11dy oE the 
major data banks antl colnl>utcrizetl info~.n~:~tion othersj-stcnls of 
gover~liuental agencies ant1 of private orga~lizations : I I I ~to ~ ~ c o ~ u n ~ c n d  
any needccl changcs in the law governing their pr:lcticci; or thc ap- 
plication of all or pwt  of this legislation in orrlm t o  protect- the ~I.~V:ICJ' 

of the intlividual. 
BACI<GROUKD 

Thc Corninittee on Government OperationsJ at1 11oc Sui)conlmit tee 
on Privacy nncl Information Systems conductrd henrily.; on J u n c  IS,  
19, nnd 10,1074, to consit1t.r S. 3418, cosponsorctl by Selli~tors Ervin, 
Percy, lluskie, ant1 Ribicoff. Tllc hearings wrrc llclcl jointly wit11 thc 



Judiciary Committee's Subcommittee on Constitutional Rights which 
was considering the follo~ving legislation on rclated issues: 

S.  2810, introtlricecl by Senator Goldwater, t o  protect the constitu- 
tional right of privacy of individuals concernillg \\-honl itlentifying 
numbers or identifiable informalion is recorded by enacti~lg principles 
of information prnctice in furtherance of nmcntline~lts I, 111, IV, X, 
and XIV of the U.S. Constilution; 

S .  2542, int'roducecl by Senator Bay11 to protect the const,itutionnl 
right of priv:~cy of those individi~als concerning \\-horn records are 
maintained; and 

S. 3116, introduced by Senator Hatfield, to protect the individual's 
right to pl'ivacy by prohibiting the sale or distribut,ion of certnin 
information. 

COBIMITTEEOVERSIGHT 

These hearings continued the oversight by the Government Opera- 
tions Committee of the development and proper management of a1.1to- 
mated data processing in the Federal Government and its concern for 
the effect on Federalatate relations of national and intergovernmental 
data systems involving electronic and manual transmission, sharing, 
and distribution of personal information about citizens. 

Senator Ervin announced the joint hearings as Chairman of both 
subcommittees, in a Senate speech on June 11in which he sumn~arized 
the issues and described some of the complaints from citizens which 
have been received by Members of Congress, as follows: 

It is a rare person who has escaped the quest of moclern 
government for information. Con~plaints which have coine 
to the Constitutional Rights Subcommittee and to Con-
gress over the course of several administrations show that, 
thls is a bipartisan issue which effects peol~le in  all walks of 
life. The complaints have shown that despite our reverence 
for the cons titutional principles of limited Government and 
freedom of the individual, Government is in danger of tilting 
the scales against thosc concepts by nleans of iLs inforn~.ation- 
gathering tactics and its tecllnical capacity to store and distrlb- 
ute infor~nation. When this quite natural tendency of Gov- 
ernment to acquire and ke,ep ant1 share infornlatlon about 
citizens is enhanced by co1111)uter technology alltl when 1.t is 
subjected to the unrestrained motives of countless political 
adrniaist,rators, the resulting threat to individ~lal privacy 
nlakc i t  necessary for Congress to reaffirrn the ~~rinciple of 
limited, responsive Government on behalf of freedom. 

The complaint,^ show that many Americans are more tori-

cerned than ever beforr ul>out what mig l~ t  be in their records 
becau~e Government h z ~abused, and may abuse,its power to 
inrest,igatc and store infor~uation. 

They are concerned abont the transfer of informatioll from 
data  bank to data bank and black list to black list because 
they have seen inst.ai~ces of it. 

They are concerned about intrusjve statistical question- 
naires backed by the sanctions of criminal I'aw or the threat 
of i t  because they have been subject to these practices over a 
number of years. 



S. 341s provides an  "Information Bill of Rights" for citizens and a 

"('odc of Fair lnforinatioll Pract.icesn o r  departments and agencies 

of tllc csecutivc brancll. 


Testi~non>-nrltl stntcll~ents were recri\~etl from l lembers  of Congr~ss  
ii-110 11nvc sl)onsorctl lc>yislation : ~ n d  cunclt~ctetl investigations into 
corup1;tints Irom citizens; froin Fcdernl, State,  :mti lock~l officials incllltl- 
ing r e p ~ . ~ ' s e n t ; ~ t i r ~ s  ;untl cc~,t.ain clcpi~rtlncnts ol ihc At l~n i~ l i . ; t~ . : i~~c~~l  
:111(1 i l ge l i~ i~s ,  on Right to P~.ivnc:j-, t11c Do~llestic Cloi~ilcil ( . ' o ~ ~ ~ ~ t i i t . t e r  
!.lie C'omlurrvr Dcpil~.trncnt, I311re:u1 of the  C~e~lsus,  National B11rc:~u 
of St:~~lcl;u*tls, Gc~ic.~.:ll the Office of the Scl,cic,cs b r l n i i ~ ~ i s t ~ . ; ~ t i o l ~ ,  
' l ' c l c c o ~ ~ ~ ~ ~ n m i ~ , i ~ t i o ~ l ~  (;ooci.~lors (hllfcrence, the Polic.\-; t l ~ c  S ; ~ t i o ~ ; : ~ l  
X:I tioil;11 1,egisl;i ti\-(' ( \o~ifcr~ilcc,  1.11~-\;a( io11:ll Assovi:lt,io~l fo17 State 
liilo1~111:1tio11Syste~ns ,:11rt1 tllc G o v c r ~ ~ ~ l ~ e i i t ,  lT:~n:lgeinent I~ l fo rn~a t ion  
S r i r ~ ~ ( . r s .  org;~niz:~tions \\.it11 expert \1:111j- intc~r(~st(v1 :111(1 i ~ ~ i l i ~ i ( l ~ ~ ; ~ l s  
lc~lo\\-l(vlgcol tllc sr11)jcc.t ;idvisctl t11r (.!orii~~~ittcc. 'I'llcsc illc:l:~tlctl tlic 
l'or~llcr Sc~c.rc.t:~i.~- ol lIcalt,ll, Etlucntioll, antl \ITclT:lrc, Elliot Riclrnrtl- 
son, ; ~ ~ ~ t l ~ o r s  of 111;1jor -;tttdies, espert,s in c.n~nplrt,rr tecllnology, consti- 
t~it ioli ;~l  ;111(1 pr~blic udrninistrnt~ion, 111c American Civil 1~il)erties I:Iw, 
Union, l , i be~ . t~ -I,(!l)liy, t;lle. il;;~tio~lal Conln~it tce for Cilizens in 
E(luc;~tion,tllc -21ncricall Soc:iety of Nc\\-rp:lpcr Editors, ;untl otliers. 

'l'llr 1~1.ovisions of tlie bill as r c l~or t c~ l ,rc3flcc:t the bill as inil*otluced, 
\ \ - i ~ l ~  of u,itlv.!ssos :it hearinzs, c:ansult8a- rc\-i>i:)ns I):!~cvl oil t,rstinlo~ly 
tiolis \\-it11 cxl)c~.ts iil ])~.ivnc.y,c : o ~ ~ r l ) ~ ~ t r ! r  ant1 law, I.rl)re- tecl~i~ologj-, 
sentatires of Icctlcrnl agencies :111d ol nlun?; private organi;s:~tiol~s and 
1.,II~~!ICSSO::,as \i-(!11 as thc st.nfTs of a 1!111t7.bcr of (:011~rcssio11aI (:OIIX- .' 
~~litt!'e::c~ilyngctl ill i~lvcstigatioi~s relalctl lo 1)rivac:y antl goverllmental 
ill~O~l~l~1iiOll~>.+L(!itlc. 

7'he ( 'or~in~it tce f ntls tha t  the need for enaclment of the,se 1)rovisions 
is s~~ i ) i )o~ ' t e t l  (Iic i~l\rcstignlio~ls of nllmcrous1))- ant1 r c c o ~ n ~ n c ~ l t l a t i o ~ ~ s  
c.ollyl.cssio~lnl c~onl~l~itt,ees, reports of bar nssociat,iona, and others 
ol.g;~l\izatio~ls,nut1 c:oncl~isions of govcrn~nmllal stutly com~nissions. 


T o  cite only ;L few, Ihc1.c are: 

Earlier st,r~dics of c.ompr~t.ers ant1 infornxition tecllnolog~r by tlie 


Scn:~te ( ' o ~ ~ ~ ~ ~ l i t t e c  0per:ltioils ::ncl 
011 G o v ~ ~ . ~ l ~ n e i i t .  tile c:l~rrcnt 
I~c~~r i l lg s  to S. 341s;ant1 stoclics r r l : ~ t i ~ ~ g  

I ,1 lit) I~c ,ar i~ys  tlata ha!ll<s n ~ i d  Lllc bill nntl sttltlic!s O I L  ( : ~ I I I I ) I I C ~ I . ~ ,  


of 1.ig11 ts OI!IPI.illy(\stig~ttionsof l)li\-:~(,y~ i o l : ~ t i o ~ i s 
brrore the 
( ' o~ l s r i t~~ t io~ l :d  ;R i ~ l l t s  S I I ~ ) ( : ~ I T ~ I I I ~ ~ ~ . ( . C  

r 71110 Iienrii~gs :11l(l strldics oE C O I I ~ . ~ ) L I ~PI. 1)rirncv and govcrirlr~rr\t 
i ~ ~ f o r r l ~ n t i o ~ ~ - g a t l l e r i ~ l g  hc l~ l l i r ? i s t~~ :~ i i~cb ~ f o r e  the JLI:~~?~:II.JT Prnc;-
rircs S~rhconllllit t,cc; 

r 7Illc Ilearing-: oil in.;tlranr.c int11rstric.s ant1 otllcr tlnt,a l>nnks 
I)el'o~.ctile J11tlic:it~rgAut i~rr ls l  S L I ~ ( : O I I ~ I I I ~ ~  tre;  

r .1I I C  Iwxrings on ab~lscs in tllr c.rc!tlit ~,cl)ortiilg incluslries n11tl on 
~)rotc(: t io~iof bnnlr rccortls baforc the Senate Banlring, l lor~siug 
:111tl I?~.l)an Affairs Cori11nitt.c.e; 

I~r~-cs~i~.!:alion-:tioorel. 111a11j. y n r s  1 ) ~ - tllc Hor~sc  G O V C T I ~ I I I C I ~ ~  
Opc3r:~tiorls (.'onllnittcc; nnd 

Fi~lnl l j~ ,tllcrc are mnily rcrclatiorls drlring tile llearings 1)~l'ore 
the Select Con-~rnittec on Wntrrgi~tc  ol' ilnpropcr ac-ccss, transfer 
antl disclosrrre of personal files :uild of ilr~coustill~lionnl, illegnl or 
improper investigation of and collcct,ion of pcrsotlnl infor~nalioii 
on indivic1u;lls. 
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Particularly supportive of the principles and purposes of S. 3418 are 
the follo\iling reports sponsored by Government agencies: 

I."Legal Aspectsof Coinputerized.Information Systems'' by the 
Cor~llnittoe on Scientific and Technical Information, Federal 
Couiicil of Science and Technology, 1972. 

2. "r\ccorcls, Computers and tlrc Riglits of Citizens". Kcport of 
t,he Secretary's Advisory Committee on Automated Personal 
Ilatn Sgstenls, 1)epartinent of I-Iealtli, Education and Welfare, 
July 1973. 

3. "Databanks in a Free Socicty, Coillputers, Record-Iieeping 
and Privacy", of the Computer Scielice and Engineering Board, 
National Ac:~tlcnly of Sciences, by Alnll 17. Westin and Illicllael 
Bakcr. 

4. Technical Reports by Project Scardl Law Enforcement 
Assistance Administration, Depnrtmen t of Juslice. 

5 .  A draft study by tllc A(11ninistrative Col~fcrence of the 
United States on Interagency Transfers of Information. 

6. Report by the Natioilal Go~ernors  Conference. 
7. Reports by internabional stntly bodies. 

Tlle at1 Iioc subcoini~littre 1la.s initiated two surveys of the Governors 
and of the attorncys general of the Stales which arc producing re-
sponses supportive of congressional legislation on privacy and Federal 
computers and information tcc:llnolog~-. They also reveal strong efforts 
in Stalte and local governments to enact siniilar cjr stronger legislation 
to protect privacy. 

Tho need for the bill is also ex~irlent from the sample of legal literature 
and public administration articles and press articles reprinted in the 
appendix of the subcommittee hearings. 

Finally, there are the complaints of information abuses received by 
many Members of Congress and diligently investigated by each of 
tlienl. 

Dr. Alan I?. Wcslin, director of the 1972 National Academy of 
Sciences Project,, reported t11a.t tlle study suggested "sis major areas 
of priority for public action: 1 : ~ ~ s  to give individuals .z right of notice, 
access, 2nd chullenge to virtually every file held by local, State, ant1 
national government, and lrtost prirnte record systems as well; pro- 
lnulgiltion of clearer rules for data-sllnring and data-restriction than 
wc now hare in most important personal data files; rules to limit the 
collection of unnecessary 2nd overbroad personal data by any or-
ganization; increased tvork by the computer industry and professionals 
on security measures to make it  possible for organizations to keep t'heir 
pro~nisesof confidentiality; limitations on the current, u~lreglllated use 
of the Social Security nuinbcr; and the development of indel,endent,, 
'informnt.ion-t,rustl agencics to hold especially sensitive personal 
data, ratllcr tllnn allowing these dz1.t n to be held autonlaticillly by 
esis Ling agencics." 

Witnesses citecl the failurc of legislation and judicial decisions to  
keep pace with tlie growing cfficie~lcy of data usage by promulgating 
clear st:lndnrds for dn t :~  collection, dutii exchange, and individual 
access rights. Similarly, ninny otllcr 7%-itnesses before Congress agreed 



with his jllclginent that the mid-1970's is pvecisely the nioincnt when 
sucll st:mdnrds need to be defined ancl instxlled if the managers of large 
data systems, and the specialists of the computer industry, arc to ha\-e 
the llecessilry policy guidelines around which to e,ligillcer the n c ~ v  c1:it:~ 
systems that arc being designed and in~ple~mlentecl. 

Dr.  Westin cautioned : 
To dclay congressional action in 1974-75, tlierclore, is to 

assure that a large nunlbcr of major data sj~st~ems 11-ill be 
built., rind other esisti~lg compl~terizetl sl-stc~ns espancletl, in  
\vaj:stliat will 111ii1cc i t  estrcmely costly to alter t$ie softn-are, 
chiuigc the file st'ructures, or reorganize the dxta flo15-s to 
resi)ontl to national stantlards. And be>-oimcl tlic nloncy, sucll 
1:ltc cliangcs tllrcnten to jcol)artlizc ma-nyopcratiofis in vital 
pnblic scrviccs that  will be increasi:yly b;~sctl on coinp~i-
tcl.izctl sj-stcins-national llealt,li insurntlcc, fainily nssistil~lrc 
plan., national criminal-off'cndcr rccor'ds, arid 111a1iy others. 
I n  f;li:t., tllcse systems may becolnc so Inrgc, so espe1isi1-c, 
ant1 so vital to so ln:ilmy Alileric~lis that public opinion will 
bc ptlt to n terrible, clioicc-scrious interruption of services 
or  illstallation of citlzen-rights nxasurcs. 

The sprcnd of the clatn bank concept, tllc increasing computcriz:ltio~i 
o f  scnsitirc subject arens relating to peoplc's ycrsonnl l i~-cs a ~ ~ t l  
activities, and tllc tcndency of government to put inforlnation tcc:h- 
nology to det'ailcd by uses dctrimcntal to individual privacy ~1~e1.c 

I'rofcssol. iirtll~lr Miller. I l e  stated : 


h~ncricans toclay are scrutinized, meilsured, m;~tcliccl, 
countctl , 2nd interrogated by more gavcrnmcntal agencies, 
law cimforcernent oficinls, social scicnbists and poll takrrs 
tllnll a t  any other time in our history. Probably in no Sn!ion 
on c::~tlm is as much indiviclualized infor1n:~tion collcctcd, 
rccortlctl :111(i dissclilillated as in thc O~l i t rd  States. 

r 7111~infornmation gathering an(\ surs-c\illancc nc~i~-itii..; of 
tllc 1;ctlcral Government Iiavc espancii~tl to s~~c, l irill c ~ i ( > ~ ~ t  
that they arc bccoming a i l~ rea t  to srvcral o f  crerj- An1r1.i- 
(fan's basic rights, tlic sl)ee(.11, :I+(!I,I- rights of p~ . i~a( :y ,  

bly, association, arid petition of tllc Gort.r!i~nc~lt. 


I think if onc I-111rlcy cnrclt~ll~-, rends Or~vcll nnd one 
rcalizcs tlla t "19S4" is n state of ~iiincl. I11 the pasL, dictator- 
ships alwaj-s have comc will1 hobnnilcd boots ant1 tanks and 
~nacllincguns, but a dictatorship of clossic~s, :L dict,atoraliip 
of data banks call bc just as repressive, just as cllilli~lg :~ntl 
just as dcbilitnting on our coiist,itutlonnl protections. I tllink 
i t  is this fear that presents the greatest chnllcnge to Con-
gress right now. 

P1.oTrssor Miller cliaracterixcd tlic rrpol.lcd bill ns "a 111:ljor step 
in cleveloping a, rationale regulatory sclicnie for ?chicviilg an cflcctivc 
balance bctwecn a citizen and thc Govcrn~~ient  inlportaat. ficltl in 1.11~ 
of information privacy. Tlic creation of a Privat:~; Protectio~l Co~n-
nlission wit11 broad power of irivcstigatioli, reporting, a!ltL suasion 
seems to lnc to be an effectivc way of devclopitig policy 111this rapitlly 
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~11aiiging ~11<7ir0111riel1t,. Also \vorth?- of enthusiasti(: s11pport is Title I1 
of the proposeti legislation. We simply cannot allow more tinie to pass 
\vitllor~t. tleveloping standards of care wit11 regard to the gathering 
and hantlling of personal information, I n  that regard, S. 3418 goes 
a long ix7a!. to establish the much needecl information bill of rights." 

T l ~ crow-year survey by the Coilstitlrtional Rights Subcomrnittre, 
il~tc~rtlctlas an aid to Congress in evaluating pending Iegislalior~, 
tl r l ~ i o ~ ~ - ; trales the ilcetl lor requiring thc folloiving Col~gressional 
ac.tio~l: 

Esplicit st:ttutory : ~ ~ ~ t l l o r i t y  for thc creation of c!,icl~ tlilta b:~nk, 
a5 \\-ell :is prior csnmin:tt,ion ant1 lcgislativc itpprovt~l of all 
tlccidons to computcrizc filcs; 

Privacy safeguards buill inlo thc incl~c:!sinyIy co~npr~tc~.izcd 
government files ns they arc dcvclopetl, rutllcr t11:in niercly 
a t t c r ~ l p t i ~ ~ g  siipplelnent 1vit;h p i ' i r n ~  lo csisii~lg s>stems 

prot~eclions; 


Notifici~tion ol sr~bjects thilt pcrson:il inlormiltion i~bout  tlicin 
is storcrl in ;L Pedc~'al  dnt,n bm~kxlicl provisio~l of ~~ralistit: 01)-
portlruities for inclividual subjects to review t~nd  correct their 
own rccords; 

Constraints on interagency cscliiliige of personnl c1a.t a, nbout 
i~itli~itlu:tlsant1 the creation of interagency tlattx bank coopera- 
li17~s; 

The  i~nple l i~en t i~~ion  to protect of strict scc,llr.it?- pr tcn~~t ions  
tlic d:~t;i banks and i l ~ e  i~tformntion tlrey contiii~l f'rorn tlilauthor-
ized or illegal access; and 

(!ontinued legislative control over tllc pnrposes, colitent,~ 
:nit1 uses of government data s~.s te~ns.  

HEW REPORT 

A~lot l~cr  rcnrlercdreport reflecting mi~jor  proviuioiis of S. 3418 is t l ~ n t  
1)y the Secretary's Advisory Comrnitt'ce on At~tomiltetl Person:~I 
1);~t.ir.S y s t ~ m s  to the Dcpnrtment of I-Icdth, E11uc:ition ant1 Wclfiuro. 
Former S c c r e t i ~ r ~  Elliot Rirhartlson t1~sc:ribccl thcir fi~ldings in his 
t ~s(in101iy. 

Tllc rcpol-t found that "concern nbout computer-biised record 
kerpil~g ~lsually cerltors on its implici~~ions for personal privi~cy, rind 
11ntlerrti1nt1:rbly so if privacy is consitlcretl to entail control by :LI~ 
i l~t l i r i t l~~al  the uses made of infolnlation about him. In n121nyover 
c:ircu~~lst:tucesin modern life, nn individual nlust either ~urrentler 
sornc of tha,t control or forego the scrriccs that an organiz:ition pro- 
vidcs. Bltliough there is nothing inherent,l?; unfair in t,rading solile 
1ucil.sIireof privacy for a benefit, both parties to the eschsnge shoulcl 
participate in setting the telms." 

"Undel- current law, a person's privacy is poorly protected against 
arbitrilr? OY abusive record-kee.ping prt~ctices." For this reason, as 
well as because of the need to establish standards of record-keeping 
practice npp~opriate to the con~puter age, the report recommends the 
enactment of a Federal "Code of Fair Information Practice" for a11 
antonintecl personal data SJ-stems. The Code rests on five basic prin- 
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ciples that  wol~ld be given lepal effect as "safeguard requirements" 
for i~ulomated personal t1at;r systems. 

There nlrlst be no pcrjollnl da ta  recorcl-keeping systems \vhosc 
ve.ry existence is secret. 
There must be a \v:~y for an indivitlunl to find out what illfor1il:~- 
t.ion about; hinl i:: ill ;L r e ~ o r ~ lt~ntl how i t  is used. 
T l~c re  mu+t  be a way for an intlivirl~~alto prevent i i~ fo r~ i l a t io~ l  
:tbor~t him that W;LS obttlille(1 for OIIC purpose from being 11sct1 
or n u d e  avtiilnble for other purposes mthout  hi* consent. 
There nlust be n way for iLn inrlivicla~iil to correct or anlent1 i~ 

recortl of identifiable infornlntion i~bou t  him. 
An?- orgtuliz:ltion c.rc:ltiuy, n~:~illtaiiiing, ~ ~ s i v g ,or t l i s se l~ l i~ l t~ t i~~g  
rec,ortls of itl(.ntifiable ])cr..;on;ll data must assure the relii~bility 
of the tli~ta lor their i~ ) . t c~~ t l e t l  touse and 1n11st take prcc;~iitioi~.: 
1)revelj.t rllisusr of the cl;lt:i,.* 

7'11e Atlvi.;ol.>. C'orrlnlittcr rcconinlcl~tlrrl " t l~c  cn;~c:trnrn.t ol' Irgis-
1;~tiori. esl :~blisl~i~ig it C'otlr O F  Fair  111,fonnatioil Pmr:tic:e for ;r l l  ;ltlto-. 
nlntctl 1)erson:ll d ;~t ; i  systelils fis follows: 

'I'llc Clotlc s l~ol~l t \  ~)rac.tic,e"as ad'~cl.c~rc.c tlrfiiie "fair i~rforrliatio~~. 

to sl)ec.ifir(l si~fcg:~a.rtl r cc l l~ i r cn~c~~ts .  


Peli.tliiig t l ~ c  rlli1c.tlncll.t of n c,otlc of fi~il. i1ifo1*111:1tio11 l)l.:l(.ti(.(,,1 1 1 ~  

At1visol.y Oon~mittee nlso rcc:onllrlci~.tlc(1 tIi;1t all I;ctlcr~:!l ;lgrl~.c.ic>s. 
i11)l)Iy tllc1sc ~.cc~~~il.clncirts nnd t1ss111.e t111.or1gl~ to id1 Fetlcrul SJ-stcn~s, 
~ ' ~ I , I I I ; I ~r ~ l l f > n t : ~ k i ~ ~ g11i:lt the)- arc ; ~ ] ) ~ ) I i c ~ ( l  ill1 s , ~ s t e ~ t ~ >otlit>~. \ \ - i t l~ i l~  
reuc:tl of Fctlcrirl govci,rnr~cl).t's > r ~ ~ t l ~ o r i t y .  t l ~ c b  He!-o~ltl t.l~e Frtl(>ri~l 

t11:lt ilntl loc,;ll g o r e ~ . ~ ~ . ~ ~ l c ~ ~ t s ,  Govcr1111lrllt,tlrr)- 111,grt1 s t :~ te  t l ~ ci~lstitrl-
tioils within re;icll of t11c.ir iluthoi.ity, I I . I ! ~  +.:)I1 ])r ivi~te o rg ;~~? iz i~ t io~  
i~(l01)tthe safeg~t\~.(l  r e ( ~ \ ~ i r e i ~ l e ~ ~ t s1 ) ~  I I IC ILI I .~:ire i~])l)rol)ri:~t ~ l l i l . l ( ' ~ ~ ~ .  o.  

Kcvo1utionar~- changes in tlata c:ollection, stora.ge aatl sl~al.ing 
were tlescribed by Senator Goltlwatcr, wlio was one of Inally wit- 
nesses who called for e n a c t ~ n c n ~  of the IIEWof th r  rec:oir~rnc~~dat,ions 
Atlvisorj- Comniittee. I-Ie stated: 

Coniputer storage devices now exist ivhicl~ make i t  entirel-  
practicable to record thousands of n~illions of c.liaracters o f  
information, and to have t>lre whole of tliis always available 

'Iiecorda, Computrra, and the Highla oj Cifizej~s, U.S. or I lvn l th ,  Education alul Wellalw,.Depar tme~~l
1973, p. xx. 



for instant retrieval . . . Distance is no  obstacle. Commnnica- 
tions circuits, telcpllonc lines, radio waves, even laster beams, 
t*x~lbc usccl to carry infol-mation in bulk a t  spcccls whicll can 
111at\c11t11c colnputcr's own. Ti~nc-sharing is normal . . . wo 
:11.i, now 11eal.ing of a sj-stem whereby i t  is Ieasible for tllerc 
to Ijc several thousands of simultaneous users or tern~inals. 
I)t.tnils of 0111. llealtl~, our cci~~c!ation, our employlne~it, our 
tnscs, our teltphonc calls, oor insurance, our baulting ant1 
financial transaclions, pcnsio~l contributions, our books 
bo~rowctl,our airline and hotcl reservations, our professional 
societies, our family relationsl~ips, all are being handled by 
vonlpntcrs right now. Unless tllcse computers, both govern- 
mental and privatc, are specifically programmed to erasc 
rmwanted history, these details from our past  can a t  any time 
be reasse~nblcd to collfront us  . . .We must  program the pro- 
gramlners while there is still some personal liberty left. 

l'lre Cornlnittee hns found t.11at the concern for privacy is n bi-
p ; ~ r ~is1111 issue and knows no poli t.icnl bouncl:l.ries. President Ford,  ns 
Vice-President, ch:liretl il Donlcstic Council Committco on the Right 
ol' Priv;lcg nillich .cr7:is establishetl by President Kison in Febroarj- 
1974. 111 rcccnt atltlrcss on the subject, h c  st2ited : 

I n  c1e:lling with troublcuon~e privacj- problcrns, lot us not, 
llo\\-'ver, scapegont t,he cnnlputcr itself u s  :L Fr;~nkenstcin'.s 
mon:ter. B u t  lct us be awrzrc of thcimplications posed to frcc- 
tlonl nlltl p iv :~cj -  clnerging from tlle 1%-21.j-s mc use computers 
to collcci; and dissenlinnte personal ini'ormi~tion. A concprnctl 
in~.alvemcntby all who use computers is the only wiqi to 
P ~ O ~ U C Cstilntlilrds and policics tha t  wil! (lo tlio job. It 
is u p  to 11sto ;lsrurc t h i ~ ti u l o r ~ u i ~ ~ i o nis ~ i o t  Eetl into (lie 
r;rlnpu tcr ~lnlcss i t  is relcvllnt. 

Even if i t  is 1.clevant, thcrc is still :L need for tli5crction. 
A tlctrl.1nili;ltiol1 rnr~st  bc mildc i f  tllc soci:~l harm rlonc I~.oln 
srilllc! tla~,t:~, Tllc clccision-lll:~lii~l~ oi!t\\-cigl~s it* uscrullucss. 

11rorrsiis ;~c*tiv:~tr:l
bj- tlrn~;lntls of people on thc govc;.!iincllL 
:111(1 I ) L I S ~ I I ( I S ~for in~,ti111t 1.1m1it- ;111cl ins t i~nt  scrvi(:cs. C'onl- 
1~1tcir tcclinolo~y 11;~s i n ~ ~ t l c  priv:~cjl k t u l  isyne oL urgrnt  
~ ~ i ~ t i o l l a lsip~lilic.:lncc.It is not thc  tcc,llnclogy that conccrns 
IIIC but its :tbl~sc!. 1am : L ~ Oconfi(lcnt t11;1(, tcchnologj- c ~ ~ p n b l c  
o f  clr'signi~~g illtrica1.i: s\-slems c:111 illso design 111C-;;ls11res sl~(.]i 

1o :Issure scc:~iri(? . 

FEDNET 




GSA to obtain persond information from the files of many 
Fetlernl tlepnrtments. I t  is portrayed as the largest single 
governmental purchase of civilian data communication 
in history. 

I am concerned that  Frdernl protection of individual 
1)rivnc.y is not >-et developed to the clegree necessnry to ])re- 
vent FEDXET from being ~ ~ s e r l  to probe into the lives of 
il~tlivitlu;~ls.Before br~ilding a nuclear reactor, we design the 
snfep l~~rdsfor its use. We idso require environmental impact 
stattnlents specifying tlie anticijjuted effect of the reactor's 
ol)eriltion on tlie environment. Prior to approving n vast 
c.ornl)uter network affecting personal lives, we need a com- 
])arable privacy impar:t statement. We must also consider 
the fnllout liazarcls of FEDNET to traditional freecloms. 

ExampEes 
The revelations before the Select Committee to Investigate Presi- 

dential Campaign Activities concerning policies and practicaes of 
promoting the illegal gathering, use or disclosure of information on 
Americans who disagreed with governmental policies were cited by 
almost all wit,ncsses as adclitional refisons for immediate congressional 
action on S. 3418 and other privacy legislation. The representative of 
the American Civil Liberties Union stated: 

Watergate has thus been tllc synlbolic catalyst of a trcnien- 
tlous upsurge of interest in securing the right of privacy: 
u~irr t ;~ppingand bngging politic,zl opponeuts, brcnking ancl 
rntcring, crlernies list's, the I-Iuston plan, national sec~~r i t j -  
j ustificatioils for wire tapping and b~~rglar j - ,nlisuse of 
ini'orrnation colnpiletl b ~ -g o ~ ~ r r l m e n txgcncics for political 
l)~u'poscs, access to Iiotcl, tclcpt~onc nntl bank recortls; all 
of tl~cscl s l~ow what go\-crllnlent can do if its actions are 
sliroi~tletl in secrecy ;mtl its vast int'ormntiorl rcso~u.ccs nrc 
:tpl)iiccl nnd 11innip111;tlccl ill :L pullitivc, sclcctivc, or political 
fasl~ion. 

Dcspito soc l~  crirrcn t conccln, Co~igr.rcssio~l:il st.utlics nntl co~nplni~lts 
to Clorigrcss sllon~ t11:~t. tllc tlircnts to indivitl~~nl 11riv:~cy from tlie 
c:~u.iosit~.or ntlrninisllxtors ant1 snl;~r:ious i~icl~irios iilrcsligatol,~of 
prctlat.ctl "\T:~lcryntc" 1,)- 11!:~11?- ytXi~r.q. l i a ~ cr l ' l i ~ ~ ~  bccn dcscribcd a t  
lcilgtll ill tlic 11~:~rillg rcco1.(1011 S. :341S. 

For ( ~ s ; L I I I ~ ) ~ ~ ~ ,  ]):ii!l of civil crin~i~vtlsnnctions, many1111(1(>r ~ 1 x 1  
people 11ar.p bcc~n sclcclctl :~i)tl told to ~c.;l~o~\tL to clucstions on st:~tis- 
tic:nl ccnsu-; clr~rstioiinnires 5ucll as the follo~r-ing: 

1101~~mucll l-cnt (lo j-oll pay? 
Do -011 livc in :I or ic - f ;~~~~i lyI~u~isc? 
I !' :L \1-0111:111, IIOIV 11la11~-biibirs Iinrc 3-011 l~at l?So t .  counting still 

l ) i~ , t l~s .  

ITon. 1u11cl1 (lit1 5-011 r.nrn in l9G7? 

I f  rn:~r:.ictl 111ol.c than onre, llow (lid yonr (irsl; marriage cntl? 

Do >-or1 1 1 % ~ ~ 
a clotlics tlrycr? 

I)o J-ou 11nvc iz tclcplionc, if so, tirhat is the number? 




D o  you have a home food freezer? 

D o  you _own a second home? 
Does your TV set ]lave UHF? 
Do  you linre u flush toilet? 
Do  you I ~ a v c  ;L birtlitub or sllowel~'? 

rI7he studies slrow that  thousa.nds of ql~estiollll:l.ir~s:IIT sen1 out 
yearly asking ~)crsonal qr~estion.~,  b u t  ~)eol)le are not told t l~ci r  1.e- 
sllonsej :we 1-olun.ta1.y; Inan!- thin.k cririlinirl pcil:~ltics ;rtt:l(:lr 10 t l ~ c ~ i l ;  
it is tliffic~~lt tllern to fnrl o11t whi>t Icg:tI ~)cn.;lltirs to :I df?ii.i:llf o ~ ,  ;ttt:ic,l~ 
of the infornlt~tion or what will bc doli.c wit11 it.  If they (lo 11ot rcsl)ol~(l, 
reports show thiit they arc subjected to tclel)holi.e (,i~lls, certifetl 
follow-ul) let tcrs, :l.nd personnl visits. 3 Iuch of this ~t-ork is (IOI!P b>. 
the C'cl~.sr~?: contr:~c:t lu?d rn:Lnj. I )POI ) IC  I)(>lieve tllil tR11rc:ltr under , 
whatever :Lgencx 1,cceives the resl)onscs, their iL~?slvers :1rc s11bjcc.t to 
tllc same iili~n.tl:~tory 11ro~-Isions and confirlrntin1it~- r l~les 11s tllc 
tlec~el?l~.ial ye1u.sccxnsus replies. A Sennte survey 1.21-c:lletl t11:~t ill 1% 

:~lol~.e Bureau l ~ t ~ d  services : ~ ttlir
tllc ('OI~..;I!S provitled their corill)l~ter 
recltLc" ot" 24 otlicr agencies 2ulrl clel)nrtnle~lts Sol c:ontlt~cting voltlllt ar\. 
sl:l,vcys (,overing over 6 milliol). 1)eol)le. Otlier il).tlel)er~tle~l.t vol111ltal.y 
sul.vr!-s w c l ~  coriductecl by the agenc;icls tl~ci~isclvcs01) sr11)jcc.t~ 
i,aly,i~i.gE1.0111 bornb shelters, to smoki11.g h:tbi~s, to hirtli c,oiltrol 
~~relhot ls ,to whetller people who had tlic.tl lint1 .;lcl)t wit11 tllr n-iritlow 
01~11.Tllr f o ~ m  nsked for sociirl sec.ur.it>- ~~uil l l)cr ,  11s11:~11,1- atltllcs.; ;111.(l 

l,lloi).c n.rullbcr. 
One sl~clr survey tcc:lll~icl~~c. to light th ro~~g l r  tocame con~l)l :~i~). ts  

('oll.gress Zron) eltl(,rl,~-, ill. all wtrlks of life 11-110disi~bletlor retired ~)col)le 
were l)i.essr~retl to answer a 15-lmge for111 sent out by the Ceil.s-;us 
B~lrenu for the De]):u.tnl.c~~t of Health, Etlllcaatiort >lnd MTelfarc wllicll 
asked : 

W1i:rt have 1o11 b w n  doing in tlic Ixst 4 wrcks to find work? 
ri1i~ki11.gthi11.g~:III togctl1,31,. \~-oul(t yo11 s:ly \.O\I ;\re, very II;I~)I)>., 

1)rrttj. Irq)l)\-, or il.ok too 1iirl)l)j. tliesc ( In>-s?  

D o  !-OIL 11:~vcrtll!, nriific:inl dentures? 

Do  you-or yo11r sl~ous~-sce or tr1cl)hon.e \-our ])arrr?ts 11s 
often ils 0nc.e a \~-rek'? 

IVlit~t is tlre to t~l l  lu~rrtber of gifts tlint \-OIL yive to ii:(iivid~~:~l-; 
per year? 

How Inany different newspil.pers do you receive urltl bu?-
1egula~lg:' 

Aborll how often (lo yo11 go to a barber shop or bes11t.j- s>~lonP 
What  were you doing rnost of l t ~ s t  week? 

Applicants for Federa.1 jobs in some t~gencies,and employees in 
certain clues, have been .sr~Gjccted to programs requiring thein to 
answer forms or psych010gj1:iil tests wliicli contl~inctl questions suc:h 
as these :* 

'Sc.nn11, Rq~or t93- i l '+ , to~t~1~o111p~11y 

dcs:rll.v~ other r~lnl larprograr.; 10'. sui. . I I I I ~ .  or U . L I I ~IIP-SUII.,
C U I I ~ : I I I I R  ::LIurllln11u11 Iron1 

811dal)our a~)pil la~llsand crn:~loyrcs.5 IFAS am 11re1.;ipl~r.)vcd1)) I I I I ~ I ' S  

.:
 16%. " T u  l ' r id8~clI ~ I C .l ' r l v a r y n ~ ~ dHlp111,olF I r r l~ lK n i p l b y ~'.." 
The rrporl 

t he  B c ~ i i t rI ~ r r  



1 :lnl very eld do^^^ t1.011bletlby coli.;tipation. 

lly sex life is sati.;f;~ctor). 
*i t  tiines I feel like ~1%-caring. 
I I~;LT-cnewer been i n  trouble because of rily sex behavior. 
I do not nlwaj-s tell the truth. 
1]lave no difficr11t~- in starting o r  holding my bowel m~vernent~s .  
I nnl very strong15 attracted b ~ :n~enxbers of mv own sex. 

I like poetiy. 
J ~o to church a l~nos t  every x~?eek. 
1 bc~licvcin the seroncl coining of Cllrist. 

I bslieve in a life Ilrreafter. 
>I?-motlier xvas a poc l  woman. 
I hrlicve my sins arc unpardonable. 

I ]rave used alcohol excessively. 
I lovcd my Mother.  
I bclieve t,hcr.e is ;L God. 
llilrly ol my dreams :%re ilbout sex mutters. 
_Itperiods nly mintl seems to wcrk more slowly than usual. 
1 :uu considered a liberal "cdrc~tmcr" of new ways rather t l lm  

i~ practict~l follower ut' \$-cll-tried ways. (a) true, (b) uncertain, 
((.) false. 

\T71~cn telling n person a delibc,rntc lie, I 11:~r.e to look aw:t\-, 
I)cing ~1sll;ulzcd to loolr liitlz in t,he eye. (ii) t,rue, (b) uncert,nin, 
(c) f:tlse. 

J'irs t - l i r ? t n . f 1 ~ e l i tProgt-a?~~~:the A r m y  
Srction 201(b)(7) prohibits clcpart~nents ant1 ngencics from uiitlcr- 

t i ~ k i ~ l gprograms lor gilthcring illforrrratioil on how people exercise 
tIl(:il. l ' j ~ s t  A i ~ ~ l e i l ( l n ~ e ~ l t  rights 1 1 1 1 ~ ~ s ~  r tbr ta i~~ :I I Ts t ; i~ i ( l : t~~ls  ol)ser\.(vl. 
Scctioli 201( a )  yrevellts t l~(>m f l ,o~n  i1lf01.-collertinp :111tl i i~a i l~ t i t i~ i i i~g  
iil;,tio~i ~\-l~ic:li to ;I st:lttltot.y 1)~11.1)osc>. is not ~-elr!-al~t, 

TIlen:lc,(l Tor tlicse pl.o~~i+ions I i t ~ r ebeen 1n:lclo c~i i lc l l t  in Inany wa?. 
111 ad(litio11 to Icclcr;~l prosrtlms lor. :wking proplc qoestiolis s~1c:Ii ;IS 
n-1lctllc.r. 1 1 1 0 ~ -"boli,\-c ill lllc sccoucl .coming of Cllrisl," ti1cl.o I1:~vc 
beell nulLlcroiw otbcr- progtalu.: :~lfecl;ltlg First ~llxlc~lclii~cnt rigllt,s. 

Ollc ol tllc rllust pcr.v;Lsive of t,he ~ ~ ~ t r a s i v e  inlormalion progr:Llns 
\vliicli hilvc conccr~lud t 11c Coi1~re.q :tlld the prtblic in  recent years 
inuol\,rtl t l ~ e  A1111). sulvri1l:lnce of c~viliuns, t,llrougll it,s ow11 records 
:~11(1t11o~col otllcr fetler,;~l 'l'l~c clct~i~ilu ;~gcncies. of these practices have 
been tloculllcn~ctl ill Co~lgrcssional herrings tlnd roports and were 
aulnm:~rixctlby Scnt~tor Ervin as i 'o l lo~s:*  

* l l e n r i ~ r , pIrelo~.et.l~cSubcommittre on Col~stituliol~al 4 ColumblaE i g h t s  ol tllc Judiciary Conu~~illce, 
I l a , r r t ~ i lI:l!ikl3 Ile!,l~lU(I9M.l IIcnl.ings, ~ 2 dCollg., ?[Iscss. Feb1'u;lr). l!J;I. 



Despite First A~ncndinent rights of Americans, and tle- 
spite the constitutional divisiou of power between the federal 
ancl state gouenlmcn~s,  despite la\$-s ant1 decisions defining 
the legal role nnrl duties of the A l a ~ j - ,  the Army was give11 
tlie power to create a n  information system of dat,a banks 
:lntl computer programs which threatened to erode t,hcae 
restrictions on gorer~lrl~ental  power. 

Allegedly for the  purpose of predicting and preventing 
civil disturbances which might develop bej:ontl the coiltrol 
of state and local officials, Army agents were sent throughout 
the country to keep surveillance over the way the civilian 
population esprcssecl tlieir sentiments about governmelit 
policies. I n  churches, on campuses, in classrooms, in public 
~neetings, they took notes, taperecorcled, ant1 photographetl 
people who cli.;sent.ed in thought, word or deed. This includetl 
c l e r g ~ ~ n e n ,editors, public officials, and anyone who syn1- 
pathlzecl with tllc dissenters. 

Wit11 very few, if any, dil.ectives to guide their activities, 
they inonitored the. ~nembership ant1 policies of peaceful 
organizations who were concerl.lec1 ~l-itI1 tlie war in Southeast 
Asia, the.draft, racial and labor problc~ns, and community 
welfare. Ou t  of this surveillance the A r ~ n y  created blacklists 
of organizations and personalities ~11i i :h  were c:irculated t o  
nlaoy federal, s ta te  ancl local agencies, who were all requestetl 
to supplement the  data  provided. Xot  only descriptions of 
the cont,ents of speeches and political comments mere in- 
ctlutlcd, bu t  irrelevant entries about personal finances, 
such as the fact t-hat a ~nil i tal l t  leatler's credit, card was 
\vithdrawn. I11 some cases, a 11s;-cliiatrlc cliagrlosis taken 
from Army or other 111edical records was incll~cled. 

This inforn~ation on intlivitluals \!-as programmed in to at, 
least four cornputcrs accortling to their political Leliefs, or 
their membersllips, or. their geographic: r r~idencc .  

The  Army ditl not, just. collect ant1 share this inforniatian. 
Analj-sts nrcre as5igncrl the task of c1~1111ating and lal~eling 
tllese people on the basis of reports on their attitudes, 
marlis is and activities. They \+-ere then r:oded for entry 

into c o ~ n p l ~ t c l s  da ta  banks. or  n~ic~.ofilm 

The premise ulltiel.i?-ing this 1egisl:ltion is t l~at ,good yo\-erninent :mtl 
efficient I ~ ~ U I ~ : I ~ C J I I C I I ~require t l ~ a t  h:~sic principles ol pi\-a(,;\-, con- 
fidentialit>- niltl due process must npply to all personal inl'or~nation 
programs and practires of tllc Fcderal G o ~ - e m m e ~ ~ t ,  ant1 should apply 
to those ol St.ale a11d 1oc:rl govcrnnlent :IS 117~11as to tllosc of the organi- 
zations, agencies nncl institutions of the p r i ~ . a t e  sector. 

r 7I h e  neetl lor such a gr~rcrxllegislnti~-e f'ol.muln is  nlncle necessary by 
the haphnzartl pa t t e r i~s  of information s\\-:tppmg among go\-crnn~ent 
agencies, the diversity of confidential,ity rules and the unevenness of 
their application wit'hin aricl anlong agencies. The lack of self-restrilint 
in information-gatheri~lg fro111 and about citizens on the part  of solnc 
agencies has demoi~strated the  potential throughout government for 



imposing coercive inforillation burdens on, citizens or for inr;~ding 
areas of thought, belief or personal life whlcli should be be>-ontl tlic 
reticl.1 of tlie Federal data collector. 

The myriad rules and regulations reflecti~~gmany j ears of nil l?oc 
policy decisions to rnect tzhe inforn~atrou need5 of :itlnlinistrators faclng 
problems of the l~olitical monlent s~ i l l ,  u n d e ~this blll, be replaced by :i 
I ulc of law. Thc Committee emphasizes that enactnlent of such general 
legislation in no \my precludes specific lcgislatlon to govern recortls for 
special programs m such areas as tax, finance, health, welfare, census, 
:uld law enforccment. Furthermore, i t  shol~ld not be construed i ts :I 

final statclnent bj- Congress on the right of privacy and other rel;~ted 
rights as they may bc developed or interpreted by the courts. 

The Committee affirms that  the present statutory clivision of 
executive branch power among the departments and agencies nntl 
bureaus prornotcs accountabil~ty orld is most conclucive to legislati\-e 
o\-c~rsight,Pr~si t lmtia lmanagement, and responsiveness to t,he pi~blic 
will. We believe that the creation of formal or de facto national data 
banks, or of centralizcd Federal information systems without certain 
statutory guarantees would tend to defeat t'hese purposes, and tlirext.en 
the obserl-ance of the values of privacy ant1 confidentiality in tile 
administrative process. The  Committee therefore intends in S. 341s 
to require strict reporting by agencies and depa.rtments and nieaningi~rl 
congressional and executive branch revie\\- of any proposecl use, of 
information tecllnology n-hich ~niglrt tend to further sucli nepntlvc 
dcreloprnents. * * * 

The Committee recognizes tha t  the computer is an instrument, 
\\-liich is absolutely essential to the proper transaction of Inany gor- 
ernment programs, and that the collection of information fl-om tlic 
individual is :ibsolutely necessary to carry oat those programs. 

Also necessary to modern government is tlre science of ~nnnngement 
01 the many aspects of itlfornlntion technology :1nd its re1:ltcd 1x0- 
i'cssionnl personnel 1%-llich ]lave been incorl)ol,u tccl very sal)id I>-into 
the aclnlinistratix-e processes of thc Fcclernl Go~~crnment, .  

A t  the snmc t i~ne,  11owe~-cr, thc Comnlittec bclievcs tllat ill tllc 
1nni1:1~2.c1ncnlof cornpuler s]st,ems nntl n i l  olticr nspccts of ililornlation 
tcc . l~i iulu~~- ,  st:~tus must bc accorcletl lo tlic issue of intli\-itll~:~l i~ sl)e(.i:~l 
l)ri\:nc\:, tli;lt is, tile ~ig11t of an individual to 1::1\-c sl~cll g;iti~crilig 
of pcrson:~l i~iforn~nt io~i  :IS niay bc collcctctl 
iinctl to t,liat for \\-liicll tllcre is a lcgitilnnte !IS(., rind, tlicll scc.oixllp, 

1,:- the Go~-crrinlcnt con-

:~ftcr. it is gntl~eretl, to 11:1\,c access Lo that  ~nlorinnt.lon confined to 
tliosc ~ h o  hnvc a go\-crnmentnl cncl in ?.ien 1:or its use, and thirdly, 
to  be assured by go\-ernmcnt tliat tlrerc 1s as llttle leakage as possible 
to unautliorizetl persons. 

r 7l l ~ eprescnt Icgisl:~tion is designed to  foster these goals in the atl- 
niinistrative processes of the executil-e branch. The Committee 
beliex-es that the bill strikes a balance between governmental needs 
ant1 the personal freedoms of the individual. 



rl3 llr c~onlplesities nntl scale of modern gorcrnment make i t  impossi- 
1)lr for C'ongress or the courts to monitor every decision made which 
invol\ es per-;onnl in[ormtltion. The bill therefore depends partly for 
it5 t~nCorrc~lic.nt tlntt~ subjevt rtntl lnalies that person on the intlivitll~t~l 
21 ~~il~'tic.il~:ult tlecisioll toin go\-errl#~ze~lt's exercise its information 

1)o\\-t1ro\ ~r :in i~i(l lvitI~~nl.  
 * * *  

'l'lic Culnlriittce is conviriced Lli:~t legisltilion cannot antl shoultl not 
bc 1ic11tr;il to\\-;lrd t l ~ e  inform:~tioli lccllriology by rneans of which the 
I~crlcri~lGovc~r~ lmen~ ofaffects i~ltlivitlual ~igllts. Certain kinds in-
i'orn~;~tionsliould not be collcctcci, or milinttiinecl or disclosed by 
govrru:nrnt :~~eilc,ic\s bc~c;ulsc lo tlo so is eithcr unconstitutional, unfair, 
ru~n-ise,or bad oC tlic people": business. Thissi111pl~- 111~11:~ge1i1cnt 
rlw;llls, f~irtl!cl.~!lorc~, c.cl.(;~ii~t l ~ : ~ t - colnputcr 11:irdwrirc and software 
usctl to c!pcl~*:~ inTo1.111:~ should provide t c t l ~ c  tic~nSJ-stclnsof ~ o v ~ r n r n e n t  
feat!lrc:; wl~ic:l~ will pro~l lot .~  the lleccssilry security of any part of the 
S J - ~ ~ E I I ~;1,11t[ t l i ~coilfide~ltii~lit>- llie information processedO E  and 
1ii1.11tlletl1))- Incans ot" it. * * *  

'J'l~e /)ill tloes not rest solely on the fintlirigs ol any one report or 
s t ~ ~ t l y ,l111t on rcvie~v cincl ronsiclerat,ion of 1111 of tlie studies ciled here. 

'i'l~r Corl~~llit tee is convinced that effective legislation must provide 
st:incl;~rtls for ant1 li~niti~tiolls 011 the information power of government. 
Pix)\-itlir~g;I right of access and cl~tlllenge to records, while important, 
is not sulfic*ient legishiti\-e sol~ttion to tllrei~ts to privacy. Contrary to 
tlie \.icn.s of Acllui~lis trntion spokesmen i t  is not enough to tell agencies 
to g!.iltl~[lr :ind keep only di~t~u wliicli is reliable by their rights for what- 
?\-cr they tletcrlnint. is t,hcir intenclecl use, and then to pit the indi- 
\ . i t l~~al  government, n~tnedonly with a power to inspect his : ~ ~ i ~ i l l ~ t  

file, i ~ n dCI r ig l~t  to ch:~lienge il in court if tic has the resources and the 
will to (lo so. 

'I'o Ic:ive tlw sit~~:ltion tliere is to sliirk the duty of Congress to 
1)rotu't frc~otlolll Iron1 the ~ ~ I C L I T S ~ O ~ ~ Sbj- the :~rbitrnry exercise of the 
pol\-el. of go\-ern~iicilt eutl to provide for t,hc fiiir antl responsible use of 
~ 1 i ; i . tpan-cir.For this ~ . c u s o ~ ~ ,  vital tlie t,llc Comrnitt,ee deelns c>spec:i:>.lly 
restrictioll-; i:i r;rc.tio~l201 \vliicll deal with what t lat:~ nre collectctl and 
b>.\.;l:nt Inr:lrls. For tllis reason, t,lle establishment of thc Privacy Corn- 
iiiission is ci-cntial ai :ill ::id to enforc:cment :~ntl ouersiglit. 

l'hr i ' on~~ui t t cc3-i~n-s t l ~ c  .;tiilidartls of ~ t ~ a t u t o r vrslevnnce for 
tl;lt;~ g:~~l~e~.ir:g :is 1ni~1iinlr:il ant1 :IS i)u\.ing the way for more sf~ccific 
g ~ ~ i ~ r i l i i l ~ c ~  Co~nnlittec rejects i!l part and supple- ill ~.:i(:li itrc;~. T ~ I P  
rnciit.; tire position of the Jk-llir~ IIousc rcprcscntntivc, the Chnirman 
of tllc l)o~i~c-;tic L:or:~~ilittceon Itigllt of Privacy, \vllo testified C o ~ ~ n c i l  
t11;~~,'tllc l;c(lcr:~l Go\~crnni:~nt. slloald collect from individuals only 
llle ;~ r i~o t~ l l t  t t t lc l  tj-ires of iufoixl~~tionthat arc re:lson;ibly necessary 
for public 11rotec:tion." I-Ie s!:::tc~! "I clo not thirili i t  is possible to de- 
velop ;I st:u~tli~rtl in an\- inore precisc way than to ol ~ . ~ : I S O I I : I ~ ~ ~ I I ~ S S  

: ~ ~ l iPCOPIC t o  cxt'r~ise tllcir w r y  best jr~clgrnent anel to exercise tlie 
utliiost rcstri~int ill the a t n o ~ ~ n l  of information they collect." 


Tllc C 'on~~l~ i l 
lcc fo~ulti nialij- 11clpful definitions of privacy and con- 
fitlc~ltinlil>-in .;ecking t o  tlcfille thc coilcepts and principles developed 
ill t11e pro\.i>iol~s of 5. 3418. 



A 11sefulstatelllerlt is oKcr.clU bz- the rrpolmt. oti D:I~;IB;:rdis it1 ;I %I . (~o 
Society 1)rojcct bj- the i";ation;lE Sc~rtleln\r of Sc.itwc,cls, u-t~ic,iltlis-
til~yuisllcsthen1 in tlw f01Io~i1igt.CT1115: 



, ?l he Cornr~litlce Iia.; cut bnck on the I>illls originnl col-clxgc :r~itl 
ortlerecl Ihc Pril-ncy Com~nission to mtlkc ;L studj- of St:ite, Io(:al ilntl 
1)rivnte d:lti~ banks ancl rccomrriend precise application of tlic Act 
wherc needed. 

The original coverage reflected the rccorrlmendations of the IIEW 
Secretary's Conlniittee for "cnilctment of its code of fair inform 'I 1'1011 

practice for all arlto~~lnlccl p~rsonal  data s>-stcrns," but ~vllich no~ccl 
tliat i t  mo111d "wisely bc applicrl to all personal data sj-stems whetlicr 
automated or manual." 

Hearing witnesses and otbcr conlmcntatol.~ atlvocat,cd rlatioriwitle 
~~[)~,licwt;ion 1)rivac:y :~ndother rights of the Act to 1)rotect i n d i r i d ~ ~ a l  
1'1.om inrasion b>. Covernrncnt and the i~lstitutions aiid organizatioils 
of society. 

Total coverage was ntlvocalcd by the represcntati\-e of the American 
C.'ivil Libert,ics Uniorl citing examples of cascs and programs to allow 
Illat informa1;ion collected by State,  local al~tl  privatc institutioils can 
be every bit :IS harmful to the ind i r id~~a l .  Thesc inclutled ihc reportetl 
need for ntlditio~lal conlrols ovcr the retail credit industry, whose five 
I~lrgest co~npanics m;linti~in files on 54 rllillion people; 1 .21~Medical 
Informxt,ion Bureau in Grecnwicli, Connecticut, r L  inajor source of 
~nedical inforlilatiolr on 13 nlillion Americans for life insurance corn- 
panies; the usc bj- the banking i n d u s t ~  of an Electronic F11nds 
'Transfer Sj-stem to centralize an indivitlual's cllargcs all over the 
c~omti1unit.y and ~utomatically deduct them from the individual's 
bank accou11t; tile ~incontrolied access to customer records and can- 
c.clled checks afforded b-financial institutions to law cnforccrilent 
officials and other investigators in the absence of subpenti and notice 
to the individual. 

Professor R:liller tcstifiecl in 1971 on bclialf of a regulatory c:o~il- 
~ili-;sionwith power to einbracc the activities of "non-Federal informa- 
tioli gatherers that might aclversely affect the rights we are tryi~ig 
t o  protect. The regulators should bc particularly altcntive to t.hc 
interlocking relationsllip-; that  ha\-e begun to spring up bet,ween 
Federal and local data handlers in the law enforcement field ant1 !hct 
fact that many ol tlie Sation's major corporations maintain d o s a ~ ~ r s  
on nlilliolls of Americans. Close scrutiny of the latter category of c!ata 
banks is becorning inl~pcratir-e because t l~erc is growing reason to 
believe that these filed are exchanged both witllin the private sector 
ant1 with law enforcement and surveillance groups a t  all levels of 
government. 111 short, once stantlards are established for Federal 
systems I belie\-e t11;xt. i t  eventually will become necessary to apply 
tlirm to certain non-Fctleral system.;." 

Si~iiililr finclings of interlinking networks for the governmental ant1 
prix-iltc sectors we1.e folllld ythe hcatlcm>- of Sciences project.t ~ j 

Professor Vcrn Count l-!-~natl, in an  article submibtetl for the hearing 
rcc.ol.d, has detnilctl ci-tses, r:ongrcssional hearings, and. practice: .in-
\-olving privately corn pilcd dossicrs bx conlmercial compilers, punitive 
compilers, and bencvo!en t compilers. 

Reports filed for the hearing record from the Freedom of Inforlna- 
tion Center of the Univelsi t y of ?I?issouri School of Journalism, 
describe investigative practices and intrusive data-gathering technique 
in the private sector. 



P~aoblcms of privacy, standnrtls, confid~ntialit?- and secmitj- in 
mrtlical ant1 liealtll rccortl.; programs were clescribe,rl for the rub- 
c o ~ ~ i m i t t e cby doctors in private practice aucl in State government. 

Ex t ension of legisla ti\-e co\.ernge to student recorcls procedures for 
rntl~cring, tlisc.losurc, ant1 tlire process in erlr~r:at~onul records TI^^.: 

:itl\-oc.ntccl 1))- Senator Jnnles 1,. B ~ l c k l r j ~  for t l ~ c  nnil b- ~ ~ i t n e s s e s  
('itizens Committee for Etll~cation. 

( ) t l~cr  ~vitnesses atlvoc.atetl coreragc of Slate 2nd local s~-stelns,  but 
not of the p~,ivate sector. 

Despite calls by these nntl other witnesses for total or partial 
(,orerage, the Conlli?ittcc \\-as pcrsuatlcd to tlcl:l>- n rlccision on total 
npplication by consicler:\tions of time ant1 inrcstigntivc resources for 
tlcvrloping a fnll henring rccortl ant1 for tlrafting t l ~ e  needed corilplex 
Iegislntivc solution for infor~nntion abuses in t l ~ c  privnte sector, be>-ontl 
tllose presently covered by  the Fair  Cretlit Reporting Act and its 
I)entli~ig nmenciments. 

For~nerSecretary of lIcalt11, Edr~cation,  and Welfare Elliot Ricliartl- 
sou noted the lnck of a prcc+e henring rec.nrc: and suggestetl legisla- 
tion "t.o estnblisl~,author~tj-  111nu existing Fed.ernl agency or in sornc 
n r ~ i -  iinstrunientnlity el;tablisl~ed in  par t  for tha t  prlrposc, to make 
incl1liry, Ilolcl h c n r i ~ ~ ~ s ,  ant1 report to Congress if i t  finds a prima 
f ~ c i eshowing of ileed for legislntioll to assure fnir information PI-acticr 
i11 some particular industrj- or o t l ~ e r  segment of tlic nonpovernn~entnl 
o~yanizntions of Aniericn. Congrcss could tllcll take nrllutever action 
ton-arc1 devc!oping ntlilitional legislntion sec~necl necessarj-." 

111.. Richnrtlson entiorsetl c.orpragc of State and local activities 
"sul)stantially nffectctl b>- t l~ei r  relntionships ~ g t l l  ~ I ~ ~ d e r n Iagrnr:iei, 
2.: n consequence of (1) I:eclernl fiscal contrihutiol~s, (2) Fetlcl.:~l 
record-keeping or data-collection and reporting r c q a i ~  cn~ents ,or (15) 
cooperative nrrungenlents among intergorcrn~rlcntnl personal (la tit 
s?-<tcm." 

Dr.  Wcstin, wllile rntlorring coverage of iu tcrgorcrnn~entd  com- 
p ~ ~ t c r sv-stems, opposetl tlle total coverage of the  original bill, citing 
" t  lie imprsc:ticalit~- ant1 tlnngers iilrolvctl it1 trying to regulate aritl 
rrgistcr Inanj- tens or ht~ntlretls of thousancls of files of e v e r -  kincl." 
I l e  ~ c c o m n ~ e n d e d  instrt~r~ientalit\- private organizations "al; to lead 
to  ntlopt c~odcs of fair inlol~n~ntion voluntary policir.;, practice as t l ~ i ~ r  
and p~.oposc.tl ri,cating n national cornmission on p l , i ~ a t c ,  interstate 
per-onal tln t n systems." Tliis commission shor~ltl, testifirtl Dr.  JVcstin, 
'.c.rnrllinc t l ~ c  c ,ond~~ctof tl\?se natiourvicle personal data  systems that, 
nll'cbc.t ~ l i c  ~,iglrr-;, opp o ~ , t ~ i l ~ ~ l ~ r s ,  an:[ Ixnefits uC A~~lcriculls,11olcli11g 
Ilc~:~i.il~grI ~ ( Y . C ~ ~ : I I . J .  st:~fl' to 111ake 011- :IS :111(1 n-it11a strony, c t ~ ~ ~ i p ~ t r n t .  
sitti visits ant1 st\ltl>. t l ~ e  real practices of organizalio~is,not just th~tir  
forllial polic:ics. 

'b'l'lir erention of s11cl1 R roniniis~ion s l ~ t ~ r ~ l ( i  an C S ~ ~ C I I I E ~ J -provide 
~n lua l ) l c  I'orre actiilg on t l i ~private sector. 1 1  u-oultl p11s11 prir-nc.>-, 
ronlitlcntiality, ant1 dur  process issues to thc to], of the organixation:~l 
ngt>ntla, ant1 into the tlcsign, testing, and operational tliinking ol' tlntn- 
sJ-steln Inanagers ant1 their stafl's. I t  aol~lcl mo~-e  the compl~ter iil-
cll~stry ant1 cornpr~tcr p~wfessionals into high gear, as consultants to 
tile Ilser organizations, developers of new techiliques nnd ~unterials, 
ant! innovators in  cost,-effcctix-e responses." 



Sumerous representatives of private organix:~tions and of bri~incss 
and industry opposed the total coverage of the bill, citing the luck of 
Ilearing record, the existing requireinents of the Fair Credit Reporting 
Act, and prohibitive costs of implementing S. 3418 in the private 
sector without passing on the costs in consumer services. ;\.lo?t indi- 
cated support for or lack of opposition to, u cominissio~l stud?- of pri- 
vacy invasions bj- the private sector. 

RIGHT OF ACCESS AND CHALLENGE 

The Committee believes that the size of tllc Federal Government, 
the sheer number of personal records i t  must handle, and t11c growing 
complesities of inforrnntion technology require th:~,t the full protections 
against abuses of the power of goverlln~ent to affect tlie privacy of the 
iildividual n.nd the confidentiality of personal infonrintion ]nust depend 
in part. upon the participation of the indiritluai in ~nonitorir?g :lie ~risirl- 
tenance and disclosure of his own file. 

To this end, we agrec with the members of nunlcrous respected stutly 
bodies that an individual sllould have t11c 1.ig1lt to discovcr i f  Ilc is the 
subject of a government file, to be granted nccess to i t ,  to bc nblc to 
assure the accuracy of i t ,  and to determine \vl~ether tlic file 1111s been 
abused by inlproper disclosure. 

The Committ.ee agrees with the conclusion of one govcrnrnc~lt stutly 
that "111 the m a j ~ r i t y  of cases, the citizen's right of ncc-ess to infornin- 
tion kcpt. on him by the Federal Government will not interfere with tllc 
ongoing prograin of the nger1c.y. In  addition, giving the i~~tlivitlunl :I 

right of nccess oft,cn will be a desirable ntijunct to any other sj-stem 
designed to insure file accurncy." 

I~urthermore, tlle Conlmittee adopts tflc timcly obser~:n!ion of one 
scliolar from the Cot111c:il on Scicncc of Trr.1111olog~ tllat "gis-ing .s~~ltl?-
the inclivitlr~nl n ~ a s i r n ~ ~ l i ~  t11c C;:)~cri?~ncllt ability to eralninc ~ l - l ~ a t  
knows on thc person sllould help pronlote citizen col\:itlc-ncc ill act-
tivit.ies of t,lle Federal Goverllrnent ant1 is e~senti:?l to  n;s\ll'e that 
notions of due process are clnplo~.etl xi-l~cn (Iccisioiis arc 111adc on the 
basis of persolial infonl~ntion." 

So important does t11c Committee consitlcr procecll~res rccluired by 
the bill on this matter ths  t i t  is dctermi~led that any erelnptions frorii 
sucll provisions souplit under the rule-inal;in,o; scheme of the bill must 
be kept to an abso!ul;e minimum and must not be matle o ! ~  the basis ol 
pnrocl~inlagency concerns. It finds support for this stantl i ~ :  t l ~ e  con-
clusion of the report of tlle HEW Secrctarj-'s Bdvisorj- Commit t c c o ~ l  
dutornxt'etl Personal Data  Systenls that:  

KO exemption f rom or qualification of the right of t l i ~ t i ~  
subject.; to 1~il1-e frill ilccess to their rccortls slioultl be gra~ltcd 
unless t l~cre  is n clearly ~)uramount and strongly, j~~stilictl 
societal interest in such esempt,ion or qualific:~l~on.. . . 
r 71he instarrces ix~ which i t  can be cons~incinglg demonstrnLec1 
t11:lt there is tl paramount society interest in depriving 21x1 

individual of access to data about himself would seem t.o be 
rare. (pp. 61, Report.) 

The esemptio~ls nllo\\-ed from observance of these standnrds itre 
for t.llree purposes only, national defense uiltl foreigrl policy nntl 



cert,aill I~tm er,fo~~ccnlent inrestigntivc nnd intclligcncc ~rral.tcri where 
access nrltl c~l~allc~lgc the purpose for \j-l~ic.li 1.ight.s are found to t l a ~ ~ ~ a g r  
the info~.lnaiion 11-33collectetl. 

r \1hc C'onlnlittec! iecognizes that wliilc 111a11~- agencies affortl sucll 
rights, 1n:iny agencies deny them with re:;l)cct to ccrt.nin files. Allon-ing 
only t.11r-i~ ll:ir1.01~ for exeml)tiorl m;iy well l)romote tllc rcdsscss- i l r c ; ~ ~  
nlent of existing 1)r:~ctices whereby indivitlu:~ls are deprivctl of full 
ar:(:ess t a ~.ecords izbou l t!~emselves, ant1 so111c :~qen~ics,  in t l ~ c  !-ear 
belore tlie Act takes cffcct, lnay well see lit to  scck sperial Ircisla- 
lion 1)rrlnitting sl)cciixl lreatment oE ccrttlin filcs tiley Ilo!d. >[ran- 
1%-liile, Ole Coirllnitt~c is persuadccl by the. l:i~!gtl;ige of the IIEi\' 
report : 

l i i ~ n y  orgnnizat.ions are likely to argue that i t  is not in t l ~ c  
interest of their d;t t i~ subject,^ to have full :lcce.;q. Others 
!nay ol)pose full nccess on the grounds tlltlt i t  WOII~CIcli~close 
ttlle content of confident.inl third-party ~.econuncnd at 'ions or 
revei~l the identity of their soarces. Still others may nrgue 
that full access s!lould not be providetl because the rcoortls 
are t,he property of the organization 1nnint.ining the d:ttn 
system. Such objections, however, are inconsistent with 
the principle of mutuality necessary for filir inlormation 
pmctice. 

The relev~nce of the rights of access and challenge to the ~>riucil)le 
of accountabijity in government, to efficient acllievemerlt of manuge- 
rnent goals and to a public sense of social justice is recognized in n 
1970 report made by the Project SEARCH group to the Justice 
Department,. Tha t  report called for n, citizen's right to access itntl 
challenge to certain law enforcement records, but i t  stmated tlie follo\c- 
ing reasons for its concltisions which the corrlmittee finds wortlly of 
generd applicntion: 

First., an i~nport,ant cause of fenr aritl distrust of coin-
~)utcrizccldtlta systems has been the feelings of powerle.:: .mess 
they l)~aovoke in lnnny citizens. The computer has come to 
synlbolize t . 1 ~  unresl)onsiveness and insensitivit.~ of modern 
life. STi'hi~terer may be thought of these rcac:t.ions, it. is at) 
1c:lst c:!eiir that; g e n ~ ~ i n e  rights of access nild challengc wouitl 
do m11ch to disarm this hostility. 

Secontl, sucll rights promise to be the most viable of :ill 
tlie 1)~ssible incthods to gunrnntee the nccllrncy of dntn 
systcrns. Unlike nlorc complex internnl mechanisms, thcy 
: re  triggered by the most powcrf~il and consistent of mot.ives, 
intlivitl~~nlself-interest. 

Finally, i t  should now be plain that if any future systcrn 
is to win public acceptance, i t  must offer ~)ersuasive 
tllst i t  is quitc serious1.y concerned with the rights ancl 
interests of those wljose lives i t  will record. The corrinlittee 
can initigine no more effective evidence than authentic 
right,s of nccess and chnllenge.' 

Project SEARCII, Committee on Security and Privacy, Technical Report No. 2, July 1070, p. 23 I 



Title 11 of S. 3415 sets genera.1 standnrcis of fair records krcping 
whicJl apply to practically all gol-ernment files, ilicll~di~lg1110s~ 
mi~intninetl by  law enforcement agencies. Although various coin-
mittees of the Congress ' have been consiclcring legislnt ion wlric~li 
specificnlly nddresses confidentiality of law rnforcement files, tlic 
C o ~ n ~ n i t t e eis of the view that  prospects for t11nt legisli~tioii is srlffi- 
cientlg unclear so tha t  S. 341s slloulcl apply in i ts  generitl ter~ns.  to 
such files until such time as the law enfol.cernent privacy 1cgislil(ioll 
is enacted. 

Tllerefore the Coimnittee tleciticd t l ~ t ,t o  the extent f ~ a s i l ~ l c ,  
F. 3418 shoultl apply to law enforcement filrs btlt that  suc:ll wpplic.;~tio~l 
~ l io l~ l t l  i~~.i~jclr j11stic.i. p~.i\.i~c*>- no t  be inconsistent. with the ~ J V O  c,~.irnin:il 
bills, introduced early this year, S. 2963 b- Senjltor Ervin rrlld S. 296-1: 
by Senator Hruska on bchdf of the rtclluinis~r;;l.tio~l. S. 3415 as :1:11~1i(lt'(l 

by  t.he Committee ~vould npply the gencrtil stitndards of titlc 11. 
including t.he general updat.ing nncl accnrticy lrequireli~cnts i ~ l l (  

prorisions affording right of nrcc..;s to il-rost I:lw enforcement files. , , 1he Corllnlittee recognizes, ho\ve\-er, ~ h n t  there arc t.wo gcll(~l.ill 
classes of files lnaintained by agencies witli 1:1w cnforcement fl~nctions, 
criminal Ilistorj- or record files on the. one hnntl nncl intelligelice i ~ l l t l  

ill\-estigntive files on the other. 'E'lle first ('lass of information, dcLine(1 
for the purposes of S.3418 ns "criminal history inforrnat~ion" inc.lt~t!cs 
rout.ine. records of arrests nncl coul-t tlisposi lions so~ne t i~nes  ci~llctl 
r:lp sheets. As a general principle [hesc records are subject to i l l1  

the req r ~ i r e m ~ n t s  of title I1 including the right of access provision. 
r 7Ib i s  is entirely consistent with both tlre Ei'rill and administratio11 
criminal justice privacy legislation. Incleed, Direc:tor ICclly of the FBI, 
in tes t,iinony before the S~ lbcomni i~  ontee Consti tutionnl. Rights, 
espressetl support for the general access nnrl c l~n l l~nge  proviwons con- 
tained in  the two crimintll justice privacy bills and replicatctl in 
S. 3418: 

These bills provide, for an inrlivitl~t:lI to obtain access to 
his own criminal offentler record, nnd also provide pro-
cetlures for him to challenge that  rccorcl. I support these 
provisions. Currentlj-, the FBI pro\-ides copies of offender 
rccorcl infornlation . . . 

As for the other gener:~I provisions of title IT, none of thcse provision.; 
:Ire inconsistent with t , l~e criminnl justice pllvilry legislation 111 partic.11-
Inr as they npply to criminnl 11istory iinfo~.il~:~tion. Furthermore,, S. 3418 
permits each agency to p r o ~ ~ i u l g ~ ~ t e  i t s  nn-n reglilntions implement in^ 
the Act ant1 this shoultl p ro~~i r l e  sufficierit flexibility so that  the 
Attorney General ~vill not  undermine good Inw e~lforcemellt practices ill 
promulgating regulations. Indeed, since enrly this ycar the Justice 
Dcpartnlent llns been drafting ~.egulations ~\-hich address most of the 
basic issues raised b y  S. 3418. Tl~oseregulations set certain standartls 
for thc opera tion of any routine exchange of crinlinal history informn- 
tion by  the FBI and for tlie fullcling of criminal history record systenis 
on the Sta tc  a.nd local l ewl  by t,he LRLV Eilforccment Assistance 
Administration. Althougli the Justice Depar tn~en t  nlight have to 

I T h p  Senate Sulxoninultce on Colistjlutional Rights a~rdIIouse Subearnmiltee o n  Civil Rigllls and 

Co~~sti tut io~ral 
Rights. 
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carefully review these regulations, if this legislation is passed, their 
scope and thrust are essentially what would be required of the 
Department of Justice by this legislation. 

The second class of information gener~llymaintained by law en- 
forcement agencies are intelligence, or in\-estigative files. These files 
contain highly sensitive and usually confi'dent.ia1 information collected 
by law enforcement officers in anticipation of criminal activity, such 
as by organized crime figures, or in the course of investigating criminal 
activity which has already occurred. I t  was the Committee's judg- 
ment, shared by most criminal justice privficy experts and reflected in 
the pending criminal justice privacy legislation, that all of the pro-
visions of title I1 of S. 3418 could not be n-pplied to such sensitive 
information. In  particular, i t  would not be appropriate to allow 
individuals to see their own intelligence or investigative files. There- 
fore, the bill exempts such information from access and challenge 
requirements of title 11. However, most o l  the other general accuracy 
and updating provisions would apply, subj'ect, of course, to the rules 
and regulations issued by the agency head in the course of inlplement- 
ing such provisions. 

Obviously, these general provisions on law enforcement records are 
not entirely adequate. The two criminal justice privacy bills address 
this subject in considerable detail and are the result of a t  least two 
years of careful study and revision by the Subcommittee on Constitu- 
t,ional Rights and the Justice Department. However, the Committee 
feels that general privacy legislation must assure subjects of law en- 
forcement files a t  least these minimal rights until such time as the 
more comprehensive criminal justice legislation is passed. 

I t  is clear that many of the information buses over the last decade 
could have been avoided with the help. of an independent body of 
experts charged with protecting individual privacy as a value in 
government and society. 

Commentators on privacy for years hnve also cited the need for 
such an agency to help deal in a syste.matic fashion with the great 
range of administrative and technological problems throughout the 
many agencies of the Federal Government'. 

Title I of S. 3418, as amended, establishes n P~.ivacy Protcctio~~ 
Commission comppsed of five experts in law, social scicnce, computer 
t,echnology, and civil liberties, business, nncl Stri te and local govern- 
ment and supported by a professional st,aff. Tile Co~nmission would 
be empowered t,o : 

Monitor and inspect Federal sjrstems nncl clatn banks containing 
information about individuals; 

Compile and publish an annual U.S. Information Directory so 
that citizens and Members of Congress will have an accurate 
source of up-to-(late information about the personal tlat,a-
handling practices of Federal agencies and the rights, if any, 
of citizens LO challenge their contents; 

Develop model guidelines for implementation of this act and 
assist agencies and industries in the voluntary development of 
fair information practices; 
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Iilvestigatc and holcl hearings on violations of the Act, and 
rccolnmend corrective action to the agencie.~, Congresq, the 
Prc-itlent, thc Grrlc~,al Accounting Office, nntl the Officc of 
i\llu~ag~bnlent ;iincl Bt~dge t  

Investigate and hold hearings on propos:lls by ITederal n~cncies 
lo create new personal information systems or modify cxist,ing 
systenls for the purpvsc of assisting thc ilgcncics, Congrcss, and llle 

I'residcnt in thcir effort to nssure tllnt bhc values of privnoy, 
confidentialit,y, ancl due process i1l.e atlcqr~atcl~. safegr~ardcd; ancl 

h l : ~ l i ~  stltdj- of governing pl,ivnr:y- n t,llc state oC t,hc law 

i~lvi!tling prnc:ticrs in private d i ~ t : ~  
banks :~nd  in State ant1 local 
:1n!1 ~nl i?  tistrite t i i l  la systc~ns. 

r 1Illcrc is all urgent neerl for a pel-rrlanent staff of experts within the 
l~ccle,ra.l Governnlerlt to  inform Congrcss and the public of the tll~tn- 
linndling pract,ices of major governrne~ltal slid private personal infor- 
llltltion sjst,enls. As a recent stltdy by the Judiciary Subcommittee on 
Constitutional Right's grnphicnlly demonstrates, t,here has been a 
proliferation of Federal information systems and data banks which, 
if misused, can do irreparable ha.rm to the privacy and economic well- 
being of millions of persons. "Data Banks and a Free Society," the 
study done for the National Academy of Sciences by Professors Alan 
E'. Westin and Michael A. Baker, similarly demonst,rates such harm 
inherent in large personal information systems maintained a t  all levels 
of govcriiment and by private industry. 

Although recent att,empts to turn Federal tax records into weapons 
of political and persona1 revenge have come to light, along with many 
other record abuses, Lhe niajor threat to most Americans lies in tlie 
inn.dcertent~, careless, a-1-nd unthinking collection, distribution, and 
stor:~ge of records which may bc inaccurat,e, incomplete, or irrelevant 
to legitimate go\-ernmental need:;. This t.hreat has grown tremen-
dousljr as developments in telecomrnunicat~ions, photocopying, and 
computer technology have accelerated and with expanded tlattb-
s~vapping among govem~ncnt agencies and tliroughoilt privatc 
indl~stl-y. 

I t  is now clc;rr t,llt~t C'nngress, wit,h its limited tcc!lnical staff ant1 
multiturlc of flulc:tio~~.;, rxnnot kecp track of thesc tlevelopmcnts in 
evc1.y Fcileriil asency 11ur1 for every data bank with the depth of detail 
rcqrdrcd for consistent!y const.rr~ctive policy analjwis. The Const,itu- 
tionul Rights Subconi~nit tee data bank s t ~ ~ t l y  and other agency-by- 
agency stutlics 1i:~vcc a c l ~taken years to colnplete, and have doc~i- 
mentetl tlie f rust rnt io~~s agency delsj-s, wit1~ho:ding of data,  and of 
cs~noufl:tge of go^-ernrrle~~ tal t~ctivities. Cilixerls also 11ave no phcc  to 
tun1 to find o11t rn1lic.l~ agencics or conipailics lnaintnin, distribut.e, and 
use personal inforlnation ribout them. Agencies and businesses would 
similarly benefit from the existence of m authoritative source of infor- 
mation n'uout their record-keeping practices which would protcct 
them from misi~lforn~ed and inflamatory criticism. 

I n  nddition, t.liere is a.n urgent need for a staff of experts somewhere 
in government, which is sensitive both to .the privacy interests of 
citizens and the informational needs of government and which can 
furnish expert assistanc.~ to both thc legislative,and executive branches. 
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I n  recent years, controvrrsies over privary ancl government data 
banks have arisen after cxecr~t,ive brnncJl cdccisions have been rnnde. 
The Commission will srrre the irnport,a.nt, purposes of raising and 
resolving privacy questions before govenlrnent plans arc. put, in 
operation. Agencies neecl help t.o incorpo.n,ate newly-refined coilcepts 
of individual libertj- int,o thcir cllurnt pr'oa~:iurcs ~villlout unticctrssury 
tlisrllption and confusion. Congress anrl klle Prcsitlent need 11e1p in 
iclentifying those arrtls j i l  wlliol~ priy-ary safegr~nrtls are 1nos1, 11rgrntly 
needed and in draftiilg Icgislation specifictally tailorcd t.o Ihosc problen~ 
areas. 

'l'liere are no7.\r ovcr 100 p r i n c y  bills before Congrqss. ?c.lost arc of 
unquestionable merit, but only a fctm can rrceive the kmd of sl~stainctl 
attcnt.ion to survive thtl lrgislntive gauntlet. The proposed Co:ll~nission 
1~701lld help Conpress (leal with t,llose bills in two ways. First, i t  \vot~ld 
obviate the necessity ol enacting many of tllern into lam b -  intlrlcing 
agenc,ies and inclustries to adopt thew o r ~ nfair informntioil practices. 
Second, the Commission mould help Congress and the Presiclent by 
narrowing down the rrnge of legislative options and d r a f ~ i r ~ g  bills 
designed to achieve a good "fit" between privacy values tind other 
values in the context of often unique d a t a h e p i n g  a~t~ivities.  

I t  may \\-ell be that  regulatory functions Frill eventuftlly have to be 
added to the Commission's powers i n  order to assure that privacy, 
confidentialit,y, and due process become an integral part of govern- 
mental and private tiat:t systems. However, the Committee has 
decided not to address this area in  the legislation pending t,lie Corn-
mission's study. 

The original version of S. 3418 woulcl have created a Fet1e1,al policy 
boartl n-iill regulntorv powers to investigsle and issue ce:~sc nntl 
desist orders for violations of the Act. The Committee believes t,llat i t  
does not have sufficie.nl evidence to suppnrt n c:ise for resting bl,oad 
regulatory powers in a board chargccl ~vit,ll administrating the Act. 
Rather, a much more effective and less cumbersome proccclurc will 
permit an indivic;ual to seek enforcement of his rights untlcr pro- 
cetlures establishctl each Federal agency. Ultilnnte enlorcrtncnt of b ~ 7  

those rights and challenges to agency jr~dgments \\,oultl rest. \\-it11 
United States District Cor~rts. By  taking this action, the Conlrnittrc 
die1 riot mean to preclucle a fut~u.edecision by tlie Cong~tcss to vest 
regulatory frulctions in  the Com~nission to assure t l ~ : ~ t .pri\-acy, 
confitlcntiality, and due process become an integrill part of go\-cr,ll-
mental and priva tc data s~~stemp.  

Public adn1inistr:ttion nnd prlvi~cy espen,ls Ilavc u r g d  :i cnutious 
approach to regulation on two grounds. First, tliere 1s rnl~ch more 
tlint privacy advocates neecl to know about inEormation sj-ste~tls before 
they are in a position to make demonstrably construct,ivc rcgulntory 
policy proposals. Second, there is subst.antia1 evidencc that ilgencies 
and cornpanics are not inherently llostile to letting inc1ivitlu:lls have 
more of a say in what the files sa.y about t.llenl, proviclecl that thc 
changes can be made in an orderly, efficient,, nnd economically sountl 
manner. Tlie work of tlie Secretary of Healt.h, Eclucation, ant1 Wel- 
fare's Advisory Commitlee on Aut'omat,ed Data Systems, Vice Presi- 
dent I{'ordls Domestic Council Committee on the Right of Privacy, 
and the National Acaclemy of Sciences Project on Cornpr~tcr Data  
Banks, clearly demonstrate that the r ~ g h t  of privacy has its advocates 
within the executive branch. Testimony before the Cornlnittee by 
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State officials was nearly unanimous in citing a need for higher stand- 
ards and betler regulation of privacy practices in their jurisdictions. 
Statements by private industry representatives have persuaded thc 
Co~rlnlittee that a snbstantial measure of industry cooperation can 
be anticipa.tcd. 

Tlius. the Conlnlittee bclicves that i t  would bc a mistake for the 
Privacy Protection Co~ilmission to begin its work in an adversaritll 
posture, ei t h c ~  ns i~ regulatory or ombudsman-t,y pe agency. Those 
roles ma)- come in time, but they should be the product of specific: 
Icgislation and come on!y nfter efforts to achieve volunt,ary rclorrns 
hi~ve failed. ;\4e~nwhile, nwnreness that tlie Commission might be 
vested by Congress with 1.eguliltory powers at some future time should 
have a salutorjr effect on those agencies which may be temptetl to 
ignore its suggestions, 01. which fail to give iLs illode1 guidelines tllc 
clcference due theln. 

Tlie Committee has concluded that the best place to vest these new 
functions would be in an independent commission. The decision was 
arrived a t  with some reluctance, because members of tlie Committee 
share the unwillingness of many Members of Congress to create still 
more independent commissions. On balance, however, the commission 
route seenied the best solution for the abuses and potential threats 
which have been documented. 

Having concluded that an expert staff and an independent body was 
needed somewhere in the Federal Government to supply information 
and advice and conduct investigations, the Committee considered 
three alternatives, as described in testimony before Committee by 
Dr. Christopher H. Pyle. The first was to place the unit in the General 
Accounting Office, modeled on the Office of Federal Elections. The 
second was t.o locate i t  in the Office of Management and Budget, 
much Like the Statistical Policy Division which polices Federal ques- 
tionnaires. The t,hird alternative was to create an independent 
commission. 

The Cor~i~rlittee chose not to recommend vesking the investigatory 
and advisory functions in the GAO because i t  would be unmse to 
dilute the GAO1s important auditing function with this kind of sub- 
stantive policy assignment. Except in rare instances, responsibility 
wit'hin Congress for policy development should rest with its com-
mittees. -41~0, placing the investigative role in the GAO might limit 
the unit's ability to study multi-state and comnlercial information 
systems not dependent upon the Federal budget, which is the focus 
of the GAO's rtttention. 

Si~nililr considerations persuaded the Committee that the unit coultl 
not achieve its full potential as part of the Office of I\!fxnitgcmcnt and 
Budget. hloreovcr, the Committee was of the opinion that the privacy 
protection unit should be available to congressional co~uniittees as 
well as e~ecut~ive relationship which could not be gunr- agencies-a 
anteed by making it part of the President's staff. On the other hand, 
by creating the unit as a commission, its reports and expertise could 
be available to both the GAO and'Oh4B. 



'I'he Committee received suggestions that creation of such an in- 
tiependent commission should be de lay~din  order to develop legislat,ion 
charging i t  with t,he functions of clealingwitl~ classification and freed0111 
of information issues, as well as priv:n.cy and civil liberties. 

While tliey pose significant ~~roblems, these other two subject 
:weas go to different considerations of government. Creat.ion of a 
privacy conmiission is recognitioll of the fact t,llat the Congress intends 
to nffortl access to the declsioil-makin~g cer?t?rs of government to in- 
tcl,ests which promote the privacjr of iridlv~dual Americans against 
overly-intrusive or :~rbit.rarpgovernment information policies. To 
tlilute the quality of that access, xs institutionalized in the structure 
b?- the Privacy Cornmission, ~iyor~ld clefent the purpose of the legislu- 
tion. It m-ould reduce the viability of privacy as a matter of concern in 
the Federal Government. By thus denying itself the full strength of 
the investigative help needed to prot.ect privacy and due process in 
the years ahead, Congress. ~vould dilute, in turn, the quality of protec- 
tions which it  and the other branches of Government might otherwise 
afford to those alnendme~lt,~ Rights which safzguard in the Bill of 
privacy. 

The administration has opposed the creation of a commission partly 
for reasons of cost. I t  is the Committee's belief, however, that the Com- 
mission is vitally needed to promote the. quality of legislative and 
atlministrative oversight nllich will provide a privacy bulwark for 
Americans in the years ahead. It is expected, furthermore, that the 
savings it  will efiec t in the Federal Government will far outweigh the 
immediate cost. 

EXFORCEMEKT 


The Act is enforceable in the courts with the aid of Congress and 
the Privacy Conlmission. 

As Elliot Richardson, former Secretary of three executive branch 
Departments, informed the Committee: 

The requirements of fair information practice are so much 
in the interest of organizations, as \+-ell as of the individuals 
about whom recorcls are maintained, that there should be 
little difficulty inagencies adheri~ia to them and little occasion 
for court enforcement suits. ~bnforceinent provisions are 
needed, Iiowever, f.0 create a strong ant1 re1i:tble incentive to 
overcome the ~nltial  bureaucratic resistance to change that 
might otlier~vise prove to be ? crucial obstacle to the prompt 
and full ;~chieven~ent of falr lnfornlation practice. Frivolous 
suits, no doubt a matter of concern to some, would be 
promptly subject to motions for sumnlary dismissal. 

Except lor the act of keeping secret clata banks and improper dis- 
closure bj- C'orumission employees, there are no criminal penalties in 
the Act. AS iritrocluced, the original bill contailled strong criminal 
penalties for employees and others who violatecl or contributed to the 
violation of the Act. These penalties !\:re deleted in Committee for 
ti\-o main reasons: the difficulties ol effective enforcement through such 
criminal prosecutions and the possibility that the threat of prosecution 
inay preclucle that "Whistleblo~ringJ' and disclosure of wrongdoing to 



C'angrcss nntl tlze prcss \\-liicli helps t,o pronlote "opcn g-ovcrninent." 
I n ~ t e i ~ d ,the nlautlatcs of S. 341s are enforceable through the civjl 

c:linllcnges of tlrc Attorney General or of private citizcils wit11 real or 
sr~spccteti gric~nnces or claims of violntions of t l ~ e  Act.. Given the tliffi- 
c ~ ~ l t i c sor t~ ine  ant1 I,esources, private enforcement throiigh litigation is, 
not likely to affect marc that1 glaring violations of the Act. klucll will 
cl~pcn(!on Ille xcal ant1 tlic good fail11 of tlle Attonicj- General ant1 the 
Prcsitlc~!t in er~forc.ing tlle terms of tlic new law. 

As i1lm-ays, the prcss ancl com~nl~nicat.ioiis lnctlin 1s-ill contribute to 
tllc cllfo;.ce~nent of t,lle Act thro~lgll i ~ s  ii1r:cstigntic;n ant1 exposure of 
~~rongcloing, E~ul~ct,ion thc requirements in P. :541S t11:lt,z easrcl by 
tlecisions be mntle on tlie open rccord by respo~~siblcoff~cinls ancl t l ~ u t  
precise notices be p~tblisllecl co~~taining tlic (letails of govelnnzent policy 
where it aflects personal privncy. 

Atlministratively, the agencies may be cnllctl to account b ~ -  Con~1.css 
and the President through !.he monitoring ailti in\restigativc activities 
of the Privacy Colnmission and its reporting of violations. 

Despite thrse grlarnntees, the Comnlittee acknowledges there is 
no WRY that tlle Congress, the press, or the public can assure strict 
administratjive observance of the exercise of tlie power of t,he Federal 
Government pursuant to the standards of tlie Act. There will no doubt 
be some diversity of riews as to w11 at, constitutes conlpliance within 
particular agencies. 

Realist,ically, therefore, the implemcnt,ation of the Act rests, 
finally, wilh the clepartlllents and agencies of the executive branch and 
the good faith, ethical contluct ant1 integrity of the Federal enlployces 
who serve in them. 

SOCIAL SECURITY NUMBER AND IDENTIFIERS 

As itltroduced, S. 341s li~acieit  unlnwful for any person to require an  
intlivitlllal t o  disclose or f ~ i r ~ ~ r s h  his Social Securit.y account nuinber for 
;lily purpose ill ~o i l l l~c t ion  nritli any business transaction or com~nercial 
or othcr activity, or to refuse to extend credit or make a loan or t o  
cnter into any other b~lsiness transaction or c.ommercia1 relationship 
wit11 an intlividnal bccanse of refusal to disclose or furnish the number, 
~mless the disclosure or fllrnislling of ilic number was specifically 
rcci~~ircdby Federal law. 

The Colnniit.tce co~isitlers this usage of the number of a go^-ernment 
file one of the. most. serious n~a~~i ies ta t ions  of privacj- concerns in tlie 
Kation. However, it receiv,ed conflicting evidence about the effects of 
t,his section, part,icnlnriy the inordinate costs to t,lze Fedcrnl Govern- 
rnent and private busi~lesses of changing to i~no ther identifier ancl 
reprogramlning cnmpu tcrs or reindexing iiles. 

I11 view of the lack of ready i~ldependent data about the probable 
costs ant1 effects of such a prol~ibition and in view of stricter liruitations 
on transfer of and access to government files, tlic section was deleted 
in Coinnlittee. by  an  X to 1 vote. A t  the same time, the issue was 
designated as a priority issue for study bj- the Privacy Conlmission 
and for report l u  Congress of specific legislative rccon~mendutions to  
rneet tlie scriaus public concerns reflect.ed in the original bill. In sub-
section IOG(b)(l)(C),the Colnmission is required to examine and 
analyze "the use of license plate numbers, Social Security numbers, 



tmiversal ic!entifiers, and other symbo1s to identify individuals in data 
banks and to access, integrate or centra.lize informat.ion systems and -
files." 

The Committee realizes that the n~lluber is a major element in the 
national debate over privacy since a comnlon numerical identifier or 
symbol lo designate and index each persau is an essential feature of a 
national data bank, or indeed, of any inforinntiion sj:stem ~vlvhich allows 
creation of an instant dossier or which p.ennits quick retrieval of all 
personal information which flows tlrrough that system about an 
inclii-iclual. 

In recent years the Social Security n~mlber has been the identifier 
inost used in conlnlon by government agencies and pril-ate organiza- 
tions to inlprore efficiency of services, aid management functions, 
pre rent fraud ancl reduce errors in identification of people. 

Citizens' coniplaints to Congress and Bls findings of several expert 
study grotips have illustrated a conl~non belief that  a threat to indi- 
vidual privacy and confidentiality of information is posed by such 
~~racticcs.The concern goes both to the development of one conlnlon 
number to label a person throughout societ'y and to the fact that the 
s2-mbol most in demand is the Social Security number, the key to one 
government dossier. 

Of major concern is the possibility that  the number may become 
a means of violating civil liberties by easing the way for intelligence 
and surveillance uses of the number far indexing or locating the 
person. 

I n  this connection, a Constitutional Rights Subconlmittee report 
on the intelligence-gathering by the military from its own agents 
and the files of otlier Government agencies, shows that individuals 
were often indexed in the Army conlpute~s by their Social Security 
numbers. Complaints to the Constitutional Rights Subconlmittee 
also showed that government pressures people to clisclose their 
Social Security number on administrative, statistical, and research 
questionnaires of all kinds, including income tas forms, HEW ques-
tionnaires asking whether elderly people buy newspapers and wear 
false teeth, and many others. 

Every serviceman is now identified by his Social Sccurity nuniber, 
a development of intense concern t,o s o r ~ ~ e  groups who were not able 
to persuade congressional conin~ittccs or t - l i t  Pe~itagon to reverse the 
course. 

A cross-section of such compluints appec~ring in the subcommittee 
hearings shows that people are 1)ressurerl it1 llle private seclor to 
surrenclcr their numbers in order to get telelrhones, to check out books 
in universit~~ to get checks cashed, to vote, to obtain drivers' librbaries1 
licenses, to be considered for bank loans, and niany other benefits, 
rights or privileges. 

I n  many cases in the private scctor, he is informed t,llat the number 
is necessary for identification purposes, yet on its face, the Social 
Security card states that i t  is not to he used for identification purposes. 
This proviso was initially included m,the Social Sccurity proglxm to 
prevent reliance on the card for identifica.tio? because a person could 
acquire several of them under several identities and there frequently 
was no agency investigation of the information provided in order to 
obtain a number. 



A list of the Federal Government's uses of the n~llnber, a~~tlloriza- 
tions, ant1 the tests of applicable stat;~~tes, Esecl~tivc order, ancl regu- 
lations appears ill the ~ ~ p p c n d i s  of llle 11e:u.ings together n-it11 excerpts 
of Governrnent rcport,s on this subject. 

l'he HEW Secretary's committee found that "the Fetleral Govern- 
incnt it.sclf has been in the forefront of cspanding the use of the 
I ~ I I I I I ~ C ~ . ,  the tot l ~ a l  its ilctions hare  nctivcly plmnotetl tcndency 
depc~idin or^: and 111ore upon the nunlbcr :IS an identifier-of worlrers, 
taspnycrs, automobile drivers, st~!dent,s, welfare beneficiaries, civil 
scn7nnts, sc~,vicemcn, veterans, pcnsionc~.~, and so on." I t  concluclcd: 
"If use of thc SSN as an  identifier continl~es to cxpnnd, the incentives 
to link records nnd to broaden access to them are likely to increase. 
Until safeguards such ns we, hnvc recommended . . . hnve been 
i~nplctncn~cd,ancl delnonstratcd to bc effective, there cwn be no as- 
surance tllnt the consecluenccs for intlividunls of such linking and 
:lcccs:;ibility will be benign. At  best, indivitluals ma): bc Srl~stratetl 
nntl annoy-crl by u:~wnn.:rntccl cscl~anges of inforinnlion about them. 
At  worst., they rnny he threatened ~ i t hdenial of status and benefits 
~ v i t l i o ~ ~ t  tllc present time rccord linking and clue process, since a.t 
access arc., in t.lie ma.in, ncromplislled witllout an): provi:<ion for the 
tlata s11t)jcc:t to protcst, intc~.fel.e, correct, coln~tlent., and in most 
instancrs, CTTII to know wl.]rnt linking of which records is taking place 
Cor what parposcs." 

While specific la\\-s 1n:lnclate or hnve been interpreted to permit the 
~ s c  Fetleral programs, rnost r.gcncies have pro- of the number in a f c ~ v  
ceeded to use it. by reg~ilation or dircctive. Ex~cut ive  Order 9397 of 
1943 found it. "desirable in the interest of econon1y ant1 orderly acl-
ministration that  the Fedcrel Government move towards the use of a 
single ondnplicxt,ed numerical ident,ification system of accounts", 
and ordered that "any Federal depxrt,ment, establishment or agency 
shall, whenever the head thereof finds i t  advisable to establish :L new 
system of pernlanent account numbers pert.aining to individual per- 
sons, ~~ti!ize csclusively ilie Social Securitj- account nu~nbers." 

While come have cited t.his orcler ns a11thorit.y for the Federalusage, 
the lIEW report formtl otlier~vi.;r, not'ing, "It has been suggestetl that 
Eseclltive Order 9397 was intentled to npply only 'to iilsi,ailces when 
Fetlcrnl agencies seek to ]lumber 1.ecol,tls, silch :ls e~nplo~~nien t ,  at-
tentlance, pcrfornln~irc, or rncclicul records. . . . To iritcrpret the order 
::s nppl!ing to :dl kiutls of Fetler;:l ugcnc:J- rccortl s~-st( ,ms is argl~ab!?; 
bcyond the n~eiining of it:; 1anguape.ln :1ny case, i t  :Ippe:ll,s t l ~ a t  I'etl-
era1 ngcncics are f1 .c~to'c~sc the SSN in any way they wish, anti no 
i:1st:ln(.e has coineto o x  attciltio~l in xvhicli the ordcl- h:ls been in- 
ri)lrc?tlto c:ompcl or limit all. zgenc;:'s use of the SSX." (1). 117) 

T i ~ cHEW Secret;irxls cc;~l;n~ittcr caliie to the follomilig coucl~~sions 
r,l)o~lt t l ~ c  ncetl Tor 1cgisl:iiion on t,llis ~na t fc r :  "If thc SSK is t,o he 
stopped froin bec:ol;linp n rle fncto Stxndartl Univcrsnl I(!clltificr, the 
intlivitlual nus st liavc (11r option no(; to tlisclose llis 11111nbrr ttnlcss 
req11irc7rl to tlo so by tlic Fecleral Covcrnmc~nt for Icyitimatc Fetleri\l 
1)rogr:l:n p\lrpo:;cs, : ~ n d  tltrre must; be legnl autliority for ]!is refusal. 
Silrctc existing law oflcrs no s11ch clear antho~itj- ,  we rcconimend 
sprcific, prcclnptive,'Fedcrxl legislation provitling t l ~ a t  tlir inclicitlonl 
11;1s the rig11t to refrlsc to clisclose his SSN to nqj- person or orgnniza- 



tion that does not have specific authority provided by Federal statute 
to request i t  . . . and the right to redress if his lawful aefusnl to disclose 
his SSN results in the denial of a benefit." 

The report contained ot,her recornrnendations about 611e need for 
constraints on the use of the number and on its disseminxt,ion, and i t  
cited the need for congressional review of all presrnb Feclernl require- 
ments for use of the number to determine whether they should be 
continued, repealed, or modified. 

The Committee espects the Privacy Cornnlission strlldy to undertake 
such a study for the public and private sector. 

A number of departments and agencies opposecl the provision in 
S. 3418 limiting the use of the Social Security number. These included 
the Commerce Department, Civil Service Cornar1issic11r, Defense 
Department and the Securities and Exchange Comn-nissiotl. All cited 
the  need for use of the number as an identifier to acluevc zclministra-
tive ends, and the inordinate and prohibitive costs of reptogrammiug 
with an alternative number. Numerous private business, banks and 
industries uniformly opposed this section. 

Computer and data professionals from State and local government 
also opposed the provision, testifying that such prohnbitions on its use 
"would impose a tremendous financial burden on t'he States and an 
alternate identifier would have to be developed." 

The bill now prohibits Federal agencies from selling or renting 
mailing lists except as authorized by law, but does not require names 
and addresses to be kept confidential, thus allowing inspection where 
these are public records. I t  requires private organizat~ions maintaining 
a mailing list to remove the individual's name upon request. 

A major avenue by which personal privacy and confidentiality 
n a y  be invaded is the practice of the Federal Governnlent of selling 
and renting names, addresses and personal data in their files for use in 
comn~ercial and other mailing lists. Such pract,ic,es may ca.use a viola- 
tion of the tacit or formal agreement by which the agency collected or 
acquired the information for its own authorized purposes. Laws pro- 
moting open records in government hare resulted or may result in 
administratiye contracts on agreements to sell the data in bnlk, either 
us a convenience to commercial or other nscrs, or to publicize and 
promote the purposes of the agency. 

IVhilc :x f c v  esnmplcs inigllt be founcl iir jr-llicll tllc sale 01, rental of 
inailing lists by Federal agcncies \\.ithout specific st-atlitor:\- authority 
scrves :L useful purpose, the Conrnlittec c:oncluc'les for sevci*al rcilsons 
that s ~ ~ c l i  of the bill as action is totally inconsislcnt \\-it11 tlrc p~u,~cises 
amended. Ouc of thesc purposes is to ciltitlo :III iil:lividr~al to :L large 
~ n e ~ u r cof control osrer n-110, outsitle ol ;I ii'etlcrnl ngc1nc:!- ninintaining 
information about Ililn, llas :lccess to his przso:~al inforination. llniling 
list:; constitute sucli pel.s(:nnl ~nforlnntioll ~t-llcn, ,!or cs>rluple, they 
~.clxcseiitn gro11poi' ii~tli\.itluals po5:;essing a ccrt:un set of ctlarnctcr- 
istics. 'l'lle disclosure of this personal inforr~~ntion c:ul be tltlnlaging lo 
the individual. 'l'herefore, section 206(txj of i l ~ e  bill, us on~cncled, pro- 
hibits the sale or rental of lists of nirn:cs tint1 arldrcsses bj- E'etlcrtll 
ngcncies unless the sale or rental is specific:~xlly a\~tllol.izedby ln\v, 



Legislation on this subject has been offered for a number of years. 
These problems are addressed in S. 3116, introduced by Senator 
Hatfield mid pending before the Constitutional Rights Subcommittee. 

Senator Hatfield stated "the real thrust of S. 3116 is not what is 
received in one's mrtilbos but privacy and the question of individuals' 
right to control.\vhat is known about them." 

He cited the stockpiling of personal information in the businesses 
who compile and sell lists and other data for commercial purposes. 
Primarily, this means selling or renting lists to the direct mail industry. 

The Committee was told that "lists lor this industry are compiled 
from every imaginable source-telephone, books, magazine sub-
scription lists, credit card lists, church rosters, club memberships, 
government agencies, newspaper, announcement of birth, death, 
graduation and from seemingly, inviolate sources such as doctors, 
dentists, and schools. This flourishing business exists largely without 
the knowledge of the people who are providing the profit, the people 
whose names and personal data keep this wheel turning." 

Testimony from the Direct Mail Marketing Association shows that 
it is their recornmended practice to remove a person's name from their 
list if requested to do so. However, only some people know about this 
service, and the distribution of information through lists is so wide- 
spread that people who do inanage to get off lists through such a 
service, have no way of controlling what all the other companies do. 

The bill now requires no more of the private sector than that an 
organization engaged in business in interstate commerce shall remove 
the individual's name from a mailing list, upon request. Where lists are 
maintained by private companies, the Committee believes that the 
decision as to ~vho should be alloa-ed to rent or buy them is a decision 
best left up to each individual business. Ho\vever, where such lists are 
maintained by government agencies, or where names and addresses 
are sold or rented, the Committee fimlg believes that the decision 
must not be left to individual agency administrators. 

Subsection 206(b) requires all persons or organizations engaged in 
interstate commerce to comply \vith the written request of an individ- 
ual who wishes to have his name and address removed from their lists 
that are used for direct mail solicitat'ion. 

This provision represents a soulld business practice which is followed 
by many of the largest and most respectable direct mailers in the 
country. The Direct Mail 3-larketiilg Association, n-hich represents 
several thousand users of direct mail marketing and advertising in 
America, has stated in \\-riting to the Senat,e Government Operations 
Committee that its L~lail Preference Service is specifically designed to 
permit an individual to have his name removed from it,s rnenlbers' 
iists upon request. 

The Committee has been s.cl\<-;iscdi ~ yrepresentatives of tlle Direct 
Mail Marketing Association ilncl by nunlerous prominent direct 
mailers that this practice creates more profitable lists by nllo~ving for 
the removal of names of intiiviclunls who are unlikely to purchase goods 
or services from tha sollcit~ng organizir tion. 

The purpose of this provision is l o  estend this practice to all organi- 
zations and to expand the protection b all individuals. I t  is consistent 
with the best practice in Arnerican industry and \rith the programs and 
standards of the Association rcpresentmg those companies with direct 
interest in this problem. 



The Committee believes such a requirement is a simple and fz'lr one 
1.i-hich\rill not necessitate a revision of private business procedures. 
Mail order businesses may continue to compile mailing list,s ancl solicit 
through tlie mail. The widespread sentimenb on this subject for action 
\\-as.noted by Congressman Frank Horton, sponsor of Honse bill, H.R. 
3995, who reported 65 House members sponsoring the bill, 34 Repub-
licans and 31 Democrats. 

A survey of mailing list practices o!' Federal clepartlnents and 
agencies made by the Congressman and another by the House Gov-
ernment Operations Subcornmittec chaired by Congressman Moor-
head, were offered by Congressman- Horton for the hearing record. 

Thc threat to individual privacy from the selling and rent,ing of 
nnmes and personal information from gorerninent files and the use 
of mailing lists by  the mailing list industry was found t~ be an appro-
priate subjcct for privacy legislation by  the National Acnclenly of 
Sci~iicesProject Report. The Committee agrees xvith t11e report that 
thc standard of the Direct h4ail Marketing Association, inere re-
llioval of one's name, is not enough for Government agencies. As tile 
Acndelng rcport states, "For rnany pcople, this does not  resolve the 
basic privxcjr issue: when individu;~lsgive information about them-
selves to go-sernment agencies for onc pi:rpose, usually undcr legal 
comp~~lsiouto report, should t,licir names, addresses, and 'data nbout 
their occupa.tioris, ownership, military service, or other nctivitics be 
rilade available to organizations that would use tlie infor~ilationfor 
purposes tliat thcse individuals consider intrusive? 

"111time of ~nnjorproblc~nsof housing, cclucntion, crime, race 
relittions, pollution, :lnd pci~cc,i t  may seem a tlistur1)ingly trivial 
matter to tvorry about governlnerit records lcnding to tho receipt of 
1n:~ili~dvertisenlc?ntsthat son-~eintlividu:ils do not n~nnt .Ii11t tlie issue 
symbolizes somctl~ingwe cannot afford to  ignorc-lioiv do xve make 
the indicidual's informed consant n more respected nnd controlling 
fenture in organizational society? Our approach -tothis problc~nshould 
not be to make matters confidential which have long been considered 
open for. public access; rather, i t  s l l o ~ ~ l dbe to find a my to accom-
inodnt>ethose who feel their privacy is i~ltrudedupon by such direct 
mail practices. (Report, p. 3%)" 

T I T L E  I-PRIVACY PROTECTION C O ~ ~ ~ J I I S S I O N  

Section 101 

ESTABLISHMENT O F  COSIXLISSION 

Title I establishes a Federal Privacy Commission, an  independent 
body which the Committee deems absolutely essential to aid in the 
administrative and enforcenlent of the act, and to conduct a study 
of o~l ierprivate and governlnental information systems. 

Sec~ion101 rovides that the five full-time members of the Com-
mission would ge appointed by ihe President subject to confirmation 
by the Senate. I n  order to assure the kind of expertise necessary for 
dealing wit11 the legal, political, social and technological aspects, a 
co~nrnissionerslioulcl be considered for selection in part  by reason of 



his knowledge in one or several of the areas of civil rights and liberties, 
law, social sciences, computer technology, business, and State and 
local government. Not more than three of the members of the Com- 
mission shall be from the same political party. Con~missioners shall 
serve for terms of three years ancl for no more than two terms. The 
President; shall selcct. the Chairman of the Commission from its 
mcmbers and he shall be Lhc official spokesman of thc Commission in 
its relat,ions with Congress, tile Fcderal Government and the general 
public. In this capacity, the Chairman would be cxpl-essing the ~ ~ i e w  
of the entire Commission. OF course, this would not prcvent any other 
Commissioner from speaking his views, testifying, or providing in- 
format,ion t,o Congress, the Executive or the public. I n  all other 
respects, the Chairman shall have equal re~ponsibilit~y and authority 
in all decisions and actions of the Commission with other rnelnbers 
and each member shall have one vote on the Commission. 

Section 102 

PERSONNEL O F  THE COJI3fISSION 

Section 103 autllorizes the Comnlission to appoint nil Esecntive 
Director and other ol3iicer-s and employees and prescribe their functions 
and duties. The Executive Director will be compensated a t  a rate not 
in excess of the inaximum for a GS-IS Federal employee. 

I n  addition to its o~vn  employees, the Commission may contract for 
the services of experts and consuliants to carry out its responsibilities. 
Where these are technicians charged with the inspection of physical 
and technical security of arrangements, computer equipment and 
systems, they should be bonded in case; where this is found appro- 
priate. 

Section 103 

FUNCTIONS O F  THE COhlMISSION 

One of the principnl reasons for establishing a Privacy Protection 
Comrilission wns to fill thc present vacuum in the administrative 
process for overseeing establishment of governmental data banks and 
persorlal information SJ-stcnls and csalllining invasions of individual 
privacy. 

Subsection 10S(a)( l ) .Requires the Commission t,o publish, and sup- 
plement annually, a United States Directory of lnforlllation Sys-
tems. Each ngency is requirecl under subsection 201(c) to notify the 
Commission of tlle csistence and character of each existing sy-t eln or 
file which it. maintains on individuals, or any significant expansion 
or modification of the system. The Commission is directed to publish 
this information in t-he Directory of Information Systems together 
with a listing of all statutes which require the collection of such 
information by :I Fcderal agency. This is to carry out one of the 
fundamenta1 principles of t,he Act that the existence of Federal personal 
record-keeping systems should not be kept secret from the Congress, 
the press, or the public. I n  particular, i t  is designed to give the citimn 
one set of accessible documents and onc cent,r,al location ~vllcre one 
may rensonnbly be espected to find out just what ngencics are likely 
to  have n file on one and what they are likely to have done with it. 



It also provides a published standard for testing and evaluating 
Federal collection, use and ilisclosure of personal information in the 
hands of government. The Committee considers this requirement 
a substitute for the original requirement of notice to everyone on 
whom any Federal agency maintains a file, a notice ideally clesigned to 
promote the concept of substantive due process throughout govern- 
ment. However, consideration of testimony from experts and of 
agency objections concerning costs and administrative-feasibility OF 
such a requirement resulted in its deletion and replacement by the 
function of the Commission in this section. 

Subsection 103(a)(2).Authorizes the Commissioners to investipte 
and hold hearings on reports received of violations of the Act. S o  
adjudicatory powers are vested with the Cornmission and enforcement 
of the Act rests with the Federal courts. If the Comnlissioners deter- 
mine that a violation has occurred, they may report that violation t o  
the President, to the Attorney General, to the Congress, to the 
General Services Administration where the duties of that nEency are 
involved, and to the Comptroller General if i t  deems it sppro-
priate for any auditing functions of that agency. S. 3415, as originally 
introduced, would have given the Comn~ission the power to issue cease 
and desist orders to stop violations of the Act. The Committee decided, 
however, to provide for general enforcement of the Act's safeguards, 
and for the implementation of the exemption provisions, through the 
administrative channels of each agency, with ultimate review of any 
challenges in a United States District Court. 

Subsection 10S(a)(3).MODELGUIDELINES.The Commission has not 
been given the power to issue rules and regulations that would b 
binding on other Federal agencies. However, i t  is directed to develop 
model guidelines for implementing the provisions of the Act with 
interagency consultation and the assistance of appropriate experts 
in special subject areas. The Committee would expect that other 
Federal agencies would look to these guidelines before adopting their 
own rules and their procedures by which individuals could exercise 
their rights under this legislation. 

The Commission is further directed to assist Federal agencies in 
preparing regulations to meet the technical and administrative 
requirements of this Act. I t  is expected that the Commission will 
retain or contract for expert assistance in information management 
and technology and other fields in order to provide resources that 
may not be available to each agency. 

Subsectton lOS(b) .  Requires the Commission to review, and report oil 
proposed data banks and substantinl alteration of existing ones. For 
this reason, subsection 201(g) requires that Federal a encies report to 
tlie Comn~ission on proposals to establish data banti  and personal 
information systems, to significantly expand existing data banks and 
information systoms, to integrate files or establish programs for 
recortls linkage within or among agencies, or to centralize resources 
nntl facilities for data processing. 

The review anticipated here is for several purposes. Thc Com- 
mission is directed to review these reports in order to assess the 
potential impact of any such proposal on the privacy, due process, 
and other personal or property rights of individuals or on the confi- 
dentiality of personal information. This would include the physical, 



technical and administrative security of the data bank or computer- 
ized information system. The Committee acknowledges that  there 
are Inany definit'ions of privacy and that there is no one precise 
clcfinit~ion as i t  relates to the exercise by an irldivitlunl of rights guar- 
anleccl to hirn under the Constitution or- of his right to own a.n.tl 
l)ossess propcrtj7. Each nrncnclment to the Constitution carries with 
il y11nrnntccs ag:~inst, govel~nlncntal invasions of a particl~lnr nspcct of 
irltliridunl 1,rivuc-y. Until the concepl of privacy cizn be dcfirlcd with 
moro precision, the Committee bclicves that there is n necd lo stutly 
any thrcatencd invasion of a broad range of individunl rights by 
Federlll inforlnat.ion activities or practices. 

I n  tcstimong before tl!c Committee on Government Operntions 
ant1 before other committ,ces of the Senate, qnestions llnvc been 
raised about the impact of l'edcrnl inlorrllation sj-stenls on State 
1)rogmms n.11~1 powers as \veil as on the scpi~ration of powers esisting 
between the jutlicial, esecnLivc ant1 legislative branches of thc Federal 
Go~7ernment.Any propos:~l to establish or alter an infornlat,ion system 
sllould be csamincd in I j ~ h t  of its potential to affect. the Pcdcral 
sj-stem : lo take poivcr or responsibility from thc States or to g ~ , : ~ n t  
responsibilities 11-llicll should properly be carried out by a Fetlcrnl 
agency.

Similarly, an; rnajor proposal to expand or create lien- inform at ion- 
handling technology by Federal agencies for personal data should pose 
questions for thc Com~nivsion to attempt to ansiver rc,garding the 
ability of the three branches of gorern~nent to discharge their responsi- 
bilities r:nder such n new systcnl. I t  is for all of these rcasons t,hat 
age.ncies inust describe in their ~ ~ o t i c c s  the follo~ving matters, untler 
subsection 201(g) : 

(1) the effects of such proposals on the rights, benefit.^, and 
privileges of the individuals on who111 personal information is 
lnainta~ncd; 

(2) the software and hnrdwal-c features ~i~hicl i  bewould 
required to protect security of t,he system or file and con- 
fidentiality of information; 

(3) the steps taken by the agency to acquire such features in 
their systems, including descri],)tion of consultntions with 
representstir~es of the Natiol~al Burcau of Standards and 
other computer experts; and 

(4) a description of changes in existing intera.gency or inter- 
g?vernmental relationships in  matters involving the collec- 
t.lon, processing, shnring, exchange, and dissemination of 
personal information. 

Based upon its review of these proposals, the Commission should 
subnlit any findings and recomnlendations regarding the need for new 
legislation or 8dmin is t ra t . i~~  action to control or regulate new informa- 
tion-gathering techniques and technology to the President, the Con- 
gress, and the G,eneral Services Administiration. 

Subsection 103(c).The Commission is directed to re,port to the Con- 
gress the failure of any proposed data ba.nk or information system to 
comply with the purposes, standards and safeguards of the Act. I n  
most cases, a review by the Commission of proposals to establish or 
expand information systems should take no longer than sixty (60) 
days and-should afford the agency sufficient opportunity to alter its 
proposal if a question regarding compliance with this Act is raised. 



'Tbis estimate of time is plmedicated on tile full and prompt disclosure 
to  the Commission of agency proposals sufficiently in advance of a 
final policy decision by the agency to proceed with the proposal to 
permit adequate review by the Commission. If i t  is necessary for the 
-Commission to report a failure to c o ~ q l y  wit11 the Act,, the agency 
proposing an information system chn.nge shall not proceed with this 
proposal until sixt,y (60) days after receiving that nol.ificat.ion. This 
is to afford the Congress ancl responsil~le execlltive branch officials 
an  opportunity to act on the agency proposal. If the Commission does 
not make a determination that the Act. has not b2en violated by an 
agency proposal, this should not  constitute an  endorsement of or 
approval of any invasion of privacy ml>ich might 1.esn1t from the 
imple,n~entationof the nrwer a1 ternate information sj-stem. 

111 carrying out its functions under the Act, the Conlmission is 
encouraged to consult to the fullest e,stent prnrticnblc the 11rads of 
depart'ments, agencies nnd instrumentalities of the Federal Govern- 
~ n t n t ; ,of State and local governments xnd of private businesses and 
otlier organizations which may be affected by S. 3418. I n  ortlcr to 
ccirry out the duties assigned by the Congress, the Columission must be 
provided access and the opportunity to personnlly inspect a wide 
range of confidential material, information maintained by public 
agencies and private organizations ancl businesses. I n  performing its 
functiocs the Commission has the difficult task of balancing its need for 
informat.ion with the rights of privacy of citizens. I t  niay, for esample, 
be nece5~nry for i t  to esamine tlie actual contents nnrl use of certain 
files held by agencies. Obviously, the Conlmission itself is bound by the 
reyuircments of the Act, including civil and criminal liability for nn>- 
iinproper use or dirnlgence of information i t  receives in carrying out 
its ~~esponsibilities. The Committee expects the Commission to perform 

-	 its tasks comprehensively, but has guartled against the crention of nn 
Infolmation Cznr. The Commission is not intended to mnintnin its 
olr-11 files on individuals, or to retain any soch personnl informntion in 
its own possession. Tlie Con~mittce regarcls this legislntion ns n means 
to gui~rd figainst thc. integration of separate files on citizens into com- 
plctc! dossie~s. The Commission's polvels sllollld not be used to ~'IIIS- 
tratc t'llis purpose. In  addition, there is no intent to requile a nntion:~l 
t leposi to~~-for. tllc tec:l~nicxl and co~nmercinl, and trade documents, 
or the programming secrets of governnient orgnnixations nrid the 
privs,I t ,e scrtor. 

S ~ Ibscci;on 103 (d)( I ) .  h,lutual coopcra ti011 ill bc important to the 
succes~,ful completion of the study ol inlorrnation sj-sterns and the 
implementntion of the safeguards by the agencies covered by tile Act,. 
Wit11 regart1 to tlie Federal Government, the Cornnlission may wish 
to form nn interagency council to w o ~ k  lo implement the pro\,isions 
of thc A r t .  

I t  is expected t,llat the Commission 17-ill nlso serve ns n cletlring- 
11ou5e for various Fcderal agencies and others t,o sllure informntion on 
n~c~tliotlsof dealing with problen~s in adn~inistering the Act as well 51s 
assistilig in the eschnnge of aclminis(ratire nntl technologicnl material 
rcliitetl to linndling of personal jnfoiniation. 

Sl~bsccticn1US(t1)(2). I t  is probable that the Commission will necd to 
st\lt!y ant1 initiate rehearch projects to clet~imine the Fcst pl.otetiurcs 
for agency implcmcntation and enforccmciit of this Act.. Bccnuse of the 
lijgllJ?- tcchnicnl 1lntu1.e of information in system n~nnngenicrlt, re- 



search efforts mey also be directed toward (leveloping procedures for 
.gual-ding against linauthorized access to information systems and 
proceclnres for implemeilting the standards and safeguards provided 
b y  tit,le t.o t-his Act. Where these have already been undertaken by t.he 
Nnt.ional Bureall of Standards and other Federal offices, the Commis- 
sion shoulrl take appropriate advantage of those resources to prevent 
btll~plicationof efforts 11nd to a i ~ l  in the coordination of Federal cffort's 
in this nma. 

S1~bsect;on10S(d)(3).Tlie Committee added to the functions of the 
Commission the duty to determine, in connection with its research 
.:lctivit.ies, what specific categories of information should be prol~ibited 
by st.stutc from collection by Federal agencies on the basis t,hat the 
collection of sac11 infomlatioii~would violate a11 individual's right of 
privacy.. 

Section 104 

COXFIDENTIALITY O F  INFORMATION 

I n  o~ t lc rto f~~lf i l l  its obligations propcrly llncler this Act, the Com- 
mission must have access to all data, reports, and other information 
r e q ~ i e ~ t u lof any tlepartinent, agency or inst.rumenta1it.y of the 
csccutivr brcnch as mrll as of any indepentlcnt agency. 

Sinrc this will require access to classified tloct~mcnts and other 
highly sensitive personal information, thc Comlnission may accept 
identifiable personal data only if i t  is necessary to cnrrj- out its powers 
.and functions. It is directed to establish safeguards to insure that the 
confidentiality of the informat,ion is maintained and upon completion 

.of the purpose for which the information is required i t  must be 
des t ro~ed  or returned to the agency or person from whorn i t  was 
received. Because of the strict penalties provided for the ~iunutllorized 
tlisclosure of information entrllsted t,o its ctlre, the Coinmit.tee believes 
'it \vould be appropriate for the Com~uission to assn:.c that its tech- 
nic*i:~n.;and ally other ernploj-ees are bonded before they are permitted 
access to sen.sitive information. I n  atldition .Commission emplo?-ees or 
c:ontl~uc.!ors sllo~~lcl bc estenclctl the same privileges and be subject to 
tllc sanle recluiremmts for security clearances untlcr the Federal 
Seburity C1:lc.arance :IS employees of the i1genc.y who 11nx-e access Lo the 
infomiation in question. Uncler no circ~~rnstanccsslzould the Com- 
~nission or its e~nplo-yces be uscd b\- another agency for unlawfully 
obtaining information to xvl~ich that agency would not be otllermi.se 
entitled. Thc interilnl rules 21nd regulations of the operation of the 
Colnnii-;sion shoul(1 reflect the need for c:~reEul hiznclling of this 
i~lEol.il!:t tion. 

Section 105 

P O K E R S  O F  THE CO313IISSIOX 

'!'!I? ('rim~lii:t er is tlctrrn:inctl t l l n  t tllc P r i r a c ~ -  Protection C!om- 
~l:i+io!~]ill!-;!. 11:1~e ccrt:lin pov-6rs to  f1111y impleir!cnt :L strldy of 
!,e~~+o!lnlinf'or~n:ltion s ~ s t c i n s  to con t l~~c t  :I::(! overs i~ht  of tlle proper 
i l~ t . l> l : . !~ ic~l l t ;~ t i t ;11of t 1 1 ~Art ill t l ~ r  E'ctl~rai Government. 

111o:tlrl. to investipnte rrpnrtcd violntions of the Act., the Commis- 
sic,:^ nl:I!- fintl i t  naces.;n;.y to hold hearings and take testl~nony as 
v.ell :;s rrccirc? e~ri t lenc~ rdntetl to sucll violat,ions before making any 
I 'P~P! .~to thc  C'onyrcss or to the Att,orney General. I n  order to obtain 



sufficient information for these hearings or to assemble material for 
the study of informat.ion systems, the Commission is authorized to 

-require by subpoena the attend.ance of witnesses and the production of 
books, records, papers, correspondence and documents as it  deems 
advisable. 

I t  is hoped that the Comn~ission would be .able to work out volun- 
tnry agreements with both public agencies and private organizations 
for obtaining any material necessa.ry t o  carry out its statutory responsi- 
bilities. Should efforts a t  vahnbary cooperation fail, however, the 
Committee believes that the role of the Commission is important 
enough t,o merit the force of law behind its requests. Under any cir- 
cumstances, however, no subpoena shall be issued without a vote of 
tlle majority of the.Commission. The Commission shall appear in 
court in its own name to enforce subpoenas issued pursuant to  this 
Act,, and it  slin11 be represented by attorneys of its own choosing. 

Testimon~- presented before this nnrl other commit,tees, as well as 
in noncongressional studies, has shown the need nnd value of the 
on-site inspection t,o ensure thn.t regulations adopted pursuant to the 
Act are in fact adhered to by agencies in their normal day-to-day 
operations. By giving the commission the power to take such other 
actions as may be necessary t,o implement the Act, the Committee 
has adopted this recommendation. 

While criminal penalties for the violation of this Act are limited to  
the failure by an officer or employee of n Federal agency to disclose the 
existence of an information s~~s t e rn  or the unnuthorized disclosure of 
certain sensitive personal information by a member or employee of 
the Commission, the Committee felt it wns necessary to  provide im- 
munity from punishment under this Act pursuant to the provisions 
of Section 6001(1) of Title 18 of the U.S. Code. This "\I-histle-bloliring 
scct,ion" would perinit the Cornmission to recommend to the Attorney 
General that n person not be prosec~tted 1111cle.r this Act. And this see. 
tion is designed to encourage the report,ing of violations in order to 
Iurther strengt.hen the reporting of violations in order to further 
stl-engthen the oversight. responsibility of the Commission. 

The section would authorize the Co~nmission to  adopt inter-
pretative rules for thc implementation of the rights, standards and 
snfeguards provicled by this Actc.This is to assuIe that the rulemaking 
aul,hority of the Commission is limiter1 to the promulgation of rules and 
~*c~g!ilat~ioasgoverning its oxvll operat~ons, organization and personnel. 
'l'llls scct,ion was included to insure that the courts would not interpret 
tllcse rnoclel gaidelines or other rules which the Commission is author- 
ized to issue as having the force of law with rcspect to any other Federal 
agency. Rather, such guidelines shall offer only the Commission's best 
jr~dgment regarding the possible implementation of its safeguards 
undcr the Act, and shall serve as a reference only for other Federal 
agencies to consider in nclopting their own r111es and regulations. 

Section 106 

COMMISSIOS STUDY O F  OTHER GOVERXhIESTAL A S D  PRIVATE 
ORGANIZATION 

Sect,ion 106 requires the Privacy Commission to make and report on 
n study of the data banks, automated data processing programs, and 
information systems of the private sector as well as of regional and 



other goternmental agencies. As tliscussed in this report, tlie decision 
to authorize such a study is based on t,lie C'omniittee deferral a t  $is 
time of legislation for abuses of privacy, due process, and confidentlal- 
i ty in t l ~ c  private sector, a need particularly urgent wit'h the growth of 
l~~ltionnldata banks, npplicnt,ion of computer technology, and use of 
new informatmionmnnagelnent practices. 

Tlie lac:li of adequate empirical and legal research to support needed 
Iegislntioll is expeclecl to be remedied by the Commission study and its 
specific recolu~nenc!ntions as to application of the principles or guaran- 
tees of Ll~is legislation to particular sectors or subject areas, or to par- 
ticular iilforn~ation linkages between private, Stat,?, and Federal data 
systems. I t  is f~irther autllorized to make such ot,her legislative recom- 
niendatians as it  may determine necessary to protect individual 
privacy ~vhile meeting the legitimate needs of government and society 
for informatioi~. Sucll study may, on the basis of the Comn~ission's 
~~esearch,take into account the test)imony on thc original bill advocat- 
ing regulatory oversight by the Con~mission or so~ne other Federal 
ug.ency of all major data banks and information systems affecting 
privacy. 

The Committee found a particular need for esaminat.ion of the lams 
:~nd  ~ruct~ices governing the lrinds of information held by private 
inforrnntion collectors which the Federal Government obtains by 
various means. This includes bank, health, educational, and employ- 
inent records. I t  was partlj- for this reason tllut the Committee adopted 
an amendment authorizing the Conlmission to stucly what personal 
information the Federill Government slior~ld collect. Congressional 
studies revenled t l ~ r ~ t  most departments t~nd agencies 11:~d little cogent 
I<nowledge on the estent ol their tliit'a collection from t.l~e private 
sector and how t.lieir demands or their grants, contracts or tlgrecrnellts 
ult.i~natelv affectetl the ~rivuc?; of the individual. 

Despite some eff0rt.s by government and private, bodies to study 
certain aspects of public and private informcttion practices and com- 
p ~ ~ t e rtechnology, no Federn1 body llas yet been given a broad mandate 
to esnrnine the status of privacy in both the public and private sector 
and to recommend specific legislative or aclmiilistrative act.ion to 
c~n11anc.e its protectioli. IncZeed, tlie President's Domestic Council 
Committee on Priv:~cj-, established in early 1974, iminediatelj- per- 
ccivcd the need for u comprehensive survey and analysis of existing 
ant1 planned dr~ ta  banks and of tlie laws pertaining to privacy, confi- 
tlentirc1lli.y a.nd securily. That  Committee realized, however, that such 
u t.usk ~vouldbe tirne-consuming and difficult. I t  relied, therefore, on a 
recent survey of Fecleral cl:ttu banks conducted by a congre~sional 
committee. The Privhcy Committee of the Secretary of I-Ie:~lth, 
Education, and Wclfare had a ei~nilar experience. Similarly, a number 
of Depn.rtment lieads in recent years have discovered that they ltxcked 
conc~ete and comprehensive information about their o~vn qgency's 
s?-stcms. Since esist,ing esecut iv~ offices hare neither t l l ~  noraut-l~orit,;\. 
tllc practical ability and resources to perform sncll functions, tlic (-'om- 
inittee decided that, i t  was necessary to crent,e t,he Privacy Cornmi.:' bylon 
and chnrge i t  wit.11 these tasks. I11doing so, the Committee 113s adopted 
:L recornmendation made bv numerous experts and study panels for . -

nhnost il decade. 
The Commission is directed to conlplete the privacy study not later 

than t,l~rce years from the date of its organization. It is authorized to 
make periodic reports of its findings to the President and to the 



Congress, ~vl~icll  I\-ill nllo\v i t  to submit reports and specifir 1,eronnl;lcn- 
dations on subject areas as tllejr are con~pleted, ariil not all at oiice a t  
the end of its term. 

The reports shall include recommenclations for applying the rrquirc- 
ments and principles of the act to the information practices of orgsni- 
zations under study, \\-hether by legislatio~l, administrative action or 
by  voluntary adoption of those requiren~cnts and principles. 

Need for Study 

Governors and other State and local officials have citcd the dearth 
of information about the practices of regional or national data bank-; 
u41ich, because of their intersttxte nature, are difficult to  finalyze or 
control by  State privacy laws and regulations. I t  is thus espec ted that 
the Commis~ion's strlclies, especially tllose aspect. analyzed by state^, 
will assist the States in their own efforts to plotect personal privacy. 

Representatives of private industries, blrsinesses and organizations 
have also indicated that such a study \roultl better enable them to meet 
their ethical and legal obligntions to protect individual prirncy in mi 
information-rich society ~vhile taking full advantage of the benefits of 
computer technology. 

Guidelines for Study 

The Committee is aware of the range of possible areas for ill~-esti::l- 
tion and of meilns of conducting suchstudg. Therefore, snb~ection 7h) 
establishes restraint,^, li~llit~ationsand certain research guidt l in~s Tor 
the Conlmission study so that t.he f ind procluct in  each-case in:,; bo 
responsive to the particular legislative n.nd administmt,i\~e neerls of 
Congress, the executive branch and agencies of State and local govern- 
ments. 

As a specific requirement, the Conl~nittee is to esarnine and analj-ze 
the interstate transfer of inforination about individuals n-liet,ller by 
manual or electronic means. As an example, interstate corporations- 
and multi-state governmental 11nit's and private regional data banlrs 
eschange among themselves n n-ide variety of information nborrt people- 
for the purpose of approving credit applications, hiring personnnl, 
esamining claims for insurance, ancl other transactions affecting tle- 
cisions about the rights, privileges or bencfits of individunls. A second 
esample ~vould be the experimental Electronic Fnnds Transfer S.;: x - t r n ~  
now being derclopctl under the auspices of t'he Department of the  
Treasury and the Social Securi t .~~ Administration to electronically 
transfer social security bencfits and otller \\-elfawe paj'ments from 
government to bank. 

The Commission study is by no mean? directed to all data banks on 
people or all personal information systems. Rather, the Commission i.; 
charged to study only those n-llich significantly or substantially affrrt 
the privacy and other personal and property rights of citizens. The 
Cornmitttee has heard and reviewed much testimony ~ ~ l l i c h  indicates 
tha t  interstate and national information net\\rorlrs affect the lives ant1 
substantive rights of indi\riduals in a variet,? of ways. The Conlniittec! 
believes that the Commission should focus its attention on the affects 
of t8he collection, use, storage and transfer of inforlnstion on the 1.ig11ts 
of individuals. 



Social Security Numbers 

Pi~rt,icuIi~rpri~ctices and subjects \vhic11 the Col~lnlittee lias fo~lntl  
are of spccinl concern to the public are tlesignr~ted to be given priority. 
The Cor~lnlission is required to study the use of social security numbers, 
licensc plate nr~nlbers, universal identifiers, and other symbola used to 
identify intli\ritluuls in inEor111ation systenls and to gain access to 
integrate or centr:~lizc systems and files. One of the most importnnt 
proble~ns that Ilns rlriscn in the Committee's consideration of pri\.acy 
lcgisll~tioliis (he built-in potential among pcrsonul information syste~ns 
for t,lle crei~tioll of i i  nntionnl data bank. A single national systcnl 
utilizing informi~t,ion gr1,theretl about individuals from rntttq. sorl~.cc~s 
could Ire i~tlvanced by Lhc use of s colninon identifying nurnhcr or 
synlbol imiclue to ctich intlividuill. The Corlimittee intends tl~ilt tllc 
Commission esnminc? t,lie use of socirtl secr~r i t .~  numbers ant1 ol.licr 
simili~r idenlifyi~lg symbols or codes in light, of tlieir possible use ;IS 

universal itlentifers, or as iildcsing tools which may ease thc brench of 
confitlcntittlit,y or 11it!l<e g o ~ ~ e r n ~ n e n t  the intli- recortl surveillance o ~ ~ c r  
vidunl rasiel.. Thc Commission shor~ltl review li~\\-s, regulations : L I ~ ( I  
decisiolls afl'ecting tllcse matters anti, in p:zrticular, cxt~mine tile costs 
nntl feasibility of l i~~l t ing or restraining present Lrcncis in such prt~cticcs 
ant1 devrloping less tllreatening altemittives in the interest of gllnr;In- 
teeing inclividuill priri~(:y an~1  ~oilfidcntialityof pc1.son:~i illfor~!l:?..t.io~i. 

StatisticalData 

The Coiil~nissio~l is also rcqr~iretl to stutly thc rnutching, intcgrstion 
and analysis of fetlcrillly protluced statistical c1at.l~ \\-it11 other sourctls 
of per~onal iilfor~niltion to reconstruct individual responses to statisti- 
cal questioni1:lires for uses ot'l~er than those for which the inforniatio~i 
\+-as collectetl. 'l'lle Committee 11-as presented \\-it11 circumstant~:~l 
el-itlencc i l l  Volume 11of the 1971 President's Com~i~ission on Fctlcrul 
St,atistics 11-llicll illtlic~~tcs that i t  is possible, through sol)hiit;icate~l 
com1)uterized tecllniclrics to estimate lrith reasonable accuracy pcr- 
so~llal info~matbon relating to identifiable individuals using inult,il)lc 
sources of statistical and nonstatistical information publishetl by
Federal and State agencies. Such infor~nation yields to its user signifi- 
cant iilforlnation about individuals heretofore held in  confidenoe tint1 
thus \lolnt.ing a pleclge of confidentiality made by Federal agcnc:ies 
collectirlg the infornlatiorl for statistical 1)urposes. Cornmercid f i r ~ n s  
are rapidly improving t l~ i s  technology, thus creating the neetl for 
careful attention to its directioil and ultimate capability anti its 
i m ~ n c ton privacy. The Committee intends that 1)articular aite:ition 
be pairP to  sucli tlevolopnlents by certain tlirect Inail marketers, ant1 
that thc Con~nlissioll rec:o~nlnend measures lo preserre the guarantees 
of confident,iality p ro~kled  by esisting census statutes and regulat.~ons 
and promiset1 by organizations conducting,statistical surveys. 

The Com~nittee believes that legislatioi1,on privacy issues shoultl 
give due regard t.o tho prc-;crvation of the Fcder:'l system an2 slloulcl 
allow States to provide str.onger corltrols as they see fit or to expcri- 
ment wit11 their own legislation to meet problems unique in  those 
States. At the same time, they should be nfforded,all of the infornlation 
which such a national study can make available. I11 conducting its 
study, the Conlmission is iecjuirecl to esalnine the laws, Execiltivo 



orders, regulations, directives, and jntlicial decisions which govern Llle 

activities undel study by the Coln~nission and determine the estent 

to which they are c~nsis t~entwith the rights of privacy ant1 due 

process, and other guarantees of the.Constitntion wl~icll this ACLsceks 

to promote. The Committee is cogn~zant that  many laws, regulations 

ant1 judicial decisions affect the collection of information about intli- 

viduals and the rights of individt~al privacy. T o  fully exercise its study 

function, the Comrrittee feels that the Privacy Commission shoultl 

examine these and take them into account as necessary in making its 

recommendations. I n  acquiring such information, the Conlmission 

may seek the advice ancl aid of governors, attorneys general, judge?, 

inayors and others with unique control over or knowledge of tlle 

public policy and law on privacy matters. 


Fecleral-State Relapions 

The Coll~mission is directetl to tlcLermine the est,ent to ~\-hich major 
yovel.nnlental and private personal information sxstems affect Federal- 
State relations or the principle of separtition of powers. The Com- 
mittee believes that many of the personal information systems funded 
or otherwise sponsored b y  the Federal Government subtly affect the 
ways that  State governments are able to operate their own information 
systems ancl interact with the Federal Government. For one example, :L 
Federal information program that solicits cert,ain types of information 
about individuals from State governments might also prompt those 
Stnte governments to begin collecting the sa.me type of information, for 
their o\Irn, perhaps undetermined, uses, u-ithont appropriate guarnn- 
tees of confidentiality. On the other hand, a Federal progrnm may, 
because of its unforeseen result,s, be effectively pr.ohibit,ing t,he State 
from adequately promoting the privacy of i ts  citizens, the confiden- 
tiality of data about them, or the security of its automated data s)-s- 
tems. Where necessary, the Committee intends that the Commission 
examine the often unforeseen, results of Federal-State info~mation- 
sh:+ring in light of their potential affects on Feclerul-State re1 at' ions. 

For each matter under study, the Commission is to consitler public 
policy nnd.current standards and criteria governing the collection, 
soliciting, processing, use, access, integration, dissemination, and trans- 
mission of pe13onal inf~rmat~ion.  T h e  Commj ttee heard testimony ancl 
has revic~ved much material indicating that many information users 
already impost strict safeguards and confidentialitmy requirements on 
t.lleir inform;~tion systclus. The Committee wishes the Commission to 
be able to review these rules nnd practices in order to determine the 
scope of tlieir use and their effectiveness as motlels under part,icular 
Iegi~lnt~iveschemes. 

The Colnmission is also specifically directed to include in its st.ody 
.certain areas mhlch have been shown to be of concern to t.he public 
ancl to legal. commentators on privacy issues. These include informa- 
tionnl activltles In the aren.s of medicine, educ,ntion, insnrnnce, em-
plovrile~lt and personne.1, credit, banking ant1 finance, t-ravcl, hotel and 
entertainment reserva tlolls, and electronic check processing. .,-

I11 addition to these,. the Commission is authorized to sttidy s u c l ~  
other informittion actlvltles as.lt believes are necessary to carry out 
the congressional policy of t,hls Act. This provision is included to 



assure that t,he Conlmission may be free to esnmine new developments 
in means of sophist~cated surveillance technlqnes or of transrr~ittilig 
personal information by satcllite and other electronic means. 

Exceptions to Committee Study 

A11 exception is made to tlie Cpmmission's study power for informa- 
tion systems maintained by religious organizations, in order to pre- 
serve the principle of sepa1,ation of church and state. A similar esenlp- 
tion for charitable and political organizations was deleted fro111 the 
original bill by Co~nrriittce amendment to assure the broadest scope 
to the Commission's study for the protection of individual privscy. 

This section requires the Commission, to the extent practicable, 
to collect and utilize findings, reports and resenrch studies of con-
gressional ant1 State committees, other government agencies, p i -  
vate organix~tion-. and individuals whicli pertain to the problems 
under study by the Commission. The Comnlittee recognizes that 
there has been much written and aid about tlie issue of personal 
privacy, d ~ i e  process and confidentiality. I n  fulfilling its study man- 
date, the Commission c nu st take full advantage of this research ant1 
information. In  addition, there are available in computerized form 
the tests of statutes ancl judicial opinions.. 

The Committee expects by this requirement to have incorporated 
within the Commission study the most valuable aspects of previous 
research efforts and thereby reduce the administrative costs which a 
nationwide study might ot,herwise involve. 

In  many subject areas, the Commission may need to do no more t o  
meet its obligations on some aspect of the study than develop untE 
draft the specific language for legislative recommendations to be 
submitted to Congress nnd the President. 

The Commission is also authorized to receive &nd review indivitlual 
complaints with respect to any matter under study. This is to assure 
that wherever possible, the Commission's empirical research shall 
include, and the recomnlendations address, the complaints and 
concerns expressed by individuals or organizaLions. Frequently, the 
economic or political consequences of seeking redress from or com- 
plaining to the offending agency malres i t  difficult, if not impossible, 
for the individual t o  obtain remedies for invasions of privacy or for 
wrongs suffered by inaccuracies fed into cornputel-ized data systems; 
The Commission shoulcl not have t,o rely on reports of complaints 
made to the off ending organization. 

I n  addition, in some areas, the lack of sufficient technical and legal 
resources makes i t  diflicult for Congress to investigate individual 
cases of information abuses which come to the attention of members 
to a degree sufficient to produce a record for cotnplex legislation. 

As indicated, the Committee does not intend such studies to be 
theoretical and speculative but to be based on lega.1 research, review. 
of data practices and particular data banks, ancl investigation of 
complaints i t  receives. 

SECTION107 . 

Section 107 provides that the Commission shall, from time to time, 
and in an annual report, report to the President and the Congress 
on its activities in carrymg out the provisions of this Act. -



TITLE 11-STAISDARDS AND MANAGEMENT SYSTEMS 
FOR HANDLING INFORMATION RELATING TO 
INDIVIDUALS, 

SECTION201 

S A F E G U A R D  REQUIREMENTS FOR ADMINISTRATIVE, INTELLIGENCE, 
STATISTICAL-REPORTING, AND RESEARCH PURPOSES 

Section 201 sets forth standards and procedures to govern all 
sta.ges of decision-making for and operation of the information systems 
of each department and agency of the executive branch. 

Stebsection 2Ol(a). This subsection is the provision of the bill 
specifically directed to the constitutional and legal control of the in- 
v21.sion of individual privacy by government. I t  reflects the intent of 
tbe Committee to follow the recommendations of the report of the Na- 
tional Academy of Sciences, that "in terms of privacy there should 
be a general policy to extend the zones of personal and group freedom 
from compulsory data collection so that matters that ought not to 
be considered in malring decisions about individuals do not become 
pa-rt of the formal record at  all." 

Beyond that, Ihis section, together with subsection 201(b)(l) and 
(7), reflects another dimension of the privacy issue, which is that, under 
our Constitution, there are, or may be, some human activities of 
which Government should not take note for any purpose at  all because 
of the detrimental &ect on freedom, and that this is true whether or 
not the information is intended to be used to make decisions about 
specific individunls. 

This section reflects the Committee's effort to insert considerations 
of privacy in the decision-making process involving management of 
information systems. As the Academy report states, privacy is "the 
primary civil libert,ies issue, since both confidentiality and due process 
questions disappear if the data are not gathered in the first place, or 
once they are destroyed." 

The section is designed to insure that a Federal agency weighs 
strongly the rights of personal privacy against its authority and need 
to gather personal information for a public 1)urpose. Before an infor- 
mation-gathering program may be ~mplemented, the agency must 
make a determination that, its action is authorized and warranted to 
.carry out a statntory obligation. This provision affirms a basic prin- 
ciple of good management in public administ~at~ionin that i t  is 
designed to require that the kind of information about individuals 
which an agency seelrs to gather or solicit, and the criteria for programs 
-to investigate individl~als will be, judged by an official at  the highest 
policj~making. leve,l to be relevant and necessary to a statutory purpose . 

of the agency. 
The section is designed to implement the follo~ving policy judgments 

in the report: 
Not only should the need for and relevance of specific items 

,of personal data have to be established in positive terms but 
serious consideration should be given to whether some entire 
record-keeping programs deserve to be continued at  all; this 
was the basic question raised about the Army's domestic 
intelligence watch over civilian political activity in the late 
1960's. A further consideration where need for collecting data 



is a t  issue is whether records should be retained beyond their 
period of likely use for the purposes for wliich they were 
originally collected. 

A related but more com licated question concerns the 
continued existence of files o P information which i..; no longer 
supposed to be used for making decisions about individuals. 
Many cumulative records about individuals in various sectors 
of the organizational world are filled with facts and evalua- 
tions set down in an earlier time, under a different socio- 
political ethos. In  this setting, i t  is not enough to say ''from 
now on we will not . . ."; steps need to be taken to remove 
from historical records in high srhools, colleges, commercial 
reporting agencies, law-enforcement files, and other organiza- 
tions the personal information previously gathered about 
political, racial, cultural, and sexual matters that would not 
be put in the files under present rules. To the extent that 
evaluators today have such records to consult, especially for 
decisions that are not visible to the individual, the presence of 
such information represents a dead (and improper) hand 
from the past. 

klost of these provisions contain terminology which will allow 
administrative definitions to fit particular agency needs and programs. 
They are intended to be implemented by the model guidelines devel- 
oped by the Commission which may then be adopted by the agencies 
or altered as found necessary. This will, for instance, allow for devel- 
opment by Commission ex erts, in consultation with ot,her Federal 
officials, of careful, workab ?e definitions of such terms as iiaccurate," 
"timely," "complete," and "relevant." 

Such a process is also envisioned for determining precise details of 
the contents of the notices of data banks required to be filed for the 
Federal Register and with the Commission. These can be discussed 
and determined with the assistance of the Commission in accordance 
wi th  an agency's unique problems and record-keeping methods. 
Subsection201(a)( I ) . Provides that each Federal agency shall collect, 

solicit and maintain only such personal information as is relevant and 
necessary to accomplish a statutory purpose of the agency. 

Tllis section, therefore, governs the first phase of the process which 
is the gathering of the information in the first plnce. The provision 
reaffirms the basic principles of good management and public admin- 
istration by assuring that the kinds of information about people which 
an agency seeks to gather or solicit and the criteria in programs iar 
investigating people are judged by an official at  the highest level to 
be relevant to the needs of the agency as dictated by statute. Second, 
i t  requires a decision that the collection of information or investiga- 
tion of people along certain information lines is necessary in that the 
needs of the agency and goals of the program cannot reasonably be 
met through alternative means. 

Where there are difficulties in linking a personal data program to 
statutory authority, i t  is to be expected that some agencies may face 
hard decisions of whether or not to seek additional authority, to reject 
certain programs entirely or to alter investigative standards. 

A third element in this decision process is the fact that the infor- 
mation which officials propose to collect must be maintained and 



'integrated into the agency record-keeping system. Thus the decision 
on the relevance and need for certain gathering of information and 
Investigating of citizens requires consideration of how that data will 
overlap or conflict wit,h existing data banks and information programs 
of the agency. 

This sectdon is designed to assure observance of basic principles of 
privacy and due process by requiring that where an agency delves 
into an area of personal privacy in  the course of meeting government's 
needs, its actions may not be arbitrary, but rather, must be author- 
ized, and found to be not only reasonable, but warranted by the 
overriding needs of society as the agency is responsible for adminis- 
hering to those needs. 

The provision is the legislative reflection of the conclusion of 
.a panel of the G o q j f t e e  on Scientific and Technical Information of 
the Federd Scieqce Council which recommended that ''an agency 
.should formulate as precisely as possible the policy objectives to be 
served by .a dat@:gathering activity before i t  is undertaken. Agencies 
a r e  encouraged to think carefully about the legitimacy of the activity, 
the significance of the data for the agency's program, the potential 
burden on the respondents and the possible availability of the data 
from some .other soupce. This may make it  possible to achieve a 
redriction in the burden being put on citizens and to harmonize goveln- 
mental questionnaires and surveys. Great care should be exercised 
in framing information requests to be certain that the desired in- 
formation is captured initially and that multiple requests for informa- 
tion is captured initially and that multiple requests for information 
.are avoided, and that no more sensitive personal information is 
.collected than necessary." 

Sli.bsectio~z201 (a)(2 ) .Provides that each Federal agency shall collect 

inf~rmat~ion
to thegreatest extent practicable directly from the subject 

where t)he information may result in adverse determinations about the 

individnitl's rights, benefits, and privileges under Federal programs. 


This section, as originally introduced, had no qunlificatiorls, but 
reflcctctl the basic principle of fairness recommended by several 
reports, that where government investigates a person, i t  should not 
,depend on hearsay or "hide under the eaves", but inquire directly 
.of the individual about matters personal to hinl or her. 

I n  order to meet agency objections about the needs of certain civil 
rind criminal law enforcement programs requiring intelligence n.nd 
investigative information to be collected from other soorces, the 
,iiection was limited to. instances where the information sought could 
affect a person's quahficf~tions to be considered by govcrnrnent for 
.employment or other rights, benefits and privileges. Tliis is the 
rninimuln standard of fair procedure, although there may be instances 
whcre it  cnrlnot be observed. I t  is expected however that tl~ese will be 
kcpt to n minimum. Cases may arise for instnncc, wliere i t  is not 
pa(-tical (1) for logistical or financial reasons, or (2) for rcnsorl of 
.conflicting, more restrictive, stat!itol*y rccluiremc.nt.s wllicll c::ulrlot, 
r~ftci-consalt,atiol~with the Comm~ss,ion, be resolvetl, or (3) \~:hrrc the 
info:.;n:~tion, is on hand from other tlisclos~~rcs ~nlltleby t.hc indivitl~~:\l 
nnd lie 11:lu specificall_\- consented a t  the timc of disclosure or Intrr to 
lir~voit used for otllc.1. or rcllilt,ecl purposes n-itliin thc : L S C I ~ ( , ~01. I) .<  
r~ilotIlcr ;~gelit:y. 



At the same time as it assures accuracy and fairness to data subjects 
by this rovision, the Committee does not wish to defeat the purposes 
of the $ederal Reports Act to promote the efficient, economical 
exchange and sharing of information; nor does i t  wish to impose undue 
burdens on individuals from whom inform ation is solicited. However 
when t.he cause of ordinary efficiency and small economies is weighed 
against the interest of personal privacy and confident.iality of sensitive 
informat,ion, the Committee expects the balance would tilt in favor of 
the latter. However, the Act looks to a conscientious weighing of the 
interests by administrators, and to decisions made on the record 
pursuant to the discretion allowed by this section. 

Evcn where information is acquired from other sources, an agency 
should, in the interest of.the standards of accuracy and efficiency to be 
promoted under subsection 201(b) make efforts to have i t  reviewed by 
the subject individual. For example, by sending him a copy of the 
information and aflording him an opportunity to affirm, deny or 
explnin it. Such review may constitute compliance with subsection 
201 (:I) (2). This section reflects the committee's adoption of the 
conclusion of the COSATI panel that "Information should not be 
collected on a hearsay basis or from people who have only a tenuous 
associat.ion with the data subject and therefore are not in a position to 
report data from a high probability that i t  will be accurate." 

S,r bseci ion 201 (a)(3). Requires that each Federal agency shall inform 
an>-individual requested to disclose personal information f o ~  any pur- 
pose whet.her that disclosure is mandatory or voluntary, by what stat- 
ut.ory a\it,llority i t  is solicited, what uses the agency will make of it, 
what penalties and specific consequences for the individual, which are 
known to the agency, will result from t,he nondisclosure, and what 
rules of confidentiality will govern the information. 

This requirement, in various forms, has been universally recom- 
mended by commentators and government and private groups, the 
HKW Report, information specialists, congressional witnesses and 
others, as basic to the protection of the indivi3ual from the arbitrur- 
information pou-er of the Federal Government. 

The Committee intends i t  to remedy the many documented com- 
plaints from citizens that they were pressured, coerced, or induced by 
deceptive means into responding to governmental questionnaires 
seeking highly personal information for administrative programs, or 
for census and other statistical and research purposes of the Federal 
agencies; that t.hey were not told and, furthermore, were frequently 
unable to learn, even with legal assistance, whether compliance was 
voluntary or mandatory, what statutes authorized it, what penalties 
:~t,t;lohcd t:o nonresponse, or exactly why the F~dertll Governnlent 
wnnted the information in the first place. 

The sect.ion anticipates that Federal requests or re,quirements for 
personal informat,ion henceforth shall be accompanied by written or 
oral notices presented in obvious or highly visible manner, which use 
t,he specific t,errns "mandatory" or "voluntary" in describing the 
nnttire of the individual's desired response, and providing the other 
requisite infori~lation concerning the authority of the agency to con- 
duct the survey, initiate the inquiry, or, in the case of administrative 
l)~.ogr:in?s,to ask particular questions, of the applicant . The Co~;lni.ittrc 
l)c!lic~c.; tliat an  ag.er1r.y should be able to coinr~:~~nicate to the intli-. 
1-itlunl, v- i tho~r~ to con).l)l\- \:i111 intl~uidation,, ~ ;he ther  hc is r~q l i i~cd  



a request for information and what the likely consequences are of his 
refusal. To  further clearify the consequences .of these options, the 
notices should also incl~lde an explanation of the limits on the agency's 
ability to keel) informat,ion confidential; for esa~nple,  under com-
l~ulsory legal process. 

The Con11nit.tec is not imprcssecl with rsccutive branch ~.rgziments 
and those of some. information users which hold that  such candor on 
tlle part of gorcrn:izcnt rc1)resrnts "l)oor ~ ~ s ~ ~ c h o l o g y "  ant1 will destroy 
the in tag:.i(y of statistic,al surveys ancl other dat>a lxogrmns, or that  
i t  will discourngc? cocprri~tion ~vitll official illcluirit!5. T!IC Uomnlittee 
belirvcs, rntl:cr, t l lnt just tlla ol)l)ositr rest11 1.: ~ii11 be obtained. Filr- 
t l l c r ~ n o r ~ ,  co~lsiitutional r.;in~i(lcration oi' ( ! 1 1 ( .  1~rocc.s~t,lle sl~iri l  of 

ant1 snlf-illcrimi~xatiolx s h o ~ ~ l t l  
pcrvatlc tllc conclnct of such inquiries 

for ncl!ninistrati\-e, or s:~cll governinentnl data
rcg~ilatol.~~, otllrr 
1'rograui.s. 

In  defining thc purposes of this sect.ion, the Committee endorses the 
rccornmcndat~ions of the H E W  report t,hat "the requirement is in-
tended to discourage organizations from probing unnecessarily for 
detnils of people's lives under circuinstnnces in which people may be 
reluctant to refuse to providc tlie rcqucstccl data. I t  is also intended 
to discourage coercive collection of pc~.sonal data that  are to be used 
exclusively for statistical reporting and research." 

We also endorse the explanation of the COSATI panel of the need 
for sac11 protecrio~ls to avoid "the use of coercion or. intimidation 
in  the course of gathering informn.tbon." We agree with the Panel 
that :  "unless disclosure has been made mandatory by Act of Congress, 
personal informakion must never be estracted from an indiviilunl 
without securing hi. informed, express consent * -* * I n  gatllering 
inforrnation fro111 individual citizens, Federal agencies have an obliga- 
tion to disclose t,o them the purpose for which the information is being 
collected, to state clearly the use or uses to which i t  will be put, to 
identify the governmental and non-governn~cfital individuals and 
organizations that  will be given access to i t ,  and to indicate whether 
the indiviclual's name will be associated, either clil.ectly or indirect'ly, 
with the infonnation. 

"The type of tliscloswc is particnlarly important when the indi- 
vidual's participution in a dnta-gathering activity is voluntary in 
character, and is one wny of assuring that the voluntn~y consent of the 
individual is meaningful. It enables him to evaluate thc risk he may be 
assunling by revealing pel-sonal information, and in some cases, per- 
nlits llinl to weigh that risk against the advantages of pa.rticipating in 
a particular governmental program. I t  also shoulcl contribute to pre- 
venting alienat,ion and should encour:ige participation in thc datn- 
gathering process. For the same reasons, i t  is imperative that the 
agency's unclarstunding with the individual be honored. 

"When an individual is required to furnish information by act of 
Congress as is true for the decennial census, informed consent of the 
type described in the preceding. paragraph i~ not necessary. Xone- 
theless, it is desirable to providc individual respondents with as much 
information concerning the data activity as possible." 

Of particular concern to people subjected to  governmentnl iilqui~ies 
is the general lack of precise information afforded a t  the timc of collec- 
tion about the penalties for and consequences of nondisclosl~rc. Where 
compliance is mandat,ory or where untrue response is punishnble, with 



~)e i l~ l l i csr:lnging froni 5100 to $500 to $1!000 and a year in jail, basic 
due ~)~o(:csspI)l'~cil)les reqi~ire that tllc iut1ividu:xl be put on notice of 
such pen:~lties. Tlle s:~nic constitutional coilsideretiolls require that  
\ \ 7 1 ~ ~ ~ u i !sl~cll pcn:llties accolnpuny dCmnncls for personal data, that  
tlcll~:ll~dI~IIISI .  IJC b:~sed on st:) t,utory at~tiloriziition. 

The Con1m.itte.e considers i t  basic fairness tliat any agency provide 
whntevcr inlorrrlntion it 11:~s at. I1;inti ~ ~ i ) ~ l l t  the illlmetlinte consequence 
of not rcspol~cling to :in inq:li~.y 01. particular question. While i t  ?nay 
usually bc conrcnient to provide this warning on the face of a ~ i m t t e n  
inquiry ~ l p o u  initial collection, in some cases, the Committee recog- 
nizes t h i ~ t  i t  may bc more prxctic.al to suj,l)ly such information prompt- 
ly a t  a lator time upon rcq~icst of a d a t t ~  subject who may voice ob- 
jection or concern about sonle phase of a written or oral inquiry, or 
to some p;irrl-icnlar question. Clearly, the agency cannot be reasonably 
especte,d to tell all foreseeable or imaginable consequences of nondis- 
closure or disclosure. I t  can Ilo~i-ever, advise when nondisclosure will 
greclucle nny consideration of all applicant for employment, or for a 
right, benefit or privilege, or when nonresponse may be accorded some 
weight in officiu.1 consideration of the ap~lication. 

r ,1o cihe one esnmple : 
A Feclcrul employee requestcd to complete a research questionnnire 

stating which political canelidate he or she prefers should be told a t  
the outset. that  thc response is voluntary, that i t  will not affect 
ernploy~nent, ancl will not go into any government file. However, even 
such notice x57ill not preclude nn employee electing to challenge the 
i n q ~ ~ i r yfor possible violation of the limitation in subsection 201(b) (7) 
on incluiric,~ on firgt amen?n~ent activities. 

Similarl3-, couples applying for Federal housing loans have the right 
to know if they have to answer questions on whether they intend to 
have children and if they practice birth control, why the agency 
requires such information and whether or not they lose the chance for 
the loan if they don't disclose such information. 

Subsection 201(b) (I). Requires each Federal agency that maintains 
an infornlation syst,em or file to insure, that is issue any requisite regn- 
lations, 2nd take affirmativp. adnlinistrative action for the purpose of 
assuring, that 1)ersonnl information maintained in  the system or file, 
or dis.ieminated fro111 it ,  is to the masinlum extent possible, accurate, 
complete, tilnely and re1e.i-ant to the needs of the agency. 

This rcqnirement complements tliat of subsection 201(a)(1) impos-
ingsuch a tlut- on a~encies  and is cleemed necessary to the effect,ive ex- 
erclse of i1uy right of the indix-idual to challeage a record, or a data 
bank on these grounds tllrough the agency or the courts. 

The stmlc2;vd of relevancy is that statutory basis for an information 
propran1 reqnircd by subsection 201(a)(1). The scope of these two 
section.; encompasses all phase:: of the information 2ystem. The stand- 
::rcls of re lcv~ncy here relate to the coiistit,utioni~lity and legality of the 
entire information program, i ls  well ixs, the reasonnble~ness of mainte- 
nance or any pnrt;icult~r piece of pe,rsonnl in!or~n:).tion, given the stat-  
ut'ory j~~rsidiction of the agency. The standards of :iccur:icy, 
complctcn~.~s,:md tin~eliuess) s. well as ~elevancy are directed to the 
c~u:tliti of thc inform:ttion in :LI~ iudi~idqal 'sown file. The section thus 
looks to :% c!ouble-prongetl con?itlerat:ion,' first to the auth~rized needs 
of the agc11c~-, and second, to the scope of the administ~ative need for 
infornlntion in order to nlake a decision on 'thitt individual. 



Tile condition that such a goal bc pursued to the "~rlasimum cstcllt 
possible" is attached to promote iln extra, measrlrc of caution :uld 
z ~ a lbcj~ontl 611~ ordinary stanclnrtl of c:lfe wllicli pol-crns all other 111-
forln;~tion Il:~lldlillg. Brit i t  i3 : I~SO ~lesigncd to tlllo-~TT thethc i~gcnc;\~ 
f ~ ~ r c t l o ~ nto  detrrniille through its o ~ v n  l~egulwtions ant1 tlirec,tirc.s, :IS 

:~d:il)t,c~cl is rc>tisonnbly from t,lie Con~nlission model guidelines, n.l.~:~t, 
"l>o.;sihlc" milllin the lirnits of the s t a t ~ ~ t o r y  dlltics placed on l11c 
:~gciic?;, of it:i resources, of tec11nologic:ll fc,tlsil)ility. :lnd of ~l(?llli1!19- 
tr:ltive ~)ract,icality. The Com1:littee 1.ccognixct1, for insttl~lcc, that i t  is 
nc11nir l is t rnt i~-and logistically in1l)ossible to kcep currcut :lnd t itilely 
thc st.:ltistical infor~niition nlaintnilled for liistorict~l and arc:!ri\-::I 
I I~ I I . I IGWS" .  Yet an agency may well question ;In investigati\-e t lnt:~ 
!,:irlk 01,file on pcople wllic.11 miis long ago ontd:~tccl and is 11ow seltlom 
u s c ~ l ,:111tl n:flich sen-ices no progr:tm or one n-flich is rllai~ll:iirlrtl 
oill>- ill rase tlie individr~als once tigain (leal a-itll the ager:c:j-. I t  is 
1:oprtl t.il;~t n-ith the inclusion of such a broatlly-ternlet1 lnantlate 
l i i ~ k ~ t l  crln a t o  tlre right of tile intli\-itlual to ch:lllcngc, there will be,' 
lonp-o\-c~~~tl~le of agcnc8y progra~n needs far stale, irreler:mt, eva~,ltlat,ion 
: ~ ~ i t ll~n t i~ne lyinformation. 

When cornbinsd with tlie sobsoc*tion 201 (a) ( 1 )  duty to confine inlor- 
nlation gt~thcling to only person:il informtttion rc1ov:~nt nnrl necess;Lq- 
to  :lc:coinplish a statutory purpose, tlre (,'ommittee 11:l.s prooitletl 
:~~c!nc.icsand tlre courts with n standard against which the individual 
1n.n.~-challenge info~mation in  a file or dat,n bank. 

Sctbsection 201 (b )( 2 ) .States that agencies shall require employees to 
refr:~in from disclosing records or personal data in them, within the 
agency other than to officers or employees who have a need for such 
record or data in the performance of their duties for the agency 

This section is designed to prevent the office gossip, interoffice and 
intcrburenu leaks of information about persons of interest in the agency 
or community, or such actions ns the publicizing of inforrnat'ion of n 
sensat,ionall or salacious nature or of that  detrimental to character or 
reputation. 

This would cover such activities as reading results of psychological 
bests, reporting personal disclosures contained in personnel and 
medical records, including questionnaires containing personal financial 
datti filrtl under the ethical conduct programs of the agonc:y. 

It is tlesigned to halt the internal blacklisting that frequently goes 
on in agencles and on Federal installtitions on persons who do not 
co~~ipl j ;with tlie organizational nornls and standards for some reason, 
suc.h as not participating in  savings boncls drives or cllt~rity ca~npaigns; 
ant1 the listing of results of enlplojrce tests or performances; 

I t  is designed to help prevent t,hc casy exchange of data about 
tllc snnw individual bet \~ecn regional nlnnagers of tlifferc~lt pro- 
grau~ls m-itliin a bureau or tleparlmcnt anti the consequcmt infor~nal 
or inadvertent administrative interration of data for purposes of 
m : ~ k i n ~a governinentnl decision nborlt thnt person. 'P'llis might ber. 
t r ~ ~ c ,for instance, of a farmer \vho hntl filed i~lfor.nration or been t.he 
s~il)jcct of official inquiry in scverttl agricultural progr:uns ill one 
c o ~ ~ n t , y .  

Tlle scction envisions that if an employee dealing with officinl 
information about a person is requested to srlrrendcr that person's 
recoletf to someone who clearly ]:as no need for i t ,  he shodd  decline or 
seek to define the purpose of the reqr~estcd disclosure. One of the 



results of this section may be to promote a sense of ethical obligation 
on the part of Federal officials and e~nployees to ascertain when 
improper disclosure of irlformntion tvithin tlle agency )nay be sought 
or pronioted for personal, political or comnlercial motives unrelat.ed 
to the agcncyJs administrative mission. 

I t  is ~:ot~ intended to c,onflict wit,h other st.atutrs, rules nnil rcgula- 
t io~is 'governing entployee conduct or irifo~.matio~~ ISprt1ctic:es bill, 
n l c a ~ ~ tto i:nplc~nent and reinforce them. 'The stnntl:~rd of refl,::inin>: 
fronl ccrtniil bella.vior implies, by definition, -not intlulging in inlpi~lscs 
to engage i : ~  positive behavior to the contrary, in tliis cnsc, in i?ot-, 
taking posilive :tction or making specific admi~?istr.ntivc or j~rrsor1:11 
efforts to disclose personal information acquired in the course of ol:cls 
duties when st~ch tlisclosn~.e is not required. 

Strbscction 201 (b) (3 ) .R~qni rcs  any Federn1 agency tlmt ~ n a i ~ l t ~ t ~ i n s  :I. 
personal inforinn(ion systcn~ or file to rnaintnin :x list. of all r:atrgoric1s of 
persons, including indivitlua1.i and agcncics a~~thorizetl  to llnvc rcgt~iar 
access to personal information in t11c sj-stern or file. 

r .I h e  original bill required Federal ng~ncies t,o recorcl each and every 
RC.(.F:;S to any inforli~ation sj-stel11 01. filc. BJ-requiring instead sirnply 
n list of the categories ol cinployees and of other agencies and persons 
who on a regular basis arc perrrlitted to cscuninc files witl~in a systr111 
of personal informat,ion, the bill meets the objections of agencies that 
a strict accounting of e,vcry access urns not administratively practi- 
cable or feasible in  view of the neressarv rolltine in dnilv access to n 
file by \ 7 t ~ r o ~ ~ +  e l ~ t p l o ~ . c ~ c ~itlerltifiablc groiips of pcjplc and bj- n~:~lt)* 
for pllrr)osc.; of erltcrin: or ~ \ i t h t l r a w i n ~  l)l.ol,l(.~~linforrnarion. '1'11(. 

of rcqlih.ing itleniity and purpose of ncc&s by reportcis ant1 citlleis in 
the pul-jlic exercising inspectiomrights unclcr that mltl otllcr acts rl~atle 
i t  niore feasible to reqnire a list rvllich uoultl bc available to tlir 
public nnd to individuxls who are subjects of the files. 

Where enlployecs are concerned, the kind of list envisioned rvould 
nlnke i t  possible to identify for any particult~r day the en~ployees oc- 
cupying a position and performing d11ti~srequiring such access to a 
particular file or authorized to liaoe such access. Since this is deemecl 
merely good nlnnngcrnellt and responsible personnel practice for all 
Federal systems and is a pract,ice observed in man37 agencies anyway, 
it is not expected to present difficulties in conlpliancc. 

With regard to the definition of who are '"regular" users beyond tllc 
agency, outside of the public and press, the type of regular use en- 
visioned is that such as where, by statute and written agreemcnt for 
information-sharing among agencies, there is access by terminal for 
the purpose of implementing such agreement. The Commission, in t,he 
course of developing model regulations for guidance of a,,mencles 111 

implementing the Act, will assist in  promoting a workable definition of 
such users by reference to. the specific situations presently autliorized. 

Szibsection 201(b) (4). Requires any Federal agency that maintains a. 
person~linformation system or file to maintain an &ccurate accounting 
of the clate, nature; and purpose of nonregular access granted to 
the system, %nd each disclosure of personal i~rfolnation made to any 
person outside the agency, or to another agency, including thc name 
and address of the p@ison or other agency to whom disclosure was 
made or access was granted. An exception is recognizecl for those 
accesses and disclosllres involved in public inspection or copying 



pursuant to law or regulation, which includes the Federal and State 
open records laws and regulations implementing them. 

This section is included as an essential eleme,nt of the Code of Fair 
Information Practice And the "Information Bill of Rights" in order 
to  promote the full implementation of the right to seek to obtain a 
nleaningful correction of inaccurate records, not only in the offering 
agency, but whercver in government and private organizations the 
inn.ccurate information may have been transmitted. 

The kind of audit and "audit trail" envisioned here is one that 
makes i t  technically and aclministratively possible to audit and inspect 
tlie nature and pattern ol transfer of personal information wllether 
in manual or computerized form outside the agency system, to be 
integrated in another agency's system, or to other persons in other 
agencies of government. 

Furthermore, such record of access and disclosure helps assure 
against administrative departure from the stated uses, access controls, 
and users required to be filed in the Federal Register and with the 
Privacy Commission, and to guard against illegal seizures of infor- 
mation. I t  is designed to make oversight of,information practices of 
government more manageable and efficient. 

Sz~.bsection201 (b) ( 5 ) . Requires a Federal agency that maintains a 
personal information system or file to establish rules of conduct and 
notify and inst,ruct each person involved in the design, development, 
operation, or maintenance of tlle system or file, or in the collection, use, 
maint,enance, or dissemination of infornlation about an individual, of 
the requirenleilts of this Act, includin, rules and procedures 
adopted pursuant t.o this Act and the pena ties for noncompliance. 
This notice would include consultants, contractors, and those outside 
the agency involved in such activities. 

This section, another essential element in the Code of Fair Informa- 
tion Practice, merely recognizes principles of good public adrninistra- 
tion that the most effective hierarchial management of an organization 
results from informing employees of their responsibilities and how they 
relate to overall agency obligntion and of their duties regarding the 
information they process and to the techniques, equipment and instru- 
ments with which they carry out their assignments. 

While most agencies may have ethical concluct rules with respect to 
the, informntion under the control of civil servants, tllesc do not neces- 
sarily always reflect the ever-espanding informa,tion needs of govern- 
nzcnt or the increasing mechnnization nnd computerization of gorern- 
ment rccortls, with the vast numbers of specialists and technicians 
brought rapidly into Federal agencies lo deal with them. Nor do these 
codes reflect the developing professionn.1 coclcs of ethical conduct for 
those involved in application of computer technology and sophisticated 
i~zforr~~ation-pro~:essi~~gtechniques in the public and private sectors. I t  
is csl~ccted that the Commission, in drafting its model guidelines, 
would incorpornte these and would encourage their Illore extensive 
ador~tion by agencies in their rules implementing the Act. 

This section thus envisions positive action, by tlle agency, beyond 
mere publication of implementing regulat~ons, to notify people 
administratively, perhaps by a handbook for which each person is 
responsible, and by a special session instructing them on chnnges made 
in existing programs by the new Act. I t  is expected they would be in- 



formed of administrative sanctions ancl other penalties applicable by 
reason of statutes and regulations governing performance and behavior 
of Federal personnel. 

Subsection 201 (b) (6). Requires any Federal agency that maintains 
an ini'orn~ation s ~ ~ s t e ~ n  administrativeor file to establish a ~ ~ r o ~ r i a t e  
and physical safiguards to insure the securh? of the infornlation sys- 
tem and confidential it,^ of ~)ersoanl information procrssed and handled 
in it  and to protect again& any reasonably forlsecuble or nnticipatctI 
t,hrents or hazartls to their security or integrity which conld reslllt ill 
substantial hnrm, embarfissment, inconvenience, or unfnirness to :my  
individual on wlloln persolla1 infornlation is maintained. [The analysis 
of this subsection is supple.mented by that for subsection 201(f).] 

Once privacy, c:onfidentinlit,y and due process policy issues have 
been resolved, the nclministrative measures and technical fentul.ea 
needecl to inlplement those decisions are required to be taken by the 
agency under this section. These rnay include, for esample, esttiblish- 
ing and enforcing rules of access, adding coln uter software that ap- 
propriately screens requests for access and tia t  keeps n.cc11rate nntl 
complcte records of access and disclosure, and installing locks untL 
sirnilnr security cleiiccs. l l nny  agencies will no doubt find tlioir 
~)rcscritmensures ,ztlecjitete for IllnnjT existing systems and files. Ot,hers 
may need su1)plernental-y action. All must make such con.siderations 
part of their c!ecisions to crentc new systems and data banks. 

The Committee recognizes the vnrict,y of technical security needs of 
the many different agency systems and files containing personal infor- 
mation as well as the cost and range of possible technological n~etltods 
of meeting those needs. The Committee, therefore, hns not required in 
this subsection 01. in t,his Act a general set of specific technical >tiln~l- 
ards for security of systems. Rather, the agency is merely requ~red t,o 

those administrative and technical safeguards which i t  
determines appropriate and finds technologicnlly feasible for the nde- 
quate protection of the confidentiality of the particular information i t  
keeps against pul-loining, unauthorized access, and political pressures 
to yield the information improperly to persons with no fornlal need 
for it. Once i t  deter~nines the need for certain physical and tec,hnical 
features for tllc compl~terizecl or mechanized stages of their systems, 
or for their lnanual files, ngencies would be cspected, in complinnce 
wit.11 the Act, to seek such feat,rires necessary througli the butlget 
process or ns alterna.tivcs to  existing nlcthods. 

Thc Committcr is cognizant of the atlvice of t,lle Dirrc:tor of the 
S;~t,iollnlBurciii~of Sti:~~clar.tls1n.stitutc for Ccnzl,r~tcr Scicnc:cs :~n(l 
P 7lcc:l~nology, nnt! i~~t::ntis that the tcrnl ''apl)rol)riatc salcgr~~~rds" 
sl~oultl inc.o1-1)o1~ate :urtl "rcfcr n st:i.ntl:i.rtl of rei~sol~;iblc~lcsa to tl~osc 
s:~fcg~:tr(ls (:~~rl.crlt 1)ro(~d111.~s1~11y\vtlich I P I I L P S C ~ : ~ L .  st;~Ic-of-the-:~rl :~.t 
given ti~nc, desl)itc :ill!- ~ve:~l;l~csscst1l:~t InirJ- c\;i:;l: in tllc t t . ( , l~~io log~ 
iit tll:lt tiinc." Hoivi'\-cr, t :~e (2oln1nittec tloes noi iuteiltl to disc:ouraxe 
tlic nctive p t~ ls i~ i t  of new ant1 morc useful snf(ylards. 

\171!ilr this i!lter;~ret:i.tioil rel)rc.scnts a i ' ~ t r ~ : ~ t  :~l)soll~tefro111 
rcqr~ire!lielltof obtaining st1(.11 tec~l~llologic:~l fcn.tlrres, tlle C. 'or~i~l~i l l~c 
tigrrcs tllict s i s c : ~  prcse116 r:osL i':~r:tors r1.11c1 c~o:~sit!er:~tiol~soi' cc,ono~u?;, 
srlc.11 all ~~ppronch tliat KCw~pgc~sts could look forwarcl to incre:1singly 
higher s ta~~tl :~r t ls  'xr~aioi~ablene~s' arc lurtthc.r of 21s new tccl~~lologics 
tlevclol)etl to 111uke o(!r ..;!:sLcn~s progressirelj- rllore s ec~~rc .I3r1t i t  



would also permit the iinnlediate application of all of these techniques 
where they can contribute-even in their present forn-to better 
l'rotection of data confidentiality and individual privacy. 

The Act thus provides reasonuble leeway for agency :;llotmen.t of 
resources to iniplement this subsection. At  the ogerlcy level, i t  allows 
for n certain amount of "risk management" whereby adrllinistrators 
weigh the inlportance and likelihood of the threats against the avail- 
ability of security measures and the consideration of cost. 

Tlie Act nmkes the wisdom ancl 1eg:ility af these derisions reviewnble 
by the Commission and Congress where they involve major changes 
in computerization a,nd file nla~lngelnent of data on 1)eol)le. I t  thus 
makes Congress, with the advice of the Commission, the final arbiter 
of the decision weighing cost, economy, techno1ogica.l feasibility 
against privacy ancl other civil liberties. 

The Committee is furtl.iermore aware of the problems of requiring 
computers dedicated to one w e  or one sensitive cat'egory of informa- 
tion. Further, i t  ngrees with the Satiousl Academy of Sciences Report 
that "it would hardly aclr r i i~c~ civil liberties in this country, if in the 
name of protecting coilfidentinl files, civilian go\-ernment agencies 
ancl private organizations were to .adopt the authoritarian enriron- 
nients and intrusive personnel policiss usecl by defense and intelli- 
gence agencies to safeguard their inforlnntion sj~stems." 

The Committee was persuaclecl on the need for such standards by 
the testimony of coillput,er experts and by reported cases of file by theft, 
ta.pped transmissions and disclosure problenls in the use of time-
sharing facilities. As the Nationa! Acncleiny report recommendatioil 
summarizes ilumerous expert opinlons : 

Bot,h managers and policgrnake,rs should be aware that 
the pnyoff in sensitil-e pcrsonxl information to be obtwined 
by  insiders violating confidentialitmy rules and outsiders 
breaching systeill security is going to iilcre,ase in the co~ning 
years. More comprehensive informntion about people will 
be collected in the kind of large-scale record S J ~ S ~ C ~ I Sthat 
are growing up, sucli as the omnibns charge-card sj-steins 
and national welfare assistance progrnnls. ~urtl lerrnorc,  as 
more organizations make use of the low cost :uncl flcsible 
scrviccs that rLre available in coin~ncrcinl ti~nc-sll:iring 
facilities, more lligll-.payoff targets sncli as tllc I I ~ c I I I I I C ~ . ~ ! ~ ~ ~ )  
ant1 contributor lists ol \-trious kintls of org:~nizations will 
bc appe:!ring in t i lne-shari~i~ systcins, rcl!(l~irius inorc :xi ten- 
tion to the sect~ritj- p r o l ~ l e ~ i l ~  c011111li~rci:11.in i~ll~!til>le-~is(~r 
S;lcilities than tllis llrciL 11215 reccij-cbtl thl:s Stir. (I<cport, p.  395) 

The range of altcnlativcs available to ngcllcirs to pro~uoto ntlccluntc 
systcrns scc~iril~y llns beell tlcscribetl :lt Ir~lgtll for t l ~ o  (.'oli~~ilittcc 
recortl a~lrl in otli.er congl-cssional I~c:iu.i~:gs. Iior col~renicr:ec 2nd 
expertis?, the S n t i o ~ ~ n l  Acncicn~y of S(,icbnc.c rcl~ort, ca:1 h~ caiiccl licre 

ns indic;~ti\-c ol the Colnmittcc jutlync~~lt  tll:lt it is not [>-inz tlic 

ntlll!i~listri~ti\-c
or  1ogistic:ll 11:llltLs of tlic cscctrii\.c brtlllcll r\.i[11 strirf.. 

iiupossiblc st:lntl:u.cIs, but  is lcn\-ing it for tlir ::g!.c~lcics t11lt1 tjir Fotlcral 

GOT-ernlncnt to, rcclucst r~cetletl spccific fc : t t~~rrs  
Iro~!l ~!~alluinctlurrs 
in the course of tllc Fcdcrnl procureincnt process. 'l'l~c rcport states: 



What seems clear is that adequate computer technology 
already exists to provide both the hardware and software 
protections that are needed to afford effective levels of secu- 
rity for personal data in the kinds of record systems we have 
been considering. To give several examples of particular 
relevance to civil liberties issues, much more could be done 
by computer lnanufacturers to put record-field access control 
fextures into the software operating systems of computer 
syslems, so that users could exercise greater control over the 
authorization tables that govern access to the data base 
for each user. Similarly, much rnore could be done by soft- 
ware developers to provide the programs for real-time 
monitoring against unusual volumes of use or unusually low 
yields of 'hits,' in order to warn systems managers about 
w h ~ tmay be nnauthorized uses or improper 'browsing' in 
sensitive files. (Report, p. 395) 

The Committee does not, therefore, mean to relieve any adminis- 
tration officials of responsibility for promoting the purpose of this 
subsection. We are aware of the availability of adnlinistratire and 
technological means of promoting this purpose, and are mindful, in 
particular, of Justice Departnlcnt technical reports by the Project 
SEARCH Group and reforms effected by law in the computerized 
information systems of the States of Kew York, Massachusetts, 
R/linnesota, and others. 

The Committee has taken note of laudable activities in the executive 
branch to foster administrative observance of standards of confi-
dentiality of information and systems security. Such efforts and 
management guidelines have heretofore been dependent upon the good 
will of officials of the department and agencies and upon their zeal, 
time and discretion in use of resources. This Act will not impede these 
efforts, but will provide the needed legal support to aid in their 
achievement. 

Subsection 201(b)  (7). Provides that no Federa1 agency that main- 
tains n personal information system or file shall establish any program 
for the purpose of collecting or maintaining information describing 
how individuals esercise rights guaranteed by the first amendment 
unless the head of the agency specifically determines that such pro- 
gram is required for the administration of a statute which the agency 
is charged with administering or implementing. 

This section combined wit11 the application of the principles of 
relevancy nnder subsection 201 (a), rcfl~cts the preferred status which 
the Colnlillttee intends managers of information technology to accord 
to information touching areas protected by the First Amendment of 
the Constitution. It is a~med a t  protecting Americans in the enjoy- 
ment of the privacy of their thouqhts, habits, attitudes and beliefs in 
nlatters having nothing to do m t h  the requirements of their dealings 
with an agency seeking information. I t  is designed to assure that  
where such investigations are undertaken, the decision is made by a 
responsible official who is accountable on the record rather than by 
the culminative ad hoc, case-by-case decisions of investigators and 
drafters of questionnaires ~vllicll can easily become the common law 
of an agency1> practice in lieu of agency-level decisions. 



This section is directrd to the planning stage of any csccutive 
branch programs being dcsignctl for t l ~ c  principal purpose or iticntify-
iug Americans lv11o exercise thcir rights under tlie First Anlcndlnent 
ant1 of talring note of holv nntl rnllen such activities arc escrc.iscd. I t  
is tlirectrctl a t  progrnnis ~vllich ~vonltl ( I )  retluil*e gatliering of such data 
from othcr ogencies or (2) would recluirr. cj~~estions to be aslrecl of t!le 
subjoct irltlividu:~l or of ot.hers abo11t his or her person:il political 
beliefs ant1 philosop!i?-, about legitimate activities of tlir indiviclr~al 
in participating in cornint~ni~y events, in religion.; practices, in seeking 
retlrcss of grievnnces tl11,ougll sucli methods as signing petitions t o  be 
sent to Gorc~~l i~nci i t  agencics, J.fcnlbcrs of C'ongrcss oi. Stt1.t:. !qisla-
t1n.c~; piclieting r~ndcr lawful circumstmlces; associn tin? will1 others 
of like mind for tlie purposes of cschnliging social, econotnir or politi- 
cal vievi-s; engnsing in lrtwlnl demonstrat.ions with others of li!ic mind 
for the purposr ol expressing opinions about govcrn~ncntill, soc,inl or 
ccononlic policies; or written or spolren opinions aliou t such 
matters through tlie prcss, including Ictters to editors a i d  comlncnts 
on radio and television programs. 

This section's restraint is aimed pa.rticularly a t  preventing collection 
of protected infor~nation not immediateljr needed, about I;~n--al,itling 
Americans, on t'lle off-chance that Governnlent or the particular :lgerit,y 
might possibly have to tleal with them in the future. This, of course, 
applies not 0111.~to the agency's own programs, but  also to its partici- 
pation in such programs undertaken by other agencies. 

I t  is direct,ed to overly-b~ond inquiries made in  the rollr;? of 
administering programs requiring judgments on inclivitluals for de-
termining employment and othel- rights, qualifications, benefits, oi. 
privileges uncler Federal statutes. 

Kest, the seclion is directed to inquiries nlddc for rc.scnrcll or 
statistical purposes t~~llicli, byeven though they nlay be accon~l~anicd 
sincere pledges of corlfidcntiality arc, by t-hc very fact that go-wrn- 
olcnt, lllakc tllc inquiry, infriiiging on zones of personal privacy it-llich 
should be esclllptctl f'rorn un~\-nrrantctl Fctlcr;d inquir3-\-. 

Tlle initir~tircs for suc;li 1)rogr:lnls cilri be l~igllly visible n-it11i11 a11 
agency. Tlley I I ~ L V CCOIHC 1.0 the attciitioil of Congress i:l f o ~ , ~ n u l  i.egr1-
li~tions,in dr:tft rcgulutions, in informal tlircc:t,ives nncl orclcri citablisll- 
irlg progranis or sl)ccifyirg certain critcrin for g:ltllel.i~lg i l i l ' o ~ . ~ i ~ ~ ~ t i o n  
tlec~~letlliclplrll to a11 :lgenrj-. Tlie requirenlents of t l~is  sertion, then, 
inlpose n clutj- on adn~inistrators to review suc l~  sciisitire infor~n:~tion 
programs a t  t l ~ r  c:trliest possiblc st,age for their possible !.cccption by 
tlie pitblic and tlie suljcc t intlividuals us tllreats to first it~ucndolent 
principles. 

Since agency Iiends and adnliliistrators n-110 m t ~ y  ~Ioubt tl~cir au- 
thority will consult their gcnerd counsels ailtl tlie Attorney General 
as cliiet legal officer of the Go\-ernmcnt, i t  is espccted t l ~ a t  this section 
will impose no onerous burden on ticcision-niakers. I t  is furtller 
expcctecl, however, tlint not onl3- the rigicl letter, but  tlie spirit of the 
Bill of Kights will prevail in their decisions and thnt where there is 
dispute about whether t.0 solicit or t v  to collect the infomation, the 
scale will t,ilt toward observing the privilcy of citizens 2nd toward 
seeking alternative rilethods of fulfilling the administrative goals of 
the Federal Government,. 



The Committee does not espect tliat compliance will be met by n, 
one-ti~ne administrative finding that an agency requires such informn- 
tion. Instead, there are espccted to be specific determinations for new 
progrnlns or alterntions in esisting ones, for directives on i~lvcstigntire 
sti~ntlards, and for specific inquiries to be includetl on qucst,io~lnaires 
sent for xtlrninistrntive, statistical, 01- research purposes. 

Tllc stnntlartls n c  al)plica.blc whether the information is sought for 
:ulo t llcr :~gcncj-'s list, or bj- menns of inws  tig~tix-o q~~estionnaire, lie-
ticlector, o:ith, personality teat,, or any otller similar technique. 

Such tleterminntion will of necessity require reference to reqnire- 
~nen ts  of authorizing progrnln statutes, "housekeeping statutes" of 
the tlcpnrtments nn(l agencies, and pertinent jutlicinl decisions. A t  
n minimum, i t  espects thnt compliance will begin with creation of a 
special reviewing process for such matters a t  the highest level ineach 
ngency and th2t efforts would be mnde to seek to lean1 reaction to 
similar progrnlns by Congress, the press and public. 

Where authority is fonnd to be lacking to nlnlre such inquiries as 
are dee~ned necessary for n stntutory purpose, nothing prevents a 
depnrtment or agency from proposing to the President and from 
seeking of Congress legislation granting the requisite authority. 

I n  (Iran-ing the particulnr restrictions on data gathering set forth in 
this section, t,he Cornnlittee docs not intent1 to preclude future deci- 
sions thnt other types of persorlal infornlation sliall not be collected by 
Fetlernl agencies. 

ATotices 

S,ubsection$Ol(c).  Provides for t,he notices describing the personal 
information systems and data banks maintained by the departments 
and ngcncies of the esecutire briinch. 

The provision incorporates the recommended language contained 
in the draft adlninistration bill, and specific reco~rimendations of the 
I-IEW privacy comnlittce. The clr~ties herein are required to enable the 
privacy co~n~nission to carry ont its tlr~ties, as discussed above, pur- 
suant to sltbsection 103(a), of publishing the Federal directory of 
personal information sj-sberns and data balks.  

I t  is t,lle Conunittee's intent to specify separately each matter to 
Le includetl or considered for inclusion in such notices. The categones, 
1lowe~-er,arc broadl!; stated to allow agencies to adapt their statements 
to fit t l~eir pnr~ici~lar  s?-stems ancl files. 

The Cornrnittcc intends that no agency should be exempt from the 
rcquircnient to tlevelop sucll inforlnation needed for the required 
notices ancl to send i t  to the Commission. I n  addition, agencies are 
required to provitle such inform;ition for publicat.ion in the Federal 
Rcgister simultal~eous1~- 11-hen the Act becomes effective. Annually 
thereafter, tiicy are to sul)l)lemcnt snCh notice or, if there has bee,n 
no changc in t l~cir 1)el.sonal infor~nation sj-stems or data bank.;, they 
should either stale this or reissue their previous statement. ilrhile 
sr~cll ~i~nrllt;lnc~oris action may caucc an initial loeistics problem, the 
Conlmittee believes i t  is llecessnry if the public notice function and the 
ese,rcise of the rights which-it serves are to be meaningful. Con, oress 
has received complaints about the difficulty which organizat.ions and 
individual.; have in keeping track of the scattered, obscurelj--worded 
1)ublic notices filed by agencies which may .affect privacy and clvll 
liberties. In- add ition, citizens have complained that regional and 



loc,al e~nployees of the agencies do not have arailable in their offices 
sufficierlt information about other data bunks, ill\-estigutive or data- 
collection programs, or information practices of their departments or 
agencies.

Since the Federal Register is not always available to the average 
citizen and since the urgent\- of a 1)roblem might preclude hip'seeking 
inforrnation from tho Coniinission's guide t,o data banks, the Com- 
mittee intends that noticcs with the rccluisite inlornlation sllould be 
:~railablc for clistrihution upon request. 

I t  is expected that the contents of notices filecl with the commisiion 
11-ould of nccessitj~ be nlo1.e dett~iletl and elaborate tl1:in that pro~icled 
foi- sucll agency tlistribr~tion. Such a document might be abbreviated 
11-it11 an intlicutioil of wl i~re  the indil-iduill nlay seek utlditionnl 
infonna tion. 

The notice to the Con~tniision should contain a listing of all statutes 
wliich rcql~irc t.he collectioll of such personal infornlation by the 
xgcncp. This is to eualjle thc Com~nission to carry out  i t s  function pur- 
suant t.o subsection 103(a) to publish such list. for each data bank and 
pcrsoilal information sj-stem. This requirement N-as included by 
Committee anlendment so that Congress and the public may know 
whether or not thc ngencies arc collecting the infornlation at, the 
discretion or whim of administrators or if there is some statutory basis 
for it. This requirement bo provide such legal data on a systematic 
basis will enable Congress, if i t  so desires, to reesamine or modify such 
statutory authority. Such information on hand will also assist the 
Conlmission in its investigation of the complaints of violations of the 
Act, and in its study of the practices of St,ate and local and private 
sector organization In which i t  is to review the statutes and legal 
authorities for data programs. 

Strbsection 201(ti). States the basic right of tlhe individual to inspect 
ant1 correct the personal information which the Government has on 
record nbout that person. I t s  provisions are minimum standards ancl 
are not intended to preempt or preclude laws and regulations providing 
even stronger protections for such rights. 

These provisions reflect the cumulative recommendations of many 
experts in constitutional law and of governmental and private groups 
studying the issues of privacy and due process over many years. They 
also t,ake into account experience with access and challenge provisions 
of the Fair Credit Reporting Act, as well as the many recommendn- 
tions from the Federal Trade Cornmission, the public, and llenlbers of 
Congress for strengthening and clarifying that Act. 

As originally introtlucetl, the bill pro\:itleti that each asencj- notily 
all intli\-lcluals nl)out whom personal inforrnatioll is kept in the orga- 
nization's files. Tilis provision \\.oliltl lnost clearly I~avc  g~1:lrantectl 
tlmt each indivitlual 11-oultl know \\-hat files of personal i~ l fo r~n .  '1L'1011 

are bcing kept, anti I y \\-hoin, and for \\-hat purposes. Ho\\-ever, tlie 
C'olnmittce rccognizcs the r n ~ r i t  of the objection ruisrtl t)y Fctlcr:tI 
agencies th:tt intlii-icl~~nlnotificntion l\-oul(.l be unjustifiablj- cost I > - .  
Tlic Conlrrlittee relies insleatl on the initiative of concerned intli\.itluals 
to learn \vIicther they are the subject of government files. Using the 
Directory of Information Systems as a guide, any indivitlual that 
writes a letter to any department or agency or official of the Federa.1 
Government usking to know what files esist on him shall receive a full 



accomnting, on behnlf of the addressed deportment or nge1:c.y ant1 
: I I I  of i ts  sabsiclairy governmental organizntioris, grantees ant1 roll-
tractors, of precisely u-hnt files do exist. 

S~rb.j.eclion201 ((1) (1). Requires each Fedcral ;~gcncy ,+-l~ichiiii~int:lins 
iln iiiforrnation sj-ste~n or. file to assurc tha t  nn intlividual n-110 !ac~cjl~c-;ts 
them may csercisp rights set forth under this w~bsectio:~. This re- 
cluire1nen1 of "i1sslirance" lneans no lnorc nor less than that. an ngcnc:g 
m11st ( I )  issuc npproprinte implementing regulations ant1 (2) titkc 
affirmative actions to apply them. 

Icirst, the person lias t'hc right t'o bc inforlnetl of tlie csi:;tcncc of 
pcr~oila.lirifol.mti.tion on Ilim or her, to lrnom whether or not the ngciic~- 
even lins a scpilrn.tc! filc. 

I11 addition, full access to tQat file is t,o bc a~fforded and tlic right to 
inspect i t  i11 t~ form which is cori~preliensiblc. Tliis means tlint, unlikc 
the existing practice in some ngencies nnd under t,he Fair Credit, 
Reporting Act, a person docs not lir~ve to re1.y on a clcrli's re\-iew of 
the filc and n summary of what is in it. I n  addition, an agencx n l v  not 
just present n punched card or n collection of sytnbols on a print-out. 
from a computerizecl system, or shorthand notes, but rather, must see 
that the infornlation is presented in  a form which the lagmnn mity 
reasonably understand. 

The Cominit,tee agrees with the definition of "inspection') providetl 
by numerous reports on privacy and summnrixecl by the Academy of 
Sciences Eeport in the following terms: 

. . . where government files are concerned, w-e think 
inspection should mean the right of the intliviclual to sce a 
copy or display of the actual record in full, and to obtilin 
i l l 1  official copy of i t  for n nominal fee. Havillg an officinl 
describe the contents of the record to the individual but not 
let liirn examine i t  himself does not meet the test of open- 
ness or provide the psychological sense of linving satisfied 
oneself about what is really therc. (Report, p. 370) 

The person is entitled to know the names of all recipients of personal 
informr~tion about such individual, including the recipient orguniza- 
tions and their formal or informal relationship to t,he system or file, 
and t,he purpose and da.te when the inforrnntion was given out.. This 
reqnirement would not apply, of course, where the accounting of 
access ant1 disclosure under subsection 201 (b) (4) need not be main- 
tained because of the esemptions provided in subsection 202(b). It 
mould irlvolvc allowing the individual to whatever acc,ess log 
is maintailled for the file, together with a list of orga,nizat,ions esempte,tl 
from entrv in any log. 

The individual also has the right to know the sources of the per- 
sorial information. If such source is required to be kept confidential 
by s t l~tute ,  then the individual may be informed only of the nature of 
the sources. 

The data subject may be accompanied by someone of his choice, 
in order to hal-e the support or advice of a friend, relative, or attorney, 
in inspecting and evaluating the information and making his way 
through what may amount to ti paper maze. The Committee believes 
this is necessary for effective esercise of rights under the Act. I n  some 
cases, the data may be so derogatory or otherwise sensitive from a 
privacy standpoint that  the individual may be asked to furnish 



1,-c.a-;es \vo111tl be zovernrtl 

1rriltc.11 pcr:nis4011 ilr~tltorizing discussion of the file in t l ~ n t  pe~,son's 
prcscw:e. 

Tile pprson has tlw ~ i ~ 1 1 t  to obtain tl?e tlisclosnrcs n.nd :\r:ccss re- 
q~~irc.clto be gicen r l~r le t  the Act in person with proper itlcntiiication, 
or i)v niail 11pol1 written request. An agency may set rrnsoni3:lc 
st?ln -liil,cl ci~:~rgcs !l~~p!ic.ztion.[or t l o r ~ i m ~ n t  

r 7I h i  ccction provitlc; i l l ?  E111.tlicr ri$t to 1;e conlplckly ini'ormctl 
:l?)o~itt11e 1 1 5 ~ s  1 .11~puyenc,y 1x1s III>I[~Cof (,lie i~iforl:l:ltio!l i~n( l  [ l i ~ r l o s ~ ~ r e  
so that t11c i~!:li~itll!;ll 111:ly tr:lcc nnd correct the fm.tlicr usrs of any 
i!l:~.c~c~ri~~:~tc (;I, Ilrc.c3ss:.iry action to rri,rie~.c, it i!lro:.~n;llio~~. t ~ k c  ran!, 
fl,o~n ill~l)~.:jp[>r ' r l ~ r  tlc:/rcc of "conlpleteness,"(ji-;clos~!!.~. of col~rw,  
wo111tl tli.pi'n11 on ~ . V I I ; L I  inror~na.tion1112 operat.ive ofific-id has to I~ i s  
Irl~o~.vlt~c!~c~,or rnn ret~.;on:ll)ly obtt~iri. 111nddition, t,lle Ilandling of suc,ll 

t,l~e :~.cl.ir:y regu1:~tions defining m11:lt is 
tlprrnctl complete, time1~- ant1 relevant to the agency needs in using t,he 
inforsnntion for an>-p ~ ~ ~ p o s r .  

S~r.bsect iu~z actions required of an agency as a 201(d)( .2) .Desc,ribes t l ~ e  
rninirn~~m person who lets the apenc- know in some oral response to A 

or written fashion that he or she wishes to challenge, correct or esplain 
personal information nbout that  person contained in a system or file. 
Sorne stntut,ory requirements or regulations may provide greater 
riahts. These procedural rights are recognized as minimum in the 
recommendations of major commentators and studies. All of them are 
directed t.o implementing the basic principles of privacy and due 
process; t.hnt a. Government xgency should not take note of personal 
~nrlttersnt all, and t l ~ t  it sliollld, on the other hand, have information 
which is xccturixte ant1 relevant as needed to make fair administrative 
decisions. 

R ~ / h . ~ e c f ; o n2Oi(d)(2)(.1).The agency is to investigate the alleped 
in;lcr:l~rilc.!~I.)!' an!: reilsollnhlc means avai1:tble and to record tlle 
current 5t:xtris of the personal information. Sucll investigation may 
rccluirc uo nore  tllnn n t.elephone call to another agency to ask them 
to verifj- the data. It. inn?- require no more than a review and re- 
cortling of t loc~rn~nta t iou ,nffidavit,s, nuthoritat,ive materials, or 
i~c,ortls ~ ~ ~ i ) l ~ l i ~ t l  bj- the intlividunl. I t  may mean no more than check- 
ing otllcl. records ntlcl qllestjoning in~estigat~ors of the agency to clarif?- 
\-ilgue reports or correct ~naccllracies. I t  111ay mean no more than 
re\-icwing the fictions of a coillputer programmer who deleted or 
retlr~cccl to x minor role relevant information necessary to present a 
complete xnd fnir ncconnt of a situation. 

'T'llc ngc.nr.y regrll:ltions, wit11 the guidance of tbe Commission's 
g~~itlclinc;n-ill pro\-itie sttmtlartls for this and other actions of tile 
rcvicwing official. Tllc srtbsection is not intended to require nn agency 
to extent1 its invesligntivr powers beyond its statutory jurisdiction or 
beyond the reach of its fiscal and administrnt'ivc resources. Rather, 
ano of the l)nrl,osc,s is to ~)roo"idef:lirness to thc agency by assuring 
th:)L :~tl!ninist.rative ~nenns arc afforcled wvliicl~ allow the agency to 
protect itself from cliarges of inaccuracy and ~~ntimeliness by taking 
the ncccss;Lry action to verify and update the chi~llenged information. 

S~t.rr.bsecti~i~201 ((l)(2j(R). Requires the agency to c:ol.rect or eliminate 
an?- challenged informat-ion that its investigation shows to be incom- 
plete, inaccrirate, not relevant to it.s statr~tory needs, not timely or 
necessary to be retninetl, or whicli can no longer be verified. 



The finding of a ncetl for retention can inclr~de the ~iscs recluired by 
the apencj-'s needs for meeting acln~iiiistrative, research or stat,istical 
obligations. The deciding officer should be able to do more than cite 
a presumed need; rather, the officer should be able to citc a statutoisy 
or other legal requirement supporting the .decision. 

S~r.bsectior~ the investigation does not resolve thc R U l  (d )( 2 )(6'). If 
tlispntc, the agency, untLer tliis subsertion is to accept and inclutlc 
in tho rcr:ortl of such information, a statenlent of reasonable length 
pro\-itletl by the data subject setting forth his or her posit,ion on the 
tlispr~te. 

FVIierevcr possil)lc,, sl~cli stipplemcntal infornlcltion is to be inclutlctl 
or entc~*ed in the, or~ginal file. In  some cilses, where coniputcr ~ ) r o -  
grnm~ning nlreatly ~mdertaken prevents the e n t v  of such tlispl~tetl 
inforn~:it.ion, i t  ma>-be r1ecess;rrJ- to store it in a separate file, wit,h at1 
appropriate entry in tile fonnal record of the existence clsewllerc of 
rclcvnnt infornlnlion. 

S~rbscction2(1l(d)(2)(D).Requires the agency to report tlie chal- 
lenged information ant1 to suppl>- the s~ipplelueiital statement in any 
subsequent tlisscniination or use of tile tlisputed information. 

Follo~ving correction or elirninntioil of c./it>llengerl data, the agnncy 
sl~nll, at  the reqriest of the individ~ial, inform previor~s recipients of 
its ~liiiiination or tori-ection. This rcquiren~eilt is not consitlcrctl an 
~mrensonnble one since the data is rontlitionrtl .and li~nitctl by the 
informetl reclncst of the indivitli~al who will linvc some Irnowlecigc of 
prcuions recipients and p~.esent 11sers i ' ~ ~ ) n i  tocse~.cising his riglit 
kno\v s11cl1 mn ttws 111ldc1. s~tbsection ((1) ( I ) ,  ant1 from inspecting 
whatever monitoriny the agency is rcquirctl to maintain u~ldcr  s~ibsec*-
tion 201(bj (3) and (4). In atltlition, the respo11sit)lc agency officials will 
hare  t1isc:ussed wit11 the person the llses to which the c1nt.n has bcni 
put,  to their knowletlge, and given him reliable ndvice on t,lle neetl f'or 
p~ii'suinp the cort.ections with another agency or person. l'he provision 
is intentlect furtl~er to reduce tho tiine nntl resources the indivitlual 
must expend in correcting his recortls ~v i th  eacll user, ofice, bur ear^ or 
i1gellc:y which 111ay liare received it. I t  \vill p ~ ~ e v e n t  the repetition of 
the access and challenge efforts for the stune purpose. 

X o  time limit was set on the provision, since it inay be important 
to learn if one user received the data untler some joint program ten 
years previor~s, wllile those disclosure:: n~ntle in the two pears previous 
rnny bo of no consequence. The tlecitling offici~l shor~lcl make sorilc. 
effort within a11 agency to trace formal or infornlal programs for 
exchanging or shilring tlnta whicll u-oultl reasonably involve tlis-
closures from the intlivitl~~nl's file for an!- purpose. 

Where sucll infol-niation wor~ld not be retlnired to be kept bcfol-c 
this Act or ~vonltl not be kept luldcr the cse~nptions of this Act, it: 
n-oultl recognix:tbl~- br irnpo~sible or clificult to comply with sr~c:l~ 
recl~~irements.In sl~cll cases, what is eririsioned is a goocl fnitli effort 
to assist the inclividr~:\l. 

S~rbsectio?~ . Establi.4ws 1nnc1iiner~- for appealing a~irl  201(d)(2)(F) 
reviewing the failure, to ~ C ~ I T Tn displite or the (Lecision of an official 
to tleny a reclue.st to correc.t.or s i i p p l e ~ ~ ~ e i ~ t  infornlntion. 

Man?. scllolnl.1y proposals to afford the right of access and cllallalge 
of recol-(1s have incorporat.ed sr~ch a right within an administrative 
sclieiiie giving 11le inclivitlul thc right to appeal to an independent. 
reguliltorj- bod>-. This \$+as tlie intent of the original bill which gave 



the individual tlle right to file a statement ant1 provided appeal rights 
to the Federal Privacy Boartl, mhicli liad ccasc and desist powers. 

The C)olnii~ittee, after considering testilnon?- on the wisdonl of 
a1 terni~tive inet.liods of regulation, decitletl ag:linst lrlskiilg tlie new 
Conlnlission n Fetler:~l "onlhudsman" body, altl~ougll i t  c~o~n])l,i~int 
]nay now rereive coml)lklints illltstratillg 1)ntterll.s of violations of the 
Act. 

I~lstead, the intliuitluzl Inlay seek review within .the agencaj- and 
clirect jutlicinl ~.rviem bj- the Federal District Court in the ercilt tlie 
agency rejects tIlc chnllenge to its records. 

A t  the reql~cst of the intlisidual, the agencj- rnust pro\-icle a lienring 
within 30 da>.s of the request aild the intlisith~id In:ty al)l)ear \i:itll 
counsel, 1)resent cvitlenc:e tlnd exa~nine 2nd cross-examine witllesscs. 

If, d t e r  s11c.11 a henring, the c1l:lllengetl record is fountl illadcclltate 
nnder 201 ((1)(2) then tlie ngenc:?- must ~)lu.gc it fronl the file and from 
the agencj- system, or modif5 it iis fountl nl)prol)riate. 

The actions or inactions of an>- agency on n request to review aRntl 
chi~llenge personal t l t ~ t t ~  in its possession is ni:~de review-able hj- the 
appropriate United States District Court b?- subsection 201((1)(2) 
(F)(iii). 

The language of t liis sltbsection reflects t11;it in an administrut ion- 
sl'onsorerl omliib~is crilnin:il justice bill ant1 \\-as recorniilent!etl by 
several witnessrs t~nrl leg111 esl)erts. 

I t  is the C'onlmittec iiiteilt to substitute for rcgltlntory agency 
rcvielv, :L resl)onsive s ~ ~ e e d y ,  agency process for resolving ~ i t i z e l i ' ~  
coi~il)lai~lts improper, illegal, or cnreless iilforlnation l)rac,tices : ~ b o l ~ t  
of the Fetleral Governrncnt. Where ni:nlJ- i~geilcies inaj- 1)rovitle iL 

review process after a harmful decision is ~nat le  wit11 the ififorr~li~tioll, 
this section anticil~ates sl~ecialinitiative by :~genciesto extent1 esisling 
processes, or to  establish netv procedures to encompass reclucsts for 
access :~ntl challenge nt earlier stage in tlie innnagenlent of the 
informa tion. 

As tliscltssetl previously, the Committee tleems sucll access :111cl 
clinllenge rights essenCial to enforcement of tlie Act, a1>.(1 as all itid to 
~~ioiiitoring in tlie bulk of the system, and to promoting tlie ~.ecluction 
outdated, irrelevant files which agencies keep. 

While agencics may exempt tlicmselvcs tllrough a rulemnking 
process, in certain areas, and u7it.h respect to 1):irticulnr recortls, t.he 
Colnmittee does not consider the gri1,nt of such discretion n ~~lal l t la tc  
to exercise it to llie limit,, but rather, to exercise it sp:~ri~lgly,  wit11(IIIC 
regi~rd for .the principle of democratic govrrnnlcnt i~ntl  the recognizetl 
riglit- of all citizens to knowlcclge abo~t t  t l ~ c  :~cti\ritiesof govclnment, :L 
right more precious \\-hen tlie activities relate to informution uniclucly 
l)el.tnining to the citizen. 

Subsection 201 ( e ) .  Provides for tlle coverage of the Act to apply to 
certain inl'ormation sj-stcms or files of contractors and gralitecs or 
others n-lien a Federal agency proritles bj- a contract, grant or aprec- 
~ n c n tfor the specific creation or substantial alteration of such inlor- 
l~iatioil system mlictl t,hc primary purpose of the grant, contract or 
agreement is the creation or substantial alteration of sucll an infor- 
niation system. 

When such conditions apply, the ngencj- shall, consistent \\-iih its 
authorit.y, caltse the requirements of subsections 201 (a), (b) ,  (c) ,  or 
((1) to be applied to such system and then only to the relevant portions 



o l  srrc.11 :,-zlcnls or tl:rt:r bi~lllrs :IS arc specific;~ll~- or s1111stn11tiall~- (:r(?:~tctl 
; I I L P I T ( I  1,)- S I I ( : ~ Igr:\~lt, co11t 1.:1(*t or :~gre~inei l t .  

111 ('iiS(Js \\-hen cont~.;lc:tors tulcl grantees or purties to :In agl.c?~llent. 
alxl l)i~blic agci~cies of Slatc aiicl !ocal governnlents, thc rcyrrirc~ncnts 
of s~lt.).sc,ctions(a!, (b), (c) and ((1) s!iall be clcei~led to Ilavc been nict 
il ~ 1 1 t hI.'!bclrl,al a:rencj- tlctcrnlincs tliat tlie Sta te  or political subclir.isioils 
of tl~cb :;tl:lc; Ililvc i~tlol)tctl Ic~islaiion or ~cgulations wllich illlposc 
si~liilai'or - i i i~?ilg~i '  for tlie security of inforination sj-s- rec~uirc~neiits 
tell\:; trrlti ti12 conlidcntinlity of pcrsonal inforn~ution contained therein, 
c~ntl f o ~  the intlividu:ll's right to liuve ucccss to rccords and to dial- 
lengc thcir accurilcy. 

Sirbatc! io: l  1 U l (.f)(1).Tllis subsection is in~cntlcci to assme kno~i~ledgc 
1 ) ~ - C'orlgz.r.t~.s-,t!ic csccrltirc brarich, ant1 intcrestcd groups of new 
Fc(lcra1 tlara bnnlcs and pooling of infor~riational and computer 
rcsorlrc,cr to c.onstit~~tc:ctclutralizetl da ta  s?-xt,ems liot foreseen hj-
C:on:i.csa. i t  is to prevent a cle facto national da ta  banks on individuals 
frcc of t.lle restraints on Federal power established by Constitution 
and statutes. 

1 t  is intended furtller t o  1)revent creation of data  banks and new 
l)erso~li:l inforruation sj-stems without statutory n~~thor iza t ion from 
Congress rind without proper rcgtircl for privtlcy of the individu~ll, 
conficlentit~litj- of data,  and security of the system. 

Tllc section therefore requires any Federal agency to report to t.he 
Co~tllnission, the Gencrt~l Services Acl~ninistrntion, and to Congress 
011 ~)rol~osed~)ersou:ll d a t i ~  banks and infornlation systems or files, on  
p r o l ~ o s ~ l  cslx~nsion of existing ones, on integration of significailt 
111;ljor filcs, on programs for significant records linkage * th~n  or  
i~111011g ilgcncics, or for centralization of resources and facilities for 
i111toi~i11~tlclilt:~ 1)1.0cessing. 

Esplnnation of t l ~ i ssubsection slioultl be supplcnlented bj- refercnte 
t,o t llc finalysis of subsections 103(c) and 201(b) ( G ) .  

.511c!l i1otic:es sl!all nl>o describe t!lc agencj.'s jrldg~tlent, positive or  
~log;ltirc,oC : I ~ J .effect it pcrccil-es tha t  sllck propo-jal might have 011 

t l ~ e  i.igll~s, !)cnc!its, ant( prii-ilcges ~ ~ i i t l c rGoverninelit progra~ns o l  
t l ~ c1)(~0plc1i~l10 tlie s~lbjects invol~cclin the change. i ~ r c  of ii11or1lli~ti011 
For i~ ls~t i i i rc ,  wl1ie1i makes decision-; tloes it lricnii tllnt i~notller ~ g c i ~ c j -  
on u!llcr rights ol LL person \vill no\^- liluve ternlinal access to clata of 
an : y c ~ ~ c ylo? purposes ol illi~king i ts  decision-; slid thll-; raise clue 
procr-is isine-; 01 ~ c ~ c v : I ~ ( : \ . ?  il da ta  bililk for M1ill it a1101\- creatioil of 
invc-tig;rtive or intelligcllc:e, or rcscilrcli prlrposcs which rnigiit, by 
its t;er:.- csi-teilce, I~:l\-c an  ilitiinitlating eflect and raise first a111cnd- 
~ n e n t  qr~e>tir;ni of rccortls survciilancc? Will comnlon storage facilities 
by ;~~!:ericies c.~:ub!e cc;rnnlori u:;age not  envisioned bjr the clata subject 
or - l'nc,ilit:rt e thPlt  or illlpropcr ncccss? 011 tllc otllthr haiicl will tllc 
c:Iliul~cs 1)ronlote Inore cfI'ec:tivc cxcrciie of inclivit1u:~l rights, nnd 
l':~i:.llcs-: iil tlccisions a b o i ~ t  the person? 
1I7l~:ttis iulticipatctl i-; ;I cllcck-off' by t l ~ c  agenc?; on the possible 

onlliurcei~ii.utof 01- tllret~t to '  t!le civil liberties i111d civil rights of 
citizcws, i:lcluding dtre process right-;, from such changes. 

T h c  notice sha!l alsp state ~vl in t  adrnini-;t,rative and technological 
fcattu,es i u ~ d  nleasures.arc deemed 11ece8sary to protect the security 
of the inionnation system or data  bn'11k and the confidentiality of !lie 
inforrn:~t~ion.Sr~clin s tatci~lent should represent the ideal sit,untlon 
givcn thc lrinds of pcrxorlal -infonnat.ion and the pro~nise of coafi-



delltinlit\- accordetl it bx la\\- or by understsncling \\-it11 tlic sul~jcc.1 
individu;il. The report would then inclu5Ie the agency's best j u d g ~ n ~ n t  
on Ilow- best to achieve these goals witl~in thc l in~i ts  of availiiblc tcc.11- 
nologj-, resources, ulid legislative autl~ority.  Tlie subscctiorl r r q ~ ~ i r e s  

description of tlic f o r ~ n a l . a ~ ; d  n ~ ~ t linformal ac:lions, ~iegotiiitior~h, 
representaticins ilnd their outccn~c,  u11de1 t:lken to oljtnilr Ilec.c++:u.>- 
features. l'lris slloultl illc,luclc rtcc:ol~nt.it~g of any coli-lilta!ic;~i \\.it11 
colnputer and s\.stenl experts, i l~cludi~lg the agency's (I\! ii staff I ! I (~ I I I -  
bers ant1 those rrnploj-ccl by t l ~ c  Kwtir~~lal tl1(.Uur.ctru of Sti~~:(.iii~.(l-, 
General Services Iltlrjiinistration, by coltlpuler nla~iul':~cturc~r.~, i ~ l ~ c l  

professio~lal org:iiliz/,ntioi1~ or1 c o ~ n p ~ ~ l c i  ;nntl il~forniatioil te.:!~iio!cip>. 
irnd ally others \\-it,lli~l ;r:ltl \vithout. lllc c~xecuti\;e' bra:lc!!, si1(.11 
sprc:iillists ill !jul)lic i~dmioistr;ltion alici c:o~lstituti:)nn! 1;1\\.. 

The Conlnlittee recognixes tllilt no Iel-cl of security (;i111 i ~ es;)ec.ifietl 
as absolutely adequate and tlmt this oStc11. tlcpentls on 1~11;l.t i i  kt\-i\il;?blc 
to promote t,he tl-pe of secrllity nectled for certain tj-pes ol i l~forl :~;~iion.  

I t  is expected th:lt s set of critcrii) on  t l ~ e  tlcgrcc of scii.sitivi~y of 
persont~l dtlta in  the system woultl be de\yclopetl on  t l ~ c  basis 0:' tllc 
historicttl breltcl~es of confidentiaIit,y of tha t  t>-pe of infor~~;:ttion. 
It is clear from the 1-nrious public recorcls e.rltl stuclies tllat, tl1e1.c w e  
soine infornlation sys tcn~s  in  which there 11ti\.e bcen breilcl~cs for 
personal gain or political nlot,ives or other unn~~tllorizetl pulbposes. 
There is clenrly a need to safeguard these files a s  a first priorit?-. 'J'hc 
report to be filed with the Commission wo11ld tlctail tllc age1ic.J- pliln, 
given the historical t,lireats or the likelihoocl of t l ie~n.  C'lc~~l.!\., t l ~ c  
files in the Social Securitj- Administration, while sensiti\-e, r l ~ i ~ l r t  not  
In\-e the same level of possible secul- it^; brcachcs as t l ~ c  Pr1ss1~)l.t 
Oflice Lookout File or the Civil Sen-ice C!olnmission 1.nvestig'I t '~ V E  

Index. Attached to tha t  report wor~ld be the description of t l ~ e  agency's 
corlsultations with the Kt~tional Bureau of St,:lndnads i:lclutling nny 
recon~mendat,ions lnade by  Bureau officials :l.nd other c8or~~putcl. 
exports on desirable st:~ndnrds for safeguarcling information. 

Some unnecessa1-j- concern has been cspressetl hy certai~i  age~~c.ies 
a s  to how soon they would have to install soctl1 sr,f(tg~~srcl.: and ~ \ - l ~ c t l ~ e ~ .  
t.lley would be able to funct,ion a t  all after crlac:t~ucmt c : f  t,lle l>ill 1111til 

t.hey obtained such features in Lheir systelns. Po l  so~tle iilw or sys1(811ls, 
i t  would be app~.opriate to dcfine stages ant1 go;lls to a ( . I ~ i r \ : ~  ~ I I c .  1'1111 
lcvel of sect1rit.y. Goorl-faith (:ompliance (:an be donc in  a .stay! pl.o(.t'.;S 
\\-llcre twcessa.~-y,, but  i t  is espectetl that  t11(~1*(~ orwuultl br :I ~ I . O ; . ~ ; I I I I  
steady and c:o~islstent efforts to at tain the tlesi~etl s tan( ln~. t I~ .  

F ~ o l n  tllc available stutlies, ant1 from the rrports of ~~~i:~ii!llol.izrtl 
access, i t  is apparcn t that, few Fc(1~raI ( Ia t ;~  k)an!~s nl~cl ir l ; 'ol ,~~~ntio~l 
systems are living up  to existing stsl-~darcls. 'l'cs[irno~r?-to tlle Coin-
mittce, the Sational  Acatlcrny rrport  ant1 o t l~c~rs  I ! ~ Y < .  sI:o\v~l tll:lt 
therc arc well-known tecI?niclr?es for contl,ollin? arit.hurizntio~l of ~)col)lc 
to use data,  to monitor lllqulric~s illt,o the tlata sys t en~ ,  to (lo c.l~l~l,cnt, 
monit.o~.ingor the level of lisp of any particil)arit. t o  dctrct ri~rus~;:il a~rt l  
possiblj. unauthorizetl activity, a.ntl otl~cir arltlit-trail te(*l~l~i(lrles. '1'11eso 
arc all avail:lljle ~netliotls of pr;ovitling scc,ilrit>- uf sj-stc~ns for a t l l ~ ~ i ~ ~ i s -  
trativc, teclinir:al, and pl~yslcal pllrposcs. These and 111any 0t11c'r 
tcchniqrlcs are what  agencies should be expected to npp1)- to their 
own situations, witllin the framework of the r~~ot lc l( .~oml~~ission 
guidelines. 



Many of the techniques involved in administrative and physical 
security would apply to tape central records rooms such as the card 
index of the Civil Service Commission, the manual fingerprint file 
of the FBI, and the U.S. Army Records Center. 

However, computer systems pose special problems because of on- 
line terminal communications. Therefore, the growth useful standards 
and procedure could be nourished. 

The notice should include a description of changes in existing inter- 
agency or intergovernmental informational relationships, whether 
these are pursuant to Executive order, statute, agreemenil or custom. 
This is to afford the Commission, interested groups, and the Congress 
an opportunity to evaluate the impact of %ucK cornputerizati6n or 
changes in information systems on the observance or principles of 
separation of powers and of federalism including their impact on 
powers and authority of State and local governments. 

I t  is expected that precise details to be included in such reports 
may be arranged with the Privacy Commission, pursuant to considera- 
tion of logistical and administrative feasibility. 

The Committee intends, by requiring the filing of such notices 
and the Commission review of them, to assure to the extent possible 
under this Act the promotion of the public olicy reflected in the 
National Academy of Sciences report that: "AE aspects of important 
new record systems should be subject to examination as to their civil 
liberties implications and as to citizen reaction to their various 
features. As wilh computerization itself, the process of establishing 
new record systems or changing old ones in executive agencies ought 
to become more visible and deliberate * * *" (Report, 11. 399). 

Subsection 201(f)(2).Provides that the agency must delay the pro- 
posal for 60 days if the Commission, after reviewing the agency's notice 
and investigating its implications under the terms of the Act and the 
mandate to the agency under subsection 201(b) (6), as discussed above, 
notifies the agency that the proposal does not comply with the 
standardsfor privacy, confidentiality, and system security established 
under the Act or by regulation pursuant to it. 

This allows the Commission time to file any investigative reports 
on the matter as required pursuant to title I. Nothing in this Act 
then prevents agency officials from proceeding with this proposal, nor, 
on the other hand, does anything in the Act require them to proceed 
with it. This subsection merely provides for a moratorium of 60 days 
where the Commission, under its mandate, finds a proposal so fraught 
with actual or potential constitutional, legal, or administrative diffi- 
culties that i t  ought to be specifically examined or authorized by 
Congress, or ought to receive the further attention of appropriate 
high level executive branch officials. 

Subsection201(g).Provides that each Federal agency covered by this 
Act which maintains a personal information system or file shall 
make reasonable efforts to serve advance notice on the subject of 
information before i t  disseminates or makes available a file or any 
data %on that person pursuant to compulsory legal process. The 
purpose of this section is to permit an individual advance notice so 
that he may take appropriate legal steps to suppress a subpoena 
f o ~his personal data. When i t  undertakes itself to notify the individual, 
i t  may require that the cost burden of such efforts must be borne by 
the requesting agency or person. 
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The committee intends subsection (g) to impose strirter reqt~ire- 
ments llpon the disclosure of information to protect it from the 
searches ol random irlvestigators who ]nay obtain information from 
friendly employees or who may simply flash a badge 01- use influence 
to obtain such information. Won-ever, the sr~bsection is not intenclerl 
to require compulsory legal process where it. is not presently required. 
Kor is i t  intended to loosen any present restrictions imposed by 
statute or regulation whereb?- information rnay only be obtained 
through court order or other legal process. This subsection reflects 
the Committee's agreement with the IIEFITT report recommendntion 
which was Iotlild necessnry "to tlssure that an intlividual will know 
that data are being sought bj- s~tbpenn, srtmnlons, or other compulsory 
legal process, so as to enable the person t,o assert wht~tever rights arc 
available to prevent clisclosure of the data  if sucli actions seem 
desirable. 

This section is intended to apply to all personal information held 
by  an agency, iriclurli~ip administ,rative, statistical and research 
data. I t  is intended to be a separatc safeguard independent of any 
other esemptions in tlle S c t  in order to carry out the principle t l~il t  
an  indivitlual should be put. on notice whenever any agency official 
is under judicial conlpulsion to surrender tlnta, rind to know wl~enever 
personal data will be put  to uses unknown to the individual and not 
specifie,d by the agency in its published notices. In summary, i t  is 
tlesignecl to assure that the person will be able to esercise rights under 
this Act to check the data for accuracy or to monitor its further use 
ant1 redisclowre by the requesting agency or person. Since it is not 
intended to subtract froin esiut.ing legal safeguards covering sucll 
information demands, i t  is also intended to allow- the individual to 
exercise any existing rights under Federal ancl State laws and regula- 
tions to challenge the issuance of administrative or judicial orders. 

Subsection ,90201 (h).Provides that no person may condition the grant- 
ing or withholding of any right, privilege, or benefit, or make as a con- 
dition of employment the securing by any individual of any informa- 
tion which may be obtained through the exercise of any right secured 
under the provisions of section 201. It reflects the committee's inten- 
tion t~ prot.ect the dat.a subject from coercion by Government agencies 
or. private businesses and organizations x h o  ma?. condit'ion rights, 
priv~leges, benefits or considerations other!\-ise clue the person equally 
;t-~th all other citizens upon the obtaining of n personal file or .data. 
rhis  subsection reflec:ts the concerns of ~dlnitlii;tri~!ioti nnd agency 
spokesmen 11-ho feared that opening up the intlivitlualJs personal files 
\vhich have been protc~t~etl  from disclosure to t.liat person or to others 
in  society \\-ould subject the person to all kinds of demands for medi- 
cal and other personal records. Since the committee's intent is t,o rnake 
certain inroads into the I\-ell-nleaning paternalism of Fcdernl agencies 
so that an individual ma>- be advised what, inforinntion the ngcnry is 
collecting or holding, this subsection provides a right against such 
coercion which is enlorceal)le in the Fetleral District Cot~rt, in a civil 
action pursuant to section 303(c). This subsection is not intended to 
prevent an individual from seeking and obtaining rights under sect,ion 
201, but  is designed to provide u legal remedv for \\-hat are believed to 
be unreasonable and coercive pressures on that person sufficient to 
state a cause of action before a Federal judge. 



Section 202 

DISCLOSURE OF INFORAIATION 

Subsection bO2(a).Provides that no Federal agency shall disclose, 
transfer or disseminate personal files and information to any person, 
agency or pnvate organization unless certain conditions are met. I n  
conjunction with subsection 201(a) (3)) this section is intended to pro- 
mote the informed consent of the individual to the uses to which 
government puts the personal data i t  collects or creates. I t  is thus 
expected to exert some check on excessive or illegal reach of govern- 
mental power over the individual, and on illegal or inadvertent central- 
ization of investigative programs and linkage of data Federal banks 
with those in the State and local governments and the private sector. 
By ?llowing the individual to know where the data is flowing, the 
provision should also assist in preventing the illegal or improper use 
of data by agency officials and employees who have no business with 
the file or information. 

Subsection 202(a)( I ) .  Requires the agency to make written request to 
the individual and obtain his or her written consent. Compliance with 
this safeguard may be at  the time of initial collection. 

Subsection 202(a) (2). Requires the agency to make no such dis- 
semination unless the recipient of the information has adopted 
rules in conformity with the Act for maintaining the security of its 
information systems and files and the confidentiality of the informa- 
tion. This mandate, similar to recommendations of several reports and 
commentators, is to assure continuance upon transfer to another 
agency or to a governmental or private organization for a Federal . 
purpose, of the protection to which the information is entitled be- 
cause of the original understanding with the citizen or the origi- 
nating agency or organization. I t  is intended to apply to transfer of 
a particular file of any individual as well as to the transfer of mass 
data from one automated information system to another, and to the 
llnkage of information systems. If the formal or inform81 secunty 
procedures of the receiving agency clearly or impliedly would allow 
the data to be used in ways not intended by the individual and not 
advanced by the agency in its dealings xi th the person, then no 
transfer could be made. This would also apply to intergovernmental 
data-sharing such as transfer of internal revenue files to State and 
local governments without assuring proper protection for the con-
fidentiality of the data. 

While the original bill and the HEW Report envisioned an agency's 
determining "substantialJJ assurance of observance by the other agency 
of such protections, the Committee was told by computer experts and 
agency representatives that i t  11-ould be difficult for one agency to en- 
force such conditions within another agency. Thus, the subsection 
requires the agency to look to published rules for its judgment on the 
wisdom of transfer, but anticipates that compliance with the subsection 
would usually result in creation of interagency negotiations and a 
record of formal agreement for the conditions of transfer and for pro- 
tection of the data in. the receiving agency. 

Subsection 202(a)(3).Prohibits dissemination unless the information 
is to be used only for the puIposes eet forth by the sendel or by the 
recipient pursuant to the requirements for notice under subsection 
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201 (c). Again, the s:une considerations of enforcement and privacy 
p~lun~nt.cesapplicable to the previous subsectioll apply to this one. 
The iLge11.y trt~nsferrinq is expected, a t  the minimum, to protect the 
ii1dividu:~land the public interest by assuring that the uses for which 
the new agency or uacr stntes that i t  wiehes the data are consistent 
with those for which formal notice has been given by either the 
tri~nsfcri-ing agencg or t,he receiving agency or user. Additional 
guarant>ces bcyond those of this section may be pursued, and, indeed, 
;Ire cncouragetl. The Comlnittee recognizes t l i t~t  some agencies take 
srlch ftirther precautions as a matter of course for transfer of personal 
infol.rnation. This is pilrticl~larly true of data transferred purvrlunt to 
the I'etlerc~l personnel sccrlrity program t~nd Executive orders dealing 
with c:li~ssified infor~nation. Xotliing in this section is intendcd to 
redticc t l ~ c  strongth of those nclministrativc protections for guarantees 
ol  privacy and confidentialitj-. 

Esecntivc branch spokesmen and others have advocated that these 
co~~di t ionsfor interagency and other types of disclosure should be in 
t!le alternative. They believe that mere consent of the individual may 
be cnongh, or that notice to the pub!ic a t  large of the agency's intendecl 
use, or mere requirement of administrative ancl technical protections 
for the information, would each alone be sufficient as the general rule 
governing transfer of per~onal data. The Con~mittee has disagree11 
wit,h tliis al)proach in  the belief that there may be an aura of compul- 
sion or possible threat of intimidation, or an apparent unfair induce- 
ment of the individual attached to a request or requirement to sur- 
1.cnt1er personal information for one governmental purpose. This niay 
arnount to improper Federal pressure to consent to any and all uses to 
which the agcncy may put, the data, including that attendant upon 
interagency or ir~tergovernn~ental transfer. The best way of guardiilg 
against this kind of implicit governmental pressure and affording the 
individual adequate protection is to require all three conditions. I n  
addition, this prevents an  agency from merely citing a notice of in- 
tentled "use" as a routine and easy means of juslifying transfer or 
releasc of information. Adn~inistration sl~olresrnen were concerned that 
this nlight expand interagency data-swapl)ing. By  allowing the agency 
to citc a "USC" disclosed by its publisliecl notice, the bill is nol; intended 
to broatlcll tlisseiriinatioll and interagency transfer where t,hey must be 
1)u;wuant to or are required or limited by over 150 Federal statutes. 
Since subsection 201 (a) rccluires that personal information collected or 
~llailltainctl by the agency be relevant to a statutory purpose, the 
noticc of use ant1 purpose filed witli tile Co~~inlissioil for the particular 
inform:~~ionsystenz or dnta bank will, of necessity, inco!.porate tliosc 
slatutory uses, and reliance oil that notice for transfer autliority- woul(1 
rel~reseut co~npliance with subsection 202(a) (3). 

Thc Colniriittee tl~erefore recognizes the great variety of uncoordi- 
nated ntl hoc, and sorlletimes pqorly nutt~orizccl patterns of dstn 
transfer. nlziong agencies. This section does not require such transfers 
and sll:uing anlong agencies, nor does i t  preclude the additional re- 
q u i r e ~ n c n ~of other guilrantees for safeguarcling tlie intlividuitl as well 
as the originat.ing agency. I t  is designed to assure, in the future, tllut 
one government agency docs not .use t,he persolla1 inforrilation given 
by t,llc individu~tl or by third parties to another agency Lo make what 
mig l~ l  bc 9.detlimentt~l decision affecting qualifict~tions, rights, bene- 



fits, privileges or status, without- provision for notite of the existence 
of the information and obtaining consent, thereby allowmg an op- 
portunity to challenge its accuracy and reliability. 

Where the information to be transferred to another agency was 
obtained by compulsion through criminal or civil laws, the safeguards 
of this section seem particularly necessary in some cases in order to 
protect the individual's rights under the 5th amendment to due 
process in the administrative process and before the courts. 

Where the disclosure, transfer or dissemination cannot be made due 
to noncompliance with these standards, there is nothing preventing 
the requesting agency or the potential user from using whatever legal 
authority i t  has to obtain the information from the Individual in its 
own right. 

The Securities and Exchange Commission and several regulatory 
agencies objected to this section under the impression that i t  would 
prevent them from obtaining and publishing information which they 
are required to obtain from people and to publish for the protection of 
the public. To correct this impression, the Committee adopted an 
amenament to section 205 as subsection (b) to provide that ncthing 
in the Act shall be construed to permit the withholding by an agency 
or individual of any personal information which is otherwise required 
to be disclosed by law or by regulation adopted pursuant to such law. 

Disclosure Exceptions 

Subsection 202(b), (c), (d) ,(e) and Cf).Establish certain exceptions to 
these disclosure safeguards on the recommendation of agency and 
other administra.tion spokesmen that they would o therme be un- 
workable or unfair in certain situations, or that they are not necessary 
in view of other statutory guarantees. 

Subsection 202(b) (1).Provides that the notice and consent require- 
ments of subsection 202(a) and the accounting of disclosures and 
accesses of subsection 201 (b) (4) are not applicable when the dis- 
closure would be to officers and employees of the agency who have a 
need for the information in the ordinary course of the performance of 
their duties. Determinations of such employees and of their assign- 
ments wduld be consistent with those designated in the list to be kept 
by the agency under subsection 201(b) (3) for purposes of accounting 
of access to information. This provision is included to prevent the 
logistics involved in compliance with the subsection from impeding 
the day-to-day internal operation of the agency and its offices through- 
out the country. 

Subsection 202(b)(2). Provides that these same subsections do not 
apply to the Bureau of the Census and ite officers and employees when 
the purpose of the disclosure or transfer is for the purpose of planning 
or carrying out a census or survey pursuant to the provisions of title 13, 
United States Code, containing the statutes governing census surveys. 
Those laws prohibit publication of data gathered by the Bureau m 
identifiable form and strictly govern confidentiality. 

Subsection 202(b) (3). Provides that those two eubsectione do not ap- 
ply when the agency determines that the recipient agency has rovided 
advance adequate written assurance that the information w d b e  used 
solely as a statistical research or reporting record, and is to be trans- 
ferred in a form that is not individually identsable. This does not 



mean that administrative, data in their identifiable iorin n~hi rh  may be 
intended for statistica,l research and reporting iises in the agency or 
elsewhere is exempt from the requirements ot' this section or of tlte rest 
of t.he Act. 

Pending additional lienrings, the  Commit-tee has not xt,temptetl to 
deal with dl of t,he report,ed possibilities of inipl-oper or illegal dis- 
closure ant1 use of statistical data when they still have identifii~ble 
characteristics or may be linked to the indirirlua.l. 

However, the Committee found no reason \vhy such sbntistictd re- 
search or reporting data should not be subject to t'he appropriate 
requirements of confide~ltiality and security in t h e  receiviilg agency as 
they were in the sending agency; nor was t.here i.eason for exempting 
such t,ransfer from the r e q u ~ r e m ~ n t  that  the agency shoulrl rletertnine 
tha t  the information will be used for the purpose set fort.11 in public 
notice. 

Sz~bsection ZOZ(b)(4).  This subsection is clesiped to protect an 
enlployee or agency from being in  technical violat~on of the la,wl when 
they disclose, personal information about a person t,o save the life or 
protect the safety of that individual-in a unique emergency situation. 
The  subsection requires a showing, mhlch should be documerlted, of 
compelling circumsta.nces affecting t h e  healt,h or safetv of the person, 
or enabling identification for purposes of aiding a doctor to save such 
person's life. The  discretion authorized here is intended to be used 
rarely and a precise record of the reasons for the disclosnres niust be 
made, including a description of t.he actions taken to notify t,he 
individual a t  the last known address. 

St~bsect iondOZ(c). Provides that the prohibitions on disclosure in this 
section and the requirement in subsection 201(b)(4) of an  accormting of 
the disclosure do not apply when the disclosure would be required or 
permitted by the Freedom of Information Act 011966. This provision 
was included to meet the objections of press and media representatives 
that  the statutory right of access to public records and the right to 
tlisclosure of governnlent information might be defeated if such 
restrictions were to bc placed on the public ancl press. The Cornnlittee 
believed i t  ~voold be unrcasonnble and cont,rary to the spirit of the 
Freedom of Information Act to ntt,enlpt to keep an accormting of 
the nature and purpose of nccc,ss ant1 disrlost~res involvi~ig the press 
nnd public or to impose guarantees of security nacl confidcntialit~ on 
the dat,a they acquire. 

While thc Committee intends in this legislation to i~nplement the 
giiarrtntees of inclivitlrinl privacy, i t  also intcntls to make i~vililablc to 
the press ant1 pl~blic all possible information concerning the opc~.:~tions 
of the Fctlcral Governmc~lt in order to prcrcnt. secret data banks nntl 
unnuthorizctl investigative programs on Americans. 

The Committee docs not intent1 ngducics to ase the Frertlo~n of 
Information Act n s  an e,xcnse to nvoitl their obligations undcr this 
section to obtain infor~ned conscnt and to ilssurc to the cst.ent possiblc 
the lnwful uuc and proper treatment of information tr:~nsfcrretl to 
other agencies when i t  may bc usctl to make a decision ilbont thc 
individual. 

Subsect ion 202(t l ) .  Assures that an17 RCCPSR to inforinnti011 which 
the' General Accounting (Mice emplo:.ees I T J ~ ~  or an- dis-obtnin 
closures made to them in the course of their duties nrliicll are presently 



afforded under existing laws and practices will not be affected by 
any provisions of this Act. I t  assures that the General Accounting 
Office as an arm of Congress will be able to continue to meet its 
information needs for auditing and inspecting agency programs as 
required by the Budgeting and Accounting Act and other statutes. 
This subsection therefore provides that the accounting of access 
and disclosure required in subsection 201(b)(4) and the conditions 
which subsection 202(a) attaches to disclosure to other persons 
and to inter-agency transfer shall not be applied when disclosure would 
be to the Comptroller General or any of his authorized representatives 
in the course of the performance of the duties of the General Account- 
ing Office. I t  affirms that nothing in this Act shall impair access by 
the Comptroller General or his re resentatives to records maintained 
by an agency, including records o Ppersonal information, in the course 
of performance of their duties. This subsection reflects the advice of 
the Comptroller General that such a provision is needed to protect 
the existing powers which he exercises on behalf of Congress, but that 
i t  will not enhance or detract from such powers. 

Subsection bOb(e). This subsection is designed to provide a general 
guide for construing the duty imposed on agencies by this section and 
those imposed by the Federal Reports Act and other statutes to pro- 
mote efficiency and economy by combining data requests and sharing 
the results and thus reduce repetitive demands on citizens. I t  is to 
reflect the Committee's intent that the requirements of this section are 
to be interpreted as a mandate to continue enforcement of the duties 
imposed by other statutes, and that they should not prevent agencies 
from taking whatever management steps are needed to implement the 
two goals in drafting their questionnaires and in planning and carrying 
out their information programs. In  addition, i t  has been included to 
meet the concerns of Administration spokesmen that the minimum 
safeguards for interagency disclosure under this section might be 
interpreted by agencies as an indication that they could relax their 
efforts to comply with the present restrictions placed on some ex- 
changes of information between agencies for the purpose of promoting 
confidentiality of certain kinds of records. 

The Committee believes that there are a number of administrative 
devices for assuring observance of the two sets of values in Federal 
information programs, but we have not attempted to close all of the 
administrative loopholes which allow violation of confidentiality. 
Subsection 202(f).Provides an exemption from the written request 

to the individual prerequisite for disclosure with respect to requests 
by law enforcement agencies. Obv ously i t  would be inappropriate to 
require a law enforcement agency to get permission of the subject 
of a criminal history record prior to obtaining a copy from another 
law enforcement agency. Such a requirement would in effect prohibit 
the routine exchange of records through the FBI's IdentScation 
Division or the National Crime Information Center (NCIC). Like- 
wise, it might frustrate legitimate criminal investigations if a law 
enforcement agency were required to get permission from the subject 
of a file maintained by a non-law enforcement agency before the 
former agency could gain access. (e.g. FBI access to a tax return). 



SIIb.s~ctinn202(f). Recognizes both types of law enforr~rnerlt, tiis- 
closr~rc,or access to files by dist,ing~~isliin,a betu.ecn roll t ine and non- 
r o ~ ~ t i n e  agencies. 'l'he escha~iges of inforn~ation m t h  Iriw- e n f o ~ . i : c ~ ~ ~ m t  
Cor11111ittecassullles that 111ost ~ .scl~:~ngesrol~tine with law enforc:cnlent, 
ageur.ies involve law enforce~ncnt records such :>s rap sheets or cri~ninal 
I~istories :~nd is bctween two I:lw ccnforccnlent ':~yctlc:ies; : ~ n d  that tlie 
less routine disclosu~*e to :I law enforc:enicnt 2Lgenc:g inlvolves :I law 
cnforccrnent agency request of :I non-law cnforce~nent :Lserlr:-. "here-
fore subscc:tion (e) permits law enforcerrient disclosui.~ in thc former 
(~.irc:r~nlstsnc:c, if there is where there is a program of routine exch;~lr~e, 
:l lorrri:~l :~greement betwren the two acencies resperl.;ny sr~cli es- 
c:l~:~ugc.Tlie s111)scction per~nit~s law enforcement access in tllc secontl 
c-irc~r~nst:ulco, reqrlests only where writtell mqurst.; i~ntl ~lon-rot~t~ine 
perlnission are yiven on a case-by-ca.;e basis by the :il:eilr!- ~n;lil~t;lii~ino. 
the rrcortl. Tllc Co~nniittee is of the view that whic:l~tl~c, ~ . r ~ n c . y  
inainL:iins t,he rccaortls shol~ltl :Issure, via t11c writ ten pcrlnissio~~ or thc 
fo r~n i~ l  that the recipient has cornl)lietl with subsection a ~ r e e ~ n e n t  
202(a) (2) and adopted rules on security, confidcnt.iality, and prirar:?. 

If t.llch csch:mge is on a routine basis, the two t~gencies shonlrl adopt :I 

form;ll :~grecment between themselves setting out wlhicln records will 
bc escllir~lged, how the records may be used r~ntl the privucy, confitlen- 
tidi(.y, and security regulations which tthe recipient :~genc>--h t ~ s  
:~cloptetl. TIlc sanction for fnill~re to compl!- with the agreement s l~or~ld 
k)c intc~.rt~l)tion by tlie mnint:iinin: To i sof routine e s c h n n ~ e  a;:c:lcy. 
forrnal n ~ r e e ~ n e n t  conc:ept is based npon the terminal users a~reelncnt 
now used by NCIC and by state ant1 local law enforcement agencies 
rnl~ic:h opcrt~tc r1:~t:~ blinks. The Co~nrnission ant1 t,he Attarne~,  Generrtl 
wo~~l t l ,of course, 111~ve to de t ' e~~~nine  anwhether existing tcrininwl 
agrcelrlent :~tleqnately meets the rcquiree~ents of this subsection once 
this bill is enacted and how t l ~ t  concept will bc applietl to manual 
files. Any sr~ch r~greements would in e,ffect be public documents since 
they woultl be incorporated into the public notice given on the infor- 
mation syst.cms as required by subsection 201 (c). 

Although tlie Conlmitt,ee believes that public notice and exposure 
of st~cli routine cschange will act as a check on abuses of such arrange- 
ments, lhe cornmi ttee hopes that routine exclinnge will be restricted 
t,o essenticll law enforc-erncnt reco~*ds such as rap sheets nncl thnt those 
records will only be excli anged by su el1 agreement between law en- 
forcc~nent ~igerlcies. All other types of access sl~oultl be via the, written 
requost nccording to the agency procedure. I n  requiring thut tlie 
ngelicy rule on each request on :L (.:we-by-case blisis, i t  is tloped t l ~ a t  
secret law enforcenient access, t,l~tl,t is cli~closl~re withouL not.iGc.utii,li 
to the subject of the file., will o111y be permitted in tlre [nost exigent 
and essential circumstances. I n  each such case, the ngeiic*y must fintl 
tliat such c.irc:u~ristances exist and that the law enforcement agencl- 
has described the information requested in sttfic-ient pal~ticiilarly to 
meet the requirements of the subsection. 'L'lie subsection specifically 
requires that t,l~e law enforcement agency set out in its written request 
of the agency "tlie particular portion of the infor~nation desired nntl 
the law enforcement activity for which the information is sougl~t." 



EXEMPTIONS 

Si~bsect iondOS(a). The Committee believes that i t  is fundamental to 
the implementation of any privacy legislation that no system of per- 
sonal information be operated or maintained in secret by a Federal 
agency. The existence and certain characteristics of each system should 
be a matter of public record, and testimony before the Committee has 
indicated that this information can be made public without compro- 
mising critical information used by agencies responsible for the na- 
tional defense or foreign policy of the country. 

The potential for serious damage to the national defense or foreign 
policy could arise if the notice describing any information system 
included categories or sources of information required by subsection 
201 (c) (3)(E) or provided individuals access to files maintained about 
them as required by subsection 201 (6). 

The Committee does not by this legislation intend to jeopardize 
the collection of intelligence information related to national defense 
or foreign policy, or open to inspection information classified pursuant 
to Executive Order 11652 to persons who do not have an appropriate 
security clearance or need to know. 

This section is not intended to provide a blanket exemption to all 
information systems or files maintained by an agency which deal with 
national defense and foreign policy information. Many personnel files 
and other systems may not be subject to security classification or 
may not cause damage to the national defense or foreign policy 
simply by permitting the subjects of such files to inspect them and 
seek changes in their contents under this Act. In  order to obtain an 
exemption from subsection 201 (c) (3) (E) or 201(d), i t  must be shown 
that the application of those subsections would damage or impede the 
purpose for which the information is maintained. 

Subsection dOS(6). Exempts from. full compliance with the access 
and challenge provisions of section 201 and the disclosure provisions of 
section 202, that information which an agency head deterinines is in- 
vestigative information or law enforcement intelligence information. 
Both terms are precisely defined in the defkitions section of the bill 
contained in Title 111.All of these definitions are based in large part on 
the criminal justice privacy bills (S. 2963 and S. 2964) discussed earlier 
in the section of the report dealing with law enforcement. 

The effect of this subsection is to reqbire the agency head to de- 
termine first what portion of files maintained in any information 
system in his agency or which his agency might fund on the State or 
local level contains information which falls within the definitions- 
"Investigative information" or "law enforcement intelligence informa- 
tion." Investigative information might include information in a file 
maintained by a legitimate law enforcement agency, defined as an 
agency which can make an arrest for violation of a Federal or State 
statute. Investigative information might also be mamtained by .an 
agency which is not a law enforcement agency but which is gathering 
the information in the course of investigating activity which falls 
within its regulatory jurisdiction. For example, this section would 
permit the Chairman of the SEC to exempt from access and challenge 
files maintained by his agency on individuals whom i t  is investigating 
for violation of the SEC laws. 
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The esempt'io~l for intelligence information is restricted for the most 
part  to law enforcement agencies. I t  was the Committee's view that  
there were no regulatory or non-lnw enforcement ngencies which had a 
legitimate riglit to maintain intelligence files ant1 that therefore none 
of [heir irlvestigative files should be exempt from thc nccess, cliallenge 
and disclosure provisions via reliance on exemptions for intelligence 
information. 

Once the agency llend dctermincs that lie 11ns idormation legiti- 
mately in one of his information sj-stcms which fnlls within these 
definitions then he must, via the rulemnking prciccss, determine that 
applicat,ion of the challenge, nccess and clisclosure provisions would 
"seriously danmge or impede the purpose for svliich t l ~ e  informntion is 
maintainecl','. The Committee intcnds that this public rulema.king 
process would involve candid discussioi~ of the genernl type of informa- 
tion that the agency maintains which i t  fcels falls within these defini- 
tions and tlle reasons why nccess, challenge or tlisclosure ~vould 
"sel.iously clamnge" the purpose of thc mnintcnclnc>e of tlie informntion. 
The Coillnlittce hastens to point out tlint rveil'if thc. agmlcy head can 
legitiinntely nlnke such a finding he can only cscmpt the information 
itself or classes of such information (e.g. all u-iret.np tr;~ilscripts main- 
tained a t  FBI) nnd not n 1v11ole filing systcni simply I-~ccnuse intelli-
gence or in~est~igative information is conuninglctl \\-it11 information 
and files ~vllicli sllould be legitimately subjcct to the access, challenge 
and disc,losure provisions. 

The subscction 203 (b) qualifics the cscinptiou fro111 access and 
disclosure for investigative information in trvo i~iipo~.t: l~it  respect,^. 
First, invcstigat.ive informntion niaj- not ba csc~nptrtl ~ultlcr this sec- 
tion where tllc informatioil is in:lilitainctl longer t11:ul is necessary to 
coinnlence criininal p r o s c ~ ~ ~ t i o i i .  q~~:~lifi(.:~(ioliTliis rc~ogtiizes thc 
nmendmcnts to the Frcct lo~~i  ol' Infor~nntionAct rcc~entl~- adopted by 
tllc Senntc (tlie so-called I-I:lrt a~ncnt l~ucnt) .  Secontl, t l ~ r  subscction 
st,ates that thc Act is not intendcd to t l i s t~~rb  andtlie rules of c:~~iii~inal 
civil discovery of investignt.ive files prcsciltly pcrlnittctl by the Fccleral 
Rules of Criminnl ant1 Civil Dis-;c!ovcr\- aiitl, other 5t:ltc. o r  Federal 
court rules, administrntivc rcgulalions 01. st :~t:itcs . ;~~cl l  as tlic so-called 
"Jenc:ks" statute (18 U S 0  3500). 

Subaection~203 (c)(1 ) . T l ~ c  licatl of :niJ- :I~:.(\II(.J; I l inJ- tlct c~,liiinc that 
nn inforii~ntion sj-stcln file or pcrsonnl i n l o r ~ i ~ ; ~ t i o ~ ~  I)y tlint ~ii:linl:lin~(l 
:~gc~lc::- ciu:~lifies for ail esenlption ~ ~ n t l r t ~  su1)sc~ctiotl i:~) or ( I ) )  of tliis 
scction. 'l'o sccurc, t.lic cse~nption, :I, notice of pl.oposc~l n!l(1-1nnl<iny 
nlllst bc p~tblislictl in tlic Fctlc~xl Rcgist(~r nt 1c;l.it :)o tl;t~-sprior to 
l~olding rt~lc-~l~nkiiig ;I cop)- of !Iii~t ~!oticc to proccctlings ant1 p1.o~-itlc 
tlic- 1'1.ir;lcy P1.6tcction Colnmission l o  ai:'o~.tl the (,'o~niiiission tlic 
opportunity to coiu~iicilt. ?Tllcre possiblr. agc~icics nyc c l~cou~i~gct l  to 
provitlc 1111 to GO di~3.s' iioti(:c of Ii~i~l.ings to ;1iI'o1.(1 all int rl.e.;t st1 pantics 
;ill opporturiily to coinlnclit or :1pl1c;u. 

'L'lic nolice ol {lie proposed rulc-1n:ll;iiig sl~nll c.onfol.rn to t11e IT- 
quircnients of sections 55331)). ((,) :~11(1(c); 556 ,  :111([ 557 O C  'i'illc 5 ,  
U~iitctlStates CO(/C~ I , I I ~  :L sptv~ifir:~tio~is11:1Il i11rl11(1c ol' l11r I I ; I~III .C 
:~ntl pur1)osc ol the sj.sLcln lilc or i111'ort11:ltio11 c . \ ; c I I I ~ ~ c ( [11ro-IO IN '  : ~ s  
~ i t l c t lb>-s~tb~ccLioi1201 (c) of tlris Art. 


AStcr tllc period of iioticc, tlic : l~cnc .~-  
sl~:dl g i ~ r  i~itcrcstctl pwsons 
nn opportu~iitj- t o  ]~: t r t i ( , i l ) i~t~ t11rot1gli sub~nissioil in ~ I I Ci . t ~ I ~ - ~ ~ l : ~ l i i ~ l g  
of n-rittc~l : t r g t ~ ~ ~ ~ c ~ i t s  OI.:II  :IL liC:iring.or t l iro~~gli  p ~ x ~ s c ~ i t ; ~ t i o ~ i:L 11~11)Iic 



After consideration of the relevant matter presented, the agency shall 
incorporate in the rules adopted a concise general statement of their 
basis and purpose. 

SECTION204 

ARCHIVAL RECORDS 

Subsection 204(a). Provides for certain applications of the Act to 
archival records. Federal agency records which are deposited and 
accepted by the Administrator of General Services for storage, proc- 
essin and servicing in accordance with section 3103 of title 44 of 
the 8nited States Code are to be considered as though maintained b y  
the agency which deposited the records and subject to all of the 

rovisions of this Act, where they apply to such agency records. 
$he Administrator of General Services is prohibited from disclosing 
such records or any information in them, except to the agency I\-hich 
maintains the records or pursuant to the rules established by that 
agency. 

Subsection 204 (b). Provides that Federal agency records pertaining 
to identifiable individuals which were transferred to the National 
Archives of the United States as records which have sufficient histor- 
ical or other value to warrant their continued preservation by the 
Federal Government are to be considered to be maintained by the 
National Archives for the purposes of this Act. Except for the required 
annual public notice set forth in subsection 201 (c), the only provisions 
for the act which shall apply to such records are subsections 201 (b) ( 5 ) .  
requiring the establishment of rules of conduct and appropriate train- 
ing for employees and 201(b)(6), requiring the establishment of 
appropriate administrative, technical and physical safeguards to pro- 
tect the confidentiality of personal information. These provisions are, 
to a large extent, already a part of existing rules of the National 
Archives and hence should pose no unwarranted adminlstrat~ve bur- 
den.The Committee finds no reason why the Administrator shoultl 
not establish rules of conduct and notify the employees and others 
involved in any phase of the information system or file of the require- 
ments of the Act concerning the need for respect for the needs of 
privacy, confidentiality and for security of the system. In addition, 
there is no valid reason why the Archives should be exempt from 
the requirement to establish the appropriate safeguards to insure the 
security of the system. 

Along with all other agencies, the National Archives is subject to the 
notice requirements of the bill. 

Subsection 104(c). Provides that the National Archives shall notif>- 
the Commission and give public notice of the existence and character 
of the personal information systems and files which it maintains for ~ t s  
own internal uses and for other purposes and cause such notice to be. 
published in the Federal Register. While i t  realizes the difficulties of 
describing these precisely, the Committee intends such notice to in- 
clude a t  least the information specified by subsection 201(c)(3) (G),.
(I)and (J). 

The Administrator of the General Services Administration testified 
against application of the bill to records under GSA control or to 
those in the National Archives. This is particulwly true of the Archives, 



rcc.ortls \vliic,li arc generally over 50 years old nntl are not irrell orga- 
nizctl. The  C!o~rni~it;tee corlsulted wit11 GSA staff ancl has learned tha t  
rcc~ol~tlsa t  t,he Arcl~ivcs arc i ~ ~ a t l e y ~ ~ a t c l > -  iilclcsctl ant1 iuvol\-c Inrge 
1-ul111iic~sol' tlsta in ruol.c> 111n1i 20,000 scpar:~tclilirig s,~-stellis; 1ic11c.c.t . 1 1 ~  
('o~nlnittr'c: bcllicrcs tlinl tllc at l lni~~istrntirc -1))- thecost or co~~~pl ix l~cc ,  
drc,liives \c-ollltl far o~~i;\xrcigll all1 potential bcncfils, pal*tic:~llarly si1ic:e 
recortls cannot bc disc~losctl by tlic Arcliivcls unless they arc a t  least 50 
years old. I-Iowcver, tllc Collinlittcc illtcntls lllnt tile Atllilil~istrator of 
Gcurr;il Sen-ires take sl,cc*i:ll pre(: ;~l~tio~ls to c11s111.r t.11:l.t I.CCO~(IS ol~ler 
tli:~ii30 >-t\:~rs1101 be tlisclosed \\.lien tlisclosnrc is lilicly to cn1lsc tlis- 
c.rctlil:~tiori or i ~ i j  ur>-to :11i oltlcrlj- i~ltli\.itlt~;~l r r l i ~ t i v ~ sur t tic l i~ i i ig  ol' 
tlec.t~:~s~tl 111 tllc c;lse of I311rc;~u i1itli~i~111a.l~. o l  t i ~ c( > ' ~ I I ~ I I Sroc~~r t l s  
:1s-c(~1111)1,~1~ ~ I ~ ) s c ~ ~ I I c I ~ ~yr :~ r1900, t!isc.Io~!~rc0llg11t Lo be sul)jc(.t to 1 1 1 ~  
t o  t l ~ c  ;~])pl.o\.al of the Sc.ci.etiiry of Conznicrcc. 

'I'lic ('orli~ilitt.cc~i)clir~.es t l ~ t  this sectioli ;~de r lun t~ ly  lllccts the 
pro!)lc~~islie rlcscribcd ill Iiis t e s t i ~ ~ l o n ~ - .  I t  is tlesigllerl to Irirthcr thc 
illtr,l.cst o l i~istoriansautl others ill 1)rcscri-ilq tli(1 integrity of 11islo~ic::il 
~,cbc~)rtl.; of the; l ~ l r lill ])roliiot,ilig ;1ccess to I l l cn~,\villlil~ Ilic c,ol~slr:rinls 
~lcotls for i~lc\i\-it111:il l)ri\-:icy, for c*onlitlcl;ti:~lily :11i(1 tlue 1)1,ot:css of 
1:1 \\-. 

SEC?-~OS 205 

EXCEPTIOSS 

Srctioll 205 provitlcs ccrt;:ill gcncl~:rl c ~ c ~ c p l i o ~ ~ s  :~ntl c:l;lrifies 1cgisl:l- 
t i r c  ilit cut .  

S ~ ~ b n r c f i o l l  intent that, t.11~ 205(a).Sliows 010 ( ' o ~ n ~ ~ i i t t r c ' s  esenlptions 
~)l,oriilctt ill tlie Frcc.tlo~n of I~iSoi~~nntioli tile ~'e(l\~irecl Act. lo (!is-
c.los~ircof F r t l ~ r a linfor~nntioll on certain s~ll)je(.ts, ancl that  1)emiittetl 
1'01. protc~cntio~l of pcr.;on:~l privnc.>- !nay ilot Ilc 1 1 i c v l  :is n.111linlity to 
tl(111yrill ilitlioitlr~nl personal ilii'orlnation otlicl~n-isc ;~vnilablc under 
this -Act. 

S l t b s ~ c t i o t ~R06(b). Rcllcrts tlir Comniittcc's intent t11a.l tlic Act tlocs 
]lot affect c r i s t i n ~  requircinc~~tt o  disclosr, tlisscininatc, or p~tbliah in- 
Sornlation \~-Iiich :III agc1ic-y is ~.cquircd to c:ollcc:t for 111e 1)lIrpose of 
innking 511(:h tlisclosllrc. 'I'liis sul)soc,Lio~l n-ns inclrldetl s t  t l ~ e  1.cclliest of 
tl ic Sectlri t icy ant1 Erc: l la~~ zc (Ioln~nissioii :tntl otl1c.r rcyil a to n  :xycnc.ics 
to :~+s\ir(> (lutirs to  1wl)Iisl~t11at this A(*t \\-ill not, :~fl'crt tlieir s h t ~ ~ t o r j -  
i~iSorl~intion. 

St tbscc t ior~R U 6 ( c ) .  Esc1nl)ts froiii tlic accclss ant1 c,lrnll(~i>~c~ provisions 
ilif0l'1lliili~11 c,oll(!(,lctl, Cruliisl~c~tl or 11sct1 hj- t l ~ r ?( lcus~rs ~ ~ ~ r e i l u  for 
st:iti-;tic.;il ~ I I I ' I I O * ' ~  OL.;IS al~~llol'ize(I Fctlel.;~l Ccr~sus statutes. bj- t l i ~  

11-liilc st:~\istic*nl ~c(,ort ls  :inti r cc l~~ i~ .e -:rl,c> sr11)jc~:tto oI1rc.1- s:~l'cg~l;~rtls 
11ic11ts of 1I1c ~ i c t ,  the Co!nnliltcc. t)clicv:ls t11:1( tlic (:onil)lps sthl11101.y 
:III(I : ( ( I  ~ ~ i i ~ ~ i s t i , i ~  ~ I X I S O I ~ I I J - go\-o~.iii~ig :111(1 st i~tisti(:zrl i n b  s(sll(>~iic (*r>~i-;t~s 
i~ i l ' o~~ i i i : i~ io~ i  (::~rrd~il toi~clc~ls 1(1:isl;ltix-(~ ~,tl\.ic!\\- l)el'ol~! : ~ t t ~ ~ i l p t i l ~ g  
appl?- tlic pro~-isio\~r; of s11(.1i ~-et:ol.(ls. for :~cccss, c:Iiall(~ligc :111(1 I . ( ~ V ~ ( > \ V  

'l'lic Dil*c>c.t or of tlic C'(~iis~s ~.clel~l~ccI ol st:~tistic.nlU~II.C:IU to tlic luillior~s 
~,ccortlslie\\. in c~sistc~llc.c sl)cc,ific pl~occtlr~l~c~s t 1 1 ( ~vc,~.>- ;111(1 i.igoro11s 
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MAILING LISTS 

Subsection 206(a). Prohibits, unless specifically autho.rized by law, 
the practice by Federal departments and agencies of selllng or rent~ng 
names and addresses which they acquire during their transactions 
with individuals or which they obtain through their dealings with 
other agencies. The Committee believes this provision is consistent 
with the intent of the bill to prevent disclosures of personal information 
without consent or specific authority. As discussed in this report 
the clear difficulty in obtaining consent free of the appearance of 
intimidation and the impossibility of assuring l~mited use once the 
data is sold or rented, makes i t  advisable to require specific approval 
by Congress when the agency undertakes to sell or rent this data in 
bulk. 

This stipulation should not be construed to require an agency to 
withhold from the public names and addresses which are otherwise 
permitted to be made public. 

The provision is not intended to affect the protection already 
afforded and the authorized uses now designated for the names and 
addresses of individual postal customers maintained by the Postal 
Service to facilitate mail delivery, mail forwarding, and address and 
mailing list correction services. Present law prohibits the Postal 
Service from making available to the public any mailing or other list 
of names and addresses, except as specifically provided by law. 

Subsection 206(b). Deals with the disclosure and use of names and 
addresses by any person, including businesses and organizations, 
engaged in interstate commerce, who maintains a mailing list. I t  
requires removal of the individual's name and address from such list, 
upon written request of that individual. The bill thus provides a right 
to individuals which heretofore has been granted by some organiza- 
tions, and which has been recognized by the Direct Mail Marketing 
Association as a desirable standard for organizations which use mailing 
lists. This provision does not attempt to regulate the maintenance of 
files and personal records of State and local governments, or of organi- 
zations or their use of names and address for communicating with 
customers, clients and others with whom they have comnlercial 
transactions or o5cial business. 

TITLE 111-MISCELLANEOUS 

Section 301 

DEFINITIONS 

Section 301 contains the definitions applicable to the bill. 
The Committee has used the term "personal information" through-

out the bill to mean any information about the individual that 
identifies or describes any characteristic including but not limited to 
education, financial transactions, medical history, criminal or ern-
ployment record, or any personal information that affords a bas~s  
for inferring personal characteristics such as finger and voice prints, 
photographs, or things done by or to such individual. Such definition 



includes the record or present rcgistration, or inembership in a n  
organization or activity, or z~tlnlission to an institution. I t  is intended 
to include ~vitllin these terms :my symbol, number, such as n social 
security number or chamcter, atltlress, by which tlle individual is 
indexed in  a file or retricv:ible from it .  

The reference to person:~l ch:ll.:~ctcristics does not escludc a filc tliat 
contains only names and is 11c:~tlerl by :L general label for a categorj- 
of records. If the heading or the n:itnrc of tllc file rcpresellt,s a judgment 
on the indiviclual or a si~bjccti\-c i-icw, tlien tlmt file would be subject 
to  the bill. A file heaclctl "sec~u.it~- risks" or one labeled "nialinperers," 
or one coded for people to bc tlismissecl a t  the earliest; opportunity, 
eve,n if the file only corltninctl n:lriles, woultl be covered. This could, 
for instance, i~lclucle a list of pcoplc v.llo (lo not buy bonds, or do rlot 
contribute to cl~aritablc causes. Thrls i t  co11ld cover a. list I\-11ic.h 
cont:rined namcs ollly but  urllicl~, by its nature, coni:q-etl soinellling 
detrimental or threatening to tllr i.cput,ation, riglits, benefits or prii-- 
ilegcs or qualification of the individual simply by reason of being 
listecl on it. Tllcre arc many tlnt:~ banks ant1 files will1 nalncs nlnin- 
tained strictly for I~orlsckceping p~lrposcs, t~ntl i t  is espcctetl that t,hc 
Cornmission model guidelines 11-ill makc some tlistinctions lor the 
clegrees of scnsitirit\- of ~1.1ci1files, and mill allow for the cle\-clop~nent 
of specia,l treat,meut for filcs w1lcl.e tllc potential for abuse ~i11tl 11arn1 
is very great, n.nd thosc lor Ilo~~sckeeping purposes such as \I-110 xr-orks 
on a holiday or who 1l:ls n pt~rking space. 

l ' he  tern1 ",intlividlrnl" illcans a citizen of the United States or an 
alien laxvfully at!rnitt,ctl t l irol~g!~ resitlcncc.. Tllis tc1.1n is ~ ~ c r i ~ ~ a n c n t ,  
usetl instead of the iernl "l)ersonn t l~ ro~~gl iou t  tothe bill in orc!cl. 
distinguish Lct i~crn the rigl~ts ~\-l~icll arc gircx to t l ~ c  caitizen ns 2111 

individual ~mtlcr this Acl ant1 t11e rigllts ol 1)rol)i,ictorsl1i1)ii, l~l~sincsses 
ancl cor])oratioi~s ml!icl~ arc not intentled lo 1:c corcrctl 1):- tliix Act. 
This distinction n-as to insure that t11c bill 1ea1~c.s 111;touclietl tlic 
Fecleral . Govci~nrucnt,'~iilfo~'lnation actiritics for s11c.ll 1)11r1)oscs as 
econonlic regulatiolis. This definition was also inclutlctl to cscll~l)t t l ~ c  
coverage of t11c bill intelli~enc:a lilcs ant1 data b:unks tlcrotcci solely 
to foreign nationals or i~~ainiainetlby tlic Statc I)cl)art~~lcnt, t l ~ i :  

Central lntclligcncc Agc:~;): ant1 oliler ag,ent:ir.s for tllc purpose oS 
deuling with nonresident aliens 2nd ~)col)lc 111 otllrr. coulill.ii>s. 

Tlic tcrril " in. format ior~ s?jstetnn \\-as atlo1)ted to iiiriicwte ~ l ~ e  al)l)lica-
tion of tho 1)ill to all ol thc c:o~;ll)onents ant1 ol~crations, \vlicthcr 
automated or n l a n ~ ~ a l  or ot1lcrn:ise rnaintainetl, I)? \v-hir:li !)ci.sonnl 
infor~i~at ioi~,i11c:lutlinp the ilalnc or itlcntifier, is t:ollcctctl, storrtl, 
processctl, liai~tllcrl or disscminatctl by ail agcrlcy. 

Rather than foc~ls 011 n single rccorcl or sr~blcc:t file, tllc C'onlmittee 
lias at1ol)tetl nil nl)l)roacl~ focusetl on t11c total irlforirlatioll sj.stcnl 
which includes all p11:lses of infornlation collection, st.o~.:~gc, I~nntllil~g, 
proccssiug, clessili~ination ant1 transfer. I t  inclnrles records tirliich nro 
con~putcrizccl, mrc:llanized, micl~ofilmcd and photo$r:~pl~ctl. Tlle bill 
tllr~sis dircctetl lo tllc ovcrall programs and policies of esecut,irc 
brrnlcl~ tlcpartnlcnts ant1 ajirnc.ics including tllc clesigil, development, 
and management of an infol,iilntion sj-stem, as ~vcll as to tllc mainte- 
nance of one pnrticular file on an individual, or t l ~ c  gathering of informa- 
tion on one d : ~ t i ~  Wit i~s11t:ll :L definition, tlie dt~ties nut1 s~~bje ( : t .  
responsibilities iliiposctl by the bil! apply to administrators, coruputcr 



programmers and all manner of employees including technicians, 
clerks, guards. Given the broad scope of the bill, an alternative use of 
the term "system of record" would create confusion as to its possible 
application to such things as inventories and extraneous matters. 

The use of the terms "information system" and "files" allows for 
distinctions where needed for the application of certain standards to 
an entire information system of an agency, department, or establish- 
ment, including its bureaus, offices, employees, and equipment, and 
for the application of them to a particular file, that is, a series of 
records, on a particular subject. 

The terms 'ffile" and "data bank" in public usage are frequently 
interchangeable. 

Under this bill, "file" may mean an individual record or a series 
of records containing personal information about individuals which 
may be maintained within an information system. ''Data bank" means 
a collection of files pertaining to individuals. Used in the bill, i t  
connotes a recognizable entity for management purposes, specifically 
located within an agency or organization or to one of its components; 
it means a collection of files usually contributed to by different users 
and available to them according to a plan of access. 

The term "Federal agency" means any department, agency, instru- 
mentality, or establiehment in the executive branch of the Govern- 
ment of the United States. The definition includes any officer or 
employee of an agency. In addition to the general purpose of this 
provision to define the application of the Act, i t  is also intended that 
the definition assist in placing the responsibility fcr intra-agency 
handling of information on the head of the department or agency. 

The term "investigative infomnationJ1 has a ~pecial and narrow mean- 
ing under this bill. I t  has been discussed at  length in the section of 
the report entitled "Law Enforcement Files". I t  means information 
associated with an identifiable individual compiled by- 

(1) an agency in the course of conducting a criminal investi- 
gation of a specific criminal act where such investigation is 
pur~uantto a statutory function of the agency. Such information 
may pertain to that criminal act and be derived from reports of 
informants and investigator?, or from any type of ~urveillance. 
The term does not include criminal history information nor does 
i t  include initial reports fled by a law enforcement agency de- 
ecribing a spe,:ific incident, indexed chronologically and expressly 
required by State or Federal statute to be made public; and 

(2) by an agency with regulatory jurisdiction which 1s not a 
law enforcement agency in the course of conducting an investi- 
gation of specific activity which falls within the agency's regula- 
tory jurisdiction. For the purposes of this paragraph, an "agency 
with regulatory jurisdiction" is an agency which is empowered. to 
enforce any Federal statute or regulation, the violation of whlch 
subjects the violator to criminal or civil penalties. 

The term "law enforcement inteZZigence information" means infor- 
mation associated with an identifiable individual compiled by a law 
ehforeement agency in the course of conducting an investigation of an 
iwlividual in anticipation that he may commit a specific criminal act, 



including information derived from reports of informants, investign- 
tors, or from any type of surveillance. Tile term does not include 
criminal history infor~uation nor does it.inclucle initial reports filed by 
a law enforccment agency dcscribing a specific incident, indexed 
clironologically by incident and expressl~ required by State or Federal 
statute to be made public.. 

The t.errn "criminal history irlformation" means information on an 
individual consisting of notations of arrests, detent,ions, indictments, 
informations, or other formal criminal charges and any disposition 
arising from those arrests, detentions, indictment,^, informations, or 
charges. The term shall not include an original book of entry or police 
blotter maintained by a law enforcement agency a t  the place of an 
original arrest or place of detention, inclesed chronologicall~ and 
req~iired to be made public, nor shall i t  include conrt records of public 
criminal proceedings indexed chronologically. 

The term "law enforcement agency" means an agency whose ern-
ployees or agents are empowered by State or Federal law to make 
arrests for violations of State or Federal law. 

CRIMINAL PEA-ALTY 

Section 302 provides for criminal penalties for willful violations of 
the Act in t,wo respects. One is for the secret creation of data banks in 
violation of the requirement that all such decisions be made public. 
Any officer or employee of any Federal agency who willfully keeps an 
inforniation system without meeting the notice recluirernents of this 
Act sct forth in snbscclion 201(c) shall be fined not more than $10,000 
in each instance or im1)risoned not more thtin five years, or both. 

'I'he other violation subjects :In officer or employee of the Com- 
mission to crili~inal penalty for the unlawful disclosure or transfer of 
personal information about any individual obtained ill t,he course of 
sucll officer or employee's duties in any manner or for any purpose not 
specifically anthorizcd by law ant1 providcs that suc:l1 1,crson Ilc fined 
11ot lnorc than $10,000 o~ impl.isoncc\ not 11101.~~tl1n11 fivr ye:lrs, 01-

both. 
Tliesc are the only violations of tlie Act subject to criminal snnction. 

The Comn~ittce has decided to provitla crimi~lal sanctions for tllesc 
two viol:~tions bccnuse they arc key to m1y cifcc:ti\;e ~~rotect ion for 
#

privncp anrl confitlcntialit,y. '1 '11~ p ~ ~ b l i c  tllnt all t l ; ~ t : ~polica-~- ~-rc~r~irc.: 
bank.; bc sribject to n visible public policy tlcc.isio11. l ' l~c  cb~ltilc Act 
woultl be f r~~stra tc t l  data banks coultl I)c c:rcntctl nntl ope~*:~tctl if s c c ~ c t  
wit,ll iinp~u11it-y. Tlia C o ~ n ~ n i ( t c c  t l~is  jl~tlgrncllt by not lins ~~iitlerlinetl 
pcrn~itlinp an escl~~sion f0111 t l~is  requil.cn~cnt, cvril for tllose lligllly 
sensitive tlnta b:luks in thc areas of nat,ional tlefcnsc, foreign policj- or 
law cnforcclncnt. A st~*o~lgly-ellfor(,cilrcquirc~ncnt of pr~blicity ill tlie 
crcatio~i of data b:ulks is ncc:rssary for admi~~istrativeovcls i~ht ,  
legislative oversight,, find jntlicitrl ~*cview. 

Equally fu~~tlanicnt.al is the nced to guard against ~mlawful dissem- 
ination, disclosure or transfers of personal inforniation acquil-ed by 
tlie Com~nission consriltants and eil~ployees in the conrsc of their 
dl1 ties. 



While Commission employees are also subject to the same Federal 
criminal laws and government-wide regulations enalizing all other 
Federal employees who disclose information, t\is section creates 
sanctions uniquely applicable to them. This is deemed necessary since 
in exercise.of its powers and performance of investigative duties, the 
Commission may obtain or examine all kinds of administrative docu- 
ments and data relative to executive branch implementation and 
enforcement of the Act, as well as information on individuals needed 
to determine violations of the Act. In  addition, for purposes of its 
research and studies, i t  may engage in similar activities with respect 
to certain data banks and systems of the private sector and in State 
and local governments. 

In  light of such special auditing, inspection and study functions, 
strong penalties were deemed necessary to reassure government 
agencies and citizens that the deterrents to improper disclosure are so 
severe that they need not worry about improper or illegal disclosures. 

SECTION303 

CIVIL REMEDIES 

Section 303 provides for civil judicial enforcement of the Act by 
ersons affected by violations of the Act. I n  keeping with general 

kgislative practice, this bill not only establishes certain administra- 
tive requirements and grants certain rights to citizens, but gives 
authority to the citizen to defend his rights by taking the initiative of 
court action. Such a right is doubly important since the revised bill 
gives no enforcement authority to the Commission. 

Subsection SOS(a). Gives a cause of action to a citizen aggrieved by a 
denial of access to his own file. Since access to a file is the key to in- 
suring the citizen's right of accuracy, completeness, and relevancy, a 
denial of access affords the citizen the right to raise these issues in 
court. This would be the means by which a citizen could challenge any 
exemption from the requirements of sections 201 and 202 made 
pursuant to the procedures outlined in section 203. A person seeking 
access to a file which he has reason to believe is being maintained on 
him for the purposes of determining its accuracy and completeness, for 
example, or to take advantage of the rights afforded him under 
section 201, could raise the question of the propriety of the exemption 
which denies him access to his files. I n  deciding whether the citizen 
has a right to see his file or to learn whether the agency has a file 
on him, the court would of necessity have to decide the legitimacy 
of the agency's reasons for the denial of access, or refusal of an 
answer. The Committee intends that any citizen who is denied a 
right of access under the Act may have a cause of action, without 
the necessity of having to show that a decision has been made on 
the basis of it, and without having to show some further injury, 
such as loss of job or other benefit, that might stem from the 
denial of access. Since i t  is often exceedingly difEicult for a citizen to 
learn of such consequences, or if he knows, to establish a "cause and 
effectJ' relationship between the information in his file and some sub- 
sequent damage to him, the committee has decided that i t  would frus- 
trate an individual's ability to assert his rights if he had to allege and 
prove use or such consequential harm. I n  order to state a cause of 
action, i t  should be enough that he be able to assert that the presump- 
tive right of access granted him by the -Act has been denied him. 



S~ibsectionSOS(b). Affords the Attorney General and any aggrieved 
person authority to enforce the Act as-against existing or threatened 
violations of the Act b y  seeking a Federal District Court injunction 
against such acts or practices. This subsection has a two-fold purpose. 
First, i t  gives the Attorney General the obligation to  challenge in court 
any violation of the Act which might affect the public a t  large, but 
which does not yet affect any particular citizen sufficiently to give him 
constitutional standing to sue, or which may not be such as to induce a 
private person to  endure the practical difficulties of litigation. 

Second, t,he grant of a cause of action to any "aggrieved person" is 
designed to encourage the widest possible citizen enforcement through 
the judicial process. This is necessary, as mentioned, since the Act 
does not give any adrninistrntive body authority to ensure compliance 
with the Act. 'The Committee intends the use of the term "aggrieved 
personJ1 to afford the wiclest possible standing consistent with the con- 
stitutional requirement of "case or controversy" in Article 111,Sec. 2 
of the Constitution. I n  this respect, the provision is designed, among 
other things, to supply certain deficiencies in standing and ripeness 
~vllicll the courts found in the Environmental Protection Agency v.  
A4illk1 410 U.S. 73 (197.3), Laird v. Tatum (408 U.S. 1(1972), and 
Stark v. Schulfz, 42 U.S.L.W. 4481 (Apr. I ,  1974)). 

S~rbsection SOS(c). Provides that any person found to have violatecl 
~)rovi.;ioll.; of the Act or nny rule, regolalion, or order issued under i t  
s!i:~.llIF liable to the aggrieved person for actual damages sustainetl 
by the intlividual, p1initi1-e darnages where nppropriate, and in cnsc 
of s;ic.c-c-;sl'ul :~ct,ion, the cost of the action, with reasonable attorney's 
foes to  I)?  tlctcr~ninetlby the coart. 

111;~tltlitioa to damages, t l ~ c  aggrieved person would rcccive thc 
l)eilcfit, of an!; other np1)ropriate remedies, inclutling injunctive or 
~llr:~ltlntory t!le c-onrt deems app~.opriate. rclicf, ~\-hich 

Thc find sitbsection ~nilkes clenr tha t  the Federal courts will Iiax-e 
jnriscliction regardless of the fact that the amount; claimed is less than 
S10,OOO. 

SZCTION 304 

JURISDICTIOS O F  DISTRICT COURTS 

Srtb.scction 304(a). Gi~rcs j~~risdiction to tlie 3'cder;~l courts to hear 
c;iics \)rot~shLnncler section 303 and to csnminc inform~~tion irz came~~a 
to tleterlnilic whether the inlomi:~tion or u11y part of i t  lney be witlllleld 
1llleler any of tlie rsernlltions in section 203 of the ,Act. 'l'hc ngcncj-
has t hc b ~ ~ r t l c n  of slistltining the legality of its actions. Veiluc \;-oultl 
~ n o s tl i l ic l~ be eit.ller in t,llc pl:lintifl1s jl~risdiction, or in W:~.sl~ington, 
D.C., altllouyl~ othcr 1-cnuc is possible. Thcj section also ensures t1ln.t 
tlie court will II:LVC the power to csalnine ,in camera ally contcstctl 
iufol,lnnlion ncccss:Lry to a tletcrr~linntion of the litigxtion, t l~iis 
: I I I I ~ I I ~ollicr t liii~gs, r~metlying the 1:lck of reviev~ing po\\-cr wliicll illc 
Sul)rcme, CourL founrl in tile A l i n l i  casc. Since tho burtlen oE justifyving 
t I I C  \\-itl~lioltling01 i~llor~n:llioll is on tlic agency, t l~is  \\-ill cn:~blo the 
cor~rt  to 111:lkc n fu l l  tlc nolw tlcterlninntion oC t.llc prol)ricty ol Llie 
grounds nsscrtetl by .the govcl-nment for 1icel)illg tllc information from 
tlic plainlifl. Sucli a 1)rorision is ncccssary in order to providc a full 
:uld coml,lete llcarirlg to thc i:;sucs being lilignkd :untl to. provitlo 
justice lo tllc aggricl-cd irlcli\-it1u:~l. 



Subsection 304(b). Provides that in any action to obtain judicial 
review of a decision to exempt any personal information from any 
provision of this Act, the Court may examine such information i n  
camera to determine if all, or any part of it, is properly clnssified with 
respect to national defense, foreign policy, or law enforcement intelli- 
gence or investigative information and may be exempted from any 
provision of this Act. The burden is on the Federal agency to sustain 
any claim that such information may be so exempted, 

EFFECTIVE DATE 

Provides that the Act shall become effective one year after the 
date of enactment, except that the provisions of title I shall become 
effective on the date of enactment. 

This provision is designed to allow the agencies lead time to develop 
their regulations and to seek such additional resources or assistance 
as thev mav need to meet their obligations under the Act. Bv allowinn 
the, ihmeaiate implementation of  the provisions establ&hing th i  
Commission. the Committee intends to ~ e r m i t  the Commission time 
to develop its model guidelines, establish any needed interagency 
councils, and generally to prepare for full implementation of the Act. 

AUTHORIZATION O F  APPROPRIATIONS 

Authorizes appropriation of such sums as may be necessary to 
carry out the provisions of the Act. 

The title is amended so as to read: 
"A bill to establish a Privacy Protection Commission, to provide 

management systems in Federal agencies and certain other organiza- 
tions with respect to the gathering and disclosure of information 
concerning individuals, and for other purposes." 

The Committee has received a broad variety of generalized state- 
ments of the estimated costs of implementing the safeguards and 
guarantees provided in this legislation. No precise estimate of costs 
can be established until the Commission develops model guidelines 
and until the Act is applied to specific information programs and 
administrators have reviewed their resources for implementing i t  in 
accordance with their own rules. The Committee believes that good 
faith enforcement of the standards and procedures for review will 
result in substantial snvings to Federal agencies. We arc mindful, for 
instance, of testimony describing the Navy's destruction of 15 tons of 
records upon review of its program needs for retention of records. 
Similar patterns showed up in the review by the Army of the relevance 
to its statutory programs to the personal information i t  collected and 
maintained on individuals who had no dealings with the armed 
services. 
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Since a number of agencies already apply some of the safeguards to 
certain of their files, and since the Act will require little or no further 
effort on their part for those files, this certainly will affect the cost of 
implementation. Furthermore, experience under the practices of those 
agencies and with provisions which are somewhat similar in the Fair 
Credit Reporting Act and other statutes shows that the workload is 
not unreasonable and, in some cases under those laws, did not meet 
expectations. The very existence of the statutory guarantees ap-
parently tended to reassure citizens that government and organizations 
were following certain guidelines pursuant to administrative and 
legislative oversight. 

The HEW report addressed the problem of costs and the Committee 
agrees with the commonsense observations there: 

The safeguards we recommend will not be without costs, 
which will vary from system to system. The personal data 
record-keeping practices of some organizations already meet 
many of the standards called for by the safeguards. . . . We 
believe that the cost to most organizations of changing their 
customary practices in order to assure adherence to our 
recommended safeguards will be higher in management atten- 
tion and psychic energy than in dollars. These costs can be 
regarded in part as deferred costs that should already have 
been incurred to protect personal privacy, and in part as 
insurance against future problems that lnay result from 
adverse effects of automated personal data systems. From a 
practical point of view, we can expect to reap the full 
advantages of these systems only if active public antipathy 
to their use is not provoked. (Report, p. 44,45) 

The Office of Management and Budget has been unable to provide 
an accurate cost estimate. 

ROLLCALL VOTE ON FINAL PASSAGE 

In compliance with section 133 of the Legislative Reorganization Act 
of 1946, as amended, rollcall votes taken during Committee consider- 
ation of this legislation are as follows : 

FINALPASSAGE: naysOrdered reported: 9 yeas-0 

Teas : Nays : 
Jackson None 
Muskie 
Chiles 
Nunn 
Huddleston 
Percy 
Rot11 
Brock 
Ervin 

(Proxy) 

Ribicoff 

J t~vits. 




9 3 ~CONGRESS H.Rm163732o SESSION 

I N  TIIE IIOUSE OF REPRESENTATIVES 

BIr. AIoocrrean of Pennsylrnnia (for himself, Ms. Anzno, Mr. ALEXANDER, Mr. 
U~OO~IFIELD, RIP. F.\SCELI,, Mr. G O L D W A ~ R ,  Mr. EPLEA-BORF, Mr. GCDE, Mr. 
ICOCH, Mr. Lrrro~,Mr. M O ~ L O S I ~ E T ,  Mr. Moss, Mr. TIIONE, and bfr. 
WRIGHT)introduced the follo\ring bill; n-hich was referred to the Corn- 
lnittce on Government Operations 

A BILL 

To amend title 5..United States Code, by ndding a section 552% 

to safeguard individual privacy from the misuse of F e d e r ~ l  

records and to provide that individuals be granted access 

to records concerning tllenl u~hich nre maintained by F e d e r ~ l  

agencies. 

1 B e  it cnncted by the Senate and IIo~rse of Representa- 

2 tiocs of 11ie Uuitecl States of Anzerica, in Go7lgre.s~ nssenlbled, 

3 Thnt this Act may be cited as the "Privacy Act of 1974". 

4 SEC.2 .  (a )  The Congress finds that- 

5 ( 1 )  the privacy of an individual is directly affected 

6 by the collection, maintenance, use, and dissemination 

7 of personal information by Federal agencies; 
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1 ( 2 )  the increasing use of computers and sophis- 

2 ticated information technology has greatly magnified thc 

3 harm that can occur from any collection, maintenance, 

4 use, and dissemination of personal information; 

5 (3 )  the opportunities for an individual to secure 

6 employment, inmrance, and credit, and his right to due 

7 process, and other legal protections are endangered by 

8 the misuse of certain information sys terns; 

9 (4) the right to privacy is a personal and funda- 

10 mental right protected by the Constitution of the United 

11 States; and 

12 ( 5 )  in order to protect the privacy of individuals 

13 identified in information systems maintained by Federal 

l4 agencies, it is necessary and proper..for the Congress 

l5 to regulate the collection, maintenance, use, and dis 

l6 semination of information by such agencies. 

17 (b )  Thc ptlrpose of this Act is to provide certain safe 

guards for an individual against an invasion of personal 

l9 privacy by requiring each Federal agency to- 

20 (1) permit an indiridual to determine what records 

21 pertaining to him are collected, maintained, used, and 

22 disseminated by each such agency; 

23 (2 )  permit an individual to prevent records pertain- 

24 ing to him obtained by tach such agency for a particulnr 

25 purpose from being used or made available for another 

26 purpose without his consent;? 
.1 1 
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( 3 )  permit an individual to gain access to certain 

Federal agency records pertaining to him, to have a 

copy made of all or any portion thereof, and to correct 

or amend such records; 

(4)  collcrt, mnintnin, lisp, 01. disseminate any record 

of identifiable personal information in a mnnncr that 

assures thnt such notion is for a necessary and Inwful 

purpose, that the information is current a i d  ~;lccnratc for 

its intended use, and that adequate safeguards are pro- 

vided to prevent n~isuse of snch inforination; 

( 5 )  permit esenlptions from the requirelhents with 

/respect to recordls provided in this Act only in those 

cases wherc there is nn important public policy need for 

snc6 exemption as has been determined hy specific statu- 

tory authority; and 

(6) 'be subject to civil suit for any damages which 

occur as n result of willful or negligent action which 

violates any individual's rights under this Act. 

SEC. 3. Title 5, United States Code, is amended by 

adding after section 552 the following new section: 

"8 552a. Records maintained on individuals 

" (a) DEFINITIONS.-For purposes of this section-: 

"(1) the term 'agency' means agency as defined 

in section 552 (e )  of this title; 

" (2)  the term 'individnnl' means n citizen of the 
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United States or an alien lawfully admitted for permn- 

nent residence; 

" ( 3 )  the term 'maintain' includes ~mintain,  col- 

lect, use, or disseininnte; 

"(1) tlie tcrin 'record' menas any collection or 

gronping of rlnt;~ about nil individual that is mnintnincd 

by an  agency and that contains liis name, identifying 

number, symbol, or other identifying particular nssigned 

to each such individual; 

" (5)  the term 'system of records' means n group 

of any records under the control of any agency fro111 

which infoin~ntion is retrieved 1)y tlle name of the in- 

dividual or by some identifying numbcr, sy1111)01, or 

otllcr identifying lx~rticulaa. assigned to cnch sucli in- 

dividunl ; and 

" ( 6 )  the tern? 'stntisticd rescnrcll or ]meporting rec- 

ord' means a record in n system of rrcorcls nssenil~lcd 

or maintilined for statislical rrscnrcll or reporting 1111r- 

poses only and not used in whole or in part i l l  innking 

any deterininlation about an identifiable individual, es-

ccpt as provided by seotion 8 of title 13, United States 

Code. 

" (b)  CONDITIONSOF DISCLOSURE.-NO agency shall 

disclose nny record to any person, or to another agency, 

except pursuant to a written request by, or with the prior 
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1 written consent of, the indivi.dua1 to whom the record per- 

2 tains, unless diselosnre would be-

3 " (1) to those officers and employees of that agency 

4 who hare a need for such record in the performailce +d 

5 their duties; 

6 " (2)  required pursuant to section 552 of this title 

7 or ally other Federal statute; 

8 " (3)  for a routine use desciibed in any rule promul- 

9 gated pursuant to subsection (e)  (4) ; 

10 " (4) to the Bureau of the Census for purposes of 

11 planning or carrying out a census or survey pursuant Co 

12 the provisions of title 13, United Btatea Code; 

13 " ( 5 )  where the agency deternines that the recipi- 

14 ent of such record has provided advance ad-equate writ-

ten assurance that the record will be used solely as a 

statistical resea.reh or reporting record, and is to be 

transferred in a fo~mthat is not individually identi- 

fiable; 

" (6) when transferred to the National Archivw -of 

the United States as a record which has sufficien,t his- 

torical or other value to warrant its continued preser- 

vation by the United LJtates Government, or for evalm- 

.tion by the Administrator of General Services or his 

designee .to determine-. whether -the *cord has such 

25 value ; 
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1 " (7) to another agency- or to an instrumentality 

2 of any governmental jurisdiction within or under the 

3 control of the Uniked States for a law enforcement 

4 activity if such activity is authorized by statute and if 

5 the head of such agency or inskumentality has made 

6 a written request to the agency which maintains the 

7 record specifying the particular portion desired and the 

8 law enforcement activity for which the record is sought; 

9 or 

10 " (8)  pursuant to a showing of compelling cir-

11 cumstances affecting the health, safety, or identifica-

12 tion of an individual, if upon such disclosure notification 

13 is kansmitted to the last known addzress of such 

14 individual. 

15 " (c) ACCOUNTING C ~ T A I NOF DISCLOSURES.-Each 

16 agency, with respect to each system of records under its 

17 eonmtrol, shall-

18 < c  (1) keep an accurate accounting of-

19 " (A)  the date, nature, and purpose of each 

20 disclosure of a record to any person or to another 

21 agency, except for disclosures made pursuant to sub- 

% section (~b)(1) thmugh (6) ;and 

23 - " (B) the name and address of the person or 

24 . agency to whom such disclosure is made; 



1 " (2)  retain the accounting made pursuant to para- 

graph (1) for at  least five years after the disclosure 

for which such accounting is made ; 

" ( 3 )  except for disclosures made pursuant to sub-

section (b)  (7),make the accounting available to the 

individual named therein at his request; and 

" (4) inform any person or other agency about any 

correction or notation of dispute made by the agency 

in accordance with subsection (d)' of any record that has 

been disclosed to such person or agency within two years 

preceding the making of such correction of the indi- 

vidual's record, except that this paragraph shall not 

apply to any record that was disclosed prior to the 

14 effective date of this section and for which there is no 

15 accounting of such disclosure. 

1'6 " (d) ACCESSTO RECORDS.-Each agency that main- 

17 tains a system of records shall- 

18 " (1) upon request by any individual to gain access 

19 to any record pertaining to him which is contained in 

20 any particular system 'of records maintained by the 

21 agency, permit him to gain access to such record and 

22 have a copy made of all or any portion thereof in a form 

23 comprehensible to him; 

24 " (2)  permit such individual to request amendment 

25 of a record pertaining to him mdeither-
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1 " (A),d  e  any correction of any portion there- 

2 of which the imdividual believes is not accurate, 

3 relevant, timely, or complete ;or 

'4 " (B) promptly inform such individual of its 

5 refusal to amend such record in accordance with his 

6 request, the reason for such refusal, the procedures 

7 estgblished by the agency for the individual to re- . 

8 - quest a review by the agency of that refusal, and the 

9 name and business address of the official within the 

I@ ogenq $0 w h m  the request for review may be 

11 tmken ; 

12 . " (3) permit any such individual who disagrees 

13: with the agency's refusal to amend his record to request 

14 ' review cd such refusal by the o5cial named in accordance 

15 with paragraph (2)  (B) ;and if, after such review, that 

&cia1 also refuses to amend the record in accordance 

with the reqnest, permit the individual to file with the 

agency a concise statement setting forth the reasons for 

his disagreement with the agency's refusal; and 

" (4) in any disclosure relevant to such individual's 

disagreement occurring after the filing of the statement 

under paragraph ( 3 ) ,  clearly note any portion of such 

record which is disputed and provide copies of such 

stettementr and, if the agency deems it appropriate, c o b  

ies of a concise statement of. the agency's reasons for 
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not making the amendments requested, to persons or 

other agncimes bo whom the di'sputed record has been 

disclosed. 

" (e) AGENCYRULES.-In *order !to carry out :the pro- 

visions of this section, each agency that maintains a system 

of records shall promulgate rules in accordance with the 

requirements, i~ncluding that of general notice, of seetioil 553 

of this title. Such rules shall- 

" (1) include a notice of the existence and charac- 

ter of each system of records which th.e agency mnin- 

tains, which notice shall consist of- 

" (A)  the name amd location of each such 

system; 

" (B) the categories of individuals on whom 

records are maintained in such system; 

" (C) the,categoTies of information maintained 

in such system; and 

"(D) the title and business a.ddress of the 

agency official or employee who is responsible for 

such system; 

" (2) establish procedures whereby an individual 

from whom information pertaining to him is being re- 

quested is apprised of the general purposes for which 

sucli information will be used; 

"(3)  describe the policies and practices of the 
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agency regarding storage, retrievability, access controls, 

retention, and disposal of the records ; 

" (4) describe for each system of records, each 

routine purpose for which the records contained in such 

system are used or intended to be used, including .the 

categories of users of the records for each such purpose; 

" (5) provide that any record which is used by the 

agency in making any determination about any indi- 

vidual is maintained with such accuracy, relevance, 

timeliness, and completeness as is necessary to assure 

fairness to the individtial in such determination; 

" (6) establish procedures whereby an individual 

can be n o s e d  in response to his request if any particn- 

lar system of records contains a record pertaining to him; 

" ( 7 )  define reasonable items, places, and require- 

ments for identifying indiV;,duals who request records 

pertaining to themselves before the agemcy shall make 

such records available to such individuals; ' 

" (8) establish procedures for the disclosure to an 

imdividual upon h i  request of reoords pertaining tio him, 

including specid procedure, if deemed necessary, for 

the disclosure to an individual of medical records, includ- 

ing psychological records, pertaining to him ; 

"' (9)  establish procedures for reviewing requests 

from individuals concerning the amendment of records 

to such individuals, for making a d e t e h p  
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1 tion on such requests, for appeals within the agency of 

2 initial adverse agency determinations, and for whatever 

3 a.dditiona1 means the head of the agency may deem 

4 necessary for each indiv'idual to be able to exercise fully 

5 his rights under this section; and 

6 " (10) establish fees to be charged, if any, to indi- 

7 viduals for making copies of their records, excluding the 

8 cost of any search h r  such records and review of them. 

9 " (f) (1) CIVIL anyR ~ ~ ~ ~ l c ~ s . - W h e n w e r  agency 

10 ( A )  refuses to comply with an individual request under 

11 subsection (d)  (1)  of this section, (B) fails to maintain any 

12 record concerning any individual wikh such accuracy, rele- 

13 vance, timeliness, and completeness as is necessary to assure 

14 fairness in any determination relating to such individual's 

15 .qualifications, character, rights, opportunities, or benefits 

1 G  that may be made on the basis of such records and conse- 

17 quently makes such a determination which is adverse to the 

18 individual, or ' ( 6 )  fails to comply with any other provision 

19 of this section, or any rule promulgated thereunder, in such 

20 a way as to h v e  an adverse effect on an individual, such 

21 individual may bring a civil action against such agency, and 

22 the district courts of the United States shall have juris-

23 diction in such matters as provided by paragraph (41 

24 of this subsection. 

25 " ( 2 )  (A)  In any suit brought pursuant to the provisions 
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of subsection ( f )  ( I ) ,the court may enjoin the a.gency from 

withholding the records and order the production to the 

complainant of any agency records improperly withheld 

from him. In such a case bhe court shall determine the 

matter de novo, and may examine the contents of any 

agency records in camera to determine whether such rec- 

ords or any portion thereof may be withheld under any 

of the exemptions set forth in subsection (i) or ( j) of 

this section, and the burden is on the agency to sustain its 

action. 

" (B) The court may assess against the United States 

reasonable attorney fees and other litigation costs reasonably 

i n m e d  in any case under this paragraph in which the 

complainant has substantially prevailed. 

" (3)  In  any suit brought pursuant to the p~ovisions of 

subseotion ( f )  ( 1 )  in which the court determines- 

" ( A )  that the agency's refusal or failure has been 

' willful, the agency shall be liable to the individual in 

an amount equal t;o tihe sum of- 

" (i) actual damages sustained by the individud 

as a result of such refusal or failure; 

" ( i i)  punitive damages allowed by the court; 

and 


" (iii) the costs of. the action together with rea- 

sonable attorney's fees as determined by the court; 

or _ &I 
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1 " (B) that the agency's refusal or failure has been 

2 ~legligent, the agency shall be liable to the i~idividual i 

3 an amount equal to the =nnl of- 

4 " (i), any actual damages sustained by the in- 

5 dividual as a result of such refusal or failure; and 

6 " (ii) the costs of the action together with rea- 

7 sonable attorney's fees as determined by the court. 

8 " (4) An action to enforce any liability created under 

9 this section may be brought in the district court of the 

10 United States in the district in which the complainant resides, 

11 or has his principal place of business, or in which the agency 

12 records are situated, or in the District of Columbia, without 

13 regard to the amount in controversy, within two years from 

the date on which the cause of action arises, except that 

where an agency has materially and willfully misrepresented 

any iufolmation required under this section to be disclosed 

to an individual and the information so misrepresented is 

material to the establishment of the agency's liability to 

that individual under this section, the action may be brought 

at any time within two years after discovery by the individual 

of the misrepresentatiofi. 

" (g) RIGHTSOF LEGALGUARDIANS.-FO~ the pur- 

poses of subsections (b), ( d ) ,  and ( f )  of this section, the 

legal guardian of any individual who has been declared to 

be incompetent due ,to physical or mental incapacity or age 



1 by a court of competent jurisdiction may act on behalf of 

2 such individual. 

3 " (h)  ( I )  CRIMINAL PENALTIES.-Any offiuer or em- 

4.ployee of the United States, who by virhe of his employ- 

5 ment or official position, has possession of, or access to, 

6 agency records which contain individually identifiable in- 

7 formation, the disclosure of which is prohibited by this sec- 

8 tion or by rules or regulations established pursuant thereto, 

9 and who knowing that disclosure of such specific material 

10 is so prohibited, willfully disclases such material in any 

11 manner to any person or agency not entitled to receive it, 

12 shall be fined not -more than.$5,000. 

" ( 2) Any person who knowingly and willfully requests 

or obtains any record concerning an individual from an 

agency under false pretenses shall be fined not more than 

<( (i) GENERAL EXEMPTIONS.-Except far subsections 

(e)  (1) a'nd (e)  ( 3 ) ,  the provisions of this section shall 

not apply to any record or system of records which is- 

" (1) maintained by any agency to the extent that 

the President determines by Executive order, on an 

annual basis, that providing access by an individual to 

his records would cause serious damage to the national 

defense or foreign policy ; 

" (2 )  maintained by the Central Intelligence 

Agency; or . 



" ( 3 )  maintained by an agency or component 


thereof which performs as its principal function any 


activity pertaining to the ellforceinelit of criminal laws, 


including police efforts to prevent., control, or reduce 


crime or to apprehend criminals, and the activities of 


prosecutors, courts, correctional, probation, pardon, or 


parole authorities, and which consists of ( a )  inforrna- 


tioil corlipiled for tlie purpose of identifyiiig iiidividoal 


criminal offenders aiid alleged oilenders aiid consisting 


orily of ideritifyiilg data and notatiolis of arrests, the 

I 

nature and disposition of criminal charges, sentencing, 


confine~nent, release, and parole and probation status; 


(b )  information compiled for the purpose of a crim-

inal investigation, including reports of inforrn~rits and 

investigators, and associated with an identifiable indi- 

vidual; or (c) reports identifiable to an individual com- 

piled at  any stage of the process of enforcement of the 

criminal laws from arrest or indictment through release 

from supervision. 

" ( j )  SPECIFICEXE~~PTIONS.-SU~S~C~~O~~S(b ), ( c )  

( 3 ) ,  ( d ) ,  ( e )  ( 2 ) , and (e )  (6)  through (10) shall not 

apply to any record 	or system of records which is- 

" (1) subject to the proyisions of section 552 (b )  

(1) of this title; 

" ( 2 )  investigatory material compiled for law en-
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forcement purposes, except to the extent that such 

material is within the scope of paragraph (i)  ( 3 )  or is 

open to public inspection under the pfovisions of section 

552 (b )  (7) of this title; 

" (3 )  maintained in connection with providilig pro- 

tective services to the President of the United States 

or other individuals pursuant to section 3056 of title 18, 

United States Code; 

" (4) investigatory material- maintained for the pur- 

pose of determining iliitial or continuing eligibility or 

qualification for Federal employment, military service, 

Federal contracts, or access to classified information; 

" (5) material used for appointment, employment, 

or promotion in the Federal service; or 

15 " (6 )  required by statute to be maintained and used 

l6 solely as statistical research or reporting records. 

17 " ( k )  (1) ARCHIVAL R~co~~s . - -Agency  records which 

l8 are accepted by the Administrator of General Services for 

l9 storage, processing, and servicing in accordance with section 

20 3103 of title 44, United States Code, shall, for the purposes 

22 of this section, be considered to be maintained by the agency 

22 which deposited the records and shall be subject to the pro- 

23 visions of this section. .The Administrator of General Services 

24 shall not disclose such records, or any information therein, 

25 except to the agency which maintains the records or pur-

2(i suant to rules established by that agency. - .- . -
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" ( 2 )  Agency moords pertaining to ,i&nti,fiabl:e indi- 

vidiu,als which were transferred to Ithe National Archives of 

the United States as records which ha.ve sufficient historical 

or other value to warl.ant their conltinued preservation by 

the United ~Sbates Government, prior ]to the effective date lof 

this section, shall, for the purposes of this section, be con-

sidered to be mainltained by the National Archives and shall 

not be subject to the provisions of this section. 

" ( 3 )  Agency records pertaining to identifiable indi- 

viduals which are transferred to the National Archives of 

the United States as records which have sufficient historical 

or other value to warrant their continued preservation by 

the United States Government, on or after the effective date 

of this section, shall, for thc purposes of this section, be con- 

side~td to be nmintnincd by the National Archives and shnll 

be subject to all provisions of this section except subsection 

(c) (4) ; (d)  ( 2 )  (3)  ,.and (4) ; (e)  ( 2 )  ( 5 ) ,and (9); 

( f )  	(1) (B) and (C)  ; and ( f )  (3 )  -
" (1) ANNUALREPORT.-The President shall submit 

to the Speaker of the House and the President of the Senate, 

by June 30 of each calendar year, a consolidated report, 

separately listing for each Federal agency the number of 

records contained in any system of records which were ex-

empted from the application of 'this section pursuant to the 

provisions of subsections (i) and ( j )  of this section during 



1 the preceding calendar year, and the reasons for such ex- 


2 emptions, and such other information as indicates efforts to 


3 administer fully this section." 


4 SEC.4. The chapter analysis of chapter 5 of title 5, 


5 United ~StabesOode, is amended hy inserting: 


"552a. Reco~ds about individuals." 

6 immediately below: 

"552. Public information; agency rules, opinions, orders, and pro-

ceedings." 

7 SEC.5. (a)  Tide 44, United States Code, is amended 

8 by adding after section 3506 the following new section: 

9 ''8 3506a. Information concerning political and religious 

10 beliefs and activities 

11 "No Federal agency shall maintain any record concern- 

12 ing the pdlitical or religious belief or activity of any individ- 
i 

13 oal, unless expressly au th i~zed  by statute or by the individ- 

14 ukl about whom the recurd is maintained." 

15 (b) The chapter analysis of chapter 35 of title 44, 

16 United States Code, is amended by inserting: 

'&3506a.Information concerning political aria religious beliefs and activi- 

ties." 

17 immediately below : 

18 

19 

20 

L'3506. Determination of necessity for information ;hearing." 
' 

SEC.6.The amendments made by this Act shall become 

effective on the one hundred and eightieth day following the 

date of enactment of this Act, except that the amendments 
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1 made with respect to section 552a(e)  of title 5, United 

2 States Code, shall become effective on the date of enactment 

3 of this Act. 
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Union Calendar No. 682 

9 3 ~CONGRESS H, R 163732~ SESBION 

[Report No. 93-14161 

I N  THE HOUSE OF REPRESENTATIVES 

Mr. MCORI~EAD Mr.of Pennsylvania (for himself, Ms. Aszna, Mr. ALEXANDER, 

BROOMFIELD, Mr. FASCELL, Mr. GUDE,Mr.
Mr. ERLENBORN, Mr. GOLDWATER, 

KOCH,Mr. L ~ N ,  Mr. Moss, Mr. THONE, and Mr. 
Mr. MCCLOSHEY, 

WRIGHT)introduced the following bill; which was referred to the Com- 

mittee on Government Operations 


OCTOBER2,1974 

Reported with an amendment, committed to  the Committee of the Whole House 
on the State of the Union, and ordered to be printed 

[Strike out all after the enacting clause and insert the part printed in itallc] 

A BILL 
To a.mend title 5, United States Code, by adding a section 552a 

to sa.feguard individual-privacy from the misuse of Federal 

records and to provide that individuals be granted access 

to records concerning them which are maintained by Federal 

agencies. 

1 Be it enacted by the Senate and House of Representa- 

2 tives of the United States of America i n  Congress assembled, 

3 ~ ~ ~ ~ B e ~ 

4 ~ a : - ( f + ~ ~ ~ 
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3 ef*& 

4 That this Act may be cited as the "Privacy Act of 1974". 

5 SEC.2. ( a )  The Congress finds that- 

6 (1) the privacy of a n  individual is directly af-

7 fected by the collection, maintenance, use, and dissmina- 

8 tion of personal information by Federal agenclencles; 

9 (2)  the increasing use of computers and sophisti-

10 cated information technologg, while essential to the 

11 efficient operations of the Government, has greatly mag- 

12 nified the harm to individual privacy that can occur 

13 from any collection, maintenance, use, or dissemination 

14 of personal information; 

15 (3)  the opportunities for an individual to secure 

l6 employment, insurance, and credit, and hii  right to due 

process, and other legal protections are endangered by 

the misuse of certain information systems; 

(4)  the right to privacy is a personal and funda- 

mental right protected ly the Constitution of the United 

States; and 

(5)  i n  order to protect the privacy of individuab 

identified in information systems maintained by Fed- 

eral agencies, it is necessary and proper for the Con- 
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1 greM to regulate the collection, nuzintenance, use, and ' 

2 dissemination of information by such agencies. 

3 (b )  The purpose of this Act & to provide certain safe- 

4 p a d  for an individual against an invasion of personal 

5 p?ivacy by requiring Federal agencies, ezcept as otherwise 

6 provided by law, to- 

7 (1) permit an individual to determine what r e c  

8 ords pertaining to him are collected, maintained, used, 

9 or disseminated by l w h  agencies; 

10 (2) pemit  a n  individual to prevent records per- 

11 taining to him obtained by such agencies for a particu- 

12 lar purpose from being used or made available for an-

13 other purpose without his consent; 

14 (3) permit a n  individual to gain access to in foma-  

tion pertaining to him i n  Federal agency records, to 

have a copy made of all or any portion thereof, and 

to correct or amend such records; 

(4) collect, maintain, use, or disseminate any rec- 

ord of identifiable personal information in a manner 

that assures that such action is for a necessary and law- 

ful purpose, that the information is current and accu-

rate for its intended use, and that adequate safeguards 

are provided to prevent misuse of such information; 

(5) permit exemptions from the requirements with 

respect to records provided i n  this Act only in those cases 
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where there is a n  important public policy need for such 

exemption as has been determined by specific statutory 

authority; and 

(6 )  be subject to civil suit for any darnages which 

occur as a result of willful, arbitrary, or capricious 

action which violates any individual's rights under this 

Act. 

SEC. 3. Title 5, United States Code, is amended by 

adding after section 552 the following new section: 

" $ 5 5 2 ~ .Records maintained o n  individuals 

" ( a )  DEFINITIONS.-For purpostx? of t h k  section- 

"(1) the term 'agency' means a g q  as defined in 

section 552(e )  of this title; 

" (2)  the term 'individual' means a citizen of the 

United States or a n  alien lawfully admitted for perma- 

nent residence; 

"(3) the tesm 'maintain' includes maintain, collect, 

use, or disseminate; 

" (4)  the term 'recorz means any collection or 

grouping of information about a n  .individual that is 

maintained ly an agency and that contains h.ls name, 

or the identifying number, symbol, or other identifying 

particular assigned to sthe individual; 

"( 5 )  the t e r n  'system of recordd m a n s  a group of 

any records under the control of any agency from which 
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information is retrieved by the name of the individual or 

by some identifying number, symbol, or other identifying 

particular assigned to ,the individual; and 

" (6 )  the term 'statistical research or reporting 

record' m a &  a record in a system of records maintained 

for statistical research or reporting purposes only and 

not wed in whole or in part in  malcing any determination 

about an identifiable individual, except as provided by 

section 8 of title 13. 

"(b) CONDITIONS OF DISCLOSURE.--NO agency shall 

disclose any record which is contained in  a system of records 

by any means of communication to any person, or to an-
J 

other agency, except pursuant to a written request by, or 

with the prior written consent of, the individual to whom 

the record pertaim, unless disclosure of the record would be- 

" ( I )  to those officers and employees of the agency 

which maintains the record who have a need for the 

record in the performance of their duties; 

" (2 )  for a routine use described in any rule pro- 

mulgated under subsection (e) ( 2 )( D )  of this section; 

"(3) to the Bureau of the Census for purposes of 

planning or carrying out a census or survey or related 

- activity pursuant to the provisions of title 13; 

" (4 )  to a recipient who has provided the agency 

with advance adequate written assurance that the record 
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will be used solely as a statistical research or reporting 

record, and the record is to be transfewed in a form that 

is not individually identifiable; 

"(5) to the National Archives of the United States 

as a record which has su&ent historical or other value 

to warrant its continued preservation by the United 

States Government, or for evaluation by the Adminis- 

trator of General Services or his designee to determine 

whether the record has such value; 

iI ( 6 )  to another agency or to an  instrumentality of 

any governmental jurisdiction within or under the con- 

trol of the United States for a law enforcement activity 

if the activity is authorized by law, and if the head 

of the agency or instrumentality has made a written re- 

quest to the agency which maintains the record specify- 

ing the particular portion desired and the law enforce- 

ment activity for which the record is sought; 

"(7) pursuant to a showing of compelling circum- 

stances affecting the health or safety of an individual, if 

upon the disclosure notification is transmitted to the 

last known address of the individual; or 

" (8)  to either House of Congress, or, to the extent of 

matter within its jurisdiction, any committee or subcom- 

mittee thereof, or any joint committee of Congress or 

subcommittee of any such joint committee. 
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1 " ( c )  ACCOUNTINGOF CERTAINDISCLOSURES.-E~C~ 

2 agency, with respect to each system of records under its 

3 control, shall- 

4 " ( 1 )  except for disclosures made under subsection 

5 (b)  ( I )  of this section or disclosures to the public from 

ti records which by law or regulation are open to public 

7 inspection or copying, keep a n  accurate accounting of- 

8 " ( A )  the date, nature, and purpose of each 

disclosure of a record to any  person or to an-

other agency made under subsection ( b )  of this sec- 

tion; and 

" ( B )  the name and address of the person or 

agency to whom the disclosure is  made; 

" ( 2 )  retain the accounting made under paragraph 

(1) of this subsection for at least five years after the 

disclosure for which the accounting is made; 

"(3) except for disclosures made under subsection 

(b) (6 )  of this section, make the accounting made under 

paragraph ( 1 )  of this-subsection available to the indi- 

vidual named in the record at his request; and 

"(4 )  inform any persm or other agen cy  about any' 

correction or notation of dispute made by  the agency i n  

accordance with subsection ( d )  of this section of any 

record that has been disclosed to the person or agency 

within two years $eceding the making of the correction 
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of the record of the individual, except that this paragraph 

shall not apply to any record that was disclosed 'prior to 

the effective date of this section or for which no account- 

ing of the disclosure is required. 

" ( d )  ACCESS TO RECORDS.-E~C~agency that main- 

tains a system of records shall- 

"(1 ) upon request by any individual to gain access to 

his record or to any information pertaining to him 

which is contained in the system, permit him to review 

the record and have a copy made of all or any portion 

thereof in  a form comprehensible to him; 

"( 2 )  permit the individual to request amendment of 

a record pertaining to him and eithe- 

" ( A )make any correction of any portion there- 

of which the in&vidual believes is not accurate, re- 

levant, Amely, or.complete; or 

" ( B )  promptly inform the individual of its re- 

fusal to amend the record in  accordance with his re- 

quest, the reason for the refusal, the procedures 

established by the agency for the individual to request 

a review by the agency of that refusal, and the name 

and business address of the official within the agency 

to whom the request for revim may be taken; 

"(3) permit any individual who disagrees with the 

refusal of the agency to amend his record to request re- 
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view of the refusal by the official named in accordance 

with paragraph (2 )( B )  of this subsection; and if, after 

the review, that official also refuses to amend the record 

in accordance with the request, permit the individual to 

file with the agency a concise statement setting forth the 

reasons for' his disagreement with the refusal of the 

agency; and 

A"(4)  in any  disclosure, containing infownatwn 

about which the indiwidual has filed a statement of dis-

agreement, occurring after the filing of the statement 

under paragraph (3 )  of this subsection, clearly note any 

12 portion of the record which is disputed and, upon re- 

13 quest, provide copies of the statement and, if the agency 

14 deems it appropriate, copies of a concise statement of the 

15 reasons of the agency for not making the amendments 

16 requested, to persons or other agencies to whom the dis-

17 puted record has been disclosed. 

18 "( e )  agencyAGENCYREQUIREMENTS.-E~C~ that 

19 maintains a system of records shall- 

20 " ( 1 )  inform each individual whom it asks to supply 

21 information, on the form which i t  uses to collect the in-

22 formation or on a separate form that can be retained 

23 by the individual- 

24 " ( A )  which Federal statute or regulation, if 

25 any, requires disclosure of the information; 
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"(B)  the principal purpose or purposes for 

which the information is intended to be used; 

" ( C )  other purposes for which the information 

may be used, as published pursuant to paragraph 

(2 ) ( D )  of this subsection; and 

" ( D )  the effects on him, if any, of not provid- 

ing all or any part of the requested information; 

"(2)  publish in the Federal Register at least an-

nually a notice of the existence and character of the 

system of records, which notice shall include- 

" ( A ) the name and location of the system; 

" ( B )  the categories of individuals on whom 

records are maintained in the system; 

" ( C )  the categories of records maintained in 

the system; 

"(D)each routine purpose for which the records 

contained in the system are used or intended to be 

used, including the categories of users of the records 

for each such purpose; 

" ( E )  the policies and practices of the agency re- 

garding storage, retrievability, access controls, reten- 

tion, and disposal of the recorh; 

" ( F )  the title and business address of the agency 

official who is responsible for the system of records; 

" ( G )  the agency procedures whereby an in-
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dividual can be notified at his request if the system of 

records contains a record pertaining to him; and 

" ( H )  the agency procedures whereby a n  in-

dividual can be notified at his request how he can 

gain access to any  record pertaining to him con-

tained in the system of records, and how he can 

contest its content; 

" ( 3 )  maintain all records which are used by the 

agency in making any  determination about any indi- 

vidual with such accuracy, relevance, timeliness, and 

completeness as is  reasonably necessary to assure fair- 

ness to the individual i n  the determination; and 

" (4)  maintain 120 record concerning the political or 

religious belief or activity of any  individual, unless ex-

pressly authorized by statute or b y  the individual about 

whom the record is  maintained. 

" ( f )  AGENCYRULES.-In order to carry out the provi- 

sions of this section, each agency that maintains a system 

of records shall promulgate rules, in accordance with the re- 

quirements (including general notice) of section 553 of this 

title, which shall- 

" ( I - )  establish procedures whereby a n  individual 

can be notified in response to his request if any system 

of records named by the individual contains a record 

pertaining to him; 25 



" ( 2 )  define reasonable times, places, and require- 

ments for identifying a n  individual who requests his rec- 

ord or information pertaining to him before the agency 

shall make the record or information available to the 

individual; 

"(3) establish procedures for the disclosure to an 

individual upon his request of his record or infomnation 

pertaining to him, including special procedure, if 

deemed necessary, for the disclosure to a n  individual 

of medical records, including psychological records, per- 

taining to him; 

'"(4) establish procedures for reviewing a request 

from an individual concmin,g the amendment of any 

record or infomnation pertaining to the individual, for 

making a determination on the request, for an appeal 

within the agency of a n  initial adverse agency determi- 

nation, and for whatever additional means the head of 

the agency may deem necessay for each individual to 

be able to exercise fully his rights under this section; and 

" (5)  establish fees to be charged, if any, to any in- 

dividual for making copies of his record, excluding the 

cost of any search for and review of the record. 

The Office of the Federal Register shall annually compile and 

24 publish the rules promulgated under this subsection i n  a form 

25 available to the public at low cost. 
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" ( 9 )  ( I )  CIVIL R ~ ~ ~ ~ x E s . - - W h e n t ? v e r  agencyany 

( A )  refuses to comply with a n  individual request under sub-

section ( d )  ( I )  of this section, ( B )  fails to maintain any  rec- 

ord concerning any  individual with such accuracy, relevance, 

timeliness, and completeness as is necessary to assure fairness 

in any determination relating to the qualifications, character, 

rights, or opportunities of, or benefits to the individual that 

may be made on the basis of records and consequently a 

determination is made which is  adverse to the individual, 

or ( C )  fails to comply with any  other provision of this 

section, .or any  rule promulgated thereunder, i n  such a 

way as to have an adverse effect on  an individual, the individ- 

ual may bring a civil action against the agency, and the 

district courts of the United States shall have jurisdiction in 

the matters under the provisions of this subsection. 

" ( 2 )( A )  In any suit brought under the provisions of 

subsection ( g )  ( 1 )( A )  of this section, the court may enjoin 

the agency from withholding the records and order the pro- 

duction to the complainant of any  agency records improperly 

withheld from him. I n  such a case the court shall determine 

the matter de novo, and m a y  mamine the contents of any 

agency records in camera to determine whether the recorh  or 

any portion thereof m a y  be withheld under any of the ex- 

emptions set forth in subsection ( j )  or (le) of this section, 

26 and the burden i s  on the agency to sustain its action. 
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1 " ( B )  The court may assess against the United States 

2 reasonable attorrzey fees and other litigation costs reasonably 

3 incurred in  any case under this paragraph in which the com- 

4 plainant has substantially prevailed. 

5 " ( 3 )  I n  any suit brought under the provisions of sub-

6 section ( g )  ( 1 )  ( B )  or (C) of tliis section in  which the 

7 court determines that the agency acted in a manner which 

g was willful, arbitrary, or capricious, the United States shall 

9 be liable to the individual i n  an amount equal to the sum of- 

" ( A )  actual damages sustained by the individual as 

a result of the refusal or failure; and 

" (B)  the costs of the action together with reasonable 

attorney fees as detemnined by the court. 

" (4)  A n  action to enforce any liability created under 

this section may be brought in the district court of the United 

States in the district in which the complainant resides, or 

has his principal place of business, or in which the agency 

records are situated, or in the District of Columbia, without 

regard to the amount in  controversy, within two years from 

the date on which the cause of action arises, except that where 

an agency has materially and willfully misrepresented any 

information required under this section to be disclosed to an 

individual and the information so misrepresented is material 

to the establishment of the liability of the agency to the indi- 

vidual under this section, the action may be brought at any 
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time within two years after discovery by the individual of 

the misrepresentation. 

" ( h )  RIGHTS OF LEGAL GUARDIANS.-For the pur- 

poses of this section, the parent of any minor, or the legal 

guardian of any individual who has been declared to be in- 

competent due to physical or mental incapacity or age by a 

court of competent jurisdiction, may act on behalf of the 

individual. 

"( i )  ( I )  CRIMINAL PENALTIES.-Any officer or em-

ployee of the United States, who by virtue of his employmnt 

or official position, has possession of, or access to, agency 

records which contain individually identifiable information 

the disclosure of which is prohibited by this section or by rules 

or regulations established thereunde~, and who knowing that 

disclosure of the specific material is so prohibited, willfully 

discloses the material i n  any manner to any person or agency 

not entitled to receivce it, shall be fined not more than 85,000. 

" ( 2 )  A n y  person who knowingly and willfully requests 

or obtains any record concerning an in,dividual from an 

agency under false pretenses shall be fined not more than 

$5,000. 

" ( j )  GENERAL EXEMPTIONS.-The head of any agency 

ma?/ promulflate rules, i n  accordance with the requirements 

(indzrdin,g fjeneral notice) of section 5.53 of this titlc, to 

ezempt any system bf records within the rrgency from any 
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part of this section except subsections {b )  and (e )  ( 2 )( A )  

through ( F J  if the lsystem'of records is- 

"(1) maintained by the Central Intelligence Agency; 

or 

" (2)  maintained by an  a g o n y  or component there- 

of which performs as its principal function any activity 

pertaining to the enforcement of criminal laws, includ- 

ing police efforts to prevent, control, or reduce crime 

or to apprehend criminals, and the activities of prosecu- 

tors, courts, correctional, probation, pardon, or parole 

authorities, and which consists of ( A )  infomation com- 

piled for the purpose of identifying individual criminal 

offenders and alleged offenders and consisting only of 

identifying data and notations of arrests, the nature and 

disposition of criminal charges, sentencing, confinement, 

release, and parole and probation status; (3)infor-

mation compiled for the purpose of a criminal investi- 

gation, including reports of informants and investiga-

tors, and associated with an identifiable indigidual; or 

( C )  reports identifiable to an individual compiled at 

any stage of the process of enforcement of the criminal 

law& from arrest or indictment through release from. 

supervision. 

"(k) SPECIFICEXEMPTIONS.-The head of any agency 

may promulgate rules, i n  accordance with the requirements 
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(including general notice) of section 553 of this title, to 

exempt any system of records within the agency f r m  

subsections f c )  ( 3 ) ,  ( d )  , (e)  ( I ) ,  ( e )  (2)  ( G )  a~x-l(H),and 

( f )  of this section if the system of records is-

"(1) subject to the provisions of section 552(b) ( 1 )  

of this tide; 

" (2 )  investigatory material compiled for law en-

forcement purposes, except to the extent that the ma-

terial is  within the scope of subsection ( j )  ( 2 )  of this 

section or is open to public inspection under the pro- 

visions of section 552(b)  (7) of this title; 

"( 3 )  maintained in connection with providing pro-

tective services to the President > of the United States or 

other individuals pursuant to section 3056 of title 1 8 ;  or 

" ( 4 )  required by statute to be maintained and used 

solely as statistical research or reporting records. 

" (1 )  (1) ARCHIVALR ~ c o ~ ~ s . - - E a c hagency record .. 

which is accepted by the Administrator of General Services 

for storage, processing, and servicing in accordance with sec- 

tion 3203 of title 44 shall, for the purposes of this section, 

be considered to be maintained by the agency which deposited 

the record and shall be subject to the provisions of this sec- 

tion. The Administrator of General Services shall not dis-

close the record except to the agency which maintains the 
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record, or under rules estab1ished:by that agency which are 

not inconsistent with the provisions of this section. 

"(2)  Each agency record pertaining to a n  identifiable 

individual which was transferred to the National Archives 

of the United States as a record which has sufficient historical 

or other value to warrant its continued preservation by the 

United States Government, prior to the effective date of this 

section, shall, for the purposes of this section, be considered 

to be maintained by the National Archives and shall not be 

subject to the provisions of this section. 

"( 3 )  Each agen y record pertaining to a n  identifiable 

individual which is transferred to the National Archives of 

the United States as a record which has sufftcient historical or 

other value to warrant its continued preservation by the 

United States Government, on or after the efective date of 

this section, shall, for the purposes of this section, be con-

sidered to be maintained ly the National Archives and shall 

be subject to all provisions of this section except subsections 

( 4  (4 ) ;  (d)  (2),  (31 ,  and (4); ( e )  (11, (2)(H)and 

( 3 );( f )(4);(g) (2) ( B )  and ( C ),and (3). 

" ( m )  ANNUALREPORT.-?'^^ PreSident shall submit to 

the Spealeer of the House and the President of the Senate, 

by June 30 of each calendar year, a consolidated report, sep- 

arately listing for each Federal agency the number of records 



1 contained in  any system of recorda which were exempted 

2 from the application of this section under the provisions of 

3 subsections (j) and (k) of this section during the preceding 

4 calendar year, and the reasons for the exemptions, and 

5 such other information as indicates efforts to administer fully 

6 this section.". 

7 SEC.4. The chapter analysis of chapter 5 of title 5 ,  

8 United States Code, is amended by inserting: 

"55.8~.Records about i n d i u i d d . "  

9 immediately below : 

"55.8. Public infommtion; agency rules, opinions, orders, an& proceed-
ings.". 

10 SEC.5. The amendments made by this Act shaU become 

11 effective on the one hundred and eightieth day following the 

12 date of enactment of this Act. 
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110CSE OF REPRESRSTXTII-RS REPORT 

- { KO.93-1416 

I'RZTTALCT ACT OF 19'7-1 

Oc.ronar, 2. 1974.-Colnmitted to the Comlllittee of the TYhole House on the State 
of the r i i i o ~ l  and ordered to be printed 

311..3loor:rr~.l~of Pennsy:vania, fro111 the Comlllittee on Govc~~nmeat 
Operations, snbinittecl the folio\\-ing 

R E P O R T  

[To accompany H.R. 1G3731 

T l ~ rCommittee on Government Operations, to whom n-as referred 
the bill (H.R. 163'73) to amend title 5, United States Code, by adding 
a section 552a to safeguard individnal privacy from the misuse of 
Federal records ancl to provide that individuals be granted access to 
records concernillg them which are maintained by Federal agencies, 
having considerecl the same, report favorably thereon with an amend- 
~nentand recommend that the bill as amended do pass. 

The amendment to the text of the bill strikes out all after the enact- 
ing clause and inserts a substitute text which appears in italic type in 
tlie reported bill. 

DIVISIONSOF THE REPORT 

Summary and purpose. 
Backgrouncl. 
Con~mittee action and vote. 
Disc~~ssion: 

Definitions. 
Conditions of disclqsur? 
Accounting of certaln disclosures. 
Access to records. 
Agency requirements. 
Agency rules. 
Civil remedies. 
Rights of legal guardians. 
Cr~minalpenalties. 
General exemptions. 
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Specific exemptions. 

Archival records. 

Annual report. 

Technical changes. 

Effective date. 


Cost estimate. 

Agency views. 

Section-by-section analysis. 

Changes in existing law made by the bill, as reported. 

appendix :Correspondence regarding cost estimate. 
Additional views. 

S ~ I M A R Y PURPOSEAND 

H.R. 16373 prescribes legislative guidelines within the framework 
of the Freedom of Information Act (5 U.S.C. 552) to protect the 
privacy of individuals by regulating the Federal Government's collcc- 
tion, maintenance, use, or dissemination of personal, identifiable 
information. 

I n  summary, the bill : 
1. Permits an individual to have access to records containing 

personal information on him kept by Federal agencies for pur- 
pose's of inspection, copying, supplementation and correction 
(with certain exceptions, including law enforcement and national 
security records). 

2. Allows an individual to control the transfer of personal 
information about him from one Federal agency to another for 
non-routine purposes by requiring his prior written consent. 

3. Makes known to the American public the ex~stence ancl 
characteristics of all personal information systems kept by every 
Federal agency. 

4. Prohibits the maintenance by Federal agencies of any records 
concerning the political and religious beliefs of individuals unless 
expressly authorized by law or an individual himself. 

5. Limits availability of records containing personal informa- 
tion to agency employees who need access to them in the perform- 
ance of their duties. 

6. Requires agencies to keep an accurate acco~~nting of transfers 
0 4  personal records to other agencies and outsiders and lnnlie 
such an accounting available, wlth certain exceptions to the ~ n -  
clividual upoil his req~lest. 

7. Requires agencies. through formal ~ulemaking. to list ancl 
describe rontine transfers and establisli proced~~res , for access by 
incliviclnals to records about themselves, .amending records, han- 
dling medical information, and chargmg fees for copies of 
cloci?ments. 

8. Slakes i t  incumbent upon an agency to keep records with sl~ch 
accuracy, relevance, timeljnrss and coinpletelless as is reaso~~ably 
necessary to assnre fairness to the individual in making determina- 
tions about him. 

9. Provides a civil remedy by individuals who have been denied 
access to their records or whose records have been kept or-used 
in contravention of the requirements of the act. The compleinnnt 



may recoyer actual damages and costs and attorney fees if the 
agency's infraction was willful, arbitrary, or capricious. 

10. Makes unlawful possession of or disclosure of individually 
identifiable information hy a government employee punishable 
by a fine not to exceed $5,000. 

11. Provirles that any person who requests or obtains such a 
recorcl by false prctenses is subject to a fine of not to exceed 
$5,000. 

12. Sets forth statutory provisions relating to archival records; 
requires annual report from President on agency uses of exemp- 
tions; and provides that the law would become effective 180 days 
following enactment. 

Hearings and investigations by subcommittees of the House Gov- 
ernment Operations Committee over the past decade have revealed 
major violations of the privacy of individual American citizens by 
the Federal Government in its growing collection and use of personal 
data furnished by citizens for specific governmental purposes. Accel- 
erated data sharing of si~ch personally identifiable information among 
increasing numbers of Federal agencies through sophisticated auto- 
mated systems, coupled with the recent disclosures of serious abuses 
of governmental authority represented by the collection of personal 
dossiers, illegal wiretapping, surveillance of innocent citizens, misuse 
of income tax data, and sim~lar  types of abuses, have helped to create 
a growing distrust, or even fear of their Government in the minds of 
millions &f Americans. 

H.R. 16373 provides a series of basic safeguards for the individual 
to help remedy the misuse of personal information by the Federal 
Government and reassert the fundamental rights of personal privacy 
of all Americans that are derived from the Constitution of the United 
States. At  the same time, i t  recognizes the legitimate need of the Fed- 
eral Government to collect, store, use, and share among various agen- 
cies certain types of personal data. This information includes income 
tax returns, Social Security records, veterans' medical and service 
records, civil service records, census data, economic statistics, govern- 
mental payroll records, law enforcement records, and other similar 
types of personally identifiable information about many millions of 
individuals. 

H.R. 16373 provides that each agency covered by it administer its 
wrovisions independently, subiect to the guidelines created by law and 
Agency regulat.ibns impIkmendng each operative part. ~ e ~ ~ ~ l h t i o n s  are 
snbiect to standard rulemaking requirements of the Administrative 
~ r i c e d u r eAct (title 5, section-553; United States Code). 

Like the Freedom of Information Act, H.R. 16373 also recognizes 
that certain areas of Federal records are of such a highly sensitive 
nature that they must be !xempted from its provisions. The measure 
provides a general exemption from most of the bill's operative provi- 
sions to systems of records maintained by the Central Intelligence 
Agency and those used fo? criminal justice purposes such as computer- 
ized systems of the Natlonal Crime Information Center (NCIC), 
maintained by the Federal Bureau of Investigation, and other Fed- 
eral criminal history file systems. Other committees of the Congress 



have been studying this aspect of the privacy issue and currently h?ve 
pending separate bills to provide safeguards in the criminal justlce 
information area. 

H.R. 16373 also permits the head of an agency to exempt certain 
otlier types of record systems, subject to his written determtnation 
of the reasons to be published in the Pecle?,al Register. These Include 
systems of records that-(1) are subject to withholding under sect~cm 
552(b) (1) of the Freedom of Information Act, relating to classified 
national defense or foreign policy infol.~aation; (2) consist of certain 
types of investigatory material compiled for law enforcement pur- 
poses; (3 )  relate to protective services rendered the President of the 
lTnited States and others, such as those records maintained by the 
Secret Service; and (4) are required by other statutes to be main- 
tained and used solely as statistical rcportlng or research records. 

Uncler the provisions of thls legislation, however, Federal agencies 
(even those to which these exemptions apply) would be required to 
publish annually in the Federal Register certain identifying char-
acteristics about virtnally all systems of records under their control 
from which personally identifiable information could be retrieved. 
The objective of the bill is that there be no "secret" government system 
of records containing personal information about individuals. 

Also like the Freedom of Information Act, H.R. 163'73 provides for 
the exercise of civil remedies by individuals against the Federal Gov- 
ernment through the Federal courts to enforce their rights, with the 
burden of proof resting on the government. Provision is made for the 
collection of actual damages by the individual against the govern- 
ment if the infraction was willful, arbitrary, or caprlclous, and the 
court may award the com~lainant court costs and attorney fees i n .~ t s  
discretion. Penalties are also provided for the unauthorized knowlng 
and willful disclosure of individually identifiable material by a govern- 
ment officer or employee by a fine of not more than $5,000. Criminal 
~enalt iesand fines would be imposed on persons requesting or obtain- 
ing any such individually identifiable record under false pretenses. 

H. R. 16373 attempts to strike that delicate balanb between two 
fundamental and conflicting needs--on the one .hand, that of the 
individual American for a maximum degree of prlvacy over personal 
information he furnishes his gover~lment, and on the other, that of 
the government for information aboct the individual which i t  finds 
necessary to carry out its legitimate functions. 

Public and Congressional concern over an increasing trend within 
our government to snoop into virtually every seewent of our society is 
not new. 

(Seorye Orwell's famous book 1984, published a generation ago, 
focused public attention on the fictional fishbowl existence of human 
life in the "Rig Brother" era and the potential threats to any free 
system posed by some political-technical-social innovations. 

During the "cold war" period of the late 1940s and 1950s, wide- 
spread abuses engulfed various governmental and private efforts to 
ferret out alleged "subversives." Intellectual dissent was driven some- 
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what into hiding. Terms such as "security risk,'' CLlogalty oaths," 
"pinko," and "guilt by association7' came into comlnon usage during 
what later became known as the "McCarthy era'' of the early half of 
the 1950s. Many Americans mere required to defend publicly their 
loyalty during "star-chamber" proceedings, often despite years of 
service to our Nation during. war and peacetime. Indiscriminate use 
of dubious "informers," wl.retapping, surveillance, neighborhood 
snooping, and other flagrant iil~~asions of personal privacy were seen 
more and more. 

lil the 1960s the former Special Subcoinmittee on Government In- 
formation of this committee launched extensive investigations into 
the practice of telephone monitoring and the use of so-called "lie de- 
tectors" by Federal agencies. Hearings, studies and reports based on 
these investigations revealed numerous examples of privacy invasion 
affecting Federal employees and the public in their dealings with 
Federal agencies.l 

Late in 1964, the chairman of the Governrncnt Operations Commit- 
tee created a Special Siibcommittee on Invasion of Privacy, which 
began inquiries into Federal agency investigative activities, tlie pro- 
posed establishment of a National Data Bank by the government, com- 
puterized personal recordkeeping, and related privacy matters. Hear- 
lngs were held during 1965 and 1966 into such issues and a report, 
concentrating on the National Data Bank concept was issued by the 
Committee in 1968.' The Special Subcommittee also held hearings in 
1968 on the privacy abuses inherent in the operation of private com- 
mercial credit reportin-g or~slnizations.~ The Foreign Operations and 
Government Information Subcominittee of this Committee in 1970 
updated the earlier studies and reports on Federal agency telephone 
n1onitorin.g practice^.^ 

Increasing concern over invasion of privacy during the 1960s re- 
sulted in Congressional efforts to d e d  with aspects of the problem on 
a piecemeal basis. The enactment of the Fair Credit Reporting Act 
of 1970 was directed at  many of the privacy abuses uncovered by the 
Special Subcommittee on Invasion of Privacy two gears earlier.5 The 
investigation of military surveillance over American political dis- 
sidents by the Senate Subcommittee on Constitutional Rights headed 
by Senator Ervin revealed yet another dimension of abuses durinq the 
late 1960's involving intelligence gathering activities that violated 

H. Rept. 1215, 87th Cong.. 1s t  sess. "Availability of Inforrnntion from Federal Depnrt-,  
ments nnd Agencies (Telephone Monitoring)." Sept 19  1961 H Rept lRR8 87th Cong. 
2d sess. "Avnilabillty of Infoyfnntlon from Federal 'DepbrtmeAts 'nnd ~ ' r e n r i e s  ( ~ c l e ~ h o n i  
Monitoring-Second Review) June 22. 1982. "Use of Polyprnphs by the Federal Govern- 
ment (Preliminnry Study)." omn nut tee Print 88th Cong 2d sess. Apr 1064. Hearinpn 
Foreign Operatlons nnd Government ~nform'ation ~ubc;m~niitee ' 4qth'Cong. 2d sess.: 
"Use of Polvgraphs RS 'Lie Detectors' bv the Federal ~overnment ."  'Parts 1-4' Apr. and 
Rlny. 1964. Par t6  5-6, May and Aue;., 1965. H. Rept. 198, 89th Cong.. 1st ppS)s. "TTse of 
Po lyg r~phs  a s  'Lie Detectors' by the Federal Government." part 1. Mnr. 22. 1965: H. 
Rept. 2081. 89th Conq.. 2d sess.. "Use of Polygraphs ns 'Lie Detectorn' by the  Federal 
Qovernment " part 2 Sept 26 1966. 

a ~ e a r i n g i ,  spec id  ~ubeomhi t t ee  on Invasion of Privacy, "Specinl Innulrr on Invnsion 
of Privacy nnrt 1 June nnd September 1965: part 2. nrny 1966. "The Computer nnd 
Invaslon ok ~ r i v a c i "  J U A966.~ ~ H. Rept. 1842, 90th Cong., 2d sess., "Privacy and the 
National Data  Bank Concept Aug. 2 1088. 

SHenrfngs. Special ~ubcokrnl t tee  'on Inrasion of Privacy. 90th Cong.. 2d sens.. "Com-
mercinl Credl t  Bureaus," Mafch 1968, hearings, "Retnil 'Credit Co, of Atlanta. Georgia."
May 1968. 

4 "Av~il@bllity of Information from Ferlernl Depnrtment~ and Agencies (Telephone
Monitoring-Third Revlewl" Committee Print. 91st Cong., 2d sess., December 1970. 

Public Law 91-508 ;1 5  U.S.C. 1G01 et  seq. 



basic privacy r ig l~ t s .~  Such actions were prompted by the rash of civil 
disturbances and racial and political unrest on college campuses. 

lve '1 A survey and hearings by the Subconrmittee on Administrs t '  
Practice and l'rocedure of the Senate Judiciary Committee in 1965, 
1966, and 1967 had already explored such areas as electronic eaves- 
dropping, wiretapping, the Federal Government's collection of per- 
sonal data, lie cletectois, surveillance activities, and other privacy IS- 
sues. I n  a November, 1967, publication entitled "Government Dossiers 
(Survey of Information Contained in Government Files)" that sub- 
committee reported the results of a survey of Federal agencies as to the 
types of information collected and maintained by government .on 
individuals. The results of this survey were important in identifying 
data systems that could be subject to regalation and in the subsecluent 
drafting of legislation to curb governmental privacy abuse^.^ 

Also during this same period, legislation was first considered to 
protect the Constitutional rights to privacy of Federal employees. 
The Ervin bill has been passed by the Senate during each of the past 
several Congresses, but i t  has never been acted upon in the H o ~ s e . ~  

Much of the Congressional investigati1-c and legislative activity in 
recent years to deal with the rising tide of privacy-related abuses in 
the public and prirate sectors has been spear-headed by the Senate 
Constitutional Rights Subcommittee. However, other types of legisla- 
tion to assure individual safeguards against the misuse of personal 
data held by Federal agencies was being introduced in the House by 
Representative Koch and many other Members. Hearings were held in 
June 1972 on such legislation (H.R. 9527) by the Foreign Operations 
and Government Information Subcommittee of this committee, but 
no further action was taken before adjournment of the 92nd Congress. 
The bill was the forerunner of revised and separate versions intro- 
duced by many other Members of the House in 1973 and 1974, on 
which H.R. 16373 is based.9 

A study by the National Academy of Sciences Project on Computer 
Databanks was also published in 1972. Entitled "Databanks in a Free 
Society," this study outlined what the use of computers is actually 
doing to record-keeping processes in the United States, and what the 
growth of large-scale databanks-both manual and automated-im- 
plies for the individuals' constitutional right to privacy and due 

For a detalled summary of Army surveillance and lntelllgence activities over civilians, 
see article by Christopher H. Pple "CONUS Revisited : The Army Covers Up" in a collec- 
tion of nlaterials compiled and bublished a s  a Committee Pr int  by the Congresalonal
Research Service, Library of Congress relating t o  the  1971-1972 Intercollegfate debate 
tonic. "Resolved: That  More Stringent Control Should be Imposed Upon Government 
~ e e n c i e s  Gathering - Information About United States Citizen<" H. Doc. 92-167. pp. 
207-218. 

7 Ibld. "Survey of Information Contnined in Government Files," pp. 33-30. 
8 1bld.' The Congressional Research Service compilation included n legislative hlstory 

of Congressional action involving various Ervin bills ; see pp. 101-115 "S. 782-A Bill t o  
Protect the Constitutional Right t o  Privacy of Federal Employees," by R p k r t  It. Fo!ey
and Harold P. Coxson; originally copyr~ghted and published i n  the  Amerlcan Un~?erslty 
Law Reslew vol. 19. June-August 1970 pp. 532-549. 

e ~ e a r l n ~ s :Foreign Operations a?! ~ b v e r n m e n t  Information Subcommittee "Records 
Maintained by Government Agencies on H.R. 9537 and related bllls ;92d con;., 2d s ~ s S .  
June 1973;  "Access t o  Records." oh H.R. 12206 and related bills; 93d Cong., 2d sess., 
February. Aprll. and Jlav 1974. 

10Alan F; Westin --- A ---.. Databank in a Free Society, report of theanh Xfleharl Raker 

Preject on Computer Databanks, Cornput--d? Spl~nre and Engineering Board National 

Academy of Sciences. S e w  York :Quadrangle Bonk- I-972. Fo r  a summary of h e  re Ort 
see Hearings Foreign Operations -and Governmt &'~nformat ion Subcommittee, " ~ e g e r a i  
Iuformation '~vsterns and Plans-Impllcatlons a nd Issues," par t  3. 93d Cong.. 2d sess., 
January and Fkbruary 1974. Pp. 1190-1196. 



During this same period, .Elliott Richardson, then Secretary of 
Health, Education and Welfare, named an Advisory Committee on 
Automated Personal Data Systems to make an intensive study of the 
impact of computer data banks on individual privacy. I t s  detailed re- 
port, "Records, Computers, and the Rights of Citizens," was publisl?ed 
in 1973 and recommended the enactment of Federal legislation guar-
anteeing to all Americans a LL~ode  of fair information practices:" l1 

H.R. 16373 embodies the major principles of these recommendations 
as they apply to an individual's access to records in the Federal 
Government. 

Late in 1972, meanwhile, the Foreign Operations and-Government 
Information Subcommittee of this committee began an mvestigat?on 
of a comprehensive report the President's Domestic Council proposing 
a nationwide system of computer and commt~nications technolo y to 
create 6 i ~ i r e d  cities', and a "wired Nation." The reoort. entitled (~Fom- 
nlunications for Socia,l Needs; ~echno lo~ ica l  was pre- opp6rt&ities," 
pared in 1971. Although the report was formally rejected, according 
to a White House spokesman, the "Big Brother" implications were 
another ominous indication of the possible threats to individual 
privacy in America. This investigation led to broad investigative 
hearings by the Subcommittee into advanced information technology 
and the use of information systems by the Federal Government. These 
hearings began in April 1973, and concluded early in 1974. They were 
a useful adjunct to the legislative hearings on H.R. 16373 and its leg- 
islative forerunners, which they closely paralleled.12 

Another related investigation affecting individual privacy was also 
conducted by the Subcommittee during this same period. It involvecl 
the issuance of a Presidential Executive order in January 1973 to 
permit the Agriculture Department to inspect some 3 million income 
tau returns of persons having farming operations for the purpose of 
con~piling special mailing lists to make statistical surveys. Hearings 
were held in May and August 1973. The order aroused widespread 
public concern and opposition and was strongly criticized in the sub- 
sequent unanimous report issued by the committee in October 1973.13 
I n  the interim, the Internal Revenue Service had postponed imple- 
mentation of the order and i t  was finally rescinded in the spring of 
1974.14 

The growing concern of Americans of all walks of life to the threat 
of a "Bio Brother" society well in advance of 1984 has been reflected 
in the &ngress. During the last two years, more than 100 Members 
of Congress of both partles and of all shades of political ideology have 

11 "Records. Computers, and the  Rights of Citlzenu." a report of the Secretary's Advisory 
Committee on Automated Persollal Da ta  Systems US. Department of Health Education 
and Weliar:: Jnly 1973. DHEW Publication NO.' (0~)73-94. See "Summary 'and ~ e c o m !  
nlcndations p. xslil. 

12 eari inks Foreign Operations and Government Information Subcommittee 93d Cong. 
1 s t  and 2d bess.. "Federal Information Systems and Plans-Federal Use ahd ~ c ~ e l o p :
merit of Advanced Informatlon Technology" ( P a r t  1, April 1973) ; (par t  2, June and 
Silly 1973) : "Federal Information Systems and Plans-Implications and Issues" (par t  3, 
January and February 1974). 

"Hearlnps. Foreign Operations and Government Information Subcommittee, 93d Cong. 
1 s t  uess., "Executive Orders 11697 and 11709 Permitting Inspection b the Department of 
Aprioulture of Parmers' Income Tax Returns," May and August 197?;. H Re t 932308 
93d CODE. 1s t  sess., "Information from Farmersp Income Tax ~ e t u r &  ahd fnias lon o i  
Privacy, Oct. 18, 1973. 

14 -F.R. -1974: additional attention on invasion of privacy aspects of the 
Ex~cu t lve  orders was focused b the  Domestlc Council Committee on the Right of Privacy, 
headed by then Vice President d r d .  



introduced or co-sponsored legislation to impose effective safeguards 
on both . government and business in their collection and use of per- . 

sonal data. 
I n  June 1974, the Foreign Operations and Goverllment Informa- 

tion Subcommittee of this committee held extensive hearings on the 
Federal Government's telephone monitoring practices and the use of 
"lie detectors" and other similar newer devices, thus updatmg the 
earlier Subcommittee studies in these areas during the 1960s.15 These 
hearings also paralleled consideration of H.R. 16373 during its markup 
stages. 

Former President Nixon7s State of the Union Message to Congress 
on January 30, 1974, also took note of the need to protect individual 
privacy. He said :lG 

One of the basic rights we cherish most in America is the 
right of privacy. With the advance of technology, that right 
has been increasingly threatened. The problem is not simply 
one of setting effective curbs on invasions of privacy, but even 
more fundamentally one of limiting the uses to which essen- 
tially private illformation is put, and of recognizing the basic 
proprietary rights each individual has in information con- 
cerning himself. 

Privacy, of course, is not absolute; i t  may conflict, for 
example, with the need to pursue justice. But where conflicts 
occur, an intelligent balance must be struck. 

One part of the current problem is that as technology has 
increased the ability of government and private organizations 
to gather and disseminate infornlation about indivicluals, the 
safeguards needed to protect the privacy of individuals and 
cominunications have not kept pace. Another part of the 
problem is that clear definitions and standards concerning 
the right of privacy have not been developed and agreed upon. 

To carry forward these efforts he established on February 23,1974, 
a cabinent-level "Committee on the Right of Privacy" within the 
White House's Domestic Council headed by then Vice President Gerald 
R. Ford. At its July 10,1974, meeting, that committee urged the enact- 
ment of privacy legislation embodying the principles contained in 
H.R. 16373, along with a number of other important "privacy initia- 
tive" measures.17 

Additional impetus in Congress to enact privacy safeguards into 
law has resulted from recent revelations connected with Watergate- 
related investigations, indictments, trials, and convictions. They in- 
cluded such activities as the break-in a t  the Democratic National Com- 
mittee's headquarters in June 1972, the slowly emerging series of 
revelations of "White House enemies7 lists," the break-in of the o5ce 
of Daniel Ellsberg7s psychiatrist, the misuse of CIA-produced "per- 
sonality profiles" on Ellsberg, the wiretapping of the phones of gov-
ernment employees and news reporters, and surreptitious taping of 

=Hearings, Foreign Operatlons and G?vernment Iqformatlon Subcommittee, 93d Gong.,
2d sess. "The Use of Polyg~aphsand  Similar Devices by Federal Agencies," J u n e  1974;
"~elephbneMonitoring Practices by Federal Agencies," June 1974. 

CongressionalRecord, Jan. 30.1974 (dally &ition), p. H372.
1"Domes'tlcCouncil Committee on the Right of Privacy, "Wct Sheet on Meeting of 

Committee, issued July 10.1974,see "I'roposed Initiative No. 9,"p. 4. 



personal conversations within the Oval Office of the m i t e  House as 
1 ~ 1 1as political surveillance, s ying, and "mail cover^.^' 

Other important support ?or prompt action to preserve the indi- 
vidua17s right to privacy from further erosion has come from individ- 
ual colnputer companies and trade associations representing every 
segment of the American computer industry. These experts presented 
testimony stressing the importance of privacy and the safeguarding 
of the integrity of stored data on individuals during the Foreign 
Operations and Government Information Subcommittee's hearings on 
information technology early in 1974.18A recent nationwide IBM in- 
stitutional advertisement, entitled "Four Principles of Privacy," en-
clorsed -these basic purposes as "sound public policy" cornerstones :l9 

1. Individnals should have access to information about 
themselves in record-keeping systems. And there should be 
some procedure for individuals to find out how this informa- 
tion is being used. 

2. There should be some way for an individual to correct 
or amend an inaccurate record. 

3. An individual should be able to prevent information 
from being improperly disclosed or used for other than au- 
thorized purposes without his or her consent, unless required 

' bylaw. 
4. The custodian of data files containing sensitive informa- 

tion should take reasonable precautions to be sure that the 
data are reliable and not misused. 

As they apply to record-keeping activities of the Federal Govern- 
ment, these are also among the basic principles of privacy protection 
that are contained in H.R. 16373. 

The broad rinciples involved in what is conveniently called "the 
individual r ig t t  of privacy" are deeply rooted in our history and de- 
rived from the Bill of Rights of the United States Constitution. The 
fourth amendment to the Constitution was written as the result of 
the Anzerican lcolonial experience with warrants and writs issued un- 
der King George I11 of England which oPten gave his officers an 
excuse to search anyone, anywhere, any time. Even then an English 
Chief Justice-Pratt, later Lord Camden -in commenting upon such 
a search conducted against John Wilkes, said :20 

To enter a man's house by virtue of a nameless warrant, 
in order to procure evidences, is worse than the Spanish In-
quisition-a law under which no Englishman would wish 
to live an hour. 

I11 their famous 1890 Harvard Law Bewiew article "The Right to 
Privaty," Samuel IlTarren and Louis D. Brandeis concluded: 21 

I t  would doubtless be desirable that the privacy of the 
individual should receive. the.added protection of the crim- 
inal law, but for this, legislation would be required . ..The 

18 See Hearings "Federal Information Systems 'and Plans," op. cit., part 3, testimony
from techn~calexderts In information system industry.

~ ~ " I B M  principles of Privac~,"full  page advertisement, Newaweek,Report~-Four 
J u l y  8 1974 p 48 

-U H&]n,r$;, kpeiial Subcommittee on Invasion of Privacy, "Special Inquiry on Invasion 
of Privacy op. cit. g. 4 ,  
a 4 ~ a h a r dhad emew 193 (1890). 
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common la\^ has always recognized a man's house as his 
castle, impregnable, often, even to its o \ ~ n  officers engaged in 
the execution of its commands. Shall the courts thus close 
the front entrance to constituted authority, and open wide 
the back door to idle or prurient kuriosity ? 

-\lmost 40 years later, Justice Brandeis, in his famous dissent in 
the case of Ol??zstecrrlv. D'llifed States, set fort11 the basic Constitu- 
tutional priacildes of individual privacy :22 

The makers of our Constitution undertook to secure con- 
ditions favorable to the pursuit of happiness. The recog-
nized the significance of man's spiritual nature, of i"lis feel- 
ings and of his intellect * * *. They conferred, as against 
the Government, the right to be let alone-the most kompre- 
hensive of rights and the right most val~led by civilized men. 
TOprotect that right, every uiijustifiable instrusion by the 
Goverllment upoil the privacy of the individual, whatever 
the means elnployecl must be deemed a violatio~l of the fourth 
amendment. 

He went on to say further in his dissent, even more relevant in these 
clays of wholesale abuses of governmental power in our modern cot13- 
puterized society : 

Experience should teach us to be most on our guard to 
protect liberty when the government's purposes are beneficent. 
JIen born to freedom are naturally alert to repel invasions 
to their liberty by evil-minded rulers. The greatest dangers to 
liberty lurk in insidious encroachment by men of zeal, well- 
meaning, but without understanding. 

While there can be no right of absozute privacy in our complex 
civilization, there is an urgent need today to assert the fundamental 
right of privacy for all Americans to the maximum extent consistent 
with the overall velfare of our Nation. The Federal Government call 
and must take the lead to achieve this important objective. Congress 
has the opportunity to mandate such action by acting promptly to 
enact H.R. 16373 into law. 

On August 12, 1974, in his first address to the Congress as Chief 
Executive. President Ford pledged his persona1 and official dedication 
to the individual right of privacy. H e  declared, "There will be hot 
pnrsuit of tough laws to prevent illegal invasion of privacy in both 
government and private activities." The Committee offers H.R. 16373 
as the first step in that pnrsuit. 

CO~LMITTEE-~CTION,A S D  VOTE 

-4s noted above, the issues involved in the safeguarding of indi- 
~iclual privacy have been the subject of numerous investigatgry hear- 
ings by the'.Foreign Operations. and Government Informatlon Sub- 
committee of this committee during the past several gears. 

Olanstend rr. United 'States, 277 U.S. 438 (1928) . quoted In Hearings Special Snb-
committee on Invasion of Pri\.acy. L'Special Inqulrg 'on Invasion of prlqacacy," op, clt., 
pp. 34. 



Public hearings on specific legislative proposals related to H.R. 
16373 were held by the Subcommittee in June 1912, and in February, 
April, and May 1974, on a number of revised privacy measures-H.R. 
12206, H.R. 12207, H.R. 13303, H.R. 13304, H.R. 13872, H.R. 14403, 
etc. 

Subcommittee markup sessions were held in May? June, and July 
to draft effective and workable langua e to reach a balance between 
the individual's rights to privacy and t !?Ie government's need for per- 
sonal information. During this period, much of the technical detail 
of H.R. 16373 was worked out in informal meetings amon the Sub- 
committee's staff, the assistant minority counsel for the 8ommittee, 
officials of the Office of Management and Budget, and representatives 
of the Vice President's Committee on the Right of Privacy. 

After agreement in principle was reached by the Subcommitfee on 
most of the specific language, a clean bill-H.R. 16373-was mtro-
clucecl by Subcommittee Chairman Moorhead on Sugust 12,1974, co- 
sponsored by 13 Members, including several leading sponsors of pri- 
yacy protection legislation in the House. The bill was subsequerttly 
reported favorably by the Subcommittee on September 12., 1974, with-
out a dissenting vote. 

The Government Operations Committee considered H.R. 16373 on 
September 19, 1974, and favorably reported it to the House on Sep- 
tember 24, 1974, by s roll call vote of 39 to 0. 

DISCUSSION 

Because of the complex interrelationships of the major prorisions 
of this legislation, each of its subsections is explained in detail in this 
part of the report. 

DEFINITIONS 

Section 3 of H.R. 16373 sets forth the new privacy protection sec- 
tion 552a of title 5, United States Code, and in section (a) provides 
six definitions of terms used in the new section : 

Section (a)  (1) defines the term "agency." 
Section (a) (2) defines the term LLindividual" as affected by this 

measure as a "citizen of the United States or an alien lawfully ad- 
mitted for permanent residence" in the United States; thus, i t  nlould 
not affect any other foreign nationals. 

Section (a)  (3) defines the term "maintain:' with respect to agency 
records to include the other terms "collect, use, or disseminate;". 

Section (a) (4) defines the term "record" as "any collection or 
grouping of information about an individual that is maintained by an 
agency and that contains his name or identifying number, symbol, or 
other identifying particular assigned to such individual." This encom- 
passes records contained in either manual files or automated or com- 
puterized forms. 

Section (a) (5) defines the term "system of records" as "a group 
of any records under the control of any agency from which informa- 
tion is retrieved by the name of the individual or by some other iden- 
tifying number, symbol, or other identifying particular assigned to 
each such individual ;". 



Section (a) (6) defines the term "statistical reporting or research 
record" as "a record in a system of records maintained for statistical 
research or reporting purposes only and not used in whole or in part 
in making any determination about an identifiable individual, except 
as provided by section 8 of title 13, United States Code." This latter 
provision permits the Census Bureau to furnish transcripts of census 
records for genealogical and other proper purposes and to make spe- 
cial statistical surveys from census data for a fee upon request. 

COSDITIONS OF DISCLOSURE 

Section 552a (b) provides that no Federal agency shall disclose any 
record containing personal informatioll about an individual without 
his approval to any person not employcd by that agency or to another 
agency except under certain special conclitions. 

The consent requirement may well bc oile of the most important, 
if not the most important, provisions of the bill. No such transfer could 
be made unless it was pursuant to a written request by the individual or 
by hls prior written consent. This reqnirenlent would apply to all so- 
called "non-routine" transfers of information. I t  is not the Commit- 
tee's intent to impede the orderly conduct of government or delay serv- 
ices performed in the interests of the inrlividnal. TJnder'the condi-
tional disclosure provisions of the bill, "I-outine" transfers will be 
permitted without the necessity of prior written consent. A "non-
routine" transfer is generally one i11 which the personal information 
on an individual is used for a purpose otller than originally intended. 

Agencies mill be required to publish annually in the Federal Reg- 
ister a description of each "routine" purpose for which personal in- 
formation records are used or intencled to be used. The Committee 
intends to exercise a vigorous oversight check on agencies to make 
certain as much as possible that no "non-routine" transfers of records 
of the type requiring prior written consent are either hidden or 
blanketed in under the "routine" category to nullify the basic pro- 
tections of the law to individuals. 

Another exception to the consent requirement is where a personal 
information record is transferred to another agency, including state 
and local instrumentalities, for a law eliforcemellt activity if such 
activity is authorized by law and if the head of the agency seeking the 
informatioll has made a written request specifying the particular por- 
tion desired and the criminal or civil law enforcement activity for 
which the record is sought. 

A record cannot be transferred to another agency for statistical re- 
porting or research purposes unless i t  is in a form that is not individ- 
ually identifiable. This, for example, would prohibit such things as the 
transfer of personal financial information on income tax returns of 
farmers to the Department of Agriculture without the prior written 
consent of farmers. 

An exception to this requirement woulcl be made for the transfer of 
records to the Bureau of the Census for purposes of plannlng or car- 
rying out a census, survey, or related activity. Laws relating to the 
Bureau of the Census are very strict, limiting access to such records 
only to Census employees and prohibiting their removal from the 



premises and control of the Bureau. Even tlie Federal E ~ ~ e a u  of In- 
vestigation is not permitted to examine individual Census records. 
The Committee believes the privacy rights of individuals already are 
adequately protected-in the case of Census records and the Bureau of 
the Census is not involved in making individual program determina- 
tions comparable to other agencies. 

The Committee is of the view that special consideration must be 
given to valid emergency situations, such as an airline crash or. epldenl- 
IC, where consent cannot be obtained because of t iav and dvstnnce and 
instant action is required, perhaps as a matter of life or cieatlil. The bill 
provides that in these situatiolls recorcl transfers can be made wi tho~~ t  
the usual prior written consent if, on such disclosurh, notification is 
transmitted to the indiviclual's last known aclclress. This provision is 
necessary so that government doctors and other Federal employees are 
not in the position of being technically in violation of the law. 

The legislation also waives the consent provision when personal in- 
formation is transferred to the National Archives as a rec~rcl which 
has sufficient historical or other value to warrant its coiltinuecl preser- 
vation by the government. I n  any case, the arch~val record proiections 
contained in (1)(1)would apply to such records. 

The final exception in the disclosure. section relates to personal in- 
formation needed by the Congress and lts committees and subcommit- 
tees. Occasionally, i t  is necessary to inquire into such subjects for leg- 
islative and investigative reasons. 

This legislation would have an effect on s~ibsection (b) (6) of the 
Freedom of Information Act (5 U.S.C. section 552), which states 
that the provisions regarding disclosure of information to the public 
shall not apply to material "the disclosure of which ~ ~ o u l r l  sonstit~ito 
a clearly unwarranted invasion of personal privacy." H.R. 10378 
would make all individually-identifiable information in Gal-el-nment 
files exempt fronz public disclosure. Such information coulrl be inacle 
available to the public only p~r suan t  to rules published by x.vrncies 
in the Federal Register permitting the transfer of particr~lar data to 
persons other than the individuals to whom they pertain. 

The Committee does not desire that agencies cease inaklmg inciivid- 
ually-identifiable records open to the public, including tllr press. for 
inspection and copying. On the contrary, i t  believes that the i~nblic in-
terest requires the disclosure of some personal information. Esainple.; 
of such information are certain data about government licensees. and 
the names, titles. salaries. and duty stations of most Federal emplov- 
ees. The Committee merely intends that agencies consider tlle cli.;- 
closure of this type of information on a category-by-cntepoi-v basis 
and allow by pnblished rule only those disclosures vllich i~oillrl not 
violate the spirit of the Preeclom of Information Act by constitilting 
"clearly u n ~ ~ ~ r r a n t e d  invasions of personal privacy." 


I,,zst, the Committee is coznizant of the fact that the F ~ c l ~ r n I  
Re-
ports Act (chapter 35 of title 44. TTnited States Code) ~ l s o  restricts 
conditions of disclosure of personal information by government agrn- 
cies. The purpose, scope, and administration of that act are different 
from similar aspects of H.R. 16373. Some recorcls would be snbiect to 
the provisions of both tllc Federal Reports Act and this legislation, 



ho\vever. The Conmiittee intends that restrictions on the transfer of 
individually-identifiable data be as strong as they can be without im- 
pairing the ability of government agencies to perform their duties. 
I t  believes that the restrictions contained in this bill are stronger than 
the ones contained in section 3508 (b) of title 44, U.S.C., and that they 
should consequently be follon~ed with respect to the disclosure of per- 
sonaI information. Insofar as the restrictions of 44 U.S.C. section 3508 
(b) may be stronger, however, the Committee intends that they should 
be follon-ed. 

ACCOUNTING OF CERTAIN DISCLOSURES 

H.R. 16373 alio provides in section 552a(c) that each agency shall 
keep an accurate accounting of the date, nature and purpose of each 
disclosure of a record to any person or to another agency, including 
the name and address of the person or agency to whom such disclosilre 
is made. Exceptions to this would be when the record is used by em- 
ployees of the same agency who need i t  in the performance of their 
duties and when disclosures are made to the public from records which 
by law or regulation are open to public inspection or copying. 

The Committee has used the term "accounting," rather than "rec- 
ord," to indicate that an agency need not make a notation on a single 
document of every disclosure of s particular record. The agency may 
use any system it desires for keeping notations of disclosnres, providpd 
that i t  can construct from its system a document listlng of all dls- 
closures. 

The agency must retain the accounting for at  least five years and 
make it available to the individual concerned at  his request, except for 
the part dealing with transfers for civil and criminal law enforcement 
purposes. 

Under the provisions of section 552a(d), which are described below, 
an agency mag correct an individual's record or note that a portion 
of the record is in  dispute. Section (c) requires the agency to inform 
any person or other agency to whom i t  disclosed a record within two 
years receding the making of the correction or notation of dispute 
about this amendment to the record. 

Corrections or notations of dispute made to records disclosed prior 
to the effective date of the legislation or for which no accounting of a 
disclosure is required would be exempt from this requirement. 

ACCESS TO RECORDS 

Section 552a (d)  grants each individual access to records pertaining 
to hiin which are maintained by government agencies and permits him 
to request almendn~ent of his records. Each agency must under this 
provision make any correction of the documents which the individual 
requests or inform that person why it refuses to make the change and 
all0117 him t.o appeal the refizsal within the agency. 

IVhener7el-an agency determines on appeal not to alter a record, it 
must permit the indi~idual  to file a concise statement of his reasons for 
disagreement. Additionally, i t  must make copies of that statement 
available to persons or agencies to whom i t  later transfers the dispnted 
portion of the record. 



The Committee believes that this provision is essential to achieve an 
important objective of the legislation : Ensuring that individuals know 
what Federal records are maintained about them and have the oppor- 
tunity to correct those records. The provision should also encourage 
f olfillment of another important objective : maintaining government 
records about individuals with such accuracy, relevance, timeliness, 
and completeness as is reasonably necessary to assure fairness to indi- 
viduals in making determinations about them. The co~lstant vigilance 
of indiridual citizens backed by legal redress is the best means, in the 
Committee's opinion, of making certain that government treats people 
fairly. 

AGENCY REQUIREMENTS 

Section 552a(e) is intended to ensure tliat all individuals may know 
the administrative structure of all systems of records; the uses to 
which such records will be put; and the procedures by which access, 
if mandated, may be had and inaccurate records contested. The sec- 
tion also requires that any record used to make a determination about 
an individual be maintained in an accurate, timely, and relevant fash- 
ion. By the term "determination" the Committee means any decisioli 
affecting the individual which is in whole or in part based on informa- 
tion contained in the record and which is made by any person or  any 
agency. 

Section (e) (1) requirements relate only to those records which are 
colnpiled from information received directly from the concerned indi- 
viclual. The purpose of these requirements is to ensure that individuals 
supplying information for a record system are fully aware of what the 
record will be used for and ~vliether or not a response to the request 
is mandatory or voluntary. 

Under section (e) (1)(D) the individual must be informed of the 
consequences of not providing any or all of the requested information. 
I f  the requested information is requlred to be provided by statute, 
the notification to the individual should indicate the statutory provi- 
sion and its reach. If failure to provide the information could subject 
the individual to loss of a government benefit, the extent of such loss 
should be indicated. I f  there is no adverse effect on the individual for 
failure to comply with any or all of the request, that inforination 
should also be noted. 

Section (e) (2) encompasses the public notice required to be made 
1,y each agency. The intent of this section is to ensure that the essen- 
tial characteristics of all information systems covered by this Act are 
kllown to the public. The existence and character of each system, 
whether or not exempt from other I-equirements of this Act, must be 
~ublishecl in tlle Federal Register as required by this section. 

Under section (e) (2) (A) the name and location of each system must 
be published. I f  ,z system 1s located in more than one place, each loca- 
tion must be listed. Under sectlon (e) (2) (13) the categories of indi- 
viduals nrhose records are maintained in the system must be listed. Tlle 
13urpose of this requirement IS to enable an individual to determine 
if information on him might be m such system. The description of the 
categories should therefore be clearly stated in non-technical terms 
understandable to individuals unfamil~ar with data collection 
techniques. 



Under section (e) (2) (C) the categories of records maintained 
should be listed in a manner similar to that of (e) (2) (B) so as ade- 
quately to inform individuals unfamiliar with data collection as to 
the kinds of records held in the system. The listing of "routine pur- 
poses" under (e) (2) (D) should include all uses to which the records 
will be put in the normal course of business. Transfer of a record for 
any use which is not published under this subsection will require a 
request by or prior written consent of the individual to whom the 
record pertains as rovided under 552a (b) . 

Section (e) (2) f ~ )and (F) requires the agencies adequately to in- 
form the public as to the policies governing the physical custody ancl 
protection of the record systems and to advlse the public of the agency 
official who is responsible for the maintenance of the system. 

The provisions of section (e) ( 2 )  (6)alici (H) may IF satisfied by 
publication of the applicable rules made under 552a(f). 

I n  reference to the requirement in (e) (3)  relating to "timeliness," 
the Comrilittee intends this word to mean that a record was timely irf 
the point when the determination by the agency about the individual 
was actual1 made. 

Section 6)(4) prohibits the maintenance of any record nnder this 
Act which concerns the political or religious beliefs or acti~ities of any 
individual as defined by this Act unless the individual t~uthorizes the 
maintenance of such record or unless the maintenance of such record 
is expressly authorized by statute. 

AGENCY RULES 

Unddr section 552a(f) each agency must establish rules by which 
individuals may be apprised of jnformation about them in record sys- 
tems and by which such individuals may challenge inaccuracies in 
those records. 

The rules required under ( f )  (1)through (5) must be promulgated 
in accordance with the provisions of 5 U.S.C. section 553. 

Under section ( f )  (1) the agency is required to establish procedures 
whereby upon the re uest of an individual, the agency must notify him 
if the svstem which s,e names does or does not contaln a record per- 
tainingio him. 

Under section ( f )  (2) each agency must promnlgat,e rules by which 
an individual seeking access to his records can sufficiently Identify 

a. Ionhimself as the individual named in the record. Such iclentific t '  
should if possible be made in person by the individual seeking access 
to his record. However, agencies should make efforts to ensure that 
individuals who are unable to appear at  a designated location can 
satisfy identification requirements by other means. 

Under (f)  (3) each agency mnst establish procedures for disclosing 
pertinent records or information to individuals upon request. I f  a 
record contaiqs infornlntion about more than one incliviclnal or con- 
tains other data not pertaining to the individnal recluestinq the record, 
only the information pertaining to the requesting individual must be 
disclosed. 

If ,  in the judgment of the agency, the transmission of medical in- 
formation directly to a requesting individual could have an adverse 
effect upon such mdividual, the rules which the agency promulgates 



should provide iueans \\-hereby an individual \ ~ h o  would be adversely 
affected by receipt of such data ]nay be apprised of i t  in a manner 
which 1%-ould not cause such adverse eflects. An example of a rule 
serving such purpose would be trailsrnission to a doctor named by the 
requesting individual. 

Under section ( f ) (4) each agency nlnst establish 18nles by which 
an  indivitlual seeking to anlend his record may have the request re- 
viewed and if denied an initial revien- \-,nay appeal such denial. 

This section acltLitionally authorizes agency heads to promulgate 
such other rules as will enable individuals to enforce fully their rights 
under this Act. 

Section ( f )  ( 5 )  authorizes the establishinent of copying fees at  the 
discretion of the agency. However, an agency may not charge the in- 
dividual for time spent in searching for requested record9 or for time 
spent in reviewing records to determine if they fall withm the dis- 
closure requirements of the ,4ct. 

Finally, section ( f )  requires the publication of an annual compila- 
tion of all regulations prolnulgated by all agencies pnrsnant to this 
sect ion. 

The Office of the Federal Register is responsible for publication of 
this compilatio~l and is directed to p~lblisllit in a form I-eadily avail- 
able to the public at  lo\\- cost. 

CIVIL REMEDIES 

The ssction authorizing civil actions by individuals is designed to 
assure that any illdividual who has been refused lawful access to his 
record or information about him in a record, or has otherwise been 
injured by an agency action which \\-as based upon an improperly 
constituted record, will have a remedy in the Federal District courts. 

Actions may be brought if the agency refuses lawful access upon 
request of an indivitlual. An action also lies if the agency makes an 
adverse determination based upon a record which is inaccurate, un- 
timely, or incomplete. However, in order to sustain such action, the 
individual must demonstrate the causal relationship between the ad- 
verse determination and the incompleteness, inaccuracy, irrelevance or 
untinlelincss of the record. Additionally. fin action \\-jll lie for the fail- 
utne of the agency to comply with any other section of this law when 
such non-compliance has an adverse effect upon the aggrieved 
individual. 

The court may enjoin an agency from withholding records which do 
not fall within the exemptions set forth in sections 552a(j) or (k). 
The court is required to determine such matters de novo and the bur- 
den of proof is upon the agency to sustain the exemption. 

Reasonable attorney fees and costs ma be assessed against the gov- 
ernment in any case where the plainti%substantially prevails. It is 
intended that such award of fees not be automatic, but rather, that the 
courts consider the criteria as delineated in the existing body of law 
governing the award of fees. However, when an action is brought 
under section ( g )(1)(B) or ( C )  and when the agency has been ad- 
judged to have acted in a manner which was willful, arbitrary, or 



capricious, the government shall be liable for reasonable attorney fees 
and costs. 

I n  addition to the award of fees and costs, the United States is liable 
for actual damages resulting from the willful, arbitrary, or capricious 
action of an agency in a suit brought under section (g)  (1) (B) or (C).  

Venue lies in the district where the complainant resides or has his 
place of business, where the agency records are situated, or in the Dis- 
trict of Columbia. The statute of limitations is two years from the date 
upon which the cause of action arises, except for cases in which the 
agency has materially or willfully misrepresented any information re- 
quired to be disclosed and when such misrepresentation is material to 
the liability of the agency. I n  such cases the statute of limitations is 
two years from the date of discovery by the indicidual of the mis- 
representation. 

RIGHTS OF LEGAL GUAFCDIANS 

Section (h) provides that the parent of any minor, or the legal 
guardian of any individual who has been declared to be incompetent 
due to physical or mental incapacity or age by a court of competent 
jurisdiction may act on behalf of such individual with respect to his 
rights under this law. 

CRIMINAL PENALTIES 

Any officer or employee of the United States who has access to or 
possession of a record the disclosure of which is prohibited by the Act 
or by the rules made pursuant to this act and who knowingly discloses 
such information to a person or agency not entitled to receive such in-
formation is liable for a h e  of not more than $5,000. 

Any person who knowingly and willfully obtains a record concern- 
ing an individual from any agency under false pretenses is liable for a 
fine of not more than $5,000. 

GENERAL EXEMPTIONS 

Section 552a(j) w&ld permit the head of any agency to exempt 
certain systems of records within his agency from virtually all the 
requirements of the legislation. Only records maintained by the Cen- 
tral Intelligellce Agency and criminal justice records could be SO ex-
empted. Even they would be subject to the requirements relating to 
conditions of discldsure (section S52a (b) ) and publication of notice 
of the existence and character of each system of records (section 552a 
(e) (2) (A) through (F)). 

The Committee believes that such a broad examination is errnissible 
for these two types of records because they contain particu 7arly sensi- 
tive information. C.I.A. files may include the most delicate informa- 
tion regarding national security. Criminal justice records are so 
different in use from other lrinds of records that their disclosure should 
be governed by separate legislation. 

The Committee has made certain, however. that a notice of the exist- 
ence and character of these systems of records must be published at 
least annually in the Federal Regis te~.We believe that the government 
should ~naintain no secret system of records about its own citizens. We 
liave also made sure that systems map be exempted from certain re- 



quirements of the bill only after the head of an agency promulgates 
rules which are open to public comment before they become effectlve. 
By this means, people will be afforded an opportunity to make their 
views on proposed exemptions known to the appropriate agencies, and 
agencies will be able to modify their decisions taking those views lnto 
accoulit. 

The Committee also wishes to stress that this section is not intended 
to require the C.I.A. and crirnilial justice amencies to withhold all their 
personal records from the individuals to \&om they pertain. We urge 
those agencies to keep open whatever files are presently open and to 
make available in the future whatever files call be made available with- 
out clearly infringing on the ability of the agencies to fulfill their 
missions. 

SPECLFIC EXEMPTIONS 

Section 552a(k) would permit the head of any agency to exempt 
certain systems of records within his agency from some of the require- 
ments of the legislation. The requirements from which these systems 
could be exempted are primarily those dealing with access by indi- 
viduals to records about themselves. Only four categories of systems of 
records could be so excluded: 

1. Iiiform~tion classified in tlie interest of national defense or 
foreign policy ; 

2. Investigatory material compiled for law enforcement purposes, 
except for inforr~~ation that is contained in criminal justice records 
(\vh~chare subject to sectioii 552a(j) ) and information that is open 
to public inspection under section 552 of this title, (the Freedom of 
Information Act) ; 

3. Secret Service files maintained in connection with providing pro- 
tective services to the President or other individuals; and 

4. Records required by statute to be maintained and used solely as 
statistical research or reporting records. 

Sound reasons of public policy justify exempting each of these 
groups of records from individual access. 

1. In  some cases, disclosure of classified information, even to the 
person to whom it pertains, could damage the national defense or 
foreign policy, for the information would ng longer be subject to all 
tlre security controls it is properly subject to as classified matter. 

2. Individual access to certain law enforcement files could impair 
investipations, particularly those which involve complex and con-
tinuing patterns of behavior. I t  could de r t  subjects of investigations 
that their activities are being scrutinized, and thus allow them time 
to take measures to prevent detection of illegal action or escape 
prosecution. 

3. Access to Secret Service intelligence files on certain individuals 
would vitiate a critical part of Secret Service work which was specif- 
ically recommended by the MTarren Commission that investigated the 
assassination of President Kennedy pnd funded by Congress. 

4. Disclosure of statistical records In most instances would not pro- 
vide any benefit to anyone, for these records do not have a direct 
effect on any given individual; i t  would,. however, interfere with a 
legitimate, 'Congressionally-sanctioned activity. 



requirements 

.agencies. 
ARCHIVAL RECORDS 

Section 55ib2a(1) prescribes special provisions for records which 
are under the custody or controI of the National Archives and Records 
Service, a constituent agency of the General Services Administration. 

Para raph (1) of this section deals x i th  agency records accepted 
by the Xdministrator of General Services for stora e, processing, and 
servicing which are now being provided by ~edera?  Records Centers. 
These records are under the control of the agencies which deposited 
them; the National Archives and Records Service merely has custody 
of them while i t  is providing storage in Records Centers. Consequently, 
the paragraph states that these records shall, for the purposes of thls 
section, be considered to be maint,ained by the agency which deposited 
them and shall be subject to the provisions of this section, The Admin- 
istrator of General Services shall not disclose any of these records 
except to the agency which maintains them or pursuant to rules 
established by that agency. 

Paragraphs (2) and (3) deal with agency records pertaining to 
identifiable individuals mhich are transferred to the National Archlves 
itself as records which have snfficient historical or other value to war- 
rant their continued preservation by the TJnited States Government. 
These records are under the actma1 control of the Archives; conse- 
quently. they shall, for the purposes of this section, be considered to 
be maintained by that agency. 

Under paragraph ( 2 ) .  records which were transferred to the 
Archives prim to the effective date of this section shall not be subject 
to the provisions of the legislation. The Committee has written this 
exclusionary statement into the bill because it feels that requiring the 
Archires to reorganize large quantities of docliments which are being 
used only for historical purposes would be expensive and would aid 
no one. 

Under paragraph (3 ) . records mhich are transferred to the Archives 
after the effective date shall be subject to most of the provisions of the 
bill. Since the records ~ .ou ld  already have been organized in con-
formity with the requirements of this section by the agency transfer- 
ring them to the Archives. maintaining them in continued conformity 
rnitll this law .rronld not veqni1.c any si>ecial effort. Permitting access 
to the records bv individuals namerl in them ~ ~ o u l d  also be reason-
able if access had heen permitted by the agency which transferred the 
records to the Archives. (Insofar as a record could have been exempted 
from access under section 552a(i) or (k) before its transfer to the 
Archives. it co~lld of course be similarlj~ exempted after transfer by 
the Arcliivist of the United States.) 



Records under the control of the Archives would not, however, be 
subject to the provisions of this law which .permit changes in docu- 
ments at  the request of the individual named in them. A basic ar- 
chival rule holds that archivists may not remove or amend informa- 
tion in any records placed in their custody. \The principle of mam- 
taining the integrity of records is considered one of the most important 
rules of professional conduct. I t  is important because historians quite 
properly want to learn the true condition of past government records 
when doing research; they frequently f h d  the fact that a record was 
inaccurate is at least as important as the fact that a record was ac- 
curate. 

The Committee believes that this rule is eminently reasonable and 
should not be breached even in the case of individually identifiable 
records. Once those documents are given to the Archives, they are 
no longer used to make any determination about any individual, so 
amendment of them would not aid anyone. Furthermore, the Archives 
has no way of knowing the t r ~ ~ e  state of contested information, since 
i t  does not administer the program for which the data mas collected; 
it cannot make judgments as to whether records should be altered. 

ANNUAL REPORT 

Section (m) provides that the President shall submit to the Speaker 
of the House of Representatives and the President of the Senate, by 
June 30 of each calendar year, a consolidated report, separately list- 
ing for each Federal agency the number of records contained in any 
system of records that were exempted from the operative provisioi~s 
of this law under the terms of section (j) or (k). Also to be included 
in the annual report would be the reasons for such exemptions and 
other information indicating efforts to comply with the law. It is 
hoped that all such information would be made public. If,  however, 
the nature of any such exemption requires a security classification 
marking, i t  should be placed in a separate part of the report so as not 
to affect the remainder of the annual report. 

TECHNICAL CHANGES 

Section 4 of the bill makes necessary revisions of t.he chapter listing 
of chapter 5, title 5, United States Code to add this new section 552a 
-"Records about individuals". 

EFFECTIVE DATE 

Section 5 of the bill provides that i t  become effective on the 180th 
day following the date of enactment. 

I n  compliance with clause 7 of rule XI11 of the House of Repre- 
sentatives, the following statement is made relative to the cost which 
might be incurred in implementing this bill. 

The Office of Management and Budget (OMB) estimates the annual 
cost of implementing this bill as lietween $200 million to $300 million 



a year, with a one-time "start-up" cost of $100 million. Thus, the five- 
year estimate would range from $1.1billion to $1.6 billion. 

However, OMB made i t  clear that its estimates cannot have a higher 
degree of precision because of many imponderables, inclndin possible 
savings off-sets. These problems mere described in a letter from Mr. 
Robert H. Marik, Associate 1)irector of OMB for Management and 
Operations, a copy of which may be found in the appendix of this 
report. 

I n  the circumstances, the Committee coilcurs i11 the estimate of the 
Office of Management and Budget. The Committee also notes the 
Administration has circtllated a pl.oposed Esecutive, older in the 
various agencies of the Government to carry out the objectives of this 
legislation. That Executive order was designed to be issued in the event 
Congress does not act. It is patterned very much after the House bill, 
H.R. 16373, now before yon. The Office of Management and Budget 
has stated the cost of implementing this proposed Executive order 
wouId be approximately the same as the House bill. So the cost factor 
appears to be virtually academic. Our Government, subject to the 
President's h a 1  approval, intends to spend this inoney for this pur ose 
whether we act or not. However, this is a congressioiml responsibifity. 

AGENCY VIEWS 

See letter from OMB and Ciyil Service Commission, dated Septem- 
ber 18,1974, to Chairman Holifield. 

EXECUTIVEOFFICEOF TIIE PRESIDENT, 
OFFICEO F  MANAGEMEST BUIXET,-4ND 

IVash hgton, D.C., October 2,107'$. 
Hon. W~LLIAM 
Chai?man, Foy*eign Operations and Governnzent Infownation Sub-

S.MOOR HE.^, 

committee, ('omnmittee on Governnze~zt Operations, House of Eep- 
resentativee, Washington, D.C. 

DEARMR. CHAIRMAN:This letter is inte~~ded to summarize our 
vie\\-s \ ~ i t h  respect to H.R. 16373 which \\-as 1.ecently ordered to be 

a lons. reported by the Committee on Government Oper t '  
Since time does not permit us to seelr the ~ i e w  of all agencies con- 

cerned we are unable to speak for them. However, we have noted that 
this bill is in most respects consistent with earlier legislative proposals 
which were reviewed with those agencies. 

We remain concerned, lio~rever. that the bill does not exempt from 
certain of its operative provisions, personnel testing and examination 
material and other f ersonnel sec~!rity and e~aluatlon files, especially 
those containing in ormation gathered under a pledge of confiden- 
tiality. Permitting unrestricted individual access to such records 
would seriously hamper agencies in evaluating the qualifications and 
reliability of Federal civilian, military, and contractor personnel. 

With the exception of these p~.ovisions, we find the bill to be gen- 
erally consistent with our vien-s on this subject. 

Sincerely, 
ROBERTH. MARIK, 

Associate Director for Alfanagen~?lt and Operations. 

22 *, 
c . 



U.S. C ~ T LSERVICECOIYIMISSION, 
Washington, D.C., Septern6e~ 18,1974. 

Ron. CHET HOLIFIELD, 
Chaimnan, Committee on, Government Operations, House of Repre-

sentatives, Washington, D.C. 
DEARMR.CHAIRMAN:The Civil Service Colllinission strongly urges 

that the Committee restore to H.R. 16373 exemptions which will el?- 
able the Commission to continue efficiently to carry out its responsl- 
bilities with respect to Federal employee management. The exenlptloils 
mere in paragraphs (4) and (5) of the proposed section 552a(j) to 
title 5. Unitecl States Code, as added by section 3 of H.R. 16373. AS 
introduced, these provisions would have exempted from the disclosure 
and access-to-records provisions of the legislation : 

(4) Investigatory material maintained for the purpose of de- 
termining initial or continued eligibility or qualification for Fed- 
eral employment, military service, Federal contracts, or access to 
classified information ;or 

(5) Material used for appointment, employment, or promotion 
in the Federal service. 

The latter item while very brpad bas .intended principally to pro- 
tect materials used in cfvil servlce examinations. 

With respect to investigative material, the Commission is authorized 
and directed, pursuant to 5 U.S.C. 3301 and 3302, to examine into the 
characte~ and fitness of civil service applicants in order to determii!e 
their re1atii.e suitability for employment. These suitability determl- 
~latioiisare esseiltial to the maintenance of a high-caliber ~ o r l i  force 
because they insure that from the standpoint of character and in- 
tegrity, as well n s  of qualificatlons, we select the Tery best applicants 
for Government employment. 

Our long experience in investigations indicates that those who give 
witness to the qualifications and integrity of others are ordinarily 
far  more calldid when the informatioil is given under pledge of confi- 
dence than they are when they presumably are speaking for publica- 
tion. And this experience is borne out whether the person who reports 
to us is a former employer, an associate, or a neighbor. Without an 
exel~ption sifnilar to that stated in subsection (4) quoted above, we 
could not malntain the confidentiality of the information we receive or 
of its sources, with the result that webcould not effectively perform the 
full reach of our statutory functions. In  a word, we could not give 
adequate assnrance that persons employed were in fact qualified from 
the standpoint of either coplpetence or  integrity. 

With respect to examlnmg material, the Commission must maintain 
the integrity of the coinpetltive process which plays such an impor- 
tant part in the staffing of the competitive service. Obviousl;y, in de- 
termining the relative ability of competitors for Federal positions, the 
Commission must use an examining process which is scrupulousl~ fair 
to all who are concerned. If test questions and rating information is 
made available to Ule persons to whom they pertain, the Commission 
xi11 be unable to control the dissemination of such i ~ l f o r m ~ t i ~ ~  to 
others. Applicants, by learning the correct answers to the questions, 
could use the information to compromise the fairness of the entire test- 
ing system, and reduce to a shambles the open coinpetitive examining 



system we have worked so hard to establish. I11 order to protect our ex- 
aminations from compromise, particularly hen we use wrltkn tests, 
we currently follow procedures in which we c~nlpose~tests of d~f fenng  
series of similar questions and this scrambling technique barely keeps 
11s al~eacl of those who woulcl exploit our tests for pe~*sonal or corn- 
mercial gain. Without an exem tion for materials used in the examin- 
ing process, we could not defen %our tests against compromise. I n  addi- 
tion, if the names and ratings of other applicants must be revealed to 
any requesting applicant, questions arise as to whether or not the 
rights of privacy of these other applicants have been v~olated. 

We also believe that medical records of employees and applicants 
should not be generally available, even to the ap licant or employee, 
when this information could be harmful to h ~ m .  8 u r  regulations pro- 
vide for release of this information to the erson requesting it only 
through a doctor of his choice. We believe t f at, this procedure shol~ld 
be maintained. 

Time has permitted only a brief discussion of the problems me an- 
ticipate if Commission operations, particularly those discussed above, 
are not exempted from the provisions of the bill. We strongly urge 
that the Committee consider the impact of the inclusion of all the 
records maintained by the Civil Service Commission in the disclosure 
and access provisions of this bill. We reconlmend that the Committee 
restore exemptions for the Commission, and for the military depart- 
ments, which we understand have similar problems. We offer the 
following language to provide minimum protections for our 
operations :

" (4) investigatory and examining material maintained for the 
purpose of determining initial or continned eligibility or quail-
fication for 

"(A) Federal employment, 
"(B) military service, 
"( C )  employment under Federal contracts, 
"(D)  access to classified information ;or 

"(5) medical information concerning a mental or other condi- 
tion of a Federal employee or applicant for Federal employment 
of such a nature that a prudent physician w0111d hesitate to inform 
the person suffering from the condition of its exact nature and 
probable outcome, except that this information will be disclosed 
to a licensed physician designated in writing by the individual 
for that purpose." 

We believe that exemptions such as those stated immediately above 
will enable the Commission to continue to carry out its respons~bilities 
for maintaining a superior Federal work force. We recognize our ob- 
ligation to furnish to Federal employees and applicants for employ- 
ment all information possible concerning them consistent with these 
responsibilities. 

By Direction of the Commission : 
Sincerely yours, . 

ROBERTE. HAMPTON, 
Qhairnmn. 



SECTION-BY-SECTIONANALYSIS 

Tile findings of the bill state that individual privacy is affected by 
the  collection, maintenance and use of individually identifiable data 
by the Federal Governlnent and that control of such systems of data 
is necessary to insure privacy. 

The purpose of the act is to provide safeguards for the collection 
and use of such records, identify record systems, provide reasonable 
access by individuals to their records, and provide civil remedies for 
violations of its provisions. 

Section (a)  defines various terms used for the purposes of this act. 
Section (b) prohibits dissemination of records outside the agency 

except when requested or  permitted with prior written consent by the 
affected individual. Other exceptions are when i t  is used for a legiti- 
mate routine purpose defined under formal rulemaking; submitted to 
another governmental unit for a law enforcement activity authorized 
by statute upon rrritten request; to the Census Bureau for  activities 
pursuant to title 13, U.S.C.; for statistical use when provided in a 
non-individually identifiable form; .pursuant to a showing of a com- 
pelling circumstance affecting the mdiviclual's health or safety and 
then only upon transmittal of notice to the individual; when trans- 
ferred to the National Archives or provided to Congress. 

Section ( c ) requires an accurate accounting of the fact and nature 
of any dissemination of a record, I\-11ic11 accounting shall be retained 
for fire years and be made available upon request to the affected indi- 
vidual. This section also requires that an agency inform others about 
any correction or notation of dispute disclosed to another agency 
within two years preceding the making of such correction on a record. 

Section (d) requires an agency to grant access by an individual to 
his records for inspection and/or copying; permits individuals to re- 
quest correction of records, and provides for an interagency review 
of refusals to correct upon request. This section also permits an indi- 
vidual to file a concise statement setting forth his reasons for disagree- 
ing with an agency's refusal to amend the record, requires the agency 
to clearly note the disputed portion of the record, and permits the 
agency to include a rebuttal statement. 

Section (e) enumerates agency requirements to inform individuals 
of their rights --hen supplying information and also requires annual 
publication in the Federal Register by each agency which maintains 
a record system the name and location of each system; the category 
of persons and records maintained in each system; use policies of 
each agency and the title and busilless address of the person respon- 
sible for such system. 

I t  also prohibits any Federal a.gency from maintaining any record 
concerning the ~oli t ical  or religious belief or activity on any indi- 
vidual unless expressly authorized by statute or the individual himself. 

Section ( f )  also states that each agency shall under the Adminis- 
trative Procedure Act set rules providing for access to requested rec- 
ords; describe routine uses of maintained records; establish proce- 



dures for amending records and keeping them in a timely, relevant 
-and accurate fashion; establish Procedures for clisclosilig. medical 
recorcls to individunls; and may set fees for providing coples of rc.-

*quested records except that no fees shall be charged for search or  
-review of recorcls. 

Section (g )  provides a civil remedy for individuals who hare been 
denied access t o  their records, or whose records have been kept or used 
in contravention of the requirenlents of the act and an adverse effect 
results. Suit may be brought in a district where the complainant re- 
sides, does business, wliere the records are locatecl, or in the District 
of Columbia. The complainant may recover actual damages and costs 
and attorney fees if the agencies' infraction was \rillful, arbitrary, or 
capricious. 

Section (h)  provides that for the purposes of subsections relating 
to disclosure, access or civil remedies, a minor or an adjudged inconi- 
petent iliay be rep-esented by his legal guardian. 

Section (i] makes unlar~ful  possessiol~ of or  disc1osm.e of individ- 
nnlly identifiable infol-mation by a govrrnment employee punishable 
by a fine not to exceed $5,000 and also ~ ) l -o~ ides  that any pe1-son 11-110 
requests or obtains such a record by false pretenses is subject to a fine 
not to exceed $5,000. 

Section ( j )  states that except as to certain agency collditions of dis- 
closure and requirements, records determined under fo~tmalrule-
making maintained by the CIA  and records maintained for law en- 
forcelnent pnrposes are exempt from the provisioils of the act. 

Section (k) permits an agelicy head to exenipt any ~*ecol-tl system01. 

of records through formal rulemaking from the provisions of sub- 
sections relating to clisclosure, accounting availability, access avail- 
ability, and certain agency rules; records which are classified; are 
nlaintained for Secret Service protective pnrposes; or required by 
statute to be maintained solely for statistical reporting or research 
purposes. 

Section (1) provides, among other things, that records accepted by 
the National Archives under section 3103 of title 44, U.S.C. shall be 
considered for the purposes of this act to be maintained by the deposit- 
ing agyncy. 

Sectlon (m)  prorides for an annual report by the President listing 
the number of records contained in any system of records exenlptecl 
under sections (i) and (j). and reasons for such exemptions. 

Section 6 sets the effective date of the act at  180 days after en:~ct- 
lnent except for section ( f ) ,  ~ rh ich  becomes effective on the datr of 
enactment. 

I n  compliance with clause 3 of Rule XI11  of the Rules of the House 
of Representatives, changes in existing lam made by the bill, as re- 
ported, are shown as follows (existing law proposed to be omitted 
is enclosed in  blacli brackets, new matter is printed in italics, existing 
law in which no change is proposed is shown in roman) : 



TITLE 5, UNITED STATES CODE 


SUB CHAP*^ I---GENEBALPBOVLGIONS 
Sec. 
500. Administrative practice ;general provisions. 
501. Advertising practice ; restrictions. 
502. Administrative practice ; Reserves and National Guardsmen. 
503. Witness fees and allowances. 

SUBCHAPTEE JI--ADMINISTRATIVE PBOCEDUBE 

Definitions. 
Public information; agency rules, opinions, orders, records, and 

proceedings. 
Records about individuals. 
Rule making. 

Adjudications. 

Ancillary matters. 

Hearings ; residing employees ; powers and duties; burden of proof; 


evidence ;record as  basis of decision: 
Initial decisions; conclusiveness; review by agency; submissions by 

parties; contents of decisions ;record. 
Imposition of sanctions ; determination of applications for licenses ; sus-

pension. revocation, and expiration of licenses. 
Effect on other laws ;effect of subsequent statute. 

Purpose. 

Definitions. 

Administrative Conference of the United States. 

Powers and duties of the Conference. 

Organization of the Conference. 

Appropriations. 


8 56.2~. Records maintained on  individuals 
(a )  DEFINITIONS.-For purposes of this section-

( 1 )  the term "agency" m a n s  agency asdefillad in section 559(e)  
of thh titb;

(2) the t e r n  "individual" means a citizen of the United States 
or an alien lawfully admitted for permanent residence; 

(3)  the term "mai??.tainY' zncludes ntaintain. collect, use, or 
dis'sekinate;

( 4 )  the term "record" means any coZlection or grouping of in-
fornation about a n  individunl: that is maintained by  an agency 



and that contains his name, OP the identifying number, symbol, or 
other identifying particular a,saign.ed to the indioidual; 

(5) the term "system o f  records'" nzeans a group of an.y records 
under the control of any agency f ~ o m  zohich i~z for~nat ion is re- 
trieved by  the name of the individual or by  some identi fying 
nwmber, symbol, or otiler ,identifying particular assigned to the 
individual; and 

( 6 ) the term "statistical researc?~ or report.i?~g record" means a 
record in a system of recorcls maintained for statistical research 
or reporting purposes only and not used in whole or in part in 
making any determination about an identiflable i n d i v i d ~ l ,  ex-
cept as provided by  section 8 of title 13. 

( b )  C'ONDITIONS agency shall disclose any record OF DISCLOSURE.-NO 
which .is contained in a system of records b;y any nzeans of communi- 
cation to any persol(, ot- to nnothe?~ c/ge;r~cy, to a ?orit-except pz~:(,~~~a:nt 
ten  request by, or w i th  the prior ~cr i t t en  consent o f ,  the individual to 
whom the record pertains, psn7ess disclosure of the record would be.-

( I )  to those officers and emnployees of tiw agency zohich mazlz- 
tains the record who have a need fwthe record in  the performance 
of their duties; 

( 2 ) for a youtine use desaybed in, any rule promulgated mdm 
subsection ( e )  ( 2 )(D)of this section; 

( 3 )  to the Burea,u of the Census for purpo.ges of pkannilzg or 
carrying out a census OP survey or related activity pursuant to the 
provisions of title 13;

( 4 )  to a recipient zcAo has proz~ided the agency with a&~a.~zce 
adequate written assurance that the record u?ilZ be w e d  solsty as a 
statzsticaZ research or reporting ~ e c o r d ,  and the ,record is to be 
transferred in a f o m  that i.s not individually identifiable,; 

( 5 )  to the National Archives of the rlnited Btates as a record 
which has sufficient historical or other walue to warrant its con- 
t i n w d  preservation b y  the United Stafes Government, or for 
evaluation b y  the Administrator of General Services or his desig-
nee to de temine  whether the record has such value; 

( 6 ) to anotl>er agency or to a n  instrumenta7ity of any govem- 
mental jurisdiction wi thin  or under the contro7 of tlze United 
Xta.tes for a law enforcement activity i f  the actizlity i.9 aufkonked 
b y  law, and i f  the head of the agency or ~nstrumentali ty has made 
a toritten request to the agency which maintains the record specify- 
ing the particular portion desired and the 7azo enforcement 
activity for which fhe record is sought ; 

(7) pursuant to a showing o compeZZing circumstances affecting 
the health or safety of a n  injividual, i f  upon the disclosure n.oti- 
fication is  transmitted to the last h o w n  address of the individ- 
ual; or 

( 8 )  to either House o f  Congress, or, to the extent of matter 
within i8s jurisdiction. any committee or subcommittee thereof, 
or any joint committee of Congress or subcommittee o f  any such 
joint committee. 

(c) ACCOUNTINQCERTAIN DISCLOSURES. -E~C~ withOF agency, 
respect to each system of records under its control, sha77- 



(1) except for disclosures made under subsection ( 6 )  ( I )  of 
this section or disclosures to  the public from records which by  
law or regulation are open to  public inspection or copying, keep 
a n  accurate accounting of- 

( A )  the date, nature, and purpose of each disclosure of a 
record to any person or to  another ageney mude under sub- 
section ( b )  of this section; and 

( B ) the name and address of the person or agency to whom 
the disclosure i s  made; 

( a )  retain the accounting mude under paragraph ( 1 )  of this 
subsection for at least five years after the disclosure for which 
the accounting i s  d  e ; 

( 3 )  except for discZosures n u d e  under subsection ( 6 )  ( 6 )  of 
this section, make the accounting nzade wnder paragraph (1)of 
this subsection avai2able to  the individual m m d  in tRe record 
at  his request; a d  

( 4 )  in form any  person or other agency about any correction 
or notation of dispute made b y  the agency in accordance with 
subsection ( d )  of th& section of any record that has been dis- 
'closed to the person or agency within two years preceding the 
makin. of the correction of the record of the individ.uaZ, except 
that tI! i s  paragraph shall not apply t o  any record that was dis- 
closed ppior t o  the effective date of this section or for which no 
accounting of the disclosure is  required. 

( d )  ACCESS agency that m a i n h i m  a system o jTO RECORDS.-&A 
records shd& 

(1) upon request by  any i n d i ~ i d u a l  to gain access to his record 
OT to any information pertaining to h im which is  contained in the 
system, permit h im to reziieqa the record and have a copy made 
of a21 or any portion thereof in a fomn comprehensible to  h i m ;  

(2).? e m i t  the individuul to request amendment of a record 
pertaznzng to h i m  and either-

( A )  nuzke any correction of any portion thereof which the 
individzcal believes i s  not acot~rate, relevant, timely, or com- 
plete; or 

(B )  prom ptly i n f o r m  the individual of its r e f w a l  to amend 
the record in accordance zrjith his request, the reason for the 
refusal, the procedures established b y  the agency for the in-
divid2ld to request a review b y  the agemy  of that refusnl, and 
the m e  a d  business addrexs of th-e official within the agency 
to whom the r e q ~ ~ e s t  for reqtielo ?nay be taken: 

( 3 )  permit any indfiticlual who disagrees w i th  the refusal o f  
the agewv  to omend his record to req~teet review o f  the refilsal 
b?/ the officinl nna7od in accordance wi th  pamgruph (9)( B )  of 
this subsection; and i f ,after the  review, that official also refuses to 
amend the reco~d  in accordance wi th  the request, pegvnit the in- 
dividual to file w i th  the agency a concise statement setting forth 
the reasons for his d h a g r e e m n t  w i th  the refusal of the agency; 
and 

( 4 )  in any cli~closure, containing i n f o m a t i o n  about which the 
i~tdividzhal has filed a statement of disagreement, ocourring after 



the filing of the stateinent under pa?,ag)*aph ( 3 )of this mbsection, 
clearby note any portion of the record which is,disputed and, upon 
request, p~ovidc! copies of the stntemen,t nnd, zf the agency deems 
it n.ppropriate, copies of a concise :qtcctement of the reaso~u of the 
agency for not making the am,endments requested, to persons or 
other agencies to aul~om the di,syzcted record has been discloeed. 

(e) A U E ~ C Y  REQUIREMETTS.-Each agency that maintains a system 
of records shall- 

( I )  infor?n ecr.ch i7zdi.widual .ruh.om. i t  asks to supply infownation, 
on the fown eohich i t  uses to collect the infownation or on  a separate 
f orln that cnn h~ ref ai?zec! b y  the ind~i,oidva.l- 

( A )  wAich Federal statute 02, regulatian, i f  any, requires 
disclos.ttre of the information; 

( B )  the principal 'yurpose or purposes for which the i)z- 
fomnation is  intended to be used; 

(6') othela fmr3poses for zohkh the information ?nay be 
used, as pubbished p r s u a ~ i t  to paragraph (2)(0.)thisof 
subsection; and 
(D)the effects on him, i f  any. of not providing d l  or any 

part o f  the requested information; 
(2) publish in the Federal Register at bast  annually a notice 

o f  the existence and character of the 8yate.m of records, which 
notice shall include- 

( A )  the name and location of the system; 
( B )  the categovies of individuals on whom records are 

ma.intainecl in the system; 
( C )  the categories of records maintained in the system; 
(D)each routirrze purpose for which the records con t~ incd  

in the system are w e d  or intended to be used, including the 
categories of users of the records for each such purpose; 

(A') the policies mrd practices of the agency regarding 
storage, retrievability, access controls, retention, and disposal 
of the records; 

( F )  the title and business address o f  the agency o f i c id  
who i s  responsible for the systenz, of records; 

( G )  the agency procedures whereby a n  individual can be 
notified at  his request i f  the system of records contains a 
record pertaining to him; and 
(F2) the agency procedures whereby an individual can be 

notified at I~ i s  request how he can gain. access to any record 
pertaining to h im contained in the system of records, and 
Aozo he can contest i ts  content; 

( 3 )ntcsintain all records which are used by  t71e agency in mak-
ing any determination about any individual w i th  such accuracy, 
relevance, timeliness, a d  completeness as i s  reasonably necessary 
to assure fairness to the individual in the determination; and 

( 4 )maintain no record concerning the political or religious be- 
lief or activity of  any i n d i v i d d ,  u d e s s  expressly authorized by  
statute or b y  the individual about whom the record is .maintained. 

(f) AQE.VCYRULES.-In order lo carry out the provisions of this 
section, each agency that maintains a system of  records shall promul- 
gate rules, in accordance w i t h  the requirements (including general 
notice) of sectiinz 5,53of this title, which shall- 
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( I ) estn blish pl3ocedtrres tchereby un  inclividual can be notificd 
in respometo his ~eqriest i f  any s y s t c ? ~ ~  by the of records m 1 ~ d  
inclividzml contains a r e c o d  pel-taivaing to him; 

(a)  define reasmtabZe times, pklces, and requil enzents f 07' 

identifying a n  individual tcho requests his 2-ecord or infm-matio7~ 
pertaining to hint before the agency shag make the record or 
infor9nution available to the i~zdividual; 

( 3 )  establish pvocedures for the disclowre to a n  i ~ d i v i d u a l  
upon his request of his record or infmvnation pertaining to him, 
includi?zg special procedure, i f  deemed necessary, for the dis- 
closure to an indivicluaZ of medical records, including psychologi- 
cal records, pertaining to him; 

( 4 )  establzsh procedures for reviewing a request from an in-
dividual concerning the amendnwnt of any record or in fomat ion  
pertainiqzq $0 the indiaiduul, for ntaking a determination o n  the 
request, for a n  upped  within the agency of a% initial adverse 
agency determifiation, and for whatever additional m a n s  the 
head of the agency m a y  deem lzecessary for each individual to 
be able to exerche fully his rights under this section; and 

(5) estubzish fees to be clmrged. i f  any,  to  a n y  individuul for 
making copies of his record, excluding the cost of any  search for 
and reviezo of the record. 

The  Office of the Federd IZegCster sha;ll annually compile and publish 

thR rules promul.qated under this subsection in a form available to the 

public at low cost. 


(g)( 1 )  CIVILR E M E D I E S . - ~ ~ ~ ~ ~ W ~ 'any age%Cy (A)T ~ $ U S ~ S20 comply 

'11:ith an individual request a d e r  subsection ( d )  ( I )  of this section, 

(6)fails to maintain any record concernin.9 any individual wi th  such 

'accuracy, relevance, t imli?wss,  and completemss as 	is necessary to 
assure fairness in any deterntination relating to the qualifications, 
ckaracter, rights, or opportunities o f ,  or benefits to the individual 
that m a y  be made on  the basis of the record and consequently a deter- 
milzation i s  made which is  adverse to the individual, or ( C )  fails to 
co?nply w i th  any other provision of this section, or any rule promul- 
oated thereunder, i n  .such a way  as to h v e  a n  adverse effect on  an 
indi.r*iduaZ, the indiuidulzz my b&g a civil action against the agency, 
rind the district courts of the United States shall h e  juri.sdiction in 
the madters under the provisions o f  this subsection. 

(2) ( A ) I n  any stkt brougi~t under the provisions of subsection ( Q )  

( I ) ( A ) o f  this section, the court m a y  enjoin the agency from with- 
ltolding the records and order the production to t h  complainant o f  
a7zy agency records improperly withhezd from him. I n  such a case the 
court shall deternine the matter de novo, and m y  examine the con- 
tents of any agemy  records incamera to determine whether the mcords 
0.1, nny portion thereof m y  be laithheld under any of the exemptions 
S P ~forth in subsection ( i )or ( E )  of this sectirm, and the Burden is on  
thc nqancy to sustain its action. 

( B )  T h e  court may ctasess against the United Xtates reasonable 
attorney fees and othel. 7itigation costs reasonably incurred in any
case under this paragraph in zoRich the complainant has substantially 
prevailed. 

( 3 ) In  any suit brought under the provisions of subsection ( g )  (1) 
( B )  and ( C ) of this section in which the court detemnims that the 
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agency acted in a manner which was will ful ,  arbitrary, or capricious, 
the United States shall be liable to! the individual in a n  amount equal 
to  the sum of- 

( A )actual danzages sustained by  t l u  individual as a result o f  
the refusal or fuibl-e; and 

( B )  the costs of the action t o g e t h r  w i th  reasonable attowwy 
fees as detemninecl by the court. 

( 4 )  An actio~z Lo enforce any liability created under this section 
m a y  be brought iqz the district court of the United States in the district 
inwhich the coln~plainunt resides, or has his principal place of business, 
or in which the agency records are situuted, or in the District o f  60-
Zumbia, without regard to the amount in condroversy, within two years 
from the date o ? ~  which the cause of action arises, except that where 
an agency has nzaterinlly and willfully misrepresented any informa- 
tion required under this section to1 be disclosed to a n  individual and 
the infornzation so misrepresented is  material to the establishment of 
the lia62ity of the agency to  the individual under this section, the 
nctiosz nzay be brouqht at any  time within two years after discovely 
by  the i~ldividua2 of the misrepresentation. 

(h) BIGHTSOF LEGALGUARDIANS.-For the purposes of th.is section, 
the parent of any minor, o r  the legat guardian of any individual who  
has been declared to be incompetent due to physical or mcntal ill- 
cal~acifyor aye b y  n court of competent ju?*isdictim, may  act on be- 
half of the indiv idud.  

(i)( I )  CRIMINALPENALTIES.-Any o@er or employee of the United - States, aaho by virtue of his employment of official pom'tion, has posses- 
sion o f ,  or access to, agency records which contain individually identi- 
fiable informni5on the disdosure of which is prohibited by  this section 
or by 7ules 09. regulations established thereunder, a d  ?oh0 knowing . 
that disclosure of the specific material is so prohibited, willfully dis- 
closes the materia2 iqz any manner to any person or agency not entitled 
to rece i~e  i t ,  shalb be fined vtot m r e  than $5.000. 

(2) A n y  person who ksmoingly and willfuZly requests or obtains 
any recolrd concernh~g a n  i n d i v i d ~ a l  from a n  agency under fabe pre- 
tenses shaZZ be fined not more than $5,000. 

( j )  GENERALEXEMPTIONS.--T~~head of any agency may promut?gate 
rules, in accordance wi th  the requirements (including general notice) 
o f  section 553 of this title, to exempt any system of records within the 
agency f ~ o m  ally part of this section except subsections ( 6 )  and 
( e )(2) ( A ) through (8')if the system of records is- 

( I )  maintaisled by the CentruZ Intelligence Agency: or 
( 2 ) nzaintaiszed b y  ajz agency or component tlwreof which per- 

forms ns i ts  p?-incipal functiosz any activity pertaining to the en- 
f orcemen t af criminal Za.zos, including police efforts to prevent, 
control. or 7.educe crime or to apprehend criminals. and the activ- 
ities o f  prosecuto?.~. courts, correctional, probation, pardon, or 
parole at~tl~or-ities, ( A )  information corn-uncr! tvhich consists of 
piled for t7~e purpose o f  identi fying individual criminal o e9uZer.s 
and alleged offendem and consisting only of identifying c! ata and 
notations of arrests, the nature and disposition of criminal 
charges, sentencing, confinement, release, and parole and proba- 
tion tatu us; (3)i??fornzation compiled f o ~  the purpose o f  a crirnzi- 
nal investigntion, including repol ts  of infornzants and in.vcstiga- 



iors, u d  associated wi th  a n  identifiable individzcal; or (G)re-
ports identifiable to  a n  individual compiled at any stage of the 
process of enforcement o f  the criminul laws from arrest or in- 
dictment through release from supervision. 

( k ) SPECIFIC head of any agency may promulgateE x E ~ T I o N s . - - T ~ ~  
rzr7es, in accordance wi th  the requirements ( indudzng g e w r d  m t i c e )  
of section 553 of this title, to exempt any system of records within the 
ccgency from subsectiom ( c )  ( 3 ) ,  ( d ) ,  ( e )  ( l ) ,( e )(2 ( G )  a d  (H) ,  
and (f ) of this section i f  the system of records is- 

(1) sab ject to  the provisions o f  section 552(b)  ( I )  of this title; 
( 8 )  investigating materhl  conhpiled for law enf orcenzent PUT- 

poses, except to the extent that the material i s  within the scope of 
subsection ( j )  ( 2 )  of this section or i s  open to pubtic Qz-spsction 
under the provisions of section 552(b)  (7) of this title; 

( 3 )  maintained in connection wi th  providing protective seT.27- 
ices to the President of the United States or other individuals 
pursuant to section3056 of title 18;or 

( 4 )  required b y  statute to be maintained crnd used solely as 
statistical research or reporting records. 


(1)(1) ARCHIVAL
RECORDS.-E~& agency record which is  accepted 
b y  the Administrator of General Services for storage, processing, and 
servicing in accordance zoith s ~ c t i o n  3103 of title 44 4.shaZZ, for the 
pzwposes of this section, be considered to be maintained b y  the agency 
.rt-hich deposited the record and shun be subject to the provisions of 
tAis section. T h e  Administrator of General Services shall not disclose 
the  record except to the agency which maintains the record, under 
vules established b y  that agency which are not inconsistent w i th  the 
2>190visionsof this section. 

( 2 )  Each agency record pertaining to an identifiable indiwidual 
which was transferred to the National Archives of the United States 
as a record zohich has suficient historical or other wake to  warrant i ts  
continued preservation b y  the United Xtates Government, prior to 
the effecthe date of this section, shall, for the purposes of this section, 
be considered to be nucintained b y  the Nat ioml  Archives and shd2 not 
be subject to the provisions of this sectim. 

(8)  Each agency record pertaining to a n  identifiable ind iv2ua l  
zchich is transferred to the National Archives of the United Xtates as 
a recovd,which has suficient histom'cal or other value to warraat its 
continued preservation 6 y  the United States G o v e m e n t ,  on crr after 
the effective date of this section, shall, for  the purposes of this sect&, 
be considered to be m i n t a i n e d  b y  the National Archives and shall be 

( m )  ANNUAL President shall submit to the Speaker o fR E P O R T . - T ~ ~  
the House and the President of the Senate, by  June 30 of each calendar 
year, a consolidated report, separateZy listing for each Federal agency 
the number of records contained in any system of records which were 
exempted from the application of  this section under the provisions of 
subsections ( j )  and ( k ) of this section during the preceding cabndar 
ysmr, and the reasons for the exem tions, and such other in fomat ion  
as indicates efforts to administer fu rl y  this section. 

* * * * * * * 



A P P E N D I X  


EXECUTIVEOFFICEOF THE PRESIDENT, 
OFFICEOF MANAGEMENTAKD BUDQET, 

TVashingtolz, D.C., September 19,1974. 
Hon. WILLIAM S. MOORHEAD, 
Chainnun, Foreign Operations and Govern~nent Infornuttiim Sub- 

committee, Committee on Governnwnt Operations, Howe of Rep- 
resentatives, Washington, D.C. 

DEARMR. CIIATRMA?~T:This letter is to confirm the essence of our 
discussions last evening in regard to the costs of implementing H.R. 
16373, consistent with the amendments which we have proposed. 

I would like to reiterate that i t  is extremely di5cult to develop any 
reliable estimate of the cost of this legislation, because i t  plows new 
ground in areas where we have virtually no operating experience. and 
there are so many interdependent variables of unknown magnitude. 

We have been working with the Executive Departments and Agen- 
cies since May to develop cost estimates in connection with the privacy 
provisions transmitted to you in our letter of June 19, 1974. Those 
efforts have not yielded firm estimates, but rather have underscored 
the difficulty which operating organizations are experiencing in at- 
ten~ptingto quantify the costs involved. Some of the major imponder- 
ables me have encountered are : 

There is considerable uncertainty, as confirmed by Senator 
Ervin's study? about the total number ancl magnitude of personal 
data systems currently being maintainecl by various government 
agencies. 

The disincentives to collecting personal data inherent in this 
legislation will probably result in a reduction in the amount of 
data collectecl and stored in various agency systems, and possibly 
the elimination of some existing systems. However, the dislncen- 
tives to transferring personal data between agencies mill have the 
countel.effect of stimulating more systems to meet the unique needs 
of n given agency. There is considerable uncertainty about the off- 
setting effects of these two factors. 

I t  IS difficult to predict the extent to which individuals mill 
exercise the rights afforded to them by this bill. For example, 
horn many people will inquire whether they are inclucled in spe- 
cific agency systems and how many mill request copies of their 
data or modifications of the data maintained about them. 

There is uncertainty about the extent to which reduced effi- 
ciencies in computer utilization resulting from the introduction 
of safeguards will be offset by technological improvenlents being 
developed by industry. 

(35) 

. .. 



For the foregoing reasons, our estimate cannot have a high degree of 
precision. Within those limitations, we believe the costs of ~mplement- 
ing H.R. 16373 will be on the order of $200 to $300 million per year 
over the next four to five years, with an additional one-time start-up 
cost of about $100 million, which would be expended within the first 
two years. As previously indicated, there are some possible offsetting 
factors which could reduce the actual cost. However, we believe that a 
year's operating experience will be necessary before,greater precision 
in the cost estimates can be achieved. 

There is no doubt that privacy safeguards of the type envisioned 
in this bill will result in added costs of operations. We have appre- 
ciated the concern of the Subcommittee about costs, and their con- 
tinued efforts to minimize the cost impact as the bill has evolved. Our 
estimate of the costs associated with the current draft are less than 
half of the costs which we had estimated for earlier drafts which were 
under consideration. 

Sincerely, 
ROBERTH. MARIK, 

Associate Director for Managemnt and Operations. 



ADDITIONAL VIEWS O F  HON. RELLA S. ABZUG (CON-
CURRED I N  B Y  HON. JOHN E. MOSS, HON. DANTE B. 
FASCELL, HON. BENJAMIN S. ROSENTHAL, HON. JOHN 
C. CULVER, HON. JOHN CONYERS, JR., HON. JAMES V. 
STANTON, HON. CARDISS COLLINS, HON. JOHN L. BUR- 
TON, AND HON. GILBERT GUDE) 

H.R. 16373 is the product of many months of hard work by the 
members and staff of the Foreign Operations and Government Infor- 
mation Subcommittee. During the course of these months, all of us 
who have been involved in the process of writing this legislation have 
learned a great deal about the complex concept of 'Lprivacy". Fortu- 
nately, as a result of this learning experience, instigated by the intro- 
duction of several excellent privacy bills, the bill which the full Gov- 
ernment Operations Committee reported out on September 24th repre- 
sents an improvement in a number of ways, both organizationally and 
substantively, over earlier drafts of this bill. There is still room for 
illuch improvement, ho~ever .  We feel that there are several additions 
and changes which must be made to strengthen the bill. I n  view of the 
difficulty of maintaining a quorum and the pressure of time, these 
could not be effectively considered a t  the full committee meeting, but 
will be presented when the bill reaches the floor. 

There are three basic weaknesses in the bill : the numerous and un- 
justified exemption provisions, the failure to provide either liquidated 
or punitive damages, and the lack of any administrative mechanism to 
oversee the implementation of the bill. 

EXEMPTIONS 

We start with the premise that exemptions from the provisions of 
this bill and of any bill designed to protect individual rights of pri- 
vacy are justified only in the face of overwhelming societal interests. 
Kever should economy or efficiency or administrative convenience be 
used to justify the exem tion from or modification of any of the safe- 
guard requirements set !orth in this bill. Moreover, when exemptions 
inust be made, they must be defined in very specific terms. 

The Committee bill sets forth six categories in which exemptions 
may be made: (1)records maintained by the C.I.A., (2) certain rec- 
ords maintained by criminal law enforcement agencies, (3) informa-
tion affecting national security within the scope of Section 552(b) (1) 
of Title 5, U.S. Code, (4) investigatory material compiled for law en- 
forcement purposes, both criminal and civil, (5) records maintained 
in connection with certain protective services, and (6) records re- 
quired by statute to be maintained and used solely for statistical re- 
search or operating. Within any of these categories the bill delegates 



to the heads of the various Federal agencies the task of balancing indi- 
vidual rights against societal interests and of deciding which is para- 
mount. Few guidelines have been set forth, however, to enable agency 
heads to perform this rather delicate task. 

TVe feel that there are, at  most, only three areas where societal in- 
terest can be paramount to the individual rights provided by this bill : 
(1) where granting an individual access to his or her records would 
seriously damage national defense or foreign policy; (2) where such 
access would interfere with an active criminal prosecution ; and (3) 
where records are required by law to be maintained for statistical re- 
search or reporting purposes and are not, in fact, used to make deter- 
lninations about identifiable individuals. By narrowing the exemption 
categories and d e h i n g  them in specific terms related to the use of rec-
ords rather than to the agency maintaining them, Congress could pro- 
vide agency heads with standards to  meet in exercising their rule- 
making authority to grant exemptions. Only in this wa can we be 
assured that the constitutional rights of individuals will ge protected 
and will not be sacrificed to administrative discretion, expediency or 
whim. 

DAMAGES 

The bill in its present form contains provisions for the assessment of 
actual damages, court costs, and attorneys' fees in cases where an 
agency is found to be in 1-iolntion of the law. A provision alloviing 
court assessmellt of punitive dama es, which is containecl in the Senate 
bill ($3. 3418), wns st~icken in fuf1 committee. TTTe feel strongly that 
this provision should be restorecl to the bill. Actual damages resulting 
fro111 an agency's miscondact will, in most cases, be difficult to prove 
ancl this ~111  often effectirely preclude an adequate remedy at Ian-. 
Bloreol-er, if we are concernecl wit11 effectively cleterring the 1~-illful, 
arbitrary, or capricious disclosure or transf!r.of protected records. a 
provision permitting a court to assess punltive danlages or, a t  the 
very least, liquidated damages is essential. 

THE NEED FOB A N  ADMINISTRATIVE AGENCY 

Unlike the Senate bill, H.R. 16373 contains no provision for the es- 
tablishment of an administrative body to oversee the implementation 
of this legislation. We recognize the fact that some of our colleagues 
feel i t  is wiser to wait and see how Federal agencies respond to pri1-acy 
legislatioil before establishing any oversight mechanism. No one, hom- 
ever, ants to repeat the experience of the Freedom of Information 
Act in holding out rights to individuals but provicling them only with 
the costly and cumbersome mechanism of a judicial remedy. Therefore, 
we would amend the bill to provide for the establishment of an admin- 
istrative body to mediate conflicts between agencies and individuals, 
to investigate complaints, hold hearings, and make findings of fact. 

We ~ o u l c l  be more than naive if we failed to recognize that individ- 
na1 Federal agencies cannot be expected to take an aggressive role in 
enforcing privacy legislation. Ellforcement of the provisions of this 
bill will be secondary to each agency's legislative mandate and will, of 



necessity, cause additional expense and administrative inconvenience. 
Only by providing a separate administrative agency with. authority 
for implementing this legislatioil and coordinating the privacy pro- 
grams of the various Federal agencies &n we be assnred of muform, 
effective enforcement of the rights guaranteed by this bill. 

BELLAS.Anzrrc, 
JOHNE. MOSS, 
JAMESV. STANTON, 
GILBERTGUDE, 
JOHNBURTON, 
DANTEB. FASCELL, 
JOHNCULVER, 
CARDISSCOLLINS, 
BENJAMIN ROSENTHAL, 
JOHN CONYE~S,JR., 

P' 




ADDITIOTU'AL VIEWS O F  HON. JOHN N. ERLENBORN 
(CONCURRED I N  BY HON. PAUL N. McCLOSKEY, JR., 
HON. SAM STEIGER, HON. CHARLES THONE, AND HON. 
ROBERT P. HANRAHAN) 

The Committee states in this report, "H.R. 16373 attempts to strike 
that delicate balance between two fundamental and conflicting needs- 
on the one hand, that of the individual American for a maximum 
degree of privacy over personal inform~tion he furnishes his govern- 
ment, and on the other, that of the government for information about 
individual--citizens which i t  h d s  necessary to carry out its legitimate . 
functions." 

We commend the members of the Committee for keeping this objec- 
tive in mind when writing the bill. We believe that they have failed to 
follow it, however, with regard to two important kinds of informa- 
tion. Should the bill reach the Floor of the House, we shall therefore 
offer an amendment to add these two kinds of hforn~ation to the 
categories which may be exempted from the provisions of the bill 
which permit individuals to have access to records maintained about 
them. The two, which we urge should be made items (5) and ( 6 )  in 
subsection 552a(k), are : 

-investigatory material corn P iled solely for the purpose of deter- 
nliiling initial or continuing e igibility or qualification for Federal 
employment, military service, Federal contracts, or access to classi- 
fied information ;and 

-testing or examination material used for appointment, employ- 
ment, or promotion in the Federal service. 

pair the carrying out of 
With regard to these ty I' es of records, individual access would im- 

egitimate functions of government. Those 
functions are so important that the principle of access to records 
should be put aside here. 

INVESTIGATORY MATERIAL 

Government agencies must be able to choose the best applicants 
for employment and military service if they are to fulfill their missions 
most effectively. They must be able to select the best contractors to 
perform additional necessary work. They must be especially careful in 
certifying which individuals may view information the disclosure of 
which could damage, in some cases severely, the national defense or 
foreign policy of the United States. 

To have the ability to make these important judgments, agencies 
need honest opinions about the people they are investigating. The 
Civil Service Commissio?, speaking for all agencies, has testified that 
"Our long expenence in Investigations indicates that those who give 



witness to the qnalifications and integrity of others are ordinarily far 
more candid when the inforination is given under pledge of confidence 
than they are when they presui~lably are speakng for publication." 
If the informatioil were to be available to the individuals to whom i t  
pertains, the governmeat could not make a pledge of confidence to the 
people whom i t  solicits for personal opinions. Future information 
would not be forthcoming. Past infornlation would be revealed, violat- 
ing the privacy of the people who gave it. This mould be a most unfor- 
tunate result. 

TESTING MATERIAL 

The military services and the Civil Service Commission test 
applicants to determine eligibility and ratings for military lacement 
and on merit system schedules. Individuals are informed? of their 
scores on these tests and how the scores compare with those of other 
people who took the same examinations. Revealing the test questions 
and answers in addition would not help the individuals in any way; 
i t  certainly would not protect their privacy. This disclosure would 
have only one result :the examination material would be made public. 
As a result, to make all tests fair, examining agencies would have to 
develop a new version of each test for each occaslon on which i t  would 
be given. This would be a needless.expense. 

In  short, me seek not the invaslon of privac but the furtherance of 
important government objectives in areas wKere privacy considera- 
tions do not weigh heavily. We support most emphatically the pro- 
tection of personal privacy, and offer this amendment only to improve 
a bill which is directed toward that end. 

JOHNN. ERLENBORN, 
PAULN. MCCLOSEEY,Jr., 
SAM STEIOER, 
CHARLESTHONE, 
ROBERTP. H~NRAHAN. 



9.3~CONGRESS 
2~SESSION S.3418 

AN ACT 

To establish a Privacy Protection Commission, to provide man- 

agement systems in Pederal agencies and certain other 
organizations w i d  respect to the gathering and disclosure 
of information coneerning individuals, and for other purposes. 

1 Be it enacted by the Senate and House of Bepresenta- 

- 2  tives of the United States of America in Congress assembled, 

3 TITLE I-PRIVACY PROTECTION COMMISSION 

4 ESTABLISHMENT OF COMMISSION 

5 SEC.101. (a) There is established as an independent 

6 agency of the executive branch of the Government the 

'7 Privacy Protection Commission. 

8 (b) (1) The Commission shall be composed of five 

9 members who shall be appointed by the I'rcsident, 

* 
by and 



2 


1 with the advice and consent of the Senate, from among 

2 members of the public a t  large who, by reason of their 

3 knowledge and expertise in any of Ihe following areas: civil 

4 rights and liberties, law, social sciences, and computer tech- 

5 nology, business, and State and local government, are well 

6 qualified for service on the Commission and who are not 

7 othernisc officers or eniployees of the United States. Not 

8 more than three of the n1embel.s of the Commission shall be 

g adherents of the same political party. 

10 ( 2 )  One of the Coliiinissioners shall be appointed Chair- 

11 man by the President. 

12 ( 3 )  A Commissioner appointed as Chairman shall serve 

13 as Chairman until the expiration of his term as a Commis- 

14 sioner of the Commission (except that he may continue to 

15 serve as Chairman for so long as he remains a Commissioner 

16 and his successor as Chairman has not taken office). An in- 

17 dividual may be appointed as a Commissioner at  the same 

18 time' he is appointed Chairman. 

19 ( c )  The Chairman shall preside a t  all meetings of the 

20 Commission and a quorum for the transaction of business 

21 shall consist of a t  least three members present (but the Chair- 

22 man may designate an Acting Chairman who may preside in 

23 the absence of the Chairman). Each member of the Coi11- 

24 mission, including the Chairman, shall have equal respon- 
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1 sibility and authority in all decisions and actions of tlie 

2 Commission, shall have full access t o  ill1 infomation relating 

3 to the pel-formance of his duties or responsibilities, and shall 

4 have one vote. Action of the C!ommission shall be determined 

5 by a majority vote of the membel.s present. The Chairman 

6 (or Acting Chairman) shall bc the offirii~l spokesman of tlic 

7 Conlmission in its relations nlitli tlic Congress, Government 

8 agencies, persons, or the public, and, on behalf of the Com- 

g mission, shall see to the faithful execution of the policies and 

10 decisions of the Commission, and shall leport thereon to thc 

11 Commission from time to time or as the Commission may 

12 direct. 

13 (d)  Each Comn~issioner shall be compensated at the 

14 rate pro~ided for under section 531-1 of title 5 of the United 

15 States Code, relating to level I V  of the Executive Schedule. 

16 (e) Commissioners shall serve for terms of three years. 

17 No Commissioner may serve more than two terms. Vacan- 

18 cies in the membership of the Commission shall be filled in 

19 the saine nlailiier in which the original appointment was 

20 made. 


21 (f) Vacancies in the n~embership of the Commission, 


22 as long as there are three Comlllissioners in office, shall not 


23 impair the power of the Commission to esecute the functions 


24 and powers of the Commission. 
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( g )  The lileli~bcrs of tlic Coniiili~sioi~ sliall not ellgage 

in any other el~iploynleilt during their tell~irc as ~i~einbers 

of the Conlniission. 

(11) ( I )  Whenever tllc Coin~~iission sul)n~its any budget 

estiniate or request to the President or tlie Office of JIaaagc- 

mcnt and Budget, it shall conturrently tri~lisii~it a copy of 

that request to Congress. 

( 2 )  Wlienever tlie Comniission subillits any legislati\.e 

recomendations, or tcstiinony, or c.omn~cnts on legislation to 

the President or Office of 3fanagement aild Budget, it sliall 

concurrently transmit a copy thcl.cof to tlic Congress. No 

officer or agency of the United States sliall 1in~-c any au-

thority to require tlie Comlnissioli to submit its legislative 

reconll~leildatiolls, or testimony, or co~illiieilts on legislation, 

to any officer or agency of the Vnited States for approval, 

comments, or review, prior to the subnlissioll of such recom- 

mendations, testimony, or coinments to the Congress. 

PERSOXSEL O F  TIIE COAlAIISSION 

SEC. 102. (a) (1) The Comlnission shall appoint an 

Executive Director who sliall perform such duties as the 

Comnlission nlay deternliiie. Snch appoilitment nlay be made 

mithont regard to the pro~isions of title 5, Uriited States 

Code. 

(3) The Executive Director shall be coinpensated at  a 
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1 rate not in excess of maxin~unl rate for GS-18 of the General 

2 Schedule under sectioil 5332 of title 5, United States Code. 

3 (b )  The Commission is authorized to appoint and fix 

the compensation of such officers and employees, and pre- 

scribe their functions and duties, as may be necessary to 

carry out the provisions of this Act. 

(c)  The Con~mission may obtain the services of experts 

and consultants in accordance with the provisions of section 

3109 of title 5, United States Code. 

PUNCTIOKS OF TIIE COWMISSION 

SEC. 103. ( a )  The Commission shall- 

( 1 )  publish annually a United States Directory of 

Information Systems containing the information speci- 

fied to provide notice under section 201 (c)  ( 3 )  of this 

Act for each information system subject to the provisions 

of this Act and a listing of all statutes which require 

the collection of such information by a Federal agency; 

(2 )  investigate, determine, and report any violation 

of any provision of this Act (or any regulation adopted 

pursuant thereto) to the President, the Attorney General, 

the Congress, and the General Services Administration 

where the duties of that agency are involved, and to 

the Comptroller General nrhen it deems appropriate; and 

( 3 )  develop model guidelines for the implement~tion 
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1 of this Act and assist Federal agencies in preparing 

2 regulations and meeting technical and administrative 

3 requirements of this Act. 

4 ( b )  Upon receipt of any report required of a Federal 

5 agency describing (1) any proposed information system or 

6 data bank, or ( 2 )  any significant expansion of an existing 

7 information system or data. hank, integration of files, pro- 

8 grams for records linkage within or among agencies, or cen- 

9 tralization of resources and facilities for data processing, the 

10 Commission shall- 

11 ( A )  review such report to determine ( i )  the prob- 

12 able or potential effect of such proposal on the privacy 

13 and other personal or property rights of individuals or 

14 the confidentiality of information relating to such indi- 

15 vidoals, and (ii) its effect on the preservation of the con- 

16 stitutional principles of federalisn~ and separation of 

17 powers; and 

18 ( B )  submit findings and make recommendations to 

19 the President, Congress, and the General Services Ad- 

20 ministration concerning the need for legislative authori- 

21 zation and administrative action relative to any such 

22 proposed activity in order to meet the purposes and 

23 requirements of this Act. 

24 (c )  After receipt of any report required under subsec- 

25 tion (b )  , if the Commission determines and rep0rt.s to the 



1 	Congress that a proposal to esthblish or modify a data bank 

or information system does not comply with the standards 

established by or pursuant to this Act, the Federal agency 

submitting such report shall not proceed to establish or 

modify any such data bank or information system for a period 

of sixty days from the date of receipt of notice from the Com- 

mission that such data bank or system does not comply with 

such standards. 

(d) I n  addition to its other functions the Commission 

shall-

(1) to the fullest extent practicable, consult with 

the heads of appropriate departments, agencies, and in- 

strumentalities of the Federal Government, of State and 

local go~~erriliicnts, aucl otl~cr pcrsons in carrying out 

the provisions of this Act and in coaducting the study 

required by section 106 of this Act; 

( 2 )  perform or cause to be performed such research 

activities as may be necessary to implement title I1 of 

this Act, and to assist Pederal agencies in complying 

with the requirements of such title; 

( 3 )  determine what specific categories of informa- 

tion should be prohibited by statute from collection by 

Federal agencies on the basis that tlle,collection of such 

information woold violate an individual's right of pri-

vacy; and 
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(4) prepare model legislation for use by State and 

local govelnments in establishing procedures for han-

dling, maintaining, and disseminating personal informa- 

tion a t  the State and local level and provide such techni- 

C B ~assistance to State and local governments as they 

may require in the preparation and implementation of 

such legislation. 

CONFIDENTIALITY OF INFORMATION 

SEC.104. ( a )  Each department, agency, and instrumen- 

tality of the executive branch of the Government, including 

each independent agency, shall furnish to the Commission, 

upon request made by the Chairman, such data, reports, and 

other information as the Commission deems necessary to 

carry out its functions under this Act. 

(b )  I n  carrying out its functions and exercising its 

powers under this Act, the Commission may accept from 

any Federal agency or other person any identifiable personal 

data if such data is necessary to carry out such powers and 

functions. I n  any case in which the Commission accepts any 

such information, it shall provide appropriate safeguards to 

insure that the confidentiality of such information is main-

tained and that upon completion of the purpose for which 

such information is required it is destroyed or returned to 

the agency or person from which it is obtained, as 

appropriate. 
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1 POIVlCliS 01: TI113 CON~ITSSION 

2 SEC.105. (a) ( 1 )  Tlie Colr~riiission may, in carrying 

3 out its f~ulctions under tliis Act, collduct snch inspections, 

4 sit and act at sac11 times and places, liold such hearings, take 

5 such testimony, require by subpcna the attendance of such 

6 witnesses ailcl tlie production of snc.11 books, records, papers, 

7 correspondence, and doc~unents, ndiiliiiister such oatlir, have 

S s~lcli printing and binding done, and make snch expenditures 

9 as the Coinillission deems advisaLle. A snbpena shall be issued 

10 only upon an affirmative votc of a nlajority of all mernl~ers 

11 of the Conlmi~sion. Snbpenas sliall he issued under the sig- 

12 nature of tlie Chairnlan or any nlember of tlic Coinnlission 

13 desigilatecl by t l ~ e  Chairman and sl~all be served by any 

14 persoil designated by the Chairman or niiy such member. 

15 Any ineniber of the Comn~ission may administer oaths or 

16 affirnlntiolls to ~ i tnesses  appearing before tlie Commission. 

17 ( 2 )  I11 casc of diso~~edicnce to a subpcna issued nndcr 

16 pa~agraph ( I )  of this subsection, the Co~nmission may 

19 invoke tlic aid of any district court of the United States in 

20 rccjuiring compliance with such subpena. Any district court 

21 of tlic Uliitcd Statcs ~vitl~iii  tlic j~visdiction \vliere such pcr- 

22 son is found or transacts business may, in case of contu~nacy 

23 or refusal to obey a subpena issued by the Commission, issue 

24 an ordcr requiring such person to appear and testify, to 

25 produce such books, records, papcrs, con-espondence, and 
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docurnei~ts, aiid any failure to obey tlic order of t l ~ c  court 

shall be punished by the court as a coiiteilipt thereof. 

( 3 )  A ~ l ) e ~ i ~ l i c e sthc Conimission uiider tliis Act by 

shall be in its own naiire. Tlie Corriiilission shall be repre- 

sented 1~yattorneys designated by it. 

(4)  Sectioil 6001 (1) of titlc 18, United States Codc, 

is amended Ly inserting immediately after "Securities aiid 

Exchange Comiiiission," the following: "the Privacy Protec- 

tion Conin~ission,". 

(b )  Tlie Conrilrissioir iriay delegate any of its functions 

to sucl~officers and einployees of tlie Comiriission as the 

C'omi~li~sionnlay designate and rnay authorize such succes- 

sive rcdelcgations of such functions as it may deem desirable. 

( c )  I n  order to carry out the provisiorls of tliis Act, the 

Conrmission is authorized- 

( I )  to adopt, amend, and repeal rulcs and regula- 

tions governing the manner of its operations, organiza- 

tion, and personnel; 

(2 )  to adopt, amend, and repeal interpretative rules 

for the implenrentation of the rights, standards, and 

safeguards provided under this Act ; 

( 3 )  to enter into contracts or other arrangements or 

modifications thereof, with any government, any agency 

or depnrt,meilt of the United Stntes, or with any person, 

firm, association, or corporation, and such contracts or 



other arrangenients, or ~nodifications thereof, may he 

entered into without lee11 consideration, without per-

forlnance or other bonds, and withont regard to section 

3709 of the Rerisecl Statutes, as amended (11 1T.S.C. 

5) ; , . 

(4) to lnalie adrance, progress, and other pay~nents 

which the Conilnission deems necessary under this Act. 

without regard to tlie provisio~ls of section 3648 of the 

Revised Statutes, as anleilded (31 U.S.C. 529) ; 

(5) receive complaints of violations of this Art and 

rcgi~lations adopted purmant thereto; and 

(6 )  to take such oiht~r action as may he necessary 

to cnny ont tlir provisiol~s of this Act. 

COMMISSIOR STUDY OF OTIIER (:OTI:RS3IEST-\L ASD 

I'HIVATI.: ORG.kXI%ATIOSS 

SIT. 106. (a)  ( I )  The Colnn~ission sli:~ll mnke n study 

of the data l~anks, autonintcd data p~occssing progri>nis, ant1 

inforlnntion systems of gorel~nl~iel~t;ll,i,egional, and private 

organizations, in order t o  dctenuinc tllc standards and pro- 

cedures in force for thc protection of personal information, 

and to determine the extent to which those standards and 

procedures achieve the pmposcs of this Act. 

(2)  The Colnmission periodically sl~all rcport its find- 

ings to the P~esident and thc Congress and shall coml~lete 
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1 t l ~ e  study required Ly this scrtiol~ not li~tcr tllal~ tl~rcc yct11.s 

2 froill t l ~ e  date tliis Acl becolues cfl'ective. 

3 ( 3 )  The Clo~nrnissioi~ to t l ~ c  P r ~ s i d c ' ~ ~ t  s11;lll r e c o l ~ l l ~ ~ ~ i ~ ( l  

4 and thc Congress the extc'l~t, if i111y, to whicli tllc ~,cquirc- 

5 iile~lts and principles of this Act sl~onld be apl~lied to t l ~ c  

(j i1ilorln:ltion practices of those organizations by Icgisl;rtion, 

7 nrlnlinistriltirc rlctiol~, or I)y 'i.olru~t:ll.y aclol)tion of sucll re-

S quirements and principles. I n  addition, it slinll sub~iiit snch 

9 otller legislative recoll~nleildatioils as it may deterinine to 

10 be llecessnry to protect tlie privacy of individunls nrliile nieet- 

11 jng the legitimate .needs ol go'i.el*nn~ent and society for 

12 information. 

13 (b )  (1) I n  the co~wse of such study 2nd in its r~ports,  

14 tlic Coinii~ission sliall esalilil~e and nnalyze- 

15 ( A )  interstate transfer of inforination about in-

1G dividuals which is being ~uidertaken through ~llanual 

17 , files or by computer or otlier electronic or telecoinniuni- 

18 cations means ; 

19 (B)  data banks slid inforrnntion prograins and 

20 systenls the operat,ion of ~~11ic.hsig~~ificai~tlyor sub-

31 stantially affect the enjoynlent of the privacy and other 

personal and property rights of indi~idnals; 

23 ((3) the use of social security nnmbers, license plate 

24 nuinbers, universal identifiers, and other symbols to 
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1 identify individuals in data banlis and to gain access to, 

2 integrate, or centralize information systems and files; 

3 and 

(D) the matching and analysis of statistical data, 

such as Tederal census data, with other sources of per- 

sollnl data, sl~ch as antomobilc registries and tclrphone 

directories, in ol.dcr to rrcon.trurt individilal responses 

to statistical questionnaires for comnlercial 01. other pur- 

poses, in a n a y  nhich results in a violation of the implied 

or esplicitly recognized confidentiality of such informa- 

tion. 

(2) Tlie Comn~ission shall include in its examination 

information activities in thc following areas: medical, insur- 

ance, education, einploymcnt and personnel, credit, banliir~g 

and finnricial institutions, credit I)ureans, the comn~ercial 

r~porting industry, cal)le television and other tclccommunica- 

tions media, tmvcl, hotel, and entcrtainment rwrrations,  

and electroiiic chcck processing. The Coinmission maj7 study 

srlcll other information activities necessary to cnrry out the 

congressional policy ell~bodied in this Act, except that the 

Coinnlihsion sllnll not investigate iriforrnation systelns main- 

taiiicd by religious o~.ga~iizatioiis. 

( 3 )  I11 conducting tlic stndy, the Commihxion s11:~ll- 

( A )  dctcl.minc nlhat Iziws, E s c c ~ ~ t i v cordcrs, rcngr~- 
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1 lations, directives, and judicitll derisions gorcrn the ac- 

2 tivities under study :ind thc c ~ t r n t  to 1~1iic.h tlicy arc 

3 consistent with the rights of prirac~y, duc process of I ~ I I ~ ,  

4 and other guarantees in the Constitutio~l; 

5 (B) determine to what cxtcnt gorernnlental and 

6 private information systelns affcct Fcdcral-State rel:\tionr 

7 or t l :~  lwiiic.iplc of \cl)"ri~ti()llof ~N)\YNS; 

8 (C)  co~iduct a thorough cxaminntion of sL~ndards 

9 and criteria governing p r o g r a ~ ~ ~ s ,politics, a i d  practices 

10 relating to the collection, soliciting, processing, use, 

11 accrss, integration, disscminntion, and transn~ission of 

13 personal information; 

13 (D) to the maxi~nuiii extent practicable, collect and 

14 atilize findings, reports, and recoinmendations of nlnjor 

15 go~cnnlienti~l,lcgislativc and private bodics, institi~tions, 

1 G  org~iiizntions, aiicl iitclividui~ls wliicli pcl.klin to tllc 

17 problems uilder study by tlie Cominission; and 

3 8 jE) recc i~e  and review corriplnints with respect to 

19 a119 n~nttcr imdcr strldy I)y t!~c C'o~l~n~ission which may 

30 be subnlitted by ally person. 

21 REPORTS 

22 SEC. 107. The Col~~rnission shall, from tirue to time, 

23 and in all ai~nnal report, report to tlie Preuident n~id the 

24 Gongrcss ou its nctivitics in c s a ~ ~ i i 1 g  ont the pro~isions of 

23 this Act, 
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1 TITLE 11-STANDARDS AND MANAGEMENT 

2 SYSTEMS FOR HANDLING INFORIvIATION 

3 RELATING TO INDIVIDUALS 

SAFEGUARD REQUIREMENTS FOR ADMINISTRATIVE, IN-

TELLIGEKCE, ST-4TISTICAL-REPORTING, AND RESEARCH 

PURPOSES 

SEC. 201. (a )  Each Federal agency shall- 

( 1  ) collect, solicit, and maintain only such personal 

information as is relevant and necessary to accomplish a 

statutory pi~rpose of the agency; 

(3) collect information to the greatest extent prac- 

ticable directly from the subject individual when the in-

formation may result in adverse determinations about an 

individual's rights, benefits, and privileges under Fed- 

eral programs ;and 

( 3 )  inform any individoal requested to disclose per- 

sonal infornlation \~hether  that disclosure is mandatory 

or voluntary, by what statatory'authority it is solicited, 

what uses the agcncy will make of it, what penalties and 

specific consequences for the individual, which are known 

to tlie agency, will result from nondisclosure, and what 

rulcs of confidei~tiality will govern tlic information. 

( b )  E;~chFederal agency that inaintains an information 

system or file shall, with respect to each such system or file- 

( I )  i11snl.c that pcl.sonnl information maintained in 
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the system or file is accurate, complete, timely, and 

relevant to the purpose for ~vhic.11 it is collected or main- 

tained by the agency at the tiirie ;my acccss is granted 

to the file, material is added to or taken from thc file, 

or at  any time it is used to niake a dcterlnination affcct- 

i11g the subject of tlic file; 

(3) refrain from disclosing any such personal in- 

formation within the agency other than to officers or 

employecs who have a need for such personal informa- 

tion in the perfonaancc of their duties for the agency; 

(3 )  ~llniiitai~la list of all catcgorics of persons 

a!ithorized to have rcgnlar access to personal informa- 

tion in the system or filc; 

(4)  maintain an accnratc accounting of the date, 

nature, and purpo,qe of all other access granted to the 

systenl or filc, and all othcr disclos~ucs of personal in- 

foriliatioil made to any peyson ontsidc the agency, or to 

anotl~er agency, including the llanle and address of the 

persoil or other agency to whom clisclosurc was made or 

access was granted, except as provided by section 202 

(b)  of this Act; 

( 5 )  establish rules of coilduct and notify and in- 

struct each person invol~ed in tlie design, de~.elopment, 

ol?crntion, or nii~illtc~~~ancc of tile systcnl or file, or the 



1 mation about an indivi,dual, of the requirements of this 

2 Act, including any rules and procedures adopted pursuant 

8,3!lY, to &is-Actand the penalties~for noncompliance; 

4 (6) establish appropriate administratiy~>technical 

5 and physical safeguards to insure the 'sectrrjty of the in- 

6 formation system and confidentialit$ of personal infor- 

7 mation and to protect against any anticipated thrents or 

8 hazards to their security or integrity which could result 

9 in substantial harm, embarrassment, inconvenience, or 

10 unfairness to any individual on whom personal informa- 

11 tion is maintained; and 

12 (7)  establish no program for the purpose of collect- 

13 ing or ma.intaining information describing how individ- 

14 uals exercise rights guaranteed by the first amendment 

15 unless the head of the agency specifically determines tha.t 

16 such info~ma.tion is relevant and necessary to carry out 

17 a statutory purpose of the agency. 

18 (c) Any Federal agency thdt mnintains an information 

19 system or file shall- 

20 (1) make avail%ble for distribution npon the request. 

21 of nny person a statement of the existence and character 

22 of each such system or file; 

23 (2) on the date on which this Act becomes effective 

24 and annually thereafter, notify the Conmission and give 

25 public notice of the existence and character of each ex- 
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isting system or file simultaneously, and cause such notice 

to be published in the Federal Register; and 

(3)  include in such notices at least the following 

information: 

(A) name and location of the system or file; 

(B)  nature and purposes of the system or file; 

( C ) categories of individuals on whom personal 

information is maintained and categories of personal 

information generally maintained in the system or 

file, including the nature of the information and the 

approximate number of individuals on whom infor- 

mation is maintained; 

(D) the confidentiality requirements and the 

extent to which access controls apply to such in- 

formation; 

(E) categories of sources of such personal infor- 

mation ; 

(F) the Federal agency's policies and practices 

regarding inlplementation of sections 201 and 202 

of this Act, information storage, duration of reten- 

tion of information, and elimination of such informa- 

tion from the system or file; 

(G) uses made by the agency of the persoil~l 

information contained in the system or file; 

(H) idenbity of other agencies and categories of 



19 


persons to \\-horn disclosures of personal informatim 

are made, or to whom access to the system or file 

may he granted, together with the purposes there- 

for and the administrative constraints, if any, on 

such disclosures and access, including any such con- 

straints on redisclosure; 

(I) procedures whereby an individual can (i,) 

be informed if the system or file contains personal 

information pertaining to himself or herself, (ii) 

gain access to such informa.tion, and (iii) contest 

the accuracy, completeness, timeliness, relevance, 

and necessity for retention of the personal informa- 

tion; and 

(J)name, title, official address, and telephone 

number of the officer immediately responsible for the 

system or file. 

( d )  (1) Each Federal agency that maintains an in-

formation system or file shall assure to an individual upon 

request the following rights : . 

( A )  to be informed of the existence of any personal 

information pertaining to that individual; 

(B) to have full access to and right to inspect the 

personal information in a form comprehensible to the 

individual ; 

(C)  to know the names of all recipients of informa-
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tion about such individual including the recipient orga- 

nization and its relationship to the system or fde, and the 

purpose and date when distributed, unless such informa- 

tion is not required to be maintained pursuant to this 

Act; 

(D) to know the sources of personal information 

(i) unless the confidentiality of any such source is re- 

quired by statute, then the right to know the nature of 

such source; or (ii) unless investigative material used 

to determine the suitability, eligibility, or qualifications 

for Federal civilian employment, military service, Fed- 

efal contracts, or access to classified information, is com- 

piled by a Federal agency in pursuit of an authorized 

investigative responsibility, and in the course of compil- 

ing such materials, information prejudicial to the subject 

of the investigation is revealed through a source who 

furnishes such information to the Government under the 

express provision that the identity of the source will be 

held in confidence, and where the disclosure of such in- 

formation would identify and be prejudicial to the rights 

of the confidential source, then the right to know the 

nature of such information and to examine that informa- 

tion if it is found to be material or relevant to an admin- 

istrative or judicial proceeding by a Federal judge or 

Federal administrative officer : Provided, That investi- 
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gative material shall not be made available to promotion 

boards which are empowered to promote or advance in- 

dividuals in Federal enlployment, escept when the ap- 

pointrnent would be from a noncritical to a critical secu- 

rity position ; 

(E) to be accompanied by a person chosen by the 

individual inspecting the information, except that an 

agency or other person may require the individual to 

furnish a written statement authorizing discussion of that 

individual's file in the person's presence ; 

(I?) to receive sncli required disclosures and a t  

reasonable standard charges for document duplication, 

in person or by mail, if upon written request, with 

proper identification; and 

(G) to be completely informed about the uses and 

disclosures made of any such information contained in 

any such system or file except those uses and disclosmes 

made pursuant to law or regnlation permitting pnblic 

inspection or copying. 

( 2 )  Upon receiving notice that an individual wishes to' 

challenge, correct, or explain any personal information about 

him in a systeiii or file, snch Federal agency shall coinply 

promptly wit11 the following minimum reqnircments: 

(A)  investigate and record thc current status of the 

personal information ; 



(B) correct or eliminate any information that is 

found to be incomplete, inaccurate, not relevant to a 

statutory purpose of the agency, not timely or necessary 

to be retained, or which can no longer be verified; 

(C)  accept and include in the record of such in- 

formation, if the investigation does not resolve the dis- 

pute, any statement of reasoilable lengtll provided by the 

individual setting forth his positi,on on the disputed 

information ; 

(D) in any subsequent dissemination or use of the 

disputed information, clearly report the challenge and 

supply any supplemeiltal statement filed by the in-

dividual ; 

(E) at the request of such individual, following any 

correction or elimination of challenged inforn~ntion, in- 

form past recipients of its elimination or correction; 

and 

(P) not later than sixty days after receipt of notice 

from an individual making a request. concerning personal 

information, make a determination with respect to such 

request and notify the individual of the determination and 

of the individoal's right to a hearing before an official of 

the agency which shall if requested by the individual, bc 

conducted as follows : 

( i )  such hearing shall be conducted in an ex- 
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1 pcditious manner to resolrc thc dispute promptly 

2 and shall be held within thirty ,days of the reqlicst 

1> and, unless the individual requests a forlnal hearing, 

shall be conducted on an informal basis, except that 

the individual may appear with counsel, present evi- 

dence, and examine and cross-examine witnesses; 

(ii) any record fonnd after sncll a hearing to 

be incomplete, inaccurate, not relel-ant, not timely 

nor necessary to be retained, or which can no longer 

be verified, shall within thirty days of the datc of 

such findings be appropriately modified or piurged; 

and 

(4ii) the action or inactioll of any agency on 

a request to review and challenge personal data in 

its possession as provimded by this section shall be 

reviewable de novo by the appropiiate United 

States district court. 

An agency may, for good cause, extend the time for 

nlaking a deterillination under this subparagraph. The 

individual affected by such an extension shall be given 

notice of the extension and the reason therefore. 

(e )  When a Pederal agency provides by a contract, 

grant, or agreement for, and the specific creation or sub-

stalltial alterat.ion, or the operation by or on behalf of the 

agency of an information system or file and the piimary 



24 


p ~ ~ r p o ~ e o fthe grant, contract, or agrcenient is tlic creation, 

substantial alteration, or the operation by or on behalf of thc 

agency of such an infor~nation systein or filc, the :lgcncjr 

shall, consistent with its authority, cause the requirements of 

subsections ( a ) ,  ( b ) ,  ( c ) ,  and (d )  to be applied to such 

system or file. I n  cases when contractors and grantees or 

parties to an agrecnlent are public agencies of States or thc 

District of Col~unbia or public agencies of political snbdivi- 

sions of Stattes, the req~~iremenfs of subsect~ions ( a ) ,  (b )  , 
(c)  , and (d )  shall be deemed to have been met if the Fed- 

eral agency determines that the State or the District of Co- 

lumbia or public agencies of political subdivisions of the State 

have adopted legisla>tion or regulations mrl~icll impose similar 

reqwirements. 

(f ) ( 1) Any Federal agency maintaining or proposing 

to establish a personal information system or file sliall pre- 

pare and submit a report to the Commission, the General 

Services Sdniinistmtion, and to tlle Congress on proposed 

data banks and informatioll systems or files, the proposed 

significant expansion of existing data banlis and information 

systems or files, integration of files, programs for records link- 

age within or aillong agencies, or centralizatioil of resources 

and facilities for data processing, m~l~iclireport shall ia-

clude-

(A) the effects of such proposals on the rights, 
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1 benefits, and privileges of the individuals on whom per- 

2 sonal information is maintained ; 

3 (B) a statement of the software and hardware fea- 

tures which would be required to protect security of the 

system or file and confidentiality of information; 

( C )  the steps taken by the agency to %quire such 

features in their systems, including description of con-

sultations with representatives of the National Bureau 

of Standards ;and 

(D)  a description of changes in existing interagency 

or intergovernmental relationships in matters involving 

the collection, processing, sharing, exchange, and dis- 

semina tion of personal information. 

(2 )  The Federal agency shall not proceed to implement 

such proposal for a period of sixty days from date of receipt 

of notice from the Commission that the proposal does not 

comply with the standards established under or pursuant to 

this Act. 

(g) Each Federal agency covered by this Act which 

mainbins an information system or file shall make reasonable 

efforts to serve advance notice on an individual before any 

personal information on such individual is made available 

to any person under compulsory legal process. 

(h)  No person may condition the granting or with-

holding of any right, privilege, or benefit, or make as a con- 
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1 dition of employment the securing by any individual of any 

2 informati'on which such individual may obtain through the 

3 exercise of any right secured under the provisions of this 

4 section. 

5 DISCLOSURE OF INFORMATION 

6 SEC. 202. (a )  No Federal agency shall disseminate 

7 personal information unless- 

8 ( I )  it ha,s made written request to the individual 

9 who is the subject of the information and obtained his 

10 written consent; 

11 (2)  the recipient of the personal information has 

12 adopted mles in conformity with this Act for maintain- 

13 ing the security of its information system and files and 

14 the confidentiality of personal information contained 

15 therein ;and 

16 (3)  the information is to be used ~ n l y  for the pur- 

17 poses set forth by the sender pursuant to the require- 

18 ments for notice under this Act. 

19 (b) Secttion 202 (a)  (1) shall not apply when di~sclosure 

21 (1) to those officers and employees of thkt agenoy 

22 who have a need for such information in ordinary course 

23 of the performance of their duties ; 

24 (2)  to the Bureau of the Census bor purpose of 

25 plannin,g or ca&$ng out a census o r  survey pursuant 
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to the provisio~ls of title 13,. United States Code: Pro-

vided, That such personal inforniation is transferred or 

disseminated in a fonn not individually identifiable. 

(3 )  where the agency determines that the recipient 

of such information has provided advance adequate writ- 

ten assurance that the information will be used solely as 

a statistical reporting or research record, and is to be 

transferred in a form that is not individually identi- 

fiable; or 

(4) pursuant to a showing of oompdling circum- 

stanaes affmting hea1,th or safety of an individual, if 

upon such disclosure notification is transmitted to the 

last hiiown address of such individual. 

(c)  Section 201 (b) (4) and paragraphs ( I ) ,  ( 2 )  ,and 

(3 )  of subsection ( a )  of this secbion shall not apply when 

disclosure would be to the Compbroller General, or any of 

his authoiized representatives, in the course of the pelrform- 

anci of the duties of the General Accounting Ofice. Nothing 

in this Act shall impair access by Ihe Comptroller General, or 

any of his authorized representatives, to records mtaintained 

by an agency, including records of personal information, in 

the course elf performance of such duties. 

(d )  ( 1 )  Nothing in this section shall be mnstrued to limit 

the efforts of the Government pursuant to the provisions of 

chapter 35, title 44 of the United States Code (commonly 
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known as the Pederal Reports Act) or any other statute, to 

reduce the burden on citizens of collecting information by 

means of combining or eliminating unnecessary reports, 

questionnaires, or reqwests for information. 

(2)  Nothing in this section shall be construed to affect 

restrictions on the exchange of information between agencies 

as required by chapter 35, title 44 of the United States Code 

(commonly known as the Federal Reports Act). 

(e)  Subsection (a)  (1)  of this section shall not apply 

when disclosure would be to another agency or to an instru- 

mentality of any governmental jurisdiction for a law enforce- 

ment activity if such activity is authorized by statute and if 

the head of such agency or instrumentality has made a writ-

ten request to or has an agreement with the agency which 

maintains the system or file specifying the particular portion 

of the information desired and the law enforcement activity 

for which the information is isought. 

' EXEMPTIONS 

SEC. 203. (a)  The provisions of section 201 (c) (3)  

(E), (d),and section 202, shall not apply to any personal 

information contained in any information system or file 

if the head of the Federal agency determines, in aocord- 

ante with the provisions of this section, that the applica- 

tion of the provisions of any of such sections would seriously 

damage national defense or foreign policy or where the appli- 
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cati,qg of any of such provisions would seriously damage or 

i~i~l)(lilc I ' r ) ]  \ \ . l ~ i c . l ~tlii: i l i l 'o; .~~li~tio~~tlrc l ) ~ ~ ~ . l ) o s c  is J I ~ ~ I ~ I I ( ~ I ~ I I C ~ ~ ~ .  

( b )  Tlie provisions of section ,201((1) and section. 


202 shall not apply to lnnr cnforce~nent intelligence infonna- 


tion or investigiitive infornlation if the l~eacl of the Federal 


agency dctcrminca, ill accordnncc mitli tlie provisioi~s of any 


of sucli sectioiis: ~ ~ o u l c l  
seriously dain;lge or in~!)cdc tlic pnr- 


pose for ~vhicli tlie inforlnntio~~is n~ainti~ined: I'roridnl, 


That investigatory rcrol.cls sl~nll be exempted only to tlie 


extent tlii~t tlie production of sncli records \vonld ( A )  inter-


fcrc wit11 cuforccii~cnt l)rocccilii~gs, (B) clcpri\-c n person of 


a right to a fair trail or an iinpartial adjnilication, ( C )  dis-


close thc identity of a confidential source, and in the case 


of a record colnpiled 1)y n crilninal Inw enforcement nnthority 


in tllc vol~rsc of n cl.ii11iliii1 i ~ i \ . ~ ~ t i g i ~ t ; ~ ~ ~ ,  by an nger1c.y
or 


condnct,ing a. la\vful ~~ i~ t io l in l  
security intelligencc investign- 


tion, confidential i~~forlnation 
f~lrnislicd only by the coniic1c11- 


tiill source, ( I()  dis(.losc ~o~ifidcntialinrcstigative tcc.11-


19 nicl~~csnncl proccdnrcs wliicli are not othcr\~isc gclicrnlly 

20 lil~owll outside tlie agency, or (F)  endangers the lifc or 

21 physical si~fcty of law cnforccmciit pcrsonncl: I'r.o~.itlcd luy -

22 t l~e) . ,Tliat i~ivcstigntivc i~lI'or~nat,ion ]lot I)e c s c ~ ~ ~ ~ p t c c l  ~ i i i ~ y  

23 u1idcsr this scctiol~ ~ 1 i c l . c ~  i l~forri~i~tio~i I I I ~ I ~ I I ~ ~ I ~ I I C ~ ~s11(*11 I I ~ I S~ ) O C ) ~ I  

24 for n longer tlinn is ncc:cssary to collilncncc crimi~ial l)(~l~iod 

g:, l ) ro~ l (*~~t ion .Notliillg ill tliis il(.t sllall pr011il)it tlic disclosure of 
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1 such investigative information to a party in litigation where 

2 required 1 ) ~ .statute or court rule. 

3 (c )  ( 1 )  11 deterr~~inationto exempt any suc.11 system, 

4 file, or information may be made by the head of any such 

5 agency in accord;l~ice wit11 the reqnire~nents of notice, pnbli- 

cation, and hearing cont;~ined in sections 553 ( J ) )  , (c ), nnd 

7 (e )  , 556, and 557 of title 5, United States Code. 111 givi11g 

8 notice of an iutcnt to cxcn~pt any suc~h systc~lii, iilc, 01- in-

10 and purpose of the system, file, or informntion to be 

11 exempted. 

12 ( 2 )  Whenever any Federal agency undertakes to es-

13 empt any inforination system, file, or inforlnation from the 

14 provisions of this Act, the head of such Federal agency shall 

15 promptly notify the Commission of its illtent and afford the 

16 Commission opportunity to comment. 

17 ( 3 )  The exception contained in section 553 (d)  of title 

18 5, United States Code (allowing less than thirty days' 

19 notice), shall not apply in any determination made or any 

20 proceediilg oondocted under t.his section. 

21 ARCHIV:\L RECORDS 

22 SEC.204. ( a )  Federal agency records 1vhic.11 are ac- 

23 cepted hy the Administrator of General Services for storage, 

24. proceming, and servicing in accordance vi th  section 3103 of 

25 title 41, Unitecl ~ f a t e s " ~ o d c ,  of illis shall, for t l ~ c  p ~ u l ~ o s r s  



31 


section, be considered to be maintained by thc ageiicy which 

deposited thc records tind shall Irc subject to the provisions of 

this Act. The ,ldmiiiistrator of Ocrie~-a1 S c r ~ices bllall uot dis- 

close soch records, or any infornlation therein, except to t l ~ e  

agency which maintains the records or p~~rsuan t  to rules es- 

tablished by that agency. 

(1)) Pcdcri~l ngciicy record\ pert;~ining to idelitifiable in- 

di r id~~als~vhichwcre transfcrrcd to the National Llrcliircs of 

the United States as rccol.ds ivhich have sufficient hihtoriual 

or other value to marraiit their continned preservation by the 

United States Government shall for the purposes of this 

Act, be considered to be maintained by the National Archives 

and shall not be subject to the provisions of this Act except 

section 301 (1)) ( 3 )  and (6) . 
( c )  Tlie Natioii:~l -\rchivcs sl~nll, on tlle date on tv1iic.h 

16 this Act lsecon~cs cfi'cctive and annually thereafter, notify 

l7 the Coinmission and give pllblic notice of the existence and 

character of the infonnntiou systen~s nl~d files which it main- 

19 tains, and cause sr~rh notice to bc pa1)lished i11 thc Federal 

20 Register. Such noticc sl~all ii~cludc a t  least the inforinatio~~ 

21 sl~ecified ruidcr acetion 201 ( c )  ( 3 )  ( 1 3 ) ,  ( I ) )  , (E), 
22 ( F ), ( G ) , (I),ancl (J). 
23 ICXCEPTIONS 

24 Srsc. 205. ( a )  Ko officer or elnployee of tlie executive 

2t5 brnncli of the Govcnilllcnt sllnll rcly on :\ny cxcmption in 
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s11l)chnl~tcr11 of chel)tcr 5 of tillc 5 of t l ~ c  lT~~itcd Stiltc\ 

Code (coinn~only known as the Freedom of Infoni~ation 

Act) to ~ i t h h o l d  informatio~l relating to an indil-idnal other- 

wise accessible to an individual under this Act. 

(b)  Nothing in this Act shall be construed to permit 

the withliolding of any personal information which is other- 

wise required to be disclosed by law or any regnlntion 

thereunder. 

( c )  The provisions of section 201 ( d )  ( I )  of this Act 

shall not apply to records colleoted or f~irnished ~ n d  used 

by the Bureau of the Census solely for statistical purposes 

or as authorized by seotion 8 of title 1 3  of the United States 

Code: Provided, That such personal information is trans-

fcncd or disseminated in a form not individually identifiable. 

(d )  The provisions of this Act shall not require the 

disclosure of tcsting or ex~mination material used solely to 

determine individual qnalific.ations for appointment or promo- 

tion in the Federal service if the disc1os~u.e of such material 

would compi-omise the objectivity or .failmess of thc testing 

or examination process. 

( e )  The provisions of this Act, with the exception of 

sections 201 (a) ( 2 ) ,  201 (11) ( 2 ) ,  ( 3 ) ,  (4),(5 ) ,  (6 ) ,  

alld ( 7 )  , 201 (c)  ( 2 ) ,  201 (c)  ( 3 )  ( A ) ,  (B), ( I ) ) ,  and 

(3') , and 202 ( a )  ( 2 )  and ( 3 )  sliall not apply to foreign 

intelligence i n i o m t i o n  systems or to systemls of personal 
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1 infor~l~ntioil sources and n~etliods dc- illvolvil~g il~tclligci~c~c 

2 signed for protection from unauthorized disclosure pursuant 

3 to 50 U.S.C.A. 403. 

4 MAILING LISTS 

5 SEC.206. ( a )  A11 indiridual's name and address may 

G not be sold or rcntcd by a Federal agency unless such action 

7 is specifically authorized by law. This provision shall not be 

8 construed to require the col~fidcntiality of names and ad-

9 dresses otherwise pernlitted to be made public. 

10 (b )  Upon written recluest of any individual, any person 

1 1  engaged in interstate conllnerce who maintains a mailing list 

12 shall reinore the individual's name and address from such 

13 list. 

1 4  REGULATIONS 

1 5  SEC.20'7. Each Federal agency subject to the provisions 

16 of this Act shall, not later than six months after the date on 

17 which this Act becomes effective, promulgate reguIations to 

18 impleme~it the standards, safeguards, and access require-

19 ments of this title and such other regulations as may be nec- 

2 0  essary to implement the requirements of this Act. 

21  TITLE 111-MISCELLANEOUS 

22  DEFINITIONS 

23  SEC.301. As used in this Act- 

2 4  ( 1 )  the term "Commission" means the Privacy 

25 Protection Commission ; 
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( 2 )  the terin "l)crsoii;~l iiiforn~ation" incans any 

informatioil that ide~itifies or describes ally characteristic 

of an indi~idaal, including, but not limitcd to, his educn- 

tion, financial transactions, medical history, criminal 

or enlployinent record, or that affords a basis for infer- 

ring personal charnctcristics, such as finger and voice 

prints, photographs, or things done by or to such in- 

dividual; and the record of his presence, registration, or 

membership in an orpnization or activity, or admission 

to an institution; 

( 3 )  the term "indi\~idnal" means a citizen of the 

United States or an alien lawfully admitted through 

permanent residence ; 

(4 )  the terin "inforination systeni" means the total 

components and operations, whether automated or man- 

ual, by which personal information, including name or 

identifier, is collected, stored, processed, handled, or dis- 

seminated by an agency; 

(5) the tern1 "file" means a record or series of rec- 

ords containing personal information about individuals 

which may be maintained within an information system; 

(6)  the term "data bank" means a file or series of 

files pertaining'to individuals; 

(7)  the term "Federal agency7' means any depart- 

ment, agency, instrumentality, .or establishment in the 
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esecutivc bri111~11 of the Go\~criimciit of tllc T;nirccl Slxtes 

includes ally officer or cl~~ployet!tllcreof; 

(8) the term "investigt~tive iufonnation" nleans in- 

formation associated with an identifiable iiidividi~al 

compiled by- 

(A) an agency in the cotuse of c o n d ~ ~ c t i ~ ~ g  a 

crilllinal investigation of a specific criminal act 

where such investigation is pursuant to a statutory 

functio~i of tlie agency. Such illforination may per- 

tain to that crin~inal act and be derived fro111 re- 

ports of iilfonnai~ts and investigators, or from any 

type of surveillance. The tern1 does not include 

crilninal llistory illforlllation nor does it include 

initial reports filed l ~ y  a law enforcement agency 

describing a specific incident, indexed chronologi- 

cally and espressly required by State or Federal 

statute to 1)e made pltblir; or 

(B) by an agency with regulatory jurisdiction 

wliich is l ~ o t  a law enforcenin~t agency in tlie course 

of conducting an investigation of specific activity 

which falls within the agency's rcgulatory juris- 

diction. For  the purposes of this paragraph, an 

"agency with regulatory jurisdiction7' is an agency 

which is empowered to enforce any Federal statute 
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or regulation, tlle violtition of n~liicli sal~jects the 

violator to cri~nirial or civil peilelties; 

(9)  the tcriu "law e~~forceiiieiitiiitelligcnce illfor- 

niation" means inlornlation associatecl with an identifi- 

able itldividual coml)ilcd by a li1\\1 enforcement ngellcy 

in the course of conducting an inrestigation of an 

indi~idnal in antiripation that he may coiilmit a 

specific crililiiial act, including information der i~ed  

from reports of informants, investigators, or from 

any type of surveillance. The term does not include 

criminal liistoly inforn~ntion nor does it include initial 

reports filed by a law cnforccment agency descril,ing a 

specific iiiciilt~nt, illdescd cllronologically by iilcidellt 

and expresly required by State or Federal statute to 

be made public; 

(10) the term "criminal liistorjr information" means 

inforillation on an individual coilsistiilg of notations of 

arrests, dctentionq, indictliicnt<, informatioas, or other 

formal criminal chargcs anc1 any dispositioll arisillg from 

those arrests, detentions, indictments, informations, or 

charges. The term shall not include an original book of 

22 entry or police lllotter' rnaintaincd by a law enforcement 

23 agency at the place of an original ai-rest or place of 

24 detention, indexed chronologically and required to 
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be made public, nor shall it include court records of 

public criminal proceedings indexed chronologically; 

and 

(11)  the term "law enforcement agency" means an 

agency whose employees or agents are empowered by 

State or Federal law to make arrests for violations of 

State or Federal lam. 

CRIMINAL PENALTY 

SEC. 302. (a)  An officer or employee of any Federal 

agency who will$ully keeps an information system with,out 

meeting the notice requirements of this Act set forth in sec- 

tion 201 (c) shall be fined not more than $2,000 in each 

instance or imprisoned not more than two years, or both. 

( b )  Whoever, being an officer or employee of the Com- 

mission, shall disseminate any persona1 information about 

any individual obtained in the course of such officer or em- 

ployee's duties in any manner or for any purpose not 

specifically authorized by law shall be fined not more than 

$10,000, or imprisoned not more than five years, or both. 

CIVIL REMEDIES 

SEC. 303. (a )  Any individual who is denied access to 

information required to be disclosed under the provisi~ns of 

this Act may bring a civil action in the appropriate dis- 

tria court of the United States for damages or other ap- 
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1 propriate relief against the Federal agency which dcnied 

3 aacess to such information. 

, (b)  The Attorney General of the United States, or ally 

4 aggrieved person, may bring an action in the appropriate 

5 United States district court against any person who is en- 

(; gaged or is about to engage in any acts or practices in 

'i violation of the provisions 'of this Act, to enjoin such acts or 

S practices. 

9 (c)  The United States shall be liahle For the actions or 

10 omissions of any officer or employee of the Government 

11 who violates the provisions of this Act, or any rule, regula- 

12 tion, or order issued thereunder in the same manner and to 

13 the same extent as a private individual under like circum- 

14 stances to any person aggrieved thereby in an amount equal 

15 to the sum of- 

16 (1) any actual and general damages sustilined by 

17 any person but in no case shall a person entitled to 

18 recovtly receil-e less than the sum of $1,000; and 

19 ( 5 )  in the case of any succcssful action to enforce 

20 ' any liability under this section, the costs of the action 

21 together with reasonable attorney's fees as determined by 

22 the court. 

23 (d)  The United States consents to be sued under thiq 

24 section without limitation on the amount in controversy. A 

25 civil action against the United States under subsection ( c )  
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1 of this section shall be the exclusive remedy for the wrongful 

2 action or omission of any officer or employee. 

3 JURISDICTION O F  DISTRICT COURTS 

4 SEC.304. (a) The district courts of the United States 

5 have jurisdiction to hear and determine c i ~ i l  actions brought 

6 under section 303 of this Act and may examine the informa- 

7 tion in camera to determine whether such information or 

8 any part thereof may 1)e withheld under any of the exemp-

9 tions in section 203 of this Act. The burden is on the Federal 

10 agency to sustain such action. 

11 (b)  I n  any action to obtain judicial review of a de-

12 cision to exempt any personal information from any pro- 

13 vision of this Act, the court may examine such infolmation 

in camera to determine wlietller such information or any part 

l5 thereof is properly classified with respect to national defense, 

a lon lG:foreign policy or law enforcement intelligence inform t' 

l7 or investigative inform:ltion and may be exempted from any 

18 *revision of this Act. The burden is on the Federal agency 

1" to sustain any claim that such information may be so ex-

30 empted. 

't1 EFFECTIVE DATE 

22 SEC.305. This Act shall become effective one year after 

23 the date of enactment except that the pro\-isions of title I of 

24 this Act shall become cffective on the date of enactment. 
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AUTHORIZATION OF APPROPRIATIONS 

SEC. 306. There are authorized bo be appropriated such 

sums as may be necessary to carry out the provisions of 

this Act. 

MORATORIUM ON USE OF SOCIAL SECURITY NUMBERS 

SEC.307. ( a )  I t  shall be unlawful for- 

(1)  any Federal, State, or local government agency 

to deny to any individual any right, benefit, or privilege 

provided by law because of such individual's refusal to 

disclose his social security account number, or 

(2)  any person to discriminate against any indi- 

vidual in the oourse of any business or commercial trans- 

action or activity because of such individual's refusal to 

disclose his social security account number. 

(b )  The provisions of subsection (a)  shall not apply 

with respect to-

( I) any disclosure which is required by Federal 

law, or 

( 2 )  any information system in existence and op- 

erating before January 1, 1975. 

(c) Any Federal, State, or local government agency 

which requests an individual to disclose his social security 

account number, and any person who requests, in the course 

of any business or cornrnercial transaction or activity, an 

individual to disclose^ his social security acoount number, 
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1 

2 

3 

4 

shall inform that individual whether that disclosure is man-

datory or voluntary, by what statt~tol-y or other authority 

such number is solicited, what uses will be made of it, and 

what rules of confidentiality will govern it. 

Passed the Senate Novenlber 21, 1974. 

Attest : 

Secretary. 
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To amend title 5, United States Code, by adding a section 552a 

to safeguard individual privacy from the misuse of Federal 
records and to provide that individuals be granted access 

to records conceiming them which are maintained by Federal 

agencies. 
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2 tives of the United States of America in Congress assembled, 
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4 T I T L E  I-PRIVACY PROTECTION COMMISSION 

6 SEC. 101. (a)  There is established as an independent 

7 agency of the executive branch of the Government the Privacy 

8 Protection Commission. 

9 (b)  ( I )  The Commission shall be composed of five mem-

10 bers who shall be appointed by the President, by and with 

11 the advice and consent of the Senate, from among members 

12 of the public at lurge who, by reason of their knowledge and 

13 expertise in any of the following areas: civil righib and liber- 

14 ties, law, m i a l  scienoes, and computer technology, bwiness, 

15 and State and local government, are well q u a l i m  for service, 

16 on the Commission and who are not otherwise officers or 

17 employees of the United States. Not more than three of the 

18 members of the Comniision shall be adherents of the same 

19 political party. 

20 (2)  One of the Commissioners shall be appointed Chair- 

21 man by the President. 
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(3) A Commissioner appointed as Chairm.an shall serve 

as Chairman until the expiration of his term as a Commis- 

sioner of the Commission (except that he may continue to 

serve as Chairman for so long as he remains a Commissioner 

and his successor as Chairrnan has not taken office). An in- 

dividual may be appointed as a Commissioner at the same 

time he is appointed Chairman. 

(c) The Chairman shall preside at all meetings of the 

Commission and a quorum for the transaction of business 

shall consist of at least three members present (but the Chair- 

man may dm'gnate an Acting Chairman who may preside in 

the absence of the Chairman). Each memher of the Com- 

mission, including the Chairman, shall have equal respon- 

sibility and authority in all decisions and actions of the Com- 

mission, shall have full access to all information relating 

to the performance of his duties or responsibilities, and shall 

have one vote. Action of the Commission shall be determined 

by a majority vote of the members present. The Chairman 

(or Acting Chairman) shall be the oficial spokesman of the 

Commission in its relations with the Congress, Government 

agencies, persons, or the public, and, on behalf of the Com- 

mission, shall see to the faithful execution of the policies and 



1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

decisions of the Commission, and shall report thereon fo the 

Commission from time to time or as 'the Commission may 

direct. 

(d )  Each Co~nrnissioner shall be compensated at the rate 

provided for under section 5314 of title 5 of the United States 

Code, relating to level IV of the Executive Schedule. 

(e)  Commissioners shall serve for terms of three years. 

No Commissioner may serve more than two terms. Vacancies 

in the membership of the Commission shall be filled in the 

same manner in which the original appointment was made. 

. ( f )  Vacancies i,n the membership of the Commission, as 

long as there are three Commissioners in office, shall not 

impair the power of the Commission to execute the functions 

and powers of the Commission. 

(g)  The members of the Commission shall not engage 

in any other emplojjment during their tenure as members of 

the Commission. 

(h )( I )  Whenever the Commission submits any budget 

estimate or request to the President or the Ofice of Manage- 

ment and Budget, it shall concurrently transmit a copy of 

that request to Congress. 

(2 )  Whenever the Commission submits any legislative 
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recommendations, or testimony, or comments on legisla-

tion to the President or 0 m e  of Management and 

Budget, it shall concurrently transmit a copy thereof to the 

Congress. No officer or agency of the United States shall 

have any authority to require the Commission to submit its 

legislative recommendations, or 'testimony, or comments on 

legislation, to any officer or agency of the United States for 

approval, comments, or review, prior to the submission of 

such recommendations, testimony, or comments to the 

Congress. 

P E R S O N N E L  O F  THE COMMISSION 

SEC. 102. ( a )  ( 1 )  The Commission shall appoint an 

Executive Director who shall perform such duties as the 

Commission may determine. Such appointment may be made 

without regard to the provisions of title 5, United States 

Code. 

(2) The Executive Director shall be compensated at a 

rate not in  excess of the maximum rate for GS-18 of the 

General Schedule under section 5332 of title 5, United States 

Code. 

(b) The Commission is authorized to appoint and f i  

the compensation of su,ch officers and employees, and prescribe 

their functions and $uties, as may be necessary to carry out 

the provisions of this Act. 

(c) The -Commission may obtciin the services of experts 
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and cowultants in accordance with the provi&m of section 

d l 0 b  of title 5, unit;$ Stqtes Code. 

FUNCTIONS OF THE COMMISSION 

SEC.103. ( a )  The Commission shall- 

( 1 )  publish annually a United States Directory of 

Information Systems containing the information speci- 

fied to provide notice under section 201 (c )  (3) of this 

Act for each informetion system subject to the provisions 

of this Act and a listing of all statutes which require 

the collection of such information by a Federal agency; 

( 2 )  investigate, determine, and report any violation 

of any provision of this Act (or any regulation adopted 

pursuant thereto) to the President, the Attorney General, 

the Congress, and the General Services Administration 

where the duties of that agency are involved, and to the 

Comptroller General when it deems appropriate; and 

( 3 )  develop model guidelines for the implementation 

of this Act and assist Federal agencies in preparing 

regulations and meeting technical and administrative 

requirements of this Act. 

( b )  Upon receipt of any report required of a Federal 

agency describing ( 1 )  any proposed information system or 

data bank, or ( 2 )  any significant expansion of an existing 

information system or data bank, integration of files, pro-

grams for records linkage within or among agencies, or cen- 
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tralization of resources and facilities for data processing, the 

Commission shall- 

( A )  review such report to determine (i) the prob- 

able or potential effect of such proposal on the privacy 

and other personal or property rights of individuals or 

the confidentiality of information relating to such indi- 

viduals, and ( i i )  its effect on the preseruation of the 

constitutional principles of federalism and separation of 

powers; and 

( B )  submit findings and make recommendations to 

the President, Congress, and the General Services Ad- 
1 '! .. I 

ministration concerning the need for legislative authori- 

zation and administrative action relative to any such 

proposed activity in order to meet the purposes and re- 

quirements of this Act. 

( c )  After receipt of any report required under subsec- 

tion ( b ) ,  if the Commission determines and reports to the 

Congress that a proposal to establish or modify a data bank 

or information system does not comply with the standards 

established by or pursuant to this Act, the Federal agency 

submitting suchreport shall not proceed to establish or modify 

any  such data bank or information system for a period of 

sixty days from the date of receipt of notice from the Com- 

mission that such data bank or system does not comply with 
\ 

such standards. 
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( d )  I n  addition to its other 'functions the Commission 

shall-

( 1 )  to the fullest extent practicable, consult with 

the heads of appropriate departments, agencies, and 

instrumentalities of the Federal Government, of State 

and Eocal governments, and other persons in carrying 

out the provisions of this Act and in conducting the study 

required by section 106 of this Act; 

(2)  perform or cause to be performed such research 

activities as may be necessary to implement title I I  o f  

this Act, and to assist Federal agencies in complying 

with the requirements of such title; 

(3)  determine what specific categories of informa-

tion should be prohibited by statute from collection by 

Federal agencies on the basis that the collecEion of  such 

information would violate an individual's right of 

privacy; and 

( 4 )  prepare model legislation for use by State and 

local governments i n  establishing procedures for han-

dling, maintaining, and disseminating personal informa- 

tion at the State and local level and provide such technical 

assistance to State and local governments as they may  

require in the preparation and implementation of such 

legislation. 
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CONFIDENTIALITY OF INFORMATION 

S E C .  104. ( a )  Each department, agency, and instru-

mentality of the executive branch of the Government, includ- 

ing each independent agency, shall furnish to the Commission, 

upon request made by the Chairman, such data, reports, and 

other. information as the Commission deems necessary to 

carry out its functions under this Act. 

(b )  I n  carrying out its functions and exercising its 

powers under this Act, the Commission may accept from any 

Federal agency or other person any identifiable personal data 

if such data is necessary to carry out such powers and func- 

tions. I n  any case in zohich the Commission accepts any such 

information, it shall provide appropriate safeguards to insure 

that the confidentiality of such information is maintained and 

that upon completion of the purpose for which such informa- 

tion is required it is destroyed or returned to the agency or 

person from which it is obtained, as appropriate. 

P O W E R S  OF THE COMMISSION 

S E C .  105. ( a )  ( I )  The Commission may, in carrying 

out ik functions under this Act, conduct such inspections, 

sit and act at such times and places, hold such hearings, take 

such testimony, require ~TJ  subpena the attendance of such 

witnesses and the production of such boolcs, records, papers, 

correspondence, and documents, administer such oaths, have 

such printing and binding done, and make such expenditures 
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as the Commission deems advisable. A subpena shall be is- 

sued only upon an affirmative vote of a majority of all mem- 

bers of the Commission. Subpenas shall be issued under the 

signature of the Chairman or any member of the Commission 

designated by the Chairman and shall be served by any per- 

son designated by the Chairman or any such member. Any 

member of the Commission may administer oaths or afir-

mations to witnesses appearing before the Commission. 

(2 )  In case of disobedience to a subpena issued under 

paragraph ( 1 )  of this subsection, the Commission may invoke 

the aid of any district court of the United States in requiring 

compliance with such subpena. Any district court of the 

United States within the jurisdiction where such person is 

found or transacts business may, in case of contumacy or r e  

fusal to obey a subpena issued by the Commission, issue an 

order requiring such person to appear and testify, to produce 

such boolcs, records, papers, correspondence, and documenb, 

and any failure to obey the order of the court shall be puw 

ished by the court as a contempt thereof. 

(3 ) Appearances by the Commission under this Act shall 

be in its own name. The Commission shall be represented by 

attorneys designated by it. 

(4 )  Section 6001 (1) of title 18, United States Code, 

is amended by inserting immediately after "Securities and 
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Exchange Commission," the following: "the P r i v a y  Protec- 

tion Commission,". 

( b )  The  Commission may  delegate any of its functions 

to such officers and employees of the Commission as the Com- 

mission may  designate and may  authorize such successive 

redelegations of such functions as it m a y  deem desirable. 

( c )  I n  order to carry out the provisions of this Act, the 

Commission is authorized-

( 1 )  to adopt, amend, and repeal rules and regula- 

tions governing the manner of its operations, organiza- 

tion, and personnel; 

(2)  to adopt, amend, and repeal interpretative rules 

for the implementation of the rights, standards, and safe- 

guards provided under this Act; 

( 3 )  to enter into contracts or other arrangements or 

modifications thereof, with any  gavernme~t,  ang agency 

or department of the United States, or with any person, 

firm, association, or corporation, and such contracts or 

other arrangements, or modifications thereof, may  be 

entered into without legal consideration, without perform- 

ance or other bonds, and without regard to section 3709 

of the Revised Statutes, as amended (41  U.S.C. 5 ) ;  

( 4 )  to make advance, progress, and other payments 

which the Commission deems necessary under this Act 
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Revised Statutes, as amended (31 U.S.C. 529);' 

(5) receive complaints of violations of this Act and 

reiulatiohi ado$tedjpu~duant thereto; and -;, 

(6 )  to take such other action as may be necessary 

to carry out the provisions of this Act. 

COMMISSION STUDY OF OTHER GOVERNMENTAL AND 

PRIVATE ORGANIZATIONS 

SEC.106. (a )  ( 1 )  The Commission shall make a study 

of the data banks, automated data processing program, 

and information systems of governmental, regional, and 

private organizations, in order to determine the standards 

and procedures in force for the protection of personal infor- 

mation, and to determine the extent to which those standards 

and pr~cedures achieve the purposes of this Act. 

(2)  The Commission periodicaUy shall report its find-

ings to the President and the Congress and shall complete the 

study required by this section not later than three years 

from the date this Act becomes effective. 

(3) The Commission shall recommend to the President 

and the Congress the extent, if any, to which the requirements 

and principles of this Act should be applied to the information 

practices of those organizations by legislation, administrative 

action, or by voluntary adoption of such requirements and 
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principles. I n  addition, it shall submit such other legislative 

recommendations as it may determine to be necessary to 

protect the privacy of individuals while meeting the legitimate 

needs of government and society for information. 

(b)  ( I )  I n  the course of such study and in its reports, 

the Commission shall examine and analyze- 

( A )  interstate transfer of information about in-

dividuals which is being undertaken through manual 

files or by computer or other electronic or telecommuni-

cations means; 

( B )  data baniis and information programs and 

systems the operation of which significantly or sub-

stantially affect the enjoyment of the privacy and other 

personal and property rights of individuals; 

( C )  the use of social security numbers, license plate 

numbers, universal identifiers, and other symbols to 

identify individuals in data banks and to gain accevs to, 

integrate, or centralize information systems and files; and 

( D )  the matching and analysis of statistical data, 

such as Federal census data, with other sources of per-

sonal data,. such as automobile registries and telephone 

directories, in  order to reconstruct individual responses 

to statistical questionnaires for commercial or other pur- 

poses, in a way which results in a violation of the irn- 
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plied or explicitly recognized confidentiality of such 

information. 

(2 )  The Commission shall include in its examination 

information activities in the following areas: medical, in- 

surance, education, em$oyment and personnel, credit, 

banlcing and financial institutions, credit bureaus, the com-

mercial reporting industry, cable television, and other tele- -
communications media, travel, hotel, and enterhinment res-

ervations, and electronic check processing, The  Commission 

may study such other information activities necessary to 

carry out the congressional policy embodied in this Act, ex-

cept that the Commission shdl not investigate information 

$ysterns maintained by religious organization.8. 

(3) I n  conducting the study, the Commission shall- 

( A )  determine what laws, Executive orders, regula- 

tions, directives, and judicial decisions govern the activi- 

ties under study and the extent to which they are con-

sistent with the rights o f  pr iuay,  due process of law, 

and other guarantees in the Constitution; 

( B )  determine to what extent governmental and 

private information systems affect Federal-state rela-

tions or the principle of separation of powers; 

(C) conduct a thorough examination of standards 

and criteria governing programs, policies, and practices 



1 relating to the collection, soliciting, processing, use, 

2 access, integration, dissemination, and transmission of 

3 personal information; 

4 ( D )  to the maximum extent practicable, collect and 

5 utilize findings, reports, and recommendations of major 

6 governmental, legislative and private bodies, institutions, 
I 

7 organizations, and individuals which p&tain to the prob- 

8 lems under study by the Commission; and' 

9 ( E )  receive and review complaints with respect to 

10 any matter under study by the Commission which may  be 

11 submitted by any person. 

12 REPORTS 

13 SEC. 107.  The  Commission shall, from time to time, and 

14 in an annual report, report to the President and the Congress 

15 on its activities in carrying out the provisions of this Act. 

16 T I T L E  1 1 - S T A N D A R D S  A N D  M A N A G E M E N T  

17 S Y S T E M S  F O R  H A N D L I N G  I N F O R M A T I O N  

18 R E L A T I N G  T O  I N D I V I D U A L S  

20 LIGENCE, STATISTICAL-REPORTING, AND RESEARCH 

21 PURPOSES 

22 SEC.201. ( a )  Each Federal agency shall- 

23 ( 1 )  collect, solicit, and maintain only such personal 

24 information as is relevant and necessary to accomplish a 

25 statutory purpos'e of the agency; 
LI 
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( 2 )  collect information to the greatest extent prac- 

ticable directly from the subject individual when the in-

formation may result in adverse determinations about an 

individual's rights, benefits, and privileges under Federal 

programs; and 

(3) inform any individual requested to disclose per- 

sonal information whether that disclosure is mandatory 

or voluntarg, by what statutory authority i t  is solicited, 

what uses the agency will make of it, what penalties and 

specific consequences for the individual, which are known 

to the agency, will result from nondisclosure, and what 

rules of confidentiality will govern the information. 

( b )  Each Federal agency that maintains an information 

system or file shall, with respect to each such system or file- 

(1) insure that personal information maintained in 

the system or file is accurate, complete, timelg, and 

relevant to the purpose for which it is collected or main- 

tained by the agency at the time any access is granted to 

the file, material is added to or taken from the file, or at 

any time it is used to make a determination affecting the 

subject of the file; 

( 2 )  refrain from disclosing any such personal in- 

formation within the agency other than to officers or 

employees who have a need for such personal informa- 

tion in  the performance of their duties for the agency; 
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(3) maintain a list of all categories of persons 

authorized to have regular access to personal informa-

tion in the system or file; 

( 4 )  maintain an  accurate accounting of the date, 

nature, and purpose of all other access granted to the 

system or file, and all other disclosures of personal 

information made to any person outside the agency, or 

to another agency, including the name and address of  

the person or other agency to whom disclosure was made 

or access was granted, except as provided by section 202 

( b )  of this Act; 

(5) establish rules of conduct and notify and in-

struct each person involved in the design, development, 

operation, or maintenance of the system or file, or the 

collection, use, maintenance, or dissemination of informa- 

tion about an  individual, of the requirements of this Act, 

including any rules and procedures adopted pursuant 

to this Act and the penalties for noncompliance; 

( 6 )  establish appropriate administrative, technical 

and physical safeguards to insure the security of the 

information system and confidentiality of personal infor- 

22 mation and to protect against any anticipated threats 

23 or hazards to their security or integrity which could 

24 result in substantial harm, embarrassment, inconvenience, 



1 or unfairness to any individual on whom personal in-

2 formation is maintained; and 

3 (7) establish no program for, the purpose of collect- 

4 ing or maintaining information describing how individ- 

5 uals exercise rights guaranteed by the first amendment 

6 unless the head of the agency specifically determines that 

7 such information is relevant and necessary to carry out 

a statutory purpose of the agency. 

( c )  A n y  Federal agency that maintains an information 

system or file shall- 

( 1 )  make available for distribution upon the request 

of any person a statement of the existence and character 

of each such system or file; 

( 2 )  on the date on which this Act becomes effective 

and annually thereafter, notify the Commission and give 

public notice of the existence and character of each ex- 

isting system or file simultaneously, and cause such notice 

to be published in the Federal Register; and 

(3) include in such notices at least the following 

information : 

( A )  name and location of the system or file; 

( B )  nature and purposes of the system or file; 

. (C) categories of individuals on whom personal 

information b maintained and categories of personal 
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infor?nation generally maintained in the system or 

file, including the nature of the information and the 

approximate number of individuals on whom in-

formation is maintained; 

( D )  the confidentiality requirements and the 

extent to which access controls apply to such in-

formation; 

( E )  categories of sources of such personal in-

fornation; 

( F )  the Federal agency's policies and praotices 

regarding implementation of sections 201 and 202 of 

this Act, information storage, duration of retention 

of information, and elimination of such informution 

fm the system or file; 

( G )  uses made by  the agency of the personal 

information contained in the system or file; 

( H )  identity of other agencies and categories 

of persons to whom disclosures of personal infvrma- 

tion are made, or to whom access to the system or 

@le may be granted, together with the purposes there- 

for and the administrative constraints, if any, on 

such disclosures and access, including any  such con- 

straints on re'dklosure; 

( I )  procedures whereby a n  individual can ( i )  

be inforned'if the system or file contains personal 
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information pertaining ,to himself or herself, ( i i )  

gain access to such information, and (iii) contest 

the accuracy, completeness, timeliness, relevance, and 

necessity for retention of the personal information; 

and 

( J )  name, title, official address, and telephone 

number of the officer immediately responsible for 

the system or file. 

( d )  (1) Each Federal agency that maintains an infor- 

mation system or file shall assure to an  individual upon 

request the following rights: 

( A )  to be informed of the existence of any personal 

information pertaining to that individual; 

( B )  to have full access to and right to inspect the 

personal information in a form comprehensible to the 

individual; 

( C )  to know the names of all recipients of informa- 

tion about such individual including the recipient orga- 

nization and its relationship to the system or file, and the 

purpose and date when distributed, unless such informa- 

tion is not required to be maintained pursuant to this 

Act; 

( D )  to know the sources of personal information ( i )  

unless the confidentiality of any such source is required 

by statute, then the right to know the nature of such 
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source; or ( i i )  unless ,investigative material used to 

determine the suitability, eiigibility, or qualifications for 

Federal civilian employment, military service, Federal 

contracts, or access to classified information, is compiled 

by a Federal agency in pursuit of a n  authorized investi- 

gative responsibil.ity, and in the course of compiling such 

materials, information prejudzcial to the subject of the 

investigation is revealed through a source who furnishes 

such information to the Government under the express 

provision that the identity of the source will be held in 

confioknce, and where the disclosure d f  such information 

would identify and be prejudicial to the rights of the con- 

fidential source, then the right to know the nature of such 

information and to examine that information if i t  is 

found to be material or relevant to a n  administrative or 

judicial proceeding: by a Federal judge' or Federal ad- 

ministrative officer: Provided, That  investigative mate-

rial shall not be made available to promotion boards 

which are empowered to promote or advance individuals 

in Federal employment, except when the appointment 

would be from a noncritical to a critical security position; 

. ( E )  to be accompanied by a person chosen by the 

individual inspecting the information, except that an  

agency or other person may  require the individual to 
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furnish a written statement authorizing discussi0.n of 'that 
' -! :; 

. .  , 

. individual's file in  the person's presence; - , 

' , to receive such required disclosures and at rea- (F), 

sonable standaid charges for document duplication, in 

person ok by mail, i f  upon written request, with proper 

identification; and 

. (G) to be completely infornied about the uses and 
. . 

: ': disclosures made of any. sutk, i n f ~ r ~ d t i o n  ' contained in  

any such system or file except those uses and disclosures 

made pursuant to law or regulation permitting public 

inspection or copying. 

(2) Upon receiving notice that an individual wishes to 

challenge, correct, or explain any personal information about 

him i n  a system or file, such Federal agency shall comply 

promptly with the following minimum requirements: 

(A )  investigate and record the current status of the 

personal information; 

( B )  correct or eliminate any information that i s  

found to be incomplete, inaccurate, not relevant to a stat- 

utory purpose of the agency, not timely or necessary to 

be retained, or which can no, longer be verified; 

( C )  accept and include in the record of such in- 

formation, i f  the investigation does not resolve the dis- 

pute, any statement of reasonable length provided by the 



individual setting forth his position on the disputed 

information; 

( D )  i n  any subsequent dissemination or use of the 

disputed information, clearly report the challenge and 

supply any supplemental statement filed by the in-

dividual; 

( E )  at the request of such individual, following any 

correction or elimination of challenged information, in- 

form past recipients of its elimination or correction; and 

( F )  not later than sixty days after receipt of notice 

from an individual making a request concerning per- 

sonal information, make a determination 'with respect 

to such request -and notify the individual of the deter- 

mination and of the individual's right to a hearing before 

an officzal of the agency which shall if requested by the 

individual, be conducted as follows: 

( i )  such hearing shall be conducted in an expe- 

ditious manner to resolve the dispute promptly and 

shall be held within thirty days of the request and, 

unless the individual requests a formal hearing, 

shall be conducted on an informal basis, except 

that fhe individual may appear with counsel, present 

evidence, and examine and cross-examine witnesses; 

( i i )  ahy record found after such a hearing to 

be incomplete: inaccurate,, not relevant, not ' timely, 
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nor necessary to be retained, or which can no longer 

be verified, shall within thirty days of the date of 

such findin-qs be appropriately modified or purged; 

and 

(i i i)  the activn or inaction of any agency on 

a request to review and challenge personal data in 

its possession as provided by this section shall be 

reviewable de novo by the appropriate United States 

district coulrt. 

An agency may, for good cause, extend the time for 

making a determination under this subparagraph. Thc 

individual affected by such a n  extem-ion shall be given 

notice of the eitension and the reason therefore. 

( e )  W h e n  a Federal agency provides by a contract, 

grant, or agreement for, and the specific creation or sub-

stantial alteration, or the operation by or on behalf of the 

agency of an information system or file and the primary 

purpose of the grant, contract, or agreement is the creation, 

,substantial alteration, or the operation by or on behalf of 

the agency of such an information system or file, the agency 

shall, consistent with its authority, cause the requirements of 

subsections ( a ) ,  (b ) ,  ( c ) ,  and ( d )  to be applied to such 

system or file. I n  cases when contractors and grantees or 

parties to an agreement are public agencies of States or the 

District of Columbia or public agencies of political subdivi- 
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sions of States, the requirements of subsections ( a ) ,  ( b )  , ( c ), 

and ( d )  shall be deemed to have been met if the Federal 

agency determines that the State or the District of Columbia 

or public agencies of political subdivisions of the State have 

adopted legislation or regulations which impose similar 

requirements. 

( f )( I )  A n y  Federal agency maintaining or proposing 

to establish a personal information system or file shall pre- 

pare and submit a report to the Commission, the General 

Services Administration, and to the Congress on proposed 

data banks and information systems or files, the proposed 

significant expansion of existing data banks and information 

systems or files, integration of files, programs for records link- 

age within or among agencies, or centralization of resources 

and facilities for data processing, which report shall in-

clude-

( A )  the effects of such proposals on the rights, bene- 

fits, nnd privi1egs.c of the individuals on whom personal 

information is  maintained; 

( B )  a statement of the softzvnre and hardware fea- 

tures which zuo~tld be required to protect security of the 

22 system or file antl ~onfirlentialit~ of information; 

23 ( C )  the steps ,taken by the agency to acquire such 

24 features in their systems, including description of con-
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1 sultations with representatives of the National Bureau 

2 ofStandards;and 

3 (D)a description of changes in existing interagency 

4 or intergovernmental relationships in -matters involving 

5 the collection, processing, sharing, exchange, and dissemi- 

6 nation of perso.hal information. 

7 ( 2 )  The  Federal agency sk~,2l not proceed to implement 

8 such proposal for a period of sixty days from date of receipt 

9 of notice from the Commission that the proposal does not 

10 comply with the standards established under or pursuant to 

this Act. 

( g )  Each Federal agency covered by  this Act  which 

maintains a n  information system or file shall make reasonable 

efforts to serve advance notice on an individual before any  

personal information on such individual is made available to 

any person under compulsory legal process. 

( h )  N o  person may condition the granting or withhold- 

ing of any right, privilege, or benefit, or make, as a condition 

of employment the securing by any individual of any  infor- 

mation which such individual ma!/ obtain through the exercise 

of any right secured under the provisions of this section. 

DISCLOSURE OF INFORMATION 

SEC.202. ( a )  No  Federal agency shall disseminate 

24 . personal inform.ation unless- 
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1 (1) it has made written request to the individual 

2 who is the subject of the information and obtained his 

3 written consent; 

4 ( 2 )  the recipient of the personal information has 

5 adopted ru>les in conformity with this Act for maintain- 

6 ing the security of it.s information system and files and 

7 the confidentiality of personal information contained 

8 therein; and 

9 (3)  the information is to be used only for the pur- 

10 poses set forth by the sender pursuant to the requirements 

11 for notice under this Act. 

12 ( b )  Section 202(a)  ( I )  shall not apply when disclosure 

13 would be-

( 1 )  to those officers and employees of that agency 

who have a need for such information i n  ordinary course 

of the performance of their duties; 

(2 )  to the Bureau of the Census for purposes of 

planning or carrying out a census or survey pursuant 

to the provisions of title 13, United States Code: Pro- 

vided, that such personal information is transferred or 

disseminated in a form not individually identifiable. 

(3)  where the a g e n y  determines that the recipient 

of such information has provided advance adequate writ- 

ten assurance that the information will be used solely as 

a stat.lstical reporting or research record, and is to be 
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transferred in a form that is' not individually identi-

fiable; or 

(4)  pursuant to a showing of compelling circum- 

stances affecting health or safety of a n  individual, if upon 

such disclosure notification is transmitted to the last 

known address of such individual. 

( c )  Section 202 ( b )  ( 4 )  and paragraphs ( I ) ,  (2),and 

(3) of subsection ( a )  of this section shall not apply when d i s  

closure would be to the Comptroller General, or any  of his 

authorized representatives, in the course of the performance of 

the duties of the General Accounting Office. Nothing in this 

Act shall impair access by the Comptroller General, or any  

of his authorized representatives, to records maintained by 

a n  agency, inoluding records of personal information, in 

the course of performance of such duties. 

( d )  (1)Nothing in this section shall be construed to limit 

the efforts of the Government pursuant to the provisions of 

chapter 35, title 4 4  of the United States Code (csmmonly 

known as the Federal Reports Ac t )  or any other statute, to 

retluce the burden on citizens of collecting information bp 

meal7s of combining or eliminating unnecessary reports, 

qz~estionnaires,or requests for information. 

( 2 )  Nothing i n  this section shall be construed to affect 

~.estrictions on the exchange of inforn~ation between agencies 
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as required by chapter 35 ,  title 44 of the United States Code 

(commonly known as the Federal Reports Ac t ) .  

( e )  Subsection ( a )  ( 1 )  of this section shall not apply 

when disclosure would be to another agency or to an  instru- 

mentality of any  governmental jurisdiction for a law enforce- 

ment activity if such activity is authorized by statute and if 

the head of such agency or instrumentality has made a written 

request to or has a n  agreement with the agency which main- 

tains the system or file specifying the particular' portion of the 

information desired and the law enforcement activity for 

which the information is sought. 

EXEMPTIONS 

SEC. 203. ( a )  The  provisions of section 2Ol (c )  ( 3 )  

( E ) ,  ( d ) ,  and section 202,  shall not apply to any personal 

information contained in any  information system or fie if 

the head of the Federal agency determines, in accordance 

with the provisions of this section, that the application of 

the provisions of any  such sections would seriously damage 

national defense or foreign policy or where the application 

of any such provisions would seriously damage or impede 

the purpose for which the information is maintained. 

( b )  The  provisions of section 201  ( d )  and section 202  

shall not apply to law enforcement intelligence information 

or investigative information if the head of the Federal agency 

determines, in accordance with the provisions of any of such 
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1 sections would seriody damage or im@ the putpose for 

2 which the information is maintained: Provided, That investi-

3 gatory records shall be eamnptsd only to the atent that the 

4 production of such recod  would (A)  interfere with enforce 

5 ment proceedings, (B)  deprive a person of a *ht to a fair 

6 trial or an impartial adjudication, ( C )  disclose the identity 

7 of a confidential source, and in the case of a recvrd c~napikd 

8 by a criminal law enformmed a u M y  in the course of a 

9 criminal investigation, or by an agency conducting a lawful 

10 	 national security intelligence investigation, conmial  infor-

11 	 mation furnished only by the m- source, (E)  disclose 

confidential investigative techniques and procedures which 

are not otherwise generally known outside the agency, or (F)  

endangers the life or p h y d  safety of law enforcement 

personnel: Provided, That investigative information may not 

be exempted under this sedion where such information 7urp 

been maintained for a period longer thun is &wary to 

commence criminal prosecution. Nothing in this Act shaU 

prohibit the disclosure of such investigative information to a 

party in litigation where required by statute or court d. 

( c )  (1) A determination to exempt any m h  syskm, @, 

or information may be nade by the head of any such agency 

in accordance with the requirements of not&, pzcbkxzth, 

and hearing contained in sections 553 (b), (c), and .(e), 

556, and 557 of title 5, United States Code. In giving n o h  
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1 of an intent to exempt any such system, jile, or infOrmation, 

2 tlre head of such agency shaU specify the nuture and purpose 

3 of the system, file, or information to be ezempte&. 

4 (2 )  W h e r  any Federal agency under- to -pt 

5 any informution system, ti&,or information from the provi-

6 sions of this Act, the head of such, Federal agency s h d  

7 prompi2y notify the Commis.&m of ikr intent and afford the 

8 Commission opportunity to umment. 

9 ( 3 )  The exception contained in section 553(d) of title 

10 5, United Stata Code (&wing less than thirty days' 

11 notice), s h d  not apply in any &timaination made or any 

12 p r d i n g  conducted under this section. 

13 ARCHlVA!L RECORD8 

14 SEC. 204. (a) Federal agency recop& which are 

I5 accepted by the Administrator of General Se& for stop 

16 age, procasing, and servicing in ac.undu71ce with section 

17 3103 of title 44, United States Code, s h d ,  for the pplrpose~ 

18 of this &ion, be considered to be maintained by the agency 

19 whkh deposited the records and shaU be subject to the pro-

20 visions of this Act. The AdministTator of General Se&+ 

21 shall not disclose such records, or any information therein, 

22 except to the agency wh,ich maintaii~s the records or pursuant . . ..;. : -: . ... -,:: w: . . ,. . 

23 to & established by that ~ageaqb; 

24 (b)  Federal agency records pertaining to identifiable 

25 i n d i d d  which were transferred to the NaEional Archives 
-
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of the United States as records which have sufficient historical 

or other value to warrant their continued preservation by 

the United States Government shall for the purposes of this 

Act, be considered to be maintained by the National Archives 

and shall not be subject to the provisions of this Act except 

section 202 (b )  ( 5 )  and ( 6 ) .  

(c )  The National Archives shall, on the date on which 

this Act becomes effective and annually thereafter, notify 

the Commission and give public notice of the existence and 

character of the information systems and files which it main- 

tains, and cause such notice to be published in the Federal 

Register. Such notice shall include at least the information 

specified under section 202 ( c )  (3) ( A ) ,  ( B ), ( D ), ( E ), 

( F ) ,  ( G ) ,  ( I ) ,  and ( J ). 
EXCEPTIONS 

SEC. 205. ( a )  NO officer or employee of the executive 

branch of the Government shall rely on any exemption i n  

subchapter I I  of chapter 5 of title 5 of the United States 

Code commonly known as the Freedom of Information 

Act) to withhold information relating to an individual other- 

wise accessible to an individual under this Act. 

(b )  Nothing in  this Act shall be construed to permit 

the withholding of any personal information which is other-

wise required to be disclosed by law or any regulation 

thzreunder. 
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1 (c)  The provisions of section 201 (d )  ( I )  of this Act 

2 shall not apply to records collected or furnished and used 

3 by the Bureau of the Census solely for statistical purposes 

4 or as authorized by section 8 of title 13  of the United States 

5 Code: Provided, That such personal information is trans- 

6 ferred or disseminated in  a fomn not individually identifiable. 

7 (d )  The provisions of this Act shall not require the dis- 

8 closure of testing or examination material used solely to 

9 determine individual qualifications for appointment or pro-

10 motion in the Federal service if the disclosure of such material 

would compromise the objectivity or fairness of the testing or 

examinatim process. 

(e) The provisions of this Act, with the exception of 

sections 201 (a )  (a ) ,  201 (b)  ( a ) ,  ( 3 ) ,  (4), (5 ) ,  (6), and 

(7), 201 (c) ( 2 ) ,  201 (c)  (3) ( A ) ,  ( B )  , (D),and ( F ) ,  

and 202 (a )  ( 2 )  and ( 3 )  shall not apply to foreign intek 

ligence information systems or to system of personal infor- 

mation involving intelligence sources and mthods designed 

for protection from unauthorized disclosure pursuant to 50 

U.S.C. 403. 


MAILING LISTS 


SEC. 206. ( a )  A n  individual's name and address may 

23 not be sold or rented by a Federal agency unless such action 

24 is specifically authorized by law. This provision shall not be 
-
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m t d to require the u m e t i a l i t y  of names and ad-

dresrres o t M  permitted to be made public. 

(b)  Upon written reqllest of any individual, any person 

engaged in interstate commerce who maintains a mailing 1& 

shld remove the individual's name and address from m h  

list. 

REGULATION8 

SEC.207. Each Federal agency mbject to the provisions 

of this Act shall, not lateT than sic months after the date on 

whiclr this Act becomes effective, promulgate regtllrrth.8 to 

implement the standards, safeguards, and access requirements 

of this ti& and m h  0 t h  regulcrtions as may be necessary 

to implement the requirements of this Act. 

TITLE III-MISCELLANEOUS 

DEFINITION8 

SEC.301. As wed in this Act- 

(1) the term "Commission" means the Priuaq Pro-

i!.edm C o m n z h ;  

(2) the tenn "persvnal information" means any in-

formation that identif;es w describes any char&& 

of an individual, i d d i n g ,  but not limited to, his edu-

cation, @mkd tra@irmS, d i c a l  hhtory, climilaal 

w empibyme& m w ~ d ,or that aforda a h i 8  for infer-

ring p e r d  charm-, m h  as finger and voice 
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prinh, photograph, m things done by or to such indi- , 

viduul; and the record of his presence, registration, or 

membership i n  an 01-ganization or activity, or admission 

to an institution; 

(3) the temz "individual" means a citizen of the 

United Statesor an alien lrrwfdly admitted through per-

m a d  residence; 

(4) the term " informath system" means the total 

annpormh and operations, whether automated or man- 

&, by which personal infonnation, including name or 

identifier, is is-, stoted, processed, handled, or dis- 

seminated by an agency; 

(5) the term ''Wmeans a record or series of rec-

vr& containing persad infonnation about individuals 

which may be maintained within an information system; 

(6) the tenn "data bank" means a f i le  or 8eri.a of 

pertaining to i n d i v i d d ;  

(7) the tenn "Federal agenq" means any depart- 

ment, agency, i n & m d i t y ,  or establishment i n  the 

e a w d v e  branch of the Government of the United States 

and i n d k  any o  m or employee thereof; 

(8) the tenn ''immtigative information" means in- 

formation assoeiatsd with an identifiable individual 

-piled* 


(A) an agency in t h  course of conducting a 



criminal investigation of! a specific criminal act 

where such investigation is pursuant to a statutov 

function of the agency. Such, information may per- 

tain to that criminal act and be derived from re-

ports of informants and investigators, or from any 

type of surveillance. The term does not include 

criminal history information nor does it include 

initial reports filed by a law enforcement agency 
% 

describing a specific incident, indexed chronol~gicalb 

and expressly required by State or Federal statute to 

be made public; or 

( B )  by an agency with regulatory jurisdiction 

which is not a law enforcement agency i n  the course 

of conducting an investigation of specific activity 

which falls within the agency's regulatory juris- 

diction. For  the purposes of this paragraph, an 

"agency with regulatory jurisdiction" is an agency 

which is empowered to enforce any Federal statute 

or regulation, the violation of which subjects the 

violator to criminal or civil penalties; 

( 9 )  the term "law enforcement intelligence inf or-

mation" means information associated with an identifi- 

able individual compiled by a law enforcement agency 

in the course of conducting an investigation of an 

individual in anticipation that he may commit a 
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1 specific criminal act, including information derived 

2 from reports of informants, investigators, or from 

3 any type of surveillance. The  term does not include 

4 criminal history information nor does it incluole initial 

5 reports filed by a law enforcement agency describing 

a specific incident, indexed chronologically b y  incident 

and expressly required by State or Federal statute to 

be made public; 

(10) the term "criminal history information" means 

information on a n  individual consisting of notations of 

arrests, detentions, indictments, informations, or other 

formal criminal charges and any  disposition arising from 

those arrests, detentions, indictments, informations, or 

charges. The  term shall not include a n  original book of 

entry or police blotter maintained by a law enforcement 

a g e n y  at the place of an  original arrest or place of 

detention, indexed chronologically and required to 

be made public, nor shall i t  include court records of 

public criminal proceedin.9~ indexed chronologically; 

and 

(11) the term "law enforcement agency" means a n  

agency whose employees or agents are empowered by 

State or Federal law to make arrests for violations of 

State or Federal law. * 



1 CRIMINAL PENALTY 

2 SEC.302. ( a )  A n y  officer or employee of any  Federal 

agency who willfully keeps a n  information system without 

meeting the notice requirements of this Act set forth in sec-

tion 201 (c )  shall be fined not more than $2,000 in each 

instance or imprisoned not more than two years, or both. 

( b )  Whoever, being an oficer or employee of the Com- 

mission, shall disseminate any personal information about 

any individual obtained in the course of such oficer or em- 

ployee's duties in any manner or for any  purpose not 

specifically authorized by law shall be fined not more than 

$10,000, or imprisoned not more than five years, or both. 

C I V I L  REMEDIES 

SEC.303. ( a )  A n y  individual who is denied access to 

information required to be disclosed under the provisions of 

this Act may bring a civil action in the appropriate d i e  

trict court of the United States for damages or other ap- 

propriate relief against the Federal agency which denied 

access to such information. 

( b )  The Attorney General of the United States, or any 

aggrieved person, may  bring an action in the appropriate 

United States district court against any person who is 

engaged or is about to engage in any acts or practices in 
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violation of the provisions of this Act, to enjoin such acts or 

practices. 

(c)  The United States shall be &able for the actions or 

omissions of any officer or employee of the Government who 

violates the provisions of this Act, or any rule, regulation, or 

order issued thereunder in the same manner and to the same 

extent as a private individual under like circumstances to 

any person aggrieved therebg in an  amount equal to the sum 

of-

, (1) any actual and general damages sustained by 

any person but in no case shall a person entitled to 

recovery receive less than the sum of $1,000; and 

(2 )  in the case of any successful action to enforce 

any liability under this section, the costs of the action 

together with reasonable attorney's fees as determined by 

the court. 

( d )  The United States consents to be sued under this 

section without limitation on the amount in controversy. A 

civil action against the United States under subsection (c )  

of this section shall be the exclusive remedy for the wrongful 

action or omission of any officer or employee. 

JURISDICTION OF DISTRICT COURT8 

. SEC.304. ( a )  The district courts of the United States 

have jurisdiction to hear and determine civil actions brought 
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under section 303 of this Act and m y  examine the i n f o m -  

tion in camera to determine whether such information or 

any part thereof may be withheld under any of the exemp- 

tions in section 203 of this Act. The burden is on the Federal 

agency to sustain such action. 

(b )  I n  any action to obtain judicial review of a deci-

sion to exempt any personal information from any provision 

of this Act, the court may examine such information in 

camera to determine whether such information or any part 

thereof is properly classified with respect to national defense, 

foreign policy or law enforcement intelligence information 

or investigative information and may be exempted from any 

provision of this Act. The burden is on the Federal agency 

to sustain any claim that such information may be so 

exempted. 

EFFECTIVE DATE 

SEC.305. This Act shall become effective one year after 

the date of enactment except that the provisions of title I of 

this Act shall become effective on the date of enactment. 

AUTHORIZATION OF APPROPRIATIONS 

SEC.306. There are authorized to be appropriated such 

sums as may be necessary to carry out the provisions of 

this Act. 
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MORATORIUM ON U S E  OF SOCIAL SECURITY NUMBERS 

S E C .  307. ( a )  I t  shall be vnlawful for- 

( I )  any Federal, State, or local government agency 

to deny to any individual any right, benefit, or privilege 

provided by lazu because of such individual's refusal to 

disclose his social security account number, or 

( 2 )  any person to discriminate against any individ- 

ual i n  the course of any business or commercial trans- 

action or activity because of such individual's refusal 

to disclose his social security account number. 

( b )  The provisions of subsection ( a )  shall not apply 

with respect to- 

(1) any disclosure which is required by Federal 

law, or 

( 2 )  any information system in .existence and oper- 

ating before January 1, 1975. -

( c )  A n y  Federal, State, or local government agency 

which requests an individual to disclose his social security 

account number, and any person who requests, i n  the course 

of any business or commercial transaction or activity, an 

individual to disclose his social security accountnumber, shall 
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1 inform that individual whether that disclosure is mandatory 

2 or voluntary, by what statutory or other authority such 

3 number is solicited, what uses will be made of it, and what 

4 rules of confidentiality will govern it. . 

Passed the House of Representatives November 21,1974. 

Attest: W. PAT JENNINGS, 
Clerk. 

Passed the Senate November 22, 1974. 


AtWt : FRANCIS R. VALEO, 

Seoretary. 



In the House of Representatives, U.S., 
Deceder 11, 1,974. 

Resolved, That the bill from the Senate (8. 3418) en-
titled "An Act to establish a Privacy Protection Commission, 

to provide ,management systems in Federal agencies and certain 

other organizations with respect to the gathering and disclosure 
. _-..- .---3 

of information concerning -individuals, and for other purposes", 


do pass with the following 
- .-. - - - ---- -

AMENDMENTS: 
\ 

Strike out all after the enacting clause, and insert: 

That this Act may be cited as the "Privacy Act of 1974". 

SEC.2. (a )  The Congress finds that- 

(1) the privacy of un in~lividualis directly af- 

fecfecl by the collection, nzaintenance, a&, and diwmi-

nation of personal in,formatinn by Federal agencies; 

(2)  the increasing use of computers and sophisti- 

cated' information ikxhnology, while essential to the 

e f i e n t  operations of the Government, has greatly mag- 

nifiEd the harm to individual pri7)my that can occur 

from any collection, maintenance, use, or. dissemination 

of permsonu/ information; 
* 

(3)  the opportunifios for an individyl to secure 



employment, insurance, and cr'edit, and his right to due 

j~rocess, and other legal protections are e~zdangered by 

f l ~ e  pzisuse of certain information systems; 

( 4 )  the right to privacy is  a personal and funda- 

mental right protected by the Constitution of the United 

States; and 

(5 )  in order to protect the privacy of individz~als 

identified in information systems maintained by Ped- 

era1 agencies, it  is necessary and proper for the Con- 

gress to regulate the collect~on, maintenance, use, and 

dissewtination of information by such agencies. 

( b )  The  purpose of this Act  is to proz)ide certain safe- 

guards for an  individual against ern i)zvasio~z of perso~zal 

privacy by requiri~zg Federal agencies, except as otherwise 

provided by law, to- 

( I )  permit a n  individual to determine what rec-

ords pertaining to him are collectetl, maintained, used, 

or disseminuted by such agendies; 

(2 )  permit an  individccal to prevent records pertain- 

ing to him obtaived by such agencies for ,a particular 

purpose from being used or mnde available for another 

purpose without his consent; 

(3 )  ernz zit an  individual to gain access to informa- 

tion periining to h im i n  4'ederul agency records, to 
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have a copy made of all or any portion thereof, 'and to 

correct or amend such records; 

( 4 )  collect, maintain, use, or disseminate any rec- 

ord of identifiable personal i7lfor1aation in a mannrr tAnt 

asszcres that such action is for a necessary and lawful 

purpose, that the infor~nation is  current and accurate for 

its intended use, and that adequate safeguards are pro- 

cided to prevent misuse of such information; 

(5)  permit exemptiol1s fronz, the requirements with 

respect to records provided in this Act o d g  in those cases 

where there is a n  important public policy need for such 

exemption as has been determined by specific statutory 

authority; and 

(6) 6e subject to civil su.it for any  damages which 

occur as a result of willful, arbitrary, or ,capricious 

action which violates any. individual's rights under this 

Act. 

SEC.3. Title 5, United States Code, is  amended by add-

ing after section 552  the following n& section: 

" 5  552a. Records maintained on individuals 

" ( a )  D E I ; ' I A ~ I T I O A ~ S . - ~ O ~  of this section-purposes 

" ( 1 )  the term 'agency' means agency as defined in 

section 552(e )  of this title; 

/ " ( 2 )  the term 'individual' means a citizen of the 
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United Stdes or an alkn Eatvfully ad,tnitted for pernza-

nent residence; 

"(3) the term 'maintain' includes maintain, collect, 

use, or disseminate; 

"(4)  the tern& 'record' lneans any collection or 

grouping of informalion about an individual tha.t is 

maintained by an agency and that w~ztains his name, 

or the identifying number, symbol, or other identifying 

particular assigned to the individual; 

" ( 5 )  the tern 'system of records' means a group of 

any records under the control of any agency from which 

information is ret~.ievecE by the name of the individual or 

by soine identifying number, sgmbol, or otlgr identifying 

particular,assigned to the individual; and 

"(6) td?e &rn 'st&isical research or reporting 

record' means a record iq. a systeln of records maintained 

for statisical research or reporting purposes only and 

,, not wed in  whole or in  part in  making any determination 

abolrt an identifiable indi~+dual, except as provided by 

scction 8 of title IS. 

" ( b )  i?oivnl~lOl\!s agency shall OF DISCLOSURE.-NO 


tlis.close any record which is contained iu a system of records 

by any means of conzmunicafboz to any person, or to another 

cgeq9, m p t  pursuant do a written reqlc~st by, or zuith t k ~  
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prior written consent of, the individual to whom the rocord 

pertains, unless d i s d o m ~ e  of the record would be- 

"(2) to those oficers and employees of the agency 

which maintains *the record who have a need for the rec- 

ord in the performance of their duties; 

"(2)  for a routine use desc~ibed under slsbsection 

(e )  (2)( D )  of this section; 

"(3) to the Bureau of the Census for purposes of 

planning or carryin.q ozit a census or sur;uey ot'related 

actietity pursuant to the p~&hns of title 13; 

" ( 4 )  to a recipient who lms provided the agency 

with a d m c e  adequMe tc~ittenl asmmnce that the record 

will be used solely as a stati.3tica.E' research or repovting 

racord, and the ~lemrd& to be tran~ferredin a form that 

is not individually identifiable; 

" (5 )  to the National Archives of the Unite3 States 

as u record zchich hm m w e n t  historical or other value 

to warrant its coutinued preservation by -the U d d  

States Governmerzt, or for evalucbtion by th'elAdminis-

trabr  of Genemi Services or his designee to d u e m i n e  

whether athe record has such value; 

"(6) to another a p n e y  or to an ilwCru~ne&lity of 

any governlnental jzlrisdictian withirt or under the con- 

trol of the United States for a law enfircemertt activity 
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if the activity is authorizeti by law, and if the head of 

t l~c  ngency or instrz~nzentality has made a writtell request 

to the agency which nzaintains the record specifying the 

2~(irticular portioa desired and the lazo enforcenaent actic- 

ity for which tho record is sought; 

" ( 7 )  to n person who is actively engaged in saving 

the life of such i,~diriduaI, if upou stccli clisc1oslo.e noti-

ficatiot~ is transmitted to the last known address of such 

individual; 

" (8)  to either House of Congress, or, to the extent 

of matter within its jurisdiction, any committee or sub- 

committee thereof, or any joint committee of Congress or 

subcotnnaittee of any such joint committee; or 

" ( 9 )  pursuant to the order of a court of competent 

jurisdiction. 

"( c )  ACCOUNTIA~GOF CERTAIN DISCLOSURES.-Each 

agency, with respect to each system of records under its 

control, shall- .. ..\ 

" ( 1 )  except for disclosures made under subsection 

( b )  ( I )  of  this section or disclosures to the public from 

7.ecords which b y  law or regulation cire open to public 

inspection or copying, keep an accurate accounting of- 

" ( A )  the date, nature, and purpose of each 

disclosure of a record to any  person or to an-
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othel- agency made under subsection ( b )  of this sec- 

tion; and 

" ( B )  the name and address of the person or 

agency to whom the disclosure i s  made; 

" (2)  retain the accounting made under paragraph 

( 1 )  of this subsection for at least five years after the 

disclosu~e for 	 which the accounting is  made; 

"(3 )  except for disclosures made under subsection 

( b )  ( 6 )  of this section, make i%+ accounting nnzade under 

paragraph ( 1 )  of this subsection available to the indi- 

vidual named in the record at his request; and 

" (4 )  inform any person or  other agency about any  

correction or notation of dispute made by the agency in 

accordance with subsection ( d )  of this section of any  

record -that has been disclosed to the person or agency 

within two years preceding the making of the correction 

of the record of the individual, except that this para- 

, 	 graph shall not apply to any record that was disclosed 

prior to the effective date of this section or for .which no 

accounting of the disclosure is required. 

" ( d )  ACCESSTO R ~ c o ~ ~ s . - E a c ha g e n y  that main- 

tains a system of records shll-. 

" ( 1 )  upon request by any individual to gain access 

to his record or to any  information pertaining to him 



which is contai,ned in  the systknz, permit him to review 

the record and have a copy made of all or mry portion 

the~eaf i n  a foi-m comprehensible to him; 

" (2 )  permit the i~ldiuidual to request amendment of 

a rewrd.pertainin9 to him and either- 

"(A) malz an9 corredion of atzy portion there- 

of which the individum? believes i.s not accurate, 

relevant, timely, or complete: or 

" ( B )  p 'mptdy inform the individual of: its re- 

fusal to amend the record i n  accordunce with his re- 

quest, the reason for the refzisal, the procedures 

cstabl*d by the ayenq for the individual to re- 

qued a reziiew by the agency of t.ltat refusal, and the 

mame a . d  business addresg of the ceficial within the 

q e n c y  to zubm the reqzted for review may Be taken; 

"(3) pelwit any individual who disac~rees with the 

r.efuswE of the agency to amend lais record to request re- 

~ i e wof the refusal by the oficid named in  accordance 

zoifh paragraph (2 )( B )  of this eubection; and if, after 

the revieccl, that official alm refutxs to amend the record 

in accordance with the r q u e d ,  permit the i7~dicidual to 

file with the ccyency a concise 8atement setting forth the 

reasom for htk dka,peement with the refusal of the 

"( 4 )  in  any discloszc re, contab.ning information 
.I.-. . -, : - J 
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about which the individual has fik.d a statement of dis-

agreement, occurring after the filing of the statenlent 

under paragraph (3) of this subsection, clearly note any 

portion of the record which is disputed and, upon re-

quest, prowide copies of the statement and, if the agency 

deems it appropriate, copies of a concise statement of the 

reasons of the agency for not making the amend~mnts 

requested, to persons or other agencies to whom the dis- 

puted record has been disclosed; and 

"(5) nothing in this section shall allow an indi-

vidual access to any informtian compiled in reasonable 

anticipation of a civil action or proceeding.' 

" (e )  AGENCYREQUIREMENIPS.-E~C~ thatagency 

maintains a system of records shall- 

"(1) infown each individual whom it a s k  to supply 

information, on the form which it axes to collect the in-

formation or on a separate form t h d  can be retained 

by the individml- 

" ( A )  which Federal statute or regulation, if 

any, requires disclosure of the information; 

I " (B)  the principal 'purpose or purposes for 

which the information is intended to be used; 

"(C)  other purposes for which the information 



nzay be used, as pzbbhshed ,pursuant ta paragraph 

(2)( D) of this s&bscvtio.a; and 

"(D)the efeots on him, if ,any, of not providing 

all or any pant of the requested iwfomation; . 

"(2) subject to the provisions of parag~us-ph (5)  of 

this subsection, publish in 'the Federal Register at Eeasi 

annually a notice of the ezistence and aharader of the 

system of records, which notice shall include- 

" ( A )  (the name ,and location of the systtm; 

"(3)the ccstejaries qf individiaab dn whom rec-

ords are maintaiwd in the system; 

"(Cj the categories o f  records maintained in the 

SySbEm; 

"( D )  each r d i n e  pw-e .far w h i d  the wc-

or& contained im the system are used or intended to 

be used, inohding the ocateprks of mers af the rec- 

mga.ding stonup, retr+ievtlbi&ty, a,ccess controls, re- 

tanhion, and disposal of &he vecords; 

" ( F )  Be title and fhisiness addmss of the agency 

agicinl who is respmsirble for $Re spdem qf records; 

"(G) the q m c y  pmcedures inhereby an in-

dividual can be notified at his yequest if the sysfem 

oJ records contai,ns a record pa~tai&.rz~q to )him;and 
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"(JI) the agency z~rocedures whereby an in-

dividuc~l can be notified at his request how he can 

gain access to any record pertaining to him con-

tained in the system of records, and lrow he can 

contest its content; 

"(3) maintain all records which are used by t l~e 

agency i n  making an,y detel-nzination about any indi- 

vidual with such accuracp, relevance, timeliness, anrl 

completeness as is reasonablg necessary to assure fair-

ness to the individual in the cleterrninutiorl; 

" (4)  maintain no record concerning the political or 
\ 

religious belief or actiaity of any individual, unless ex- 

'	pressly authorized by statute or by the individual arbout 

wbom the record is tnaintained: Provided, liowever, That 

the provisions of this paragraph ehaU not be deemed to 

prohibit the maintenance of any record of activity which 

is pertinent to and within the scope of a duly authorized 

~ a weaforcemdnt activitg; and 
' 

" (5 )  at least 30 days prior to publication of in-

formation under paragfaph (2 )( D )  of £his subsection 

publkhed in  .the Federal Register notice of the use or 

intended use of the information i n  the system, and pro- 

dide an opportunity for interested persons to submit 

written data, views, or argun~ents to tlte agency. 

"i f )  AGENCYRULES.-I~ ordm to carry out the provi- 
- \ 
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sions of this section, each agency that maintains a system 

of records shall promulgate rules, in accordance with the re- 

quirements (including general notice) of section 553 of this 

title, zvhich shall- 

" (1 )  establish procedures whereby a n  individual 

can be notified in response to his request if any system 

of records named by  the individual contains a record 

pertaining to him; 

"(2)  define reasonable times, places, and require- 

ments for identifying a n  intlividual who requests his rec- 

ord or information pertaining to him before the agency 

shall make the record or information available to the 

individual; 

"(3) establish procedures for the disclosure to a n  

individual upon his request of his record or information 

pertaining to him, including special procedure, if 

deemed necessary, for the disclosure to a n  individual 

of medical records, includil~g ps~cl~ological records, per- 

taining to him; 

" (4)  establish procedures for reviewing a request 

from a n  individual concerning the amendvent of any 

record or information pertaining to the individual, for 

making a determination on the request, for a n  appeal 

within the agency of a n  initial adverse agency determi- 

nation, qnd f oy  whatever additional means the head of 



the agency may deem necessary for each individual to 

be able to exerctke fully his rights under this section; and 

" (5 )  establish fees to be charged, if any, to any in- 

dividual for making copies of his record, excluding the 

cost of any search for and review of the record. 

The Oflice of the Federal Register shall annually compile and 

publish the rules promu1,gated under this subsection ant1 

agency notices published under subsection (e )  ( 2 )  of this 

section i n  a form available to the public at low cost. 

"( 9 )  ( 1 )  CIVIL R ~ ~ ~ ~ l ~ s . - w h e n e v e r  agencyany 

( A )  refuses to comply with an individual request under sub- 

section (d ) ( I )  of this section, ( B )  fails to maintain any r e a  

ord concerning any individual with such accuracy, relevance, 

timeliness, and completeness as i s  necessary to clssure fairness 

in any determination relating to the qualifications; character, 

rights, or opportunities of, or benefih to the individual that 

may be made on the basis of records and consequently a 

'determination is made which is adverse to the individual, 

or ( C )  fails to comply witk any other prowision of this 

section, or any rule promulgated thereunder, in such a 

way as to have an adverse effect on-an  individual, the individ- i 
ual may bring a civil action against -the agency, and the 

district courts of the United States shall have jurisdiction in 

the matters under theprovisiolw of this si~bsection. 

" ( 2 )  ( A )  I n  any 'suit brought under the provisions of 



subsection ( g )  (I) ( A )  of this section, the court may enjoin 

the agency from withholding the records and order the pro- 

duction to the complainant of any agency .records improperly 

withhdd from him. I n  such a case the wwt shaU determine 

the matter de m o ,  apld may emmine the contents of a~zy 

agency r e c o d  in camera to determine whether the records or 

alzy portion thereof may .be withheld under any of the exemp- 

fwns eet fmth in  st&ection ( k )  of this section, an,d the burden 

is on the agmq to s~s ta in  it3 action. 

" ( B )  The court may assess against the United States 

reasortable attome3 fees and other litigation costs reasonably 

incurred in any case ultder this paragraph in which the com- 

phinunb has subtanbidly p7*euailed, 

"(3) I n  any suit brought under the provisions of su,b- 

section (g )  ( I )  ( B )  or ( C )  of this section in which rAe 

COV,T~ determines lhat the agency acted in a nzanmr which 

w m  willful, arbitrary, or cnpriciow, the United States shall 

be liable to the individual in  an amount equal to the sum of- 

" (A )  actual damages sustained by the ilzdi~idual as 

a result of the refusd or failure; and 

" ( B )  the costs of the action together with rqason- 

able attorney fees as determined by the court. 

" (4 )  An action to enforce any liability created under 

this section may be brought in the district court of the United 

States in the district in  v~hich the complainant resides, or 



15 


has his principal place of business, or i n  tuhicl~ the agency 

r.ecor.ds are situated, or irt the Diutrict of Colu?nbia, without 

regard to the arnozunt in  controuersy, within two years from 

the date an which the cause of action arises, except that where 

cia  agency has materially and willfully rnisrepreserbted any 

inforntation required under this section to be disclosed to am 

individual and injomation so w~krepreseatedis 1~scdericil 

to &.hee4bQbEishetenfof the Ekbilkty of the agency to the indi-

vdbr'ziel under this seetion, the aetiala may be bough! at any 

time within two yeam after cliscouery by the individual of 

the makepesenbation. 

" ( h )  RIGHTSOF LEGALGUAR~IANS.--.FO~tbfl 'ap 

1mses of this sedan, the p a m t  of arty minor, ar the legal 

guardian of any individual who has been declared do be in-

comps td  Qsle to phgsieal or mental incapacity off age by a 

oowt of ~mm2petetat jurisdidma, may Qct an bdalf of the 

idividual.  

" ( i )  ( I )  Crr;r.irs~~a,PENALTVES.?.L~~ +P. or em-

$ope a/ & United S h f e s ,  m h ~  by &&e of his m $ o p e n t  

the ddomve  of mh66 is p~slkiP&ltedby this s e d k n  or b;y 

d e s  or riymlua%k~eseskblisha? therewdw, and loha ,Lnaaaitay 

that &cI88t~wt ~ f& speck@ wacaterdal is  30 pr&ited, will-



agency not entitled to receive it,  shall be fined not more than 

$5,000. 

" ( 2 )  A n y  person who knowingly and willfully requests 

or obtains any record concerning a n  individual from a n  

agency under false pretenses shall be fined not more than 

$5,000. 

" ( j )  GENERALE X ' E ~ ~ ~ P T I O N S . - - T ~ ~head of any agency 

may promulgate rules, in accordance with the requirements 

(including general notice) of section 553 of this title, to 

exempt any  system of records within the agency from any 

part of this section except subsectionh ( b )  and ( e )  ( 2 )  ( A )  

through ( F )  and ( i )  if the system of record9 is-

"(1) maintained by the Central Intelligence Agen- 

cy; or 

" ( 2 )  .maintained by an  agency or component there- 

of which per form as its principal function any  activity 

pertaining to the enforcement of criminal laws, includ- 

ing police efforts to prevent, control, 01- reduce crime 

or to apprehend criminals, and the activities of prosecu- 

tors, courts, correctional, probation, pardon, or parole 

authorities, and which consists of ( A )  informationt com- 

piled for the purpose of identifyin.9 individual criminal 

offenders and alleged ofenders and consisting only of 

identifying data and notations of arrests, the nature and 

disposition of criminal charges, sentencing, confinement, 
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release, and parole awd probntion status; ( B )  inforrna-

tion compiled for the pui-pose of a crinvinal investigaikion, 

inoluding reports of infoman,ts and ilzvestiqators, and 

mociaitd with an identifiable in(livitlua1; 07' ( C )  reports 

identifiabte to an indiaidzcal con~piled at any stage of the 

process of enforce~nemt of the criminal Iatc.3 from arrest 

or indictment through release from supervision. 

"f k )  SPECIFIC head of any agency EXEMPTIONS.--T~~ 

may propawlgate rules, i n  accordance with the req&rememts 

(inchding general notice) of sedion 553 of thh title, to 

exempt any system of reoords within the a , q m y  from sub-

sections ( c )  (3), ( d ) ,  ( e )  ( 1 )  , ( e )  (2) ( G )  and (H), and 

( f )  of this section if the 19y.qtemof records is-

"( 2 )  subject to the provisions of seetion 552 (b )  ( 1 )  

of th& title; 

" ( 2 )  investigatory material compiled for law en-

forcement purposes, other than mter ia l  ?.!%thin the scope 

of subsection (j) ( 2 )  of this section: Prmided, hoeuever, 

Thai if any i n d i d u d  is denied any right, privilege, 

or benofit that he zcoultl otherioise be &itled by Federal 

Lw, or for which he would oihenuis-e be elipble, as 

a r e d t  of the maintenance of such material, such ma- 

terial shall be provided to such individual, except to the 

extent that the dklosltre of such material would receal 

the identity of a source zvho fuvnisked information. to the 



Government under a n  express pkomise that the identify 

of the source rcould be held i~zconfidence, or, prior to the 

effective date of this section, under- a n  implied promise 

that the identity of the source zcaz~ld be held ill co~~fitlencc; 

"(3) maintainetl i n  connection with provichzg pro- 

tective ~eruices to the Presideilzt of the United States or 

other individuals pui-sualzt to section 3056 of title 18; 

" (4 )  required by statute to be mai~ztained and used 

solely as statistical research or reporting records; 

" (5)  investigatory material coq3iled solely for the 

purpose of determining suitability, eligibility, or qualifi- 

cations for Federal civilicin employinent, military service, 

Federal contracts, or access to classified iilzformation, but 

0)21!/ to the extent that t l~e  disclosure of such nzciterial 

would reveal the identity of a source who furnished in-

formation to the Government under a n  express promise 

that the identity of the. sout~ce would be held in confi-

dence, or, prior to the effective date of this section, ulzder 

a n  implied promise that the identity of the source would 

be held in confidence; 

(1 ( 6 )  testing or ezamination material used solely 

to determine individual qualifications for appointment or 

promotion in the Federal service the disclosure of which 

would compromise the objectivity or fairness of the Cest- 

ing or examination process; or 
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"(7) evaluation material used to cletermitze poten- 

tial for promotion in the armed services, but only to the 

e ~ t c u t  that the disclosure of such nzate~'icil would reveal 

the identity of a source ~vho  furlhished informatiolz to the 

Cl'overnnzent u11der an  express promise that the identity 

of the source woztld be held in coufidewce, or, prior to 

t l~e  efleclive date of this aectioiz, u ~ ~ d e r  an  inuplied prom- 

ise that the identity of the source zvould be held i n  

confidence. 

"(1) (1) A E C ~ ~ I T ~ A L  agencyR E C O R D S . - E ~ ~ ~  record 

zvhich is  accepted by the Adminis$rator of General Services 

for storage, processing, and servicing itz accordance with 

section 3203 of title 44 shall, for the purposes of this section, 

be considered to be ntaintained by the agency tul~ich deposited 

the record and shall be subject to the provisions of this see- 

tion. The  Administ~.ator of General Services shall not dis- 

close the \record except to the agency which maintains the 

record, or under rules established b~ that agency which are 

not inconsistent with the provisions of t h h  section. 

" (2 )  Each agency record pertaining to an  identiqfable 

indiviciual which zoas transferred to the National Archives 

of the United States as a record which has sufficient historical 

or other value to warrant its continued preservation by the 

United States Governnzent, prior to the effective dote of this 

section, shall, for the purposes of this section, be considered 
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to be nzaintai~led by the National Archives and shall not be 

subject to the provisions of this section. 

" ( 3 )  Each agency record pertaining to a n  identifiable 

individual whirk is  transferred to the Satioqal Archives o/' 

the United States as a record zchich 1~as szrfficient Iristorical or 

other value to zcnrrant its continued preservntio~z by  tlte 

United States Government, on or after the eff'ective date o/' 

this section, sl~all, for the purposes of this section, be con-

sidered to be nzaintained by the National Archives and shall 

be subject to all provisims of this section except subsections 

( c )  (4 ); ( 4  (2) , ,( 3 ) ,  afid (4); f e )  (11 ,  ( 2 )(I$) and 

( 3 ) ;  ( f ) ( 4 ) ;  f g ) ( l )  	( B )  and (C), and ( 3 ) .  

" ( m )  ( 1 )  M O R A T O I ~ I U ~ I  THE USE OF TIIE 80c1.i~ON 

SECURIT~' Nu~~BER.-No Federal agency, or any ACCOUA~T 

&ate or local governntent acting in compliance ~ c i t h  any Fed- 

eral lazv or federally assistecl program, shall deny any indi- 

cidual any right, benefit, or privilege proaided b?j lnw by 

reason of such individual's ~efusa.1 to disclose his social SP-

c u ~ i t y  account number. 

"(2) This  subsection shall not nppl?y- 

" ( A )  zvith respect to any  sp tem of records i n  ex- 

idence and operating prior to ~an;dr .y  I ,  1975;  and 

" ( B )  when disclosure of a social security account 

number is required by  Federal law. 

"(3) N o  Federal agency, or any  State or local govern- 
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nae~lt actin.q in compliance with any  Federal law or federally 

assisted program, shall use the social security account ~ z ~ r n b e r  

fo7- nny purpose other than for verificulion of the idetztity of 

a n  i~zilividzral u~zless such other puryosr is specifically m~thor-

ized by $'e(leral law. 

"(7))  BATNUALR x p o n ~ . - T h e  President shall submit to 

the Speaker of the House and the President of the Senate, 

by June  30 of each calendar yectr, a consolidatecl r epo~ t ,  sep-

orately 1istin.q for each Federal agency the number of records 

confni~zed i n  any  system of records which were exempted 

from the application of this sectio,~ unrler the provisions of 

,$&sections ( j )  and ( k )  of this section during the preceding 

calendar year, and the reasons for the exemptions, and such 

ot11er information as intlicates efforts fo ad7nilzister fully 

this section.". 

SIN. 4. The chapter analysis of ch.a.pter 5 of title 5, 

U7litetl States Codc, is amended by i~uerfin,q: 


"55.9~.Records about i~zdiui(luals." 


in>merliute!?y below : 


.'55,0. Public infow~?rrtio~~; aga? lq  V U J E S ,  opiwiows, o?*(lers,and proceecl-

i92qs.". 
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SEC.5. The amendments made by thi.9 Act shall become 

effective on the one hundred and eightieth day following the 

date of enactment of this Act. 

Amend the title so as to read: "An Act to amend title 

5, United States Code, by adding a section 552a to safeguard 

individual privacy from the misuse of Federal records and 

to provide that individuals be granted access to records coil- 

cerning them which are maintained by Federal agencies." 

Attest: . . 

Clerk. 



In the Senate o f  the United States, 
December 17, 1974. 

Resolved, That the Senate agree to the amendments of 

the House of Representatives to the bill (S. 3418) entitled "An 

Act to establish a Privacy Protection Commission, to provide 

management systems in Federal agencies and certain other or- 

ga~iizntions with respect to the gathering and disclosure of in- 

formation concerning individuals, and for other purpchses", with 

tllc following 

SENATE AMENDMENTS TO HOUSE AMENDMENTS : 

I n  lieu of the matter proposed to be inserted by the 

House engrossed amendment to the text of the bill, insert: 

That this Act ~ ~ a y  be cited as the "Privclcy Act of 1974". 

SEP.2. ( a )  The Congress finds tfhat- 

( 1 )  the pi,ivacy of an  inclivitlual is clirectly af-

fected bg the collection, mainte~zance, use, aizcl disssmi- 
Q 

notion of personal information bp Federal agencies; 

(2)  the increasing use of computers and sophisti- 

cated information technology, while essential to the 

efficient operations of the Government, has greatly mag- 

nified the harm to individual privacy that can. occur 

frona a n y  collection, maintenance, use, or dissemination 

of personal infomnation,: 
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(3) the opportunities for a n  individual to secure 

employment, insurance, and credit, and his right to due 

process, and other legal protections are endangered by  

the misuse of certain information systems; 

(4)  the right to privacy is a perso~zal ant1 fu~zdu- 

mental Tight protected b t ~the Constitlition of the United 

States; and 

( k )  in order to protect the privacy of indivicluals 

identified in information systems maiutained by Ped- 

era1 agencies, it  is  necessary and proper for .the Con- 

gress to regulate the collection, maintenance, use, ant1 

dissemination of informafion by such agencies. 

( b )  The  purpose of this Act is  lo provide ceriain safe- 

guards for a n  individual against a n  invasion of personal 

privacy by requiring Federal aggncies, except as otherwise 

provided by law, to- 

(1)  permit a n  individunl to determine trqkat rec-

ords pertaining to him are collected, maintained, usetl, 

or disseminated by s~ich  agencies; 

(2) permit a n  individual to prevent records p ~ r  fain-

ing to him obtained by  such agencies for a particular 

purpose from being used or made ovailable for anothet. 

purpose without his consent; 

(3) permit a n  individual to gain access to informa- 

tion pertainin.9 to him in Federal agency records, to 
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have a -copy made of all or any portion thereof, and to 

correct or amend such records; 

,(4) collect, maintain, use, or disseminate any rec- 

ord of identifiable personal information in a manner that 

assures that s11ch actio~z for a necessary and lazvf?tl 

purpose, that the information is  current and accurate for 

its intended use, ant1 that atlequate snfeguards are pro- 

vided to prevent misuse of such infomnation; 

(5)  permit exemptions from the requirements with 

respect to records provided in this Act only in those cases 

where there i s  a n  important public policy need for such 

exemption as has been determined by specific statutory 

authority; and 

(6)  be subject to civil suit for any damages which 

occur as a result of willful or intentional action which 

violates any  indicidual's riglrts under this Act. 

SEC.3. Title 5, United States Code, is amended by add- 

ing after section 552  the following new section: 

"$ 552a. Records maintained on individuals 

" ( a )  DRFINITIOSS.-For purposes of this section-

" ( I )  the term 'crgenc?~' means agency as clefined i n  

section 552(e )  of this title; 

"(2)  the term 'individual' ~nenns a citizen of the 

United States or qn  alien lazofullg admitted for perma- 

nent residence; 
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"(3)  the term 'maintain' includes maintain, collect, 

use, or disseminate; 

" ( 4 )  the term 'record' means any item, collection, 

or grouping of information about a n  individual that 

is maintained by an  agenc?y, incl.ndi.rtg, but not limited 

to, his education, financial transactions, medical history, 

and criminal or employment history and that contains 

his name, or the ident i fy iw number, symbol, or other 

identifying partimlar assigned to the individual, such 

as a finger or voice print or a photograph; 

"(5 ) the tern^ 'systen~of recoi-ds' means a ,group of 

any records under the control of any agency from which 

infomnation is retrieved by the name of the individual or 

by some identifying number, symbol, or other identif?jing 

particular assigned to the individual; 

" ( 6 )  the term 'sfatistical ircortl' nteans a record i n  

a nyslen~ of recortls nznintnilzctl for sfatistical research or 

7*eporting~ I ( ~ I I O . C C Sonly a12d not used in zr~hole or in part 

i n  mrrking any dcternlinntio,z nl~out nn  identifiable in-

tlivithlal, enncept as pro~)idc~cl by srcfion 8 of title 13; and 

' ' (7) fhe term ' r o ~ i f i ~ ? c  ~tse' nzeans, with respect to 

the disclos~llfie of a rat~cotd,the use of such recoifid fol- 

a purpose rchich is co7npaiiblt~ toith thc pzirl~osc for which 

it ulas collected. 

"(13) C ' o x n ~ ~ ~ ~ o s s  oil7D1scfr,osr~l?~.-A70 agcnc!) shall 
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disclose any  record which is contained in a system of records 

by an9 means of communication to any person, or to another 

agency, except pursuant to a writtet~ request by, or with the 

p ~ i o r  written consent of, the individual to whom the record 

pertains, unless clisclosu~~e of the record would be- 

"(1 )  to those ofjicers and employees of the agency 

which maintains the record who have a need for the rec- 

ord in the performance of their duties; 

"(2)  required under section 552 of this title; 

"(3)  for a routine use as defined in subsection 

( a )  (7) of this section and described under subsection 

( e )  ( 4 )  (0)of this section; 

" ( 4 )  to the Bureau of the Census for purposes of 

planning or carrying out a cen,sus or survey or related 

activity pursuant to the provisions of title 13; 

" (5 )  to a recipient who has provided the agency 

with aduance adequate written as.surance that the record 

will be used solely as a statistical research or reporting 

record, and the rccord is to be transferred in  a form that 

is not individually identifiable; 

" ( 6 )  to the National Brchices of the United States 

as a record which has sufficient historical or other value 

to warrant its continued preservation by the United 

States Government, or for evaluation by the Adminis- 



trator of General Services or his designee to determine 

whefher tlte recor-d has such value; 

"(7) to another agency or to an instncwzeiztality of ' 

Q P gover~$n~et~t(ll~ jurisdiction zoitl~iiz or under the con- 

trol of the United States for u civil or criminal law e,&- 

forcement activity if the activity is authorized by law, 

and if the head of the agency or instrumentality has made 

a written request to the agency tcskzkh maintains the rec- 

ord specifying the particular portion desiped and the lazv 

enforcement activity for which the record is sou,qht; 

" (8 )  to a person pursuant to a sho~r-inyof compelling 

circu1izsta1zces affecting the health or safety of an indi- 

vidual if upon such disclosure notification i s  transmitted 

to the last knozvn address of such individual; 

" ( 9 )  to either House of Congress, or, to the extent 

of matter zoithin its jurisdiction, ally committee or sub- 

comn~ittee thereof, any joint committee of Congress or 

subconamittee of any such joint conzrnittee; 

" ( 1 0 )  to the Comptroller General, or any of his 

authorized representatioes, in the course of the perform- 

aizce of the tluties of the General Accounting Office; or 

" ( 1 1 )  pursuant to the ordcr of a court of competent 

jurisdiction. 
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" ( c )  ACCOUNTING DISCLOSURE~. - -E~~~OF CERTAIN 

rrgency, with respect to each system of records under its 

c.ontro1, shall- 

" ( I )  except for disclosures made under subsections 

( b )  (1 )  or ( b )  (2 )  of this section, keep a n  accurate 

accounting of- 

" ( A )  the date, nature, and purpose of each 

dklosu+e of e record t~ any pevson or to an-

other agency made unrler subsection ( b )  of this see-

tion; and 

" ( B )  the name and address of the person or 

agency to whom the disclosure is made; 

"(2) retain the accounting made un&v paragraph 

(1) of this subsection for at least five years or the life 

of the record, whichever is longer, after the disclosure 

for which the accounting is made; 

"(3) except for disclosures made under subsection 

(b )  (7) of this section, make the accounting made under 

paragraph (1)  of this subsection available to the indi- 

vidual named i n  the record at his request; and 

" (4 )  inform any person or other agency about any 

correction or notation of dispute made by the agency in 

accordance with szibsection ( d )  of this section of any 

record that has been discolsed to the person or agency 

if an account'in~~ of  the disclosu~e was made. 

b 
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" ( d )  ACCESSTO R ~ c o ~ ~ s . - E a c hagency that main- 

tains a system of records shall- - .-
" ( I )  upon request by any indiv&xal to gain access 

to his record or to any  information pertaini'ng to him 

which is contained in the system, permit lrim and upon 

his request, a person of his own choosing to accompany 

him, to revieiv the record and have a copy mado of all 

or any  portion thereof in a form comprehensible to him, 

except that the agency naa7y require the individual lo 

furnish a zvritten statement authorizing discussio~z of 

that individual's record i n  the accompanying pcrson's 

presence; 

" (2 )  permit the individual to request a~nendment 

of a record per tp ia iq  to I ~ i m  and-

" ( A )  ?lot later than 10 days (excluding Sat- 

urdays, Sundays, ajid legal public holidays) after 

the date of receipt of S U C ~ Lrequest, acknowledge in 

writing such receipt; and 

"( B ) promptly, either- 

" ( i )  make any  corrccfion of an!/ portion 

thereof which the individual believes is not ac- 

curate, relevant, timely, or complete; or 

" ( i i )  inform the individual of its refusal 

to amend the record in accordance with his re- 

quest, the reason for the refusal, the procedures 
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established b?j the a*yency for the intlividual to 

request a review of that refusal by the head of 

the agency or an oficer designated By the haatI 

of tlte a.gency, and the name and Business ad- 

dress of that official; 

" ( 3 )  permit the individual who disagrees with the 

refusal of the agelzcy to amencl 1Lis record to request a 

review of such refusal, and not later than 30 days (ex- 

cluding Saturdays, Sundays, and legal public holidays) 

from the date on which the individual requests such re- 

view, complete such review and make a final determina- 

tion unless, for good cause shown, the head of the agency 

extends such 30-day period; and if, after the review, the 

reviewing oficial also refuses to amend the record i n  

accordance with the request, permit the individual to 

file with the agency a concise statement setting forth the 

reasons for his disagreement with the refusal of the 

agency, and notify the individual of the provisions for 

judicial review of the reviewing official's determination 

under subsection ( g )  ( l )( A )  of this section; 

"(4)  in any disclosure, containing information 

about which the individual has filed a statement of dis-

agreement, occurring after the filing of the statenlent 

under paragraph ( 3 )  of this subsection, clearly note any 

portion of t le  record which is disputed 'and provide 
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copies of the statement and, if the agency deenzs it appro- 

priate, copies of a concise statement of the reasons of 

the agency for not maki.~zg the amendments requested, to 

persons or other agencies to whom the disputed record 

has been disclosed; and 

" (5 )  nothing in this section shall allotu a n  indi-

vidual access to any information compiled i n  reasonable 

anticipation of a civil aation or proceeding. 

" ( e )  AGENCYREQUIRE~~IEA~TS.-E~C~agency that 

maintains a system of records shall- 

"(1) maintain i n  its records only such information 

about a n  individual as is  releva~zt and necessary to 

accomplish a purpose of the agenclj required to be ac-

complished by statute or by executive order of the Pres- 

ident; 

" (2)  collect information to the greatest extent prac- 

ticable directly from the subject individual when the in- 

fornzation may result i n  adverse deternzinations about a n  

individual's rights, benefits, anti privileges under Federal 

programs; 

"(3) inform each individual whom it a s h  to supply 

information, on the form which it uses to collect the in-

forntation or on a separate form that can be retained 

by the individual- 

" ( A )  the authority (whether granted by stat- 
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ute, or by executive order of the President) which 

a~~thorizesthe solicitation of the information and 

whether disclosure of such information is mandatory 

or voluntary; 

" ( B )  the principal purpose or purposes for 

which the information is  intended to be used; 

" ( C )  the routine uses which may  be made of the 

information, as published pursuant to paragraph 

(4)( D )  of this subsection; and 

" ( D )  the effects on him, if any, of not providing 

all or any part of the requested information; 

" (4 )  subject to the provisions of paragraph ( 1 1 )  of 

this subsection, publish i n  the Federal Register at least 

annually a notice of the existence and character of the 

system of records, which notice shall include- 

" (A )  the name and location of the system; 

" ( B )  the categories of individuals on whom 

records are maintained in the system; 

"(C)  the categories of records maintained in the 

system; 

" ( D )  each routine use of the records contained 

in the system, including the categories of users and 

the purpose of such use; 
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" ( E )  the policies and practices of the agency 

regarding storage, retrievability, access controls, re- 

tention, and disposal of the records; 

" ( F )  the title and business address of the agency 

officzal who is responsible for the system of records; 

" ( G )  the agency procedures whereby an in-

dividual can be notified at his request if the system 

of records contains a record pertaining to him; 

" ( H )  the agency procedures whereby an in-

dividual can be notified at his request how he can 

gain access to any record pertaining to him con-

tained in the system of records, and how he can 

contest its content; and 

" ( I )  the categories of sources of records in the 

system; 

"(5)  maintain all records which are used by the 

agency in making any determination about any indi- 

v'idual with such accuracy, relevance, timeliness, and 

completeness as is reasonably necessary to assu.re fair- 

ness to the individual in the determination; 

" (6 )  prior to disseminating any record about an 

individual to any person other than an agency, make 

remonable efforts to assure that such records are ac-

curate, complete, timely, and relevant; 

"(7) maintain no record describing how any indi- 
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vidual exercises rights guaranteed bjy the first amendment 

unless expressly authorized by statute or by the individual 

about who the record is  maintained or unless pertinent 

to and within the scope of an  authorized law enforce- 

ment adtiuity; 

" (8)  make reasonable efforts to serve notice on a n  

individual when any record on such individual is  made 

available to any  person under compulsory legal process 

when such process becomes a matter of public record; 

" (9 )  estdlish rules of conduct for persons involved 

in the design, development, operation, or maintenance 

of an9 system of records, or in maintaining any  record, 

and instruct each such person with respect to such rules 

and the requi7.emeds of this aedion, including any  other 

rules and procedures adopted pursuant to this section 

and the penalties for noncompliance; 
-

"(It?) establish appropiate administrative, technical, 

and physical safeguards to insure the security and con- 

fidentiality of records and lo protect against any  antici- 

pated threats or hazards to their security or integrity 

which could result in substantial h a m ,  embarassment, 

inconvenience, or u n f a i r n e ~to any  individual on whom 

information is maintained; and 

" ( 1 1 )  at least 30 clays prior to publication of in-

formation under paragraph (4)(0)of this subsection, 
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publish i n  the Federal Register ;otice of any new use or 

intended use of the information in the system, and pro- 

vide a n  opportunity for interested persons to submit 

written data, views, or arguments to the agency. 

" ( f )  AGENCYRULES.-In order to carry out the provi- 

sions of this section, each agency that maintains a system 

of records shall promulgate rules, in accordance with the re- 

quirements (including general notice) of section 553 of this 

title, which shall- 

"(1) establish procedures whereby an individual 

can be notified in response to his request if any system 

of records named by the individual contains a record 

pertaining to him; 

"(2) define reasonable times, places, and require- 

ments for identifying an individual who requests his rec- 

ord or information pertaining to him before the agency 

shall make the record or information available to the 

individual; 

"(3)  establish procedures for the disclosure to an 

individual upon his request of his record or information 

pertaining to him, including special procedure, if 

deemed necessary, for the disclosure to an individual 

of medical records, including psychological records, per- 

taining to him; 
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" (4 )  establish procedures for reviewing a request 

from an individual concerning the amendment of any 

record or information pertailling to the individual, for 

making a determination on the request, for an  appeal 

within the agency of an initial adverse agency detemi- 

nation, and for whatever additional means may be nec- 

essary for each individual to be able to exercise fully his 

rights under this section; and 

" (5)  establish fees to be charged, if any, to any in-

dividual for making copies of his record, excluding the 

cost of any search for and review of the record. 

The Ofice of the Federal Register shall annually compile and 

publish the rules promulgated under this subsection ant1 

agency notices published under subsection (e)  ( 4 )  of this 

section in a form available to the public at low cost. 

" ( g )  ( 1 )  CIVIL R ~ n i l ~ ~ I ~ ~ . - ~ V h e n e v e r  any ageny- 

" ( A )  makes a determination under subsection ( d )  

(3) of this section not to amend an individual's record 

in accordance with his request, or fails to make such 

review in  con'formity with that subsection: 

" ( B )  refuses to comply with an individual request 

under subsection ( d )  ( I )  of this section; 

" ( C )  fails to maintain any record concerning any 

individual with such accura y, relevance, tiincliness, and 

colnpletcness as is n,ecessary to asstire fairness in  any 



16 


dete~snlination relating to the Qualifications, character, 

rights, or opportllnities of, or benefits to the individtial 

that may be made on szich record, and consequently a 

deternlinntion is nzade which is aclverse to the individ- 

ual; or 

"(n)fails to comply v ~ i t h  any  other provision of 

this section, or any rule promulgated thereunder, i n  such 

a wny us to 1taq:e a n  adrerse effect on a n  individual, 

the individzrd mny  bring a civil action against the agency, 

and the district courfs of the United States shall have jurisdic- 

tion i n  the matters under the pro~isions of this subsection. 

" (2)( A )  I n  any suit brought under the povisions of 

szcbsection ( g )  ( 1 )  ( A )  of this section, the court m a y  order the 

agency to nlneizd ihe individual's record in accordance with 

his request or i n  srtcl~ otlter (1-ny as t l ~ e  court may diwct. In 

such n case the cozrrt sli(i11 determine the nzatter de novo. 

" ( B )  The court may assess against the United States 

reasonnble attorney fees and other litigation costs reasonably 

incurred in any case z ~ ~ l d e r  this paragraph i n  which the corn- 

plairzn~lt has substantially prevailed. 

"(3 )( A )  I72 any suit b~~ought  under the provisions of 

subsection ( g )  ( 1 )  ( R )  of this section, the court may enjoin 

the agency f~onz ~r~ i tAhoEt l i~~~  the records and order the pro- 

duction to the complainnnt of any  agency records improperly 

withheld from l ~ i ~ n ,  In fiuch a case the court shall determine 



the matter de novo, and may examine the contents of any 

agency records in  camera to determine whether the records or 

any portion thereof may be withheld under any of the ezemp- 

tions set forth in  subsection ( k )  of this section, and the burden 

is on the agency to sustain its action. 

"(B)  The court may assess against the United States 

reasonable attorney fees and other litigation costs reasonably 

incurred in any case under this paragraph in  which the com- 

plainant has substantially prevailed. 

" ( 4 )  I n  any suit brought under the provisions of subsec- 

tion ( g )  ( I )  ( C )  or ( D )  of this section in which the court 

determines that the agency acted i n  a manner which was inten- 

tional or zoillful, the United States shall be liable to the indi- 

vidual i n  an amount equal to the sum of- 

" (A)  actual damages sustained by the individual 

as a result of the refusal or failure, but in  no case 2;hall 

a person entitled to recover9 receive less than the sum of 

81,000; and 

"(B)  the costs of the action together with reasoizable 

attorney fees as determined by the court. 

" (5)  A n  action to enforce any liability created under 

this section may be brought in  the district court of the United 

States in the district in which the complainant resides, or 

has his principal place of business, or in which the agency 

records are situated, or i;z the District of Columbia, without 



regard to the anaoulzt in controversy,'zrithin tlco years from 

the date on which the cause of action aris'es, except that where 

an  agency has materially and zcillfzilly misrepresented aizy 

information reqrtiretl under this section to be clisclosed to an 

individual ancl the information so misrepresented is nlaterial 

to the establishmeut of the liability of the agency to the intli-

cidual under this section, the action lnay be boz~qht at any 

time wiihilz tico years after discovery by the indivitlual of 

the misrepresentation. 'Nothing in this section shall be con-

strued to authori:e any civil action by reason of afzy injury 

sustainecl as the result of a disclosure of a record p13ior tn 

the effectiae date of this section. 

" ( h )  RIGHTSOF LEG-LLGU.IRDI~INS.-FOT the 21zir- 

poses of this section, the parent of any minor, or the legal 

yuctrdia1z of any  indiaitlual who has Been tleclcired to be ill- 

cornpetelzt due to physical or fnental ilzcapacity or age by a 
' 

court of competent jzirisdiction, may act on behalf of the 

indiaidual. 

"(i) ( 1 )  CRI.IIINBL P E A ~ . ~ L T I E S . - ~ ~ ~ ? ~  orofficer enz-

ployee of a n  agency, who by virtue of his employment or 

official position, has possession of, or access to, agency rec-

ords which contain individually identifiable in fomat ion  the 

disclosure of itqhich is  prohibited by this section or by rules or 

regulations estu.bFished thereunder, and rcho kcowing that 

tlisclosrrre of the sllrcific ma!erial is  so q~rohilnted, ~ ~ ~ i l l f u l l g  
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discloses the material in any  manner to a r q  person or agency 

not entitled to receice ill shall be guilty of a misdemeanor ant1 

[iricc! ,/oftnorc thciti ,$.T,000. 

" ( 2 ) A n y  officer or employee of any agem-y who usill- 

fully maintains a systenz of recorr1.s zvithout meeting the 

notice reqztireme~zts of slrbsection ( e )  ( 4 )  of this section shall 

be guilty of u misdmneu~lor and fined not more than $6,000. 

" ( 3 )  A n y  person who knorcingly atitl ~c~illfnlly reqzlests 

or obtains any record co7zcewiiny an intlividuc~lf rorn a12 

ugency under false pretenses shall be ,quihy of a misdemeanor 

and fined ?tot more than 65,000. 

"(j) GESER. IL  E x E ~ ~ I I ~ T I o N s . - - T ~ ~  head of any agency 

may  ~womulgate rules, it1 accortlance with the requireme~its 

(inclrc(1ing general notice) of sections 553 ( b )  ( I ) ,  ( 2 ) ,  and 

( 3 ) ,  ( c ) ,  atzd ( e )  of this title, to e,renzpt any  system of records 

zuithin the agency from any part of this section e.rcept subsec- 

tions ( b ) ,  ( c ) ,  ( I ) ,  ( R ) ,  atzd (4) ,  ( e )  ( 4 )  (A) through 

( F )  ( e )  ( G ) ,  (7) , (9) ,  ( l o ) ,  and ( I I ) ,  and ( i )  if the sys- 

tem of records is- 

" ( 1 )  maintained by the Central Intelligence Agen- 

cy; or 

"(2) maintained by aa agency or component there- 

of which performs as its principal function any  activity 

pertainijzg to the enforc-ietzt of criminal laws inclztd- 

ing police forts to preve~ t ,  control, or reduce crime 
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or to apprehend criminals, and the activities of prosecu- 

tors, courts, correctional, probation, pardon, or parole 

autl~orities, and wl~iclh consists of ( A )  information conz- 

piled for the purpose of identifying individual criminal 

offenders and alleged offenders ancl consisting only of 

identifying data and notations of arrests, the nature and 

disposition of criminal charges, sentencing, confinement, 

release, and parole and probation status; ( B )  inforrna-

tion compiled for the purpose of a criminal investigation, 

including reports of informants and investigators, and 

associated with an identifiable individual; or ( C )  reports 

identifiable to an  individual compiled at any stage of the 

process of enforcement of the criminal laws from arrest 

or indictment through release from supervision. 

A t  the time rules are adopted under this subsection, the agency 

shall include in the statement required under sedion 553(c )  

of this title the reasons why the system of records is to be 

e,t.empted from a provision of this section. 

"(k) SPECIFIC head of any agency ESE~I~PTIONS.-T~~ 

may  promulgate rules, in accordance with the requirements 

(including general notice) of sections 553(b)  ( I ) ,  ( 2 ) ,  and 

( 3 ) , ( c ) ,  and ( e )  of this title, to exempt any system of recorcls 

within the agency from subsections ( c )  ( 3 ) ,  ( d ) ,  ( e )  ( I ) ,  

( e )  (4)  ( G ) ,  ' (H) ,  and ( I ) ,  and ( f )  of this section if the 

system of records a4-
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"(1) subject to the provisions of section 55.8( b )  (1) 

of this title; 

" ( 2 )  investigatory cxaterial compiled for law en-

forcemenlt purposes, other than material within the scope 

of subsection ( j )  (2 )  of this section: Provided, hozcever, 

That  if clny individual is denied any  right, privilege, 

or bellefit that he zcoulcl ollierwise be entitled by Federal 

law, or for which he would otherwise be eligible, as 

a result of the maintenance of such material, such nza- 

terial shall be provided to such individual, except to the 

extent that the disclosure of such material would reveal 

the identity of a source who furnished information to the 

Government under a n  express promise that the identity 

of the source would be held in confidence? or, prior to thc 

effective date of this section, under a n  implied promise 

that the identity of the source zoould be held i n  confidence; 

"( 3 )  maintained in connection with providing pro- 

tective services to the President of the United ,States or 

other individuals pursuant to section 3056 of title 18; 

" ( 4 )  required by statute to be maintained and used 

solely as statistical records; 

" ( 5 )  investigatory nzoterial compiled solely for the 

purpose of determining suitability, eligibility, or qualifi- 

cations for Federal civilian employment, miliba y service, 

Federal contracts, 0;' access to classified information, but 



only to the extent that the clis?losure of suclt nzaterial 

~ i ~ o z ~ l t lreven1 the itle~ttiiy of a sou~*cc ~ o h o  fur~tished in-

for7natiorz to the Gorernlnc~lt  z!,lt/er (in e.12pre.s.s 1)1*0111i.~e 

that the idelztity of the sozcrce wo~rld' be heltl i n  confi- 

dence, or, prior to the efeotiee date of this sectioiz, under 

a n  im2)lietl promise that the ident i fy  of the source woziltl 

be held ill confidence; 

" ( 6 )  testing or eaan~inat ion material zrscd solely 

to debrmir~e  individual qualifications for nppointme?zt or 

p~.omotioi~i n  the Federal service the disclosure of which 

would conzpromise the objectivity or  fairlzess of the test- 

ing or  examination process; or  

"(7) evaluatio,z material used to tletermi~le poten- 

tial for promotion i n  the amzed services; bzit o ~ t l y  t~ the 

erteut that the tlisclosure of such nzaterial rcoultl revetd 

the i t le l l t i t~ of a source lcho fu)~~zishetl i n f o ~ m a t i o n  to the 

Governnze12t zlntle~. a n  enal)l.ess pi-onzise that the itlcrltity 

of the source be held i n  co~lfideizce, or, prior Z L ~ O Z L ~ ~  to 

the effective date of this section, under a7z implied 13ronz- 

ise that the identity of the source woultl be heltl i l l  

con ficlence. 

A t  the time rules are adopted under this subsection, the ugcnc!~ 

shall include in  the statement required za~der  section 5 5 3 ( c )  

of this title, the reasons w h y  the system of records is  to be 

exempted from a provis.ion of this section. 
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"(1) ( 1 )  A~c~uz  BEC~ORDS.--EUC~ recordr7.1r, agency 

zchich is  accepted b y  the Administrator of Gelzeral Services 

for storage, processi~lg, and servicitzg i n  accordance with 

section 3 1 0 3  of title 44 shall, for the purposes of this section, 

be considered to be maintained b y  the agelac3 which deposited 

the record and shall be subject to the pl,ovisioizs of this sec- 

tion. The d d m i / ~ i s L ~ . u t o ~ .01 Ge~let.cil Serxices shall not dis- 

close the record except to the agency zchich maintai~zs  the 

record, 07. uutler rules establishetl b y  thut agency which are 

not itlcowsiste,tt with the provisions of this section. 

" ( 8 )  E a c h  ayencg record pertainit~g to a n  ide~~ti f iable  

intlividual ichich was  transferred to the Xcltio~lal Archices 

of the United States as a record w l ~ i c h  has sufficient l~islo~.ical 

or  othe18 value to ~ c u r ~ ~ a n t  its corlti~zued presercation bg tlre 

U~ritetl  Stcites G'ouernnzeizt, 111,ior to tlre etf'ective date of this 

section, shall, for the purposes of this section, be co~isitlered 

to be mair~tained by  the National Archices nnd shall not be 

sitbjcct to the 1)roviaions of this sectio~z, except that CL state-

1ne11t ge12erally describing such ~ * e c o ~ d s  the(~tzodeled after 

r c q ~ ~ i ~ ~ e r t ~ c n t srelating to recot.ds s~ibject to subsectioizs ( e )  

( 4 )  ( A )  tlirough ( G )  of this sectiolz) shall be pnblished 

i n  the Federal Register. 

" ( 3 )  E a c h  agencg record pertaining lo a n  identifiable 

individual w h i c l ~  is  transferred to the National Archives of 

the Cniiccl Xtntes as a record zclrich has sulqiciolt lristorical 01% 
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other ~ a l u e  to warrant its conti~zued preservation by the 

United States Government, on or after the effective date of 

this section, shall, for the purposes of this section, be con-

sidered to be inaintained by the Natio~zal Archives and shall 

be e.z.empt from the reqzcirements of this section except sub- 

sections ( e )  (4 )  ( A )  through ( G )  and ( e )  (9)  of this section. 

"( m )  GoPERS~IIEA~TCOA~TE~.Ic ~ O ~ s . - W h e n  an agency 

provides by a contract for the operation by or on  behalf of 

the agency of a system of records to accomplish an  agency 

jzuzction, ihe agency shall, consistent ziqith its azithority, cause 

the requiremszts of this section to be applied to such system. 

For purposes of subsection (i) of this section any such con- 

tractor and any employee of szich contractor, if such contract 

is agreed to on or after the effective date of this section, shall 

be considered to be an  employee of a n  agency. 

" ( n )  ~ ~ X I I I L I X GL I S T S . - ~ ~individzial's name and ad- 

dress 7nag tot be sold or rclztctb by  an  agencg unless such 

nction is s;necificallg azcthorizetl by law. This provision shall 

tot be constrned to ~*equire the tuitl~ho1tEin.g of names and 

atlttresses otherwise permitted to be nzade public. 

" ( 0 )  REPORT03 NEW SYSZ'EI~IS.--E~C~ agency shall 

provitle adequate advance notice to Congress and the Office 

of ,Wannge,nent a,2tl Budget of any  proposal to establish or 

alter on?, .vsfent of records i n  order to permit a n  evaluation 

of /he proboble or potewlial cfect of such proposal on- fhs  
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privacy and other personal or property rights of individuals 

or the disclosure of informafion relating to szlch individuals, 

and its effeot an the preservation of the constitutional prin- 

ciples of federalisnz and separation of powers. 

" ( p )  ANNUALREPORT.-The President shall submit to 

the Speaker of the House and the President of the Senate, 

by June  30 of each calendar year, a consolidated report, sep- 

arately listing for each Federal agency the number of records 

contained in any system of records which were exempted 

from the application of this section under the provisions of 

subsections ( j )  and ( k )  of this seckion during the preceding 

calendar year, and the reasons for 'the exemptions, and such 

other information as indicates efforts to administer fully this 

section. 

"(q) EFFECTOF OTHER LAWS.-NO agency shall ~ e l y  

on any exemption contained i n  section 552 of this title to with- 

hold from a n  individual any  record which is othemise 

accessible to such individual under the provisions of this 

section.". 

SEC.4. The chapter analysis of chapter 5 of title 5, 

United States Code, is  amended by inserting: 

"652a. Aecwds about i.nd.vidllals." 

immediately below : 


%55$?.PuBEiC information; agency d e a ,  opinions, orders, amd proceed. 

imp.". 




SEC.5. (a )( I )  There is establikhed a Privacy Protec- 

tion Study Commission (hereinafter referred to as the "Com- 

mission") which shall be composed of seven members as 

follows: 

(A)  three appointed by the President of the United 

States, 

( B )  two appointed by the President of the Senate, 

and 

(C)  two appointed by the Speaker of the House 

of Representatives. 

Members of the Conzmission shall be chosen from anzong 

persons who, by reason of their knowledge and expertise in 

any of the following areas-civil ~ights and liberties, law, 

social sci~nces, computer tecl~noloqy, bitsiness, recorcls man- 

agement, ancl State and local governme~zts-are well qualified 

for service on the Commission. 

(2)  The members of the Commission shall elect a Chair- 

man from among themselves. 

(3 )  Any vacancy in the membership of [lie Commission, 

as long as there are four members in ofice, shall not impair 

the power of the Commission but shall be filled in the same 

manner in which the original appointment was made. 

(4)  A quorum of the Commission shall consist of a 

majorif3 of the members, except that the Commission may 

establish a lower number as a quorum for the purpose of 



iali5ng testimony. The Commission is autho~ized to establish 

such committees and delegate such authority to them as may 

be necessary to carry out its functions., Each member of the 

Commission, including the Chairman, shall have equal respon- 

sibility and authority in all decisions and actions of the 

Commission, shall have full 'uccess to all informahn neces- 

s a y  to the perfo~mance of their functions, and shall have 

one vote. Action of !the Commission shall be deterntined by a 

nzajoritg vote of the members present. The Chairman (or a 

member designated by the Chairman to be acting Chairman) 

shall be the o m a l  spokesman of the Commission in its rela- 

tions with the Congress, Government agencies, other perscrns, 

nnd the public, aid, on behalf of the Commission, shall see 

20 the faithful execution of the administrative policies and 

decisions of the CommLission, and shall report thereon to the 

Commission from time to time or as the Commission may 

direct. 

(5)( A )  Whenever the Commission submits any budget 

estimate or request to the President or the Offee of Manage-

men't and Budget, it shall concurrently transmit a copy of 

, that request to Cang~ess. 

( B )  Whenever the Commission submits any legislative 

~ecommendations, or testimony, or comments on legislation 

to the President or Office of Management and Budget, it shall 

conczcrrentlg transmit a copy thereof to the Congress, No 
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officer or agency of the United States shall have an,y authori- 

ty to require the Commwsion. to &it its legislative recom- 

mendations, or testimony, or comments on  legislatiop, to any  

o@er or agency of the United States for approval, com-

ments, or review, prior to the submission of such recom-

mendations, testimony, or comments to the Congress. 

(b )  The  Commission shall- 

( I )  make a study of the data banks, automated data 

procesing programs, and information systems of govern- 

mental, regional, and private organizations, in order to 

determine the standards and procedures in force for the 

prolection of personal information; and 

(2) recommend to the President and the Congress 

the extent, if any,  to which the requirements and prin- 

ciples of section 552a of title 5, United States Coda, 

should be applied to the information practices of those 

orgunizations by legislatiwn, arlnzinistrative action, or 

voluntary adoption of such requirements and prinuiples, 

and report on  such other legislative recommendations as 

it may  determine to be necessary to protect the privacy of  

individuals while meeting the legitimate needs of govern- 

ment and society for infomation.  

( c )  ( I )  I n  the course of conducting the study required 

under stbbsection ( b )  (2) of this section, and in its reports 
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thereon, the Commission may research, examine, and 

analyze-

( A )  interstate transfer of information about in-

diuiduab that is undertaken through manual files or by 

computer or other electronic or telecommunications 

means; 

( B )  data banks and information programs and sys-

tems the operation of which significantly or substantially 

affect the enjoyment of the privacy and other personal 

and property rights of individuab; 

( C )  the use of social security numbers, license plate 

numbers, universal identifiers, and other symbols to 

identify individuals in  data banks and to gain access to, 

integrate, or centralize information systems and files; 

and 

( D )  the matching and analysis of statistical data, 

such as Federal census data, with other sources of per- 

sonal data, such as automobile registries and telephone 

directories, in order to reconstwct individual responses 

to statistical questionnaires for commercial or other pur- 

poses, i n  a way which results in a violation of the im- 

plied or explicitly recognized confidentiality of such 

information. 

(2 )( A )  The Commission may include in its examina-

tion personal information activities in  the following areas: 



medical; insurance; education; em$loymnt and personnel; 

credit, banl~ing and filanciul itlstitutiot~s; credit bureaus; the 

commercial reporting industry; cable television and other 

telecommunications media; travel, hotel, and entertainment 

reservations; and electronic check processing. 

( B )  The Cmmission shall include in its examination a 

study of- 

( i )  whether a person engaged in interstate commerce 

who maintains a mailing list should be required to remove 

an individual's name and address from such list .upon 

request of that individual; 

(ii) whether the Internal Revenue Service should be 

prohibited from transfering individually indenti/inble 

data to other agencies and to agencies of State 

governments; 

( i i i)  whether the Federal Government should be 

liable for general damages incurred by an individual as 

the result of a willful or intentional violation of the pro- 

visions of sectwns 5 5 2 a f g )  ( I )  (C) or (D)of title 5, 

United States Code; and 

( i v )  whether and how the standar& for security and 

confidenitiality of records reyuired under section 55% 

( e )  ( 2 0 )  of sdch title should be applied when a record is 

disclosed to a person other than a n  a*qency. 
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(C.). The  Commission ma.y study such other personal in-

formation activities necessaly to ca7,ry out the congressional 

policy embodied in this Act, except that the Commission shall 

not investi,yate information systems maintained. by, religious 

orgawizations. 

(3) I n  conducting such study, the Commission shall- 

( A )  determine what laws, Executive orders, regu- 

lations, directives, and judicial decisions govern the ac- 

tivities under study and the extent to which they are 

consistent with the rights of privacy, due process of law, 

and other guarantees in the Constitution; 

( B )  determine to what extent governmental and 

private information systems affect Federal-State rela-

tions or the principle of separation of powers; 

( C )  examine the standards and criteria governing 

programs, policies, and practices relating to the collec 

tion, soliciting, processing, use, access, integration, dis- 

semination, and transmission of personal information; 

and 

( D )  to the maximum exteat practicable, collect and 

utilize findings, mports, studies,. hearing transcripts, and 

reconzmendations of governmental, legislative and private 

bodies, institutions, organizatio.ns, and individuals which 

pertain to the problems un'der study by the Commission. 

http:organizatio.ns
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(d )  In addition to its other functions the Commbsion 

may-

( I )  request assistance of the heads of appropriate 

departments, agencies, and instrumen~tutities of the Fed- 

eral Government, of State and local governments, and 

other persons in carrying out ih functions under this Act; 

( 2 )  upon request, assist Federal agencies in comply- 

ing with the requirmenc of section 552a of title 5, 

United States Code; 

(3) determine what specific categories of informa- 

tion, the collection of which would viotate an individual's 

right of privacy, should be prohibited 6y statute from 

collectionby Federal agencies; and 

(4 )  upon request, prepme mode2 legislation for use 

by State and local governments in establishing procedures 

for handling, maintaining, and disseminating personal 

informaah at the State and local level and provide such 

technical assi&ance to fitate and local governmenis as they 

may require in the preparation of implementation of 

such legislation. 

(e)( I )  The Commission may, in carrying out its func- 

t i m  under this section, conduct such inspections, sit and 

act at such times and places, hold such hearings, take S Z L C ~  

bestimong, require by subpena the attendance of such wit- 

nesses and the production of such boolcs, records, papers, 
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correspondence, and documents, administer such oaths, have 

such printing and binding done, and make such expenditures 

as the Commission deems advisable. A subpena shall be 

issued only upon a n  afirmative vote of a majority of all 

members of the Commission. Subpenas shall be issued under 

the signature of the Chairman or any  member of the Com- 

mission designated by the Chairman and shall be served by 

any  person designated by the Chairman or any  such member. 

A n y  member of the Commission m a y  administer o a t b  or 

affirmations to witnesses appearing before the Commission. 

(2)( A )  Each department, agency, and instrumentality 

of the executive branch of the Government is authorized to 

furnish to the Commission, upon request made by the Chair- 

man, such information, data, reports, and such other assist- 

ance as the Commission deems necessary to carry out its func- 

tions under this section. Whenever the head of any  such 

department, agency, or instrumentality submits a report pur- 

suant to section 552a(o )  of title 5, United States Code, a 

copy of such report shall be transmitted to the Commission. 

( B )  I n  carrying out its functions and exercising its 

powers under this section, the Commission may  accept from 

any  such department, agency, independent instrumentalitly, 

or other person any  individually identifiable data if such 

data is necessary to carry out such powers and functions. I n  

any case in which the Commission accepts any such informa- 
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tion, it shall assure that the information is used only for t l ~  

1)urpose for which it is provided, and upon, completion of 

that purpose such information shall be destroyed or returnetl 

to such department, agency, independent instru~nen~talit~, or. 

person from which it is obtained, as appropriate. 

( 3 )  The Commission shall have the power to-

( A )  appoint and fh the compensation of an execu- 

tive director, and such additional staff personnel as may 

be necessary, without regard to the provisions of title 5, 

United States Code, governing appointments in the com- 

petitive service, and without regard to chapter 53 and 

subchapter III  of chapter 53 of such title relating to 

classification and General Schedule pay rates, but at 

rates not in excess of the muxinaum rate for 68-18 of 

the General Schedule under wction 5332 of such title; 

and 

( B )  procure temporary and intermittent services 

to the same extent as is authorized by section 3109 of 

title 5, United States Code. 

The Commission may delegate any of its functions to such 

personnel of the Commission as the Commission may desig- 

nate and may authorize such successiue redelegations of such 

functions as it may deem desirable. 

(4) The Commission is authorized- 
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( A )  to adopt, amelul, attd repeal rules and regula- 

tions governing tlte n ~ u w i t o ~  its operations, organiza- of 


tion, and personnel; 


( B )  to enter into contracts 01. other arrangements or 

modifications theyeof, wit11 any government, any  depart- 

ment, agency, or intlel)endent insfr~1inze1ztalit!j of the 

United States, or zozth any person, firm, ns.sociation, or 

corporation, anrl such contracts or other arrangements, 

or modifications thereof, m a y  be entered in fo  zciithout 

legal consideration, without performance or other bonds, 

and without regard to section .3709 of the Revised Stat- 

utes, as amender1 ( 4 1  U.S.C. 5 ) ;  

( C )  to make advance, progress, and other paynzents 

which the Commission deems necessary tinder this Act 

without regarcl to the provisions of section 3648 of the 

Revised Statutes, as amended (31 U.S.C. 529); and 

( D )  to take szlch other action as may be necessary 

to carry out its functions under this section. 

( f )  ( I )  Each inember of the Commission who is 0 1 2  ofi-

cer or employee of the United States shall serve without addi- 

tional compensation, but shall continue to receice the salary of 

his regular position when engaged i n  the performance of the 

duties vested in the Comnlission. 

(2 )  A member of the Gonz~nission other t h ~ n  one to 

whom paragraph (1) applies shall receive per diem at the 

rnaximwm daily rate for GS-18 of the Genwal Schedule 



when engaged in the actual perforhance of the duties rested 

in the Commission. 

(3) All  menders of the Commission shall be reimbursed 

for travel, subsistence, and other necessary ezpenses incut.red 

by them in the perforntance of the duties vested i n  the Conl- 

mission. 

( g )  The  Conz~rzission shall, from tinze to time, and i n  a n  

annual report, report to t1g IPresident ant1 the Congress on 

its activities in carrying out the procis-ioas of this section. The  

Gort~mission shall make a final repotat to the President and to 

the Congress otz its findings pursua71t to the study required to 

be matie under subsection ( b )  ( 1 )  of this scction not later than 

two years from the date 012 wliich all of the mentbers of f l ~  

Coinnlission are appointed. I ' l~e  Conznzissio~i s11all cease to ex- 

ist thirtg dags after the date on which its final report is sub- 

?~~i t tedto the President and the Congress. 

( h )  (1)A n y  ntembcr, officer, or enlployee of the Conzmis- 

sion, who by cii-tue of his emplo!jment or oficial position, has 

possession o f ,  or access to, agency records which contain in-

clividually idet~tifiable information the disclosure of which is 

prohibited bg this section, and who knowing that that dis- 

closure of Ihe specific material is ,so prohibited, willfully dis- 

closes the material in any manner to any person or agemy not 

entitled to receive it, shall be fined not more than $5,000. 

(2 )  A n y  11erson who knowingly and willfully requests 

or obtains any record concerning a n  incliciclual from the (Tom- 
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mission under false pretenses shall be fined not more than 

$5,000. 

SEC.6. T h e  Office of iManagement antl Budget slrall- 

( 1 )  develop guidelines nnd regulations for the use 

of agencies in implelneitting tlre provisions of section 5 J 2 a  

of title 5, Unitcil Stoics ('ode, n s  ntlrletl by seciioll 3 of 

this Act;  and 

(2)  provide continuing assistance to and oversight 

of the implementa.tion of  tire prouisio~,.~ of svcli section 

by  agencies. 

SEC.7.  ( a )  ( 1 )  I t  shall be un law f~ t l  for  any  Federal, 

State or local gouernnzent agency to deny to any  intlividlial 

any  right, benefit, or privilege provided by  law because of 

such i7zdividual's reftrsal to disclose his sociol seczrrify aqccount 

number. 

(2)  T h e  provisions o f  paragrapli (1) of this subsection 

shall not apply with respect to- 

( A )  any  disclosllre ~rrlrich is rcquired h,~j Federal 

statute, or 

( B )  the disclosure of a social security numher to any  

Federal, State, or local agency 111uinfaini77g a system of 

records i n  existence and operating beforc J a n u a r y  1, 

1975, if sucli disclosure was rcquirerl ~inrlcr statute or 

regulation atlopted prior to sztch dote to z-eri/!j the identit?/ 

of a n  individual. 



( b )  A n y  J'ederul, State, or lbcal government ayency 

which requests an  individzial to tlisclose his social security , 

account number shall inform that individual whether that 

disclosure is  mandatory or volun.tary, by  what statlrtorg or 

other authority such lumber  is solicited, a~zd what uses tirill 

be nznile of it. 

SEC.8. The provisions of tltis Act shall be effective 011 

and after the date of enactment, except that the anze,ldmeuts 

made by sections 3 and 4 shall become effective 270 days fol- 

lozuing the clay on zohich this Act is enacted. 

SEC.9 .  There i s  autl~orized to be appropriated to carry 

out the provisions of  section 5 of this Act  for fiscal years 

1975, 1976,  and 1977  the sum of $'1,500,000, except thal 

not more t.han $750,000 may be expended dzcring any such 

fiscal year. 

Amend the amendment of the House to the tiltle so ns to 

read: "An Act to larnend title 5, United States Code, by adding 

a section 552s to safeguard individual y~-ivacy from the misuse 

of Zedera1 reaords, to  provide that individuals be granted access 

to records concerning them which are maintained by Federal 

agencies, to establish a Privacy Protectlion Study Commission. 

and for other l)ul.poses." 

Attest : 

Secretary. 



In the House ofRepresentatives, (I, $., 
December 18, 1974. 

Resolved, That the House agree to the amendments of 

the .Senate to the amendments of the House to bill (S. 3418) 

ent3Jql "An A c i  to &stabli& 9 Privacy Prqtectjon Copqnission, 
to pyovide management systems in Pederal agencies apd certain 

other organizations with respect to the gathering and disclosure 

of information concerning individuals, and for other purposes7', 

witb h e  followisrg 

AMENDMENTS: 

(1)Page 16, strike out lines 1 through 10, inchqive, 

ipylgdval to any persop otheT t b n  qn qgeqcy, upless 

the d&wm,in.@ion i,s +pursuwt .to s q b ~ t i o n  {b )  (2)  

agemy purposes; 

"(7j maintain no record describipg h w  any in- 

&u$ual exercises rights gvqr~;nkedby the First Amend- 

1 fient ynl* e;~:pr.esslyauthor&ed ;b~statute or by the 

individual about whom the record is maintained or 

unless pertinent to and within the scope of an authorized 

law enforcement activity; 
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<2)Page 24,  strike out all after line' 10 over to and including 

line 2 4  on page 25, and insert: 

" ( j )  GENERAL EXEMPTIONS.-The head of any agency 

may promulgate rules, in accordance with ,the requirements 

(including general notice) of sections 553 ( b )  ( I ) ,  (2) ,  and 

(3), ( c ) ,  and ( e )  of this title, to exempt any  system of records 

within the agency from any part of this section except sub- 

sectio~zs(b) ,  ( c )  ( 1 )  and ( 2 ) ,  ( e )  (4 )  ( A )  through ((F, 

( e )  (6), (7), (9), ( l o ) ,  and ( I I ) ,  and ( i )  if the system of 

records is- 

" ( 1 )  maintained by the Central Intelligence Agency; 

or 

" ( 2 )  maintained by a n  agency or component thereof 

which performs as its principal function any activity per- 

taining to the enforcement of criminal laws, including 

police efforts to prevent, control, or reduce crime or to 

apprehend criminals, and the activities of prdsecutors, 

courts, correctional, probation, pardon, or pardle author- 

ities, and which consists of ( A )  information compiled for 

the purpose of identifying individual criminal offenders 

and alleged offenders and consisting only of identifying 

data and notations of arrests, the nature and disposition 
. . 
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of criminal charges, sentencing, confinement, release, and 

parole and probation status; ( B )  information compiled 

for the purpose of a criminal investigation, including 

reports of informants and investigators, and associated 

with an  identifiable individual; or ( C )  reports identifiable 

to an  individual compiled at any  stage of the process of 

enforcement of the criminal laws from arrest or indict- 

ment tl~rough release from supervision. 

A t  the time rules are adopted under this subsection, the agency 

shall include in the statement required under section 553(c )  

of this title, the reasons why the system of records is to be 

exempted from a provision of this section. 

(3) Page 42, strike out lines 11 through 21,and insert: 

( h )  ( I )  A n y  member, officer, or employee of the Commis- 

sion, who by virtue of his employment or official position, has 

possession of, or access to, agency records which contain 

individually identifiable information the disclosure of which 

is prohibited by this section, and who knowing that disclosure 

of the specific material is so prohibited, willfully discloses the 

-material in any manner to any  person or agency not entitled 

to receive it, shall be guilty of a misdemeanor and fined not 

more than $5,000. -



(2)  Any person who knowingly and willful& requests 

or obtains any rdco'rd concerning an individual from the 

Comfiission under false pretenses shall be guilty of a mis-

demeanor and fined not more than $5;000. 

Attest : 



Public Law 93-579  
93rd  Congress, S. 3418 

December 3 1 ,  1974 

To amend title 8, United States Code, by adding a section 552a to safeguard 
individual privacy from the misuse of Federal records, to provide that 
individuals be granted access to records concerning them which are maintained 
Im Pedernl n~encies, to establish a Privacy Protection Study Commission, and 
for other purposes. ' 

Be it enacted by the Seq~ate U I L ~lfouse of IZepresentatkes of the 
United States o America in Congress assembled, That this Act may 
be cited as the "drivacy Act of 1914". 

SEC. 2. (a) The Congress finds that- 
(1).the privacy of an individual is directly affected by the 

collection, maintcnance. use, and dissemination of personal infor- 
mation by Federa! agencies ; 

(2) the increasing use of complrters and sophisticated infor- 
mation technology, while esselltial to the efficient operations of 
the Government, has greatly magnified the harm to individual 

rivacy that can occur from any collection, maintenance, use, or 
%issemination of persolma1 information ; 

(3) the opportunities for an individual to secure employment, 
insurance, and credit, and his right to due process, and other legal 
protections are endangered by the misuse of certain information 
systems; 

(4) the right to privacy is a personal and fundamental right 
protected by the Constitution of the United States; and 

(5) in order to protcct the privacy of il~dividuals identified in 
information systems maintained by Federal agencies, it is neces- 
sary and proper for the Congress to regulate the collection, main- 
tenance, use, and dissemination of information by such agencies. 

(b) The purpose of this Act is to provirle certain safeguards for an 
individual against an invasion of personal privacy by requiring 
Federal agencies, except as otller\vise provided by law, to-

(I.) permit an individual to determine what records pertailling 
to lum are collected, maintained, used, or disseminated by such 
agencies; 

(2) permit an individual to prevent records pertaining to him 
obtalned by such agencies for a particular purpose from being 
used or made available for another purpose without his consent; 

(3 )  permit ail individual to gain access to information pertain- 
ing to him in Federal agency records, to have a copy made of all 
or any portion thereof, and to correct or amend such records; 

(4) collect, maintain, use, or disseminate any record of identi- 
fiable personal information in a manner that assures that such 
action is for a necessary and lawful purpose, that the infor- 
mation is c ~ ~ r r e n t  for its intended use, and that and acc~~rate 
adequate safegr~ards are provided to prevent misuse of such 
information ; 

(5) permit exemptions from the requirements with respect to 
records provided in this Actonly in those cases where there is an 
important public policy need for such exemption as has been 
determined by specific statutory authority ;and 

(6)  be s~~bject  to civil suit for any damages which occur.as ? 

PFivacy Act 

of 1974. 

5 USC 552a 

note. 

Congressional 

findings. 

5 USC 552a 

note. 


Statement of 

purpose. 


result of willful or intentional action which violates any ~nd l -  
vidual's rights under this Act. 88 STAT. 1896 

SEC.3. Title 5, United States Code, is amended by adding after 88 STAT. 1897 

section 552 the following new section : 



88 STAT. 1897 


5 usc 552a. 


5 usc 552. 


13 usc 8. 
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"8 552a. Records maintained en individuals 
"(a)  I)EFISITIONS.--For purposes of this sectio~i- 

" ( I )  the term 'agency' mealis agency as &filled 111 sectio~i 
552(e) of this title; 

"(2) t h e  term 'individual' menis a citizeii of the United States 
or  an allell Iawf ully admitted for permanent residenee ; 

"(3) the term 'mai~~ta in '  iaclades maintain. collect, use, or dis-
seminate ;

" (4) the term 'record' means any item, collection, or grouping 
of information about an individual that  is maintained by an 
agency, including, but not limited to. his education, financial 
transactions, medical history, and criminal or employment history 
and that  contains his name, o r  the identifying number, s mbol, 
or other identifying particular assigned to the individuae such 
as a finger or voice print or a photograph ; 

"(5) the term 'system of records' means a group of any records 
under the control of any agency from which information is 
retrieved by the name of the individual or b some identifying 
number, symbol, or other identifying particuiar assigned to the 
individual ; 

"(6) the term 'statistical record' meails a record in  a system 
of records maintained for  statistical research or reporting pur- 
poses only and not used in whole or in part in  making any deter- 
mination about an identifiable individual, except as provided by 
section 8 of title 13 ;and 

"(7) the term 'routine use' means, with respect to the dis- 
closure of a record, the use of such record for a purpose which 
is compatible with the purpose for which i t  was collected. 

"(b) CONDITIONSOF DISCLOSURE.-NO agency shall disclose any 
record which is contained in a system of records by any means of com- 
munication to any person, o r  to  another agency, except 
written request by, o r  with the prior written consent of. t Kursuant to  a 

e individual 
to wl~om the record pertains, unless disclosure of the record would 
be-

"(1) to those officers and employees of the agency which main- 
tains the record who have a need for the record In the performance 
of their duties; 

"(2) required under section 552 of this title; 
"(3) for a routine use as defined in s~~bsection (a)  (7) of this 

section and described under subsectioll (e) (4) (D)  of this section; 
" (4) to  the Bureau of the Census for  purposes of planning or 

carrying out s census or  survey or related activity pursuant to 
the revisions of title 13; 

" (5) to a recipient 1~110 has provided the agency with advance 
adequate written assurance that the record will be used solely as 
a statistical research or  reporting record, and the record is to be 
transferred in a form that  is not individually identifiable; 

L L  (6)  to the National Archives of the United States as  a record 
which has sufficient historical or other value to warrant its con- 
tinued preservatioll by the United States Government, or for 
evaluation by the Administrator of General Services or his 
desi nee to determine whether the record has such value; 

" f7 )  to  another agency or to an instninlentality of any aovern- 
mental jurisdiction within or under the control of the%nited 
States for  a civil o r  criminal law enforcement activity if the 
nctivity is authorized by law, and if the head of the agency or 
instrumentality has made a written request to  the agency which 
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maintains the record specifying the particular portion desired and 
the law enforcement activity for which the record is sought; 

"(8) to a person pursuant to a showing of compelling clrcum- 
stances affecting tlle health or safety of an individual if upon such 
disclosure notification is transmitted to tlle last lrnown address of 
such individual ; 

''(9) to either House of Concress. or. to the extent of matter 
withi]; its jurisdiction, any coimittee br subconlmittee thereof, 
ally joint committee of Congress or sulco~,lmittee of any snch 
joint committee; 

"(10) .to the Comptroller General, or any of his authorized rep- 
resentstlves, in the course of the performance of the duties of 
the General Accounting Office; or 

"(11) pursuant .to the order of a court of competent jurisdic- 
tion. 

"(c) ~ C C O U N T I N G  OF CERTAINDISCLOSURE^.-Each agency, with 
respect to each system of records under its control, shall- 

"(1) except for disclosures made under subsections (b) (1) or 
(b)  (2) of this section, keep an accurate accounting of- 

"(A) the date, nature, and purpose of each disclosure of 
a record to any person or to another agency made under 
subsection (b) of this section: and 

"(B) the name and address of the person or agency to 
whom the disclosure is made ; 

"(2) retain the accounting made under paragraph (1) of this 
subsection for a t  least five years or the life of the record, which- 
ever is longer, after the disclosure for which the accounting is 
made ; 

"(3) except for disclosures made under subsection (b) (7) of 
this section, make the accounting made under paragraph (1) of 
this subsection available to the individual named in the record 
a t  his request ;and 

" ( 4 )  inform any person or other agency about any correction 
or notation of dispute made by the agency in accordance with 
subsection (d) of this section of any record that has been dis- 
closed to the person or agency if an accounting of the disclosure 
was made. 

"(d) Acmss TO REWRDS.-EBC~agency that maintains a system 
of records shall- 

"(1) upon request by any individual to gain access to his 
record or to any information ~er ta in ing to him which is con- 
tained in the system, permit him and upon his request, a person 
of his own choosing to accompany him, to review the record and 
have a copy made of all or any ortion thereof in a form compre- 
hensible to him, except that tRe agency may require the indi- 
vidual to furnish a written statement authorizing discussion of 
that individual's record in the accompanying person's presence; 

L'(2).permit the individual to request amendment of a record 
pertainln to him and- "(2)not later than 10 days (excluding Saturdays, Sun- 

days, and legal public holidays) after the date of receipt of 
such request, acknowledge in writing such receipt; and 

"(B) promptly, either- 
"(I) make any correction of any portion thereof 

which the individual believes is not accurate, relevant, 
timely, or complete; or 

"(ii) inform the hdividual of its refusal to amend 
the record in accordaxce with his request, the reason 

88 STAT. 1898 
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revlew. 

Amendment 
request. 
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for the refusal, the procedures established by the agency 
for the individual to request a review of that refusal by 
the head of the agency or an officer designated by the 
head of the agencv. and the name and business address 
of that official: " ' 

''(3) ~ e r m i t  the individual who disagrees with the refusal of the 
agehciio amend his record to requeg a review of such refusal, 
and not later than 30 days (excluding Saturdays, Sundays, and 
legal public holidays) from the date on which the individual 
requests such review, complete such review and make a final 
determination unless, for good cause shown, the head of the agency 
extends such 30-day period; and if, after his review, the reviewing 
official also refuses to amend the record in accordance with the 
request, permit the individual to file with the agency a concise 
statement setting forth the reasons for his disagreement with the 
refusal of the agency, and notify the individual of the provisions 
for judicial review of the reviewing official's determination under 
subsection (g) (1) (A) of this section ; 

"(4) in any disclosure, containing information about which 
the individual has filed a statement of disagreement, occurring 
after the filing of the statement under paragraph (3) of this sub- 
section, clearly note any portion of the record which is disputed 
and provide copies of the statement and, if the agency deems it 
appropriate, copies of a concise statement of the reasons of the 
agency for not making the amendments requested, to persons or 
other agencies to whom the disputed record has been disclosed; 
and 

"(5) nothing in this section shall allow an individual access to 
any information compiled in reasonable anticipation of a civil 
action or proceeding. 

"(e) AGENCY REQUIREMENTS.-Each agency that maintains a 
system of records shall- 

"(1) maintain in its records only such information about an 
individual as is relevant and necessary to accomplish a purpose of 
the agency required to be accomplished by statute or by executive 
order of the President ; 

"(2) collect information to the greatest extent practicable 
directly from the subject individual when the information may 
result in adverse determinations about an individual's rights, bene- 
fits, and privileges under Federal programs ; 

"(3) inform each individual whom it asks to supply informa- 
tion, on the form which it uses to collect the information or on a 
separate form that can be retained by the individual- 

"(A) the authority (whether granted by statute, or by 
executive order of the President) which authorizes the solici- 
tation of the information and whether disclosure of such 
information is mandalory or voluntary; 

"(B) the principal purpose or purposes for which the 
information is intended to be used; 

" ( C )the routine uses which may be made of the informa- 
tion, as published p~usuant to paragraph (4) (D)of this 
subsection; and 

"(D) the effects on him, if any, of not providing all or 
- any part of the requested information ; 
"(4) subject to the provisions of paragraph (11) of this sub- 

section, puhlisll in the Fecleral Register at  least annually a notice 
of the exi?k,ncr ant1 cl~arrtcter of the system of records, which 
notice shall inclnde- 

"(A) the name and location of the system; 



December 3 1, 1974  - 5 - Pub. Law 9 3 - 5 7 9-88 STAT. 1900 

"(B) the categories of individuals on whom records are 
maintained in the system; 

"(C) the categories of records maintained in the system; 
"(D) each routine use of the records contained in the sys- 

tem, including the categories of users and the purpose of such -
use ; 

"(E) the policies and practices of the agency regarding 
storage, retrievability, access controls, retention, and disposal 
of the records ; 

"(F)  the title and business address of the agency official 
who is responsible for the system of records; 

" ( G )the agency procedures whereby an individual can be 
notified at his request if the system of records contains a rec- 
ord ertaining to him; 
"&I)the agency procedures whereby an individual can be 

not.ified at  his request how he can gain access to any record 
pertaining to him contained in the system of records, and how 
he can contest its content; and 

"(I) the categories of sources of records in the system; 
" ( 5 )  maintain all records which are used by the agency in mak-

ing any determination about any individual with such accuracy, 
relevance, timeliness, and completeness as is reasonably necessary 
to assure fairness to the individual in the determination; 
"(6) prior to disseminating any record about an individual to 

any person other than an agency, unless the dissemination is 
made pursuant to subsection (b) (2) of this section, make reason- 
able efforts to assure that such records are accurate, complete, 
timely, and relevant for agency purposes ; 

"(7) maintain nc record describing how any individual exer- 
cises r~ghts  guaranteed by the First Amendment unless expressly 
authorized by statute or by the individual about whom the record 
is maintained or unless pertinent to and within the scope of an 
authorized law enforcement activity ; 

"(8) make reasonable efforts to serve notice on an individual 
when any record on such individual is made available to any per- 
son under compulsory legal process when such process becomes a 
matter of public record; 

"(9) establish rules of conduct for persons involved in the 
design, development, operation, or maintenance of any system of 
records, or in maintaining any record, and instruct each such per- 
son with respect to such rules and the requirements of this section, 
including any other n~ les  and procedures adopted pursuant to this 
section and the penalties for noncompliance ; 

"(10) establish appropriate administrative, technical, and 
physical safeguards to insure the security and confidentiality of 
records and to protect against any anticipated threats or hazards 
to their security or integrity which could result in substantial 
harm, embarrassment, inconvenience, or unfairness to any individ- 
ual on whom information is maintained ; and 

"(11) at least 30 days prior to publication of information under 
paragraph (4) (D) of this subsection, publish in the Federal 
Re ister notice of any new use or intended use of the information 
in Qe system, and provide an opportunity for interested persons to 
submit written data, views, or arguments to the agency. 

"(f) AGENCY R a ~ s . - I n  order to carry out the provisions of this 
section, each agency that maintains a system of records shall pro- 
mulgate rules, in accordance with the requirements (including general 
notice) of section 553 of this title, which shall- 

"(1) establish procedures whereby an individual can be notified 
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ill response to his request if any system of records named by the 
iudividual contains a record pertaining to him; 

"(2) define reasonable times, places, and requirements for iden- 
tifying an individual who requests his record or information 
pertaining to him before the agency shall make the record or 
,~liomlation available to the individual ; 

"(8) establish procedures for the disclosure to an individual 
upon his request of his record or information pertaining to him, 
including special procedure, if deemed necessary, for the disclo- 
sure to an individual of medical records, including psychological 
records, pertaining to him; 

" ( 4 )  establish procedures for reviewing a request from an 
individual concerning the amendment of any record or informa- 
tion pertaining to the individual, for making a determination on 
the request, for an appeal within the agency of an initial adverse 
agency determination, and for whatever additional means may be 
necessary for each individual to be able to exercise fully his rights 
under tlyis section ;and 

" ( 5 )  establish fees to be charged, if any, to any individual for 
making copies of his record, excluding the cost of any search for 
and review of the record. 

The Ofice of the Federal Register shall annually compile and publish 
the rules promulgated under this subsection and agency notices pub- 
lished uncler subsection (e) (4) of this section in a form available to 
the ublic at low cost. 

"fg) (1) Cmr. ~EMEDIES,-Wheneverany agency 
"(A) makes a determination under subsection (d) (3)  of this 

section not to amend an individual's record in accordance with 
his request, or fails to make such review in conformity with that 
subsection ;

"(n) refuses to comply with an individual request under sub- 
section (d) (1) of this section; 

"(C) fails to maintain any record concerning any individual 
with such accuracy, relevance, timeliness, and completeness as is 
necessary to assure fairness in any determination relating to the 
qualifications, character, rights, or opportunities of, or benefits to 
the individual that mag be made on the basis of such record, and 
consequently a determination is made which is adverse to the 
individual ; or 
"(I)) fails to comply with any other provision of this section, 

or any rule promulgated thereunder, in such a way as to have 
an adverse effect on an individual, 

the individual may bring a civil action against the agency, and the 
district courts of the United States shall have jurisdiction in the 
matters under the provisions of this subsection. 

"(2) (A) I n  any suit brought under the provisions of subsection 
(g) (l){A) of this section, the court may order the agency to amend 
the individual's record in accordance with his request or in snch other 
aay  as the court may direct. I n  such a case the court shall defermine 
the matter de novo. 

"(B) The court may .assess against the United States reasonable 
attorney fees and other !~tlgation costs reasonably incurred in any case 
under thls paragraph in which the complainant has substantially 
prevailed. 

"(3) (A) I n  any suit brought under the provisions of subsection 
(g) (1)(R) of this section, the court may enjoln the agency from with- 
holding the records and order the production to the complainant of any 
agency records improperly withheld from him. In  such a case the court 
shall determine the matter de novo, and may exnmine the contents of 
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any agency records in camera to determine whether the records or an 
portion thereof may be withheld under any of the exemptions set fort g
In subsection (k) of this section, and the burden is on the agency to 
sustain its action. 

"(B) The court may assess against the United States reasonable 
attorney fees and other litigation costs reasonably incurred in any case 
under this paragraph in which the complainant has substantially 
prevailed. 

"(4) I n  any suit brought under the provisions of subsection 
(g) (1)(C) or (D) of this section in which the court determines that 
the agency acted in a manner which was intentional or willful, the 
United States shall be liable to the individual in an amount equal to 
the sum of- 

"(A) actual damages sustained by the individual as a result of 
the refusal or failure, but in no case shall a person entitled to 
recovery receive less than the sum of $1,000; and 

"(B) the costs of the action together with reasonable attorney 
fees as determined by the court. 

"(5) An action to enforce any liability created under this section 
may be brought in the district court of the United States in the district 
in which the complainant resides, or has his principal place of business, 
or inwhich the agency records are situated, or in the District of Colum- 
bia, without regard to the amount in controversy, within two years 
from the date on which the cause of action arises, except that where 
an agency has materially and willfully misrepresented any informa- 
tion required under this section to be disclosed to an individual and 
the information so misrepresented is material to establishment of 
the liability of the agency to the individual under this section, the 
action may be brought at  any time within two years after discovery by 
the individual of the misrepresentation. Nothmg in this section shall 
be construed to authorize any civil action by Ibeason of any injury sus- 
tained as the result of a disclosure of a record prior to the effective date 
of this section. 

"(h) RIG= OF LEGALGUARDIANS.-For the purposes of this section, 
the parent of any minor, or the legal guardian of any individual who 
has been declared to be incompetent due to physical or mental inca- 
pacity or age by a court of competent jurisdiction, may act on behalf 
of the individual. 

"(i) (1) CRIMINAL PENALTIES.-by o5cer or employee of an 
agency, who by virtue of his employment or official position,has pos-
session of, or access to, agency records which contain individually 
identifiable information the disclosure of which is prohibited by this 
section or by rules or regulations established thereunder, and who 
knowing that disclosure of the specific material is so prohibited, will- 
fully discloses the material in any manner to any person or agency not 
entitled to receive it, shall be guilty of a misdemeanor and fined not 
myFe than $5,000. 

(2) Any officer or employee of any agency who willfully maintains 
a system of records without meeting the notice requirements of sub- 
section (e) (4) of this section shall be guilty of a misdemeanor and fined 
not more than $5,000. 

"(3) Any person who knowin ly and willfully requests or obtains 
any record concerning an individlval from an agency under false pre- 
tenses shall be guilty of a misdemeanor and fined not more than $5,000. 

"(j) GENERALEx~?dmo~s.-The head of any agenc may promul- 
gate rules, in accordance with the requirements (including generat 
notice) of sections 553 (b) (I) ,  (2), and (3), (c) ,and (e) of this title, 
to exempt any system of records withln the a ency from any part of 
this section except s u b t i o n s  (b), (c) (1) and (%), (e) (1)(A) through 
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(F), (e) (6) ,  (7 ) ,  (9),( lo) ,  and ( l l ) ,  and (i) if the system of records 
1s-

"(I)  maintained by the Central Intelligence Agency; or 
"(2) ~nailitained by an agency or component thereof which 

performs as its ~rincipal  function any activity pertaining to the 
enforcement of criminal laws, including police efforts to prevent, 
control, or reduce crime or to apprehend criminals, and the activ- 
ities of prosecutors, courts, correctional, probation, pardon, or 
parole authorities, and which consists of (A)  information com- 
piletl for the pilrpose of identifying individual criminal offenders 
and alleged offenders and consistmng on$ of identifying data 
and notations of arrests, the nature and lsposltlon of criminal 
charges, sentencing, confinement, release, and parole and proba- 
tion status; (n) information compiled for the purpose of a 
criminal invest~gation, inch~ding reports of informants and 
investigators,. and ascociated with an identifiable individnal; or 
(C) reports Identifiable to  an individual compiled a t  any stage 
of the process of enforcement of the criminal laws from arrest 
or indictment throngh release from supervision. 

At the time rules are adopted under this subsection, the agency shall 
include in the statement required under eection 553(c) of this title, 
the reasons why the system of records is to be exempted from a pro- 
vision of this section. 

LL(k)SPECIFICE x ~ ~ m o ~ s . - T h e  any agency may pro- head of 
mulgate rules, in accordance with the requirements (including general 
notice) of sections 553(b) ( I ) ,  (2), and (3) ,  (c), and (e) of this title, 
to exempt any system of records within the agency from si~bsections 
(:)(3). (d) ,  ( e ) ( l ) ,  (e)(4). ( G ) , (H),and (1) and ( f )  of this sec- 
t ~ o n~f the system of records IS-

"(1) subject to the provisions of section 552 (b) (1)of this title ; 
"(2) investigatory material compiled for law enforcement pur- 

poses, other than material within the scope of sl~bsection ( j ) (2) 
of this section: Provided, however, That if nny individual is 
denied any right, privilege, or benefit that he moulrl otherwise 
be entitled by Federal law, or for which he would otherwise be 
eligible, as a result of the maintenance of such material, such 
material shall be provided to such individ~lal, except to tlie extent 
that the disclosure of such material would reveal the identity of 
a source who furnished information to tlie Gove1.nment nnder an 
express promise that the identity of the source wo11ld be held in 
confidence, or, prior to the effective date of this section under 
an implied promise that the identity of the source would be held 
in confidence ; 

'L(3) maintained in connection with providing protective serv- 
ices to the President of the United States or other individuals 
p u ~ s ~ a n tto section 3056:of title 18 ; 

LL(4)required by statute to be maintained and used solely as 
statistical records; 

"(5) investigatory material compiled solely for the purpose of 
determining suitability, eligibility, or qnalifications for Federal 
civilian employment, military service, Federal contracts, or 
access to classified information, but only to the extent that the 
disclosure of such material wo111d revral the identity of a source 
who furnished ~nfprmation to the Government under an express 
promise that the identity of the source would be held in confi- 
dence, or, prior to the effective date of this section, under an 
implied promise that the identity of the source would be hold in 
confidence ; 
"(6) testing or examinatioll material 11aed solely to determine 

illdividu~l qualifications for appointment or promotion in the 
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Federal service the disclosure of which would compromise the 

objectivity or fairness of the testing or examination process; or 


"(7) evaluation material used to determine potential for pro- 

lnotion in the armed services. but only to the extent that the 

disclosure of such material mo111d reveal the identity of a source 

who furnished information to the Go~-enlment under an express 

promise that the identity of the source would be held in confi- 

dence, or, prior to the effective date of this section, under 411 

implied promise that the identity of the source would be held 111 

confidence. 


At the time rules are adopted wider tliis sitbsectioll, the agency shall 

include in the state~nent required under section 553 (c) of this title, 5 uSC 553. 

the reasolis why tlie systeln of rccortls is to 1p cxe~lipted from a pro- 

vision of this section. 


L L  (I) (1) ARCHI! . 4 ~  i~,ye:~~icy which is accepted RECOI~I)S.-~~LIC~I~~ecord 
by the Administrator of General Services for storage, processing, and 
seri-icing in accordance with sectioii 3108 of title 44 shall, for the pur- 44 uSC 3103. 
poses of this section, be considered to I c  mililitained by the agency 
which deposited the record and sllall be subject to the provisions of 
this section. Tlie Administrator of Gnltbral Services sliall not disclose 
tlie record except to the agency which maintains the record, or under 
rules established by that agency which are not inconsistent with the 
provisions of tliis section. 

"(2) Each agency record pertaining to an identifiable individual 
which was transferred to the National Archives of the United States 
as a record which has sufficient historical or other value to warrant 
its continued preservation by the United States Government, prior to 
the effective date of this section, shall, for the purposes of this section, 
Lw co~~sideredto be nlaintained by tlle National Archives and shall 
not h subject to tlie provisions of this section, except that a statement Publication 
ge~~erallydescril~ing such records (riiodeletl after the requirements In Federal 

relating to records subject to subsections (e) (4) (A) tlirongll (G) of Reglste.r* 

this section) shall be published in the Federal Register. 
LL(3) Each agency record pertaining to an identifiable individual 

\vliicll is transferred to the National Archives of the United States as 
R record which has sufficient historical or other value to warrant its 
continued preservation by the United States Government, on or after 
the effective date of this section, shall, for the purposes of this section, 
l ~ econsidered to be maintained by tlle National Archives and shall be 
exempt from the requirements of this section except subsections (e) (4) 
(A) tlirough (G) and (e) (9) of this section. 

"(In) GOVERNMENT an agency provides by aC O N T R A C T O R S . - ~ ~ ~ ~  
contract for the operation by or on behalf of the agency of a system 
of records to accomplish an agency function, the agency shall, con- 
sistent with its authority, cause the requirements of this section to be 
applied to such system. For purposes of s~tbsectton (i)  of this section 
any such contractor and any emplo ee of sudr contractor. if such 
contract is agreed to on or after the ezectils date of this section, shall 
be considered to be an employee of an agency. 

L'(n) MAILINGLISTS.--An individual's name and address may not 
be sold or rented by an agency unless such action is specifically author- 
ized by law. This provision shall not be construed to require the 
withholding of names and addrgses otherwise permitted to be made 
public. 

LL(o)REPORT agency shall provide acleqliate t oON NEWSYSTEMS.-E~C~ Notice 
advance notice to Congress and the Office of llanagement and Budget Congress and 
of any proposal to establish or Ster  any system of records in order OMB* 
to permit an evaluation of the probable or potential effect of such 
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proposal on the privacy and other personal or property rights of 
individuals or the disclosure of information relating to such indi- 
viduals and its effect on the preservation of the constitutional 

of federalism and separation of powers. 
"(p) ANNUALRF,PORT.--T~~President shall submit to the Speaker 

of the House and the President of the Senate, by June 30 of each 
calendar year, a consolidated report, separately listing for each Fed- 
eral agency the number of records contained in any system of records 
which were exempted from the application of this section under the 
provisions of subsections (j) and (k) of this section during the pre- 
ceding calendar year,. and the reasons for the exemptions, and such 
other information as indicates efforts to administer fully this section. 

(q) EFFECT OTHER LAWS.-NO agency shall rely on any exemp- OF 
tion contained in section 552 of this title to withhold from an indi- 
vidual any record which is otherwise accessible to such individual 
under the provisions of this section.". 

SEC.4. The chapter analysis of chapter 5 of title 5, United States 
Code, is amended by inserting: 
"552a. Records about individuals." 

immediately below : 
"552. Public information ;agency rules, opinions, orders, and proceedings.". 

SEC.,5. (a) (1) There is established a Privacy Protection Study 
Commission (hereinafter referred to as the "Commission") which 
shall be com osed of seven members a s  follows: 

(A) tRree appointed by the President of the United States, 
B) two appointed by the President of the Senate, and 
C) two appointed by the Speaker of the House of Representa- 

tives. 
Members of the Commission shall be chosen from among persons who, 
by reason of their knowledge and expertise in any of the following 
areas-civil rights and liberties, law, social sciences, computer tech- 
nology, business, records management, and State and local govern- 
m e n t a r e  well ualified for service on the Commission. 

(2) The mem%ers of the Commission shall elect a Chairman from 
among themselves. 

(3) Any vacancy in the membership of the Commission, as long as 
ihere are four members in office, shall not impair the power of the 
Commission but shall be filled in the same manner in which the original 
ap ointment was made. 
r4) A quorum of the Commission shall consist of a majority of 

the members, except that the Commission may establish a lower num- 
ber as a quorum for the purpose of taking testimony. The Com- 
mission is authorized to establish such comm~ttees and delegate such 
authority to them as may be necessary to carry out its functions. 
Each member of the Commission, including the Chairman, shall have 
equal res~onsibility and authority in all decisions and actions of the 
Commission, shall have full access to all information necessary to the 
performance of their functions, and shall have one vote. Action of 
the Commission shall be determined by a majority vote of the mem- 
bers present. The Chairman (or a member designated by the Chair- 
man to be acting Chairman) shall be the official spokesman of the 
Commission in its relations with the Congress, Government agencies, 
other persons; and the public, and, on behalf of the Commission, shall 
see to the faithful execution of the administrative policies and deci- 
sions of the Commission, and shall report thereon to the Commission 
from time to time or as the Commission may direct. 



December31,1974 - 1 1 - Pub. Law 93-579 


(5) (A) Whenever the Commission submits any budget estimate 
or request to the President or the Office of Management and Budget, 
it shall concurrently transmit a copy of that request to Congress. 

(B) Whenever the Commission submits any legislative recommen- 
dations, or testimony, or comments on legislation to the President or 
OfIice of Management and Budget, it shall concurrently transmit a copy 
thereof to the Congress. No officer or agency of the United States 
shall have any authority to require the Commission to submit its 
legislative recommendations, or testimony, or comments on legisla- 
tion, to any officer or agency of the United States for approval, com- 
ments, or review, prior to the submission of such recommendations, 
testimony, or comments to the Congress. 

(b) The Commission shall- 
(1) make a study of the data banks, automated data process- 

ing programs, and information systems of governmental, 
regional, and private organizations, in order to determine the 
standards and procedures in force for the protection of personal- 
information; and 

(2) recommend to the President and the Congress the extent, 
if any, to which the requirements and principles of section 552a 
of title 5, United States Code, should be'applied to the informa- 
tion practices of those organizations by leeslation, administrative 
action, or voluntary adoption of such requirements and principles, 
and report on such other legislative recommendations as it may 
determine to be necessary to protect the privacy of individuals 
while meeting the legitimate needs of government and society for 
information. 

(c) (1 I n  the course of conducting the study required under sub- 
section (i! ) (1) of this section, and in its reports thereon, the Com- 
'mission may research, examine, and analyze- 

(A) interstate transfer of information about individuals that 
is undertaken through manual files or by computer or other elec- 
tronic or telecommunications means; 

(B) data banks and information programs and systems the 
operation of which significantly or substantially affect the enjoy- 
ment of the privacy and other personal and property rights of 
individuals ; 

( ( 2 )  the use of social security numbers, license plnte numbers, 
universal identifiers, and other symbols to identify individuals 
in data banlis and to gain access to, integrate, or centralize 
information systems and files; and 

(L)) the matching and analysis of statistical data, such as 
Federal census data, with other sources of personal data, such as 
automobile registries and telephone directories, in order to 
reconstruct individual responses to statistical questionnaires for 
commercial or other purposes, in a way which results in a 
violation of the implied or explicitly recognized confidentiality 
of such information. 

(2) (A) The Commission may include in its examination personal 
information activities in the following areas: medical; insurance; 
education; employment and personnel; credit, banking and financial 
institutions; credit bureaus; the commercial reporting industry; cable 
television and other telecommunications media; travel, hotel and 
entertainment reservations; and electronic check processing. 

(B) The Commission shall include in its examination a study of- 
(I) whether a person engaged in interstate commerce who 

maintains a mailing list should be required to remove an 
individual% name and address from such list upon request of 
that individual; 
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(ii) whether the Internal, Revenue Service should be pro- 
hibited from tmnsfering individually indentifiable data to other 
agencies and to agencies of State governments; 

(iii) n~hether the Federal Governn~ent should be liable for 
menera1 damages incurred by an individual as the result of a will- 
Bul or intentional violation of the provisions of scctions 552a (g) 

p. 1897. (1). (C) or (D) of title 5, Ullitecl States Code; and 
(iv) whether and how the standards for security and con- 

fidentiality of records required under section 552a (c) (10) of 
such title should be applied w h e ~  a record is disclosed to a 
person other than an agency. 

Rellglous or- (C) The Comnlission may study such other personal information 
ganizations, activities necessary to carry out the congressional policy embodied in 
exception. this Act, except that the Commission shall not investigate information 

systems maintained by religious organizations. 
Guidelines (3) I11 conducting sucll study, the Commission shall- 
for study. (A) determine what laws, Executive orders, regulations, 

directives, and judicial decisions govern the activities under study 
and the extent to which they are consistent with the rights of 
privacy, due process of law, and other guarantees in the 
Constitution ; 

(U)  cleter~nine to what estcnt gorern~nental and private 
infor;natio~l systems affect Fcderal-Statc relations or the 
wrincinle of seoaration of wonlcrs: 

(c)' examine the standirds and criteria governing programs, 
policies, and practices relating. to the collection, soliciting, 
processing, use, access, integration, dissemination, and transmis- 
sion of personal informati011 ;and 

to the maximum extent practicable, collect and utilize 
fin ings, reports, studies, hearing transcripts, and recommenda- 
tions of governmental, legislative and private bodies, i~lstitutions, 
organizations, and individuals which pertain to the problems 
under study by the Commission. . 

(d) In  addition to its other functions the Commission mav- ~, 
(1) request assistance of the heads of appropriate decartrnents, 

aeenries. and instrumentalities of the Federal Go\ernrnc~it. of 
state a d  local governments, and other persons in carrying'out 
its functions under this Act; 

(2) upon request, assist Federal agencies in complying with the 
requirements of section 552% of title 5, United States Code; 

(3) determine what specific categories of information, the col- 
lection of which would violate an individual's right of privacy, 
should be prohibited by statute from collection by Federal agen- 
cies ;and 

(4) upon request, prepare model legislation for use by State 
and local governments in establishing procedures for handling, 
maintaining, and disseminating personal information at the State 
and local level and provide such technical assistance to State and 
local governments as they may require in the preparation and 
implementation of such legislation. 

(e) (1) The Commission may, in carrying out its functions under 
this section, conduct such inspections, s:: and act at such times and 
places, hold such hearings, take such testimony, require by subpena 
the attendance of such \vitnesses and the production of such books, 
records, papers, correspondence, and documents, administer such 
oaths, have such printing and binding done, and make such expendi- 
tures as the Commission deems advisable. A subpena shall be lssried 
only upon an affirmative vote of a majority of a11 members of the Com- 

,) 
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mission. Subpenas shall be issued under the signature of the Chair- 
man or any member of the Commission designated by the Chairman 
and shall be served by any person designated by the Chairman or any 
such member. Any member of the Commission may administer oaths 
or affirmations to witnesses appearing before the Commission. 

(2) (A)  Each department, agency, and instrumentality of the execu- 
tive branch of the Government is authorized to furnish to the Com- 
mission, upon request made by the Chairman, such information, data, 
reports and such other assistance as the Commission deems necessary 
to carry out its functions under this section. Whenever the head of 
any such department, agency, or instrumentality submits a report 
pursuant to section 552a (0) of title 5, United States Code, a copy 
of such report shall be transmitted to the Commission. 

(B) I n  carrying out its functions and exercising its powers under 
this sectlon, the Commission may accept from any such department, 
agency, independent instrumentality, or other person any individu- 
ally indentifiable data if such data is necessary to carry out such powers 
and functions. I n  any case in which the Commission sccepts any 
such information, it shall assure that the information is used only 
for the purpose for which it is provided, and upon completion of that 
purpose such information shall be destroyed or returned to such de- 
partment, a ency, independent instrumentality, or person from which 
it is obtains$ as appropriate. 

(3) The Commission shall have the power to-- 
(A) .appoint and fix the compensation of an executive director, 

and such additional staff personnel as may be necessary, without 
regard to the provisions of title 5, United States Code, govern- 
ing appointments in the competitive service, and without regard 
to chapter 51 and subchapter I11of chapter 53 of such title re- 
lating to classification and General Schedule pay rates, but at  rates 
not in excess of the maximum rate for GS-18 of the General 
Schedule under section 5332 of such title; and 

(B) procure temporary and intermittent services to the same 
extent as is authorized by section 3109 of title 5, United States 
Code. 

The Commission may delegate any of its functions to such personnel 
of the Commission as the Commission may designate and may 
authorize such successive redelegations of such functions as i t  may 
deem desirable. 

(4) The Commission is authorized- 
(A) to adopt, amend, and repeal rules and regulations govern- 

ing the manner of its operations, organization, and personnel; 
(B) to enter into contracts or other arrangements or modifica- 

tions thereof, with any government, any department, agency, or 
independent instrumentality of the United States, or with any 
person, firm, association, or corporation, and such contracts or 
other arrangements, or modifications thereof, may be entered into 
without legal consideration, without performance or other bonds, 
and without regard to section 3709 of the Revised Statutes, as 
amended (41U.S.C. 5) ; 

(C) to make advance, progress, and other payments which the 
Commission deems necessary under this Act without regard to 
the provisions of section 3648 of the Revised Statutes, as amended 
(31 U.S.C. 529) ;and 

(D) to take such other action as may be necessary to carry out 
its functions under this section. 

Reports,
transmittal 
t o  Commission. 
Ante, p. 1897. 

5 USC 5101, 
5331. 

5 USC 5332 
note. 

Rules and 
regulations. 
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( f )  (1) Each [the] member of the Commission who is an officer or 
employee of the United States shall serve without additional compen- 
sation, but shall continue to receive the salary of his regular position 
when engaged in the performance of the duties vested in the Com- 
mission. 

(2) A member of the Commission other than one to whom paragraph 
(1) applies shall receive per diem at the maximunl daily rate for 
(2s-18 of the General Schedule when engaged in the actl~al per- 
formance of the duties vested in the Co~nmission. 

(3) All members of the Commission shall be reimbursed for travel, 
subsistence, and other necessary expenses incurred by them in the per- 
formance of the duties vested in the Commission. 

(g) The Commission shall, from time to time, and in an annual 
report, report to the President and the Congress on its activities in 
carrying out the provisions of this section. The Commissioll shall make 
s final report to the President and to the Congress on its findings 
pursuant to the study required to be made under subsection (b) (1) 
of this section not later than two years from the date on which all of 
the members of the Commission are appointed. The Commission shall 
cease to exist thirty days after the date on which its final report is 
submitted to the President and the Congress. 

(h) (1) Any member, officer, or employee of the Commission, who 
by virtue of his employment or official position, has possession of, or 
access to, agency records which contain individually identifiable infor- 
mation the disclosure of which is prohibited by this section, and who 
knowing that disclosure of the specific material is so prohibited, will- 
fully d~scloses the material in any manner to any person or agency 
not entitled to receive it, shall be guilty of a misdemeanor and fined 
not more than $5,000. 

( 2 )  Any person who knowingly and willfully requests or obtains 
any record concerning an individual from the Commission under false 
pretenses shall be guilty of a misdemeanor and fined not more than 
$5,000. 

SEC.6. The Office of Management and Budget shall- 
(1)develop guidelines and regulations for the use of agencies 

in implementing the provisions of section 552a of title 5, United 
States Code as added by section 3 of this Act; and 

(2) provide continuing assistance to and oversight of the irn- 
plernentation of the provisions of such section by agencies. 

SEC.7. (a) (1) It shall be unlawful for any Federal, State or local 
government agency to deny to any individual any right, benefit, or 
privilege provided by law because of such individual's refusal to dis- 
close his social security account number. 

(2) the provisions of paragraph (1) of this subsection shall not 
apply with respect to-

(A) any disclosure which is required by Federal statute, or 
(B) the disclosure of a social security number to any Federal, 

State, or local agency maintaining a system of records in existence 
and operating before January 1, 1975, if such disclosure was 
required under statute or regulation adopted prior to such date to 
verify the identity of an individual. 

(b) Any Federal, State, or local government agency which requests 
an individual to disclose his social security account number shall 
inform that individual whether that disclosure is mandatory or volun- 
tary, by what statutory or other authority such number is solicited, 
and what uses mill be made of it. 
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SEC.8. The provisions of this Act shall be effectiveon and after the Effect ive date. 
date of enactment, excep$thet the amendmentsmade by sections 3 and 5 UsC 5528 

4 shall become effectivta?T70days following the day oe which thk Ad "Ots* 

isenacted. 
Sac. 9. There is aathoriaed to IPe appropriat+d bcarry out the pro- Appropristim. 

vioions of section 6of &is Act for !hdyerm 1975, H76,and 1977 the 5 Use 5628 

sum of $l,M0,000,except that notmore than $750,000 may be erp& 
duringany suchfiscal year. 

Approved December 3 1 ,  1974. 
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Calendar No. 701 
930 CONGRESS 

2~ SESSION S.1688 
[Report No. 93-7241 

I N  THE SENATE OF THE UNITED STATES 

Mr. ERVIN (for himself, Mr. ABOUREZK, Mr. BAKER, Mr. BAYH, Mr. BEALL, 
Mr. BENNETT, Mr. BIBLE, Mr. BROOKE,Mr. BURDICK, Mr. HARRYF. 
BYRD,JR.,Mr. CHURCH, Mr. FANNIN, Mr. GOLDWATER, Mr. FONG, Mr. 
GRAVEL,Mr. GURNEY, Mr. HANSEN, Mr. HASKELL, Mr. HATFIELD, Mr. 
HATHAWAY, Mr. HUMPHREY, Mr. MANSFIELD,Mr. HRUSKA, Mr. INOUYE, 
Mr. MCGEE, Mr. MCGOVERN, Mr.. METCALF, Mr. MONDALE, Mr. MOSS, 
Mr. MUSKIE, Mr. NELSON, Mr. PACKJVOOD, Mr.Mr. PELL, Mr. PERCY, 
RANDOLPH,Mr. SCOTT of Pennsylvania, Mr. STAFFWD,Mr. TAFT,Mr. 
THURMOND,Mr. ' ~ N N E Y ,and Mr. W ~ I A M S )  introduced the following 
bill; which was read twice and referred to the Committee on the Judiciary 

MARCH 4,1974 


Reported by Mr. ERVIN, without amendment 


A BILL 

To protect the oivilian employees of the executive branoh of the 

United States Government in the enjoyment of their cm- 

stitutional rights and to prevent unwarranted governmental 

invasions of their privacy. 
I , 

1 Be it enacted by the Senate and House of Representa- 

2 tives of the United States of America in Congress assembled, 

3 SECTION1. I t  shall be unlawful for any officer of aey 

4 executive department or any executive agency of the United 

5 States Government, or for any person acting or purpbrting 
8 I 

6 to act under his authority, to do any of the following things: 



2 


1 (a)  To require or lvquest, or bo a,tten~pt to require or 

2 request, any civilian en~ployee of the United States serving 

3 in the department or agency, or any person seeking employ- 

4 men6 in the exeoutive branoh of the UnSted States Goyern- 

5 ment, to disclose his race, religion, or nationd origin, or 

6 the race, religion, or national origin of any of his fore- 

7 bears: Provided, however, That. nothing contained in this 

8 subsection shall be construed to prohibit inquiry concerning 

the citizenship of any such employee or person if his citizen- 

ship is a statutory condition of his obtaining or retaining his 

l1 employment: Provided further, That nothing conta.ined in 

this subsection shall be construed to prohibit inquiry concern- 

l3 ing the national origin or citizenship of any such employee or 

l4 person or of his forebears, when such inquiry is deemed 

l5 necessary or advisable to determine suitability for assignment 

l6 to activities or undertakings related to the national security 

l7 within the United S t r t t ~or to aotivities or undertakings of 

l8 any nature outside the United States. 

(b) To state or intimate, or to attempt to state or inti- 

20 mate, to any civilian employee of the United States serving 

21 in the departinent or agency that any notice will be taken of 

22 his attendance or lack of attendance at any assemblage, dis- 

23 cussion, or lecture held or called by any officer of the execu- 

24 tive branch of the United States Government, or by any per- 

25 son acting or purporting to act under his authority, or by any 
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1 outside parties or organizations to advise, instruct, or in-

2 doctrinate any civilian employee of the United States serving 

3 in the department or agency in respect to any matter or 

4 subject other than the pei*foimance of official duties to which 

5 he is or may be assigned in the department or agency, or 

6 the development of skills, knowledge, or abilities which 

7 qualify him for the pei-foimiance of such duties: Provided, 

8 however, That nothing contained in this subsection shall be 

9 construed to prohibit taking notice of the participation of n 

10 civilian employee in the activities of any professional group 

11 or association. 

12 (c) To require or request, or to attempt to require or 

13 request, any civilian employee of the United States serving 

l4 in the department or agency to participate in any way in 

l5 any activities or undertakings unless such activities or under- 

l6 takings are related to (the performance of official duties to 

l7 which he is or may be assieed in the department or agency, 

or to the development of skills, knowledge, or abilities which 

qualify him for the perfonnonce of such duties. 

20 (d) To reqnire or request, or to attempt to require 

21 or r eque~ ,  any civilian employee of the United States serv- 

22 ing in the department or agency to make any report con-

23 cerning any of his nctivities or undertakings unless such 

24 activities or undertakings are related to the performance of 

25 official dultiea to which he is or may be msigned in the 
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1 department or agency, or to the dcvelopn~ent of skills, knowl- 

2 edge, or nbilities which qilnlify him for the performance of 

3 such duties, or nnlcss there is reason to believe that the 

4 civilian employee is engcgcd in ontside activities or employ- 

5 ' ment in conflict with his official duties. 

6 (e)  To requirc or request, or to attempt to require or 

7 request, any civilian employee of the United States serving 

8 in the depnrtment or agency, or any person applying for 

9 cmployment as n civilian cmployce i l l  tlie cxecutive branch 

10 of the Uhitcd States Go\rernmcnt, to submit to any interroga- 

11 tion or cxnminntion or to take any psychological test which 

l2 is designed to clicit frurii him information concerning his 

l3 personal relationship wi'th any person connected with him 

14 by blood or marriage, or concerning his religious beliefs or 

15 practices, or concerning his attitude or conduct with respect 

16 to sexual matters: Provided, however, That nothing con-

17 tained in this subsection shall be construed to 'prevent 

18 a physician from eliciting sucll informatibn or authorizing 

19 such tests in the diagnosis or treatment of any civilian, 

20 employee or applicant where such physician deems such 

21 information necessary to enable hi to determine whether 

22 or not such individual is suffering from m e n d  illness: Pro-

23 vided further, however, That this detelmination shall be 

24 made in individual cases and not pursuant to general practice 

25 or regulation governing the examination of employees or 
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1 applicants according to grade, agency, or duties: Provided 

2 further, howe-uer, That nothing contained in this subsection 

3 shall be construed to prohibit an officer of the department or 

4 agency from advising any civilian employee or applicant of a 

5 specific charge of sexual misconduct made against that per- 

G son, and affording him an opportunity to refute the charge. 

7 (f) To require or request, or attempt to require or 

8 request, any civilian employee of the United States serving 

9 in the department or agency, or any person applying for 

employment as a civilian employee in the executive branch 

of the United States Government, to take any polygraph 

test designed to elicit from him information concerning his 

personal relationship with any person connected with him 

by blood or marriage, or concerning his religious beliefs or 

practices, or concerning his attitude or conduct with respect 

to sexual matters. 

(g)  To require or requcst, or to attempt to require 

or request, any civilian employee of the United States serving 

in the department or agency to support by personal endeavor 

or contribution of money or any other thing of value the 

nomination or the election of any person or group of persons 

to public office in the Government of the United States or of 

any State, district, Commonwsalbh, territory, or possession 

of the United States, or to attend any meeting held to pro-' 

25 mote or support the activities or undertakings of tiny political 
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1 party of the United States or of any State, district, Common- 

2 weaIth, territory, or possession of the United States. 

3 (h)  To coerce or attempt to coerce any civilian 

employee of the IJnited States serving in the department or 

agency to invest his earnings in bonds or other obligations 

or securities issued by the United States or any of ibs depa.rt- 

ments or agencies, or to make donations to a.ny institution 

or muse of any kind: Provided, however, hat nothing con- 

' tained in bhis snbsection shall be construed to prohibit any 

lo officer of any cxecntivc department or .any esec~~tive agency 

of the United Stn,tes Government, or any person acting or 

l2 purporting to act under his authority, from calling meetings 

l3 and taking any action appropriate to afford any civilian em- 

l4 ployee of the United States the opportunity voluntarily to 
15 

invest .his earnings in bonds or other obligations or securities 
16 

issued by bhe Unit,ed States or a.ny of its departments or 
17 


agencies, or voluntarily t,o make donations to any institution 

19 
( i )  To require or request, or to attcmpt to require 

20 
or request, ally civilian employee of the United States 

21 
serving in the .department or agency to disclose- any items 

22 
of his property, income, or obher assets, source of income, 

23 
or liabilities, or llis personal or domestic expenditures or 

24 
those' of any member of his family or household: Provided, 

25 
however, That this subsection shall not apply to any civilian 
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1 employee who has authority to make any final determination 

2 with respect to the tax or other liability of any person, cor- 

3 poration, or other legal entity to the United States, or 

4 claims which require expenditare of moneys of the United 

5 States: Provided further, however, That nothing contained 

6 in this subsection shall prohibit the Department of the 

7 Treasury or any other executive department or agency of 

8 the United States Government from requiring any civilian 

9 employee of the United States to make such reports as may 

10 be necessary or appropriate for the determination of his 
' 

l1 liability for taxes, tariffs, custom duties, or other obliga- 

l2 tions imposed by law. 

l3 ( j )  To require or request, or to attempt to require 

14 or request, any civilian employee of the United Statcs 

15 embraced within the terms of the proviso in subsection 

16 ( i )  to disclose any items of his property, income, or 

17 other assets, source of income, or liabilities, or his personal 

18 or domestic expenditures or those of any member of his 

19 family or household other than specific items tending to 

20 indicate a conflict of interest in respect to the perform-

21 ance of any of the official duties to which he is or may be 

22 assigned. 

23 ( k )  To require or request, or to attempt to require or 

24 request, any civilian employee of the United States serving 

25 in the department or agency, who is under iilvcstigntion for 



'
1 misconduct, to submit 'to interrogation which could lead to 

2 disciplinary action without the presence of counsel or  other 

3 person of his choice, if he so requests: Provided, however, 

4 That a civilian employee of the United States serving in the 

'5 Central Intelligence Agency or the National Security Agency 

6'  mhy be accompanied only by a person of his choice who 

T serves in the agency in which the employee serves, or by 

8 counsel who has been approved by the agency for access to 

9 the information involved. 

10 ' (I)  To discharge, discipline, demote, deny promotion 

11 'to, relocate, reassign, or otherwise discriminate in regard to 

12 any term or condition of employment of, any civilian' em- 

13 ployee of the United States serving in the department or 

14 agency, or to threaten to commit any of such acts, by reason 

15 of the refusal or failure of such cmployoe to s~lblr~it orto 

16 cornply with :my rcquircrncnt, request, -or nction made 1111-

17 lawful by this ' ~ c t ,  or by reason of the exercisc by such 

18 civilian employee of any hght granted o r  secured by this 

19 Act. 

20 SEC. 2. I t ' s h d  be unlawful for any officer of the United 

21 States Civil ~ e k i c e  omm mission, or for any person acting 

22 or purporting to act under his -authority, to do any of the 

23 following things : 

24 (a) To rcqnire or request, or to attempt to require or 

25 request: nny executive department or any executive agency 
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of the United States Government; or any officer or employee 

serving in such department or agency, to violate any of tllc 

provisions of section 1 of this Act. 

(1)) To require or request, or to attempt to require or 

request, any peison seeking to establish civil service status 

or eligildity for ei~iployment in the esecutive branch of thc 

TJnited States Government, or any person applying for em- 

ployment in the exewtive branch of the United States Gov- 

ernment, or any civilian employee of the United States 

serving in any department or agency of the United States 

Government, to submit to any interrogation or examination 

or to take any psychological test which is desgined to elicit 

from him information concerning his personal relationship 

with any person connected with hirn by blood or marriage, 

or concerning his religious beliefs or practices, or concerning 

his attitude or conduct with respeot to sexual matters: Pro- 

vided, however, ,That nothing contained i11 this stibscotion 

shnll hc const111ed to prevent a physician from eliciting such 

inforination or anthorizing siicli tests in the diagnosis or 

treatment of ally civilia~i einployee or applicant where such 

physician deeiiis such inforlnation necessary to enable hini 

to detertniiie whether or not such individual is suffering 

from n~cntal ilhicss: I'ror5i:letl ful.ther, hoci-ere,-, Tllnt this 

determination shall be made in individual cases and not pur- 

2s suant to general practice or regulation governing the exami- 
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1 nation of employees or applicants according to grade, agency, 

2 or duties :Prouided, further, however, That nothing contained 

3 in this subsection shall be construed 'to prohibit an officer of 

4 the Civil Service Commission from advising any civilian 

5 eiiiployec or nyplictliit 011 nt slpecific cllt~rge of sexunl miscon- 

6 tluct innde against tlint person, rind affording liini an oppor- 

7 t.uuity to rellrte the charge. 

8 (c)  To require or request, or to nttcrnpt to require 

oi. request, nny person seeking to establish civil service 

s t t1 . t~~or eligil~ility for eniployment in the eseclitive branch 

l1 of the TTr~ited 8tat .c~ Governn~ent, or any person applying 

l2 for eniplogm-nt in the executive branch of the United States 

13 Goveninient, or any civilian employ(!eof the United States 

l4 serving in nny department or agency of the United Stntes 
15 

Goverment, to tnke m y  polygrn.pli tcst designed to elicit, 
16 

from him information concerning his pcrsonnl rclntionsliip 
17 

with any person connected with liim by hlood or n~nrringe. 
18 

or concerning his religious l~eliefs or practices, or eoacerniilg 
19 

his attitude or condnct with respect to sexunl ina.tters. 
20 

SEC. 3. I t  shall be unlawfol for any coinmissioned ofT:cer, 
21 

RS defined in section 101 of title 10, United States Code, or 
22 

any member of the Armed Forces acting or purporting to 
23 

n.ct lindcr his nnthority, to require or request, or to nttcrnpt 
24 

to rc:lnire or reqnest, ;lny civilian employee of the executive 
25 

brnnch of thy United Stntes Government under his nuthority 
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or subject to his supervision to pelhrm any of the acts or 

submit to any of the reqnirements made unluwful by section 

1of this Act. 

SEC. 4. Whenever ally officer of ally executive depart- 

5 111ent or any executive :lgency of the United States Gov- 

6 ernment, or any prson acting or purporting to act under his 

7 authority. or any coninlissioned officer as defined in section 

8 101 of title 10, United States Code, or any member of the 

g Armed Forces acting or purporting to act under his author- 

10 ity, violates or threatens to \-iolate ally of the provisiolis of 

11 section 1, 2, or 3 of this Act, :uny civilian employee of the 

12 United St:utes serving in any departnieat or agency of the 

13 United States Goven)ineat, or any person applying for 

14 employment in thc escc~itivc brancl~ oi' the United States 

15 Government, or any person seeking to establish civil service 

16 status or eligiLility for eniployment in the executive branch 

17 of thc United Statcs Govenin~cllt, itffcctcd or aggrieved by 

18 the I iolution or threate~lcd viol:~tioll, rll:Ly bring 11 civil action 

19 ill his ~ T T W  behalf or in bellalf of himself and others 

20 similarly situated, against the offending officer or person in 

21 the United States district court for the district in which the 

22 violation occurs or is threatened, or the district in which the 

23 ofYendir~g officer or person is found, or in the United States 

24 District Court for the District of Columbia, to prevent 

25 the threatened violation or to obtain redress against the 
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consequences of the violation. The Attorney General shall 

defend a.11 officers or persons sued under bhis sectioit 

who acted pursuant to an order, regulation, or directive, 

or who, in his opinion, did not willfully violate the 

provisions of this Act. Such United States district court 

shall ha\-e jurisdiction to try and determine such civil action 

irrespective of the actuality or amount of pecuniary injury 

done or t,hreatened, and without regard to whether the 

aggrieved par$ shall have exhausted any administrat.ive 

remedies that may be provided by law, and to %sue sac11 

restraining order, interlocutory injunction, permanent injunc- 

tion, or mandatory injunction, or enter such other judgment 

or decree as may be necessary or appropriate to prevent 

the threatened violation, or to a.fford the plaintiff and others 

similarly situated complete relief against the consequences of 

the violation. With the written. consent of any person 

affected or aggrieved by a violation or threatened violation 

of section 1, 2, or 3 of this Act, any employee organization 

riiay bring such action on behalf of such person, or may 

intervene in such action. For the purposes of this section, 

employee organizations shall be construed to include any 

brotherhood, council, federation, organization, union, or pro- 

fessional association made up in whole or in part of civilian 

employees of the United States and which has as one of its 

purposes dealing wibh departments, agencies, commissions, 
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1 and independent agencies of the United States colicerning 

2 the condition and teims of employment of such employees. 

3 SEC. 5. ( a )  There is hereby established a Board on 

4 Employees' Rights (hereinafter referred to as the "Board") . 
5 The Board shall be composed of three members, appointed 

6 by the President, by and with the advioe and consent of the 

7 Senate. The President shall designate one member as chair- 

8 man. No more than two members of the Board may be of 

9 the same political party. No member of the Board shall be 

lo an officer or employee of the United States Government. 

11 (b) The term of office of each member of the Board 

l2 shall be five years, except that (1)  of those members first 

l3 appointed, one shall serve for five years, one for three years, 

l4 and one for one year, respectively, from the date of enact- 

's ment of this Act, and (2 )  any member appointed to fill 

l6 a vacancy occurring prior to the expiration of the term for 

l7 which his predecessor was appointed shall be appointed for 

l8 the remainder of suoh term. 

(c)  Members of the Board shall be colnpensated at the 

20 rate of $75 a day for each day spent in the work of the 

21 Board, and shall be paid actual travel expenses and per 

22 diem in lieu of subsistence expenses when away from their 

23 usual places of residence, as authorized by section 5703 of 

24 title 5, United States Code. 
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1 (d) Two members shall constitute a. cluorum for the 

2 transaction of business. 

3 (e)  The Board may.appoint .and fix the compei:llst~tioi~ 

4 of such officers, attorneys, aiid eiilployees, and make sucli 

5 expenditures, as may be necessary to carry out its functions. 

6 (f) The Board shall make such rules and regulations 

7 as shall be necessary and proper t,o carry out its functions. 

8 (g) The Board shall have 'the a.uthority and duty to 

9 receive and investigate wribten complaints from' or on be- 

10 half of any person claiming to be affected or aggrieved by 

11 any violation or threatened violation of this Act aiid to con- 

12 duct a hearing on each such coiiiplaint. Withill tell days 

13 after the receipt of any such complaint, the Board shall 

fuinish notice of the time, place, arid nature of the 11eariii:r 

l5 thereon to all interested parties. The Board shall render 

l6 its final decision with respect to any complaint within thirty 

l7 days a.fter the conclusion of its hearing thereon. 

(h)  Officeis or representatives of any Federal eriiployee 

l9 organization in any degree concenled with employment of 

20 the category in which any alleged violation of this Act 

21 occurred or is threatened shall be given an opportunity to 

22 participate in each hearing conducted under this section, 

23 through submission of. written data, views, or arguments, 

24 and in the discretion of the Board, with opportunity for oral 

25 presentation. Government employees called upon by any 
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party or by any Federal employee organization to participate 

in any phase of any administrative or judicial proceeding 

under this section shall be free to do so without incurring 

travel cost or suffering loss in leave or pay; and all such em- 

ployees shall be free from restraint, coercion, interference, 

intimidation, or reprisal in or because of their pnrticipation. 

Any periods of time spent by Government employees during 

such participation shall be held and oonsidered to be Federal 

employment for all purposes. 

(i) Insofar as consistent with the purposes of this see- 

tion, the provisions of subchapter I1 of chapter 5 of title 5, 

United States Code, relating to the furnishing of notice and 

manner of conducting agency hearings, shall be applicable 

to hearings oondncted by the Board under this section. 

(j) If the Board shall determine after hearing thnt a 

violation of this Act has not occurred or is not threatened, 

the Board shall state its determination and notify all inter- 

ested parties of such determination. Each such determina- 

tioil shall constitute a final decision of the Board for pur- 

poses of judicial review. 

(k)  If the Board shall determine that any violation 

of this Act has been committed or threatened by any civil- 

ian officer or employee of the United States, the Board shnll 

immedintely (1) issue and cause to be served on such of- 

ficer or employee an order requiring such officer or employee 
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to cease and desist from the unlawful act or practice which 

constitutes a violation, ( 2 )  endeavor to eliminate any such 

unlawful act or practice by informal methods of conference, 

conciliation, nnd persunsion, and (3)  may-

(A)  (i) in the cnse of the first offense by any 

civilian officcr or employce of the United States, other 

than any officer appointed by the President, by and with 

the ~dvice  nnd consent of the Senate, issue an official 

reprimand against such officer or ~ p l o y e e  or order the 

10 suspension without pay of such officer or employee from 

l1 the position or office held by him for a period of not to 

l2 exceed fifteen days, and (ii) in  the case of a second 

l3 or subsequent offense by any such officer or employee, 

l4 order the suspellsion without pay of such officer or em- 

l5 ployee .from the position or office held by him for a 

period of not to exceed thirty days or order the removal 

l7 of such officer or employee from such position or office; 

and . 

19 (B) in the case of any offense by any officer ap- 

20 pointed by the President, by and with the advice and 

21 consent of t.he Senate, transmit. a report concerning such 

22 violation to the President and the Congress. 

23 (1) If the Board shall deberrnine that any violation 

24 of this Act has been committed or threatened by nay officer 

25 of nny of the Armed '~o rces  of the United States, or ally 
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1 person purporting to act under tluthority c~onferrcd by such 

2 officer, the Board shall (1) sub~li t  a report tllcreon to the 

3 President, the Congress, and the Secretary of the militaiy 

4 deyartmcr~t concerned, (2)  endeavor to eliminate any uii-

5 lawful act or practice which constitutes such a violation by 

6 infonnal nlethocis of conference, concilia tioii, and persaasion, 

7 and (3 )  rcfer its determination and the record in the case 

8 to any person authorized to converle general courts-martial 

under section 822 (article 22) of title 10, United States 

Code. Thereupon such person shall take immediate steps 

to dispose of the matter under chapter 47 of title 10, United 

l2 Statcs Code (Uniform Code of Military Justice). 

l3 ' (m) Any party aggrieved by any final determination 

14 or ordcr of tlie Board may institute, in the district court of 

15 the llnitccl Stntcs for thc judicia.1 district wherein the viola- 

16 tioil or thrcatcned violation of this Act occurred, or in thc 

17 TTnited States District Court for the District of Columbia, 

18 a civil action for the review of such determination or order. 

19 In  any such action, the court shaU have jurisdiction to (1) 

20 affirm, modify, or set aside any determination or order made 

21 by the Board which is under review, or (2)  require the 

22 Board to make any determination or order which it is author- 

23 ized to make nndej subsection (k) ,hut which it has refused 

24 to make. The reviewing court shall set aside any finding, 

25 conclusion, determination, or order of the Board as to which 
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complaint is made which is unsupported by substantial evi- 

dence on the record considered as a whole. 

(n)  The Board shall submit, not later than March 31 

of each year, to the Senate and House of Representatives, 

respectively, a report on its activities under this section dor- 

ing the irnmedintely preceding calendar year, including a 

statement concerning the nature of all complaints filed with 

it, its determinations and orders resulting from hearings 

thereon, nnd the nnmes of all officers or employees of the 

United States with respect to whom any penalties have been 

imposed under this scction. 

(o) There are authorized to I)e appropriated sums nec- 

essary, not in excess *of $100,000, to oany out the provisions 

14 of this section. 

15 SEC. 6. Nothing containedin this Act shall be construed 

16 to prohibit an officer of the Central Intelligence Agency or  

17 of the National Security Agency from requesting any civilian 

18 employee or a.pplicant to take a polygraph t&, or to take a 

19 psychological test, designed to elicit from him information 

20 concerning his personal relationship with any person con-

21 nected with him by blood or marriage, or concerning his 

22 religious belieis or practices, or concerning his attitude or 

23 conduct with respect to sexual matters, or to provide a per-

24 sonal financial statement, if the Director of the Central 

25 Intelligerlce Agency or his designee or the Director of the 

26 National Security Agency or his designee makes a personal 

63-619 0 - 16 - 35 
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finding with regard to each individual to be so tested or 

examined that such ?st or information is required to protect 

the national security. 

SEC.7. No civilian employee of the Unilted Stakes serving 

in the Central Intelligence Agency or the National Security 

Agency, and no individual or organization acting in behalf 

of such employee, shall be permitted to invoke the provisions 

of sections 4 and 5 withont first submitting st written corn-

plaint to the ngency concerned about the threatened or actual 

violntion of this Act nnd affording such agency one hundred 

nnd twenty days from the date of such complaint to prevent 

the threatened violation or to redress the actual violation: 

Provided, however, That nothing in this Act shall be con- 

strued to affect any existing authority of the Director of Cen- 

tral Intelligence under section 403 (c) , of title 50, United 

States Code, and any authorities availa.ble to the National 

Security Agency under section 833 of title 50, United States 

Code, to terminate the employment of any employee. 

Sm. 8. Nothing in this Act shall be construed to affect 

in any way the authority of the Directors of the Central 

Intelligence Agency or the National Security Agency to pro- 

tect or withhold information pursuant to statute or executive 

order. The personal certification by the Director of the 

agency that ctisclosure of any information is inconsistent with 

the provision of any statute or E~ecut~i re  order shdl be con- 

clusive and no such information shall be admissible in evi-
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1 dence in any interrogation uhder section 1 ( k )  or in any 

2 civil action under sectioa 4 or in any proceeding or civil 

3 action under section 5. 

4 SEC.9. Thfs Act shall not be applicable to the Federal 

5 Bureau of Investigation. 

6 SEC.10. Nothing contained in sections 4 and 5 s h d  

,7 be construed to prevent establishment of department and 

8 agency grievance procedures to enforce this Act, but the 

9 existence of such procedures shall not preclude any applicant 

or employee from pursuing the remedies established by this 

Act or any other remedies prov'ided by Iaw: Provided, 

however, That if under the procedures established, the em- 

ployee or applicant has obtained complete protection against 

threatened violations or complete redress for violations, such 

action may be plcnded in bar in the United States district 

court or in proceedings before the Board on Employee 

Rights: And provided further, That if an employee elects 

to seek a remedy under either section 4 or section 5, he 

waives his right to proceed by an independent action under 

the remaining section. 

Sw. 11. If any provision of this Act or the appIication 

of any provision to any person or circumstance shall be held 

invalid, the remainder'of this Act or the application of such 

24 provision to persons or circumstances other than those as to 

25 which it is held invalid, shall not be affected. 
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PROTECTING PRIVACY AND T H E  RIGHTS O F  
FEDERAL EMPLOYEES 

-

MARCH4, 1974.-Ordered be to printed 

Mr. ERVIN,from the Committee on the Judiciary, 
submittea the following 

R E P O R T  
[Toaccompany S. 16881 

The Subcommittee on Constitutional Rights to which was referred 
the bill S. 1688 to protect civilian employees of the executive branch 
of the U.S. Government in the enjoyment of their constitutional rights 
and to prevent unwarranted governniental invasions of their privacy, 
having considered the same, reports favorably thereon without amend- 
ments and recommends that the bill do pass. 

S. 1688 is identical to S. 1438 as unanimously reported by the com- 
mittee and unanimously approved by the Senate in the last Congress. 
The report on S. 1438 is therefore reprinted below as approved by the 
committee. 

PURPOSE 

The purpose of the bill is to prohibit indiscriminate executive 
branch requirements that employees and, in certain instances, appli- 
cants for Government employment disclose their race, religion, or na- 
tional origin ; attend Government-sponsored meetings and lectures or 
pmticipate in outside activities unrelated to their employment ;report 
on their outside activities or undertakings unrelated to their work; 
submit to questioning about their religion, p~rsonal relationships or 
sexual attitudes through interviews, psycholog~cal tests, or polygraphs ; 
support political candidates or attend olitical meetings. The bill 
would make it illegal to coerce an emp ffoyee to buy bonds or make 
charitable contributions. It prohibits officials from requiring him to 
disclose his own personal assets, liabilities, or expenditures, or those 
of any member of his family unless, in the case of certain specified 
employees, such items would tend to show a conflict of interest. It 
would provide a right to have a counsel or other person present, if the 



employee wishes, a t  an  interview which may lead to. disciplinary pro- 
ceedings. It would accord the right to a civil action m a Federal court 
for violation or threatened violation of the act, and i t  would establish 
a Board on Employees' Rights to receive and conduct hearings on com- 
plaints of violation of the act and to determine and administer reme- 
dies and penalties. 

STATEMENT 

The subcommittee has found a threefold need for this legislation. 
The first is the immediate need to establish a statutory basis for the 
preservation of certain rights and liberties of those who work for 
government now and those who will work for it in the future. The bill, 
therefore, not only remedies problems of today but looks to the future, 
in recognition of the almost certain enlargement of the scope of 
Federal activity and the continuing rise in the number of Americans 
employed by their Federal Government or serving it in some capacity. 

Second, the bill meets the Federal Government's need t o  attract 
the best qualified employees and to retain them. As the former Chair- 
man of the Civil Service Commission, Robert Ramspeck, testified : 

Today, the Federal Government affects the lives of every 
human being in the United States. Therefore, we need better 
people today, better qualified people, more dedicated people, 
in Federal service than we ever needed before. And we cannot 
get them if you are going to deal with them on the basis of 
suspicion, and delve into their private lives, because if there is 
anything the average American cherishes, i t  is his right of 
freedom of action, and his right to privacy. So I think this 
bill is hitting a t  an evil that has grown up, maybe not in- 
tended, but which is hurting the ability of the Federal 
Government to acquire the type of personnel that we must 
have in the career service. 

Third is the growing need for the beneficial influence which such a 
statute would provide in view of the present impact of Federal policies, 
regulations and practices on those of State and local government and 
of private business and industry. An example of the interest demon- 
strated by governmental and private employers is the following com- 
ment by Allan J. Graham, secretary of the Civil Service Commission 
of the city of New York: 

It is my opinion, based on over 25 years of former Govern- 
ment service, including some years in a fairly high mana- 
gerial capacity, that your bill, if enacted into law, will be a 
major step to stem the tide of "Big Brotherism," which con- 
stitutes a very r e d  threat to our American way of life. 

I n  my present position as secretary of the Civil Service 
Commission of the city of New York, I have taken steps to 
propose the inclusion of several of the concepts of your bill 
lnto the rules and regulations of the city civil service com- 
mission. 

Passage of the bill will signify congressional recognition of the 
threats to individual privacy posed by an advanced technology and by 
increasingly more complex organizations. Illustrating these trends is 
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the greatly expanded use of computers and governmental pnd private 
development of vast systems for the efficient gathering of information 
and for data storage and retrieval. While Government enjoys the bene- 
fit of these developments, there is at the same time an urgent need for 
defining the areas of individual liberty and privacy which should-be 
exempt from the unwarranted intrustions facilitated by scientific 
t echn iy . .

As rof Charles Reich of Yale Lam School has stated, this bill 
"would be a significant step forward in defining the right of privacy 
today."

"One of the most important tasks which faces the Congress and 
State legislatures in the next decade is the rotection of the citizen 
against invasion of privacy," states Prof. Sf'tanley Anderson of the 
University of California, Santa Barbara. "No citizens," in his opinion, 
"are in more immediate danger of incursion into private affairs than 
Government employees. When enacted the bill will provide a bulwark 
of protection against such incursions." 

The bill is based on several premises which the subcommittee investi- 
gation has proved valid for purposes of enacting this legislation. The 
first is that civil servants do not surrender the basic rights and liber- 
ties which are their due as citizens under the Constitution of the 
United States by their action in accepting Government employment. 
Chief among these constitutional protections is the first amendment, 
which protects the employee to privacy in his thoughts, beliefs and 
attitudes, to silence in his action and participation or his inaction and 
nonparticipation in commuility life and civic affairs. This principle is 
the essence of constitutional liberty in a free society. 

The constitutional focus of the bill .was emphasized by Senator 
Ervin in the following terms when he introduced S. 1035 on Febru- 
ary 21, 1967: 

I f  this bill is to have any meaning for those it affects, or 
serve as a precedent for those who seek guidance in these 
matters,. its purpose must be hrased in constitutional terms. 
Otherwise its goals will be f'a t .  

We must have as our point of reference the constitutional 
principles which guide avery official act of our Federal Gov- 
ernment. I believe that the Constitution, as it was drafted 
and as it has been implemented, embodies a view of the citi- 
zen as possessed of an inherent dignity and as enjoying cer- 
tain basic liberties. Many current practices of Gove~nment 
affecting employees are unconstitutional; they violate not 
only the letter but the very spirit of the Constitution. 

I introduced this bill originally because I believe that, to 
the extent it has permitted or authorized unwarranted inva- 
sion of employee privacy and unreasonable restrictions on 
their liberty, the Federal Government has neglected its con- 
stitutional duty where its own employees are concerned, and 
it has failed in its role as the model employer for the Nation. 

Second, although it is a question of some dispute, I hold 
that Congress has a duty under the Constitution not only to 
consider the constitutionality of the laws it enacts, but to 
assure as far as possible that those in the executive branch 
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responsible for administering the laws adhere to constitu- 
tional standards in their programs, policies, and admmistra- 
tive techniques. 

The committee believes that it is time for Congress to forsake its 
reluctance to tell the executive branch how to treat its employees. 
When so many American citizens are subject to unfair treatment, to 
bcing unreasonably coerced or required without warrant to surrender 
their liberty, their priyacy, or their freedom to act or not to  act, to 
reveal or not to reveal Information about themselves and their private 
thoughts and actions, then Congress has a duty to call a statutory halt 
to such practices. It has a duty to remind the executive branch that 
even though it inight have to expend a little more time and effort to 
obtain some favored policy goal, the techniques and tools must be 
reasonable and fair. 

Each section of the bill is based on evidence from many hundreds 
of cases and complaints showing that generally in the Federal service, 
as in any similar organizational situation, a request from a superior 
is equivalent to a command. This evidence refutes the argument that 
an employee's response to a superior's request for inforfiation or 
action is a voluntary response, and that m employee "consents" to  
an inrasion of his privacy or the curtailment of his liberty. Where his 
eniployment opportunities are a t  stake, where there is present the 
economic coerclon to submit to questionable practices which are con- 
trary to our constitutional values, then the presence of consent or 
voluntarism may be open to serious doubt. For this reason the bill 
makes it illegal for officials to "request7' as well as to "require" an 
employee to submit to certain inquiries or practices or to take certain 
actions. 

Each section of the bill reflects a balancing of the interests involved : 
The interest of the Government in attracting the best qualified indi- 
viduals to its service ;and its interest in pursuing laudable goals such 
as protecting the national security, promoting equal employment op- 
portunities, assurin mental health, or conducting successful bond- 
selling campaigns. T.here is, however, also the inkerest of the individual 
in protection of his rights and liberties as a private citizen. When he 
becomes an employee of his Government,. he has a right to expect that 
the policies and practices applicable to hlm will reflect the best values 
of his society. 

The balance of interests achieved assures him this right. While it 
places no absolute prohibition on Government inquiries, the bill does 
assure that restrictions on his rights and liberties as a Government 
employee are reasonable ones. 

As Senator Bible stated : 
There is a line between what is Federal business and what 

ersonal business, and Congress must draw t1ia"Lline. The 
isrig%t of privacy must be spelled out. 

The weight of evidence, as Senator Fong has said: "points to tho 
fact that the invasions of privacy under threats and coercion and 
economic intimidation are rampant in our Federal civil service system 
today. The degree of prlvacy in the lives of our civil servants is small 
enough as it is, and it is still shrinking with further advances in tech- 



nical know-how. That these citizens are being forced by economic 
coercion to surrender this precious liberty in order to obtain and hold 
jobs is an invasion of privacy which should disturb every American. 
I, therefore, strongly believe that congressional action to pr6tect our 
civil servants is long overdue." 
The national president of the National Associatioli of Internal 

Revenue Employees, Vincent Connery, told the Subcommittee of this 
proposal in the 89th Congress : 

Senate bill 3779 is soundly conceived and perfectly timed. 
I t  a pears on the legislative scene during a season of public 
empPoyee unrest, and a period of rapidly accelerating demand 
among Federal employees for truly first-class citizenshi 5. 
For the first time within my memory, a t  least, a proposed b l1  
holds out the serious hope of attaining such a citizenship. 
S. 3779, therefore, amply deserves the fullest support of all 
employee organizations, both public and private, federation 
affiliated, and independent alike. 

Similar statements endorsing the broad purpose of the bill were 
made by many others, including the following witnesses : 

John F. Griner, national president, Amerlcan Federation of Gov- 
ernment Employees. 

E. C. Hallbeck, national president, United Federation of Postal 
Clerics. 

Jerome Heating, president, National Association of Letter Carriers. 
Kenneth T. Lyons, national president, National Association of 

Government Employees. 
John A. McCart, operations director, Government Employees 

Council of AFL-CIO. 
Hon. Robert Ramspeck, former Chairman, Civil Service Commis- 

sion. 
Vincent Jay, executive vice president, Federal Professional Associ- 

ation. 
Francis J. Speh, president, 14th District Department, American 

Federation of Government Employees. 
Lawrence Speiser, director, SYashington office, American Civil 

Liberties Union. 
Nathan TTolkomir, ~ ~ a t i o n a l  president, National Federation of Fed- 

eral Employees. 
LEGIS1,ATIVE HISTORY 

Following is a chronological account of committee action on this 
legislation to date. 

S. 1688 mas preceded by S. 1435 of the 92cl Congress, S. 782 of the 
91st Congress, by S. 1035 of the 90th Congress, and by S. 3070 and 
S. 3703 of the 89th Congress. 

Violations of rights covered by the bill as well as other areas of 
employee rights have been the subject of intensive hearings and in- 
vestigation by the subcommittee for the last five Congresses. 

I n  addition to investigation of individual cases, the Subcommittee 
on Constitutional Rights has conducted annual surveys of agency 
policies on numerous aspccts of Government personnel practices. In 



1965, pursuant to Senate Resolution 43, hearings were conducted on 
due process and improper use of information acquired through psy- 
chological testing, psychiatric examinations, and security and per- 
sonnel interviews. 

In a letter to the Chief Executive on August 3,1966, the subcom- 
mittee chlirman stated : 

' For some time, the Constitutional Rights Subcommittee 
has received disturbing reports from responsible sources 
concerning violations of the rights of Federal employee? I 
have attempted to direct the attention of appropriate officials 
to these matters, and although replies have been uniformly 
courteous, the subcommittee has received no satisfaction 
whatsoever, or  even any indication of awareness that any 
problem exists. The invasions of privacy have reached such 
alarming proportions and are assuming such varied forms 
that the matter demands your immediate and personal
attention. 

The misuse of privacy-invading personality tests for per- 
sonnel purposes has already been the subject of hearings by 
the subcommittee. Other matters, such as. improper and in- 
sulting questioning during background investigations and 
due process guarantees in denial of security clearances have 
also been the subject of study. Other employee complaints, 
fast becoming too numerous to catalog, concern such diverse 
matters as psychiatric interviews; lie detectors; race ques- 
tionnaires; restrictions on communicating with Congress; 
pressure to support political parties yet restrictions on 
political activities; coercion to buy savings bonds; extensive 
limitations on outside activities yet administrative influence 
to participate in agency-approved functions; rules for writ- 
ing, speaking and even thinking; and requirements to disclose 
personal information concerning finances, property and cred- 
itors of employees and members of their families. 

After describing in detail the operation of two current programs to 
illustrate the problems, Senator Ervin commented : 

Many of the practices nom in exterlsive use have little or 
nothing to do with a,z individual's ability or his qualification 
to perform a job. The Civil Service Commission has estab- 
lished rules and examinations to determine the qualifications 
of applicants. Apparently, the Civil Service Commission 
and the agencies are failing in their assignment to operate 
a merit system for our Federal civil service. 

It would seem in the interest of the administration to make 
an immediate review of these practices and questionnaires 
to determine whether the scope of the programs is not ex- 
ceeding your original intent and whether the violations of 
employee rights are not more harmful to your long-range 
goals than the personnel shortcuts involved. 
* * * * * * * 

Following this letter and others addressed to the Chairman of the 
Civil Service Commission and the Secretaries of other departments, 

6 




legislation to protect employee rights was introduced in the Senate. 
This proposal, S. 3703 was introduced by the chairman on August 9, 
1966, and referred to the Judiciary Committee. On August 25, 1966, 
the chairman received unanimous consent to a request to add the names 
of 33 cosponsors to the bill. On August 26, 1966, he introduced a bill 
similar to S. 3703, containing an amendment reducin f the criminal 

' 

penalties provided in section 2. This bill, S. 3779, was a so referred to 
the Judiciary Committee, and both S. 3703 and S. 3779 were then re- 
ferred to the Subcommittee on Constitutional Rights. 

Comments on the bill and on problems related to it were made by 
the chairman in the Senate on July 18, August 9, August 25, August 26, 
September 29, October 17 and 18,1966, and on February 21,1967.l 

Hearings on S. 3779 were conducted before the subcommittee on 
September 23, 29, 30, and October 3, 4, and 5, 1966. Reporting to 
the Senate on these hearings, the subcommittee chairman made the 
following statement : 

The recent hearings on S. 3779 showed that every major 
employee organization and union, thousands of individual 
employees who have written Congress, law professors, the 
American Civil Liberties Union, and a number of bar asso- 
ciations agree on the need for statutory protections such as 
those in thls measure. 

We often find that as the saying goes "things are never as 
bad as we think they are," but in this case, the hearings show 
that privacy invasions are worse than we thou ht they were. 
Case after case of intimidation, of threats of 7oss of job or 
security clearance were brought to our attention in connec- 
tion with bond sales, and Government charity drives. 

Case after case was cited of privacy invasion and denial of 
due process in connection with the new financial disclosure 
requirements. A typical case is the attorney threatened with 
disciplinary action or loss of his job because he is both unable 
and unwilling to list all gifts, including Christmas presents 
from his family, which he had received in the past year. 
He felt this had nothing to do with his job. There was the 
supervisory engineer who was told by the personnel officer 
that he would have to take disciplinary action against the 25 
professional employees in his division who resented being 
forced to disclose the creditors and financial interests of them- 
selves and members of their families. Yet there are no pro- 
cedures for appealing the decisions of supervisors and person- 
nel officers who are actlng under the Commission's directive. 
These are not isolated instances; rather, they represent a 
pattern of privacy invasion reported from almost every State. 

The subcommittee was told that supervisors are ordered 
to supply names of employees who attend PTA meetings and 
engage in Great Books discussions. Under one department's 
regulations, employees are requested to participate in specific 
community actlvitles promoting local and Federal anti-
poverty, beautification, and equal employment programs; 
they are told to lobby in local city councils for fair housing 

1See also, Cong. Rec. Comments. 
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ordinances, to go out and make speeches on any numbereof 
subjects, ta supply flower and grass seed for beautification 
projects, and to paint other peo le's houses. When fhose regu- 
lations were brought to the su i'committee's attention several 
weeks ago, we were told that they were in draft form. Yet, we 
then d~scovered they had already been implemented and 
employees whose official duties had nothing to do wlth .such 
programs were being informed that failure to partlclpate 
would indicate an  uncooperative attitude and would be re-
flected in their efficiency records. 

The subcommittee hearings have produced ample evidence 
of the outright intimidation, arm twisting and more subtle 
forms of coercion which result when a superior is requested to 
obtain employee participation in a program. We have seen 
this in the operation of the bond sale campaign, the drives of 
charitable contributions, and the use of self-identification 
minority status questionnaires. We have seen it in the 
sanctioning of polygraphs, personality tests, and improper 
questioning of applicants for employment. 

I n  view of some of the current practices reported by 
employee organizations and unions, it seems those who 
endorse these techniques for mind probing and thought 
control of employees have sworn hostility against the idea 
that every man has a right to be free of every fotm of tyranny 
over his mind; they forget that to be free a man must have 
the right to think foolish thoughts as well as wise ones. They 
forget that the first amendment implies the right to remain 
silent as well as the right to speak freely-the right to do 
nothing as well as the right to help implement lofty ideals. 

I t  is not under this administration alone that there has 
been a failure to respect employee rights in a zeal to obtain 
certain goals. While some of the problems are new, others 
have been prevalent for many years with little or no adminis- 
trative action taken to attempt to ameliorate them. Despite 
congressional concern, administrative officials have failed to 
discern patterns of practice in denial of rights. They seem to 
think that if they can belatedly remedy one case which is 
brought to the attention of the Congress, the public and the 
press, that this is enough-that the "heat" will subside. With 
glittering generalities, qualified until they mean nothing in 
substance, they have sought to throw Congress off the track 
in its pursuit of permanent corrective action. We have seen 
this in the case of personality testing, in the use of poly, 
graphs, and all the practices whlch the bill would 
prohibit. 

The Chairman of the Civil Service Commission informed the sub- 
committee that there is no need for a lam to protect employee rights. 
H e  belie-ces the answer is- 

to permit executive branch management and executive branch 
employees as individuals and through their unions, to work 
together to resolve these issues as part of their normal 
discourse. 

8 



It is quite clear from the fearful tenor of the letters and telephone 
calls received by the subcommittee and Members of Congress that 
there is no discourse and is not likely to be any discourse on these mat- 
ters between the Commission and employees. Furthermore, there are 
many who do not even fall within the Commission's jurisdiction. For 
them, there is no appeal but to Congress. 

As for the argument that the discourse between the unions and the 
Coinmission will r5medy the wrongs, the testimony of the union rep- 
resentatives adequately demolishes that dream. 

The typical attitude of those responsible for personnel management 
is reflected in Mr. Macy's answer that there may be instances where 
policy is not adhered to, but "There is always someone who doesn't 
get the word." Corrective administration action, he says, is fully ade- 
quate to protect employee rights. 

Administrative action is not su5cient. Furthermore, in the majority 
of complaints, the wrong actually stems from the stated policy of the 
agency or the Commission. How can these people be expected to judge 
objectively the reasonableness and constitutionality of their own poli- 
ties? This is the role of Congress, and in my opinion, Congress has 
waited too long as it is to provide the guidance that is desperately 
needed in these matters. 
S. 1035: 90th Congress 

On the basis of the subcommittee hearings, agency reports, and the 
suggestions of many experts, the bill was amended to meet legitimate 
objections to the scope and language raised by administrative wit- 
nesses and to clarify the intent of its cosponsors that it does not 
apply to the proper exercise of management authority and supervisory 
discretion, or to matters now governed by statute. 

This amended version of S. 3779 mas introduced in the Senate by 
the chairman on February 21, 1967, as S. 1035 with 54 cosponsors. 
I t  was considered by the Constitutional Rights Subcommittee and 
nnanimously reported with amendments by the Judiciary Committee 
on August 21, 1967. [S. Rept. No. 534, 90th Cong. 1st Sess.] The pro- 
posal mas considered by the Senate on September 13, 1967, and ap- 
proved, with floor amendments, by a 79 to 4 vote. After absentee 
approvals mere recorded, the record showed a total of 90 Members 
supported passage of the bill. The amendments adopted on the Senate 
floor deleted a complete exemption which the committee bill provided 
for the Federal Bureau of Investigation ;instead, it was provided that 
the Federal Bureau of Investigation should be accorded the same 
limited exemptiocs provided for the Cent,ral Intelligence Apncy and 
the National Security Agency. A provision was added to allow the 
three Directors to delegate the power to make certain personal findings 
required by section 6 of the bill. 
Committee amendments to 8.1035, 90th Conyress 

1. Amendment to section l ( a )  page 2, line-13: 
Provider2 further, That nothing contained in this subsection 
shall be construed to prohibit inauiry concerning the national 
origin of any such employee d e n  such inquiry is deemed 
necessary or advisable to determine suitability for assign- 
ment to activities or undertakings related to the national 



security within the United States or to. activities or under- 
takings of any nature outside the United States. 

2. Smendment to section 1(b), page 2, line 25 strike "to" (techni-
cal amendment.) 

3. Delete section l ( e ) ,  page 4, lines 14 (prohibitions on patron- 
izing business establishments) and renumber following sectlons as 
sections 1(e). ( f ), ( g ) ,  (h), ( i ) ,  (j). (k),and (I) ,  respectivel?. 

4. Delete section 4, page 10, lines 12-23 (criminal penalties), and 
renumber following sections as sections 4 and 5, respect~vely. 

5. Amendment to section 1( f ) ,  page 4, line 25 : 
Prorided further, however, That nothinq contained in this 
subsecticn shall be construed to prohibit an officer of the 
department or agency from advising any civilian employee 
or applicant of a specific charge of sexual misconduct made 
against that person, and affording him an opportunity to 
refute the charge. 

6. Amendments to section 1(f ) ,  page 4, a t  lines 17 and 19, change 
"psychiatrist" to "physician". 

7. Amendment to section 1(k),  page 7, a t  line 10, change (1.) to (i). 
8. Amendment to section 2(b) ,  page 9, a t  line 6 and line 9, change 

"psychiatrist" to "physician". 
9. Amendment to section 2 (b), page 9, a t  line 15: 

Provided fi~rther, however, That nothing contained in this 
subsection shall be construed to prohibit an officer of the Civil 
Service Commission from advising any civilian employee or 
applicant of a specific charge of sexual misconduct made 
against that person, and affording him an opportunity to 
refute the charge. 

10. Amendment to section 5, page 11,line 21, insert after the word 
"violation." the following : 

The Attorney General shall defend all officers or persons 
sued under this section who acted pursuant to an order, 
regulation, or directive, or who, in his opinion, did not will- 
fully violate the provisions of this Act. 

11. dmendment to section 6(1), page 16, a t  line 24, strike ' ' s i p  
charges and specifications under sectlon 830 (art. 30)" and insert 111 

lieu thereof "convene general courts-martial under section 822 (art. 
22) " (technical amendment). 

12. Amendment to section 6 (m) ,page 17, line 14, change subsection 
(j) to (k) (technical amendment). 

13. Amendment, page 18, add new section 6 : 
SEC.6. Nothing contained in this Act shall be construed 

to prohibit an officer of the Central Intelligence Agency or 
of the National Security Agency from requesting any civilian 
employee or applicant to take a polygraph test, or to take a 
psychological test designed to elicit from him information 
concerning his personal relationship with any person con-
nected with him by blood or marriage, or concerning his 
religious beliefs or practices, or concerning his attitude or 
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with respect to sexual matters, or to provide a Per- 
sonal financial statement, if the Director of the Central In- 
telligellce Agency or the Director of the National security 
Agency makes a personal finding with regard to each indi- 
vidual to be so tested or examined that such test or informa- 
.tion is required to  protect the national security. 

14. Amendment,.page 18, add new section 8, and renumber follow- 
ing section as sectlon 9 : 

Sac. 8. Nothing contained in  sections 4 and 5 shall be 
construed to prevent establishment of department and agency 
grievance procedures to enforce this Act, but the existence of 
such procedures shall not preclude any applicant or employee 
from pursuing the remedies established by this Act or any 
other remedies provided by lam :Provided, however, That if 
under the procedures established, the employee or applicant 
has obtained complete protection against threatened viola- 
tions or complete redress for violations, such action may be 
pleaded in bar in the United States District Court or in 
proceedings before the Board on Employees' Rights : PYO-
vided further, however, That if an employee elects to seek a 
remedy under either section 4 or section 5, he waives his right 
to proceed by an independent action under the remaining 
section. 

Com;oarison of 	 8. 1035, 90th Congress, as introdwed, and 8. 3779, 
89th Congress 

As introduced, the revised bill, S. 1035, differed from S. 3779 of the 
89th Congress in the following respects : 

1. The section banning requirements to disclose race, religion, or 
national origin was amended to permit inquiry on citizenship where it 
is a statutory condition of employment. 

2. The provision against coercion of employees to buy bonds or 
make charitable donations was amended to make it clear that i t  does 
not prohibit calling meetings or taking any action appropriate to 
afford the employee the opportunit voluntarily to invest or donate. 

3. A new section provid~ng for a $rninistrative remedies and penal- 
ties establishes a Board on Employees' Rights to receive and conduct 
hearlngs on com 5Iaints of violation of the act, and to determine and 
administer reme ies and penalties. There is judicial review of the 
decision under the Administrative Procedure Act. 

4. A specific exemption for the Federal Bureau of Investigation is 
included. 

5. Exceptions to the prohibitions on privacy-invading questions by 
examination, interrogations, and psychological tests are provided 
upon psychiatric determination that the information is necessary in 
the diagnosis and treatment of mental illness in individual cases, and 
provided that it is not elicited pursuant to general practice or regula- 
tion governing the examination of employees or applicants on the 
basis of grade, job, or agency. 

6. The section prohibiting requirements to disclose personal finan- 
cial information contains technical amendments to assure that only 
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persons \~-ith final authority in certain areas may be subject to dis- 
c1osur.e rcquil-ements. 

7. For those enlployees cxcluded from the ban on disclosure requirc- 
ments, a ne\r section ( j ) ,  provides that they may only be required to 
disclose iteins tending to show a conflict of interest. 

8. Military supervisors of civilian employees are included within 
the prohibitions of the bill, and violation of the act is made a punish- 
able oflensc under the Uniform Code of Military Justice. 

9. A new section 2 has been added to assure that the same prohibi- 
tions in section 1on actions of department and agency officials with 
respect to employees in their departments and agencies apply alike to  
officers of the Civil Service Commission with respect to the employees 
and applicants with whom they deal. 

10. Section (b) of S. 3779, relating to the calling or holding of 
meetings or lectures to indoctrinate employees, was deleted. 

11.Soctiocs (c) , (d),and (e) of S. 3779-sections (b), (c),and (d)  
of S. 1035-containing prohibitions on requiring attendance a t  out- 
side meetings, reports on ersonal activities and participation in out- 
side activities, were amen $ed to make it clear that they do not apply 
to the performance of official duties or to the development of skill, 
knowledge, and abilities xvlrich qualify the person for his duties or to 
participst~on in professional groups or  associations. 

12. The criminal penalties were reduced from a maximum of $500 
and6 n~onths' imprisonment to $300 and 30 days. 

13. Section (11) of S. 3770 prohibiting requirements to support can- 
didates, progFalns, or policies of any political parby was rcvised to  
prcjhibit ret-ju~remeuts to support the nomillation or election of persons 
or to attend meetings to proniate.or support activities or undertakings 
of any political party. 

14. Other amepdments of a technical nature. 
8.782?,9lst Cor,gres,s-Condttee amendments 

S. 7S2, as introduced by Senator Ervin with 54 cosponsors, was 
identical to S. 1035,of the 90th Congress as passed by the Senate. As 
amended in Committee, i t  was rqor ted to the Senate on May 15,1970, 
and passed by unanimous co~sent  on May 19. 

The Subcomn~ittee met in executive session on July 22, 1069, to 
receive testimony from Eichard Helms, Director of the Central In- 
telligence Agency and other agency representatives. On the basis of 
this testimony and after a number of meetings of subcommittee mem- 
bers with oficials of the Central Intelligence Agency, the National 
Security Agency, and the Federal Bureau of Investigation, the lan- 
guage contalned in the committee amendments xvas drafted and meets 
with the approval of the Directors of those agencies. 
Ame~:clmeqzts 

1. ifmendment to section I (a) ,  page 2, line 15 insert after the word 
"origin" the words "or citizenship" and after the word "employee", 
the ~ ~ o r d s  ' k r  person, or his lorebears". 

2. Amendment to section I(];),page 8, line 5 after the word "re- 
quests", strike the period and insert the following : 

:Provided. how~ever. That a civilian employee of the United 
States serving in the Central Intelligence Agency, or the 
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National Security Agency may be accompanied only by a 
person of his choice who serves in the agency in which the 
employee serves or by counsel who has been approved by 
the agency for access to the information involved. 

3. Amendment to section 6, p?ge 18, lines 15 and 16 delete "or of 
the Federal Bureau of Investigt~tion". 

4. Amendment to section 6, page 18, line 25, and page 19, line 1 
delete "or the Director of the Federal Bureau of Investigation or his 
designee". 

5. On page 19, add a new section 7 as follows : 
SEC.7. NO civilian employee of the United States serving 

in the Central Intelligence Agency or the National Security 
Agency, and no individual or organization acting in behalf of 
such employee, shall be permitted to invoke the provisions of 
sections 4 and 5 without first submitting a written complaint 
to the agency concerned about the threatened or actual . 
violation of this Act and affording such agency 120 days from 
the date of such complaint to prevent the threatened viola- 
tion or to redress the actual violation: Provided, howeeer, 
That nothing in this Act shall be construed to affect any 
existing authority of the Director of Central Intelligence 
under 50 U.S.C. 403 (c), and any authorities available to the , 
National Security Agency under 50 U.S.C. 833 to terminate 
the employment of any employee. 

6. On page 19, add a new section 8as follows : 
SEC.8. Nothing in this act shall be construed to affect in 

any way the authority of the Directors of the Central Intel- 
ligence Agency or the National Security Agency to protect or 
withhold information pursuant to statute or executive order. 
The personal certification by the Director of the agency that 
disclosure of any information is inconsistent with the pro- 
vision of any statute or executive order shall be conclusive 
and no such information shall be admissible in evidence in 
any interrogation under section 1(k) or in any civil action , 

under section 4 or in any proceeding or civil action under 
section 5, 

7, On page 19, add a new section 9 as follows : 
SEC.9. This act shall not be applicable to the Federal 

Bureau of Investigation. 
8. On page 19, at  line 5, renumber "SEC.7" as "SEC.10" a11d at line 

20, renumber "SEC.8" as "SEC.11". 
S. 1@8, 92d Congress 

As introduced by Senator Ervin with '53 cospohsors, S. 1438 was 
identical to S.782 of the 91st Congress as unanimously repopted by the 
Committee and unanimously appoved by the'senate. S. 1438 was ap- 
proved by the Committee without amendment on- December 6, 1971, 
passed by the Sentite by unn~iimous consent on December S .  1971, and 
was refer~ed to tk&lHo~~se Prist Office 2nd Civil Servie6 Coh~Tttee. 
There a majority of the full co~lnnittee rotccl to table the bill. 
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On August 1,1972, upon a motion by Senator Ervin, the Committee 
added the text of S. 1438 as Title I1 of the House-passed bill H.R. 
12652, extending the life of the Civil Rights Commission and expand- 
ing its jurisdiction to include a study of the rights of women. On 
August 4, 1972, the Senate unanimously passed H.R. 12652 as 
amended. This marked the fourth time in six years that the Senate 
had approved the provisions of the employee privacy bill. 

The House rejected the Senate amendment and requested a confer- 
ence. The Senate conferees stood by the Senate amendment until it 
became aRparent that i t  might jeopardize passage of the entire legis- 
lation. W en the Senate passed the Civil Rights Commission authori- 
zation, it accepted the conference committee's decision to delete Title 
11 from the bill. 

QUF,STIONS ON RACE, RELIGION, AND NATIONAL ORIGIN 

Many complaints received by the subcommittee concerned official , 

requests or requirements that employees disclose their race, religion, 
or ethnic or national origin. This information has been obtained from 
employees through the systematic use of questionnaires or oral in- 
quiries by superv-vlsors. 

Chief concern has focused on a policy inaugurated by the Civil 
Service Commission in 1966, under which present employees and 
future employees would be asked to indicate on a questionnaire 
whether they were "American Indian," "oriental," "Negro," "Spanish-
American" or "none of these." Approximately 1.7 million employees 
were told to complete the forms, while some agencies including some in 
the Department of Defense continued their former practice of acquir- 
ing such information through the "head count" method. Although the 
Civil Service Commission directive stated that disclosure of such in- 
formation was voluntary, complaints show that employees and super- 
visors generally felt it to be mandatory. Administrative efforts to 
obtain compliance included in some instances harassment, threats, and 
intimidation. Complaints in different agencies showed that employees 
who did not comply received airmail letters a t  their homes with new 
forms; or their names were placed on administrative lists for "follow- 
up" procedures, and supervisors were advised to obtain the informa- 
tion from delinquent employees by a certain date. 

I n  the view of John McCart, representing the Government Em- 
ployes' Council, A F L C I O  : 

When the Civil Service Commission and the regulations 
note that participation by the employee will be voluntary, 
this removes some of the onus of the encroachment on an 
individual's privacy. But in an organizational operation of 
the size and complexity of the Federal Government, i t  is 
just impossible to guarantee that each individual's right to 
privacy and confidentiality will be observed. 

I n  addition to that, there have been a large number of com- 
plaints from all kinds of Federal employees. I n  the interest 
of maintaining the righh of individual workers against the 
possibility of invading those rights, it would seem to us it 
would be better to abandon the present approach, because 
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there are other alternatives available for determining whether 
that program is being carried out. . 

The hearing record contains numerous examples of disruption of 
employee-management relations, and of employee dissatisfaction with 
such o5cial inquiries. Many told the subcommittee that they refused 
to complete the questionnaires because the matter was none of the 
(iovernment's business; others, because of their mixed parentage, felt 
unable to state the information. 

Since 1963, the policy of the American Civil Liberties Union on the 
method of collecting information about race has favored the head 
count wherever possible. Although the policy is presently under re- 
view, the subcommittee finds merit in the statement that : 

The collection and dissemination of information about race 
creates a conflict among several equally important civil 
liberties: the right of free speech and free inquiry, on the one 
hand, and the rights of privacy and of equality of treatment 
and of opportunity, on the other. The ACLU approves them 
all. But a t  this time in human history, when the principle of 
equality and nondiscrimination must be vigorously defended, 
it is necessary that the union oppose collection and dissemina- 
tion of information regarding race, except only where rigor- 
ous justification is shown for such action. Where such collec- 
tion and dissemination is shown to be justified, the gathering 
of information should be kept to the most limited form, where- 
ever possible by use of the head count method, and the con- 
fidential nature of original records should be protected as 
far  as possible. 

Former Civil Service Commission Chairman Robert Ramspecli told 
the subcommittee : 

To consider race, color, religion, and national origin in 
making appointments, in promotions and retention of Federal 
employees is, in my opinion, contrary to the merit system. 
There should be no discrimination for or against minority 
persons in Federal Government employment. 

As the hearings and complaints have demonstrated, the most telling 
argument against the use of such a questionnaire, other than the consti- 
tutional issue, is the fact that it does not work. This is shown by the 
admission by many employees that they either did not complete the 
forms or that they gave inaccurate data. 

Mr. Macy informed the subcommittee : 
In the State of Hawaii the entire program was cut out 

because it had not been done there before, and it was inad- 
vertently included in this one, and the feeling was that be- 
cause of the racial composition there it would be exceedingly 
difficult to come up with any kind of identification along the 
lines of the card that we were distributing. 

The Civil Service Commission on May 9 informed the subcommittee 
that it had "recently approved regulations which will end the use of 
voluntary self-identification of race as a means of obtaining minority 
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group statistics for the Federal work force." The Commission indi- 
cated its decision was based on the failure of the program to produce 
meaningful statistics. I n  its place the Commission will rely on super- 
visory reports based solely on observation, which would not be pro- 
hibited by the bill. 

As Senator Fong stated : 
It should be noted that the bill would not bar head counts 

of employee racial extraction for statistical purposes by su- 
pervisors. However, the Congress has authorized the merit 
system for the Federal service and the race, national origin 
or religion of the individual or his forebears should have 
nothing to do with his ability or qualifications to do a job. 

Section l ( a )  of the bill was included to assure that employees will 
not again be subjected to such unm-atranted invasion of ther pri~7acy. 
It is designed to protect the merit system which Congress has author- 
ized for the Federal service. I ts  passage will reaffirm the intent of 
Congress that a person's religion, race, and national or ethnic origin or 
that of his forebears have nothin to do with his ability or qualification 
to perform the requisite duties o fa Federal position, or to qualify for a 
promotion. 

By eliminating official authority to place the employee in a position 
in which he feels compelled to disclose this personal data, the bill will 
help to eliminate the basis for such complaints of invasion of privacy 
and discrimination as Congress has received for a number of years. It 
will protect Americans from the dilemma of the grandson of an Amer- 
ican Indian who told the subcommittee that he had exercised his option 
and did not complete the minority status questionnaire. He did not 
h o w  how to fill it out. Shortly thereafter he received a personal 
memorandum from his supervisor "requesting" him to complete a new 
questionnaire and "return it ~mmediately." He wrote: "I personally 
feel that if I do not comply with this request (order), my job or any 
promotion which comes up could be in jeopardy." 

The prohibitions in section l ( a )  against official inquiries about 
religion, and in section l (e )  concerning religious beliefs and practices 
together constitute a bulwark to protect the individual's right to silence 
concerning his religious convict~ons and to refrain from an indication 
of his religious beliefs. 

Referring to these two sections, Lawrence Speiser. director of the 
Washington office of the American Civil Liberties IJnion testified: 

These provisio~ls would help, we hope, eliminate a con- 
stantly recurring problem involving those new Government 
employees who prefer to affirm their allegiance rather than 
swearing to it. .All Government employees must s i m  an 
ap ointment affidavit and take an oath or affirmation oroffice. 

problem arises not just when new employees enter Gov- 
ernment employment but in all situations where the Govern- 
ment requires an oath, and there is an attempt made on the 
part of those who p r e f e ~  to affirm. It is amahing the intransi-
gence that arises on the part of clerks or those who require 
the filling out of these forms, or the giving of the statement 
in permitting individuals to affirm. 
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The excuses that are made vary tremendously, either that 
the form can only be signed and they cannot accept a form 
in which 'ko help me God" is struck out, because that is an 
amendment, and they are bound by their instructions which 
do not permit any changes to be made on the forms a t  all. 

Also, in connection with the giving of oaths, I have had 
one case in which an investigator asked a young man this 
question: "For the purposes of administering the oath, do 
you believe in God?"' 

It is to be hoped that the provisions of this bill would bar 
practices of that kind. The law should be clear at this time. 
Title I, United States Code, section 1has a number of rules 
of construction, one of which says that wherever the word 
"oath" appears, that includes "affirmation," and wherever 
the word "swear" appears, that includes "affirm." 

This issue comes up sometimes when clerks will ask, "TVhy 
do you want to affirm? Do you belong to a religious group 
that requires an affirmation rather than taking an oath?" And 
unless the individual gives the right answer, the clerks won't 
let him affirm. It is clear under the Torcaso case that religious 
beliefs and lack of religious beliefs are equally entitled to the 
protection of the first amendment. 

The objection has been raised that the prohibition aqainst inquiries 
into race, religion, or national origin would hinder investigation of 
discrimination complaints. I n  effect, however, it is expected to aid 
rather than hinder in this area of the law, by decreasing the oppor- 
tunities for discrimination initially. It does not hinder acquisition of 
the information elsewhere; nor does i t  prevent a person from volnn- 
teering the information if he wishes to supply i t  in filing a conlplaint 
or in the course of an investigation. 

CONTROL O F  EMPLOYEE OPINIONS, OUTSIDE ACTIVITIES . 

Reports have come to the subcommittee of infringements and 
threatened infringements on first amendment freedoms of employees : 
freedom to think for themselves free of Government indoctrination; 
freedom to choose their outside civic, social, and political activities 
as citizens free of official zuidsnce; or even freedom to refuse to par- 
ticipate a t  all without reporting to supervisors. 

Illustrative of the climate of surveillance the subcommittee has 
found was a 13-year-old Navy Department directive, reportedly simi- 
lar  to those in other agencies, warning employees to guard against 
"indirect remarks" and to  seek "wise and mature" counsel within 
their agencies before joining civic or political associations. 

In  the view of the United Federation of Postal Clerks : 
Perhaps no other right is so essential to employee morale 

as the right to personal freedom and the absence of inter- 
ference by the Government in the private lives and activities 
of its employees. Attempts to place prohibitions on the 
private associations of employees; mandatory reporting of 
social contacts with Members of Congress and the press; 
attempts to "orient" or "indoctrinate" Federal employees on 



subjects outside their immediate areas of professional inter- 
est; attempts to "encourage" participation in outside activities 
or discourage patronage of selected business establishments 
and coercive campaigns for charitable donations are among 
the most noteworthy abuses of Federal employees' right to 
personal freedom. 

An example of improper on-the-job indoctrination of employees 
about sociological and political matters was cited in his testimony 
by John Grmer, president of the AFL-CIO affiliated American 
Federation of Government Employees : 

One instance of disregard of individual rights of employees 
as well as responsibility to the taxpayers, which has come to 
my attention, seems to illustrate the objectives of sub-
sections (b), (c), and (d),  of section 1of the Ervin bill. It 
happened at  a large field installation under the Department 
of Defense. 

The office chief called meetings of different groups of em- 
ployees throughout the day * * ". A recording was played 
while employees listened about 30 minutes. It was supposedly 
a speech made at a university, which went deeply into the 
importance of integration of the races in this country. There 
was discussion of the United Nations-what a great thing it 
was-and how there never could be another world war. The 
person who reported this incident made this comment: 
"Think of the taxpayers' money used that day to hear that 
record." I think that speaks for itself. 

Otlier witnesses were in agreement with Mr. Griner's view on the 
need for protecting einployees now and in the future from any form 
of indoctrination on issues unrelated to their work. The issue was 
defined at hearings on S. 3779 in the following colloquy between the 
subcommittee chairman and Mr. Griner. 

I f  they are permitted to hold sessions such as this on Gov- 
ernment time and a t  Government expense, they might then 
also hold sessions as to whether or not we should be Involved 
in the Vietnam war or whether we should not be, whether 
we should pull out or whether we should stay, and I think 
it could go to any extreme under those conditions. 

Of course, we are concerned with it, yes. But that is not a 
matter for the daily routine of work. 

Senator ERVIN.Can you think of anything which has more 
direful implications for a free America than a practice 
by which a government would attempt to indoctrinate any 
man with respect to a particular view on any subject other 
than the proper performance of his work ? 

Mr. GRINER.I think if we attempted to do that we would 
be violating the individual's constitutional rights. 

Senator ERVIN. ISthere any reason whatever why a Federal 
civil service employee should not have the same right to have 
his freedom of thought on all things under the sun outside of 
the restricted sphere of the proper performance of his work 
that any other American enjoys? 

Mr. GRINER.No, sir. 
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With one complaint of attempted indoctrination of employees at a 
Federal installation, a civil servant enclosed a memorandum taken 
from a bulletin board stating the time, place, and date of a lecture 
by a sociology professor on the subject of the importance of racial 
integration. Attendance was to be voluntary but the notice stated that 
a record would be made of those attending or not attending. 

Concerning such a practice, one witness commented : "If I had been 
a Federal employee and I cared anything about my job, I would have 
been at that lecture." 

Employees of an installation in Pennsylvania complained of require- 
ments to attend film lectures on issues of the cold war. 

Witnesses agreed that taking notice of attendance at such meetings 
constituted a form of coercion to attend. Section 1 (b) will eliminate 
sucli intimidation. It leaves unaffected existing authority to use any 
appropriate means, including publicity, to provide employees infor- 
mation about meetings concerning matters such as charity drives and 
bond-sellin campaigns. 

Section &) protests a basic constitutional right of the individual 
employee to be free of official pressure on him to engage in any civic 
or political activity or undertaking which might involve him as a 
private citizen, but which has no relation to his Federal employment. 
It preserves his freedom of thought and expression, including his 
right to keep silent, or to remain inactive. 

This section will place a statutory bar against the recurrence of 
employee complaints such as the following received by a Member of 
the Senate : 

Dear Senator -:On- ,1966, a group of Treasury 
Department administrators were called to Miami for a con- 
ference led by ---,Treasury Personnel Officer, with regard 
to new revisions in chapter 713 of the Treasury Personnel 
Manual. 

Over the years the Treasury Department has placed spe- 
cial emphasis on the hiring of Negroes under the equal em- 
ployment opportunity program, and considerable progress 
in that regard has been made. However, the emphasis of 
the present conference was that our efforts in the field of 
equal employment opportunity have not been sufficient. 
Under the leadership of President Johnson and based on his 
strong statement with regard to the need for direct action to 
cure the basic causes leading to discrimination, the Treasury 
Department has now issued specific instructions requiring all 
supervisors and line managers to become actively and aggres- 
sively involved in the total civil rights problem. 

The re uirements laid down by chapter 713 and its appen- 
dix inch % e participation in such groups as the Urban Ieague, 
NAACP, et cetera (these are named specifically) and involve- 
ment in the total community action program, including open 
housing, integration of schools2 et cetera. 

The olicies laid down in this regulation, as verbally ex- 
plsine.ine%by the Treasury representatives at  the conference, 
go far beyond any concept of employee personnel responsi- 
bility previously expressed. In essence, this regulation re-
quires every Treasury manager or supervisor to become, a 
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social worker, both during his official hours and on his o m  
time. This was only tangentially referred to in the regulation 
and its appendages, but was brought out forcefully in verbal 
statements by Mr. -and -. Frankly, this is tre- 
mendously disturbing to me and to many of the other persons 
with whom I have discussed the matter. We do not deny the 
need for strong action in the field of civil rights, but we do 
sincerely questlon the authority of our Government to lay 
out requirements to be met on our own time which are repug- 
nant to our personal beliefs and desires. 

The question was asked as to what disciplinary measures 
would be taken a.gainst individuals declining to participate 
in these community action programs. The reply was glven 
by the equal employment officer, that such refusal would 
constitute an undesirable work attitude bordering on insub- 
ordination and should at  the very least be reflected on the 
annual efficiency rating of the employee. 

The principles expressed in these regulations and in this 

conference strike me as being of highly dangerous potential. 


' I f  we, who have no connection with welfare or social pro- 

grams, can be required to take time from our full-time re- 


( 	 sponsibilities in our particular agencies and from the hours 

normally reserved for our own refreshment and recreation to 

work toward integration of white neighborhoods, integration 

of schools by artificial means, and to train Negroes who have 

not availed themselves of the Rublic schooling available, then 

it would seem quite possible t at  under other leadership, we 

could be re uired to erform other actions which would 

actually be 1etrimentaP to the interests of our Nation. 


* * * * * 
Testifying on the issue of reporting outside activities, the American 

Civil Liberties Union representative commented : 
To the extent that individuals are apprehensive they are 

going to have to, at some future time, tell the Government 
about what organizations they have belonged to or been asso- 
ciated with, that is going to inhibit them in t%eir willingness 
to explore all kinds of ideas, their willingness to hear 
speakers, their willingness to do all kinds of things. That 
has almost as deadening an effect on free speech in a democ- 
racy as if the opportunities were actually cut off. 

The feeling of inhibition which these kinds of questions 
cause is as dangerous, it seems to me, as if the Government 
were making actual edicts. 

Witnesses gave other examples of invasion of employees' private 
lives which would be halted by passage of the bill. 

I n  the southwest a division chief dispatched a buck slip to his group 
supervisors demanding: "the names * * * of employees * * * who 
are participating in any activities including such things as: PTA in 
integrated schools, sports activities which are inter-social, and such 

, 	 things as Great Books discussion groups which have integrated 
memberships."

* * * 8 * * * 



I n  a Washington office of the Department of Defense, a branch chief 
by telephone asked supervisors to obtain from employees the names of 
any organizations they belonged to. The purpose apparently was to 
obtain invitations for Federal Government officials to speak before 
such organizations. 

* * * * * * * 
Reports have come to the subcommittee that the Federal Maritime 

Commission, pursuant to civil service regulations, requested employees 
to participate in community activities to improve the employability 
of minority groups, and to report to the chairman any outside 
activities. 

* * * * * * * 
I n  addition to such directives, many other instances involving this 

type of restriction have come to the attention of the subcommittee over 
a period of years. For example, some agencies have either prohibited 
flatly, or required employees to report, all contacts, social or otherwise, 
with Members of Congress or congressional staff members. I n  many 
cases reported to the subcommittee, officials have taken reprisals against 
employees who communicated with their Congressmen and have lssued 
directives threatening such action. 

* * * * * * * 
The Civil Service Commission on its Form 85 for nonsensitive posi- 

tions requires an individual to list: "Organizations with which affili- 
ated (past and present) other than religious or political organizations 
or those with religious or political affiliations (if none, so state)." 

* * * * * * * 
PRIVACY INVASIONS I N  INTERVIEWS, INTERROGATIONS, AND PERSONALITY 

TESTS 

Although it does not outlaw all of the unwarranted personal prying 
to which employees and applicants are now subjected, section 1(e) of 
the reported bill mill prohibit the more serious invasions of personal 
privacy reported. The subcommittee believes it will also result in 
limitations beyond its specific prohibitions by encouraging admistra- 
tive adherence to the principles it reflects. 

It mill halt mass programs in which, as a general rule, agency 
officials conduct interviews during which they require or request ap- 
plicants or employees to reveal intimate details about their habits, 
thoughts, and attitudes oil mattqrs unrelated to their qualifications 
and ability to perform a job. 

It will also halt individual interrogations such as that involving an 
18-year-old college sophomore applying for a summer job as a secretary 

.at a Federal department. 
I n  the course of an interview with a department investigator, she 

was asked wide-ranging personal questions. For instance, regarding a 
boy whom she was dating, she was asked questions which denoted 
assumptions made by the investigator, such as : 

Did he abuse you ? 
Did he do anything unnatural with you? You didn't get 

pregnant, did you ? 



There's kissing, petting, and intercourse, and after that, 
did he force you to do anything to him, or did he do anything 
to you? 

The parent of this student wrote : 
This interview greatly transcended the bounds of normal 

areas and many probing personal questions were propounded. 
Most questions were leading and either a negative or positive 
answer resulted in an appearance of self-incrimination. Dur- 
ing this experience, my husband was on an unaccompanied 
tour of duty in Korea and I attempted alone, without success, 
to do battle with the Department. 

I called and was denled any opportunity to review what 
had been recorded in my daughter's file. Likewise my 
daughter was denied any review of the file in order to verify 
or refute any of the record made by the State Department 
interviewer. This entire matter was handled as if applicants 
for State Department employment must subject themselves 

,to the personal and intimate questions and abdicate all claims 
to personal rights and privileges. 

As a result of this improper intrusion into my daughter's 
privacy which caused all great mental anguish, I had her 
application for employment, withdrawn from the State 
Department. This loss of income made her college education 
that much more dacul t .  

Upon my husband's return, we discussed this entire situa- 
tion and felt rather than subjecting her again to the sanc- 
tioned methods of Government investigation me would have 
her work for private industry. This she did in the summer of 
1966, with great success and without embarrassing or 
humiliating Gestapo-type investigation. 

Upon subcommittee investigation of this case, the Department indi- 
cated that this was not a unique case, because i t  used a "uniform 
policy in handling the applications of summer employees as followed 
with all other applicant categories." It stated that its procedure under 
Executive Order 10450 is a basic one "used by the Department and 
other executive agencies concerning the processing of any category of 
applicants who will be dealing with sensitive, classified material." Its 
only other comment on the case was to assure that "any information 
developed during the course of any of our investigations that is of a 
medical nature, is referred to our Medical Division for proper evalua- 
tion and judgment." I n  response to a request for copies of depart- 
mental guidelines governing such investigations and interviews, the 
subcommittee was told they were classified. 

Section 1(e) would protect every employee and every civilian who 
offers his services to his Government from indiscriminate and un-
authorized requests to submit to any test designed to elicit such infor- 
mation as the following : 

My sex life is satisfactdry, 

I have never been in trouble because of my sex behavior. 

Everything is turning out just like the prophets of the 


Bible said it would. 



I loved my father. 
I am very strongly attracted by members of my own sex. ' Igo to church almost every week. 
I believe in the second coming of Christ. . 
Ibelieve in a life hereafter. 
I have never indulged in any unusual sex practices. 
I am worried about sex matters. 
I am very religious (more than most people). 
I loved my mother. 
Ibelieve there is a Devil and a Hell in afterlife. 
I believe there is a God. 
Once in a while I feel hate toward members of my family 

whom Iusually love. 
1wish I were not bothered by thoughts about sex. 

The subcommittee hearings in .I965 on "Psychological tests and 
constitutional rights" and its subsequent investigations support the 
need for such statutory prohibitions on the use of tests. 

I n  another case, the subcommittee was told, a women mas ques- 
tioned for 6 hours "about every aspect of her sex life-real, imagined, 
and gossiped-with an intensity that could only have been the product 
of inordinately salacious minds.'' 

The specific limitation on the three areas of questioning proscribed 
in S. 1035 in no way is intended as a grant of authority to continue 
or initiate the o5cial eliciting of personal data from individuals on 
subjects not directly proscribed. It would rohibit investigators, or 
personnel, security and medical specialists Prom indiscriminately re- 
quiring or requesting the individual to supply, orally or through tests, 
data on religion, family, or sex. It does not prevent a physician from 
doing so if he has reason to believe the employee is "suffering from 
mental illness" and believes the information is necessary to make a 
diagnosis. Such a standard is stricter than the broad "fitness for duty" 
standard now generally applied by psychiatrists and physicians in the 
interviews and testing which an employee can be requested and re- 
quired to undergo. 

There is nothing in this section to prohibit an official from advising 
an individual of a specific charge of sexual misconduct and affording 
him an opportunity to refute the charge voluntarily. 

POLYQRAPHS 

Section 1(f) makes it unlawful for any officer of any executive de- 
partment or agency or any person acting under his ythority to require 
or request or attempt to require or request any clvllian emploxee or 
any applicant for employment to take any polygraph test designed 
to elicit from him information cpncerning his personal relationship 
with any person connected with him by bl* or marriage, or concern- 
1n;g his religious beliefs, practices or concermng Pis attitude or coqduct 
with respect to sexual matters. While this section does not eliminate 
the use of so-called lie detectors by Government, it assures that where 
such devices are used for these purposes it will be only in limited areas. 

John McCart, representing the Government Employees Council of 
AFGCIO, supported this section of the bill, citing a 1965 report by 
a special subcommittee of the A F L C I O  executive council that: 



The use of lie detectors violates basic considerations of 
human dignity in that they involve the invasion of privacy, 
self-incrimination, and the concept of guilt until proven 
innocent. 

Congressional investigation1 has shown that there is no scientific 
validation for the effectiveness or accuracy of lie detectors. Yet despite 
this and the invasion of privacy involved, lie detectors are being used 
or may be used in various agencies of the Federal Government for 
purposes of screening applicants or for pursuing investigations. 

This section of the bill is based on complaints such as the following 
received by the subcommittee : 

When I graduated from college in 1965,I applied a t  NSA. 
I went to 2 days of testing, which apparently I passed 
because the interviewer seemed pleased and he told me that 
they could always find a placesfor someone with my type of 
degree. 

About 1month later, I reported for a polygraph test a t  
-	 an office on Wisconsin Avenue in the District or just over 

the District line in Maryland. I talked with the polygraph 
operator, a young man around 25 years of age. H e  explained 
how the machine worked, etc. He  ran through some of the 
questions before he attached the wires to me. Some of the 
questions I can remember are- 

"When was the first time you had sexual relations with a 
woman ? 

L ' H o ~many times have you had sexual intercourse? 
('Have you ever engaged in homosexual activities? 
"Have you ever engaged in sexual activities with an 

animal ? 
"When was the first time you had intercourse with your 

wife ? 
"Did you have intercourse with her before you were mar- 

ried ? How many times ?'.' 
He also asked questions about my parents, Communist 

activities, etc. I remember that I thought this thing was 
pretty outrageous, but the operator assured me that he 
asked everybody the same questions and he has heard all 
the answers before, it just didn't mean a thing to him. I 
wondered how he could ever get away with asking a girl those 
kinds of questions. 

m e n  I was finished, I felt as though I had been in a 15 
round championship boxing match. I felt exhausted. I made 
up mp mind then and there that I wouldn't take the job 
even if they wanted me to take it. Also, I concluded that I 
would never again apply for a job with the Government, es- 
pecially where they make you take one of these tests. 

Commenting on this complaint, the subcommittee chairman ob- 
served : 

=Hearings and reports on the use of nolygraphs as "lie detectors." by the Federal Gov- 
ernment before a Subcommittee of the House Committee on Government Operations, Aprll 

1 9 6 4 through 1966. 
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Certainly such practices sl~ould not be tolerated even by 
agencies charged with security missions. Surely, the finan- 
cial, scientific, and investigative resources of the Federal Gov- 
ernment are sufficient to determine whether a person is a 
security risk, without strapping an applicant to a machine 
and subjecting him to salacious questioning. The Federal 
Bureau of Investigation does not use personality tests or 
polygraphs on applicants for employment. I fail to see why 
the National Security Agency finds them so fascinating. 

COERCION TO BUY ROPITDS AND CONTRIBUTE TO CAOSES 

The hearing record and subcommittee complaint files amply docu- 
ment the need for statutory protections against all forms of coercion of 
employees to buy bonds and contribute to causes. Involved here is the 
freedom of the individual to invest and donate his money as he sees 
fit, without official coercion. As the subcommittee chairman explained : 

It certainly seems to me that each Federal employee, like 
anv other citizen in the United States, is the best judge of 
his capacity, in the light of his financial obligations, to  par- 
ticipate or decide whether he will participate and the extent 
of his participation in a bond drive. That is a basic determi- 
nation which he and he alone should make. 

I think there is an interference with fundamental rights 
when coercion of a psychological or economic nature is 
brought on a Federal employee, even to make him do right. 
I think a man has to have a choice of acting unwisely as veil 
as wisely, if he is going to have any freedom at  all. 

The subcommittee has received from employees and their organiza- 
tions numerous reports of intimidation, threats of loss of job, and 
security clearances and of denial of promotion for employees who do 
not participate to the extent supervisors wish. The hearing record 
contains examples of documented cases of reprisals, many of which 
have been investigated a t  the subcommittee's request and confirmed 
by the agency involved. It is apparent that policy statements and 
administrative rules are not sufficient to protect individuals from such 
coercion. 

The president of the United Federation of Postal Clerks informed 
the subcommittee : 

Section 1,paragraph (i)  of S. 37'19 is particularly impor- 
tant to all Federal employees and certainly to our postal 
clerks. The extreme arm-twisting coercion, and pressure tac- 
tics exerted by some postmasters on our members earlier this 
year during the savings bond drive must not be permitted 
at any future time in the Government service. 

Our union received complaints from all over the countrp 
where low-paid postal clerks, most havinp the almost impossi- 
ble problem of trying to support a famllv and exist on sub- 
standard wages, mere practically being ordered to siqn up 
for purchase of U.S. savings bonds, or else. The patriotism 
of our postal employees cannot be challenged. I recently was 
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advised that almost '75 percent of postal workers are veterans 
of the Armed Forces and have proven their loyalty and 
patriotism to this great country of ours on the battlefield in 
many wars. Yet, some postmasters questioned this patriotism 
and loyalty if any employee could not afford to purchase a 
savings bond during the drive. 

The president of the National Association of Government Employ- 
ees testified : 

We are aware of instances wherein employees were told 
that if they failed to participate in the bond program they 
would be frozen in their position without promotional oppor- 
tunities. 

In  another agency 'the names of individuals who did not 
participate were posted for all to see. We have been made 
aware of this situation for some years and we know that Con- 
gress has been advised of the many instances and injustices 
Federal employees faced concerning their refusal or inability 
to purchase bonds. 

Certainly, the Government, which has thousands of public 
relations men in its agencies and departments, should be 
capable of promoting a bond program that does not include 
the sledge-hammer approach. 

Some concern has been expressed by o5cials of the United Com- 
munity Funds and Councils of America, the American Heart Associa- 
tion, Inc., and other charitable organizations, that the bill would 
hamper their campaigns in Federal agencies. 

For this reason, the bill contains a proviso to express the intent 
of the sponsors that o5cials may still schedule meetin s and take any 
appropriate action to publicize campaigns and to affor3 employees the 
opportunity to invest or donate their money volun.tarily. It is felt 
that this section leaves a wide scope for reasonable action in promoting 
bond selling and charity drives. 

The bill will prohibit such practices as were reported to the sub- 
committee in the following complaints : 

We have not yet sold our former home and cannot afford 
to buy bonds while we have both mortgage payments and 
rental payments to meet. Yet I have been forced to buy 
bonds, as I was told the policy at this base is, "Buy bonds or 
by-by." 

In  short, after moving 1,700 miles for the good of the 
Government, I was told I would be fired if I didn't invest 
my money as my employer directed. I cannot afford to buy 
bonds, but I can't afford to be fired even more. 

* * * * * 
Not only were we forced to buy bonds, but our superiors 

stood by the time clock with the blanks for the United 
Givers Fund, and refused to let us leave until we signed up.
I am afraid to sign my 'name, but I am employed at * * *. 

* * * * * 



A representative of the 14th District Department of the American 
Federation of Government Employees, Lodge 421, reported : 

The case of a GS-13 professional employee who has had 

the misfortune this past year of underwriting the expenses 

incurred by the last illness and death of both his mother and 

father just prior to this recent bond drive. This employee had 

been uno5cially informed by his supervisor that he had been 

selected for a then existing GS-14 vacancy. When it became 

known that he was declining to increase his participation in 

the savings bond drive by increasing his payroll deduction for 

that purpose, he was informed that he might as well, in  effect, 

kiss that grade 14 goodby. 


DISCLOSURE O F  ASSETS, DEBTS, AND PROPERTY 

Sections ( i)  and ( j )  meet a need for imposing a reasonable statutory 
limitation on the extent to which an employee must reveal the details 
of his or his family's personal finances, debts, or ownership of 
property. 

The subcommittee believes that the conflict-of-interest statutes, and 
the many other laws governing conduct of employees, together with 
appropriate implementing reg~~lations, are sufficient to protect the 
,Government from dishonest employees. More zealous informational 
-activities on the part of management were recommended by witnesses 
in lieu of the many questionnaires now required. 

The employee criticism of such inquiries was summarized as fol- 
lows: 

There are ample laws on the statute books dealing with 

fraudulent employment, conflict of interest, etc. The invasion 

of privacy of the individual emplovee is serious enough, but 

the invasion of the privacy of family, relatives and chlldren 

of the employee is an outrage against a free society. 


This forced financial disclosure has caused serious moral 

problems and feelings by employees that the agencies dis- 

trust their integrity. We do not doubt that if every employee 

was required to file an absolutely honest financial disclosure, 

that a few, though insignificant number of conflict-of-interest 

cases may result. However, the discovery of the few legal 

infractions could in no way justify the damaging effects of 

forced disclosures of a private nature. Further, it is .our 

opinion that those who are intent on engaging in activities 

which result in a conflict of interest would hardly supply 

that information on a questionnaire or financial statement. 

Many employees have indicated that rather than subject 

their families to any such unwarranted invasion of their right 

to privacy, that they are seriously considering other employ- 

ment outside of Government. 


The bill will reduce to reasofiable proportions such inquiries as the 
following questionnaire, which many thousands of employees have :, 

periodically been required to submit. 
(Questionnaire follows :) 



CONFIDENTIAL STATEMENTOF EMPLOYMENT AND FINANCIAL INTERESTS . 
(FOR USE e Y  REGULAR GOVERNMENT EMPLOYEES) 

brvr (urn,.PI,.,. lnlll.0 T ~ T L L O CP O S ~ T ~ Q M  

I 
PART I. EMPLOYMENT AND FINANCIAL INTERESTS 

L i s r  the names 01 .I[ corpor.tions, compulics. !irmr; oc erhcr plan, rhurdincornc,  or other urangcmrnr . r .  t eru!~01 mr 
businc%s rnccrprircs, p.rtnrrshipr; nonprolic organtucionr. and cvrrrnc or prior rmploymenr or busincsr or p:olcrrioo.l as-
cducrriond, or ocher inatiturioos: (.) x i rh  which you v c  con-' gocirrion; or (c) i n  which you hmrc any limsncial inwrcsc 
nccrcd as m employee. oll icer, owner, direcrar, mcrnbcr. trrr<c=, through thc ownership of stock. s:nck options. b o ~ d r ,  SCCIYG 
purno,  ndv i ro ,  or cooru1:mt; or (b; i n  vhich yau h - r r  mny -tier, or orhc: nrrangcmcnrr i n r l u d i a l  trusts. I 1 nmc, n i t e  
~ a n t i n u i n ~  NONE.l i nmc ia l  intctcsrr, rhcouyh n pcnsioa or re<iremrnc 

NAME A Y a  l l W 0  OF 
o m G ~ " I z ~ T t o wma. p o,In ON IN ORGANtzATIoN r , *~,"~~I ,4F.~~,A,"~d~~I .  
Pcrl I d . s I # ~ # l a .  ADDRESS m.. P,rrI(.J d..lmllm#. P R l o a  ISCOVE iu.. P M # IRI. 
*I,.,. .n~!!r.b,o> .,I .ppllr.bl.. &.r., d.. ,aru,,m. I ,  . * O I ( Y ~ %  

II I 
PART 11. CREDITORS -

L i a r  the nsrncs of  your creditors other r1l.n tharc to whom yoti for and ordinary houcho ld  and l iv ins c r p r ~ r c lswh 
nlz, be indebted by r rsron o! morcgr&c on proprrry which you .r hourchold luzni%honrs. ~utomnb!le, cducarian, racrxiom. 

occupy a *  m pe:ronal rcsidcncc or to whom you m y  bc ~ndch tcd  ".d .~ imi lnr  expcnrcs. linone, xrnrc NONE. 

--
Cm4AIIACTER OF IYDEB~EONCSS.  ..b.. 
PCRIOMLL L O I N  NOTE.  K C ' J R I T I  

HAWE AND ADDRESS 0 -  CREDITOR 

I --
PART Ill. INTERLSTS PROPERTYIN REAL 

L i s r  you. k n e w  im rc.1 propcrry ?r rights in  l a d s ,  other than ptoperty which ypu occupy as s prrson.l rc3idencc. I 1  nonr,.nice 
XONE. .L 

H I T U E  O F  IWTEREIT. a,(., 11110.  P 1 0 P E 1 1 1 .  .#.. u n ~ ~ l h l*,we1 I 
 ~ r a t .  n.m 
QWWLRLHIP. MORTGAGE. ' RESIDENCE. HOTEL.. APARTMENT.. e. c o u l l y  and Sl.r.) 

L I E N .  IW' IE ITYEHT TP1Jb-T UNDE.VELOPEO LAUD 


i 4 P T  IV. ItlbOH'i,;:;SV r(E3:!ES, FD CF OTHCP. t3ESS9NS-.- -- - -
If any in!ocma,iaa i s  tr.>r s;:pr.lie.i by orLr: :rr>.>ns, r.!:.. requrs:cd tbar r:>einln;oa:i~r. k rl;i.?:ic3. nni  :kc na:.rrc oC 

Iru:tcc. attorney. ~CC;L.IC:?-, r ~ l i : ; ; ~ , r;,:az- i n 2 k . 1 1 ~:LC su:?izcr !>art:: invc.lvcd. :Inone. wi:e !:CX.L:. 

n;.r,:- :ddrc.i;-u: ::::is r.::zanr. rl:c L.xr : . ~ nni~l.1,.nl 


-
1c ~ l t i l ~  zrucments 1 bare m d r  u c  true, u d  correct Lo the best o f  my knor lcd8c md bclhf .chat tk comp!ete, 

The vagueness of the standards for requiring such a broad surrender 
of privacy is illustrated by the Civil Service Commission's regulation 
applying this to any employee whose duties have an "economic impact 
on a non-Federal enterprise." 

Also eliminated will be questionnaires asking employees to list 
"all assets, or everything you and your immediate family own, in- 
cluding date acquired and cost or fair market value at acquisiton. 
(Cash in banks, cash anywhere else, due from others-loans, et cetera, 
automobiles, securities, real estate, cash surrender of life insurance; 
personal effects and household furnishings and other assets.)" 

http:.ppllr.bl.


The view of the president of the United Federation of Postal Clerks 
reflected the testimony of many witnesses endorsing sections 1 (i) 
and ( j )  of the bill. 

I f  the conflict-of-interest questionnaire is of doubtful value 
in preventing conflict of interest, as we believe, we can only 
conclude that it does not meet the test of essentiality and that 
it should be proscribed as an unwarranted invasion of em-
ployee privacy. Such value as it may have in focusing em- 
ployee attention upon the problem of conflict of interest and 
bringing to light honest oversights that may lead to conflict of 
interest could surely be achieved by. drawing attention to 
the 26 or more laws pertaining to conflict of interest or by 
more zealous information activities on the part of manage- 
ment. 

The complex problem of preserving the confidential nature of such 
reports was described by officials of the National Association of 
Internal Revenue Employees : 

The present abundance of financial questionnaires pro- 
vides ample material for even more abusive personnel 
practices. It is almost inevitable that this confidential infor- 
mation cannot remain confidential. Typically, the financial 
questionnaire is filed with an employee's immediate super- 
visor. The net worth statements ultimately go into Inspection, 
but they pass through the hands of local personnel adminis- 
trators. We have received a great number of disturbing re- 
ports-as have you-that this information about employees' 
private affairs is being used for improper purposes, such as 
enforced retirement and the like. 

Inadequacies in agency procedures for obtaining such information 
from employees and for reviewing and storing it, are discussed in the 
Subcommittee report for the 89th Congress, 2d Session. Widely dis- 
parate attitudes and practices are also revealed in a Subcommittee 
study contained in the appendix of the printed hearings on S. 3779. 

The bill will make such complaints as the following unnecessary in 
the future conduct of the Federal Government : 

DEARSENATOR : I am writing to applaud the stand you have ERVIN 
taken on the new requirement that Federal em loyees in certain 
grades and categories disclose their financial hol $ings to their im- 
mediate superior. Having been a civil service employee for 26 years, 
and advanced from GS-4 to GS-15, and been cleared for top secret 
during World War 11, and because I currently hold a position that 
involves the dispositon of hundreds of thousands of the taxpayers' 
money, it is my conviction that my morality and trustworthiness are 
already a matter of record in the files of the Federal Government. 

The requirement that my husband's financial assets be reported, as 
well as my own assets and those we hold jointly, was particularly 
offensive, since my husband is the head of our household and is not 
employed by Government. 

You might also be interested in the fact that it required 6 hours of 
after-hours work on our part to hunt up all the information calle! for 
and prepare the report. Since the extent of our assets is our private 
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business, it was necessary that I type the material myself, an added 
chore since I am not a typist. 

Our assets have been derived, in the main, from layin aside a por-
tion of our earnings. At our ages (64 and 58) we wou fd be far less 
deserving of respect had we not made the prudent provisions for our 
retirement which our assets and the income they earn represent. Yet 
this re ortirlg requirement carries with it the implication that to have 
%lean ands" it would be best to have no assets or outside, unearned 
income when you work for the Federal Government. 

For your information I am a GS-15, earning $19,415. * * * 
Thank you for speaking out for the continually maligned civil 

servant. 
Sincerely yours, 2 

DEARSENATORERVIN: I am a GS-12 career employee with over 15 
years service. 

The highest moral and ethical conduct has been my goal in each 
of my positions of employment and I have found this to be true of a 
vast majority of my fellow workers. It may be true s few people do 
put material gain ahead of their ethics but generally these people are 
in the higher echelons of office where their Influence is much greater. 

Our office has recently directed each employee from file clerk to the 
heads of sections to file a "Statement of Financial Interest." As our 
office has no programs individuals could have a financial interest in 
and especially no connections with F H A  I feel it is no one's business 
but my own what real estate I own. I do not have a F H A  mortgage 
or any other real property and have no outside employment, hence 
have nothing to hide by filing a blank form. Few Government workers 
can afford much real property. The principle of reportin f to "Big 
Brother" in every phase of your private life to me is very egrading, 
highly unethical and very unquestionable as to its effectiveness. I f  I 
could and did use my position in some way to make a profit I would 
be stupid to report it on an agency inquiry form. What makes officials 
think reporting will do away with graft? 

When the directive came out many man-hours of productive work 
were lost in discussions and riping. Daily since that date at  some 
time during the day someone %rings u t  the subject. The supervisors 
filed their reports as "good" examples ut  even they objected to this 
inquiry. 

No single thin was ever asked of Government employees that 
caused such a decfine in their morale. We desperately need a 'Lbill of 
rights" to protect ourselves from any further Invasion of our private 
lives. 

Fifteen years ago I committed myself to Government service be- 
cause: (a) I felt an obligation to the Government due to my education 
under the GI  bill, (b) I could obtain freedom from pressures of unions, 
(c) I could obtain freedom from invasion of my private life, and (d) I 
would be iven the opportunity to advance based solely on my pro- 
fessional a %ility and not on personal politics. At  this point I certainly 
regret my decision to make the Government my career. 

Sincerely, 
, 
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DEARSENATOR:I write to  beg your support of ba "bill of rights" 
to protect Federal employees from official snooping which was intro- 
duced by Senator Ervin of North Carolina. 

I am a veteran of two wars and have orders to a third war as a 
ready reservist. And I know why I serve in these wars: that is to pre- 
vent the forces of tyranny from invading America. 

Now, as a Federal employee I must fill out a questionnaire giving 
details of my fhancial status. This is required if I am to continue 
working. I know that this information can be made available to every 
official in Washington, including those who want to regulate specsc 
details of my life. 

Now I am no longer a free American. For example, I can no longer 
buy stock of a foreign company because that country may be in dis- 
favor with officials of the right or left. And I cannot 'Lawn part of 
America" by buying common stocks until an "approved list" 1s pub- 
lished by my su eriors. 

3: can never &'orrow money because an agent may decide that debt 
makes me susceptible to bribery by agents of an enemy power. Nor 
do I dare own property lest some officlal may decide I should sell or 
rent to a person or group not of my choosing. 

I n  short, I am no longer free to plan my own financial program for 
the future security of my family. In 1day I was robbed of the free- 
dom for which I fought two wars. This is a sickening feeling, you may 
be sure. 

It seems plain that a dee moral issue is involved here that con- 
cerns every citizen. I f  this t%'ing is allowed to continue, tomorrow or 
next year every citizen may come under the inquisition. The dossier 
on every citizen will be on file for the use of any person or group 
having enough overt or covert power to gain access to them. 

Sincerely, 
9 

On August 1966, Federal employees who were retired from the 
armed services were told to complete and return within 7 days, with 
their social security numbers, a 15-page questionnaire, asking, among 
other things : 

How much did you earn in 1965 in wages, salary, com- 
missions, or tips from all jobs? 

How much did you earn in 1965 in profits or fees from 
working in your own business, professional practice, partner- 
shi ,or farm ? 

$ow much did you receive in 1965 from social security, 
pensions (nonmilitary) rent (minus expenses), interests or 
dividends, unemployment insurance, welfare payments, or 
from any other source not already entered ? 

How much did other members of your family earn in 1965 
in wages, salary, commissions or tips? (Before any deduc- 
tions.) (For this question, a family consists of two or more 

ersons in the same household who are related to each other 
gy blood, marriage, or adoption.) If  the exact amount is not 
known, give your best estimate. 

How much did other members of your family earn in 1965 
in profits or fees from working in their own business, pro- 
fessional practices, partnership, or farm ? .  



How muchadid any other member of your family receive in 
1965 from social security, pensions, rent (minus expenses), 
interest or dividends, unemployment insurance, welfare pay- 
ments ;or from any other source not already entered ? 

RIGHT TO COUNSEL 

Section l (k)  of the bill guarantees to Federal workers the oppor- 
tunity of asking the presence of legal counsel, of a friend or other 
person when undergoing an official interrogation or investigation that 
could lead to the loss of their jobs or to disciplinary action. 

The merits of this clause are manifold; not least of which is that 
uniformity and order it will bring to the present crazy quilt practices 
of the various agencies concerning the right to counsel for employees 
facing disciplinary investigations or possible loss of security clear- 
ances tantamount to loss of employment. The Civil Service Commis- 
sion regulations are silent on this critical issue. I n  the absence of any 
Commission initiative or standard, therefore, the employing agencies 
are pursuing widely disparate practices. To judge from the question- 
naires and other evidence before the subcommittee, a few agencies 
appear to afford a legitimate right to counsel, probably many more 
do not, and still others prescribe a "right', on paper but hedge it in 
such a fashion as to discourage its exercise. Some apparent1 do not set 
any regulatory standard, but handle the problem on an a $hoc basis. 

On a matter as critical as this, such a pointless diversity of practice 
is poor policy. So far as job-protection rights are concerned, all Fed- 
eral employees should be equal. 

A second anomaly in the present state of affairs derives from recent 
developments in the law of the sixth amendment by the Supreme 
Court. I n  view of the decisions of Miranda v. Ariaona, 384 U.S. 436 
and Escobedo v. Illinois, 378 U.S. 478, it is clear that any person 
(including Federal employees) wno is suspecLea of a crime IS a m -
lutely entitled to counsel before being subjected to custodial interro- 
gation. Accordingly, some agencies, such as the Internal Revenue 
Service, acknowledge an unqualified right to counsel for an employee 
suspected of crime but decline to do the same for coworkers threatened 
with the loss of their livelihoods for noncriminal reasons. I n  the sub- 
committee's view, this discrimination in favor of the criminal suspect 
is both bad personnel policy as well as bad law. It would be corrected 
by this section of the bill. 

The ultimate justification for the "right-to-counsel" clause, however, 
is the Constitution itself. There is no longer any serious doubt that 
Federal employees are entitled to due process of law as an incident 
of their employment relation. Once, of course, the courts felt other- 
wise, holding that absent explicit statutory limitation, the power of 
the executive to deal with employees was virtually unfettered. 

The doctrinal underpinning of this rule was the 19th-century notion 
that the employment relation is not tangible "property." Both the 
rule and its underpinning have now been reexamined. The Supreme 
Court in recent years has ebphasized the necessity of providing 
procedural due process where a man is deprived of his job or livelihood 
by governmental action. 
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TVhile the courts have as yet had no occasion to articulate n specific 
right to counsel in the employment relationship, there can obviously 
be no doubt that the right to counsel is o'f such a fundamental character 
that it is aniong the essential ingredients of due process. ?That is at 
stake for an employee in a discharge proceeding-often including 
personal humiliation, obloquy and penury-is just as serious as that 
involved in a criminal trial. This is not to suggest that all the incidents 
of our civilized standard of a fair trial can or should be imported into 
Federal discharge proceedings. Rut if we are to have fair play for 
Federal employees, the right of counsel is a sine qua non. I t  is of a 
piece with the highest traditions, the fairest laws, and the soundest 
policy that this country has produced. And, in the judgment of this 
subcommittee, the clear affirmation of this basic right is very long 
overdue. 

The need for such protection was confirmed at  the hearings by all 
representatives of Government employee organizations and unions. 

The president of the National Association of Letter Carriers 
testified : 

It is a practice in the postal illspection service, hen an 
employee 1s called in for questioning by the inspectors on a 
strictly postal matter that does not involre a felony, to deny 
the right of counsel. The inspectors interrogate the employee 
at length and, a t  the completion of the interrogation, one of 

, 	 the inspectors writes out a statement and pressures the em- 

ployee to sign it before he leaves the room. We have frequently 

asked the postal inspection service to permit these employees 

to have counsel present at  the time of the interrogation. The 

right for such counsel has been denied in all except a few 

cases. I f  the employee is charged with a felony, then, of course, 

the law takes over and the right for counsel is clearly estab- 

lished but in other investigations and interrogations no 

counsel is permitted. 


Several agencies contend that right to counsel is now granted in 
formal adverse action proceedings and that appeals procedures make 
this section unnecessary for informal questioning. Testimony and com- 
plaints from employees indicate that this machinery does not effec- 
tively secure the opportunity of the employee to defend himself early 
enough in the investigation to allow a meaningful defense. 

The predicament of postal employees as described at  the hearings 
reflects the situation in other agencies as reported in many individual 
cases sent to the subcommittee. While it is undoubtedly true that in 
some simple questioning, counsel may not be necessary, in many mat- 
ters where interrogation will result i s  disciplinary action, failure to 
have counsel at  the first level reacts against,the employee all the way 
up through the appeal and re~iem. In  the case of a postal employee, 
the subcomfiittee was told- 

The first level is at  the working foreman's level. He  is the 
author of the charges; then-the case proceeds to tlre post- . 

master, who ap jointed the foreman and, if the ,individual is ,
found quilty o Pthesharge at  the  first level, it: is almost in. ,..,
evitable that this position will be supported on the second 
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level. The third level is the regional level, and the policy 
there is usually that of supporting the local postmaster. A 
disinterested party is never reached. The fourth level is the 
Appeals Board, composed of officials appointed by the Post- 
master General. I n  some cases, the region will overrule the 
postmaster, but certainly the individual does not have what 
one could style an impartial appeals procedure. 

Employees charged with no crime have been subjected to intensive 
interrogations by Defense Department investigators who ask intimate 
questions, make sweeping allegations, and threaten dire consequences 
unless consent is given to polygraph tests. Employees have been 
ordered to confess orally or to write and sign statements. Such inter- 
views have been conduct,ed after denial of the employee's request for 
presence of supervisor, counsel, or friend, and in several instances the 
interrogations have resulted in revocation of a security clearance, or 
denial of access to classified information by transfer or reassignment, 
with the resulting loss of promotion opportunities. 

Witnesses testified that employees have no recourse against the 
consequences of formal charges based on information and statements 
acquired during a preliminary investigation. This renders meaningless 
the distinction urged by the Civil Service Commission between formal 
and informal proceedings. 

EXCEPTIONS 

The act under section 9, does not apply to the Federal Bureau of 
Investigation. Furthermore, section 6 provides that nothing in the act 
will prohibit an official of the Central Intelligence Agency and the 
National Security Agency from re uesting any employee or applicant 
to take a polygraph test or a psycho 'fogical test, or to provide a personal 
financial statement designed to elicit the personal information pro- 
tected under subsections 1 ( e ) , (f) ,  (i), and (j).  I n  such cases, the 
Director of the agency or his designee must make a personal h d i n g  
with regard to each individual to be tested or examined that such 
test or information is required to protect the national security. 

An exception to the right-to-counsel section has been provlded to 
limit this right for employees in the Central Intelligence Agency and 
the National Security Agency to a person who serves in the same 
agency or a counsel cleared by the agency for access to the information 
involved. Obviously, it is expected that the employee's right to be 
accompanied by the person of his choice will not be denied unless that 
person's access to the information for the purpose of the case is clearly 
inconsistent with the national security. Other language recognjzes 
problems unique to these two agencies. For instance, section 7 requires 
exhaustion of remedies by employees of the Central Intelligence 
Agency and the National Security Agency and states that the act does 
not affect whatever existing statutory authority these agencies now 
possess to terminate employment. Section 8 is designed to assure that 
nothing in the act is construed to affect negatively any existing statu- 
tory or executive authority of the Directors of the Central Intelligence 
Agency and National Security Agency to protect their information 
in cases involving their employees. Consequently, procedures com- 
mended to the subcommitte by the Director of the Central Intelli- 



gence Agency are spelled out for asserting that authority in certain 
proceedings arising under the act. Other committee amendments to 
S. 1035, as detailed earlier, were adopted to meet adminstrative re- 
quirements of the Federal security program and the intelligence 
community as well as the management needs of the executive branch. 

ENFORCEMENT 

Enforcement of the rights guaranteed in sections 1and 2 of the bill 
is lodged in the administrative and civil remedies and sanctions of 
sections 3, 4, and 5. Crucial to enforcement of the act is the creation 
of an independent Board on Employee Rights to determine the need 
for disciplinary action against civilian and military offenders under 
the act and to provide relief from violations. 

Testimony at the hearings as well as investigation ~f complaints 
have demonstrated that in the area of employee rights, a right is 
only as secure as its enforcement. There is overwhelming evidence 
that employees have heretofore frequently lacked appropriate remedies 
either in the courts or the Civil Service Commission for pursuing 
rights which belong to them as citizens. 

Under the remedies afforded by sections 3, 4, and 5 of the bill, an 
employee who believes his rights are violated under the act has several 
courses of action : 

(1)He may pursue a remedy through the agency procedures 
established to enforce the act, but the fact that he does not choose 
to avail himself of these does not preclude exercise of his right 
to seek other remedies. 

(2) EIe may register his complaint with the Board on Employee 
Rights and obtaln a hearing. If he loses there, he msy appeal to 
the district court, which has the power to examine the record as 
a whole and to affirm, modify, or set aside any determination or 
order, or to require the Board to take any action it was authorized 
to take under the act. 

(3)  He may, instead of going directly to the Board, institute 
a civil action in Federal district court to prevent the threatened 
violation, or obtain complete redress against the consequences of 
the violation. 

He does not need to exhaust any administrative remedies but if he 
elects to pursue his civil remedies in the court under section 4, he 
may not seek redress through the Board. Similarly, if he initiates 
action before the Board under section 5, he may not also seek relief 
from the court under section 4. 

The bill does not affect any authority, right or privilege accorded 
under Executive Order 11491 governing employee-management co- 
operation in the Federal service. To the extent that there is any over- 
lapping of subject matter, the bill simply provides an additional 
remedy. 

THE BOARD ON EMPLOYEES' RIGIIT~ 

As a result of hearings on S. 3779, the section creating a Board on 
Employees' Itights was added to the bill for introduction as S. 1035. 

Employees have complained that administrative grievance pro- 



cedures h a v ~  often proved ineffective because they are cumbersome, 
time-consuming, and weighted on the side of management. Not only 
clo those who break the rules go unpunished many times, but the fearful 
tenor of letters and telephone calls from throughout the country indi- 
cnte that employees fear reprisals for noncompliance with improper 
rec~uests or for filing of complaints and grie~lances. Oral and written 
di~bectives of warning to this effect have been verified by the subcom- 
mittee. Section 1(e) of the bill, therefore, prevents reprisals for exer- 
cise of rights granted under the act and in such evmt accords the indi- 
vidual cause for complaint before the Board or the court. 

Concerning the original bill in the 89th Congress, which did not 
provide for a board, representatives of the 14th department of the 
American Federation of Government Employees commented that the 
remedies are the most important aspeets of such a bill because "unless 
due process procedures are explicitly provided, the remaining pro- 
visions of the bill may be easily ignored or circumvented by Federal 
personnel management. As a matter of fact, we believe, the reason 
employees' rights have been eroded so rapidly and so devastatingly 
in the last few years is the absence of efficient, expeditious, uniform, 
and legislatively well defined procedures of due process in the execu- 
tive departments of the Federal Government." 

An independent and nonpartisan Board is assured by congressional 
participation in its selection and by the fact that no member is to be 
a government employee. Provision is made for congressional moni- 
toring through detailed reports. 

Senator Ervin explained the function of the Board established by 
section 5 as follows: 

The bill sets up a new independent Federal agency with 
authority to receive complaints and make rulings on com- 
plaints-complaints of individual employees or unions rep- 
resenting employees. This independent agency, which would 
not be subject in any way to the executive branch of the 
Government, would be authorized to make rulings on these 
matters in the first instance. It would make a ruling on 
action in a particular agency or department that is an alle ed 
violation of the provisions of the bill, with authority eitter 
on the part of the ageilog or the part of the individual or on 
the part of the union to take an appeal from the ruling of this 
independent agency to the Federal court for judicial review. 

Throughout its study the subcommittee found that a major area 
of concern is the tendency in the review process in the coarts or agen- 
cies to do no more'thah exhinine the l~wfulness of the action or decision 
about which the einployee has complained. For  pvrposes of enforcing 
the act, sections 3, 4 and 5 aS9ure adequate machinery for processing 
complaints and for prompt and impartial determination of the fair- 
ness and constitutionality of general policies and practices initiated 26 
the highest agency l&vels or by the Civil Service Coinmission or by 
Executive order. . . 

Finding -nii $@6ctivti 'r;?ceurse hgainst adm&istrdtive acfi'ons and 
policies wl l i~h believed unfair or in violation of their rights, 
ind iv id~ t%3%~@o~te~ '&dthe?r.f h i l i e s  turnedto@on,mss fur redress. 
Opening the hearings on invasions of privacy, Senator Ervin stated : 
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Never in the history of the Subcommittee on Constitutional 
Rights have we been so overwhelmed with personal com- 
plalilts? phone calls, letters, telegrhms, and office visits. I n  all 
of our Investigations I have never seen anything to equal the 
outrage and indipation from Government employees, their 
famihes, and their friends. It is obvious that appropriate 
remedies are not to be found in the executive branch. 

The complaints of privacy invasions have multiplied so 
rapidly of late that it is beyond the resources of Congress and 
its staff to repel effectively each individual official encroach- 
ment. Each new program brings a new wave of protest. 

Prof. Alan Westin, director of the Science and Lam Committee of 
the Bar Association of the cit of New York, testified that the- ~e com- 
plaints "have been triggered gy the fact that we do not yet have the 
kind of executive branch mechanism by which employees can lodge 
their sense of discomfort with personnel ractices in the Federal Gov- 
ernment and feel that they will get a fair !iearin that they will secure 
what could be called 'employment due process. &, 

To meet this problem, Professor Westin proposed an independent 
board subject to judicial review,. and with enforcement power over a 
broad statutory standard governing all invasion of privacy. Although 
it is continuing to study this proposal, f.he subcommittee has tempo- 
rarily rejected this approacch in the interest of achieving immediate 
enforcement of the act and providing administrative remedies for its 
violation. For thismason it supports the creation of a limited Board 
on k;mp!oyees' Xi.qhts. 

Perhaps one of the most important sections of the bill, if not the 
most important section, according to the United Federation of Postal 
Clerks, is the provision establishmg the Board. The subcommittee was 
told-

It mould appear absolutely essential that any firial legisla- 
tion enacted into law must necessarily include such a pro- 
vision. We can offer no suggestion for improvement of this 
section. As presently constituted the seci5on is easily under- 
stood; and the most excellent and inclusive definition of the 
proposed "Board on Employees' Rights7' which could pos- 
sibly be enacted into law. It defines the right of employees to 
chn!lcngp;c violations of the  proposed act: clefincs the prore- 
J I ~ T ~ Fjn:-~l.ired.ns well ns the nilthoritp of the Bo~rd .penalties 
for violation of the act, as well as establishing the right of 
judicial review for an aggrieved party, and finally provides 
for congressional review, and in effect, an annual audit by 
the Con,nress of all complaints, decisions, orders, and other 
related information resulting from .activities and operations 
of the proposed act. 

Xanctiolzs 
The need for sanctions against offending officials has been evident 

throughout the subcommittee's investigation of flagrant disre~ard 
of SIC riellts and nnpnniehed flounti~g of administrative quidel~nes 
and prohibitions. I t  was for this reason that S. 3779 of the 80th 
Con~ressa d  S. 1035, as introduced, contained criminal penalties 
f o ~offenders acd afforded broad cjvil remedies and penalties. 
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Reporting on the experiences of the American Civil Liberties Union 
in such employee cases, Lawrence Speiser testified : 

In filing complaints with agencies including the Civil Serv- 
ice Commission, the Army and the Navy, as I have during 
the period of time I have worked here in Washmaton, I have 
never been informed of any disciplinary action t&en against 
any investigator for asking im roper questions, for engaging 
in improper investigative tec TIniques, for barring counsel 
when a person had a right to have counsel, or for a violation 
of any number of things that you have in this bill. Maybe 
some was taken, but I certainly couldn't get that information 
out of the agencies, after making the complaints. Iwould sug- 
gest that the bill also encompass provision for disciplinary 
action that would be taken against Federal employees who 
violate any of these rights that you have set out in the bill. 

Other witnesses also pointed to the need for the disciplinary meas- 
ures afforded by the powers of an independent Board to determine 
the need for corrective action and punishment, and felt they would 
be more effective than criminal penalties. 

In view of the diiEculty of fling criminal charges and obtaining 
prosecution and conviction of executive branch officials which might 
render the criminal enforcement provision meaningless for employees, 
the criminal penalties were deleted and a Board on Employee Rights 
incorporated into the scheme of remedies and sanctions in the bill.= 

Although the Civil Service Commission and the executive agencies 
have advocated placing such administrative remedies within the 
civil service grievance and appeals system, the subcommittee believes 
that the key to effective enforcement of the unique rights recognized 
by this act lies in the employee's recourse to an independent body. 

"The theory of our Government," Professor Westin testified, "is 
that there should be somewhere within the executive branch where this 
kind of malpractice is corrected and that good administration ought 
to provide for control of supervision or other practices that are not 
proper. But the sheer size of the Federal Establishment, the ambiguity 
of the relationship of the Civil Service Commission to employees, and 
the many different interests that the Civil Service Commission has to 
bear in its role in the Federal Government, suggest that it is not an 
effective instrument for this kind of complaint procedure." 

SECTION-BY-SECTCON ANALYSIS 

SECTION 1 

Section 1(a) makes it unlawful for a Federal official of any depart- 
ment or agency to require or r uest, or to attempt to require or 
request, any civilian employee of "ht e United States serving in the de- 
partment or agency or any person seeking employment to disclose his 
race? religion, or national origin, or the race, religion, or national 
origm of any of his forebears. 

This section does not prohibit inquiry concerning citizenship of such 
individual if his citizenship is a statutory condition of his obtaining or 

In the 89th Congress, S. 1035. 
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retaining his employment. Nor does it preclude inquiry of the indi- 
vidual concerning his national origin or,citizenshp or that of his fore- 
bears when such inquiry is thought necessary or advisable in order to 
determine suitability for assignment to activities or undertakings re- 
lated to national security within the United States or to activities or 
undertakings of any nature outside the United States. 

This provision is directed at any practice which places the employee 
or applicant under compulsion to reveal such information as a condi- 
tion of the employment relation. It is intended to implement the con- 
ce t underlying the Federal merit system by which a person's race, 
reEgion, or national origin have no bearing on his right to be con- 
sidered for Federal employment or on his right to retain a Federal 
position. This prohibition does not limit the existing authority or the 
executive branch to acquire such information by means other than 
self -disclosure. 

Section l ( b )  makes it unlawful for any officer of any executive de- 
partment or executive agency of the U.S. Government, or for-any 
person acting or purporting to act under this authority, to state, inti- 
mate, or to attempt to state or intimate, to any civilian employee of the 
United States serving in the department or agency that any notice 
will be taken of his attendance or lack of attendance at  any assemblage, 
discussion, or lecture held or called by any officer of the executive 
branch of the U.S. Government, or by any person acting or purporting 
to act under his authority, or by any outside parties or organizations 
to advise, instruct, or indoctrinate any civilian employee of the United 
States serving in the department or agency in respect to any matter or 
subject other than (1)the performance of official duties to which he 
is or ma be assigned in the department or agency, or (2) the develo -
ment oP skills, knowledge, or abilities which qualify him for t Re 
performance of such duties. 

Nothing contained in this section is to be construed to prohibit 
taking notice of the participation of a civilian employee in the 
activities of any professional group or association. 

This provision is designed to protect any employee from compulsion 
to attend meetings, discussions, and lectures on political, social, and 
economic subjects unrelated to his duties. It prevents Government 
officials from using the employment relationship to attempt to in- 
fluence employee thoughts, attitudes, and actions on subjects which 
may be of concern to them as private citizens. I n  particular, this 
language is directed at  practices and policies which in effect require 
attendance at such functions, including official lists of those attending 
or not .attending; its purpose is to prohibit threat, direct or implied, 
written or oral, of official retaliation for nonattendance. 

This section does not affect existing authority for providing infor- 
mation designed to promote the health and safety of employees. Nor 
does it affect existing authority to call meetings for the purpose of 
publicizing and giving notice to activities or service, sponsored by 
the department or agency, or campaigns such as charitable fund cam- 
paigns and savings bond drives. 

Section l ( c )  makes it unlawful for any officer of any executive 
department or agency, or for any person acting or purporting to act 
under his authority, to require or request or to attempt to require or 
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request an? civilian employee serving in the department or %gency to 
participnte in any way in any activities or undertalrings unless they 
are related to the performance of oficial duties to which he is or may, 
be assig~ied in the department or agency or to the development ot  
sliill~, l;nowledge, or abilities which qualify him for the performance 
of such daties. 

This section is directed against official practices, requests, or orders 
that an employee take part in any civic function, political program, 
or cominunity endeavor, or other activity which he might enjoy as a 
private citizen, but ~ ~ h i c h  is unrelated to his employment. It does not 
affect any existing authority to use appropriate techniques for pub- 
licizing existence of community programs such as blood-donation 
drives, or agency programs, benefits or services, and for affording 
opportunity for employee participation if he desires. 

Section l ( d )  makes i t  inl lawful for any officer of any executive 
department or agency, or for any person acting under his authority 
to require or request or attempt to require or request, any civilian 
employee serving in the department or agency to make any report of 
his activities or underta1;ings unless they are related to the perform- 
ance of official duties or to the develqp~ent of skills? Inlowledge, or 
abilities which qualify him for the performance of such duties. or 
(2) unless there is reason to believe that the employee is engaged in 
outside activities or employment, in conflict with his official duties. 

This sectioil is a minimum guarantee of the freedom of an employee 
to participate or not to participate in any endeavor or activity in his 
private life as a citizen, free of compulsion to report to supervisors 
his action or his inaction, his involvement or his noi~involvement. This 
section is to assure that in his private thoughts, actions, and activities 
he is free of intimidation or inhibition as a result of the employment 
relation. 

The exceptions to the prohibition are not legislative mandates to 
require such informatiosl in those circumstances, but merely provide 
an area of executive discretioil for reasonable inanagerneilt purposes 
and for observance and enforcement of existing lams governing 
em loyee conduct and conflicts of interest. 

Jection l ( e )  makes it unlawful for any officer of any executive 
department or agency, or any person acting under his authority, to 
require or request any civilian employee servlng in the department or 
agency, or any persoil applying for employment as a civilian employee 
to submit to any interrogation or examination or to take any psycho- 
logical test designed to elicit from him any information concerning 
his personal relationship with any person connected with him by blood 
or marriage, or concerning his religious beliefs or practices, or con- 
cerning his attitude or'conduct with respect to sexual matters. 

I n  accordance with an amendment made after hearings on S. 3779, 
a proviso is included to assure that nothing contained in this section 
shall be construed to preventsa physician from eliciting such informa- 
tion or authorizing such test in the diagnosis or  treatment of any 
civilian employee or applicant where he feels the information is neces- 
sarv to enable him to deterhjne wh~ther  or not the individual is 
suffering from mental illness. The bill as introduced limited this in- 
quiry to psychiatrists, but an amendment extended it to physicians, 
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since the subcommittee was told that when no psychiatrist is available, 
it may be necessary for a general physi~ian to obtain this information 
in determining the presence of mental illness and the need for further 
treatment. 

This medical determination is to be made in individual cases and 
not pursuant to general practice or regulation governing the examipa- 
tion of employees or applicants according to grade, agency, or duties. 

Under an amendment to the bill,. this language is not to be construed 
to  prohibit an official from advising an employee or applicant of a 
specific charge of sexual misconduct made against that person and 
affording him an opportunity to refute the charge. While providing 
no authority to request or demand such informatlon, the section does 
not prevent an o5cial who has received charges of misconduct which 
might have a detrimental effect on the person's employment from 
obtaining a clarification of the matter if the employee wishes to 
provide it. 

This section would not prohibit all personalit tests but merely 
those questions on the tests which inquire into the t1ree areas in which 
citizens have a right to keep their thoughts to themselves. 

It raises the criterion for requiring such personal information from 
the general "fitness for duty" test to the need for diagnosing or treat- 
ing mental illness. The second proviso is designed to prohibit mass- 
testing programs. The language of this section provides guidelines 
for the various personnel and medical specialists whose practices and 
determinations may invade employee's personal privacy and thereby 
affect the individual's employment prospects or opportunities for 
advancement. 

An amendment in section 6 provided an exception to this prohibition 
in the case of the use of such psycl~ological tests by the Central Intelli- 
gence Agency and the National Security Agency, only if the Director 
of the agency or his designee makes a personal finding that the infor- 
mation is necessary to protect the national security. 

Section l ( f )  makes it unlawful for any officer of any executive de- 
partment or agency or any person acting under his authority, to require 
or request or attempt to require or request any civilian employee or 
any applicant for employment to take any polygraph test designed to 
elicit from him information concerning his personal relationship with 
any person connected with him by blood or marriage, or concerning his 
religious beliefs or practices or concerning his attitude or conduct with 
respect to sexual matters. While this section does not eliminate entirely 
the use of so-called lie detectors in Government, it assures that where 
such devices are used, officials may not inquire into matters which 
are of a ersonal nature. 

As wit \ psychological testing, the Central Intelligence ggency and 
the National Security Agency, under section 6, are not prohibited 
from acquiring such information by polygraph, provided certain con- 
ditions are met. 

Section 1( a ) makes i t  illegal for an official to require or request an 
employee under his management to support the nomination or election 
of anyone to public office through personal endeavor, financial contri- 
bution, or any other thing of value. An employee may not be required 
or requested to attend any meeting held to promote or support the 
activities or undertakings of any political party in the United States. 
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The purpose of this section is to assure that the employee is free 
from any job-related pressures to conform his thoughts and attitudes 
and actions in political matters unrelated to his job to those of his 
supervisors. With respect to his superiors, it protects him in the 
prlvacy of his contribution or lack of contribution to the civic affairs 
and political life of his community, State and Nation. I n  particular, 
i t  protects him from commands or requests of his employer to buy 
tickets to fundraising functions, or to attend such functions, to compile 
position papers or research material for political purposes, or make 
any other contribution which constitutes a political act or which places 
him in the position of publicly expressing his support or nonsup 
of a party or candidate. This section also assures that, although tRort  

ere 
is no evidence of such activities a t  resent, no Federal agency ma in 
the future improperly involve itsel f in the undertakings of any pogiti- 
cal party in the United States, its territories, or possessions. 

Section 1(h)  makes i t  illegal for an official to coerce or attempt to 
coerce any civilian employee in the department or agency to invest 
his earnings in bonds or other Government obligations or securities, 
or to make donations to any institution or cause. This section does not 
prohibit officials from calling meetings or taking any other appro- 
priate action to afford employees the opportunity voluntarily to invest 
his earnings in bonds or other obligations or voluntarily to make dona- 
tions to any institution or cause. Appropriate action, in the committee's 
view, might include publicity and other forms of persuasion short of 
job-related pressures, threats, intimidation, reprisals of various types, 
and "blacklists" circulated through the employee's office or agency to 
publicize his noncompliance. 

Section 1(i)  makes it illegal for an official to require or request any 
civilian employee in the department or agency to disclose any items 
of his property, income, or other assets, source of income, or liabilities, 
or his personal or domestic expenditures or those of any member of 
his family. Exempted from coverage under this provision is any civil- 
ian employee who has authority to make any final determination with 
respect to  the tax or other liability to the United States of any person, 
corporation, or other legal entity, or with respect to claims which 
require expenditure of Federal moneys. Section 6 provides certain 
exemptions for two security agencies. 

Neither the Department of the Treasury nor any other executive 
department or agency is prohibited under this section from requiring 
any civilian employee to  make such reports as may be necessary or 
appropriate for the determination of his liability for taxes, tariffs, 
custom duties, or other obligations imposed by law. This proviso is to 
assure that Federal employees may be subject to any reporting or 
disclosure requirements demanded by any law applicable to all persons 
in certain circumstances. 

Section 1( j )  makes it illegal to require or request any civilian em- 
ployee exempted from application of section 3(i) under the first 
proviso of that section, to disclose any items of his property, income, 
or other assets, source of income, or liabilities, or his personal or 
clomestic expenditures or thbse of any mqmber of his family or;. honse- 
hold other than specific items tending t>o ~ndicate a conflict of Interest 
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in respect to the performance of any of the official duties to which he 
is or may be assigned. 

This section is designed to abolish afid rohibit broad general in- 
quiries which employees have likened to  $fishing expeditions7' and 
to confine any disclosure requirements imposed on an employee to 
reasonable inquiries about job-related financial interests. This does 
not preclude, therefore, questioning in individual cases where there is 
reason to  believe the eniployee has a conflict of interest with his 
official duties. 

Section l(k) makes it unlawful for a Federal official of any depart- 
ment or agency to require or request, or attempt to require or request. 
a civilian employee who is under investigation for misconduct, to 
submit to interrogation wlich could lead to disciplinary action with- 
out the presence of counsel or other person of his choice, if he wishes. 

This section is intended to rectify a lonetanding denial of due 
process by which agency investigators and other officials prohibit or 
discourage presence of counsel or a friend. This provision is directed 
at any interrogation which could lead to loss of job, pay, security 
clearance, or denial of promotion rights. 

This right insures to the employee at the inception of the investiga- 
tion, and the section does not require that the employee be accused 
formally of any wrongdoing before he may request presence of counsel 
or friend. The section does not require the agency or department to 
f ~zrnish counsel. 

A committee amendment to S. 782 adds a proviso that a civilian 
employee serving in the Central Intelligence Agency or the National 
Security Agency may be accompanied only by a person of his choice 
~ 1 1 0serves in the agency in which the employee serves, or by counsel 
n-1x0 has been approved by the agency for access to  the information 
involved. 

Section l(1) makes it unlawful for a Federal official of any depart- 
ment or agency to discharge, discipline, demote, deny promotion, re- 
locate, reassign, or otherwise impair existing terms or conditions of 
employment of any employee. or threaten to commit any such acts, 
because the employee has refused or failed to conlply with any action 
made tznlawful by this act or exercised any right granted by the act. 

This section prohibits discrimination against anv employee because 
he refuses to comply with an illegal order as defined by this act or 
takes advantage of a legal right embodied in the act. 

SECTION 2 

Section 2(a) makes it unlawful for any officer of the U.S. Civil 
Scrvice Commission or any person acting or purporting to act under 
his authority to require or request, or attempt to require or request, 
any executive department or any executive agency of the U.S. Govern-
ment, or any officer or employee serving in such department or agency, 
to violate any of the provisions of section 1of this act. 

Specifically, this section is intended to ensure that the Civil Service 
Commission, acting as the coordinating policymaking body in the area 
of Federal civilian employment shall be subject to the same strictures 
as the individual departments or agencies. 



Section 2(b) makes i t  unlawful for any officer of the U.S. Civil 
Service Commission, or any person acting or purporting to act under 
his authority, to require or request, or attempt to requlre or .request, 
any person seeking to establish civil service status or eligibility for 
civ!ljan employment, or any person applying for employment, or any 
civlllan employee of the United States servlng in any department or 
agency, to submit to any interrogation or examination or to take any 
psychological test which is designed to elicit from him information 
concerning his personal relationship with any person connected with 
him by blood or marriage, or concerning his religious beliefs or prac- 
tices, or concerning his attitude or conduct with respect to sexual 
matters. 

This section is intended to assure that the Civil Service Commission 
shall be subject to the same prohibitions to which departments and 
agencies are subject in sections 1 (e) and ( f ) .  The provisos contained 
in section 1(e) are restated here to assure that nothing in this section 
is to be construed to rohibit a physician from acquiring such data 
to determine mental il fness, or an official from informing an individual 
of a specific charge of sexual misconduct and affording him an oppor- 
tunity to refute the charge. 

Section 2(c) makes it unlawful for any officer of the U.S. Civil 
Service Commission to require or request any erson seeking to eslab- 
lish civil service status or eligibility for emp foyment, or any person 
applying for em loyment in the executive branch of the U.S. Govern-?ment, or any civi ian employee serving in any department or agency to 
take any polygraph test designed to elicit from him information con- 
cerning his personal relationship with any erson connected with him 
by blood or marriage, or concerning his re&ious beliefs or practices, 
or concerning his attitude or conduct with respect to sexual matters. 

This section applies the provisions of section l ( f )  to the Civil 
Service Commission in instances where it has authority over agency 
personnel practices or in cases in which its officials request information 
from the applicant or employee. 

SECTION 3 

This section applies the act to military supervisors bv making 
violations of the act also violations of the Eniform Code of Military 
Justice. 

SECTION 4 

Section 4 provides civil remedies for violation of the act by granting 
an applicant or employee the right to bring a civil action in the 
Federal district court for a court order to halt the violation, or to 
obtain complete redress against the consequences of the violation. 
The action may be brought in his own behalf or in behalf of himself 
and others similarly situated, and the action may be filed against 
the offending officer or person in the Federal District court for the 
district in which the violation occurs or is threatened, or in the district 
in which the offending officer or person is found, or in the District 
Court for the District of Coldmbia. 

The court hearing the case shall have jurisdiction to adiudicate the 
civil action without regard to the actuality or amo~mt of pecuniary 



injury done or threatened. Moreover, the suit may be maintained 
without regtrd to whether or not the aggrieved party has eshausted 
available administrative remedies. If the individual complainant has 
pursued his relief through administrative remedies established for 
enforcement of the act and has obtained complete protection against 
threatened violzttions or complete redress for violations, this relief 
may be pleaded in bar of the suit. The court is empowsred to provide 
whatever broad equitable and legal relief it may deem necessary to 
afford full protection to the aggrieved party; such relief may include 
restraining orders, interlocutory injunctions, permanent injunctions, 
mandatory injunctions, or such other jud,aments or decrees as may be 
necessary under the circumstances. 

Another provision of section 4 would permit an aggrieved person to 
give written consent to any employee organization to bring a civil 
action on his behalf, or to intervene in such action. "Employee organi- 
zations" as used in this section includes any brotherhood, council, 
federation, organization, union, or professional association made u 
in  whole or in part of Federal civilian employees, and which deals wit f'l 
departments, agencies, commissions, and independent agencies regard- 
ing employee matters. 

A committee amendment provides that the Attorney General shall 
defend officers or persons who acted pursuant to an order, regulation, 
or directive, or who, in his opinion, did not willfully violate the pro- 
visions of the act. 

SECTION 5 

Section 5 establishes an independent Board on Employees' Rights, 
to provide employees with an alternative means of obtaining admin- 
istrative relief from violations of the act, short of recourse to the 
judicial system. 

Section 5(a) provides for a Board composed of three members, 
appointed by the President with the consent of the Senate. No member 
shall be an employee of the U.S. Government and no more than two 
members may be of the same political party. The President shall 
designate one member as Chairman. 

Section 5(b) dehes  the term of office for members of the Board, 
providing that one member of the initial Board shall serve for 5 years, 
one for 3 years, and one for 1year from the date of enactment; any 
member appointed to fill a vacancy in one of these terms shall be a -Ppointed for the remainder of the term. Thereafter, each member sha 1 
be appointed for 5 years. 

Section 5(c) establishes the compensation for Board members at 
$75 for each day spent workmg m the work of the Board, plus actual 
travel expenses and per diemjn lieu of subsistence expenses when away 
from their usual places of residence. 

Section 5(d) provides that-two members of the Board shall consti- 
tute a quorum for the transact~on of business. 

Section 5 (e) provides that the Board may appoint and fix the com- 
pensation of necessary employees. and make such expenditures aeces- 
sary to carry out the functions of the Board. 

Section 5 (f)  authorizes the Board to make necessary rules and reg- 
nlations to carry out its functions. 
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Section 5(g) provides that the Board shall have the authority and 
duty to receive and investigate written complaints from or on behalf 
of any person claiming to be affected or aggrieved by any violation 
or threatened violation of this act, and to conduct a hearing on each 
such complaint. Moreover, within 10 days after the receipt of such a 

the Board must furnish notice of time, place, and nature 
of the hearing to all interested parties, and within 30 days after con- 
cluding the hearing, it must render its final decision regarding any 
complaint. 

Section 5(h) provides that officers or representatives of any em- 
ployee organization in any degree concerned with employment of the 
category in which the violation or threat occurs, shall be given an 
opportunity to participate in the hearing through submission of 
written data, views, or arguments. I n  the discretion of the Board they 
are to be afforded an opportunity for oral presentation. This section 
further provides that Government employees called upon by any party 
or by any Federal employee organization to participate in any phase 
of any administrative or judicial proceeding under this section shall be 
free to do so without incurring travel cost or loss in leave or pay. They 
shall be free from restraint, coercion, interference, intimidation, or 
reprisal in or because of their participation. Any periods of time spent 
by Government employees during such proceedings shall be held to be 
Federal employment for all purposes. 

Section 5(i) applies to the Board hearings the provisions of the 
Administrative Procedure Act relating to notice and conduct of hear- 
in s insofar as consistent with the purpose of this section. 

section 5( j )  requires the Board, if it determines after a hearing that 
this act has not been violated, to state such determination and notify 
all interested parties of the findings. This determination shall consti- 
tute a final decision of the Board for purposes of judicial review. 

Section 5(k d specifies the action to be taken by the Board if, after 
a hearing, it etermines that any violation of this act has been com- 
mitted or threatened. In  such case, the Board shall immediately issue 
and cause to be served on the offending officer or employee an order 
requiring him to cease and desist from the unlawful practice or act. 
The Board is to endeavor to eliminate the unlawful act or practice 
by informal methods of conference, conciliation, and persuasion. 

Within its discretion, the Board may, in the case of a first offense, 
issue an oficial reprimand against the offending officer or employee, 
or order the employee suspended from his position without pay for a 
period not exceeding 15 days. In  the case of a second or subsequent 
offense, the Board may order, the offending officer or employee sus- 

ended without pa ,for a period not exceeding 30 days, or may order 
Kis removal from o Lce. 

Officers appointed by the President, by and with the advice and 
consent of the Senate, are specifically excluded from the application 
of these disciplinary measures; but the section provides that, in the 
case of a violation of this act by such individuals, the Board may 
transmit a report concerning such violation to the President and the 
Congress. 

Section 5 (1) provides for Board action when any officer of the Armed 
Forces of the United States or any person acting under his authority 
violates the act. I n  such event, the Board shall (1)submit a report to 



the President, the Congress, and to the Secretary of the military de- 
partment concerned, (2) endeavor to eliminate any unlawful act or 
practice throu h informal methods of conference, conciliation, and 
persuasion, an f (3) refer its determination and the record in the case 
to any person authorized to convene general courts-martial under 
section 822 (article 22) of title 10, United States Code. When this 
determination and report is received, the person designated shall im- 
mediately dispose of the matter under the provisions of chapter 47 
of title 10 of the United States Code. 

Section 5(m) provides that when any party disagrees with an order , 
or final determination of the Board, he may institute a civil action 
for judicial review in the Federal district court for the district wherein 
the violation or threatened violation occnrred, or in the District Court 
for the District of Columbia. 

The court has jurisdiction to (1) aErm, modify, or set aside any 
determination or order made by the Board, or (2) require the Board 
to make any determination or order which i t  is authorized to make 
under section 5(k) but which it has refused to make. I n  considering 
the record as a whole, the court is to set aside any &ding, conclusion, 
determination, or order of the Board unsupported by substantial 
evidence. 

The type of review envisioned here is similar to that obtained under 
the Administrative Procedure Act in such cases but this section affords 
a somewhat enlarged scope for consideration of the case than is now 
generally accorded on appeal of employee cases. The court here has 
more discretion for action on its own initiative. To the extent that 
they are consistent with this section, the provisions for judicial review 
in title 5of the United States Code would apply. 

Section 5(n) provides for congressional review by directing the 
Board to submit to the Senate and to the House of Representatives an 
annual report which must include a statement concerning the nature 
of all complaints filed with it, the determinations and orders resulting 
from hearings, and the names of all officers or employees against whom 
any penalties have been imposed under this section. 

Section 5(0) provides an appropriation of $100,000 for the Board 
on Employee Rights. 

SECTION 6 

Section G provides that nothing in the act shall be construed to 
prohibit an officer of the Central Intelligence Agency or of the 
National Security Agency, under specific conditions, from requesting 
an applicant or employee to submit a personal financial statement of 
the type defined in subsection 1 (i)  .and ( j )  or to take any polygraph 
or psychological test designed to elicit the personal information pro- 
tected under subsection 1(e) or 1(f ) .  

I n  those agencies, such information may be acquired from the em- 
ployee or applicant by such methods only if the. Director of the agency ' 

or his designee makes a personal findlng with regard to each individ- 
ual that such test or information is required to protect the national 
security. 

SECTION 7 

Section 7 requires, in effect, that employees of the Central Intelli- 
gence Agency and the National Security Agency exhaust their adrnin- 
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istrative remedies before invoking the provisions of section 4 (the 
Hoard Qn Employee Rights) or section 5 (the Federal court action). 
An employee, his representative, or any organization .acting in his be- 
half, must first submit a written complaint to the agency and afford 
i t  120 clays to prevent the threatened violation or to redress the actual 
violation. A proviso states that nothing in the act affects any existing 
legal authority of the Central Intelligence Agency under 50 U.S.C. 
403(c) or of the National Security Agency under 50 U.S.C. 833 to 
terminate employment. 

SECTION 8 

Section 8 provides that nothinc* in .the act shaII be construed to 
affect in any wag authority of the &rectors of the Central Intelligence 
Agency or the National Security Agency to protect or withhold in- 
formation pursuant to statute or Executive order. I n  cases involving 
his employees, the personal certification by the Director of the agency 
that disclosure of any information is inconsistent with the provision 
of any statute or Executive order is to be conclusive and no such in- 
formation shall be admissible in evidence in anv civil action under 
section 4 or in any proceeding or civil action under sectlon 5. Nor may 
such information be receivable in the record of any interrogation of an 
employee under section 1(k). 

SECTION 9 

Section 9 provides that the Federal Bureau of Investigation shall be 
excluded from the provisions of this act. 

SECTION 1 0  

Section 10 provides that nothing contained in sections 4 or 5 shall be 
construed to prevent the establishment of department and agency 
grievance procedures to enforce this act. The section m.akes it clear 
that the existence of such procedures are not to preclude any applicant 
or employee from pursuing any other available remedies. However, if 
under the procedures established by an agency, the complainant has 
obtained complete protection against threatened violations, or com- 
plete redress for violations, such relief may be pleaded in bar in the 
U.S. district court or in proceedings before the Board on Employees' 
Rights. 

Furth$rmore, an employee may not seek his remedy through both 
the Board and the court. I f  he elects to pursue his remedies through 
the Board -under section 5, for instance, he waives his right under 
section 4 to take his case directly to the district court. 

SECTION 11 

Section 11is the standard severability clause. 
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OCTOBER8,1973 

Mr. B.~THi~~trodueedthe folloxring bill; which vas read twice and referred 
to tlie Committee on tlie Judiciary 

A BILL 

To protect the constitutional right of privacy of those individuals 

collcerning whom certain records are maintained, and for 

other purposes. 

1 Be it enacted by the Senate and Ilouse of Representa-

2 tives of the United States of America in Congress assembled, 

3 That (a) subchapter I1of chapter 5 of title 5, United States 

4 Code, is amended by adding immediately after section 552 

5 thereof the following new section : 

552a. Individual records 

7 " (a)  Each agency that sliall maintain records concern- 

8 ing any individual which may be retrieved by reference to, or 

9 are indexed under, the individual's name and which contain 

I1 

''5 (i 



1 any information obtained from any source other than such 

2 individual shall, with respect to such records- 

3 ( 1 )  notify such individual by mail at his last " 
4 known address that the agency maintains or is about 

5 to inaiiitain n record concerning said individual; 

G " (2)  refrain froin disclosing the record or any 

7 information contained thereill to any other agency or 

8 to any person not employed by the agency maintainillg 

9 such record, except with pernlissiolz of tlic individual 

10 concerned or, in the event said individual cannot be 

11 located or communicated with after reasonable effort, 

12 with pernzissio~l from n~enhers of the individual's ini- 

13 mediate family or guardian, or, only in the event 

14 that such individual, members of the individual's im-

l5 mediate family, and guardian cannot be located or com- 

l6 municated with after reasonablc effort, up011 good cause 

l7 for such disclosure: Provided, however, That if disclo- 

l8 sures of said record is required under section 552 of this 

19 chapter or by any other provision of law, the individual 

20 concerned shall be notified by mail at his last known 

21 address of any such required disclosure; 

22 " (3 )  maintain an accurate record of the nnines 

23 and positions of all persons inspecting such records 

z4 and the purposes for which such inspections were made; 
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1 " (4) permit any individual to inspect his own rec- 

2 ord and have copies thereof made at his expense; 

3 " (5) permit any individual to supplement the infor- 

mation contained in his record by the addition of ally 

5 document or writing coataining information such in- 

G dividi~al deeilzs pertinent to his record, and 

7 " (6)  remove erroi~eous informatioil of any kind. 

8 " (b )  Each agency mag establish published rules stating 

9 the time, place, fees to the extent authorized, and proceclure 

10 to be followed with respect to ilialcing records promptly 

11 available to an iadioiclual, and otherwise to implement the 

12 provisions of this section. 

13 " (c) This section shall not apply to records that are- 

14 " (1) specifically required by Executive order to 

15 be kept secret in the interest of the natioi~al security; 

I G  " ( 2 )  investigatory files compiled for law enforce- 

17 ment purposes, except to the extent that snch records 

18 have been nlaintained for a longer period than reason- 

19 ably necessary to coninlence l~rosecution or otlier action 

20 or to the exient available by law to a party other than 

21 an agency; and 

32 " or( 3 )  interagency or intra-agency rnemorandu~~~s 

23 letters which would ]lot be available by law to a party 

21  other than an agency in litigation with the agency. 
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"(d)  The President shall report to Congress before 

January 30 of each year on an agency-by-agency basis the 

number of records and the nurnber of investigatory files 

which were exempted from the application of this section 

by reasons of clauses (1) and (2 )  of su5section (d)  dui~ing 

the imm,ediately preceding calendar year. 

" (e)  This section shall not be held or considered to 

pewlit the disclosure of the identity of any person who has 

furnished information contained in any record subject to 

this section. 

" ( f )  If any provision of this section or the application 

of such provision to any person or circunlstance shall be 

held invalid, the validity of the remainder of this section and 

the applicability of such provision to other persons or circum- 

stances shall not be aflected thereby.". 

(b)  The table of sections of subchapter I1 of cllnpter 5 

of title 5, United States Code, is amended by insei-ting: 

"552a. Individual records." 

iinmediately below : 

L'S5B. Public information; 	agency rules; opinions, orders, records, and 
proceedings.". 

SEC. 2. (.a) There is established a. Board to be known as 

the Federal Privacy Board (hereinafter referred to as the 

'!Board") . 
(b)  The Board shall consider complaints from any indi- 
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1 vidual that one or more of theLrequirements of section 

3 552 (a)  of title 5, United States Code, have not been met, 

with respect to the records specified in such section, by the 

4 responsible agency. The Board upon finding that one or more 

5 of the requirements have not been met, shall issue a h a 1  

C; order directing the agency to comply with such requirement 

7 or requirements, and this order shall be binding on the 

$3 parties to such a dispute. 

9 (c) The Board shall consist of seven members, each 

10 serving for a term of two years, four of whom shall con- 

11 stitute a quorum. Three members shall be appointed by the 

12 Speaker of the House, three by the President pro tempore 

13 of the Senate, and one by the President. No more than two 

14 of the members appointed by the Speaker of the House 

15 shall be of the same political party. No more than two of 

16 the members appointed by the President pro tempore of 

17 the Senate shall be of the same political party. The member 

18 appointed by the President shall be from the public at large. 

19 Any vacancy in the Board shall be filled in the same manner 

20 the original appointment was made. 

21 (d) Members of the Board shall be entitled to receive 

22 $100 each day during which they are engaged in the per- 

23 formance of the business of the Board, including traveltime, 

24 but members who are full-time officers or employees of the 
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1 United States shall receive no additional compensation on 

2 account of their services as members. 

3 (e) The Chairman of the Board shall be elected by thc 

4 Board every year, and the Board shall meet not less fre- 

5 quently than birnonthly. 

G ( f )  The Board shall appoint and fix the compensation 

7 of such personnel as are necessary to the carrying out of its 

8 duties. 

9 (g)  The Board shall hold hearings in order to make 

10 findings upon each complaint, unless there are reasonable 

11 grounds to believe that the complaint is frivolous or irrel-

12 evant. The Board iuay examine such evidence as it deems 

13 useful, and shall establish such rules and procedures as it 

14 determines are most apt to the purposes of this section, in- 

15 cluding rules insuring the exhaustion of administrative rem- 

16 edies in the appropriate agency. 

17 SEC.3. (a) Section 2511 (2)  of title. 18, United States 

18 Code, is amended- 

19 (1)by striking out in paragraph (c) " (c) It" and 

20 inserting in lieu thereof " (c) (i) Subject to the pro- 

21 visions of clause (iii) ,it"; and 

22 (2)  by striking out in paragraph (d)  " (d) It" and 

23 inserting in lieu thereof " (ii) Subject to the provisions 

24 of clause (iii) ,it". 
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1 (b)  Section 2511 ( 2 )  (c)  of \such title 18 is further 

2 amended by adding at the end thereof the following new 

3 clause: 

4 " (iii) I t  shall not be unlawful under this chapter for 

5 a person to intercept a telephone coilversation by means of 

G arecording device n~here such person is a party to the conrer- 

7 sation, has given adequate notice to all parties to the coil- 

s versation that the conversntion is being recorded, and uses 

9 an automatic tone mlarning d e h e  nlhich nutoillatically pro- 

10 duces an audible distant signal that is repeated at  regular 

11 in.tervals during the course of the telephone coilversation 

12 when the recording device is in use. The Federal Coinmunica- 

13 tions Commission shall presciibe by regulation the character- 

l4 istics of an antomatic tone warning device that may be used 

l5 in connection with the authorized interception of telephone 

l6 conversations.". 

SEC.4. The alnendnlents inade by this Act shall become 

effective on the ninetieth day following the date of enactment 

of this Act. 



[Note. Senator Goldwater did not have any Introductory Remarks in the 
Record on S. 28101 

93o CONGRESS 
~ B TSEBSION S.2810 

IN THE SENATE OF T I I E  U N I T E D  S T A T E S  

1 ) ~ c ~ a r n ~ ~13,19i3 

hIr. (;OI,DI~~.ATFRintrotlr~crtlthc f o l l o n i ~ ~ g  n n s  read twice nnd referredbill ;~ v l ~ i r l ~  
to the ('olnmittcc 011 tho J~lclicinry 

A BILL 

'So 	 protect the constitr~tionnl right of privacy of individunls 

concerning whom identifying nnmbers or identifinhle infor- 

mntion is rccorded I)y enncting principles of information pmc- 

lice in f~lrtlicrnncc of amendments I, 111, IV, V, I X ,  X ,  and 

S I V  of the Cnited States Constitution. 

1 ' B e  it enacted b!/ the Senate crnd Iloltse of Rcp~.esentu-

2 tives of the Unitcd States of A112ericn in Congress assembled, 

3 SECTIOS1 .  This Act lnny Ilc citcd ns tlrc "Right to 

4 Privacy Act of 1973". 

6 SIT. 2. (n )  Tlic Congl-css finds- 

7 (1 )  rllnt nu individnnl's personal privncy is clircctly 

8 ;~ITcclcdIry the kind of disclosruc nnd 11sc ~nnde of idcn- 

VIr-0 



tifying numbers and identifiable information about him 

in a record ; 

( 2 )  that a record containing information about an 

individual in identifiable form must be governed by pro- 

cedures that afford the individual a right to participate 

in deciding what the content of the record will be, and 

what disclosure and use will be made of the identifiable 

information in i t ;  

( 3 ) .  that any recording, disclosure, and use of 

identifiying numbers and identifiable personal informa- 

tion by an organization not governed by such procedures 

must be prohibited as an unfair information practice 

unless such recording, disclosure, or use is specifically 

authorized by the data subject or by Federal statute. 

(b)  The purpose of this Act is to insure safeguards for 

personal privacy from recordkeeping organizations by ad- 

llerence to the following principles of information practice: 

(1) ,There must be no personal data recordkceping 

systems whose very existence is secret. 

(2)  There must be a way for an individual to find 

out what inforination about him is in a record and how 

it is used. 

( 3 )  There must be a way for an individual to pre-

vent information about him obtained for one purpose 
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from being used or made available for other purposes 

without his consent. 

(4) There must be a way for an individual to 

correct or amend a record of identifiable information 

about him. 

(5) Any organization creating, maintaining, using, 

or disseminating records of identifiable personal data 

must assure the reliability of the data for their intended 

use and must take reasonable precautions to prevent 

misuse of the data. 

(6)  Deviations from these principles should be 

permitted only if it is clear that some significant interest 

of the individual data subject will be served or if some 

paramount interest of society can be clearly demon-

strated. No deviation should be permitted except as 

specifically provided by statute. 

17 DEFINITIONS 

18 SEC.3. For the purposes of this Act- 

19 (a )  The term "antomated personal data system" means 

20 a collection of records containing personal dnta that can be 

21 associated with identifiable individuals, and that are stored, 

22 in whole or in part, in computer-accessible files. 

23 (b)  The term "data that can be associated with iden- 

24 tifiable individuals" mcnns that hy some specific identificn- 



tion, such as a name or social seci~rity number, or because 

they include personal characteristics, it is possible to identify 

an individual with reasonable certainty. 

(c) The term "personal data" includes all data that (1) 

describes anything nbout an individual, such as identifying 

characteristics, measurements, test. scores; ( a )  indicates 

things done by or to nn individual, including, but not lin~ited 

to, records of financial trnnsactio~ls, medical treatment, or 

other services; or ( 3 )  affords n clear basis for inferri~lg per- 

sonal eharncteristics or things done by or to an individual, 

including, but not limited to, the mere record of his presence 

in a place, attendance a t  n meeting, or ndnlission to some 

type of service institution. 

(d)  The term "computcr nccessible" means recorded on 

magnetic tape, magnetic disk, magnetic drum, ponched card, 

or optically scannable pnper or film. 

(e ).The tcrin "data systcni" incl~~drs  :dl processing op-

ernt,ions, froin initial collection of d:lta throng11 d l  uses of 

the data, including outputs from tile systcni. Doti1 recorded on 

questionnaires, or storcd in n-~icrofilm arcl~ivr.~, sl~nll bc con- 

sidered part of a data system, cvcn n11cn thc computer- 

accessible filcs tllemsclvcs do not contain identifying 

informntion. 

( f )  The terin "o,gnnixntion" mc:ins any Fcderal ngcncy ; 
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the courts of the rliited Stiites; tlic government of the 

District of Colui~ibia; any public: or private corporation, part- 

nership, agency, or associatioil which operatcs an adminis-

trative automated persolla1 di~ta system, or n statistical-

reporting and research autoniated personal duta system; and 

which is supportcd in 1~11olc or in part by Federal funds, 

Federal systcms, or federally supported systems, or which 

directly or indirectly rnakcs use of any means or instruments 

of transportation or communications in interstate commerce, 

or of the nlails, or which cnrrics or causes to be carried in the 

mails or interstate conlmerce,.or by any other means or in- 

strurnents of transl~ortatioa any personal data; and any orga- 

nizatioli \illiich nl:\in[ains a record of individually identifiable 

personal data which it does not ninintain as part of an admin- 

istralive or as a statistical-reporting and research automated 

personal data systeni and wliicll transfers such datu to one of 

the above orgaliizatiol~r in interstate conimerce. 

( g )  Thc tern1 "ailministmtive persolla1 data systemr 

rlienns one tliat rllailitnins data on individuals for the purposc 

of affecting tllelii directly as inilividoals, including, brlt not 

lirnited to, the parposc of niaking determinations relating to 

their qualifications, character, rights, opportunities, or 

benefits. 

(h )  Tile term "statistical-reporting or 1.cseurc11 system" 
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1 means one that maintains data about individuals exclusiuely 

2 for statistical reporting or research and is not intended to be 

3 used to affect any individual directly. 

4 ( i )  The term "unfair personal information practice" 

9 means a failure to comply with any safeguard requirements 

6 of this Act. 

7 ( j )  The tern1 "data subject" means the individual whose 

name or identity is added to or maintained on an automated 

personal data system or a statistical-reporting or research 

system. 

SAFEGUARD REQUIREMENTS FOR ADMINISTRATIVE 

12 PERSONAL DATA SYSTEMS 

l3 SEC.4. (a )  GENERALREQOIREI\IENTS.- ( 1 ) Any or- 

14 ganization maintaining a record of individually identifiable 

15 personal data, which it does not maintain as part of an ad- 

16 ministrative automated personal data system, shall make no 

17 transfer of any such data to another orgnnization, without 

18 the prior informed consent of the individual to whom the 

19 data pertain, if, as a consequence of the transfer, sucli data 

30 mill become part of an administrative automated personal 

21 data system that is not subject to these safeguard require- 

22 ments. 

23 ( 2 )  Any organization maintaining an adininistrative 

24 automated personal data system shall- 

25 ( A )  identify one person inimediately responsible for 



the system, and make any other organizational arrange- 

ments that are necessary to assure continuing attention 

to the fulfillment of these safeguard requirements; 

(B) take affirmative action to inform each of its 

employees having any responsibility or function in the 

design, development, operation, or maintenance of the 

system, or the use. of any data contained therein, about 

all these safeguard requirements and all the rules and 

procedures of the organization designed to assure conl- 

pliance with them, and the nature of such action shall 

be supplied upon the reasonable request of a data subject; 

(C)  specify penalties to be applied to any employee 

who initiates or otherwise contributes to any disciplinary 

or other punitive action against any individual who brings 

to the attention of appropriate authorities, the press, or 

any member of the public, evidence of unfair personal 

information practice; 

(D)  take reasonable precautions to protect data in 

the system from any anticipated threats or hazards to 

the security of the system; 

(E)  make no transfer of individually identifiable 

personal data to another system without ( i )  specifying 

requirements for security of the data, including limita- 

tions on access thereto, and (ii) determining that the 

conditions of the transfer provide substantial assurance 
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1 	 that those requireiIients and limitations will be obscrved; 

except in instances when an individual specifically 

requests that data about him be transferred to ailother 

system or organization; 

(F) niaintaiil a coiiq)lete and accurate record of 

every access to a id  use made of any data in the system, 

iricludi~ig the identity of all persons ancl organizations to 

wliich access has beell given; 

( G )  iliaintniri data in tlie systenl with which such 

accuracy, coinpleteness, tinieliness, and pertinerlce as is 

necessary to assure accuracy and f2irness in any deter- 

illillation relating to an individnal's qualifications, char- 

acter, rights, opportonities, or benefits, that mny be 

rriade oil the basis of such data. 

( b )  Ally orgatiization rnaintniiiing an adn~inistrative 

antoiiiated personal data systein that publicly disseminates 

statistical reports or rcscnrch findings based on personal dntn 

drawn fro111 the systeiii, 01. froin systenls of other organiza- 

tions, shall- 

(1) make such clnta publicly available for inde- 

pcndeilt nnalysis, on reasonable terms; and 

(2)  take reasonable precautions to assure that 110 

data made available for independent analysis will be 

used in o. way that might reasonably be expected to 

prejudice judgments about any individual data sl~11-
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ject's character, qualifications, rights, opportunities, or 

benefits. 

(c)  PUBLIC organizationNOTICE REQUIREMENT.--Any 

maintaining an administrative automated personal data sys- 

tem shall give public notice of the existence and character 

of its system once each year, in the case of Federal organiza- 

tions in the Pederal Register, or in the case of other organiza- 

tions, in a media likely to bring attention to the evidence of 

the records to the data subject. Any organization maintain- 

ing more than one system shall publish such annual notices 

for all its systems simnltaneously. Any organization propos- 

ing to establish a new system, or to enlarge an existing sys- 

tem, shall give public notice long enough in advance of the 

initiation or enlargement of the system to assure individuals 

who may be affected by its operation a reasonable opportu- 

nity to comment. The public notice shall specify: 

(1) The name of the system. 

( 2 )  The nature and purpose or purposes of the 

system. 

(3 )  The categories and number of persons on whom 

data is being or is to be maintained. 

(4) The categories of data being or to be main- 

tained, indicating which categories are being or are to 

be stored in computer-accessible files. 



(5) The organization's policies and practices re-

garding data storage, .duration of retention of data, and 

disposal thereof. 

(6) The categories of data sources. 

( 7 )  A description of all types of use being or to be 

made of data, indicating those involving computer-acces- 

ible files, and including all classes of users and the or- 

ganizational relationships among them. 

(8) The procedures whereby an individual can ( A )  

be informed if he is the subject of data in the systems; 

(B) gain access to such data; and (C) contest their 

accuracy, completeness, timeliness, pertinence, and the 

necessity for retaining it. 

(9)  The procedures whereby an individual, $roup, 

or organization can gain access' to data used for statisti- 

cal reporting or research in order to subject such data 

to independent analysis. 

(10) The tille, name, and address of the pcrson 

immediately responsible for the system. 

(11) A description of the penalties to be applied 

to any employee who initiates or otherwise contributes to 

any disciplinary or other punitive action against any indi- 

vidual who brings attention to any evidence of unfair 

information prac,tices. 

?5 (d) R.IGIITS OF INDIVIDUALDATA~UBJECTS.-A~~ 

24 
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1 organization maintaining an administrative automated per- 

2 sonal data system shall- 

3 (1) inform an individual asked to supply personal 

4 data for the system whether he is legally required, or 

5 may refuse, to supply the data requested, and also of 

6 any specific consequences for him, which are known to 

7 the organization, of providing or not providirig such 

8 data; 

9 ( 2 )  upon request and proper identification of any 

10 	 data subject, clearly and accurately disclose to the data. 

subject, in a form comprehensible to hiin- 

( A )  all data about the data subject; 

(B) the sources of the information; 

(C) the recipient.^ of any transfer, report, dis- 

semination, or use of data about the data sulljcct, 

including t.he identity of all persons nnd o~gnnizil- 

tions involvedand their rclatio~~sllip to tllc system; 

except that the disclosure reqnired by this paragraph 

shall not be applicable to subject files that are ( i )  

directly related to international relations or international 

subversive activities, or to classified national defense in- 

22 formation whose. disclosure or unauthorized receipt ,or 

23 use constitutes a violation under any Federal criminal 

24 law, or (ii) active criminal investigatory d:!tn, except 

25 active criminal investigatory data which has 1,ecn main-



tained for a .  period longer 'lthan reasonably necessary 

to bring indictment, information, or to comlnence 

prosecution. 

(3 )  comply with the following rninin~~lm conditions 

of disclosure to data subjects- 

(A)  an organization shall make the disclosures 

required by paragraph (2 )  of this subsection daring 

normal business hours; 

(B) the disclosures required under paragraph 

(2)  of this subsection shall be made to the data 

subject ( i )  in person if he appears in person and 

furnishes proper identification; in which ease the 

data subject is entitled to personal, visual inspec- 

tion of data about him; (ii) by telephone if he has 

made a written request, wit11 proper identification; 

in which case telephone disclosures are to be made 

without charge to the data sabject; (iii) by iriilil 

if he has made a written request, with proper identi- 

fication; and (iv) by providing a copy of his file, if 

requested pursuant to ( i ) ,  (ii), or (iii) of this 

clause, at  a charge not to exceed 10 cents per pilge; 

(C)  the data subject shall be permitted, to be 

accompanied by one person of his choosing, who 

shall furnish reasonable identificat.ion. An organiza- 

lion may require the data, subject to flirnish a writ- 
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tell statenlent granting perinissioll to the orgnniza- 

tion to discuss the data subject's file in such per- 

son's presence. 

(4)  assure that no use of individually identifiable 

data is made that is not within the purposes of the sgs- 

tcln published under s~~bsectiori( c )  of this section, 

unless, in the case of each use of sncll di~ta, thc illformed 

consent of thc individnal has been obtained in writing; 

( 5 )  assure, to the greatest pfiicticable extent, thnt 

no data about an indiridunl is made nvailal)le from the 

systcm in response to a dcr~lnnd for dat;~ made by means 

of compulsory legal proccss, u111ess the individ~~al to 

whom the data pertnin has been notified of the demand; 

and 

(6 )  if the complctcness, accuracy, pertinence, time- 

liness, or necessity for retaining the data in the system is 

disputed by the data subject and the dispute is directly 

conveyed to the organization by the data subject, com- 

ply with the following rnillinlnm procedures : 

(A)  The organization shall within a reasonable 

period of time investigate and record the current 

status of that data unless it has reasonable grounds 

to believe that the dispute by the data subject is 

24 frivolous or irrelevant. 


25 (B)  If, after such investigation, such data is 
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found to be inaccurate or can no longer be verified, 

the organization shall profnptly delete such data. 

( C )  The presence of contradictory informa- 

tion in the data subject's file.does not in and of 

itself constitute reasonable grounds for believing the 

dispute is frivolous or irrelcvnnt. 

(D)  If the invcstigation does not resolve the 

dispute, the data subjcct may file a brief statement 

setting forth the nature of the dispute; except that 

the organization may limit such statements to not 

more than one hundrcd words if the organization 

provides the data subject with assistance in writing 

a clear summary of the dispute. 

(E )  Whencver a statement of a dispute is filed, 

~lnlcss thcre are reasonable grounds to believe that 

it is frivolous or irrelevant, the orgnnization shall, in 

any subscqucnt trandcr, rcport, or disscmination of 

the data in question, clearly note that it is disputed 

by the data subject and provide either the data sub- 

ject's statement or a clear and accurate summary 

thereof. 

(P) Following any deletion of data which is 

found to be inaccurate or whose accuracy can no 

longer be verified or any notation as to disputed 

(lain, the orgnnixation shall, ( i )  at  the rcqriest of the 
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data subject, furnish notification that the item has 

been deleted, or a statement, or summary, which 

contains the deleted or disputed information to any 

person specifically designated by the data subject; 

and (ii) the organization shall clearly and con-

sl)icuo~~slydisclose to the data subject his rights to 

make such a request. 

SAFEGUARD RICQUIRERIENTS FOR STATISTICAL-REPORrFT;\'O 

nsn RICSEARCIISYSTEM 

SEC. 5. ( a )  GENERAL REQUIRERIICTS.-( I )  Any or-

ganization maintaining a record of personal data, which it 

does not maintain as part of an automated personal data 

system used c.\:clusivcly for statistical-reporting or research, 

shall make no transfcr of any such data to another orgnniza- 

tion without prior informed coilscnt of the individual to \vliom 

the data pertain, if, as n consequence of the transfer, such 

data mill 1,ccomc part of an nutomatcd personal data systeni 

that is not subject to these safeguard requirements or the 

safeguard requirements for administrative personal data 

systems. 

( 2 )  Any organization maintaining an niltomated pcr-

sonal data system wed exclusively for statistical-reporting 

or research shall- 

24 ( A )  identify one person immediately responsible 

25 for the system, and make any other organizational nr-
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rangemcnts thnt are necessa;.y to nssurc conlinning at- 


tcntion to the fulfill~llent of tlie safeg~~ard 
rcqniremcnts; 

(B)  take affirmative action to inforin each of its 


c~i~iployceshaving any responsihilitj. or function ill  t l ~ d  


design, d~velo])nlent, opcrntion, or n~nintcnnncc of tllc 


systc~n, or thc w e  of any data contnincd tllcrcin, al~out 


all the snfcgnnrd ~ -cq~ i i r en~c l~ t s  
and nll the rules nnd pro- 

ccdures of the organization dcsigned to nssnre compli-

ance with them ; 

( C )  spccify penalties to be applied to any cn~ploycc 

~ v h oinitiates or otlicrnrisc coiitribntcs to nnjr d i s c i p l i ~ ~ a r ~  

or othcr p u n i t i ~ c  action against nny irldivdr~nl who 

brings to tho attrntiou of npproprintc anthorities, t l ~ c  

1)rms, on11y  1ncti1l)cr of tlic public, cvidencc of unfair 

pcrsond infornintion prncticc; 

(D)  tnke rcnsonnhlc prccautions to protect data 

in the system from any nnticipntcd threats or h ~ z n r d s  

to the security of thc system; 

(E )  iuake no transfer of individnnlly identifinble 

pcrsond rlntn to anotllcr system without ( i )  specifying 

rcq~~ircmentsfor sccurity of the dntn, including limitn- 

tions on access thercto, and (i i)  determining thnt thc 

conditions of thc transfer provide snbstnntinl nssurnnce 

thnt those reqnircments and limitations \\rill I)c ob- 

served, csccl~t  in instnnccs whcn each of the individ~~- 
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als about whom data is to be transferred has given his 

prior informed consent to the transfer; and 

(B)  have the capacity to make fully documented 

data readily available for independent analysis. 

(b)  PUBLICNOTICE REQUIREMENT.-Any organiza- 

tion maintaining an automated personal data system used 

exclusively for statistical-reporting or research shall give 

public notice of the existence and character of its system 

once each year, in the case of Federal organizations in the 

Federal Register, or in the case of other organizations, in a 

media likely to bring attention to the existence of the records 

to the data subject. Any organization maintaining more 

than one such system shall publish annual notices for all its 

systems simultaneously. Any organization proposing to es-

tablish a new system, or to enlarge an existing system, shall 

give public notice iong enough in advance of the initiation 

or enlargement of the systen~ to assure individunls who may 

be affected by its operation a reasonable opportlinity to 

comment. The public notice shall specify- 

(1) the name of the system; 

( 2 )  the nature and purpose or purposes of the 

system ; 

( 3 )  the categories and number of persons on whom 

data is being or is to be maintained; 
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(4) the categories of da& being or to be maintained, 

indicating which categories are being or are to be stored 

in computer-accessible files ; 

(5) the organization's policies a;nd practices regard- 

ing data storage, duration of retention of data, and dis- 

posal thereof; 

(6) the categories of data sources; 

( 7 )  a description of all types of use being or to be 

made of data, indicating those involving computer-

accessible files, and including all classes of users and the 

organizational relationships among them ; 

(8) the procedures whereby an individual, group, 

or organization can gain access to data for independent 

analysis ; 

(9) the title, name, and address of the person im-

mediately responsible for the system; 

. (10) a statement of the system's provisiolls for 

data confidentiality and the legal basis for them. 

(c) RIGHTS OF INDIVIDUALDATASUWECTS.-Any 

organization maintaining an automated personal data system 

used exclusively for statistical reporting or research shall- 

(1) inform an individual asked to supply personal 

data for the system whether he is iegally required, or 

may refuse, to supply the data requcstcd, and also of any 

specific consequences for him, which are known to the 
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organization, of providing or not providing such data; 

( 2 )  assure that no use of individually identifiable 

data is made that is not within the stated purposes of 

the system as reasonably understood by the individual, 

unless, in the case of each use of such data, the inforn~ed 

conselit of the individual has been explicitly obtained; 

( 3 )  nssure, to the greatest extent practicable, that 

no data about an individual is made available from the 

system in response to a demand for data made by means 

of compulsory legal process, unless the individual to 

whom the data pcrtain- 

(A)  has been notified of the demand, and 

(B)  has been afforded full access to the data 

before they are made available in response to the 

demand. 

UNAUTIIORIZED 	DISCLOSURE OF IDENTIFYING NUMBERS 

SEC.6. ( a )  SOCIAL SECURITYDISCLOSUREOF Ac-

COUNT N U ~ ~ I : E R . - - ~ ~shall be unlawful for any person to re- 

quire an individual to disclose or furnish his social security 

account number, or other identifying number, issued under 

the Social Security Act, for any purpose, in connection with 

22 any business trilnsaction or commercial or other related ac- 

23 tivity, or to refuse to extend credit or make a loan to or enter 

24 illto any other business transaction or commercial relationship 

25 with an individual (except to the extent specifically neces- 



sary for tlie conduct or administration of the old-age, survi- 

vors, and disability i1isura1lc.e prograiils) wholly or partly be- 

cause such individual does not disclose or furnish such num- 

ber, unless the disclosure or furnishing of such number is 

specifically required by a provision of Federal law. 

(b )  TECUNICALAMESDMENTS.-( 1) Section 1106 ( a )  

of the Social Security Act (42 U.S.C. 1306) is amended by 

inserting, immediately preceding the period in the first sen- 

tence thereof, a semicolon and "except that in no event shall 

disclosure of the social security account number or other iden- 

tifying number of any individual to whom (or to whose 

wages and self-employment income any such file, record, re- 

port, paper, or information relates, be authorized pursuant to 

this section except with the express written permission of 

such individual (or as provided in subsection (c)  ) ". 
( 2 )  Such section 1106 is further amended by adding at  

the end thereof the following new subsection: 

" (d )  Social security account numbers (or other identi- 

fying numbers) issued to individuals under title I1 shall be 

issued solely for purposes of the old-age, survivors, and dis- 

ability insurance program established by such title, and (ex- 

cept to the extent specifically necessary for the conduct or 

administration of the old-age, survivors, and disability insur- 

ance program) no individual shall be required to include 

'the number issued to him on any form or return prescribed 
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for purposes of ally Pcdcral, State, or local law or to br rc-

quired to disclose or furnish such nu~llber to any public 

officer or eriiployee, or ally otlicr person, in connection with 

the coliduct or administration of any program or aclivity um-

dcr ally Federal, State, 01%local law, unless tlie inclusion, 

disclosruc, or f~~rnisliing of sucli number is specifically re-

q~irccl  Ily n provision of Fcderal law. 

ENPORCICMENT 


SEC.7. ( a )  IS~JUSCTIOSS
1~012 COMPLIANCE.-\\rI~cn-

ever it appcilrs to the Attorney General of the United Stntes 

tlint ally orgaiiization Iias engaged, is engaged, or is about to 

engage in nny act or prilctice constituting an unfair ycrsoli:~l 

i ~ i f o r ~ l i i ~ t i o ~ ~practice under this Ac,, he may by liis ow11 dis- 

cretion bring an action, in any appropriate United States 

district court, to enjoin such acts or practices. If the court 

fiiids there is beilig or is al~out to be coriilliitted ariy such act 

or p~:~ctic.c, a perrnane~it or tcrnpomry illjunction or restrain- 

ing order rnay be granted without bond. Upon application 

of the Attorney General any such court may also issue an 

injunction requiring any organization to comply with any 

section of this Act. 

(b )  ENFORCEMEST PNRSOSS.-BY PRIVATE (1) A l ~ l y  

individual aggrieved may commence a civil action in any 

appropriate United Stntes district court to enforce the rights 

25 gmntcd or protected by this Act. The court I I I : I ~  grnnt as 
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1 relief, as it deems appropriate, ally permanent, or tcmporary 

2 injunction, temporary restraining order, or other order. 

3 (c)  CIVIL LIABILITY.-In :111y civil action commenced 

4 under subsection ( b ) ,  any individual or orgnr~ization which 

5 commits an unfair personal informati011 practice or a viola- 

6 tion of section 6 shall he liable in an amount equal to the 

7 sum of- 

8 ( 1 )  any actual damages sustained by the individ- 

9 ual aggrieved as a result of tllc li~lfair practice or viola- 

10 tion, but not less than liquidated damages of $100; 

11 and 

12 ( 2 )  not more than $1,000 punitive damages. 

13 (d )  JURISDICTIONOF COUI~TS;LIBIITATIONSOF Ac-

l4 TIONS.-An action to enforce any right granted or protected 

l5 under this Act may be brought in any appropriate United 

l6 States district court without regard to the amount in con-

l7 troversy, within one hundred and eighty days from the date 

l8 on which the liabilit,y arises, except that where a defendant 

19 has materially and willfully failed to colnply with the safe- 

20 guards under this Act, the action may be brought at any 

21 time within one hundred and eighty days after discovery 

22 by the individual data subject. Such an action may be 

23 brought in any judicial district in which the unfair practice 

24 or violation is alleged to have been committed or in which 
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1 thc records relevant to suc.11 practice or violation are main- 

2 tained and administered. -: 

3 CRIMINAL LIAI1ILITY OF FEDERAL OFFICERS OR EMI'LOYEES 

4 SEC. 8. Any officer or employee of any Federal agency, 

5 the courts of the United,St~tes, the government,^ of the terri- 

G tokes or possessions of the United States, or the government 

7 of the District of Columbia who willfully or knowingly per- 

8 mits or causes to occur an unfair personal information prac- 

9 tice shall for each offense, Be fined not less than $100 nor 

10 more than $1,000 or imprisoned not more than one year, or 

11 both. 

12 SEVERABILITY 

12 SEC. 9. If any provision of this Act or the application 

14 thereof to any particular circumstance or situation is held in- 

15 valid, the relnninder of this Act or the application of such 

16 provision to any other circumstance or situation shall not 

17 be affected thereby. 

EFFECTIVE DATE 

SEC. 10. This Act shall take effect one year after the 

date of its enactment. 

STATE LAWS 

SEC. 11. ( a )  NO State law in effect on the date of pas- 

sage of this Act or which may become effective thereafter 

shall be superseded by any provision of this Aet ; except inso- 

far as such Statc law is in conflict with this Act. 



9 3 ~CONGRESS 
2~ SEBSION S. 2963 

I N  T H E  SENATE O F  THE UNITED STATES 

FEBRUARY5,1974 

Mr. ERVIN (for himself, Mr. HRUSKA, Mr. MATHIAS, Mr. BAYH, Mr. KENNEDY, 

Mr. TUNNEY, Mr. YOUNG, Mr. BROOKE, Mr. ROBERT 
Mr. MANSFIELD, C. BYRD, 
Mr. BURDICE, Mr. ROTH, Mr. HUQH SCOTT, and Mr. FONG) Mr. THURMOND, 
introduced the following bill; which was read twice and referred to the 
Committee on the Judiciary 

A BILL 

To protect the constitutional rights and privacy of individuals 

upon whom criminal justice information and criminal justice 

intelligence information have been collectgd and to control 

the colle.ction and dissemination of criminal justice informa- 

tion and criminal jnstice intelligence information, and for 

other purposes. 

1 Be it ojncfed b!/ the Sellate n ~ l d  House of Representn-

2 tivcs of the Uaited S1ofe.9 of America iu Congress assembled, 

3 That; this Art nlay be cited ns the "Criminal Justice Infor- 

4 mation Control and Protection of Privacy Act of 1974". 

VII-0 
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TITLE I-FINDINGS AND DECLARATION OF 


2 POLICY; DEFINITIONS 


3 CONGBESSIONAL FlNDlKGS AXD ITI~:CIJARATIOS I'O1,lCY 

4 SEC. 101. The Congress finds and declares that tlie 

r, scvcrnl Statcs and tllc United States hnve estnblislled crimi- 

(j 1lr11 j~lstice information systeiiis ~vhicll llave the capability of 

7 tmnslnittiiig and escl~nnging crililinnl jllstice informiition 

8 I)ctwccii or nlnong cnch of tllc sc~cra l  Statcs and tllc TTlzitrd 

9 8 t ~ t c s ;  t l l ~ t  the eschnnge of t l~is il~forl~iatioii by li'cdwal 

10 ngcncies is not cli~arly nnthorizrd by esistiitg law; that tllc 

11 cxcl~nngc 01 this information has grcat potential for iacrcns- 

12 ing tllc cap:~l)ility of criminal jnsticc agencies to prevent nncl 

13 co~itrol crialc; tllnt tlte cscl~nngc of inncau.nte or inco~nplrtc 

14 records of such iilformntion cnn do irrcpari~l~leinjury to 

15 the Limcrican citizcns ~vllo are tlie snbjccts of the records; 

16 that the iacreasing use of computers nnd sophisticnted in- 

17 formation tecllnology llas greatly magnified thc hnnli that 

18 cmmccur froin rnmisl~se of these systems; tlint citizens' oppor- 

19 tunities to secure employment and credit and their right 

20 to due process, privacy, and other legal protections nl-c 

21 cnclnngercd by misuse of tllesc systcms; that in order to 

22 secure the constitutional riglits gut~mntecd by thc first, 

23 ~neendmcnt, fourth nmenclmrllt, fifth amendn~cnt, sixth 

24 amendment, ninth amcndli~rnt, and fonrtccnth amcndincnt, 

25 uniform l?cclcr:11 Icgislntion is ncccssnry to govcm ~ J I C S C  



1 systems; tlmt these systems are federally fonded, that tliey 

2 contail1 iiifonn:~tioi~ obtnineil from Ycrler111 sources or by 

3 rrlcnns of Federal fuilils, or are otlier\\lise supported by the 

4 Federal Govcrnnient ; that tliey utilize interstate facilities 

6 the Stntes; that the great divcrxity of stiltntes, rldrs, n11d 

7 rcgnl>~t io~~s nil I~cderal syste~lls r c q ~ ~ i r c  niiiong tho 8t;ltc 

9 security of criminal justice infonnntion systems, and to 

10 protect the pi-ivncy of iiidivid~~nls iienicil in snch systems, 

11 it is iiccessnry and proper for tllc Congress to rcgnlntr, llic 

12 cxchnnge of sodl informntion. 

13 DEFINITIONS 

14 S I ~ .102. For tlic p~~rposcs  of this Act- 

15 (1) "Infolaintion system" means a system, n7hctlicr 

26 nutoinnteil or mannnl, operated or leased I)y Fcder:ll, re-

17 gional, State, or local government or governments, including 

18 the equipment, facilities, procedures, agreements, and organi- 

19 zillions tliereof, lor the collection, processing, preserrntion, or 

20 disse~llinntioil of informntion. 

21 ( 2 )  "Criminal jnstice information system" ~nc:~ns; I I I  

22 il~forln:ltion system for tlie collcction, proccsxi~~g, prcscrvi~-

23 tiol~, or dissemination of criiniunl jasticc ii~fonrintion. 

24 ( 3 )  "Crii~~innlj~lsticc intelligence infor~nntioi: sgstciu" 

25 mcnns an information sgstein for the collection, processing, 
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preservation, or dissemination of criminal justice intelligence 

information. 

(4) "Automated system" means an information system 

that utilizes electronic computers, central information stor-

age facilities, telecomniuilicatioris lines, or other automatic 

data processing equipment used wholly or in part for data 

collection, analysis, or display as distinguished from a sys- 

tem in whicli such activities :ire performed manually. 

(5) "Disposition" n~eaiis inforlnation disclosing that 

criminal proceedings have been concluded, including infor- 

niation disclosing that the police have elected not to rcfer a. 

matter to n prosecutor or that n. prosecutor has elected not to 

coiuiiieiice criminal proceedings and also di~closing the na- 

ture of tlie terminntion in the procccdiiigs; or i~ifor~~intion 

disclosing that proceedings have 1)ccn iadefinitely postl~oncd 

a i ~ d  also disclosing tlie reason for sncli postponement. Ilis- 

positions slinll include, but i ~ o t  be lilnitcd to, acquittal, ac-

guittal by reason of insanity, acqnittr~l by reason of m c n t ~ l  

iuconipetence, case coiitin~led withont fincling, cliargc dis-

n~iqsc'd, chargc' diviii-sod dnc to i n w ~ i t y ,  c1i:lrgc dismissed 

duc to iiicntal inconipctcncy, cliargc still pendiiig due to i11- 

sanity, cliarge still pcndiiig dr~c to mcntal incompetence, 

guilty plea, nolle proscqui, no paper, 11010 coiite~idere plei~, 

convicted, dcccascd, deferred disposition, dismis.;ed-civil ac- 

tion, estmditcd, found iiisanc, foui~d mentally inco~iipetcnt, 
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1 pardoned, probation before conviction, sentence commuted, 

2 adjudication withheld, mistrial-defendant discharged, or ex- 

3 ecutive clemency. 

4 (6) "Dissemination" means the transnlission of informa- 

5 tion, whether orally or in writing. 

6 ( 7 )  "Criminal justice information" means information 

7 on individuals collected or disseminated, as a result of arrest, 

8 detention, or the initiation of criminal proceeding, by criminal 

justice agencies, including an-rest record information, correc- 

tional and release information, criminal history record in- 

formation, conviction record information, identification record 

ii~forma~tion,and wanted persons record information. The 

term shall not iilclude statistical or analytical records or 

reports, in which individnnls are not identified and from 

which their identities are not ascertainable. Tlle tern1 slitill 

not inclnde criminal justice intelligence inforniation. 

17 (8) "Arrest record information" means information 

18 concerrling the arrest, detention, or comnlei~cement of crinl- 

19 inal procccdiiigs on an individual ml~icli does not include the 

20 dispositioii of the charge arisiiig ont of that arrest, detention, 


21 or proceeding. 


22 (9)  "Correctional aiid release information" means in- 


23 formation on an individual compiled by a criminal justice or 


24 noncriminal justice agency in co~inection with bail, pret,rial 


25 or posttrial release proceedings, reports on the mental condi- 
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1 tioii of an nllcgcd offalder, reports on prcsciiteiicc investiga- 

2 tions, reports oil illmates in correctioiial institutions or purtici- 

3 pnnts ill reIiabilitatioil yrogran~s, aiid probntioii nlid parole 

q reports. 


5 (10) "cl'illlillil~ llistory record infon~~tltioli" ill-
I ~ I C ~ I ~ I S  

6 forinntioil disclovii~g botli tlitlt a11 iiidividual has been arrestcd 

7 or detailled ,or that criniii~al proceedings llare bee11 co~n- 

8 menccd agiliast an ii~dividonl iwd that. tlicre has been il dis-

9 position of thc criit~ilml charge arising froni tliut awest, dc-

10 tentioil, or corniiieuceii~eiit of proceedings. Crirriinnl history 

11 record iilfonnation shall disclose ~vlictlier soch disposition 11:ls 

12 beell distulbcd, tulleuded, suypl~cnlciited, reduced, or rel)eulcd 

13 by further proceedings, appeal, collateral attack, or othcr-

14 wise. 

15 (11) "Conrictioa record iiifom~ation" iilei~ls inforn~~i- 

16 tion disclosing that a pcrsoil lias pleaded guilty or i~olo con- 

17 tendere to or was convicted on any criiniiial offclise in a 

18 court of justice, seatelicing i~iformntion, niid whether such 

l g  plen or judgment has becli nlodified. 

20 (12) "Identification record inforntntioii" incal~s fingel-- 

21 print dassificntions, voicc prints, pl~otogmphs, a i d  otllcr 

22 physical descriptive data conceriiing a11 individnal wllich does 

23 not include any indicz~tioii or wggestion that the individital 

24 has a t  any tinie been suspected of or chargcd with criqiinal 

25 activity. , : 



1 ( 13) "I \ rn~~trd rrlenlls idm- pcrsolls rrcord:inlor~~intion" 

2 tificiltion recorcl iuforn~;ltion 011 an i~idividunl ngili~~st w1101ll 

3 111~rc~ :lrYcbst \v i t r r ;~~~t  the ('hi~rge is it11 o t~ t s t : t~~( l i~~g  ~ I I C ~ I I ( ~ ~ I I ~  

4 for wllic.11 tllc wvnrra~lt \\.:is iszucd ;urd iuf,onll;ltion rele\7i~~nt 

5 to tllc individual's dit11gcr to t l ~ c  con~~uunity i111d such ot11t.r 

6: i~~lorn~atioii  of tlie c.ustody that would facilitate the r e ~ ? i n i l ~ g  

7 of t l ~ c  individnal. 

8 (14) "Crinlin;~l juslicc i l~tcll igc~~ce infolv~ntion" 1ue;tns 

9 it~loln~i\tioil il~ili\,idui\l on nlitttcrs pcrt;tining theon nu to 


iidn~iuistratiol~of crin~inal j ~ ! ~ t i ~ t ,  tl!:tn justice
c'~!!c'Y ~ r i ~ ~ ~ i l l i l l  

infonl~iltion, nr11ic11 is indexed under ill1 individual's niulle or 

~v l~ ic* l~  i~~di\ricll~i\l~is retriev;~l)lc I,y rcfcre~lce to identif:~l~le 


by nitnic or otl~crwise. This ter111 hllnll not i~~clitde 
i ~ ~ f o r ~ ~ i -

tion on cri~llini~l justice ngcncy pcrsoancl, or inform a t' lon on 

lawycrs, victims, \ritncsses, .or jurors oollccted in connection 

\vith a cnsc in which they were involved. 

(15) "The admiuistration of crin~irinl jostiee" nieans 

any activity by a goverrliiler~tnl ngcncsy directly involving 

tlie apprclle~isioli, detention, prctritil release, posttsinl release, 

I~rosccution, defcnso rtdjoclicntion, or rehal)iliti~tion 6f accnsed 

1)ersons or cril11ina1 offenders or the eollection, storage, clis- 

sen~ination, or usage of cri~niual justice infowlation. 

(IG) "Criminal justice ngency" rnenns a court sitting in 

criminal session or a governmental agency created by statute 

or any subunit thereof created by statute, which pel.forms 
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as its principal function, !as expressly euthoiized by statute, 

the ladmim&ttration of criminal justice. Any provision of this 

Act which relates to the activities of la criminal justice agency 

also relntes to any information system under its management 

oont~vl or any such system which disseminates informtation 

to or collects information fro111 that agency. 

(17) "Purge" means to renlove information from the 

records of s criminal justice agency or a criminal justice in- 

formation system so that there is 110 itrace of information 

removed and no indication that such informetion was re-

moved. 

(18) "Seal" nleans to close a record possessed by a 

criminal justice agency or n ciiininal justice information 

system so that the inforillatioil colltained in the record is 

available only (a)  in coniiectioll wit11 research pursuant to 

section 201 (d) , (lb) in connection with review pursuant to 

17 section 207 by the individnal or his attorney, (c) in connec- 

18 tion with an audit pursuant to section 306, or (d) on the 

19 basis of a court order pursuant to section 305. 

20 (10) "Judge of conlpetcrlt jorisdiction" mcilns (a) a 

21 judge of a United States district court or a United States 

22 court of appeals; (b )  a Justice of the Supreme Court of the 

23 United States; and ( c )  a judge of any court of general 

24 crimminal jurisdiction of a State who is authorized by a statute 

25 of that State to enter orders authorizing access to criminal 

26 justice information. 
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(20) "Attorney General" means the Attorney General 

of the United States. 

(21) "State" means any State of the United Btates, the 

District of Cotumbia, the Commonwealth of Puerto Rico, and 

ally territory or possession of the United States. 

TITLE 11-COLLECTION AND DISSEMINATION O F  

CRIMINAL JUSTICE INE'ORMATION AND 

CRIMINAL JUSTICE INTELLIGENCE INFOR-

MATION 

DISSEMINATION, ACCESS AND USE-4ENERALLY 

SEC.201. (a)  Criminal justice information may be 

maintained or disserninatcd, by compnlsoly process or other- 

wise, oatside the criminal justice agency which colleclcd 

snch information, only as provided in this Act. 

(b)  Criminal jclstice information may be collected only 

by or dissenlinated only to officers and employees of criminal 

justice agencies: P ~ ~ v i d e d ,  twohowever, That beginning 

years after enactment of this Act such information may be 

collected only by or dissenlil~ntcd only to officers and em- 

ployees of criminal justice agencies which are expressly 

nnthorized to receive such infolimation by Federal or State 

statute. Criminal justice information shall be used only for 

the purpose of the administmtion of criminal justice. 

(c)  Except as otherwise provided by this Act, conric-

tion record information may be made available for 



3 : (d)  Criinilial justice iiifori~intio~l iuay be made available 

.4, to qualified persons for rescnrcll related to tlie administra- 

tion of crimilinl j~lstice under reg~ilntio~~s issued by tho Frd-

era1 I i~for~l~at io~i  Systell~s Hoard, crcateil pursuant to title 

191. Such reg~llatiolis shall rcquire yreservatioil of the ano- 

uynlity of tlie individuals to ~7110111 such iiifoimation reln,tes, 

shall require the conlyletion of iloiidisclosure agreenlents 

by all participanbs in such programs and shall impose such 

additional requirement,^ and conditions as the Pederal In- 

forma,tion Systems Board finds to be necessary to assure the 

protection of privacy and sccnrit.y interests. In  formulatirig 

14 regulat.ions pursuant to this section the Board shall develop 

15 procedures designed to prevent this section from being used 

16 by criminal justice agencies to arbitrarily deny access to 

17 criminal justice information to qualified persons for research 

IS purposes where they h a ~ ~ e  otherwise expressed a willingness 

19 to comply with regulations issued pursuant to this section. 

20 DISSEMINATION OF CEETAIN CRIMINAL JUSTICE INPOR-

21 MATION TO CKIMINAL JUSTICE AGENCIES 

22 SEC. 202. (a)  Except as otherwise provided in this 

23 section and in section 203, a criminal justice agency may 

24 diseininate to another criminal justice agency only coil: 

25 viction record information. 
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1 ( I ) )  jrlstiae agency lilay disscmi~~ntc r l  cri~l~iual arrest 

2 rcc*ord i~ll'oluu\tio~~ i111 iutli\iduirl to vrilliinal011 a l lol l~~r 

3 justice agency- 

4 (1) if that indiviclnal lias applied for employment 

5 at the latter agency and such inforri~ation is to be used 

6 for tlle solc purpose of scrceiii~ig that application, 

7 (2 )  if the matter aljont which the arrest record 

8 informatioil pertair~s has bceu referred to the latter 

9 agency for the purpose of cornmeacing or adjudicating 

10 criminal proceeding and that agency may use the in- 

11 formation only for a purpose related to that proceeding, 

12 or 

13 ( 3 )  if the latter agency has arrested, detained, or 

I -2 commenced criminal proceedings against that individual 

15 for a subsequent offense, and the arrest record. informa- ' 

16 tion in the posscssion of the former agency indicates, 

17 (A)  that there was a prior arrest, detention, or crim: 

18 inal proceeding commenced occurring less than one year 

19 prior to the date of the request, and (B) that active 

20 prosccutior~ is still pending on the prior charge. In com- 

21 puting the one-year period, time during which the 

22 individual was a fugitive shall not be counted. The indi- . 
23 cation of all relevant facts concerning the status of the 

24 prosecution on the prior arrest, detention, or 

25 must be sent to the latter agency and that agency may 
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u%e the information only for a purpose related to the 

subsequent arrest, detention, or proceeding. 

(c) A criminal justice agency may disseminate criminal 

hiistory record information on an individual to another crimi- 

nal justice agency- 

(1) if that individual has applied for employment 

at 'the latter agency and such information is to be used 

for the sole purpose of screening that application, 

(2)  if the mntter aborlt which the criminal history 

information pertains has been referred to the latter 

agency for the purpose of commencing or adjudicating 

criminal proceedings or for the purpose of preparing 

a pretrial release, posttrial rcleasc, or prescntence report 

and that agency may use the information only for a 

purpose related to that proceeding or report, or 

(3) if the requesting agency has arrested, detained, 

or oommenced criminal proceedings against that individ- 

ual for a subsequent offense or if the agency is prepar- 

ing a pretrial release, posttrial release, or presentence 

report on a subsequent offense and such information is 

to be used only for a purpose related to that a ~ ~ e s t ,  

detention, or proceeding. 

(a) A criminal justice agency may disseminate correc- 

tional and release information to another criminal justice 

agenoy or to the individual to whom the information per- 



1 tabs, or his attorney, where authorized by Federal or State 

2 statute. 

3 (e) This section shall not bar any criminal justice 

4 agency which lawfully possesses arrest record information from 

5 obtaihing or disseminating dispositions in order to convert 

6 that arrest record information to criminal history infonna- 

7 tion. Nor shall this section bar any criminal justice infor- 

8 mation system to act as a central repository of s u d  informa- 

g tion so long es a State statute expressly so authorizes ma 

10 so long as that statute would in no way permit that sys- 

11 tetn to violate or to facilitate violatiuli of any provision of 

12 this Act. Nor shall this section bar any criminal jpstice 

13 agency from sr~pplying criminal history information to any 

14 criminal justice information system established in the Ped-

15 ern1 Government pursuant to section 307 of this Act. 

16 DISSEMINATION OF IDENTIFICATION RECORD IKBORMATLOK 

17 AND WANTED PERWSS RECWRL) IXBORMATIOX 

18 SEC.203. Identifieation ~ee0l.d informatiou may be dis-

19 seminated to criminal justice and to nomrimkal justice 

20 agencies fur any purpose related to the administration of 

21 criminal justice. fanted persons information may be dis- 

22 seminated to criminal justice and noncriminal justice 

23 agencies only for tlie purpose of apprehending the subject 

24 of the information. 
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1 SECONDARY USE OJ? CRIMINAL JTJSTICE: JNPORMATION 

2 SKU.204. Agencies A I I ~illdividuals I~aving access to 

3 cl-in~inal jllhtic:e sh:~ll not), dil~rc*lly or tllrougliil~fol.l~~i~t~ior~ 

4 ;11ry ilrlcrmbdi:~ry, dissrmir~ato, ornlly or in writing, suol~ 

5 infornlation to any individual or agency not authorized to 

G hnvc s11c11 infor~iintion nor ilsc s11c.11 infor~nntion for s pnr-

7 1'0s~ not antliorizcd by this Act: P~ooidetl, ho~c*ever, llhah 

8 rrliabilitntioa ' officials of criini~ml jnsticc agcncies with the 

-	 g canscnl of t11c 1~crsoii I I I ~ ~ C I 'tllcir s~~pervision to ~11o1il it 

10 refers 'mny ornlljr rcprcscnt tlic! snl)st;~ncc of such individ- 

11 unls criminal history record information to prospective em-

12 ployers if such represelltation is in the judgment of such 

13 officials and the individual's attorney, if represented by 

14 counsel, helpful to obtaining employnlent for such individual. 

15 I11 no event shall such correctional officials disseminate 

16' records or copies of records of criminal history record in- 

17 formation to any unauthorized individual or agency. A court 

18 may disclose criminal justice information on an individual 

19 in a published opinion or in a public criminal proceeding. 

20 . MErl'I101) OF A(:CICSS AN]) A<!CldSS WAlCRANr1'S 

- 2 t SM:.205. (a) 15xccpt as 1)1~0vi(I~(lill s111)scction201 (d)  


22 or ill snl)scolio~~ 
(1)) of tl~iss scctinn, nu :lrltomatcd cri~r~inal 

~3 justice infor~nt~tioi~ systcm~ mnay dissc~uinnltc arrest record in- 


24 formation, crinlinnl history rcoord inforlnntion, or convidion 


25 record information on an individual only if the inquiry is 




I 1)asc~clI I ~ ) O I Ipositi\.c itlr~lliGc*atio~l I)y illcansof (11c i~~di\ridnal 

2 of itlcutificntiol~ rcc.ord il~fornl,\tioil. Thc Pcdnnl Information 

S Syvtc1111s 13onl.d sl~all i.;s~u: 1~c1guli1 tions to prcvalt disscmina- 

4 (ion of xutfl i~~Sor~u;~tion, c\i.ept i l l  (11c :~l)ovc sitlti~tions, where 

5 illcluirics :lrc I~ascd u l ) o ~ ~  cntcgorics of offense or data elc- 

6 luclll< other l l l a ~ ~  identificalion rccord information. For the 

7 purposc of this scction "po.iitirc idcntificntiol~" means ideh- 

S tification by nleans of fingerprints or other rcliahle identifin- 

I) lioil rccord inFor111 n t' lon. 

I 0 (1)) KoLwvitl~~tat~di~q of sl~bscction (a) ,tlw l )n~~is ions  

I 1 ncccss Io lan.csl ~.cr-nl.d i l~ lw ln :~~  ion, criminnl 11i~Iory record 

12 illformation, or conviatioi~ i.coord informntioii contained in 

13 antomnted c r i~n in~ l  justice informatioll systems on the bnsis 

14 of data elements other than identifioatioii record iuforma.tion 

15 shall I)e pcrinissi1)lc if tllc c;rirninal justiec ngcncy wcking 

16 such ncccss has firs1 obtained la class access w a m n t  fro111 a 

17 State judge of conlpetent jurisdiction, if the informati'on 

18 sought is in the possession of a State or lwnl agency or in- 

19 formation systcm, or from R Federal jrtdge of competent jnris- 

20 diction, if the information sought is in the possession of a 

21 Fcderal agency or information system. Such warrants may 

22 he issued as n matter 0.f discretion by the judge in cases in 

23 wvllich,probable cause has been shown that (1)  sncll access 

24 isiiii1":rz~ivc for ~ N W ~ ) O S C S O ~  agency'sfI\c criminnl j~~st ice 

25 rcs~onsibilitics i11 the administralion of criminal justice and 



1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

16  


(2)  the infoin~ation sought to be obtained is not reasonably 

available fiwm tiny other source or thiwugh any other meth- 

od. A sumnlaiy of each request for such a warrant, together 

with a sbternent of its disposition, slall within ninety days 

of disposition be furnished the Fedeinl Information Systems 

Board by Ithe judge. 

(c)  Access to criminal justice iiifornlation which has 

been sealed pursuant to section 206 shall be permissible if 

the criminal justice agency seeking such access has obtained 

an access warrant from a State judge of competent juiisdic- 

tion if the illformation sought is in the possessioil of a State 

or local agency or infoilnation systeln, or froin s Federal 

judge of competent jurisdiction, if the information sought 

is in the possession of a Federal agency ,or information 

systeiii. Such warrants inny be issued as n matter of 

discretiori by the judge in cases in which probable 

cause has been shown that (1)  such access is impera- 

tive for purposes of the criini~lsl justice agency's respon-

sibilities in the adrninistrntion of criminal justice, and (2) 

the info~niation sought to be obtained is not reasonably avail- 

J l e  from any other source or through any other method. 

SECURITY, ACCURACY, WDATING, AND PURaINa 

28 SEC.206. Each criminal justice illfomntion system shall 

24 adopt procedures reasonably designed- 

25 (a) To insure the physical security of the syetem, to 
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prevent the unauthorized disclosure of the information con- 

tained in the system, and to insure that the criminal justice 

information in the system is currently and accurately revised 

to include subsequently received information. The procedures 

shall also insure that all agencies to which such records are 

disseminated or from which they are collected are cur-

rently and accurately informed of any correction, deletion, or 

revision of the records. Such regulations shall require that 

automated systems shall as soon as technically feasible inform 

any other informatioa system or agency which has direct 

access to criminal justice information contained in the auto- 

mated system of any disposition relating to arrest record 

information on an individual or any other change in criminal 

justice information in the automated system's possession. 

(b) To insure that criminal justice infolmntio~~ is purged 

or sealed when required by State or Federal statute, State or 

Federal regulations, or court order, or wvlien, based on con- 

siderations of age, nature of the record, or the interval fol- 

lowing the last entry of information indicating that the in-

dividual is under the jarisdiction of a crirninal justice agency, 

the information is unlikely to provide a reliable guide to the 

behavior of the individual. Such procedures shall, ns a mini- 

mum, provide- 

( 1 )  for tlic prompt scaling or pnrging of crimind 

justice ilrforinntion relating to an individual who lluls been: 
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free from the jurisdiction or snpcrvision of ally law cn- 

forcei~~cntagency for ( A )  a period of sevcn years if such 

iildividual hns previously been convicted of an offense 

classified a; a felony under the laws of the jurisdiction 

where snch conviction occurred, or (B) a period of 

five years, if such individunl has previously been con-

victed of a nonfeloniot~s offense as classified under the 

laws of the jurisdiction where such conviction occarred, 

or (C) a period of five years if  no conviction of the 

10 individual occurred during that period, no prosecution is 

11 pending at the end of the period, and the individual is not 

12 a fugitive; and ,-

13 (2 )  for the prompt sealing-or purging of criminal 

14 history record information in any case in which the po- 

15 lice have elected not to refer the case to the prosecutor 

16 or in which the prosecutor has elected not to commence 

17 cri~ninal grocccdings. 

18 (c) To insure that cri~riinal justice agency personnel 

19 nlay use or dissenlirlate crinlii~al justice ii~foriilation oilly 

20 after detcilr~inii~g it to be the most accurate and conlplete 

21 information available to the criminal justice agency. Such 

22 regulations shall require that, if technically feasible, prior t& 

23 the dissemination of arrest record information by automated 

24 criminal justice inforn~ntion syste~ns, na inqniry is ~ntoinnti- 

25 cally mado of and a response reccived from the agency \vhicli 
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1 contributed that iiiforn~ation to -the system to detclvnine. 

2 whether a disposition is available. 

3 (d)  To insure that infornlation may not be snbinitted, 

4 modified, updated, disseminated, or removed from any criin- 

5 iimal justice inforiaation system without verification of the 

identity of the individual to m~liom the iiiformntion refers 

*7 and an indication of the, person or agcncy submitting, modi- 

8 fying, updating, or removing the information. 

CJ ACCESS BY II\'DIVIDUALS FOR PURPOSES OF CIIAT~TJENGE 

10 SEC. 207. ( a )  Any individual who believes that a crim- 

11 inal justice infoinmation system or crinlinal justice agency 

12 maintains criminal jnstice information concerning him, shall 

12 upon satisfactory verification of his identity, be entitled to 

1~ review such information in person or through counsel and 

15 to obtain n certified copy of it for the purpose of challenge, 

16 correction, or the additioil of explanatory material, and in 

17 accordance with 111les adopted .pursuant to tliis se,ctioii, to 

18 challenge, purge, senl, dclete- correct, and append esplaua- 

19 tory material. -. t a  

20 (b)  Each criminal justice agency and criminal justice 

21 illforination system shall adopt and publish reglllalions to 

22 i~nplerncnt tliis section which shall, as .n n~iniaiunm, pro- 

23 vide-

24 (1) the time, place, fees to the extent autliorized 

25 by statute, nnd procedure to be follo~vcd by an individ- 
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ual or his attorney in gaining access to criminal justice 

(2)  that any individual whose record is not 

purged, sealed, modified, or supplemented after he has 

so requested in writing shall be entitled to a hearing 

within thirty days of such request before an official of 

the agency or information system authorized to purge, 

seal, modify, or supplenlent the criminal justice in-

formation at which time the individual may appear 

with counsel, present evidence, and examine and cross- 

examine witnesses ; 

( 3 )  any record found after such a hearing to be 

inaccurate, incomplete, or improperly maintained shall, 

within thirty days of the date of such finding, be np- 

propriately modified, supplemented, purged, or sealed; 

(4) each criminal justice infornlation system shall 

keep and, upon request, disclose to such person the 

name of all persons, organizations, cdnlinal justice agen- 

cies, noncriminal justice agencies, or criminal justice in- 

formation systems to which the date upon which such 

criminal justice information was disseminated; 

(5) ( A )  beginning on the date that a challenge 

has been made to criminal jnstice inforinntioil pursuant 
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to this section, and until sucli time as that challenge is 

finally resolved, any criminal justice agency or infor-

mation system which possesses the information shall dis- 

seminate the fact of such challenge each time it dis- 

seminates the challenged criminal justice information. 

I n  the case of a challenge to criminal justice infoimntion 

maintained by an automated criminal justice informa- 

tion system, such system shall automatically inform any 

other information system or criminal justice agency to 

which such automated system has disseminated the 

challenged information in the past, of the fact of the 

challenge and its status; 

(B) if any corrective action is taken as a result of 

a review or challenge filed pursuant to this section, any 

agency or system which maintains or has ever received 

the uncorrected criminal justice information shall be 

notified as soon as practicable of such correction and 

immediately correct its records of such information. I n  

the case of the correction of criminal justice informntion 

maintained by an automated criminal justice inforinntion 

system, any agency or system which maintains or has 

ever received the uncorrected criminnl jnstice informa- 

tion shall if techilically feasible be notified immediately 
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of such correction and shall immediately correct its 

records of such irlformation; and 

(6) the action or inaction of a criminal justice 

information system or criminal justice agency on a 

request to review and challenge criminal justice infor- 

mation in its possession as provided by this section shall 

be reviewable by the appropriate United States district 

court pursuant to a civil action under section 308. 

(c) No individual who, in accord with this section, 

obtnins criininal justice information regarding himsclf may be 

required or requested to show or transfer records of that in- 

formation to any other person or any othcr public or private 

agency or organization: Providerl, ho~ceuer, That if a Fedcml 

or State statute espressly so authorizes, conviction record 

information may be disseminated to noncriminal justice 

agencies and an individual might be requested or requircd 

to show or transfer copies of records of such conviction record 

information to such noncriminal justice agencies. 

19 INTELLIQENCE SYSTEMS 

20 SEC.208. (a )  Criminal justice intelligence information 

21 shall not be maintained in criminal justice information 

22 systems. 

23 (b)  Criminal justice intelligence infornlation shall not 

24 be maintained in arltomated systems. 
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TITLE 111-ADBIINISTHATIVE YROVIBIOSS; 

IZEGULATIONS; CIVIL REBIEDIES; CI<IMIKAL 

P E S l l L T I E S  

FEDERAL INPOBAIATIO?J STST~AIS  BOARD 

SEC. 301. (a ) CREATIONAND ~ ~ I E M B E R S H I P . - T ~ I ~ ~ ~  

is hereby created n Pedernl Iliformatioll Systems Board 

(hereinafter the "Board") urliich shall have overall respon- 


sibility for the adnlinistration and enforcement of this Act. 


The Board shall be composed of nine members. One of the 


members shall be the Attorney General and two of the mem- 


bers shall be designated by the President as representatives 


of other agencies outside of the Department of Justice. 


The six remaining members shall be appointed by the Presi- 


dent with the advice and consent of the Senate. Of the six 


menlbers appointed by tlie President, three ~1~111 
be either 


directors of statewide criminal justice information systems or 


rnembers of the Federal 11lfonn:ition Systelns Advisory 


Corn~llittee at the time of tlicir Tlie
tIp~)oilll~~lent. three 


remaining Presidentit11 appoiritces shall be private citizens 


well versed in the law of privacy, constitutional law, and 


illformation systems technology. The President shall desig- 


nate one of the six Presidential appointees as Chairman and 


23 such designation shall also be confir~ned by the advice and 

24 consent, of t l ~ c8ennte. 
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1 (1)) C~~IIPEXSATION OF MEMBERS AND QUORUN.-

2 1feilJ)crs of the Board ~ p ~ o i n t c d  by the President sllall be 

3 conlpensnted at tllc rate of $100 per day for cach day spent 

4 in the work of the Roard, and shall be paid actual travel 

5 expenses and per diem in lieu of subsistence expenses whe11 

6 away from their usual places of residence, as authorized by 

7 section 5703 of title 5, United States Code. Five members 

8 shall constitute a quoroll1 for the transaction of business. 

9 (c) AUTIIORITY.-For the purpose of carrying out its 

10 responsibilities under the Act the Board shall have authority 

11 to-

12 (1) issue regulations as required by section 303; 

13 (2) review and disapprove of regulations issued by 

14 a State agency pursuant to section 3 0 4 o r  by any crim- 

13 irial justice agency which the Board finds to be incon- 

16 sistent with this Act; 

17 (3) exercise the powers set out in subsection 607 

18 (d)  ; 

19 (4)  bring actions under section 308 for declaratory 

20 and injunctive relief; 

21 ( 5 )  operate an information system for the exchange 

22 of criminal justice information among the States and with 

23 the Federal Government pursuant to section 307; 

24 (6 )  snl'crvisc the inqtnllation and operntion of any 

25 criminal justice information system 01- criminal justice 
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1 intelligence information system operated by the Federal 

2 Government; 

3 (7) conduct an ongoing study of the policies of 

4 various agencies of the Federal Government in the oper- 

5 ation of information systems; 

6 (8) require any department or agency of the Fed- 

7 eral Government or any criminal justice agency to submit 

j3 to the Board such information and reports with respect 

g to its policy and operation of information systems or 

10 with respect to its collection and dissemination of crim- 

11 inal justice information or crii~linal justice intelligence 

12 information and such department or agency shall submit 

13 to the Board such information and reports as the Board 

14 may reasonably require; and 

15 (9) cond,nct audits as required by section 306. 

16 (d) OFFICERS AND EMPLOYEE~.-T~~Board may ap- 

17 poiiit and fix the compensatioli of a staff directol; legal 

18 cou~isel, and such other staff personllel us it deems ay-

19 proyriate. 

20 (e) REPORTTO CONGRESSAND TO THE PRESIDENT.-

21 The Board shall issue an annual report to the Congress aud 

22 to the President. Such report shall at a millimum contain- 

23 (1) the results of audits conducted pursuant to sec- 

24 tion 306; 

25 (2) a summary of public notices fled by criminal 
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1 , j ~ ~ h l i ( . ( li i~for~~~tr t iol~sys t c~~~s ,(:rii~lil~:tlj~isticc i~~t(~lIigcll(.c 

2 iufor~l~:~tion systcrns, alld arililiunl jlisticc ngcncics DIW-

3 ~ ; I I : I I I ~lo scclioa 305; a d  

4 ( 3 )  RIIY r c ~ o r r ~ i ~ ~ ~ i ~ d i ~ t i o ~ ~ st!~e Iloard 111igl1t I t i l \ . i ?  

6 for new Icgislntion on the ol)rration or col~trol of jnfor-

6 111r1tionS Y S ~ C I I I ~or 011 the c~ll(~clion 1111(1 colltl.ol of crir11-

i11a1 jnsticc infonnntion or crirnillal jnsticc; intelligrncc 

g information. 

g BIST)N1ILU~IS170111\1.2'I'TOS SYSl1IC3TS .\ l )\'lSORY ('03I1\fIT'1'141~ 

10 SIW.203. (a )  C1:11:n~row . \NI)  hlrcnr,i~le~s~ITP.- Tllcl-c 

11 is Itwcby crralcrl n Frtlwnl Tnformnrion Syslcins Adrisoyy 

12 Corn~nittee (hereinafter ct~llcd tlic ('onunittee) ml~icG sllnll 

13 advise the Ronrd on its activities. T l ~ e  Committee sllnll be 

14 composed of one representative fro111 each State appointed 

15 1)y the Governor, who shall ser\-e at the plcaerlrc of ttic 

16 Governor. llowever, ollcc the State has created an agcncy 

17 pursiinnt to subsection 304 ( I ) ) ,  the S!ate's representative on 

18 the Comnlittcc sllall be designated by that agency and shall 

19 serve at tlie pleasure of that agcncy. 

20 (b) C I I A ~ M A N  Commit-AND SUBCOMMITTNI~.-T~I~ 

21 tcc shall I N  convened by the Board alid at its first mectil~g 

22 ehall elect a cllninnan from its mcnibcrship. The Committee 

23 m y  crente an executive conimittee and such other ~ ~ 1 1 -

24 committees ns it clcoms ncccssnry. 

25 ' Comnlittee sllnll make any rec- (c) AUTHORITY.-'~'~~ 



t11c 13oard's rcsl)oi~sil~ilitic~s 1111dcr tllis Act, irrc:lnding its rcc- 


:; on~l~lclldatiol~s iss~~ibd lhc
c:olrc:cluiag rc*gulntious lo 1,yL i b  

4 1:o:trd I ) I W S I I ~ U ~lo scction 300, concmnirig tlrc Ih~:~rd's 01)-

5 'ration of interstate information systems pursuant to scctioil 

7 it~igllt lirnke in its an~lual report to Coirgress a i d  tlrc 

s Presidciit. 

9 (13) OVI~ICI~IISAN]) RIIPI,OYICI.:S.-~'~IC C)oirtit~i~tc~ 

10 ~ltnll II;L\T access to tlrc scrvices nird Enc.ilitics of tlic Board 

11 nrid if the Board dccms necessary the Cornillittce slinll have 

12 its own staff. 

13 FEDERA& REGULATIONS 

14 SEC.303. TIie Board shall, after appropriate consulta- 

15 tion with the Cornmittce and other represciitatices of Statc 

16 and local criminal justicc agencies participating in informn- 

17 tion systems covered by this Act and other interested parties, 

18 promulgate such rules, regulations, and procedures as it 

19 may dcem necessary to cffcctuntc the provisions of this Act. 

20 The Board shall follow tlic provisions of thc Administralivc 

21 Proccd~ucs ~ c t  will1 rcspcat to tlrc issnancc of &c11 rulcs. All 

22 rcgolat,ioas issued by tlir, Board or any crirninal justicc agcli- 

23 cy purs~~ant  to this Act shall bc puhlisl~rd and cnsily acccs- 

24 sible to the public. 



1 STATE BEWJLATIONS AND CREATION OF STATE INFOB-

2 MATION SYSTEMSBO&D 

3 SEC. 304. Beginning two years after enactment of this 

4 Act, no criminal justice agency shall collect criminal justice 

5 information from, nor disseminate criminal justice informa- 

6 tion to, a criminal justice agency- 

7 (a) which has not adopted all of the operating pro- 

cedures required by sections 206 and 207 and neces- 

sitated by other provisions of the Act; or 

(b) which is located in a State which has failed to 

create a State information systems board. The State in- 

formation systems board shall be an administrative body 

which is separate and apart from existing criminal justice 

agencies and which will have statewide n~~thority and 

responsibility for: 

(1) the enforcement of the provisions of this 

Act and any State statute which serves the same 

goals; 

(2)  the issuance of regulations, not inconsist- 

ent with this Act, regulating the exchange of crimi- 

nal justice information and criminal justice intelli- 

22 gence information systems and the operation of 

23 criminal justice information systems and the opera.- 

24 tion of criminal justice intelligence information 

25 systems;and 
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29 , . 

(3)  the supervision"bf the inst&ion of crimi-

nal justice information systems, &d criminaf justice 

intelligence information systems, the exchange of 

information by such systems within that &ate and 

with similar ~ystemsand criminal justice agencies 

in other States and in the Federal Government. 

PUBLIC NOTICE BQUIREMENT 

SEC.305. (a) Any criminal justice agency maintaining 

an automated criminal justice information system or a 

criminal justice intelligence information system shall give 

public notice of the existence and character of its system 

once each year. Any agency maintaining more than one sys- 

tem shall publish such annual notices for all its systems 

simultaneously. Any agency proposing to establish a new 

system, or to enlarge an existing system, shall give public 

notice long enough in advance of the initiation or enlarge- 

ment of the system to assure individuals who may be affected 

by its operation a reasonable opportunity to comment. The 

public notice shall be transmitted to the Board and shall 

specify-

(1) the nome of the system; 

(2) the nature and purposes of the system; 

(3 )  the categories and number of persons on whom 

dntn are maintained; 
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(4) tlic categol-ics of data inaintilincd, indicating 

wl~ictic.n[cgol.ics ;Ira slorcd i l l  coi~~y~rtar-:~~~~:cssil~l~files; 

(5) the agency's o p ~ a t i n g  rules a~ id  regulations 

issued pursuant to sections 206 and 207, the agency's 

policics nnil. ymctioes rcg~cling clath inforinntion stor- 

age, du~atioi~of retention of infor~llntion, i ~ l d  disposal 

thereof ; 

( 6 )  the categolies of idormation sources ; 

(7)  a.descriptio11 of all ,types of use made of infor- 

ii~ation, indicating ,those involving mmputer-accessible 

11 files, and including all classes of users and the organiza- 

12 tional relationships among them; and 

13 (8) the title, name, and address of the person im- 

14 n~ediately resporuible for the system. 

15 (b) Ally critilinal justice agency, criminal justice infor- 

16 loation system, or crimiual justice intelligence information 

system operated by the Pederal Governrncnt shall satisfy the 

18 11~1blic llotiee requirement set out in subsection (a) of this 

section by publishing the infoi~nntion required by that sub- 19 


20 section iu klle Fcdcral Register. 

21 ANNUAL AUDIT 

SEC. 30G. (a)  At least once annually the Board shall 22 

23 conduct a random audit of -the practices and procedures of the 

24 Federal agencies which collcct and dissenlinatc infornmti~n 

25 pursuant to tllis Act to insure ooinpliance with its require- 



31 

1 rncuts nud rcstriotions. Tllc Rnarc1 sllall also con(1act such 

2 ill1 > ~ u ( l i L  (c11 sh~lc\vi(lit cri111i11;11 oi ~ L L1(bi1:<1, justicct illlor1~1ali011 

3 systelus each year and of evely statewide and multiska~te 

4 system a t  least once every five years. 

5 (b )  Each t:ri~i~inal justicc infoi~nation system slldl con- 

6 duct a similar nuclist, of its (own practices and procedures once 

7 annually. Each State agency creatcd pursuant to subsection 

8 304 (b)  shall coilduct an  audit on each criminal justice in-

9 ,formation system and each erirninal justice intelligence in-

10 formation system operating in that State on a random basis, 

11 at least once every five years. 

12 (c) The results of such audits shall be made available 

13 to 'the Board which 'shall report the results of such audits 

14 once annually to the Oongress by Mlay 1of each year begin- 

15 ning loll May 1 following the first full calendar year after 

16 thc effective date of bhe Aot. 

17. PARTIOIPATION BY THE BOARD 

18 SEC.307. (a) Subject to the limitations of subsections 

19 (b)  and (c) of this section, the Board may participate in 

20 interstate criminal justioe information systems, including the 

21 provision of central information storage facilities and tele- 

22 communications lines for interstate transmission of illforma- 

23 tion. 

24 (b) Facilities operntcd by the Board may incll~de crim- 

25 inal history record information on an individual relating to 
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1 a violation of the oriminal laws of the United States, viola- 

2 tions of the criminal laws of two or more States, or a violation 

3 of the laws of another nation. As to all other individoals, 

4 criminal justice information included in Board faciiities shall 

5 consist only of information sufficient to establish the identity 

G of the individuals, and the identities and locations of criminal 

7 justice agencies possessing other types of criminal justice in- 

8 formation concerning such individuals. 

9 (o) Notwithstanding the provisions of subsection (b)  , 

10 the Board may maintain criminal history record information 

11 submitted by a State which otherwise would be unable to 

12 participate fully in a criminal history record information sys- 

13 tem because of the lack of facilities or procedures but only 

14 until such time as such State is able to provide the facilities 

15 nnd procedures to maintain the records in the State, and in 

16 no case for more than five years. Criminal history record 

17 information maintained in Federal facilities pursuant to this 

18 subsection shall be limited to information on offenses clnssi- 

l g  fied as felonies under the jurisdiction where such offense 

20 ooc~ured. 

21 (d) If the Board finds that any criminal justice in-

22 formation system or criminal justice agency has violated any 

23 provision of this Act, it may (1) interrupt or terminate the 

24 exchange of information as authorized by this section, or 

25 (2)  interrupt or terminate the use of Federal funds for the 
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operation of such a system or agency, or (3) require the 

system or agency to return Federal funds distributed in the 

past, or it may take any combination of such actions or (4) 

require the system or agency to, discipline any employee 

responsible for such violation. 

CIVIL REMEDIES 

SEC.308. (a) Any person aggrieved by a viohtion of 

this dct shall htwe a civil action for damages or any other 

appropriate remedy against any person, system, or agency 

responsible for such violation after he has exhansted the 

ahninistrative remedies provided by section 207. . , 
(b) The Board or any State agency crated pursuant 

to subsection 304 (b) shall have la civil notion for declaratory 

judgments, cease and desist orders, nod such other injunctive 

relief against any; criminal justice agency, ciiminal justice 

information system, or oriminal justice intelligence informa- 

tion system within its regulatoiy jurisdiction. 

(c) Such person, agency, or the Board may bring a 

c i d  #action under this in any district court of ,tho United 

States for tho distriot in which the violation occnrs, or i11 any 

distuiot court of tho United States in mhicli such person 

resides or conducts business, or. has his principal place of 

business, or in the District Court of [the United States for the 

District of Glumbia. 

((i) The United States district court in which an action 
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1 is brought under this Act shall h,ave exclusive jurisdiction 

2 without regard to the elnou~rt in contl:oveisy. I n  any action 

3 brought pursuant to this Act, the court, may in its discrc- 

4 tion issue an order e~ijoiriiilg ~nilintcrlrance or disseniillatio~l 

5 of infor~nation in violtltioll of this Act, or cor~~ct ing  rc~9rds 

6 	 of sucll infom~ation or nny- other nyplwpriate renicdy es-

cept that in an action brought pursuant to subsection (1)) 

tho court may order olily decln~xtory or injunctive relief. In  

nny action brought pursuant to this Act the c o ~ ~ r t  rnuy also 

order t,he Board to conduct an audit of tlie practices and yro- 

cedures of the ngency in question to determine whether in- 

forr~ation is being collected and disse~niliated in n nlanner 

inconsistent with the provisions of this Act. 

(e) In  an action brought pursuant to subsection ( a ) ,  

any person aggrieved by a violation of this Act shall be 

entitled to a $100 recovery for each violation plus actual 

and general damages and reasonable attorneys' fees and 

other litigation costs reasonably incurred. Exemplary and 

punitive damages may be granted by the court in appropriate 

cases brought pursuant to subsection ( a ) .  Any person, sys- 

tem, or agency responsible for violations of this Act shall 

be jointly and severally liable to the person a g g i e ~ e d  for 

damages granted pursuant to this subsection. Any criminal 

justice information system or any criminal justice intelligence 

information system which facilitates the transfer of informa-
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tion in violation of this Act shall be jointly and severally 

liable along with any crinzinal justice agency or person re- 

sl~unsible for a violation of this Act. 

(g)  For t.he piirposes of this Act the United States 

shall be deemed to have consented to suit and any agency 

or system operated by the United States, found responsible 

for a violation shall be lial~le for daniages, reasonable at-

tonieys' fees, and litigation cost as provided in subsection 

( f )  notwithstanding ally provisions of the Federal Twt 

Claims Act. 

CBIMINAL PENALTIES 

SEC.308. Whoever willfully disseminates, maintains, or 

uses infor~nation knowing such dissemination, maintenance, 

or usc to be in violation of this Act shall be fined not more 

than $5,000 or in~prisoned for not more than five years, or 

both. 

PRECICDENCE OF STATE LAWS 

Sirc.  310. (a) Any State law or regulation which places 

greater restrictions upon the dissemination of criminal justice 

info~m~tionor criminal justice intelligence infornlation or the 

operation of criminal justice information systems or criminal 

justice intelligence information systems or which affords to 

any individuals, whether juveniles or adults, rights of privacy 

or protections greater than those set forth in this Act shall 



Gke precedence over this Act or regulations issued pursuant 

to this Act. 

(b )  Any State law or regulation which places greater 

restrictions upon the dissemination of criminal justice infor- 

mation or criminal justice intelligence' information or the 

operation of criminal justice information systems or criminal 

justice intelligence information systems or which affords to 

any individuals, whether juveniles or adults, rights sf privacy 

or protections greater than those set forth in the State law 

or regulations of another State shall take precedence over 

the law or regulations of the latter State where such infor- 

mation is disseminated from an agency or information system 

in the former State to an agency, information system, or 

individual in the latter State. Subject to court review pnrsu- 

ant to section 308; the Board shall be the final authority 

to determine whether a State statute or regulation shall take 
' 

precedence under this section and shall as a general matter 

18 have final aut.hrity to determine whether any regulations 

19 issued by a State agency, a crilrlinal justice agency, or infor- 

20 rnlttiori system violate this Act and are t1ierefol.e null and 

21 void. 

22 APPROPRIATIONS AUTHORIZED 

23 SEC. 31 1. For the purpose of carrying out the provisions 

24 of this Act there are authorized to be appropriated such sums 

25 as the Congress deems necessary. 
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1 SEVERABILITY 

2 SEC. 312. Ifally provision of this Act or the ap3lication 

3 Ithereof to any pcrson or circtunstnnce is held invalid, the 

4 remainder of the Act and the application of the provision 

5 to other persons not similarly situated or to other circum- 

6 stances shall not be affected thereby. 

7 REPEALERS 

SEC.313. Tlle second pamgrilph nadcr the licndings en- 

titled "Fedcrnl Bul-can of Inrcstigntion; Salnrics and Ex-

penses" coiitaiiied in the "1)epa.rtlnent of Justice Appl-opria- 

tions Act, 1973" is hereby repealed. 

EFFECTIVE DATE , 

SEC.314. Tlie provisions of this Act shall take effcct 

upon the dnt,e of espil-n*t.ion of tho onc-liniidred-niid-ciglity-

day pcriod follo\iring the datc of tlic ~cnnctment of this Act: 

Provided, llowcz~er, Tlint section 311 of. .this Act sl~nll tnkc 

cffcct upon t l ~ e  date of enactnlcirt of this Act. 
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blr. EIAWEU) introduced the following bill; which was rend twice and referred 

to the Committee on the Judiciary 


A BILL 

To protect the individual's right to privacy by prohibiting the 

sale or distribution of certain information. 

1 ki it  enacted by the Senate and House of Representa- 

2 tives of the United States of America in Congress assembled, 

3 That ( a )  title 18, United States Code, is amended by insert- 

4 ing after chapter 87 a new chapter as follows : 

5 "Chapter 88.-PRIVACY 

"Sec. 
L'1801. Sale or  distribution of personal information. 

6 "5 1801. Sale or distribution of personal information 

7 " (a) Whoever, by any facility of interstate or foreign 

8 commerce or the mails, knowingly sells or distributes, or 

9 offers or attempts to sell or distribute-

I1 
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" ( 1 )  a list of names or addrcsscs, or names a ~ l d  

addresses, of individuals ; 

" (2)  information coricerr~i~lg the personal or finan- 

cia1 condition or activities of an individual; or 

" ( 3 )  information concerning the personal or real 

property of an individual ; 

without the consent of any individual to whom such list or 

information relates, shall be fined not more than $1,000 or 

imprisoned not more than one year, or both. 

" (b) This section shall not apply to- 

" (1 )  any such sale, distribution, or such offer or 

attempt, if a Federal statute specifically nnthorizcs the 

sale or distribution of that type of list or information; 

" (2 )  any such sale, distribution, or such offer or 

abtempt, to any depart~rient or ageilcy of the Ur~ited 

States Governli~ent or of any State or local government 

if that list or i~lformntion is to be used o111y for law 

enforcement or national security purposes; 

" ( 3 )  any such sale, distribution, or such offer or 

attempt, if the list or information constitutes only an 

insubstantial portion of a document, publioation, news-

paper, writing, or other means of communication; 

" (4) any such distribution of, or offer or attempt 

to distribute, a telephone direotory which contains only 

names, addresses, and telephone numbers, and which is 
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1 pu1Jlislicd (,I) by a regulated teleplione utility com-

2 pany (if tlint company docs not list in such directory the 

3 name, address, or telephone number of any individual 

4 who lias requcstcd that such information not be listed), 

5 (B)  by a person engaged in interstate or foreign com- 

6 , merce (if that person does not list in such directory the 

7 name, address, or telephone number of any individual 

8 who is not an officer or employee of that person), or 

9 ((2) by a department or agency of tlie United States 

10 Government or of a State or local govcrnmcnt ( i f  that 

11 department or agcncy does not list in such directory tlie 

12 name, address, or telephone numher of any indiridual 

13 who is not an officer or employce of a department or 

14 agcncy of any sucli gu~crnment) ." 
15 (1)) The table of c.h:~ptels of part I of s11c.h title is 

amended by iriscrtirig aftcr item 87 tlle following new item: 

l'rirncyhH., '6 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1S01". 
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Mr. ERVIN (for himself, Mr. T3turr. Mr.GOLDIV.\.JTR.Mr.KENNEDY,and Mr. 
MATHIAS)introdricecl thc following bill; which was read twice and referred 
to the Committee on the Judiciary 

A BILL 
To protect the constitutional right of privacy of individuals 

concerning ~ v l i o n ~  identifiable inforlnation is recorded by 

erlactitlg principles of infor~nation practices in furtherance 

of articles I ,  111, IV, V, IX, X, and XIV of amendment to 

the United Statcs Constitution. 

1 Be it enacted by the Senate and IiTouse of Represento.-

2 tives of the United States of America ill Congress assenlbled, 

3 SIIORT TITLE 

4 SECTION1. This Act may be citcd as the "Govcnuncnt 

5 Data Bank Right to Privacy Act". 

6 l~'IhTI)IN(:S AND L)ECL,ZHATION OF POLICY 

7 SEC.2. ( a )  The Congress finds- 

I1 
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(1) that an individual's privacy is directly affected 

by the extensive collection, maintenance, use, and dis- 

semination of personal information; 

(2) that tlie increasing use of computers and sophis- 

ticated information technology has greatly magnified 

the harm that can occur from these practices; 

( 3 )  that an individual's opportunities to secure 

employment, insurance, credit, and his right to due proc- 

ess and other legal protections are endangered by these 

personal information systems ; 

(4) that in order to preserve the rights guaranteed 

by the first, third, fourth, fifth, ninth, and fourteenth 

amendments of the United States Constitution, uniform 

Federal legislation is necessary to establish procedures 

to govern information systems containing records on 
1 

individuals; 

(5) that these systems are federally operated or 

controlled, or federally funded, that they contain infor- 

mation obt~ined from Federal sources or by means of 

Federal funds, or are otherwise supported by the Fed- 

eral Government ; 

(6) that they utilize interstate facilities of com-

munication and otherwise affect commerce bctween the 

States; 
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( 7 )  that the great diversity of statutes, rules, and 

regulations anlong the State and Federal systems require 

uniform Federal legislation; 

(8) that the right of privacy is a personal and 

fundamental right of Federal citizenship @anted and 

secured by the Constitution of the United States; and 

(9)  that in order to insure the security of infor- 

mation systems, and to protect the privacy of individuals 

named in such systems, it is necessary and proper for the 

Congress to regulate the exchange of such information. 

(b)  The purpose of this Act is to insure safeguards for 

personal privacy from recordkeeping organizations by ad- 

herence to the following principles of information practice: 

(1) There should be no personal information sys- 

tern whose existence is secret. 

(2)  Information should not be collected unless the 

need for it has been clearly established in advance. 

( 3 )  Information should be appropriate and relevant 

to the purpose for which it has been collected. 

(4) Information should not be obtniued by fraudu- 

lent or unfair means. 

( 5 )  Information should not be used unless it is 

accurate and current. 

(6) There should be a prescribed procedure for an 

individual to l e ~ m  the information stored about him, the 
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purpose for which it has been recorded, and particulars 

about its use and disselnination. 

( 7 )  There should be a clearly prescribed procedure 

for an individual to correct, erase, or amend inaccurate, 

obsolete, or irrelevant information. 

(8) Any organization lioldi~lg personal informa-

tion should assure its rclinl~ility and tillte precautions to 

prevent its misuse. 

(9)  There should be a clearly prescribed procedure 

for an individual to prevent personal information col- 

lected for one purpose from being used for another pur- 

pose without his consent. 

(10) The Federal Government should not collect 

personal information except as authorized by law. 

DEFINITIONS 

SEO.3. AS used in this Act- 

( 1 )  	 the term "information system" means the 

-	 total components and operations of n recordkeeping 

process, whether automated or manual, containing per- 

sonal information and the name, personal number, or 

other identifying particulars; 

( 2 )  the term "personal information" means all 

information t h t  describes, locates or indexes anything 

abont an indivimdnd including his educa.tion, financial 

transactions; medical history, criminal, or employment 
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record, or that affords a basis for inferring personal 

characteristics, such as finger and voice prints, photo- 

graphs, or things done by or to such individual; and 

the record of his presence, registration, or membership 

in an organization or activity, or admission to an in- 

stitution; 

( 3 )  the term "datn subject" means an individual 

about whom personal information is indexed or may be 

located under his name, personal number, or other iden- 

tifiable particulars, in an information system; 

(4) the term "disseminate" means to release, trans- 

fer, or otherwise communicate information orally, in 

writing, or by electronic means; 

(5) the term "organization" means any Federal 

agency; the government of the District of Columbia,; and 

any aotllority of any State, local government, or other 

jurisdiction ; 

(6)  tlie tern1 "purge" means to obliberate informa- 

tion completely from the transient, permanent, or ar-

chival records of an organization; and 

(7)  $the tern1 "Federal agency" means any depart- 

ment, agency, instrumentality, or establishmerit in the 

execntivc branch of the Government of the United States 

and indudes any officer or employee thereof. 
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SAFEGUARD REQUIItEMENTS FOR PERSONAL INFORMATION 

FOR ADMINISTRATIVE, STATISTICAL-REPORTING AND 

XESEARCII PURPOSES 

SEC.4. (a )  'ADMINISTRATIVE REQUIREMENTS.-Any 

organization maintaining an information system that includes 

personal information shall- 

(1) collect, maintain, use, and disseminate only 

persond information necessary to accomplish a proper 

purpose of the orgnnizntion ; 

(2) collect information to the greatest extent pos- 

sible from the data subject directly; 

(3)  establish categories for maintaining personnl 

information to operate in conjunction with confidentinl- 

ity requ&ements and access controls; 

(4) maintain infoimation in the system with ac-

curacy, completeness, timeliness, and pertinence as nec- 

essary to assure fairness in determinations relating to a 

data subject; 

(5) make no dissemination to another system with- 

out (9)specifying requirements for security and the use 

of iaforn~ation exclusively for the purposes set forth in 

the notice required under sul~section (c) including 

limitations on access thereto, and (B) determining that 

the conditions of trnnsftlr plmovide suhstnntinl assnrnnce 

tl~nt tl~osc rcq~~iremcnts and liinitntioiis will be 01)scrved; 
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(6)  transfer no pcrsonal information beyond the 

jurisdiction of the United States without specific autlior- 

ization from the data subject or pursuant to a treaty or 

executive agreement in force gnaranteeing that any for- 

eign government or organization receiving personal in- 

formation will comply with the applicable provisions of 

this Act with respect to that personal information; 

( 7 )  afford any data suhjcct of a foreign nationality, 

wlietlicr residing in thc United States or not, the same 

rights under this Act as American citizens; 

(8) maintain a list of all persons having regolnr ac- 

cess to personal information in the information system; 

(9)  maintain for a reasonable time related to the 

purposes of the particular system a complete and accu- 

rate record, inclnding identity alld purpose, of every 

access to any personal information in a system, including 

the identity of any persons or organizationc; not liav- 

ing regular access authority; 

(10) take affirmative action to estal~lish rules of 

conduct and inform each person involved in the design, 

development, operation, or nlaintennnce of the system, 

or the collection or use of any personal information coa- 

tained therein, ahout all the requirements of this Act, the 

r111es nnd procednres, inclnding pcnnltics for noncom-

pliance, of tlle organization de4gncd to assure conlpli- 

ance with such requirements; 
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1 (11) establish appropriate safeguards to secure the 

2 system from any reasonably foreseeable threat to its 

3 security ; 

4 (12) comply with the written request of any indi- 

5 vidual who receives a communication in the mails, over 

6 the telephone, or in person, who believes that his name 

.7 or address is available because of his inclusion on a mail- 

8 iiig list, to remove his name and address from that list; 

9 and 

10 (13) collect no personal information concerning 

11 the political or religious beliefs, affiliations, and activities 

12 of data subjects unless expressly authorized by statute. 

13 (b) SPECIAL ADDITIONAL FORREQUIREMENTS STA-

14 TISTICAL-REPORTING RESEARCEI INFORMATIONAND 

15 SSSTENS.- ( 1 )  Any organization maintaining an informa-

16 tion system that disseniiiiates statistical reports or research 

17 fiiidi!igs 1)ascd on persolla1 iiiforlnation drawn from the sys- 

18 tcm. or fro111 systenls of other orgaiiizations, sl~all- 

19 ( A )  make avnilable to any data subject or group, 

20 without revealing trade secrets, methodology and 

21 materials necessary to validate statistical analyses, and 

22 (B) make no materials available for independent 

23 analysis without guarantees that no personal informa- 

24 tion will he uscd in n way tliat might prej~ldice jad*pents  

25 ahout any data snbject. 
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(2) No Federal agency shall- 

( A )  require any individual to disclose for statistical 

purposes any personal information unless such disclosure 

is required by a constitutional provision or Act of Con- 

gress, and the individual is so informed; 

(B) request any individual voluntarily to discIose 

personal information unless such request has been spe- 

cifically authorized by Act of Congress, and the 

individual shall be adviscd that such disclosure is 

voluntary ; 

(C) make available to any non-Federal pe;son any 

statistical studies or reports or other compilations of 

information derived by mechanical or electrical means 

from files containing personal information, or no manual 

or computer material relating thereto, escept those pre- 

pared, published, and made available for general public 

use ;and 

(D) publish statistics of taxpayer inconle classified, 

in whole or in part, on the basis of a coding system for 

the delivery of mail. 

(3 )  Any organization maintaining an information sys- 

tem that disscminates statistical reports or research findings 

based on personal infornlation drawn from the system, or 

from systems of other organizations, and which purges the 

names, personal numbers, or other identifying particulars of 
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1 individuals and certifies to the Federal Privacy Board th-at 

2 no inferences may be drawn about any individual, shall be 

3 exempt from tihe ,requirements of section 4 (a) ( 3 )  and 

4 (4),and section 4 (c)  and (d)  (1) and ( 2 ) .  

5 (c) PUBLICNOTICEREQUIREMENT.--Any 0rganiZa- 

6 tion maintaining or proposing to establish an information 

7 system for personal information shd-  

8 (1) give notice of the existence and character of 

9 each existing system once a year to the Federal Privacy 

10 Board ; 

I1 (2)  give public notice of the existence and charac- 

12 ter of each existing system each year, in the case of 

13 Federal organizations in the Federal Register, or in the 

14 case of other organizations in local or regional printed 

15 media likely to bring attention to the existence of the 

16 records to data subjects ; 

17 ( 3 )  publish such annual notices for all its existing 

18 systems simultaneously ; 

19 (4) in the case of a new system, or the substantial 

20 modification of an existing system, shall give public no- 

21 tice and notice to the Federal Privacy Board within a 

22 reasonable time but in no case less than three months, in 

23 advance of the initiation or modification to assure indi- 

24 viduals who may be affected by its operation a reason- 

25 able opportunity to comment ; 
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(5) shall assure that public notice given under this 

subsection specifies the following: 

(A)  The name of the system. 

-: (B) The general purpose of the system. 

(C) The categories of personal information, 

and approximate number of persons on whom in- 

formation is maintained. 

(D) The categories of information maintained, 

confidentiality requirements, and access controls. 

(E) The organization's policies and practices 

regarding information storage, duration of retention, 

and purging thereof. 

(F) The categories of data maintained, indi- 

cating which categories are stored in computer-

accessible files, and t l~c categories of all information 

sources. 

(G)  A desciiption of typcs of usc made of in- 

formation including all clfisses of users and the 

organizational relationships among them. 

(H) The procedures whereby an individual 

21 can-

22 ( i)  he informed if 11c is the subject of in-

23 formntion in the system ; 

24 ( i i )  gain access to snah iilformt~tion; and 
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1 (iii) contest t.he accuracy, completeness, 

2 timeliness, pertinence, and the necessity for 

retention. 

(I) The procedures whereby an individual or 

5 group can gain access to the information system 

. 6  used for statistical reporting or research in older to 

7 subject them to independent analysis. 

8 '  ' (J) The business address and telephone num- 

9 ber of \he person immcdintely responsi1,le for the 

10 system; and 

11 (6) prepare and p1ibIis11 a priracy impart statclnent 

12 describing the consequcnccs to the individnnl, including 

13 his rights, priviltbg(~s, ~ ) C I I I ( ~ ~ I I ~ ,  ( l t ~ [ ~ . i ~ r ~ ( ~ i ~ t ~ ,:111(1 I ) I I ~ ( ~ c ~ I I s ,  

14 of the proposrd i1;lla sasloln. or. i l l  I l l ( ,  cirsc. or : I I I  exist-

15 ing system, any ~>rc?~v';ed espnns i~ t~ .  

16 (d )  RIGFITSOF DATASTT.TE('TS.-.4ny o~.g:~r~ization 

17 maintaining personal iinfvrnr:ltio~r slrirll- 

18 ( I )  inform a n  i11divit111;rl ;~.,licltl lo  sr1l)pl: pc~rso11;rl 

19 illformation wl~et l~cr  he is lcgnlly required, or may re- 

20 fuse, to supply the information rc~rlncstc~tl, a l ~ dalso of any 

24 nnte part or ;ill of t11is ~ I I ~ I ) ~ I I I ; ~ I ~ O I I: I I I O ~ ~ I ( > I ,1 0  org;111iza-

25 tion or system riot having regulirr ac.taess authority, a l~d  
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indicate the use for which it is intended, and the specific 

consequences for the individual, which are known to 

the organization, of providing or not providing such 

permission ; 

(3)  upon request and proper identification of any 

data subject, grant such subject the right to inspect, in a 

form comprehensible to such individual- 

(A)  all personal information about that data 

subject except in the case of mcdical information, 

when such information shall, upon written author- 

ization, be given to a physician designated by the 

data subject; 

(B) the nature of thc sources of die infol.mn-

tion; and 

(C)  the recipients of personal information 

about the data subject including the identity of all 

persons and organizations involved and their rela- 

tionship to the system when not having rcgnlar 

access authority. 

(4) comply with the following minimum condi- 

tions of disclosure to data subject: 

( A )  An organization shall make disclos~~res to 

data subjects required under this Act, during normnl 

business hours. 
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(B) The disclosures to data subjects required 

under this Act shall be made (i) in person, if he 

appears in person and furnishes proper identifica- 

tion, (ii) by mail, if he has made a written request, 

with proper identification, at reasonable standard 

charges for document search and duplication. 

(C) The data subject shall be permitted to be 

accompanied by one person of his choosing, who 

must furnish reasonable identification. An organiza- 

tion may require the data subject to furnish a written 

statement granting permission to the organization to 

discuss that individual's file in such preson's 

presence. 

(5) if the data subject gives notice that he wishes 

to challenge, coi~ect, or explain information abont him 

in the information system, the follou~irig minimum pro- 

cedures shall be followed : 

(A)  The organization maintaining the infor- 

mation system shall investigate and record the cur- 

rent status of that personal information. 

(B) If, after such investigation, such informa- 

tion is found to be incomplete, inaccurate, not per- 

tinent, not timely nor necessary to be retained, or 

can no longer be verified, it shall be promptly 

purged. 
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1 (C) If the investigation does not resolve the 

2 dispute, the data subject may file a statement of 

3 reasonable length setting forth his position. 

4 (D) Whenever a statement of dispute is filed, 

5 .  the organization maintaining the information system 

6 shall, in any subsequent dissemination or use of the 

7 information in question, clearly note that it is dis- 

8 puted and sapply the statement of the data subject 

9 along with the information. 

10 (E) The organization maintaining the i n f o m -  

11 tion system shall clearly and conspicuously disclose 

12 to the data, subjec, his rights to make such a request. 

13 (I?) Following any correction or purging of 

14 personal information the organization shall at the 

15 request of the data subject, take reasonable steps to 

16 furnish to past recipients notification that the item 

17 .  has been purged or corrected. 

18 ( G )  In  the case of a failure to resolve a dis-

19 pute, the organization shall advise the data subject 

20 of his right to request the assistance of the Federal 

21 Privacy Board. 

22 (e) NOTIFICATION PROCEDURE.-Not later than two 

23 yeam from the effective date of this Act, and not less than 

24 once each year, each organization that maintains a personal 

25 information system on a data subject shaU include, in any 
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1 regular communication by mail to such data subject, a written 

2 notification which includes the following: 

3 ( 1 )  The notice shall describe the type of informa- 

4 tion held in their system or systems, expected uses 

5 allowed or contemplated. 

6 (2 )  The notice shall provide the name and fill1 

7 address of the place where the data subject may obtain 

8 personal information pertaining to him, and in the 

9 system. 

(f) Data subjects of archival-type inactive files, rccords, 

or reports shall be notified by mail of the reactivation, ac-

cessing, or reaccessing not later than six months after the 

date of the enactment of this Act. 

(g )  This Act applies to any information system which- 

( 1 )  is operated by the Federal Government; or 

- ( 2 )  is operated by a State or local government and 

funded in whole or in part by the Federal Government, 

or relies in whole or in part on interstate channels of 

communication. 

20 EXEMPTIONS TO APPLICATIONS OF REQUIREMENTS 

21 SEC. 5. The provisions of this Act shall not be ap- 

22- ~licable to personal information systems- 

23 (1) to the extent that information in such systems 

24 is maintained by a Federal agency, and the President 

zr, ' determines by ~xecu t ive  order that the application of 
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1 the Act, or specified parts thereof, would seriously dam- 

2 age national defense; and 

3 (2)  which are subject to State or Federal statutes 

4 affording substantially the same or greater protection for 

5 individual privacy; including but not limited to the right 

6 to enforce by appropriate civil action in court any viola- 

7 tion of said statute. 

8 USE OF SOCIAL SECURITY NUMBER 

9 SEC.6. I t  shall be unlawful for any organization to 

10 require an individual to disclose or furnish his social security 

11 account num,ber, for any purpose in connection with any 

12 business transaction or commercial or other activity, or to 

13 refuse to extend credit or make a loan or to enter into any 

14 other business transaction or commercial relationship with 

15 an individual (escept to the extent specifically necessary 

16 for the conduct or administration of the old-age, survivors, 

l7 and disability insurance program) wholly or partly because 

l8 si1ch individual does not disclose or furnish such nunlber 

19 unless the disclosure or furnishing of such nunlber is specifi-

20 cally required by Federal law. 

21 FEDERAL PRIVACY BOARD 

22 SEC.7. (n) ESTABLISHMENT.-T~~~~ is an office in the 

23 General Accounting Office which shall be called the Federal 

24 Privacy Ronrd (hercinnfter in this section referred to as the 

25 "Board"). 
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1 ( ~ b )  M E M B ~ H I P . - T ~ ~  shall consist of Board five 

2 rnenrlers, each serving for a term of three years, three of 

3 whom shall constitute a quorum. No member shall serve 

4 more than two terms. The members of the Board shall be 

5 appointed by the Comptroller General of the United States. 

6 No more than three of the members appointed to serve at 

7 the same time shall be of the same political party. Each mem- 

8 ber shall be nppointed from t,he public nt lnrge and not from 

9 nmong officers or enlployees of the United States. Member- 

10 ship on t,he Board shall be the sole employment of ench 

11 member. 

12 (c) COMPENSATION. -M~~~~~S  of the Board shall be 

compensated at the rate provided for GS-18 under section 

5332 of title 5 of the United States Code. 

(d) CHAIRMAN.--T~~Chairman of the Board shall be 

elected by the Board every two years. 

(e) STAFF.-T~~ Comptroller Genera.1 shall appoint and 

fix the compensation of such personnel as are necessary to the 

carryingout of its duties. 

FUNCTIONS OF THE BOARD 

SEC.8. The Board shall- 

(1) publish an annual Data Base Directory of the 

United States containing the name and characteristics 

of each personal information system covered by section 

4 (g) ; 
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( 2 )  make rules .to assure conipliance ~vitli this Act ; 

( 3 )  perform or cause to be performcd sucll rcsearcli 

activities as may become necessary to implement this 

Act, a ~ i d  to assist organizations in complying with this 

Act ; 

(4) be granted admission at  reasonable 1iom.s to 

premises wlitre ally information systcln is kept or \\-\-here 

eonlputers or c q ~ i p n ~ c n tor recordings for .  aato~natic 

data processing are kept, aild may by s11lq)cna compcl 

tlie production of docnments relating to sucli informn- 

tion system or sndi processing as is necessary to carry 

out its duties, but no personal information shall be com- 

pelled tco be produced without the prior consent of the 

data subject to mllich it pertains. Enforcement of any 

subpella ihhued m1dc.r this section s11t111 be l ~ a d  in the 

npl)rol)ri:tte Ur~itcd States district col~rt;  

(5) up011 the determination of a, violation of a pro- 

vision of this Act or regulation plwl~ulgatcd u~ldcr 

t l ~ e  Act, t l ~ e  Board may, after opportunity for a hearing, 

order the orgnnization violating such provision to cease 

alld desist such violation. The Comptroller General may 

enforce any order issued under this paragraph in a civil 

action in the appropriate United States district court; 

(6)  shall tlclegate its antliority nnder this Act, 

will1 respect to i~~for l~~nl ion  systclns rvitl~in the Fcdernl 
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Government, a State, or tlie District of C'olutnl)iil, to soch 

State or District,, nr11ic:li arc gov(~r11c~1 I)y cxprcbss s l : ~ t \ ~ -  

tory litw 1\~11ic:li aflorcls tlie n ~ i ~ i i ~ u ~ u n  sta11(1:1r(ls for the 

protection of p~.i~;lcxy provitlrtl for 1'3: t l ~ i ~ \ ( . t .  

( 7 )  tao11(111~t 011ol)c1tl,l ) ~ ~ l ) l i t a ,l~o:~ritlgs ;111 l)cti[iot~s 

for esccptions or c x c ~ ~ l l ; t i o ~ ~ s  :~l)l)licx-f ro~n  provisio~~s. 

tion, or j~~r i s t l i (d io~~  s11i11111il\.c! 110of tllis .\ct. r l ' l~c l  l~oi1111 

a n t l ~ o r i t ~  or 1)11tto ~rlnke s11c.11 csc:t>l)tio~~s t~srr~il) t io~ts 

s11;lll snl)~nit ;tpl)ropt.iate rc~ports a ~ ~ d  rcc.oll~niet~d;ttio~is 

to Congress; 

(8)  issue an annnal report of its acti\-itirs to the 

Congress and the President; and 

(9) recommend to Congress thilt a pnrticl~lar Fed- 

eral data 11il11k pt-o1)osc(l to l)c cr(~iltclt1, espnndcd, or 

niodified, bc.c.a~~.se of data, of its size, st20pc, sc~~sitivity 

or i ~ i ~ p ~ ' : t  csrcpton l)ri\-;tt.y, sllould ]lot 1)c .csti~l)lisl~rd 

by specific lrgisl;~ti\.c i~~~tl~oriziltiorl. 

'rlllil)I<s~~'I?l~;'I1s 

SEC.9. I11 coii~~cctionwit11 ally dispntc over t l ~ c  al)l)li- 

cation of any provision of this Act, no organization sliall 

reveal any personal inforniation or any professional, proprie- 

tary, or business secrets; cxsccl)t as is rcql~ircxl luldcr this 

Act. All disclosnres so rcclr~ired shall 1)e regarded as con-

fidential I)y tllose to whom they arc ~ l ~ a d c .  
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1 CRIMINAL PENALTY 

2 SEC. 10. ilriy organization or responsible officer of an 

3 organization who willfully- 

4 (1) keeps an information system without having 

notified the Federal Privacy Board; or 

(2)  issues personal information in violation of this 

Act; 

shall be fined not more than $10,000 in each instance or 

imprisoned not more than five years, or both. 

CIVIL REMEDIES 


SEC. 11. (a)  INJUNCTIONS
FOR COMPLIANCE.-The 

Attorney General of the United States, on the advice of 

the Federal Privacy Boa.rd, or any aggrieved person, may 

bring an action in the appropriate United States district 

court against any person who has engaged, is engaged, or 

is about to engage in any acts or practices in violation of the 

provisions of this Act or rules of the Federal Privacy Board, 

to enjoin such acts or practices. 

(b) CIVIL LIABILITY FOR UNFAIRPERSONALINFOR-

MATION PRACTICE.-A~~person, system, or agency which 

violates the provisions of the Act, or any rule, regulation, or 

order issued thereunder, shall be liable to any person ag- 

grieved thereby in an amount equal to the sum of- 

(1) any actual damages sustained by an individllal 

plus $100 for each violation; 

( 2 )  punitive damages where appropriate; 



(3)  in the case of any successful action to enforce 

any liability under this section, the costs of the action 

together with reasonable attorney's fees as determined 

by the court. 

The United 8ta1tes consents to be sued under this section 

without limitation on the amount in controversy. 

(c) No action shall lie under subsection (b) of this sec- 

tion with respect to any system subject to a statute which 

satisfies the provisions of section 12 or of subsection 5(b); 

PRECEDENCE OF OTHER FEDERAL AND STATE LAWS 

SEC. 12. Any Federal or State law, or regulation which 

places greater restrictions upon the dissemination of personal 

information or the operation of personal information systems 

or which affords to any individuals, whether juveniles or 

adults, rights of privacy or protections greater than those set 

forth in this Aat shall take precedence over this Act or regu- 

lations issued pursuant, to this Act. 

SEVERABILITY 

SEC. 13. If any provision of this Act or the application 

thereof to any person or circumstance is held invalid, the re- 

mainder of the Act and the application of the provision to 

other persons not similarly situated or to other circumstances 

shall not be affected thereby. 

EFFECTIVE DATE 

SEC.14. This Act shall take effect one year after the date 

of its enactment. 
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111..CII.\I:I.ES11. WII.SOS of ('tlliforllin illtrot1::crd thc fo l lo~~ing  
I d l ;  Ivl~icll was 
rrfrrrc,tl to the Co~llnlittee on Post Ofice and C i ~ i l  Service 

A BILL 

To 	amend title 5, United Sl:ltes Codo, to protect civilian em-

ployees of the exccutivc bri~l~cli of the United Stfitca Gov- 

crnnic~lt in the enjoy~nent of their constitutional riglits, to 

prevcrit unwarrizntecl govcl.nmeatn1 ilivasions of their pri-

vacy, and for other purposes. 

1 B e  it enacted by  the Senate and House of Representa- 

2 tives of the United States of America in Congress assembled, 

,, ,. 3 That (a )  chapter 71 of title 5, United Statcs Code, is 

4 anlcnded by adding at the elid tllercof tlie following ncw 

5 sub(:li,zpter 111: 

6 "SUBCITIAPrI'EI 111-E~IPJ~OYI~I1: I~IGIITS 

7 "9 7171. Policy 

8 "It is t l ~ e  policy of thc United Stnlcs, as an clnploycr, 

9 to nssrirc that thosc officials of Exccutivc agencies cliargcd 
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1 with ad~ninistrative or supervisory responsibilily recognize 

2 and protect the pcrsonal and individut~l rights, cntitlcments, 


3 and benefits of en~ployees of, and applicants for employnlunt 


4 in, Executive agencies. 


5 "§ 7172. Definition 

6 "Por the purpose of this subchapter, 'oflicial of s an.-.-^ 


7 Executive agency' means-


8 " (1)  m officer of an Executive agency; 


9 " (2)  an 'officer' of any of the 'uniformcd services' 


10 ns such terms are defined under section 101 of title 

11 37; and 

12 " ( 3 )  nn individual acting or purporting to act 

13 under the authority of an officer referred to in para- 

14 graph (1)  or (2 )  of this section. 

15 "5 7173. Employee rights 

16 " (a)  An official of an Executive agency may not- 

17 " (1)  require or request, or attempt to require 

18 or request, an enlployee of an Executive agency or an 

19 applicant for employment in an Executive agency to 

20 disclose his mce, religion, or national origin, or the race, 

21 religion, or national origin of ally of his forebears. This 

z2 pa~agraph does not prohibit inquily conccruing- L 

23 " (A)  the citizenship of an employee or appli- 

24 cant; 

25 "(B) the nitional origin of an employee or 
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applicant wl~cll that incluiry is considered necesstiry 

or advisable to determine suitability for assign-

ment to activities or nndertalcings related to the 

natiollal security of the United States or to law 

e1ifo1-cenient or to activities or undertakings of any 

natrue outside tlle Unitccl States; 

66 (C) tlie race, religion, or national origin of :III 

employee or applicniit when that inatter is iu issue 

in ail allegation or coinplaint of discrinlinntion; or 

6( 
(D) the race, religio~~, or ilatioilal origin of all 

ealplog.ec 01. al)plicilllt nrlicn ( i )  that ~nattcr is di- 

rectly rcli~ted to or all iiitcgriil part of scientific rc- 

soarcli or 1)rogr:lni cr;tluatio~i, ( i i  ) t~pprol)ri:~tefa-s i~ 

g11;uds Iii~vc I)eclli instituted to prcscrve 1)otli t l ~ r  

voluntary pnrticil)ntioli i~lill t l i ~  :1ilo11yii1ity of tlic 

einployce or npplicmlt, and (iii) the inquiry has 

been approved by the Civil Service Coln~nission. 

Tllis paragra1)li clocs ]lot prohihit iIn inquiry made to 

satisfy tllc rcclniremcnts of law providing preferellce for 

Ilt(lialls in col~liectioll wit11 f~mctions or scrrices affect- 

ing Indialis ; 

" (2 )  coerce, req~~ire,or request, or attcinl~tto 

coerce, req~ire,  or rcqucst, an employee of an ISxecutive 

agency to attend or participate in a formal or informal 

meeting, assemblage, or other group activity held to 
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present, advocate, develop, explain, or otlier\~ise cover 

i l l  any way, by lccture, discussion, discourse, instruction, 

visiull prcscntation, or otherwise, any int~tter or subject 

otlier than- 

" ( A )  the perfoi~nance of official duties to 

\illiirll t1i:it c~riployee is or iriay be assigticd in th..,-,.,. 

Executive ageiicy; or 

" (B) the dcvelopnlent of skills, knowledge, or 

abilities that qualify him for the pel-formance of 

those official duties; 

" (3 )  coerce, require, or request, or attc~ript to 

coerce, require, or request, an elnployee of an Esecutive. 
agency to- 

" (A)  pai.ticipate in any way in an activity or 

undertaking unless it is related to the perfo~mance . 

of official d~ities to which the employee is or may 

be assigned in the Executive agency or related to 

the development of skills, knowledge, or abilities 

that qualify him for the pei-foirriance of those official 

duties; or 

" (13) ~riake any rcport concerning any activity 

or undertaking of the crnploycc not i~lvolving his a 

official duties, except-- 

" ( i )  when tliere is reason to believe that 

the activity or unclertalcing conflicts with, or 
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1 adversely affects the performance of, his official 

2 duties; or 

3 " (ii) as aut l~ori~cd to the contrary under 

paragraph (6) of this subsection. 

This paragrap11 docs i ~ o t  prohibit the usc of appropri:ite 

publicity to inform crnployces of requests for assistance 

froin public service programs or organizations; 

" (4) require or request, or attempt to require or 

reqnest, ax1 employee of an Executive agency or an ap- 

plicant for employment in an Executive agency to submit 

to an interrogation or examination or to take a polygraph 

or psychological test designed to elicit from the employee 

or alq~licnnt infor~nntio~i concerning his personal relation- 

ship with any individnal related to him by blood or mnr- 

15 riage, his religions beliefs or practices, or his attitude or 

1 G  coilduct with rcspcct to sexual matters. This paragraph 

17 does not prohibit- 

18 " (A)  a pllysiciall froni rlicitillg this informa- 

...19 tion or authorizing these tests in the Oiagnosis or 

20 treatment of an ernployee or applicant in inclivid~~nl 

21 cases and not pm.sunnt to general practice or rcgn- 

2!! lation go.c-c~.nillg tllc cxall~inatio~~ of eniployccs or 

23 apl)lic::ll~ts, wl~cn Ihc p11ysic.inn coi~sirlcrs tlic illfor- 

2-1 mation 11cccssilry to cnaljle him to determine 
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~vl ie t l l~ror not t l i ~  erri1)loycc or ;lpplicarit is suffer- 

ing from nleiilnl illncss; 

" (B) :11i official of an Exccntive agency from 

advising an employee or applicant of a specific 

charge of sexual misconduct made against the em- 

ployee or applicant and giving him s full oppsr-,, 

tunity to refute the charge; or 

" (C) an official of an Esccntive agency from 

eliciting, from an employee or applicant, in individ- 

ual cascs and not pursnant to gencral practice or 

regalation, infol~nation conccnling the personal re- 

lationship of the employee or applicant with any 

individual rclntcd to liilii by blood or lilarriuge, \\hen 

that official considcrs the informatZion necessary in 

the interest of national sca1rit-y; 

" ( 5 )  coerce or rcqnire, or attempt to coerce or 

rcqnire, an ern1)loyee of an Executive agency to invest 

his earnings in bonds or other obligations or secuiitics 

issued by tlie United Sta.tes or b y  all Esccntive agency, 

or to maltc (lol!n,tions to ally iiistit~~tion or cnllsc of ally 

kind. Tliis paragraph docs not prollibit an oficinl of an 

Esecut,ivc age11ry frorri callil~g liicct iiigs tul(1 taking any\ 

actiori appropriate to infol~rl,211 cniploycc of t l ~ c  op- 

portunity-

" ( A )  voluntarily to invest his earnings in 



bonds or other obligations or securities issued by 

the United States or by an Executive agency; or 

" (B)  voluntarily to m:ike donat.ions to any 

institution or cause; 

('(6) require or request, or attempt to require or 

request, an employee of an Executive agency (other 

than a Presidential appointee) to disclose his property or 

the property of any member of his family or household. 

This paragraph docs not prohibit- 

" ( A )  the Department of .the Treasury or any 

other Esecntive agency from requiring an employee 

to make such reports as may be necessary or appro- 

priate for the determination of his liability for taxes, 

tariffs, customs duties, or similar obligations to the 

United Stales ; or 

('(B) an official of an Executive agency from 

requiring an employee who participates (other tlhan 

in a clerical capacity) in any dcterminntion with re- 

spect to- 

" (i) a Government contract or grant ; 

" (ii) the rcgnlntion of non-Pcdernl enter- 

prise ; 

" (iii) the tax: or other liability of any per- 

son to the United States; or 
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1 " (iv) a claim that requires expenditure of 

3 money of the United States; 

3 from disclosing specific items of the property of 

4 that employee, or specific items of the propeity of 
-
.I any rncmber of his family or household, which 

6 may tend to indicate a conflict of interest with-re:, 

7 spect to the performance of ally of the officizl duties 

to which the employee is or may be assigned. 

As used in this pamgraph, 'property' includes items 

of property, income, and other assets, and the source 

thcreof, liabilities, and personal ond domestic cspendi- 

tures; 

" (7)  prohibit or restrict, or attempt to prohibit 

or restrict, the exercise by an employee of an Executive 

agency of the right of reasonable comrnuaic~tion with 

any official of his agency; or 

" (8) remove, suspend or furlough from duty with- 

out pay, dcnlote, reduce in mnk, seniority, status, pay, 

or performance or efficiency rating, deny promotion to, 

relocate, reassign, discipline, or discriminate in regard 

to any emyloyinellt right, entitlement, or benefit or any 

term or condition of c r n p l o y l ~ ~ r ~ ~ t  of, an cml)loycc of ani 

Executive agency, or threaten to conlntit any of those 

24 acts, by reason of- 

2.5 " ( A )  the rcfnsal or failure of the cmployec 
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1 to sul~mit to or comply with anF requirement, re-

2 quest, or action prohibited by this subsection; or 

3 " ( R )  the cscrcise I,y the employee of any 

4 right, entitlement, benefit, or other protection 

5 grtu~tcd or sc.cl1rcd by this section nild section 7175 

G of this title. 

7 " (b)  The provisions of snbsection (a )  of this scction do 

8 not apply to- 

9 
" (1) the Central Intelligence Agency; 

10 " ( 2 )  the National Security Agency; 

11 " ( 3 )  tllc Pcderal Bnrcao of Investigation; or 

12 " (4)  any other Executive agency, or part thereof, 

13 as the President, in the interest of national security, 

14 m:lp rccomme~d to the Congress. 

The excrnption recomlnended by the President and trans- 

~nittcd to the Congress under pa.ragraph .(4)of this sub- 

17 section shall becsme effective at the end of the first period 

of 30 calendar days of continuous session of the Congress 

*..19 after the date on which the recornmendstion is transmitted 

20 unless, between the datc of transmittal and the end of the 

21 30-day period, either tllc cornlnittcc of the Honse of Rcprc- 

22 sentatives or tllc committee of the Senate to which the rcconl- 

23 mendation has I m n  rcfcrr~~ilnclopts n ~.csolution ~v11ic.h spccifi- 

24 mlly disnpproues the cscmption so rcccmrncnded nnd tlnnx. 
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mitted. The continuity of n scssion is brolicn ol~ly by an ad- 

journment of the Congress sine die. The days on w2lich 

cithcr IIo~isc is not in scssion bccause of nn adjo~~rillncnt of 

more tlian 3 days to a (ILLYcerti~illarc C S C ~ U ~ C ~ I  ill t l ~ c  co1111111- 

tation of the 30-day period. 

ii (c) (1) An cmployee of, or an applicant for employ--..-. 

ment ill, an Executive tigelicy who claims to be aggrieved by 

a violation or threatened violation of sulsscction (a) of this 

section is enlitled to file a grievance with the agency con- 

cernccl not later than 15 clays after the date of the violation 

or threatened violation. 

" ( 2 )  If-

" (A)  the dccisioll on the grievance by the Execu- 

tive agcilcy is adverse to the employee or applicant; or 

. "(3)after 60 days froni the (late the grievance is 

filod the Executive agency has not issncd a decision on 

the grievance ; 

the employcc or apl~limnt is entitlcd to file a conlplaint with 

the Board on Enlployce Rights not later than 15 days aftcr 

tlic ildvcrsc dccisioll or t l ~ c  expiration of the 60-day periad, 

as the case may be. 

7174. Board on Employee Rights 

" ( a )  Tllcrc is ]lei-cby established s Boarcl on Emyloycc 

Rights co111poscd of three members nppoilitecl by the Presi- 

dent, by and with the advice a n ~ l  consent of the Senate, one 
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1 of whom sl~all be a represc~itative of a 1abm organization, 

2 or association of snpcrvisors, rqrescnting crnployees. Not 

3 morc than two membcrs of the Board may be ailhercnts of thc 

4 same political party and none of the members of the Board 

5 may hold another oflice or position in tlie Government of the 

6 United Statcs. The l'rcsidcnt shall from time to tinie desig- 

7 nate one of the rnenbers as chairman. 

8 " (b)  Thc term of ofice of each rncmber of the Board 

9 is 6 ye:lrs. A member appointed to fill a vacancy occurring 

10 before the cnd of tlie term of ofice of his predecessor serves 

11 for the remainder of tliat term. When the term of ofice of a 

13 mcniber c n d ~ ,  !ic may continue to serve rlntil his successor 

13 is appointed and has qualified. The President nlny remolle 

14 a rncnibcr only for inefiiciency, neglect of duty, or mnl-

15 fcnsance in office. 

16 " (c )  Two mcmbcrs of t l ~ c  Ronrd constitrrte a, quorum 

17 for tlie transaction of business. 

18 " ( d )  T l ~ e  Board may appoint and fix the pay of such 

19 oficers, nttornt.ys, and c~nployccs, and mnkc such espcndi- 

20 turcs, as may bc necessary to carry out its functions. 

21 " (e)  The Board sllnll prescribe roles and rcprlations 

2'2 necessary arid propcr to carry out its functions under this 

23 subchapter. To t l ~ c  cxtcrit consistent with efficient and cco- 

24 nomic~l :~ilminisLmtiou and tlie attninmcnt and nchicvement 

25 of justicc ill thc c~ol~iiderntion and disposition of matters be- 

http:nttornt.ys
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forc the Bonrd, tlle rulcs and rcgnlations sli:~ll provide for the 

use of depositions of witncss~s. The rules and regulations 

shall also prescribe the maximnm attorney's remuncration 

which may he awarded under section 7176 (c)  of this title 

for services perfo~~ned in con~lection with any matter before 

the Board, or the court, or both, under this subchapter. The 

Board may require, by subpena or otherwise, the attendance 

and testimony of witnesses, nnd the production of such 

books, records, corrcspondcnce, memoranda, papers, and 

doci~ments,as it considers necessary. 

" ( f )  (1 )  The Board shall receive and investigate written 

complaints, filed under section 7173 (c) of this title, from 

or on behalf of an employee or  applicant claiming to be 

aggrieved by a violation or threatened violation of section 

7173 ( a )  of this title. On receipt of such a complaint, the 

Board forthwith shall transmit a copy thereof to the .head 

of the Executive agency concerned. 

" (2)  If the Board determines, within 10 days after 

its receipt of the complaint, that the facts alleged in the 

complaint do not constitute a violation or tllreatened viola- 

21 tion of section 7173 (a)  of this title with respect to the 

22 crnployee or applicant, it may dismiss the complaint without 

23 a hearing. If the Board dismisses the complaint, it shall 

2.1 notify all interested parties of the dismissal. 
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1 " ( 3 )  If tllc Board does not dismiss the complaint with- 

2 i l l  10 days nftcr its receipt thereof, it shall- 

3 " ( A )  conduct a hcaring on the complaiilt within 

4 30 days after its receipt of the complaint; and 

5 " (B) furnish notice of the time, place, and nature 

G of the ]!enring thereon to all interested parties. 

7 Tf il hensing on thc complaint is to be conducted- 

S " ( i )  the Executive agency concerned shall file an 

9 i~nswer to tile complaint ancl participate as a party iii 

10 the hearing; and 

11 " (ii) ally official of that agency, who is allcged, 

12 i11 tlie complnint or d~uing  tlic course of thc Iiei>ring, 

13 to liave corlmitted a violation or threatened viola-

tion of section 7173 (a) of thiq title, is entitled, in his 

individual capacity, to file an answer to the allegation 

and participate as ,z party in the hearing. 

" (-1) The Board shall render its final decision with re-

spect to nny  conlplaint within 30 days after the conclusion 

of its hearing thcrcon. 

" ( 8 )  JITith thc written consent of the employee or ap- 

plicant conccrncd, filed with the Board, an officer or repre- 

$c~~tntiveof not more than one labor organization, or asso- 

c.i:ltio~~ representing employees shall he given ol s~r~~c:rvisosx, 

: I I I  o l ) \ ~ ~ . l ~ ~ t t i r y  in c;rc.l~l~c:n~.in,n un-:o  ~):~rticsir):~tc* cond~~ctc!tl 
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I-L 

1 tlcr this scctiol~, ~ I I I . O I I ~ ] I  of \\'rittckll ~Iiltil, V~CWS, h i i l )~ l l i s~ io~~ 01' 


2 : ~ r g ~ i ~ t ~ c ~ t t s ,  t 1 1 ~  wit11 01)1)0r- 
i111c1,i l l  cIiscl*ctiol~ of tlic B o i ~ r ~ l ,  

3 tlulity for owl  prcscntntiol~. 

4 " (11) Insofar as consistent with tho pulposes of this sec- 

5 tion, the provisions of subchqter  I1 of chapter 5 of this 

6 title i~pply to tbe n~lemaking, hearing, and adjudioatior~~~-* 

7 fm~ctions of tlie Board under this section. 


8 " ( i )  If, after hearing, the Board detel-rnines that a vio-


9 l~t iol l  of section 7173 ( a )  of this title has not occnrrccl or is 


10 ,lot, taJ~rcntcned, thc Board shall state its deterillination ant1 

11 notify 211 intcl~estcd parties of the deteimination. Each sl~cll 

32 (letarminntion, including a. dismissal by the Bonrd of the 

13 complaint witllolit n lienring, const.itutcs a final dccisioll of 

14 tlic Bowsd lor purposcs of judicial rcview. 

15 " ( j )  If, aEtcr healing, tlle Board dctcl~nines that a vio-

16 liltion of sectioll 717:: ( a )  of this titlc lias I)cou coii~ll~ittcd 

1,.or tllrca.tcncd an otl'cit~l of ill1 I':scc.~~tivc: I ~ ( ~ ~ I ( * J ~:lot 

18 jcut to cl~npter 47 ol titlc 10, the 3onl.d-

19 " ( I )  s11:lll Inuncciintcly iss~ic ii~ltl ci~llsc to 1)c s c r ~ c d  

20 on the oflicial ;11i ordcr t r c l~~i r i l~g  IS(' i111d d~si5t I I ~ I I Ito 

21 from the 11nli1wf11l a( t or l)lnc.tic.c \ ~ l ~ i c ' l ic.o~l\titutcsi~ 

22 violation ; L 

23 " (2 )  shall innnedintcly cndenvor to clill~lnfiteany 

24 snch uunlawfiil ;let or I : I ( ~ ~ ! I O ~ S])r:u.tic;c I)y i11fol.l11:11 of 

25 conference, concili;rtio~r, and l)crsuasio~l; ul~tl 
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I '. ( 3 )  1i1;1y, 11ril11o111 rcg;~r(l to c11a1)ter '7,5 of this 

2 titlcb-

Y 3 " ( A )  ( i )  in the case of tlie first offense by 

4 suvll n l i  oilic.i;~l, other tl1:lll :~tty ollicinl al)l)oil~tcrl 

5 1)y 1l1c I'resitlc~~t, by :lltd wit11 tlic advice iind coil- 

6 sc~ntof tl~!' Hcllntc, issrlc all official repriniand i ~ g i ~ i l l x i  

7 tllc otlic.i;ll or orclcr tlte snspcnsion \\.ithoui p:ly 111 

8 lllc oilicii~l h .o~t~  tlic poqitiol~ or ofice lleld I)yv liilt~ 

9 for il period of not to cscced 15 days; n~itl 

10 " (ii) in the case of a second or subsequent 

11 oflcnse l l j ~s~lcii oflicinl. ordcr the suspensiol~ with- 

12 out pny ot' tlic oflici:ll fl.om tlic positio~i or oficc 

15 licltl I)y liim for a period of not less tlian 15 nor 

14 ~rlorc tliaii 60 days or, -when the Board corisidcrs 

15 srlch scco~id or su1)seqncnt offense to be suficie~ltly 

16 scrior~s to warrant such action, order the removal 

17 of thc official horn the position or office; and 

18 " ( R )  in the case of any offense by s ~ c h  an 

- -'J.cJ-.- oficinl appointed 1,y the l'rcsident, by and with 

20 the advice and consent of the Senate, transmit a 

21 rcport ronccrning thc violnlion to the President nncl 

22 tltc Co~lgrcss. 

23 A rcprilrland or orclcr nndcr subparagraph ( 3 )  ( 1 ~ )of this 

24 sul)sccti~,l~stt;,ll )lot J)cc~o~rtc c.ffoctivc: until thc: cxpirntion of 

25 t11c pcriotl within which the official aggrieved by thc rcpri- 



1Ci 

~n;l~lclor orilcr rriay file a pctilioli for review or colii1)luint 

for trial tic iiovo or, if such n petition or co~iiplnint, is filed, 

tillti1 tlic co~irt inakcs a final disposition of thc caw. 

" (l i)  If, after hearing, tlie Eotlr-d deterniii~cs t11;lt a 

violt~tion of section 7173(a)  of tliis title lias Iwcn coni-

nlittcd or threatcncd by an oficinl of ail 13xcc11tivc ngcnvy- 

sltbject to chapter 47 of titlc 10, thc Board sll;~ll- 

" ( 1) subinit a report thcroor~ to  t l ~ t tSccrct:~ry of 

tlic illilitary department concenicd; 

" ( 2 )  endeavor to clilnirinte any 1:111a\\.f!ll act or 

l)ractice which constitutes such :I,violation I)y i11foi.rnn1 

lllethods of conference, conciliation, and persltasic~n ; and 

" (3)  refer its dctcrnminetion zn;! tllc rc~cord in the 

case to the Secrctnry concerned, as defined in section. 

101 of title 10, who shall take immediate steps to dis- 

pose of the mat,ter under chapter 47 of titlc 10. 

IIowcvcr, tlic il!llncdi:lte steps referred to in paragraph ( 3 )  

of this subsectiori sl~all not be t::lre11 by the Secretary con- 

ccrricd until tllc cxl)iration of the pcriod within which tlie 

officiill i1ggrievcd by the rcfel-e~icc to the Sccrctary by tlie 

Boi~rd under thiit 1)t;ragraph iiiuy file n petition for review or 

complaint for trial dc no170 or, if sucli a. petition or complaint 

is filed, until the court innltcs R. Iitlnl disposition of the case. 

" (1) (1) Y11c I{onrd sl~nll s111)1nit, 1101. 1:~ter than M:lrcll 

31  of each year, to thc Presiclait for tr;ulslnittnl to the Con- 

I 



1 gress a report on its activities under this subchapter during 

2 the immediately preceding calendar yea!r, including- 

3 " (A)  tho types and kinds of complaints filed with 

4 the Board; 

5 " (B) 111c determinations, orders, and actions of the 

Board with resyect to those complaints; 

7 " (C)  the name of each official of an Executive 

8 agency with respect to whom any action was taken or 

9 penalty icnposcd under subsection (j) of this section; 

10 " (D) the 11at11re of that action or penalty; and 

11 " (E) such other matters as the Board considers 

12 	 relevant and appropriate to provide full and complete 

information wit11 respect to the operation and administra- 

tion of this subcllnpter. 

" (2 )  The Sccl*l~tnry of cach military dep:wtrncnt shall 

snbmit, not later than March 31 of each year, to the Prcsi- 

dent for transmittal to the Congress, a report on hisactivities 

under this s~lbchapter during the immediately preceding 

calendar year, including- 

" ( A )  the disposition, under chapter 47 of title 10, 

of matters referred to the Secretary under paragraph 

(3 )  of sulosection (k )  of this section; 

" (73) the Ilamc of c ~ c l i  oficinl of an 1Sxccutivc 

agency with res1)ect to whom any action was taken or 

penalty imposcd under such chapter; 



" (C) !the ~iatusc of that action or p~1a1t.y; and 

siders rclevaiit and upproprintc to providi! full i ~ d  coin-

plcte infornlntion nritli rcspcct to his acti\'itics ulider 

this subchapter. 

"§ 7175. Judicial review -.-.., 

(c  ( a )  An employee, or npplical~t for crnployiiici~t, ag-

grieved by a final dctrnninntion or ordcr of thc Board on 

Employee Bigl~tsmay file, within 30 days aftcr tlie (late 

of that determinntion or order, in tllc district court of the 

United States for the judicilil district i11 ~vliich the alleged 

violation or tlirentcned violation of sc-ction 7173 ( a )  of this 

ritle occurred or in \vhicli his official duty station was located 

:I 1011-at  the time of tlie allcgcil violation 01.tllrcntcncd viol t' 

" (1) R petition for ,z rcvicw of the dctenriil~ation or 

order; or 

" (2). a complaintfor a trial de novo on tllc violn- 

tion or tlircatciied violation of scctioli 7173 (a) of this 

title, wliich was the subject of the detcrminatiorl or order 

of tllc Board. 

The pctition or cornplaiiit shall name as dcfclidant 1)otli the 

Excautivc agency (:o~icc~.ncd:~nd thc Board 011 Eniployec ; 

Rights. An oficid, or formcr oficial, of an Executive 

agency-

" ( A )  with respect to whom, in connection with the 
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1 petition for rc~icn-, there is inrolved nil allcgcd viola- 


2 tion or tlircatwlcd ~iolation by liiili of section 7173 (a)  


3 of this title; 


4 " (13) with rcspcct to w l ~ o n ~  a
tllc comylnint for 

5 trial de novo, or the trial prlrsuant to !the oomplaint, in-

G volves an alleged violation or threatened violation by 

7 liinl of scction 7173 ( a )  of tliis title; or 

S " (C)  aggrieved by a final determination or order 

9 of tlie Board, or part or application tlicreof, in conncc- 

10 tioil ~ ~ i t l l  such allcgcd violation or threatened violation; 

11 is cntitlcd, in his i:tdividual mpacitjr, to file aii.ansurer with 

12 rcspect to such violation or tllreate~led violation and partici- 

13 patc as a party in the proccedings. 

14 " (b)  If, after the expiration of 30  days after the date 

10 of it final determimtion or order of the Board, a petition or 

16 coillplaint with respect to such determinatioil or order has 

17 not been filed under subsection ( a )  of this section, an official 

1s or former official of an Executive agency aggrieved by that 

.- 19 dctcrminntion or older, or part or application thercof, may 

20 file, within 30 days after the expiration of such 30-day 

21 period, in thc district court of tlic United lStates for the judi-

22 cial district in n.hic.11 the allegcd violation or threatened vi+ 

23 lalion of scct.ion 7173 (a) of this title occurrcd or in wllicli 

24 liis oficinl drlty station was locntcd at the timc of the alleged 
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1 violation or thrci~tcned violation, :I 1)ctitioii for revicw of 

2 lllc dctcnnin:ition or orilcr, or part or a1)pliailtion tllcrcof. 

3 " (c)  A petition for review or complaint for trial de 

4 liovo filed under subsection (a)  or ( b )  of this scction shall 

5 nnmc as dcfcndant both the Executive agency col~cerned and 

6 the Board, and a copy thereof shall be servcd on the ISxa~l-, 

7 tive agency concerned and the Board. 

8 " (d )  When a copy of a petitioil for review is served on 

the Board, a certified copy of the rccord 011 which tlie final 

lo cleterrni~intion or order of the Board is based shall be filed 

with the court. On filing of a pctition with tlie court, and 

l2 in its consider;~tion of t l ~ cpetition, l l ~ c  court shall lrave 

l3 jurisdiction to- 

1 4  " (1) issue such restraining order, interlocutorj7 

15 injunction, permanent injunction, or mandatory injunc- 

16 tion, as  m y  bc necessary and appropriatc with respect 

17 to any deteimination or order, or part or application 

18 thcreof, made by the Board which is under review; 

19 " (2 )  affiim, modify, or set aside m y  such deter- 

20 mination or order, or part or apylica.tioii thereof; 

21 " ( 3 )  require the Board to make any determination 

22 or order wllicli it is authorized to malcc under scctiqn 

23 7174 ( j )  of this title, bnt whicli it has failed or refused 

24 to make; m d  

25 " (4) remand the matter to the Board for appropri- 



2 1 

1 ate action by the Board and the Executive agency 


2 concerned in accordance with the decision of the court. 


3 The reviewing conrt shall set aside any finding, conclusion, 


-1 determination, or order of the Board as to which a com-


5 pltiillt is rnadc thn,t is unsnpportcd by substantial evidence 


6 on the record considered as a whole. 


7 " (c )  On the filing of a complaint for n trial de noro, 


the cotlrt shall have jnrisdiction to- 

" (1) try a11d determine the action, irrespective of 

the esistcncc or amount of pecuiliary illjuly done or 

threatened ; and 

< < ( 2 )  issue such restraining order, interlocutory in- 

jnnction, pcrmanent injunction, or manc1:itory injnnction, 

or enter snch otllrr jndgrnent or dccrec, A S  may bc neccs- 

sary or nppropriatc to prevent the threatened violation 

or to nifo~-cl thc plaintiff and others similarly sitsualted 

complctc relief against the consequences of any violation. 

The conrt sl~all decide all questions of law in any action 

under this snbscctio~~. The conrt, upon application by either 

party, shall 01-der a trial by jury of the issncs in any action 

under this subsection. 

" (f) \Vitll tllc \vrittcil consn~t. filcd with thc conrt, of 

an ernploycc, npplic-ant for clnploymcllt, official of an Escc~l- 

24 tive ng(vlcy, or fonner oficinl of an Esccutivc agency ag-

55 gricvcd by n final dctcnnination or ordcr of the Board, w l~o  
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1 is entilled to file a pclition for review, a, co~liplnint for n 

2 trial de novo, or answer, or to parlicipat,c as a part,y in any 

3 poceeding, uncler this section, not more than one labor 

4 organization, .or association of supervisors, representing em- 

5 ployees may intervene in connection with the review or the 

6: trial de novo. 

7 ''8 7176. General provisions 

" (a) An individual called on to pmticipate in any phase 

of an administrative or judicial proceeding under this sub- 

chapter shall be free from restraint, coercion, interference, 

intimidation, or  rcprisd in tile course of, or because of, his 

participntion. 

" (b) An employee or an oficinl of an Executive ngcncy 

who is a party to tllc action, snml~iollcd, or :~ssigncd l)y 

his ngcncy to appear, ilicludi~lg an appcarancc to give his 

deposition, before thc Board on Enlployee Rights, or before 

the appropriate court, in connection with any matter before 

thc Board or the court under this subchapter, shall not incur 

a loss of or reduction in any right, entitlement, or benefit as 

an employee or oficial of that agency. A peiiod of such 

absence within his rcgularly scheduled tour of duty is service 

pcrfo~lnedby thc clnployee or oliici,zl wliilc on oficial busi- 

2:; ness. Travel by the employee or official during a period of 

24 sucli absence, whether or not performed within his regularly 

25 scheduled tour of duty, is tra.ve1 on official business. 
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1 " 	 ckrtifying his expenses and (c)  On written appli~at~ion 

2 	 charges filed ~vitli the Board on Employee -Rights by an 

d torney rcprcscnting ai pwty to the action who has a.ppea.rcd 

hcforc t l ~ c  Board, or thc appropriate court, in connection 

with any mnt.tcr before the Board, or the court, or both, un-

der this subchapter, which has been determined by the Board 

or the court, in favor of the pas-ty represented by the at- 
s 


tor~icj', the Board may allow, a t  the conclusion of the rep- 

rosc~~tationan(1 in nccordance wi,th the regulations prescribed 

nndcr section 71 74 (c)  of this litlc, snch rcmnneration to the 

allomey as it considers reasonable aild proper and shall cer- 

l i f ~ lto t l~c  Escc~~t ive  agcncy conccrned the amount of the 

a.Ilor~lcy's l-c~~iulicr:~lio~i gmnt,cd by it. Thc ngcncy sha,ll pzy 

tllc ccrtificd amnonl~t oE such rc~nnncration, in acoo~da~n~c 

11vif11 tlic follonring provisions : 

16 6 6 
(1) the agcncy sliall charge against such certi- 

lied amount of rcmuncration a11 sums prcvio~sly paid 

to tllc attonley by the party represented; 

" ( 2 )  if thc sums l~re\-ionsly paid to the nttorl~ey 

by tllnl, party for such rcprescntation cqnal or exceed 

thc certified alr~ount of the attorney's remuneration, the 

agcn(>y slinll rcirnburse that party in that certified 

amount; and 

" ( 3 )  if the snms previously paid to the attorney 

by that party for such representation are less than that 



1 certified amount, the agcncy shall rcimbursc that party 

2 in the amount paid by that party and shall pay to the 

3 attorney an amount equal to the difference between the 

4 certified amount of the at,torncyYs rerrluneration and the 

5 aggregate of the sums previously pnid by that party to 

6 the attorney.". -.-.", 

7 (b) The analysis of chapter 71 of title 5, Unitcd States 

8 Code, is amended by adding the following at the cncl thereof: 

"Sec. 

"7171. Policy. 

"7172. Drfinition. 

"7173. E~nployce rights. 

LL7174.Board on E~nplogrc. Iiiphts. 

"7175. Judicial review. 

Y"76.  Gencral provisions.". 


9 (c) Section 5316 of title 3, 1:nited Stnlcs Coclc, is 

10 amcndcd by adcling at the end thereof: 

11 " (131) Members of tlie Board on Enlployee 

12 Rights (3 )  .". 
13 SEC. 2. Subcll:~ptcrIT1 of chapter 71 of titlc 5, United 

14 States Codc, as addccl by this. Act, shall apply only with re- 

13 spcct to acts, viol;~tions, tlircatcned ~riolntions, grievances, 

16 ant1 otllcr sirnilnr nlnttcrs co\.crcd by s ~ c hsltbchaptcr which 

17 nriec or occur on or after such date following the date of 

1S cnnctnlcl~~tol this Act as the Board on Employee Rights, 

19 cstablishcd by lllnilc by tllc :~~l~cndmcnts thc first scction 

20 of this Act, shall prcscril~e but in no event lntcr than tlie 



1 

2 

3 

4 

5 

6 

7 

8 

one hundred and eightieth day following sach date of cnact- 

ment. 

! SEO. 3. Notwithstanding section 7174 of title 5, United 

States Code, as addcd by the first section of this Act, the 

terms of office of the three members first appointed to the 

Board on Employee Rights shall end, as designated by the 

Psesidcnt, one at the end of 2 years, one at the end of 4 

years, and one at the end of 6 years. 



9 3 ~CONGRESS 
1 8 ~S E ~ ~ I O N  H.Re7677 

I N  THE IEOUSE O F  REPRESENTATIVES 

MAY9,1973 
Mr. E~ENZELintroduced the following bill; which was referred to the Com-

mittee on Post Offim and Civil Service 

A BILL 

To protect the oivilian empIoyees of the executive brinbh of the 

United Statw Government in the enjoyment, of their cm-

stihutional rights and to prevent unwarranted governmental 

invasions of their privacy. 
I I 

1 Be it enacted bg the Senate and House of Representa- 

2 tives of the United States of America in Congress assembled, 

3 S ~ o ? m o ~1. I t  shall be unlawful for any officer of any 

4 executive department or any. executive agency of the United 

5 States Government, or for npy person acting or pu&&hg 
' I 

6 to act under his authority, to do any of the following things: 
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1 (a) To require or request, or bo attempt to req~iire or 

2 request, any civilian elllployee of the United States seming 

3 in the depart~nent or agency, or any person seeking employ- 

4 ment in the exeoutive b r d  of the U n M  States Gorein- 

5 ment, to disclose his race, religion, or national origin, or 

6 the race, religion, or national origii of any of his fore- 

7 bears: Provided, however, That nothing conbined in this 

8 subsection shall be construed to prohibit inquiry concerning 

9 the citizenship of any such employee or person if his citizen- 

lo ship is a statutoly condition of his obtaining or retaining his 

l1 employment: Provided further, That ndhiig contained in 

l2 this subsection shall be constixed to prohibit inquiry concern- 

l3 ing the national origin or citizenship of any such employee or 

l4 person or of his forebears, when such inquiry is deemed 

l5 necessary or advisable to determine suitability for assignment 

to activities or undertakings related to the national security 

l7 mihin $he United StaM or to aotivities or uade~takings of 

la any nature outside the United States. 
l9 (b) To state or intimsbe, or to sttempt to state or inti- 

20 mate, to any civilian employee of the United States serving 

21 in the department or agency that any notice will be taken of 

22 his attendance or lack of attendance at any assemblage, dis- 

23 cussion, or lecture held or called by any officer of the ereeo- 

* tivg branch of the United States Government, or by any per-

% son acting or purporting to act under his authority, or by any 
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1 outside parties or orgnnimtions to advise, instruct, or in-

2 doctrinate any civilian employee of the United States serving 

3 in the department or agency in respect to any matter or 

4 subject other than the pei-formance of official duties to which 

5 he is or may be assigned in the department or agency, or 

6 the development of skills, knowledge, or abilities which 

7 qualify him for the performance of such duties: Prouided, 

8 however, That nothing contained in this subsection shall be 

9. construed to prohibit taking notice of the participation of n 

l o b  civilian employee in the activities of any professional group 

11 or mociation. 

12 (c) To requ&e or request, or to attempt to require or 

l3 request, any civilian employee of the United SWes serving 

l4 in the department or agency to participate in any way in 

l5 any activities or undertakings unless such activities or under- 

l6 takings are related to [the performance of official duties to 

l7 which he is or may be assigned in the department or agency, 

l8 or to the development of skills, knowledge, or abilities which 

l9 qualify him for the performance of such duties. 
20 (d) To require or request, or to attempt to require 

21 or request, any civilian employee of the United States serv- 

22 ing in the department or agency to make any report m-

23 ce-g any of his activities or undertakings unless such 

24 activities or undertakings are related to the performance of 

25 official dlulties to which be irs or may be atsigned in the 
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1 department or agency, or to the development of skills, knowl- 

2 edge, or abilities which qualiiy him 'for the performance of 

3 such duties, or unless there is reason to believe that the 

4 civilian employee is engagcd in outside activities or employ- 

5 ' ment in conflict with his officinl duties. 

6 (e) To reqnirc or requcst, or to attempt to require or 

'i' request, any civilian emldoyee of the United States serving 

8 in the department or agency, or any person applying for 

9 employment as n civilian employce in tlie executive branch 

'10 of the Uhited States Government, to submit to any interroga- 

I1 tion or exnmh~;~t i~nor to take any psychological test which 

l2 is designed to clicit fro111 him infornlrltion concerning his 

l3 personal relationship with any person czonnected with him 

14 by blood or marriage, or concerning his religious beliefs or 

15 practices, or concerning his attitude or conduct with respect 

16 to sexual matters: Provided; however, That nothing con-

17 tained in this subsection shall be construed to 'prevent 

18 a physician from eliciting such information or authorizing 

19 such tests in the &fignosis or treatment of any civilian 

20 employee or applicant where such physician deems such 

21 information necessary to enable hi to determine whether 

22 or not sGch individual is suffering from m e n d  illness: Pro-

23 vided further, however, That this determination shall be 

24 made in individual cases and not pursuant to general practice 

25 or regulation governing the examination of' employees or 
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1 applicants according to grade, agency, or duties: Pmided 

2 further, however, That nothing contained in this subsection 

3 shall be construed to prohibit an officer of the department or 

4 agency from advising any civilian employee or applicant of a 

5 specific charge of sexual misconduct made against that per- 

6 son, and affording him an opport,unity to refute the charge. 

7 ( f )  To require or request, or attempt to require or 

8 request, any civilian employee of the United States serving 

9 in the department or agency, or any person applying for 

10 employment as a civilian employee in the executive branch 

11 of the United States Government, to take any polygraph 

12 test designed to elicit from hi information concerning his 

13 personal relationship with m y  person connected with hi% 

14 by blood or marriage, or concerning his religious beliefs or 

15 practices, or concerning his attitude or conduct with respect 

16 to sexual matters. 

17 ( g )  To require or request, or to attempt to require 

18 or request, any civilian employee of the United States serving 

19 in the department or agency to support by perspnal endeavor 

24 or contribution of money or any other thing of valne the 

21 nomination or the election of any person or group of persons' 

22 to public o5ce in the Government of the United States or of 

23 any State, district, Commonwdbh, territory, or possession 
~. 

24 of the United States, or to attend any meeting held to pro-. 

25 mote or support the activities or undertakings of any 



1 party of the United Stntes or of any State, district, Common- 

2 wealth, territory, or possession of the United States. 

3 (h) To coerce or a.ttempt to coerce any civilian 

4 employee of the United States serving in the department or 

agency to invest his earnings in bonds or other obligations 

or securities issued by the United States or any of its depa,rt- 

ments or agencies, or to make donations to any institution 

or m e  of any kind: Provided, however, ~ h a . t  nothing con- 

' h i n d  in this subsection shal  be constmed to prohibit any 

lo officer of any executive department or any executive agency 

l1 of the United States Government, or any person acting or 

l2 purporting to act under his authority, from calling meetings 

18 and taking any action appropriate to afford any civilian ern- 
14 ployee of the United States the opportunity voluntarily to 
15 


invest ,his earnings in bonds or other obligatiops or securities 
16 

issued by the United Sta.tes or any of its departments or 
17 


agencies, or voluntarily to make donations to any institution 

19 

(i) To require or request, or to attempt to require 

20 
or request, any civilian employee of the United States 

21 

serving in the department or agency to d,isclose any items 

22 
of his property, income, or other assets, source of income, 

23 
or liabilities, or liis personal or domestic expenditures or 

24 
those' of any member of his family or household: Provided, 

25 

however, That this subsection shall not apply to any civilinn 



1 employee who has authority to make any final determination 

2 with respect to the tax or other liability of any person, cor- 

3 poration, or other legal entity to the United States, or 

4 claims which require expenditure of moneys of the United 

5 States: Provided further, however, That nothing contained 

6 in this subsection shall prohibit the Department of the 

7 Treasluy or any other executive department or agency of 

8 the United States Government from requiring any civilian 

9 employee of the United States to make such reports as may 

10 be necessary or appropriate for 'the determination of his 

11 liability for taxes, tariffs, custom duties, or other obliga- 

l2 tions imposed by law. 

13 (j) To require or request, or to attempt to require 

14 or request, any civilian employee of the United States 

15 embraced within the terms of the proviso in subsection 

16 (i) to disclose any items of his property, income, or 

17 other assets, source of income, or liabilities, or his personal 

18 or domestic expenditures or those of any member of his 

19 family or household other than specific items tending to 

20 indicate a conflict of interest in respect to the perform- 

21 ance of any of the official duties to which he is or may be 

22 assigned. 

23 (k)  To require or request, or to attempt to require or 

24 request, a.ny civilian employee of the United States serving 

25 in the department or agency, who is under investigation for 
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1 . misconduct, to submit 'to interrogation which codd lead to 

2 disciplinary action without the presence of counsel or other 

3 person of his choice, if he so requests: Provided, however, 

4 Tliat a civilian employee of the United States serving in the 

5 Central Intelligence Agency or the National Security Agency 

6 nlay be accompanied only by a person of his choice who 

7 serves in the agency in which the employee serves, or by 

8 counsel who has been approved by the agency for access to 

9 the information involved. 

10 (1) To discharge, discipline, demote, deny promotion 

11 'to, relocate, reassign, or otherwise discriminate in regard to 

12 sly term or condition of employment of, any civilian em- 

13 ployee of the United States serving in the department or 

agency, or to threaten to comrnit any of such acts, by reason 

of the refusal 01. failure of such cmployw to s i~b~r~ i t  to or 

cornp!y with iuly rcqnircrncnt, request, or actioi~ made 1111-

lawful by this &t, or by reason of the exercisc 1)y such 

civilian enlployee of any light granted or secared by this 

Act. 

SEC.2. I t  shall be unlawful for any officer of the United 

States Civil Service Commission, or for any person acting 

or purportillg to act under his authority, to do any of the 

following things : 

(n) To require or request, or to attenipt to require or 

request, any executive department or any executive agency 
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of the United States Government, or any officer or einyloyec 

serving in such department or agency, to violate any of t l ~ c  

provisions of section 1 of this Act. 

( b )  To require or request, or to attempt to require or 

reqiiest, any person seeking to establish civil service status 

or eligi1)ilit.y for onlploymcnt ill the executive branch of thc 

United Statcs Government, or any person applying for em- 

ployment in the executive branch of the United States Gov- 

ernment, or any civilian employee of the United States 

serving in any department or agency of the United States 

Government, to submit to any interrogation or examination 

or to take any psychological test which is desgined to elicit 

from him infoilnation concerning his personal relationship 

with any person connected with him by blood or marriage, 

or concerning his religious beliefs or practices, or concerning 

his attitude or conduct with respeot .to sexual matters: Pro-

vided, however, :That nothing contained in this subscotion 

shall he constl~~edto prevent a physician from eliciting such 

inforination or authorizing sricll tests in the diagnosis or 

treatment of any eiviliari einployee or applicant where such 

physician decnls wch infor~llation necessary to enable hinl 

to detei~nine whether or not such individual is suffering 

froln mental ilhless: I').ouitlerl fui-ther, hotcvoel-, That this 

determination shall be made in individual cases and not pur- 

suant to general practice or regulation governing the exami- 
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1 	 nation of employees or applioants according to grade, agency, 

2 	 or duties :Provided, further, however, That nothing contained 

in this subsection shall be construed to prohibit an officer of 

the Civil Service Commissioii from ndvising any civilian 

employee or nyplic~rit on n specific chnrge of sexual miscon- 

tluct innde against that, person, nnd aflording liirn an oppor- 

tunity to reftlte the chnrge. 

(c) To r eq~~ i re  or request, or to nttenlpt to require 

or request, any person seeking to establish civil service 

stiltns or eligibility for eiiiployment in the executive branch 

of the TJrlitbd States Governnlent, or ariy person applying 

for emplojmmt in the executive brnnch of the Unitcd Stntes 

CSovei~~nient,or nny civilian ernp1oyc:e of the 'IJnited States 

serving in nny department or agency of the United Stntes 

Goverment, to tnke nny polygrnph tcst clesigned to elicit 

from liim information colicerning his pcrsonnl relntionsllip 

with any person coilnected with him by hlood or marriage, 

or concerning his religious heliefs or practices, or concerning 

his attitride or conduct with respect to sexllnl matters. 

SEC.3. I t  shall be unlawful for nny coinmissionecl ofJ:cer, 

as defined in section 101 of title 10, United States Code, or 

any member of the Armed Forces acting or purportin? to 

nct nndcr his nnthority, to require or reqnest, or to nttcrnpt 

to require or reclnest, rlny civilinn employee of the executive 

brnnch of the United Stntes Government under his nuthority 
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or subject to his supervisio~i to peil'orm any of the acts or 

submit to any of the requiremerits made unlawful by section 

1 of this Act. 

SEC. 4. Whmever ally officer of ally executive depart- 

111~it or ally executive agency of the United States Gov- 

6 ernment, or nny l!crson acting or yurl~orting to act under his 

7 authority, or ail! coniniissioned officer as defined i11 section 

8 101 of title 10, United States Code, or any member of the 
. , 

5 Anned Forces acting or purport,iag to act under his author- 

10 ity, violates or threatens to violate ally of the provisions of 

11 sectio~i 1, 2, or 3 of this Act, :111y civilian elnployee of the 

12 United States servil~g i11 any depnrtrnent or agcncy of the 

13 United States Govcrr~meiit, or any 11ersoii npplying for 

14 einploymeiit in the esec~ltivc brancli of the United States 

15 Government, or any person seeking to establish civil service 

16 status or eligibility f&r en~ploynlent i11 the executive branch, 

17 of the United States Gover~m~c'nt, tlffected or aggrieved by 

18 tlie I ioli~tioll or threatcilcd \-iol~ltiol~, ri~ay bring 11 civil action 

19 ill his o~\rii behalf or in belialf of himself and others 

20 similarly situa$ed, against the offending officer or person in 

21 the United States district court for the district in which the 

22 violation occurs or is threatened, or the district in which the 

23 olrending officer or person is found, or in the United States 

24 District Court for the Diskkt  of Columbia, to prevent 

25 the threatened violation or to obtain redress against the 
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consequences of the violation. The Attorney General shall 

defend all officers or persons sued under this section 

who acted pursuant to an order, regulation, or directive, 

or who, in his opinion, did not willfully violate the 

provisions of this Act. Such United States district court 

shall h a ~ e  jurisdiction to try and determine such civil action 

irrespective of the actuality or amount of pecuniary injury 

done or threatened, and without regard to whether the 

aggrieved party shall have exhausted any administrative 

remedies that may be provided by law, and to issue such 

restraining order, interlocutory injunction, permanent injuac- 

tion, or mandatory injunction, or enter snch other judgment 

or decree as may be necessary or appropriate to prevent 

the threatened violation, or to afford the plaintiff and others 

similarly situated complete relief against the consequences of 

the violation. With the written. consent of any person 

affected or aggrieved by a violation or threatened violation 

of section 1, 2, or 3 of this Act, any employee organization 

may bring such action on &half of snch person, or may 

intervene in such action. For the purposes of this section, 

employee organizations shall be construed to include any 

brotherhood, council, federation, organization, union, or pro- 

fessional association made up in whole or in part of civilin11 

employees of the United States and which has a.7 one of its 

purposes dealing with departments, agencies, commissions, 
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1 and independent agencies of the United States coilcerning 

2 the condition and teilns of employment of such employees. 

3 SEC. 5. (a)  There is hereby established a Board on 

4 Employees' Rights ((hereinafter referred to as the "Board") . 
5 The Board shall be composed of three members, appointed 

6 by the President, by and with the advice and consent of the 

7 Senate. The President shall designate one member as chair- 

8 man. No more than two members of the Board may be of 

9 the same political party. No member of the Board lshall be 

lo an officer or employee of the United States Government. 

11 (b) The term of office of each member of the Board 

l2 shall be five yeam, except that (1)  of those members first 

l3 appointed, one shall serve for five years, one for three years, 

l4 and one for one year, respectively, from the date of enact- 

'' ment of this Act, and (2)  any member appointed to fill 

a vacancy occurring prior to the expiration of the term for 

''
l7 which his predecessor was appointed shall be appointed for 

the remainder of suoh term. 

l9 (c) Members of t,he Board shall be compensated at tdd 

20 rate of $75 a day for each day spent in the work of the 

2' Board, and shall be paid aetual travel expenses and per- 

22 diem in lieu of subsistence expenses when away from their 

23 usual places of residence, as authorized by section 5703 of 

24 title 5, United States Code. 
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1 (d) Two members shall constistute a quorum for the 

2 trausaction of busiiess. 

3 (e) The Board may appoint a.nd fix the aompe;~sutioi~ 

4 of such officers, attorneys, and eniployces, and make such 

5 expenditures, as may be necessaly to carry out its functions. 

6 (f) The Board shall make such rules and regulations 

7 as shall be necessary and proper to carry out its functions. 

8 (g) The Board shall have 'the authority and duty to 

9 receive and investigate written complaints from* or on be- 

10 half of any person claiming to be affected or aggrieved by 

11 any violation or threatened violation of this Act and to con- 

12 duct a hearing on each such complaint. Within tell days 

13 after the receipt of any such complaint, the Board sllall 

l4 fuinish notice of the time, place, and nature of the hearing 

l5 thereon to all interested parties. The Board shall render 

l6 its final decision with respect to any complaint within th i~ty  

l7 days after the conclusion of its hearing thereon. 

.I8 (h) Office15 or representatives of any Pedesal ernployec 

l9 organization in any degree conceriled with employn~ent of 

20 the category in which any alleged violation of this Act 

21 occurred or is threatened shall be given an opportunity td 

22 participate in each hearing conducted under this section, 

23. through submission of written data, views, or arguments, 

24 and in the discretion of the Board, with opportunity for oral 

25 presentation. Government employees called upon by any 
.. . . '

' ,.I 
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party or by any Federal employee organization ho participate 

in any phase of any administrative or judicial proceeding 

under this section shall be free to do so without incurring 

travel cost or suffering loss in leave or pay; and all such em- 

ployees shall be free from restraint, caercion, interference, 

i~~timidntion,01. reprisal in or because of their participation. 

Any periods of time spent by Government employees during 

such particiption shall be held and oonsidered to be Federal 

employment for all purposes. 

(i) Insofar as consistent with the purposes of this sed 

tion, the provisions of subchapter I1 of chapter 5 of title 5, 

United States Code, relating to the furnishing of notice and 

manner of conducting agency hearings, shall be applicable 

to hearings conducted by the Board under this section. 

( j)  If the Board shall determine after hearing that a 

violation of this Act has not occurred or is not threatened, 

the Board shall state its determination and notify all inter- 

ested parties of such determination. Each such determina- ' 

tion shall constitute a final decision of the Board for pur- 

poses of judicial review. 

(k)  If the Board shall determine that any violation 

of this Act has been committed or threatened by any civil- 

ian officer or employee of the United States, the Board shnll 

z4 immedintcly (1) issue and cause to be served on such of- 

% ficer or cmployee an order requiring such officer or employee 
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1 	to cease and desist from the unlawful act or practice which 

constitutes a violation, (2 )  endeavpr to eliminate any such 

unlawful act or practice by informal methods of conference, 

conciliation, and persuasion, and (3)  may-

(A)  ( i)  in the case of the first offense by any 

civilian officer or employee of the United States, other 

than any officer appointed by the President, by and with 

the advice and consent of the Senate, issue an official 

reprimand against such officer or employee or order the 

suspension without pay of such officer or employee from 

the position or office held by him for a period of not to 

exceed fifteen days, and (ii) in the case of a second 

or subsequent offense By any such officer or employee, 

order the suspension without pay of such officer or em- 

ployee .from the position or office held by him for n 

period of not to exceed thirty days or order the removal 

of such officer or employee from such position or office; 

and 

(B) in the case of any offense by any officer ap- 

20 pointed by the President, hy and with the advice and 

21 consent of t.he Senate, trmsmit a report concerning such 

22 violation to the President and the Congress. 

23 (1) If the Board ghall debennine that any violation 

24 of this Act hns been comn~itted or threatened by nny ofliccl. 

25 of any of thc Armed Forces of the United Sta.tes, or ally 
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1 'pefson p'u~.poibtmg to adt under. t~uthor i t~  c:onleircd by such 

officel; the Board shall (1) submit a report tllcreon to the 

President, the Congress, and the Secretary of the militaiy 

ciepnrtmct~tconcerned, (2)  elldeavor to climixlate any LUI-

lanrful act or practice which constitutes such a violation by 

infonnal methods of conferelice, conciliatiou, and persuasion, 

and (3) rcfer its dctermination and the record in the case 

to any person authorized to convene general courts-martial 

under section 822 (article 22) of title 10, United States 

Code. Thereupon such person shall take immediate steps 

to dispose of the matter under chapter 47 of title 10, United 

States Code (Uniform Code of Military Justice) . 
(m) Any party aggrieved by any final determination 

or ordcr of the Board may institutc, in the' district court of 

the TJnitcd Stntcs for thc jndicial district whcrein thc viola-' 

ti011 or thrcntened violation of this Act occurred, or in the 

Tlnited States District Court for the District of Columbia, 

a civil action for the review of such determination or order. 

I n  any such action, the court shall have jurisdiction to (1) 

20 affirm,modify, or set aside any determination or order made 

21 by the Board which is under review, or (2) require the 

22 Board to make any determination or order which it is author- 

23 ized to make under subsection (k) ,  but which it has refused 

24 to make. The reviewing court shrill set aside any finding, 

25 conclusion, determination, or order of the Board as to which 
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complaint is made which is unsbpported by substantial evi- 

dence on the record considered as a whole. 

(n) The Board shall submit, not later than March 31 

of each year, to the Senate and House of Representatives, 

respectively, a report on its activities under this section dur- 

ing the immediately preceding calendar year, including a 

statement concerning the nature of all complaints filed with 

it, its determinations and orders resulting from hearings 

therecin, and the nnmes of all officers or employees of the 

United States with respeot to whom any penalties have been 

imposed under this section. . 

(0) There nre authorized to bc approprinted sums nec- 

essary, not in excess of $100,000, to mrry out the provisiom 

of this section. 

S&. 6. Nothing contained in this Act shall be construed 

to prohibit an officer of the Central Intelligence Agency or  

of the National Security Agency from requesting any civilian 

employee or applicant to take a polygraph test, or to take a 

psychological test, designed to elicit from him information 

concerning his personal relationship with any person con- 

nected with him by blood or marriage, or concerning his 

religious beliefs or practices, or concerning his attitude or 

conduct with respect to sexual matters, or to provide a per-

sonal financial statement, if the Director of the Central 

Intelligence Agency or his designee or the Director of the 

National Security Agency or his designee makes a pelsonal 
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1 finding with regard to each individual to be so tested or 

2 examined that such a t  or infbrmation is required to protect 

3 bhe national security. 

4 SEC.7. No civilian ermplbyee of the United S h k s  serving 

5 in the Central Intelligence Agency or the National Security 

6 Agency, and no individual or organization acting in behalf 

7 of such employee, shall be permitted to invoke the provisions 

8 of sections 4 and 5 without first submitting a written com- 

9 plaint to the agency concerned about the threatened or actual 

10 violition of this Act and affording such agency one hundred 

11 and twenty days from the date of such complaint to prevent 

12 the threatened violation or to redress the actual violation: 

13 Provided, however, That nothing in this Act shall be con- 

14 strued to &ect any existing authority of the Director of Cen- 

15 tral Intelligence under section 403 (c) , of title 50, United 

16 States Code, and any authorities available to the National 

17 Security Agency under section 833 of title 50, United States 

18 Code, to terminate the employment of any employee. 

Sm. 8. Nothing in this Act shall be construed to a.ffect 

20 in any way the authority of the Directors of the Central 

21 Intelligence Agency or the National Security Agency to pro- 

22 tect or withhold information pursuant to statute or executive 

23 order. The personal certification .by the Director of the 

24 agency that disclosure of any information is inconsistent with 

25 the provision of any statute or Executive order shall be con- 

26 clusive and no such information shall be admissible in evi-
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dence in any interrogation mder section 1 (k) or in any 

civil action under section 4 or in any proceeding or civil 

action under section 5. 

SEC.9. This Act shall not be applicable to the Federal 

Bureau of Investigation. 

SEC.10. Nothing conCained in sections 4 and 5 shall 

be construed to prevent establishment of department and 

agency grievance procedures to enforce this Act, but the 

existence of such procedures shall not preclude any applicant 

or employee from pursuing the remedies established by this 

Act or any other remedies provided by law: Provided, 

however, That if under the procedures established, the em- 

ployee or applicant has obtained complete protection against 

threatened violations or complete redress for violations, such 

action may be plcaded in bar in the United States district 

court or in proceedings before the Board on Employee 

Rights: And provided further, That if an employee elects 

to seek a remedy under either section 4 or section 5, he 

waives his right to proceed by an independent adion under 

the remaining section. 

SEU.11. If any provision of this Act or the application 

of any provision to any person or circumstance shall be held 

invalid, the remainder of this Act or the application of such 

provision to persons or circumstances other than those as to 

which it is held invalid, shall not be affected. 
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Air. Iioc~r i~~t~~odrrcccl bill; 1v11ich~ v a srcfc~~t,ctl
tlic f o l l o ~ ~ i ~ i g  to thc Com- 
. . mittee 011 Govern~rlent Operations 

A BILL 

To amend title 5, TTnitcd Stntcs Coilc, to providc thit  persons be 

np~wised of records coiicen~ing t l ~ c ~ i l  mllicll arc nlnilitained 

by Govcrl~mciit agencies. . 
1 B e  it enacted by l l ~ e  Scnaic c~nrlIlotise of Rcl~re.s:.snztct-

2 liaes o f  11ie Ufiitcd Stales of America in Con.qrr,ss nssenibled, 

3 !I11i:lt (n) titlc 5,  Unitcd 8tntcs Code, is amcndcd 1)y adding 

4 iin~ncdintcly nftcr scctiou 552 tllcrcof the following new 

"". "5 section : 

6 "S552a. Individual records 

7 " ( n )  Each ngency that mnintnins records, iriclrtding 

8 computer records, concerning any person whiel~ may be 

9 rctricvcd by rcfcrcncc to, or are indexed under sucli pw- 
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1 syail)ol, nild \\d~icIi contain any informaiion obtaillcd froin 

2 any source otl~er tlinn such pcrson shall, with respect to 

3 suc:Ii records- 

4 " (1 ) refrain from disclosing tllc record or any in- 

5 formation contnined tllercin to any otlicr ngcnc:y or to 

Ci any person not employc!d I)y tlic ngcney ~ i ~ ; i i n t a i t l i ~ , , - . ~ ~  

7 sue11 record, except- 

8 " (A)  with notification of the person concerned 

9 01; in tlie event S L I C ~person, if an individllal, can- 

10 not be located or co~ninunicated with after rcnson- 

11 nldc cflort, with notification of n1cm1)crs of tlic 

12 indiridnd's immediate fninily or gi~ardinn, or, only 

13 in the event that sach individnal, ineinbers of the 

14 individual's immediate. family, and ga a1 .d' an cannot 

15 be locstcd or comnlunicatcd with after rcnsonable 

effort, upon good cause for sue11 disclos~re, or 

" (13) that if disclosure of such record is re- . 

quircd under scction 552 of this dinptcr or by any 

other provision of law, the person concerned shall 

bc notified by nlnil a t  liis lnst known nddrcss of nny 

such required disclosure; 

" ( 2 )  refrain froin disclosing tlie rccord or any infor- 
L 


mation coiltailled therein to individuals within that 

for~nntion contnined thcrcin to individuals witl~in tlint 

ngancy otlicr tllnii tliosc individnnls \ ~ h o  nccd to cx-
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amii~csuch record or inforniation lor tlie execution of 

their jobs; 

" ( 3 )  n~flintain an accmmtc recol-(1 of the naines and 

addresses of all persons to \vlwlloin any information con- 

tained in snch rccords is divulged and the purposes for 

which such.dirulgcnce nras made ; 

" (4) pwmit any person to iilspcct his own record 

and ]lave copics thereof nlnde at  his expcnsc, wllich in 

no cvcnt sl~nll be greater tllan the cost to tlie agcncy of 

.maliing such copics ; 

" (5) pcrnlit any person to s n p ~ l ~ n e n t  in-the 

forination contailled in his recorcl by tlie ndditioll of ztny 

doc(ul~ctltor n~riting of rcasonal~lc Icngtll contaiiliilg in- 

fornlt~tion sucll pcrsoil dceil~s pcrtillcilt to his rccord; ~ l d  

(6)  remove erroneous iilfor~niition of ally lii~id, a l ~ d  

notify all i~gellcics and persons to who111 the erroneous 

mntcrial Ii:ls been preriously tr:unsferred of its ri~lno\~al. 

" (1)) This section sliall not ngply to records that 21rc- 

"(1) specifically required by Esecutive order. to 

be kept secret in the interest of the national defense 2nd 

foreign policy ; 

" (2) investigatory files compiled for lam enforce-

nlellt purposes, except to the extent that such records 

I~nvebeen l~lailitnille(l for n longcr pcriod tllnn rc3so1l- 

''6 




ably ncccss:uy lo co~r~rr~cl~dc or otllcr nalion ~~roscaulio~i 

or to the estci~l  avnilnblc by Ia~vto n pnrly olllcr tll:u~ 

an agency. 

" (c)  The Presideilt shall report to Congress bcfore 

January 30 of cacli year 011 an agency-by-agency basis the 

11mn1)er of records and tlie number of investigatory filcs --
r 

which nrcrc exempted froin thc npl'lication of this sectioil 

by rcason of clnnscs ( 1 )  and (3)  of subsection ( d )  ilnriiig 

tlie in~~ncdiatcly prccodilig calendar ycnr. 

" (d)  This section shall not be hbld or coilsiclercd to 

pc r~ i~ i tthe disclosure of l l ~ e  icleiltity of any pcrsoli 1~110 lias 

f~lr~iisli~clinformation colitail~cd in ally rccord sul)jcct to 

tliis scation. 

" ( e )  Each agency that inaiiltaiils records sul~ject to t l ~ e  . 

15 provisions of this section shall pul~lish rules establishing rea-

16 sonal~le tiiues, places, fees to the cxtcnt authorized, and pro- 

17 cedures Lo be follo~rcil with rcspclot to makil~g rcc'osds 

18 grolnptly available to an individual a i d  othcr\;\rise to iinple-

19 ment the provisions of section 552a of title 5 of the United 

20 States Code. 

21 " (f) Any employee of the United States who under the 

22 color of agency authority knowingly and willfully violates a 

23 provision of this section, or permits such a violntion, sllnll be 

24 fined $1,000. 



1 " (g) Notliing in this section dloll bc coilstrued to pcr- 

2 mit transfcr or similar clistribution of any informntion dcemed 

3 confidentinl by other statutes.". 
. . 

4 (b) The table of sect,ions of chnpter 5 of title 5, Unitcd 

5 Statcs Codc, is alncndcd by iiiscrting: 

LL5.53a.Individual records." 

G immediately below : 

LL558.Pul)lic informnt,iol~; agency rl~lcs; opinions, orders, records, and 
lwoceediII~s.". 

7 SEC.2. The amendments made by this Act shall be- 

8 come effective on t.he ninetieth day following- the date of 

9 enactment of this Act. 



. 	9 3 ~CONGRESS 
2~ SESSION 

T 	 H 1 3 8 7 2I I )  

IN TITE ITOIJSR Ok' I~EPRESICNTATIVES 

API:II.9, 1974 

31s. .\nzuc, intratlr~cc!d tlrc follo\villg bill; whicll wss rcfcrrcd to thc Sam-
mittcc on Go\-esn~nc~itOpcrntio~ls 

A BILL 

To nmcnd title 5, I J ~ ~ i t c dSt:ltcs Codc, to 1)rovidc for tllc priv;lcy 

of indii~id~~nl 'srccol-(1s niaintaincd by Fcdcml agcncics. 
3 . 

1 Be i t  ozctctetl b!] the Senate and IJoelse of Represents-
,	 ,

2 tives of 2l~eU~zitcclStntcs of America i17. Co~zgrcss assembled, 

3 That ( a )  tllc Congrcss fincls- 

<? 4 ( 1 )  tlint ail individnnl's personal lwivacy is rli-
'.-..W,. 	 *;& ,,* 

5 1.cct1y aft'cctcd ljy tlic Iiind of disclosure nlld nsc mado 

G of iilcn tifia1)lc informa tion almnt him in a rccord; 

7 ( 2 )  that a rccord containing information about an 

,> 	 8 individ~ial in iilc11tifinl)le form must he governed by 

9 p r o c c ~ l ~ w c ~  n right to partici- tliat afforrl the iizdividual 

" 10 pntc ill deciding 1~11nt the contcnt of the rccord will hc, 

1 
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i11id arl~at disclosure a i d  usc will LC iiinilc of tlie iclcl~tifi- 

;~Llc iilforluatio~~ in it;  ;lnil 

( 3 )  t l~a t  ally rccording, disclosure, and use of 

identifiable personal illformation by an agency not gov- 

erned by such procedures must be proscribed as an un-

filir informntion practicc unlcss such rccording, disclo- 

snre, or usc is specifically anthorizcd by Pcdcrnl stalute. 

( b )  Tllc purpose of tliis Act is to insure snfcgnnrds for 

personill privacy froin k'cclcral agencics by adlicrencc to tlie 

follo~vingprinciples of information practice: 

(1) Tlicrc must be no personal datn rccordlrceping 

systcm whose very esis tcllce is secret. 

(2 )  Tlierc innst be n way for an individual to find 

out nlllat ii~forinntioll nbont liinl is ill n rceoril nad 11om 

it is nseil. 
S 

( 3 )  Thcre most be a way for an individual to pre- 

vent information about lliill obtaiilccl for one purposc 

from being uscd or niadc nvailablc for otlicr pnrposcs 

without his consent. 

(4) Thcre must be a way for ail individual to cor-

rcct or nmcnd n rccord of idcntifinblc information nl)ont 

him. 

(5) Any agency crcating, maintaining, nsing, or 

disscminntblg rccords of identifiable personal data must 

assurc the relil~bility of tlic datn for tlieir iiitcnded nsc 



3 ((i)I)cvi:~tions froin tl~cse principles sllould bc pcr- 

4 illitlei1 ollly if it is clear tliot soine significant intcrest of 

5 tllc individual data subject will bc servcd or if somo 

6 pnramount g~\~crnmentnl interest can be clcnrly dcmon- 

7 stratcd. KO dc\-intion sl~onld I)c pcwnittcd cscbcl])t: ns 

8 ~l)t\(.ifi(*i~llypmvidetl I)y slntotc. 

9 s150. 0. ( a )  Snl)cl~nl)tcrI1 of rllal~tcr5 of title 5, 

1;nitcd Stiitcs Code, is rullcniled Ity adiliiig 2t tllc cncl. tllcrc- 

11 of the follo\ving iiew scctions : 

12 ''S 552a. Individual records 

13 " (11) For l)~~rl)oscs of illis sol~scclion, tllc tcr~ir- 

14 " (1) 'rc~or(1s' 1ncn11s C O ~ I I ~ ~ I I ~ C ~ - ~ C C C S S ~ ~ ~ ~ C01' 111nn-

15 ni~l-acccssil)lc iuformntion or l)ortio~ls tlicrcof coiltnirliilg 

16 personal dntn t11:lt cnii 1)c nssocintcd wit11 iilcntifin1)lc in- 

17 diviilnnls; or that nflords n clcnr l)cisis for inferring per-

18 sonal c.l~;lrnctcristic or t l i i~~gs  donc I)y or to nli inilividnnl, 

':yg-- s~icll:IStlic nicrc rccor(1 of his prcscllce in n plncc, abtcnil- 

20 nncc a t  a ~i i cc l i~~g ,or :~dlnissiol~s to solnc t j q~c  of srrv-

21 icc institution; 

22 " ( 2 )  'dntn snl~jcct' rnc:ll~s tllc ini(ividnn1 \~~llosc 

23 nalnc or identity is ndtlcd to or inirint:liiicd on nn auto- 

2q . mntc(1or mnnunl pel-sonnl clntn system; 

25 " ( 3 )  'notif cation' means conlmnnica tion to the 



data snbjcct of ( A )  tllc d:~lc of t l ~ c  disclosnrc; (B) tlic 

contellt of thc rccords to LC disclosed; (C) tlic agency 

or person to whom thc records sliall be disclosed; and 

(D) the purpose for which the disclosure is being 

effected; 
...-

'' (4) 'conscnt' inenns an autliorixntion signcd by .. 

llic dntn snbjcct for n specific ngciicy or l)crson to use, 

specific rccords for a specific pulposc, and slinll bc ob-

tained by notification to thc dnta subjcct by rcgistered 

mail, return receipt requcstcd; 

" (5) 'constr~~cti~?e lncnns i~otificntion to consknl' 

tllc (1:ltn subjcct I)y rcgistcrcd mail, r c tnn~  rcccipt rc-

13 q~~cstcd,wit11 p o o l  of rcccipt but fuilurc oE tlic data, snb-

14 jcct to rcspond or ol~jcct ~vitliiii folirtccn days alter date . 

15 of receipt; 

1G " (6) 'disclosnrc' nlcaris the traiisnlissioil of rccords 

17 or portions tllcrcof, \vhctlicr orally, by \vl-iti~ig or by 

18 wire ; 

19 " (7 )  'unfair infonnntion pmctico' nlcnns n fni111rc 

20 to colill~ly with any snlcgunrd rcqnircaicnts of this Act. 

21 " ( I> )  Rilcli agcucy tlint maintains rccol.ds slinll- 

22 " (1) refrain fro111 disclosing t l ~ c  rccorcl or any in- 



or local agency or to ally pcrson not employed by the 

ngcncy niaintaining such record, except- 

" (A) ~vitli coilscnt or constructive conscnt of 

the indiviclual conccrncd or, in the cvcnt such indi- 

vidual cannot be locntcd or cornmunicatcd with after 

reasonable effort, with pcrmission from membcrs of 

tllc incliridual's irilrnediatc fnmily, guardian, or, only 

in the ercnt that such indiviclnal, members of tllc 

individnnl's inlilicdiatc family, and guardian cannot 

bc located or commnnicatcd \.i.ith after reasonable 

cf'fort, upon goocl cause for sncli disclosnre, or 

" (B) tliat if disclosure of such record is re-

quired under this scction of this chapter or by ally 

other provision of law, including by means of coni- 

pulsory legal process, the indiviclnal concerned sllnll 

be notified by mail at  his last known address of ally 

sncil requircd disclosnre; ancl sllall bc alfordccl full 

acccss to the records at lcast ten days bcfo~c they 

arc liiadc avnilable in rcspoiisc to the derna~id; 

" (2 )  rcfrain from disclosing the rccords to ai1.v 

inclividnals \vitllin that agency other than those indi- 

viduals wlio need to examine such records in the per- 

formance of their duties; 
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1 " (3 )  ii1ailiLiti11 all \~ccilriltc register \\lliicl~ sllall 132-

2 (.Olllc: 1 ) : ~ t  of tllc illili\liilu:ll's rcco~d, of tllc Ililllli'S illld 

3 job classilicntions of all pcrsoi~s to \ \ ~ I O ~ I Isac11 rccords 

4 itre disc:loscd i ~ ~ i lt l ~ c  l)lvl)oscs for \vl~ic.l~ sucll dirc1osm.c 

5 \iras inaclc ; 

G 
(( 

(4)  pennit any data subjcct to inspcct his o\v~lli"-

7 record upon propcr idelltificatioli at n c o ~ ~ v e ~ ~ i c ~ ~ t  local 

8 ofiicc or by mail, or by telcplionc, and l~avc  col)ics tl~creof 

9 .made at his espcnse, which in no cvcilt slinll be greater 

10 tliali tllc cost of reproduction; 

11 
( 6  

(5) pcri~iit :lily dnti~ subject to sul)l)lcil~cnt tlic 

12 i i~lor~l~nlioncontained ill his rccord by tllc nilditio~~ of ally 

13 docnnlcnt or writiiig or l)llotogr;~ph eo~~tniniiig iulom~n-

14 tioil such indi~idnnl cleems pcrlinalt to liis record, and 

13 notify all agcncies and l)ersons to n l~o in  the records \wrc 

16 l)rcvionsly disclosed of the s~lpl)lcilientnl il~for~ni~tioii; 

17 " (6)  relllovc froin records and prolnptly destroy 

1s all crroncous or irrclevt~nt i~~forinatioil and notify all 

80 1)rwiously t r i ~ f i f c ~ ~ c i l  O Z  its ~c l l~o\ r i~ li111d~ I I C1.i1i~~oilfor 

21 its renlovi~l; and in C ~ I S Cof dispute as to wllnt co~~>titutcs 

22 e~~ro~ ieo~ i sor irl.~I(:var~tinfomlation, 11-IC iss~lc slli~ll bc 

23 dctel-inincd l ~ ytllc F!'c:dmnlPrivacy l3oa1.d ; 

24 " ( 7 )  upon written request of any data subject, give 
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noticc to s11d1 iildi\ricl~~nl, ill tlic event (lint liis record llns 

bccii nugi~~ciltcil, of tlic coiltcnts of the nu,rncntntion, 

the sourcc of tlie angincntation, and thc pL1rpose for wllicll 

[lie augn~ciitntion is Isciilg cflcctecl; 

" (8) iiiforin an iilclividnnl i ~ ~ k c d  to snpply pcrsonnl 

dnta for any agency rccordkccping systcm wlicthcr lie Is 

lcgally rcquirecl, or inay rcfuse, to supply tlie data rc- 

clucstcd, aild also of any spccific conscqnenccs for him, 

nllicli arc 1~110~~11 to tlic agcncy, of l~rovicling or ilot 

providing such clatn ;and 

" (0)  assurc tlint no usc of indivicl~ially ideiitifinble 

data is made that is not witllill tlie stated p~vposcs of 

tlic systciil ils rcasoilnbly unclcrstood by the inili~idual, 

uiilcss, in tlic cnsc of cncli nsc of socli data, the informccl 

coiiscnt of tbc inrlividunl has beell esplicitly obtaiacd. 

" (c)  Subparagrnphs ( I ) ,  (4), n11d (7)  of pnmgn~ph' 

( I ) )  slinll not apply to rccords that liarc bceil opened and are 

bciiig uscd in tlic pnrsuit of ill1 active criminal l)rosccntioa, 

cscc1)t to the cstciit tlint s11c.11 rccords Iiavc bccii innintnincd 

f i ~ r:I lollgcr pcriod tllnil is rcasoiinbly ncccssnry to coillnieilcc 

prosecutioi~ or to tlie cxtent available by Inw to a party other 

22 than nn agcncy. 

23 " ( d )  8~d~pamgrtl1~hs (7)  of paragraph ( I ) ,  (4 ) )  and 

24 (b)  shall not apply to rccorcls authorized nnder criteria es-



. 4  " (1.) cridwngcr tlic nuti\$ luilit:uy'l~li~nsor deploy-

G " (2) reveal details about cmrcllt niilitary tccli-

7 nology or weal~oary, or 

S '! ( 3 )  ellclallgcr the life of :lily perso11 ci~gngcd iii 

'9 forcigli intclligcncc gathering ol)erntiol~s of tllc United 

10 S tatcs Gorernment. 

11 " (c)  Tllc Presidelit sllnll rcport lo Congl-css bcforc Jnn- 

12 unry 30 of cacll year on a11 i~gcncy-I)y-agi~licy l~nsis tlic nonl- 

13 bcr of records .cvllich werc csclllplcil froni tllc nyplicatioli of 

14 tliis section by reason of l)nrngraph (c)  or ((1) during tlic 

15 iliililediately preccdilig cnlclldiir yenr. 

16. " ( f )  llliy 1)crsoi1 ~ 1 1 0  ~111ilertllc color of agency uotlior- 

17 ity \villingly or kno\\ringly~ pcnuits or ciluscs to occur i111 

1s unfair infornlntion prilcticc sllnll bc li11cil ilot iliorc tlnii 

19 $10,000 or iiiiprisoncd for not Illore tlliul olic ycilr or sus- 

21 year, or any conil~inntion tlicrcof. 

22 < c (g)  Any person or :lgcncy wliich commits an unfair 

23 inforination practice fjhall ~ J Clial~lci l l  an arnorlnt eclual to- 

24 " (1) actual and general damages but not less than 
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- 1 lic111id;ttcd d:t~i~;tgss co11il)utccl at tlic rato of $1,000 for 

rac.11 1111f:iir iliforrliation practice; > 	? 

3 " ( 2 )  cscinplnry alltl pai i i t i~c claillngox; aiid 

. 4 " ( 3 )  rcasonal)lc attorary's fccs and otlicr litign-

i. 	 5 tion costs rc:~sonal)lyincurred. 

fj " (h) Any inili~idual that his 117110 lias reason to l ~ e l i c ~ c  

h 7 rccords liavc bcen, arc bcing, or arc about to IJC ciiscloscd i11 
2' 

:: 8 violation of pnmgrapli (b)  may bririg an action in tlic ap- 

9 lwo~riate district cov.1.t of the United States to clijoin such 

'10 disclosure, and upon a proper slio~viiig a teml~orary restrain- 

11 ing ordcr or n. preliminary or pcrlllailcnt illjnrictioil sliall be 

:	12 pmnted without bond. 

13 " ( i )  ,In ncliou to ci~forcc any liability crcntcd under 

14 tllis scctioii iilny bc brought in any. approl)ri;itc Cl~itcd 

. 15 Stntcs district court witllont rcgttrd to tlic aii~ouilt iu con-

16 troversy 1~ithin tn70 years from tlic datc on 1~1iicli the li- 

: l7 ability nriscs, cscopt Ivhere a defendant has materially and 

l8 \villfully failcd to comply witll' tlic ' safcgnnrds u~iclcr this 
-(I 

3 	 ~9"scctio11,~t l ~ c  action may bc bronglit nt ally tinie ~vitliiu two 

90 y e t n  d t c r  (liscovcqy l)y tlie individnal data suhjcct. 

, 	 21 "5 552b. Federal Privacy Board 

22 " ( a )  1'11crc is Ilc!rcby cstablishcd a Ronrd to l)c k n o ~ v ~ i  

23 as tllc Yct1ci:nl Privi1c:y 13onril (I~creinnfter referred to :IS tlic 

24 	 'BoardJ). 
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" ( I ) )  'l'llc Uouril sli;\ll c01isist of scvcii 1iie111bers, cadi 

scrvil~g for ;L ten11 01 two years, four of wliolii sl~all consii- 

tutc a quorunl. ??ic rneriibcrs of tllc Boi~rd ~Ililll bc appoilitcil 

by the President, by ancl midl the advice ancl co~iscnt of 

tlio Scnate. No xilore tlian four of tlle mcn~bers appointed* 

shall be of tlle sanlc political party, alld shall be froin"f'11'0~ 

lmblic at largc and not officers or clliployecs of thc United 

Statcs. Ally vacancy in tlic Board sllnll Lc filled ill tlic salilc 

lnunncr as tlic original appointnlent was made. 

" ( G )  AIeliil~c~s be elititled to receive 01 tlic Boi~rcl ~ l l i ~ l l  

$100 cacli day d ~ ~ r i n g  wllich they are cligngccl in the gcr- 

forlnalice of the busillcss of tlie Board, iadutling tril~eltimc. 

" (cl) Tlie Chairman of thc Boarcl shall bc clectcd by the 

Board every year, ancl tlie Board shi111 ~iicct not less fre- 

qi~cntly tl~111 bilnolithly. 

6( ( c )  Tlle Board sliall al~poiilt ,aud fix tho colilpclisntion 

of such pcrsoniiel as arc iicccssary to tllc carrying out of ifs 

duties. 

" ( 1 )  T11e Bo:~rrl sl~all cstublish l)ul~lisllcd 1-ulcs stating 

tlic tiiiic, place, fees to tllc estelit nntliorizcd, and procedures 

to be followed with respect to making rccorcls promptly avail- 

aldc to data sul)jcats, a ~ i d  olherwisc! to ilnplcmcnt tllc p~*oi 

visions of scction 552a ol titlc 5 ol tlic LTllitcd States Code. 

" (g) The Board shall periodically publish and dis-
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1 tril)~lle t l l ro\~gl~ Pi'i\':~cy IL I~~CX 

3 

Iocill 1)ost offices :1 Citizci~ '~ 

2 wliicl~ sllall illclt~dc- 

L L ( I )  of c ' \ . c ~ I ' ~  t11c 11i111lc' i111d lo(.i~tioi~ U ~ C I L C Yd:tln 

4 I<ccl)il~gsyste~ri; 

5 " (2 )  tllc title, il:nllc, :ulil iddress oi tlic 1)crson iin- 

G ~~lcdiatcly~c.;])onsil)lcfor tllc systclil; 

" ( 3 )  t l ~ c  11nt1u.c ni~d piirl~osc of t l ~ c  systclt~; 

" (4) tlle cntcgorics and i~umbcr of persolis on rnllolll 

dn ti1 arc n~nintniacd ; 

L C  ( 5 )  tlic catcgorics of clntn maiiit3incd, indicnting 

\vl1icl1 cntcgo~ies i1l.C stored in computer-a~~cssiblc files 

2nd \illlicl~ ilnia arc storcd in 111nnual-ncccssible filcs; 

" (6) a1c.11 ngcncy's policics 2nd prac3ticcs rcg:~rcling 

(1:1t;1 stor;lgc, drnntioil of rclcntioll of data, nnil ilisposnl 

tllrrcof ; 

L  L  (7)  tllc catcgorics of data sowccs; 

" (8) :I clcscriptioil oE 2111 typcs of use inndc oi' ilnln, 

illc.lailii~gall clncscs of uscrs :uld t l ~ c  : I ~ O I ~ C Yrcliltio11sl1il)s 

:llllo!l~ tllt!lll; a11i1 

" ($1) t11o 1)roccelul.c~ \vhcl.cl)y i u ~  illdivid~u~l call 

(,\) I)c inforlliod if  IIC is tllc suhjcct of clatn in thc 

syslc1111s;( I:) g:1i11 nclcbcss to slit11 (1:lt:l; 2nd (C)  caontost. 

tllc*i~.nc*cnl-i\c:y, colnplc.1 cllcss, lintcliltcss, l)c~rtincncc, nrlil 

t l ~ cl~cccssity for rclaiuing sucli dutn. 
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" (11) 'l'llc I3ot1rcl slrnll dc\.isc a~icl clistl-i1)utc 1)riiltcd rc- 

c111cst forlils, prcadelrcsscd .to agcllcics to cii>~l)lc i i id iv id~~i~l~  

to csercisc tllc rights grunted pursnnnt to scctioli 55% (11) 

(4) :11ic1 (7 )  of title 5 of tlie U~litccl States Code. 

" ( i )  Tlic Eoard sllall provide tri~iiiccl persoiillcl lo i~ssiat 

iudi\~idtii~ls ..,-upon rcclucst iii i~itcrprcliltg tllcil. rccorcls. 

" ( j )  Tllc Board sllull 1)rolilptly coiisiilcr co~l~l)l:~ii~ts 

froin ally pcrsoii tllat one or iilorc of tlic rcqnircuiclits of scc-

tion 552a of title 6, Uiiitcd States Uoclc, lins not bccn iiict, 

with rcspcct to tlic records syccificcl iii wlch scction, by tllc 

rcsponsiblc agency. Tlic Board, ul3011 ii~tding tlil~t o~ ic  or 

more of thc rcquirciiiciits llas llot bccu liict, slinll issuc iI iiiinl 

ordcr dircctiag thc agciicy to coinply mitli such rcclnirciiicnt 

or rcqnircnlents, and this ordcr sliall Le billding oil tllc par- 

tics to such n disputc. 

" (k)  The Board shall llolcl hcnriligs in ordcr to llinkc 

findings upoil cnch con~plaint, unlpss it dctcnilii~cs that tlie 

conlplnint is frivolons. The Board lnay csi~milie such cvi- 

dciicc ;IS it dcclns nsefal, aiid sliall cstr~blish socl~ rulcs aiid ' 

1 

tliis scction, includiilg rulcs insuring tlic cshauslioii of aclmin-

istrative remedies in the nppropri:ltc ngci~cy. 1 
" (1) T l ~ e  Board shall cstablidi a, prog1.urii to c!duc:~tc tllc 

l~oblic with respect to the provisiolls of section 552a of title 5, 

United States Code." 
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$'1 (b) Tlic t n l h  of scctions of subchnptcr I1 of cllnptcr 5 
f 

!2 of title 5, Unitcd Slates Cocle, is arnci~dcd by inscrtillg nftcr 


'4 tho hc:idi~~g for section 562 illc kllo\ving new headings: 

"552a. Individunl recorcls. 

''852b: Federal Privacy Uonrd." 


& 4  SEC.3. The nniendn~cnts mailc by this Ac.t sl~nll bccolnc 

cffcctivc 1111011 tllc csl~il.ntion of thc ninety-day pel-iod w l~ i c l~  

I!cgiiis on the (lilt(: of tllc ciinclii~ent of this Act. 



2p.5. - - IS TIIE HOUSE O F  REPRESENTATIVES 

y;:(9 ' APRIL30,1974 
~WIIJ)~V.\I.EI~ the follo~ving bill ;

F9. 
(for llil~lself and hIr. IZoc11) introd~~ced 


\\hirli a ns referred to the Coiiimittee 011 Qoverllmcllt Opcrntions 


" .  

< , A BILL 

l r @ t c b c t  f l ~ cright of 1)riv;lcy of indirid~~nl.;concerning nlllom 

idrl~tili;il~lc 

.' 
infomiltion is rccordcd 1 ~ y  t l ~ c  Pcilcrill (kn7cnl- 

t n c ~ ~ t113' enacting pri~ic.il)lcs to go~lc~-11Pcdcl*nl ngcncy 

sflll*alalion pmcticcs. 
, > 


, Ile it cnactcd by the Scnnte ci?ld I I o ~ ~ s e  
of Rc11rc.smztn- 

licce of tl~cUnited States of A~nericni n  Con,qrc.cs ns.9c.m blcrl, 
m.-


Tl~ntcl~npter5 of title 5, Unitcd States Codc, is nmcndcd 

ing nc!m titlc : 

"SITORT TITLE 

,"SI.:C~I'IOXI. This iitlc mny 1)c citccl as thc 'Riglit to 

Privacy I\ ct'. 

I 



5 

10 

15 

20 

25 

2 "SEC. 2. (a) The Congress finds- 

3 " (1)  that an  individual's privacy is directly affected 

4 by thc cs.tcnsivc oollcction, ~iiail~tcaniice, usc and dis- 

sclniilntiori of personal iiifolmation; 

G "(2) that the increasing use of computers &d-

7 sophisticated information tecliilology lias greatly magni- 

S fied the harm that cnn occur from tl~cse practices; 

9 " (3)  that an iiidividaal's opportunities to secure 

employment, insumnce, credit and his right to due proc- 

11 ess, and other lcgal yrotectioizs are endangered by these 

12 personal iiaforlllation system ; and 

13 " (4) that in order to prescrve the rights gunran- 

14 teed by the first, third, fourth, fifth, ninth, and fourteenth 

amcndilicilts of thc Unitcd Statcs Constitution, uaiforu~ ' 

16 Pedcral legislation is necessary to cstnblisli procedures 

17 to govern information systcins containing, records on . 

18 individuals. 

19 " (1)) 
/' 

The purpose of this Act is to insure safeguards 

for pcl.sonn1 privi~oy froin Pcdornl ngcllcics by nillicrc~ice to 

21 tha following principles of inforlnntion practice: 

28 " (1) Therc should bc no l~ersonal inlormntion sys- 

23 tcm mliosc cxistc~lcc is sccrct. 

24 " ( 2 )  Information sliould not be collected ~ulless the 

nced for i t  has bcen clearly cstal~lislied in advnace. 
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1 " ( 3 )  Information should be appropriate and rele- 

2 vant to the purpose for which it has been collected. 

, 3  " (4) Iiifori~intioli slronlil lioL bc *obtained )by fmud- 

4 ulcalt or nnlnir n~enns. 

5 " (6) Inl'ormntioiz slionlil not be used unless i t  is 

acciirate and cul.rent.. 

" (6) Tllerc shoulcl be a prescribed procedurc for 

in1 individual to lenin tlie inforlnation storccl about him, 

tlic piupose for nrl~icll i t  lias l,een'recorded, and partic- 

ulal-s about its nse mid dissemination. 

" ( 7 )  Tlicrc shonld be n clcnrly prescribed proce-

dure for nil inilividaal #to corrcot, erase, or  amend in- 

nccnratc, ol)solctc, or irrcle\-ant in.form t' a 1011. 

" (8) Any Fcdcml agmcy llolding pcrsonal infor- 

ilia tion sliould nssnrc its rclin1)ili ty and take precan- 

tions to 1)l~cvcntits misnsc. 

" (9)  Tlicrc slioi~ld 1)c a clearly yrescribcd proce- 

dnrc for a n  i~ldividilnl to prcvcnt pcrsonal information 

c~o1lcc:ted for onc purpose from being used for another 

2b 1~1r1)od~'villionthis consent. 

21 " (10) 'L'llc Fcdcral Govcinmcnt sllould not collect 

22 pcl-son:\l information cxccp t as authorized by law. 

23 "DXPINITIONS 

24 "SICC.3. i \ ~nscd in this Act-

25 " ( 1 )  t l~o tcrin 'information system', means tlic 
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1 total components land opei-a'tions of a recordkeeping 

2 process, whether automated or manual, contaiiii~g per- 

3 sonal information and the name, personal number, or 

4 other identifying particulars ; 

5 " (2) the term "personal information' means all 

G 
:---a,,

information that describes, locates, or indexes anythlng 

about an individual including his education, financial 

transactions, medical history, criminal, or employment 

record, or that affords a basis for inferring personal 

characteristics, such as finger and voice prints, photo- 

graphs, or things done by or to ,such individaal; and 

the record of his presence, registr;~tion, or i~icn~bcrshiy 

in an orgnnizatio~l or activity, or ndinissioil to all 

institution; 

" (3)  the term 'data wlljcct' mcniis an incli\~id~lal 

nbout whoin pcrsonnl infornintion is iiiilcscd or niny LC 

located under his name, l~crsonal nurnbcr, or otl~ctr idtln-. 

tifiid.de particulars, in a11 inforn~atioll systcill; 

I' (4) the term '&sseininatc' nicar~s to rclc:~sc, tl.il11~- 

fer, or otherwise cominunicatc infol.mn~iou 01-ally, in 

21 writing, or by electronic means; 

22 " (5) the term 'purge' mcails to o1,litcmtc inforli~n. I 

23 tion completely from the transient, pcr~i~nncnt,or 

2.4 i~rchivnl records of nil  orgnnizntion; and 
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1 
I (  (6) the tcrm 'Pcdcml agcncy' mcnns any dcpnrt- 

2 ment, agency, instramcntnlity, or cstablisllrrient in tllc 

! 3  executive branch of tllc Government of tllc TJTiiitc~l Stntcs 

4 and includcs any officer or crnployce thereof. 
( ISA>'lCGUAnDI~lCQUIlrlsilrENrI'SlW1L I'lTItSONAL INl~'Olr'3IATION 

6 	 FOR ADMIYISTRATIVE, STAT18TIOAL-I~EI'O1tT1i\'G AN]) 

7 	 RISEARCII PURPOSES 


( (Snc. 4. ( a ) AD~I~K~ST~~NJ-IY~?:
REQU L I ~ E ~ I E S T S . - ~ ~ I I ~
S 


9 Fedcral ngcncy mniataining an illfonnatioli systc~ii t l~nt  in- 


10 cludes pcrsonal iuformation shnll- 


11 " ( 1 )  collect, maintain, usc, ant1 disscminnte only 


13 pcrsonal information necessary to nccomylish n propcr 


1:j purpose of the agency; 


14 " (2)  collect information to tllc greatest cstcut pas-


1,j siblc from the data subject directly; 


16 "n(3) establis'ti catcgories for maintaining personal 


17 information to operate in conjunction with confidential- 


IS ity requirements and access contl.01~; 


*El' . " (4) maintain information in the system with ac- 

20 curacy, completeness, timeliness, and pertinence as 

21 necessary to asstu'e fairness in cleterlninations rclntillg 

23 to a data subject; 

53 " ( 5 )  make no dissemination to another systcnl 


without (A)  specifying requirements for securilty and 


25 the use of infolmaltion exclusively for the purposes set 




fort11 ill tlic noticc-required uiiilcr subscctioii (c) in-

cl~tdillg li~liitaliolis on occcss tlicreto, ;1nd (13) dctcr-

miiliilg lt.htit tlle coaditions of trai1sfc.r provide s~~bstantial 

be observed; 

" (6) tl.cmsfer no yersonnl i~~foriiintion bcycn~d-tht... 

jurisdictioii of the Unitcd Stntes ~vithout specific an- 

or esecutivc agreciliciit in force gunrantccing tliat any 

forcigii government or orgf~~~izaltion rccciviag p c r s o ~ ~ I  

informatioi~ will coli~ply jvitli t l ~ c  npplicable l~rovisions 

of this Aot wit11 rcspcot #to th:rt pcrso1i;nl infonuabion; 

" ( 7 )  afford .any data sul~joot ,of n. forcigi~ antion- 

t~iity,whetl~cr ~.csidiag in tllc United Stntes or not, t.he 

snmc ~.igll:tsundcr tllis Act as ..sdmcrion~l citizciis; 

'i (8) n~niatnin a list ,of d l  persons having regular 

access to pcrsonnl inforlliatioil in tlie infoimation 

sys tern ; 

" (9) nlaintain a complete and acc~tsate rccord, in- 

cluding idcntilty and piurpose, of cvcry ncccss to nny 

personal inlomx~ation in n systcal, incluiliilg sthe idciltity 

of any pcrsoils or org*ulizations not havilig rcgulnr L?C&SS 

authority ; 

" (10) ,take afismativc action to cstablisli r~llcs of 

conduct and inforin cttc11 person iu~olvcd in tlic design, 



1 devclopmciit, opcration, or n~airitcnancc of tile system, 

2 or the collcctio~l or use of nriy personnl information coii- 

y 3 taincil thcrcin, nl)o~it all t l~c  rccluirc~nclits of this Act, tho 

4 rulcs ill~d l)rocci111rcs of SIIC'IIagciicy, ii~cliuiling l~clialtics 

a )  for iioncoinpliaiicc clcsigncd to assilre coinplinace \\lit11 

6 such requirements ; 

7 " (11)establisli appropriate safegilards to sccure t l~e  

8 systeril from any rcasoiiably foreseeable tlireat to its 

9 sec~lrity; 

10 " (12) shall collect no personal infol~nntion con- 

11 cclning tlic or religions bclicfs, affili,ztioi~s, aiid 

12 activities of data subjccts wllicli is maintaineil, uscd, or 

13 clisseminated in or by ally iiiformntion systcnl, unlcss 

14 autliorized 1)y statute. 

15 " (b ) SPISCIAI, I\I)L)ITION,~L REQUII~I~II.:XTSPOI< &A-

16 TISTICI\T~ REI'OI~TISQAXD RBSII:,~I:CII INFORMATION 

17 Srsrms.- (1) Ally Beclernl agency maintaining: an irifor- 

18 niatioil system that disseminates statistical reports or resenrcll 

;.a...finclings basecl on personal information dranlil from the 

20 system, or from systems or any non-Pcdcral pcrsoii or other 

21 Federal agency shall- 

22 $ 
" (A)  make nvailnl)le to any data si11)ject or groill), 

33' witllorit ~.evcalil~g tlaclc! sccrc!ts, ~ncthodology il11(1 

24 itlatciials iieccssary to validatc statistical analysts, arid 
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1 " (B) makc no n~a~crials  a\-nilal~lc for i~idcl)ci~clcnt 

2 .  analysis nrithont guamiitccs tliat no pcrsoiinl ii~forms- 

3 tion will be used in a way that ~iiiglit 1)rejucli~c jildg- 

4 meilts about any data subject. 

5 " (2 )  No Fedcral agcncy shall- 

(i " ( A )  require any inclividnal to disclose for st;~tistiei~L-. .. 
7 purposes any persolla1 infoimatioii uiiless such disclosure 

is required by a constitutional provisioil or act of Con- 

gress, and thc individnal is so iiiformcd; 

" (B) request any individual ~oluntnrily to disclosc 

personal infoilllatioil uiilcss sucli rcqucst has bccn h p c -

oifically a~lthorizcd by act ol Congress, allcl ll~e 

individual shall bc aclviscd th31 811~11 dis~lubllrc is 

voluntary ; 

" (C) make available to ally non-Federal pcrsoil ally 

statistical studios or reports or othcr coinpilations of 

informatioil derived by nlccliaiiical or clcotroi~icnl nicails 

from files contaiiiiiig personal inforillation, or 110 ~llniiutll 

or computcr material rclating tlicreto, esccpt tliosc pro 

pared, p~~blishcd, nild mndc avnila1)lc for gciicral l~ublic 
I . 

use ;and 

" (D)  publish sl:llislics of taxpayer ilicolllc 

classified, in whole or in part, on the basis of a coding 

system for the delivery of mail. 1 L _  
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-1 " (3 )  Any Federal agency maintaining an informntion ,, 

- 2  system that disseminates statistical reports or research find- 

: ings bascd on personal infonnation drawn from thc system, 

;..l or from systerr~s of any non-Federal person or.other Federal . 
,j agency, and which purges the names, ,personal numbers, or 

G other iclentifying partic~dal-s of individuals and certifies to the 

7 Pedclnl I'rivacy Board that no inferences may be drawl1 

, s '  about any individual, shall be exempt from the requirements 

. 9 of sections 4 ( a )  ( 3 ) ,  and ( 4 ) ) and sections 4 (c)  and (d)  

l o  ( 1 ) )  and ( 2 ) .  .!, " 

11 " NOTICER E Q U I R E M B N T . - ~ ~ ~ ~(c) .PUBLIC Pederal 

12 agency maintaining or proposing to establish an information 

.13 systcm for ;personal information shall- 

14 " (1)  give notice of the existence and character of > 

15 cach existing system once a year to the Pederal Privacy 

1.6. I Board; . .-.. ,  

-17; . " (2) give public notice of the existence and charac- 

.,18 ; . ter of each existing system each year, in the Federal 
m,-


19 Register; . a , ,  

.:,oa.%:-- ",.-- - " ( 3 )  ,publish such annual notices for all its existing . -

21 systems simultaneously; and - -.,,,% I ? '  

- 2  : . " (4) in tha case of a new system, or the substantial 
I ,  

modification of an existing system, shall give public no- 

r gq ; , ;,'tice and notice to the Federal; Privacy Board withip a 

25 

23 

rcasonnble time but in no case less than three months, in 
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1 
. Iadvance of the initiation or lnodiiicatioa to assure iildi- 

2 viduals 'who may be afiected by its operation a reason- 

3 able opportunity to comment. 

4 " (5) shall assure that public noticc given under this 

5 subsection specifies the following: 

G " (A) The name of the system. 

7 " (B) The general yiurpose of the system. 

5' ' " (C) The categories of personal inforn~ation, 

9 and approximate number of persons oil whom in-

10 formation is maintained. 


11 
r r  (D) The categories of infornlation maintained, 


12 confidentiality requirements, and access controls. 


13 " (E) The Fedcrd agency'e policies and prac- 


14 tices regarding information storage, duration of re-


15 tention, and purging thereof. 


1 6 - "(3') The categories of illfornlation sources. 


17 ' " ( G )  A description of types of use made of in-


1s formation including all classes of users and the 


13 organizational relationships among them. 


20 
L .  . 

" ' " (H) The procedures whereby an individual 


21 can-


'< 22':' ) (i) be informed if he is the subject of in-" 

.' r
23 ' formation in the system; 


24 ' . . . - " (k) gain access toUsuch information; and 


I . 
, 

< f 
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" (iii) contest the accurncy, completeness, 

timeliness, pertinence, and the necessity for 

retention. 

7 snl)jocl 111on1 nn:llysis.to i ~ ~ t l c p c ~ ~ d c ~ l l  

8 " ( J )  'I'llc Iu~sincssnddrcss and tclcplionc nnm- 

9 ber of thc person i~nmcdiately responsible for t.he 

10 system. 


11 " (d)  R.IGHTS OF DATA SUWXCTS.-A~Y Pederal 

. . 

12 agency maintaining personal information sha,ll- 

13 " (1) inform an individual asked to snpply personal 

14 informati011 wl~ctl~cr  Ilc is legally required, or may rrc- 

15 fuse, to supply the infornint.ion requested, arid .also of. auy 

16 specific consequences which we  known .to the ~ e d e r a l  

17 agcncy, of providing or not providing sacril informat.ion-;. . 

:I8 " (2)  request permission of n data subject to disscmi- 

-1.9. . nate part or ,all of this informati.on to another organim- 

20 tion or system not Iinving regolnr access authority, and 

31. ' indicate t.11~ use for which it is intended, itnd the spcoific 

22 . . consequences for the individual, which are known to 

,23 the Pedernl ngency, of providing .or not providing sncl~ 

24 ' permisioii ; . - -
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1 ' ' " (3)  upon request and proper identification of any 

1 ' 


'2 . data subject;, grant such subject the right to inspect, in 


3 a form comprehensible to such individual- 

1 i 

4 " (A) all personal information about that data 

5 ,' ' subject except in the case of medicd infonniltion, 

' 6  wl~cn such inforlr~ation shall, up011 writt.cn authori- ' 

7 zation; be given to a physician desiguatcd by the 

'8- " '  data subject; 

* 9  ' " (B) the nature of the sources of the infor- 

10 mation; and 
I . .  
11 ' ' . ' "  (C) the recipients of personal' information 

12 about the' data subject including the i d k t i t '  bf all 
. . . I . _ .. ,

13' 'persons and Federal agencies involved and the/; 
, . 

14 ' - relati~nship to the system when not llavillg regular 

'15 acckss authority. .I 

16 "(4)comply with the following minimum condi- 
. . 

17 ' tions of disclosure to data'subject: I 

18 "(A) A Federal agency shall make discld- 

19 ' s m s  to data subjects ;equired under this Act, durinb 
I 

20 . 
1 .  

normal business hours. 	
, 11 

21 	 ' I  " (B) The disclosures to data subjects required 
. . .  . 

'22 ' ' under this Act shail be made (i) in person, if he 
. . ,  . .. . . . . . . . 	 , ,.i3 ' appears i n  person nnd furniihcs proper identifiw: 

. . . .. . , .. . . .
24 tion, (ii) by mail, if he has made i 'aritten reclueit, 
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1 ~ 1  with proper identification, ht ,reasonable standard 

. charges for document search and duplication. 

1 . 3 , .  ' " (C)  The data subject shallb be permitted to' 

- 4 .  be nccoinpanied by one person 'of his choosing, 

- 5 : \vho must furnish reasonable idcntification. A Fed-


G cral age~loy lnny require tlie data subject to furnish 


. 9 s writtcrl statenlcilt grantingl periiiission to the 


' 8 Pedcral agcilcy to discuss that individual's file in 

I! gr . such person's presence. 8 . 

10 " (5) if the data subject gives notice that he wishes 

I to challenge, correct, or explain infomation about him 

3 ' in the information system, the following ,minimum pro- 

13 , cedures shall be followed : . , 

-14 ' " (A)  Thc Fedcrnl agency !maintaining the i11-

15 loimation system shall investigate and record the 

-16 current sta tns of that p&sonal information. 

-17 * " (B) If, after such investigation, such informa- 

.is ' tion is found to be incomplete, inaccurate, not per- 

7 9  tinent, not timely nor necessary to be retained,' or 

:?o ' can no longer be verified, it shall! be promptly 

.p1,. . purged. . , r . , . . I  . ,I 

:2i * " (C)  If the investigation does not .resolve the 

'23 I' dispute,' the dnta subject-may file' a two hundred 

24 word statement setting forth his positiah. :.i' -L 



1 " (D) Whenever a statenlent of dispute is filed, 

2 the Federal agency niaiilt~iiiing tlie iiiforniution 

3 system shall, in any subsequent dissemination or use 

4 of the infornintioii ia qncstion, clcnrly note tlint it is 

3 disp~ited iind sul)ply thc sttltciiic*nt of tlie dntn snb- 

ti ject along with t l~c  infor~nnl~ion. 

7 ( I  (N) l:)lllic Pcdcral ngcbncy i~~ilinfnining tl~cin-

8 formiltion systcnl shc~ll clc~irly and conspiauouslp 

9 disclose to the data subject his rights to make such 

10 a request. 

11 " ( F )  Following any correction or purging of 

12 personal information the Federal agency shall at the 

13 request of the data stibject, Eu~nish to past recipients 

14 notification tlint tlic itciu lias becn piirged or 

15 corrected. 

16 " ( G ) I n  the case of a failure to resolve a dis-

17 pute, the Federal agency shall advise the data sub-

18 :ject of his riglit to recpcst thc assistance of tlio Ped-

19 
. .

era1 Privacy Board. ! .  . , 

. 2 0  " ( e )  NOTIFICATIONP ~ o c s ~ ~ ~ t ~ . - D a t nsubjects of 

21 archival-type inactive files, records, or -reports shall be noti-

22 fied by mail of the reactivation, aqcessing, or reaccessing 

23 not later than six mont.hs after the date of t.he ennctnlcnl 



'i"' 
. "SEC. 5. (a) The provisions of this Act shall not be ' 

! 
3 .  applicable to personnl information systems- 

4 " (1) to the extent that information in such systems 

. 5  ' is mnintained by a Federal agency, and the head of that 

6 agency deterinines that the release of the information 

7 would seriously damage national defense; 

8 " (2) which are part of active criminal investigatory 

g fles compiled By Federal law enforcement organizations, 

10 except where such files have been maintnined for a 

11 pcriod longer than is necessary to commence criminal 

12 prosecution; 

13 " (3) maintained by the press and news media, ex- 

14 cept informntion relating to employees of such orga- 

15 . nizations. 


16 
66 (~b) Any data subject denied access to personal infor- 


mation under this: section shall be entitled to judicial review 

-18 of the grounds for that denial in the appropriate United 
-".A.11.. . ,19 States district court. 

"SEC. 6. I t  shall be unlawful for any Federal agency to 21 ,, 

:$'. require an individual to disclose or furnish his social security 

23 account number, for any purpose in connection with any 

24 activity, or to refuse to make a loan or to enter into any other 

25 transact.ion or relatiomhip with an individual (except to the 

http:-".A.11.


1 1  6 

1, extent specifically necessary for ,the conduct or adininistm- 

, .2 ' tion of the 'old-age, survivors, and .disability insurance pro- 

3 gram) wholly or pardy because such individual does not 4s-

4 ' close or furnish such nwnbkr, unless the disciosure or furnish- 

' 5 ing of such number is spe&cally required by E'ederal law. 

$ 6' 	 "FODERAL PRIVACY BOARD 

7 "SEC.7. 	 is established (a)  ESTABLISIIMENT.-T~~~~ 

7.-8 ,the Xeddral Privacy Board (herehafter in,this section ye-

. 9  ' ferred to as the 'Board'.). ' :., 1. 

,I0 a ' "'(b)' &f~~BEksrn~:-TheBoard shall consist of f i ~ c  

'11' members, each serving for a term of three years, three of 

12 whom shall constitute a quoixm. No. member shall scrre 

13 , more than Cwo terms.# The members of the, Board s l ~ a l l ; ~ ~  

14 appointed by the President; by and with the .advice and 

15 consent of the Senate. No more than thrce of tlie members 

16 appointed to serve at the same time-sball be 'of the same 

7 1 7 .  political party. 'Each member shall be appointed from the 

'18' 	 public'at large and not from among jo%cbrs orlemployeea of 

l g  the United States. Membership on: ,the Board shall be pe 
20 sole emplayment of eeech.member, , : - \ ., .  

I 2 : 1 '"c)' ~ r > ~ ~ ~ ~ s A T t o ~ : - ~ e m b e r sof the Board shnl1,br 

22 campensated )at the rate pkovided :for ,GS-18, ,under, section 

23 5332 of title 5 of the Uniijed, States Code, . , , , ,, , . 
24 . " (d) a 	 Chairman of the Boar~,shall;be C H A I R M ~ ~ . - - T ~ ~ '  

- 25 'elected .by the Board every two'years. 
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1 " (c) STN?P.-T~~ Board sllnll appoiut niid lis tlic conl- 

2 pcllsatioii of such pcl.sonnrl as arc ncccssary to tlie ciir1,yillg 

3 out of its dutics. 

4 "~'UNC'I'IONS OF !'Ilk: IjOAItl) 

- 5 "SEC.8. Tllc Eoard shall- 

, G " (1) publish an annual Data Bnsc Dircctoy of the 

7 Unitcd States contailling the name and cl~nmctc~istirs 

S of cacll personal iilfornlation systcm mnintaincd by ,a 

9 Fcderal agency ; 

10 " (2) makc rulcs to assurc conq)linncc will1 tliis 

11 Act; 

12 " ( 3 )  perlor~rl or cnusc to bc 1)cl-forl11ccl suc.11 rc- 

13 search activities as may bccoine ilcccssary to iliil)l~ii~clit 

1-1 this Act, and to assist Pcdcml agciicies ill coiilplyiiig 

1.j with this Act; 

1G " (4) be granted admission a t  reasonable 1lom.s to 

17 any federally controlled prcmises where any information 

1s system is kept or where compute1.s or cquil~ineilt or 

- recordings for automatic data grocessing are kcyt, al~cl 

30 may by subpena compel the production ,of docnmcilts 

21 relating to snch information system or sucll processing 

22 as is necessary to carry o11t its duties, but no perso11a1 

23 information shall bc compelled to be produccd withoat 

24 the prior consent of the data subject to which i t  pertains. 

25 Enforcement of any subpena issued under this section 
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shall be had in the appropriate United Stntcs district 

court; 

" (5) up011 the deteilllination of a violatioil of R pro-

vision of this Act or regulation proniulgated undcr 

the Act, the Board may, after opporlunity for n hear-

ing, order the Federal agency violnting sncll provisioii 

to cease and desist such violation. The Board inny 

enforce any order issued undcr this paragrapli i11 n civil 

action in the appropriate Unitcd Statcs district court; 

" (6)  oonduct opcn, public hcarings on all pctitioiis 

for exceptioirs or escmptioils fro111 prorisions, applicn- 

tion, or jurisdidi'on -of this Act. Tlle Board slka11 Iiave no 

authority ko nlnlie such cxcq~tions or esciliptioiis LUI 

s l ~ d lsubmit appropriate repoits and rccomi~~ei~datioi~s to 

Congress;and 

" ( 7 )  issue an annual report sf its activities 40 tl~c 

Coilgress and the President. 

"TRADE SECRETS 

"SEC.9. I n  connection lvilth any dispute over the appli- 

mtion of any provision of Qiis Act, no Feclcrnl ngei~cy sllaU 

revml any persoi~nl information or any pi~ofossionnl, prol)~ic- 

hry,  or busiiless secrets; except ~nsis requircd lulcler this 

hot. All disclosures so required slial.1 bc regtdcd as con. 

fidentiztl by those to wlioili tlicy arc inndc. 
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1 ' "CI~I~LINALI'ICNAIITY 


2 "SEC. 10. Any responsible officer of a Federal agency 


3 who willfully- 


4 " (1) ltccps all iiiforlnation system without l~nving 


,j notificd tlic Fcdcrnl Prir;lcy Ronrd; or 


G " ( 2 )  issues personnl iliforn~ation in violation of this 


7 Act; 


8 shall b o  fined iiot Inore than $10.000 in each i~~qtnlicc or 

I) imp  iwncc! not more ltllnn fivc yciIrS, or both. 

10 
( 6  CIVIL REnrEDIES 

11 "Scc. FOR C o a r ~ ~ ~ r a r c ~ . - T h e11. ( a )  INJUSCTIONS 

12 Attorncy Gcnernl of the United States, on thc ndvicc of 

I:] tlic Fcclcl-nl Privnay Board, or ally aggrieved pcrsoa, may 

14 bring nn actioil in the appropriate United States district 

13 court against any 1)crson ~ 1 1 0  112s cngnged, is engaged, or 

16 is abont to cngngc in any acts or practices in violation of the 

17 provisions of this Act or rulcs of the Tederal Privacy Board, 

18 to elljoin such acts or practices. 

T9' " (1)) CIVII,LTABILITPFOR UNFAIRPERSONALINPOR-

20 a r n ~ - r o s  person wlio violates the provi- P~<n~~rcrc.--Any 

21 sions of the Act, or any rulc, rcgulatioa, or ordcr issued there- 

22 under, shall 1)c liable to any person aggrieved thereby in an 

23 m100"nt cqual to thc sum of- 

24 " (1) any actual ilnmagcs snstaincd 1)y an individual; 

L L

2*j ( 2 )  pnnitivc da~nnges wllcrc approprialc; 



20 


" ( 3 )  in the case of any successful action to enforce 

aiiy liability under this section, thc costs of tllc action 

together wit11 rcasonablc attoriicy's fces as detcriniilctl 

by the court. 

Tlic Uiiitcd S.tatcs coilseilts to be sued under this scction 

\~itllout linlitatioii on the amount in controversy. ..., *C - ., 

"EFFECT~~I?:  

"SXC.12. This Act shall take eflect oue year after the 

clatc of its cnactnlcat.". 



PART 3-LEGISLATIVE DEBATE 

Senate Action 

[From the Congressional Record-Senate, Sept. 19,19741 

FEDERAL PRIVACY BOARD ACT-AMENDMENT 

AMENDMENT NO. 1 9  1 4  

(Ordered to be printed and referred to the Committee on Govern-
ment Operations.) 

HALTING USE OF THE SOCIAL SECURITY NUMBER AS A UNIVERSAL 

POPULAT1ON IDENTIFIER 


Mr. GOLDWATER. Mr. President, I am introducing today for myself 
and the senior Senator from Illinois (Mr. Percy) an amendment to 
halt the spread of the social security number as a universal population 
identifier. I am delighted that the Senator from Illinois, who is the 
ranking Republican member of the Senate Committee on Government 
Operations, is joining with me today as a coauthor of this amendment 
to S. 3418, a privacy bill mhich was ordered favorably reported by 
that committee on August 20. 

Mr. President, the ainenclment mhich we are offering today is similar 
to S. 2537, a bill which I introduced last year to provide that no indi- 
vidual may be compelled to disclose his social security number for any 
purpose not specifically required by law. An identical bill, H.R. 9968, 
had been introduced in the House of Representatives last year by my 
son, Congressman Goldwater, Jr., of California. 

Mr. President, when parents cannot open bank accounts for their 
children without obtaining social security numbers for them ;when all 
schoolchildren in certain ninth grade classes are compelled to apply for 
social security numbers ;when a TTTorld War I veteran is asked to fur- 
nish his social securial number in order to enter a Veterans' Adminis- 
tration hospital ;and when the account number is used and required for 
numerous other purposes totally unrelated with the social security 
program ;then i t  is time for society to stop this drift toward reducing 
each person to a number. 

There already have been issued a total of over 160 million social 
security numbers to living Americans. There is no statute or regulation 
which prohibits or limits use of the account number. 

To the contrary, a directive President Roosevelt issued 32 years ago, 
is still in effect requiring that any Federal agency which establishes 
a new system of personal identification must use the social security 
number. 

'For Senator Ervin's introductory remarks on S. 3418, see g. 3. Text of S. 3418 may 
be found on p. 9. 
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Numerous Americans cleplore this clevelopinent. They resent being 
constantly asked or required to clisclose their social security nuinber 
in orcler to obtain benefits to which they are legally entitled. They sense 
that  they are losing their identity as a unique human being and are re- 
duced to a cligit in some bureaucratic file. 

Scholars n ~ h o  have stuclied the sit~zation have fears which run far  
cleeper. These specialists coi~sicler use of the social security nunlber as a 
population number will i~lalie us all become illarked inclividuals. 

Wha t  is meant is that once the social security number is set as a 
universal identifier, each person would leave a trail of personal clata 
behincl him for all of his life which could be immecliately reassem- 
blecl t o  confront him. Once m-e can be identified to the adininistrator in 
government or in business by an exclusive number, me can be pin- 
pointed wherever we are, v e  can be more easily manipulated, we can be 
more easily conditioned ancl we can be more easily coerced. 

Mr. President, the use of tlze social security number as a method of 
national population nunibering is inseparable froin the rapicl advances 
in  the capabilities of conlputerized personal data equipment. The  state 
of the ar t  in c o m p ~ ~ t e r  data storage is now so advanced that  the Wa-
tional Academy of Sciences actually reported in 1972t h a t  

It is  techilologically possible today, especially with recent advances in  mass 
storage memories, to build a computerized, on-line file containing the compacted 
equivalent of 20 pages of typed informatioll about the personal history and se- 
lected activities of every man, woman, and child in the United States, arranging 
the systeni so that  any single record could be retrieved in about 30 seconds. 

Where will i t  end! TVill ~ v e  allon- every individual in the United 
States to be assig~ecl a unique identification number for use in all his 
governmental ancl business activities? TTTill we perinit computerized 
personal clata systems to interlink nation-r~ide so that  all the details of 
our personal lives can be assembled instantly for use by a single person 
or institution? 

The  time to  thinli about the future is noxv. We must builcl into the 
law safeguards for personal privacy ~vhile a national numbering systelm 
is still a coilcept ancl not an accoinplishecl fact. 

Accorclingly, I am introducing toclay with Senator Percy an amencl- 
inent to the Federal privacy legislation that ~vi l l  impose la moratorium 
on the use of social security nuinbers for purposes unrelatecl to tho 
original social security program. Onr  amendment will make i t  mlla~v- 
ful for any go^-ernmental body at  the Federal, State, or local level to 
deny to any person a right, benefit, or privilege because the individual 
does not want to clisclose his social security account number. The 
amendineilt also provides that  it shall be ~znlamfnl for anyone to dis- 
criminate against another person in  any business or coinmercial deal- 
ings because the person chooses not to clisclose his social security 
number. 

Recognizing that  what we are proposing ~vill  cause a significant 
change in the identification methods of R great many agencies and 
institutions, we provide for  the phasing in of these prohibitions bepin- 
ning on January 1,1975. Any information system started after that  
date will be subject to the restraints of onr amendnlent and any infor- 
mation system in  existence before then is exempted froin the amend- 
ment. 

I11 addition to the prohibitjons on the spread of the social security 
n~zniber in tlze future, the amendment includes a requirement that all 



agencies and persons who request of a person the disclosure of his 
social security nilmber must inform the person whether clisclosure is 
mandatory or voluntary, state the specific authority for  compelliilg 
disclosure, tell what uses will be macle of it, ancl notify \vl~at rnles of 
confidentiality mill protect these uses. 

Mr. President,, inedical ancl sociological evidence proves that the 
need for privacy is a basic, n a t ~ ~ r a l  one, essential both to individual 
physical and mental health of each human being and to the creativity 
of society as a ~vhole. It is for us to determine today just how innch 
privacy shall remain for the individual in the fut i~re,  and I hope the 
Senate will shortly have the opportunity to act favorably upon the 
amendment which we have offered to protect against a ilational num- 
bering system. 

Rfr. President, I ask unanimous consent that  a copy of the ainend- 
ment hy myself 2nd Senator Percy, as coauthors, be pri~lted in the 
Record. 

There being no objection, the amendnlent was orclered to be printed 
in t,he Record, as fol lo~i~s : 

bfORATORIUbf ON USE O F  SOCIAL SECURITY NUMBERS 

SEC.307. ( a )  I t  shall be unlawful for- 
(1)  any Federal. State, or local government agency to cleny any indiridnal 

any right, benefit, or privilege provided by law because of such individual's 
refusal to clisclose his social security account number, or 

( 2 )  any person to discriminate against any individual in the course of any 
business or coln~llercial transaction or actirity because of such individual's 
refusal to disclose his social security account number. 

( b )  The provisions of subsection ( a )  shall not apply with respect to- 
(1 )  any disclosure which is  required by Federal law, or 
(2)  any information system in existence ancl operating before January 1, 

1975-

(c)  Any Fecleral, State, or local qorerninent agency n~llich requests an indi- 
T7idual to disclose his social security account number, and any person IT-ho 
rrquests, in the course of any business or coinlnercial transaction or activity, a n  
indiriclnal to disclose his social security account number, sllall inform that  
indiriclnal n~hether that  disclosure is mandatory or voluntary, by ~ ~ ~ h a t  statutory 
or other authority such number is solicited, what uses will be nlade of it ,  and 
what rules of confidentiality will govern it. 

Mr. PERCY.Mr. President, the issue of the social securitv number, 
SSN, as a universal identifier, \vhich increasin~ly is required to be 
supplied by an individual in his transactions mltlz both the Govern- 
ment alld ~ ~ i t h  private businesses, and v-hich 111ay soon inake i t  possilsle 
for anyone to link and gain access to a -wide varietv of different data- 
banks, is a matter of deep concern to me and to other hilembers of the 
Senate and the House. I am pleased to iojn Senator G o l d ~ ~ ~ a t e r ,  who 
over an extended period of time has t iken a very active, constructive 
concern in this issue, as cosponsor of an aiiiendment to S. 3418 which 
addresses this concern a i d  commend Senator Goldrater,  my distin- 
guished colleague, on his leadership in this important'matter to ev6ry 
citizen, 

S. 3418 is the privacy legislation that I have cosponsored with Sena- 
tors Ervin, Rfuskie, and Ribicoff. The bill, which was unanimously 
reported by the Committee on Government Operations on August 20, 
establishes certain richts of privacy that  apply to an individual's per- 
sonal information. The bill also establishes a study commission, the 



Federal Privacy Commission, whose primary func.tions will be to 
oversee and assist, Federal agencies in the implementation of thj.s Act 
and to conduct a study of a wide variety of privacy issues that, for lack 
of adequate information and understanding, are not covered in S. 3418. 

A very important subject that the Commission will study is the use 
of the SSN as a universal identifier. This study will respond to con- 
cerns of a wide variety of individuals who have expressed their 
resentment in letters to Members of Congress in recent years about 
having to furnish their SSN for purposes completely unrelated to 
social security. 

The purpose of the amendment we are proposing is to halt the 
expansion of the use of the SSN. I t s  primary importance is to hold 
the problem to a fixed. dimension until the Privacy Commission com- 
pletes a study and decides upon appropriate legislative recommenda- 
tions to Congress. It follows the key recommendations of the widely 
cited Report of the Secretary of HEBV7s Committee on A~~tomated 
Personal Data Systems, published in 1973 under the title LLRecords, 
Computers, and the Rights of Citizens." On page 126 of the report, 
the HEW Committee gives specific recommendations on the SSN 
concerning the right of an individual to refuse to disclose the social 
security number : 

SPECIFIC RECOMMENDATIONS ON THE SOCIAL SECURITY NUMBER RIGHT O F  AN INDI-
VIDUAL TO DISCLOSE THE SOCIAL SECURITY NUMBER 

Increasing demands are  being placec? on individuals to furnish a n  SSN in cir- 
cumstances when use of the SSN is  not required by the Federal Government for 
Federal program purposes. For example, tbe SSN is demanded of individuals by 
State motor vehicle departments, by public utility companies. landlords, credit 
grantors, schools, colleges, and innumerable other organizations. 

Existing Federal lam and Social Security regulations are  silent on such uses 
of the SSN. They provide no clear basis for keeping State and local government 
agencies and private organizations from demanding and using the number. As a 
practical matter, disclosure of one's SSN has been made a condition for obtain- 
ing many benefits and services, and legal challenges to this condition under 
State law have been almost uniformly unsuccessful. 

I f  the SSN is to be stopped from becoming a "de facto" universal identifier, 
the individual must have the option not to disclose his number nnless required 
to do so by the Federal government for legitimate Federal program purposes, and 
there must be legal authority for his refusal. Since existing lam offers no such 
clear authority, we recommend specific, preemptive, Federal legislation pro- 
viding : 

(1)That an individual has the right to refuse to disclose his SSN to any person 
or organization that  does not have specific authority provided by Federal statute 
to request it ; 

(2) That an individual has the right to redress if his lawful refusal to disclose 
his SSN resnlts in the denial of a benefit, or the threat of denial of a benefit ; and 
that, should an individual under the threat of loss of benefits supply his SSN 
under protest to an unauthorized requestor, he shall not be considered to have 
forfeited his right to redress ; 

(3)That any oral or written request made to a n  individual for his SSN must be 
accompanied by a clear statement indicating whether or not conlpliance with the 
request is  required by Federal statute, and, if so, citing the specific legal 
requirement. 

I n  response to these recommendations, our amendment to S. 3418 
prohibits Government agencies from conditioning any right, benefit, 
or privilege provided by law upon an individual's decision not to dis- 
close his SSN. I t  moulcl d s o  prol~ibit discrimination against any indi- 



vidual who, in 'the course of any business or commercial transaction or 
activity, chooses not to furnish his number. Finally, the amendment 
requires that whenever a Federal agency or private organization 
requests an individual to supply his SSN, i t  must inform him whether 
disclosure is mandatory or voluntary, by what statutory authority the 
number is requested, what uses will be made of it, and what rules of 
confidentiality will govern it. 

I would like to point out that our amendment fills a void created 
when an earlier provision was dropped from S. 3418. I t  would have 
prohibi'ted Government and private organizations that, currently rely 
on the SSN from compelling an individual to furnish his number 
except when specifically required by law. The members of the Gchvern- 
nient Operations Committee voted to delete this provision after several 
important objections were identified. These objections centered around 
the disrup'tion of established procedures and uncertain but large cost 
involved in changing recordkeeping procedures nationwide. The earlier 
provision would haxre meant redesigning forms and reprograming 
comp~~tersto an unknown extent. It would have had the undesirable 
effect of requiring the Army to change their identification system for 
military personnel. 

Our amendment overcomes the flaws in the earlier provision. It does 
not interfere with existing uses of the number. It specifically exempts 
any disclosure which is required by Federal law and i t  exempts any 
use of the SSN by any information system that is in existence and 
operating prior to January 1,1975. Thus it will not disrupt established 
procedures and i t  will not create unwarranted cost burdens. Instead, it 
serves the important function of blocking further expansion of the 
use of the number as a universal identifier until needed policy recom- 
mendations can be developed by the Federal Privacy Commission. 
And finally, i't brings needed congressional attention to an issue of 
long standing. 

[From the Congressional Record-Senate, Nov. 21,,19741 

SENATE CONSIDERS S. 3418 AS REPORTED BY THE 
COMMITTEE ON GOVERNMENT OPERATIONS 

The Senate continued with the consideration of the bill (S.3415) to 
establish a Federal Privacy Board to oversee the gathering and dis- 
closure of information concerning individuals, to  provide manage- 
ment systems in Federal agencies, State and local governments, and 
other organizations regarding such information, and for other 
purposes. 

Mr. HRUSKA.Mr. President, I ask unanimous consent on behalf of 
the Senator from Arkansas (Mr. McClellan) and of myself for the 
privilege of the floor during consideration of S.3418 and voting therwn 
of Mr. Paul C. Summitt, Dennis G. Thelan, J. C. Argetsinger, and 
Douglas Marvin. 

The PRESTDINGOFFICER. Without objection, i t  is so ordered. 

Mr. GOLDWATER. 
Mr. Presiaent, I ask unanimous consent that dur-

ing the proceedings this afternoon on S. 3418 my legal assistant, Terry 
Emerson, be allowed the privilege of the floor. 



The PRESIDINGOFFICER. Without objection, i t  is so ordered. 
The Senator from North Carolina. 
Mr. ERVIN. Mr. President, I ask unanimous consent that Robert B. 

Smith, Jr., A1 From, W. P. Goodwin, Jr.,David Johnson, Bob Vastine, 
Mark Bravin, Marrilyn Harris, Wright Andrews, Jim Davidson. 
Gretchen MacNair, Mark Gitensteia, W. Thomas Foxwell, and Eliza- 
beth Preast of the staff of the Committee on Government Operations 
be allowed the privilege of the floor a t  all times during the considera- 
tion of S. 3418, including all votes thereon. 

The PRESIDINGOFFICER. Without objection, i t  is so ordered. 
Mr. ERVIN.Mr. President, S. 3418 mas originally introduced by 

myself with the cosponsorship of the distinguished Senator from Illi- 
nois (Mr. Percy), the distinguished Senator from Maine (Mr. 
Muskie) ,the distinguished Senator from Connecticut (Mr. Ribicoff) , 
the distinguished Senator from Washington ((Mr. Jackson), the dis- 
tinguished Senator from Arizona (Mr. Goldwater), and the distin- 
guished Senator from Tennessee (Mr. Baker). 

Since that time the following Senators have been made cosponsors 
of the bill the distinguished Senator from Tennessee (Mr. Brock), 
the distinguished Senator from Michigan (Mr. Hart) ,  the distin- 
guished Senator from California (Mr. Cranston), the distinguished 
Senator from Massachusetts (Mr. Kennedy), the distinguished Sen- 
ator from New York (Mr. Buckley), the distinguished Senator from 
Minnesota (Mr. Humphrey), and the distinguished Senator from 
Maryland (Mr. Mathias). 

Mr. President, to facilitate the consideration 01the bill, I ask unani- 
mous consent that the committee amendment of the Committee on 
Government Operations in the nature of a substitute be agreed to and 
that the committee amendment as agreed to be considered original text 
for the purposes of further amendment. 

The PRESIDINGOFFICER.ISthere objection? The Chair hears none. 
Without objection, it is so ordered. 

The committee amendment in the nature of a. substitute may be found 
on p. 97. 

CONSIDERATION O F  PERFECTING A1CIENDMENTS 

Mr. ERVIN. Mr. President, after the committee hacl reported the bill, 
the committee staff worked out a number of amendments mi'th the Office 
of Management and Budget and also other pel-fecting amendments 
which I send to the desk a t  this time and ask they be voted on en bloc. 

TI10 PRESIDING The clerk will report the amendments. OFFICER. 

The legislative clerk read as follows: 

On page 26, line 21 immediately after the period insert the following new 

aentence : "A subpena shall be issued only upon an affirmative vote of a majority
of all members of the Commission.". 

On page 31, line 1, strike out "travel, hotel, and entertainment res-" and icsert 
in  lieu thereof "cable television and other telecommunications media, travel, 
hotel, and entertainment res-". 

On page 33, line 10, strike out all after "(1)" up to the semicolon on line 13, 
and insert in lieu thereof the following : "insure that  personal information main- 
tained in the system or file is accurate, complete, timely, and relevant to the 
purpose for which i t  is collected or maintained by the agency a t  the time any 
access is granted to the file, material is  added to or talren from the file, or a t  
any time i t  is used to make a determination affecting the subject of the file." 



On page 34, line 22, strike out all that  follows through the period on line 24, 
and insert in lieu thereof the following : "Such information is relevant and neces- 
sary to carry out a statutory purpose of the agency." 

On page 37, line 15, strike out all through the semicolon on line 17 and insert 
in  lieu thereof the following new subparagraph : 

"(D)  to know the sources of personal information ( i )  unless the confiden- 
tiality of any source is  required by statute, then the right to know the nature of 
such source ;or ( i i )  unless investigative material used to determine the suitabil- 
ity, eligibility, or qualifications for Federal civilian employment, military service, 
Federal contracts, or access to classified information, is  compiled by a Federal 
agency in pursuit of an authorized investigative responsibility, and in the course 
of compiling such materials, information prejudicial to the subject of the investi- 
gation is revealed through a source who furnishes such information to the 
Government under the express provision that  the identity of the source will be 
held i n  confidence, and where the disclosure of such information would identify 
and be prejudicial to the rights of the confidential source, then the right to know 
the nature of such information and to examine that  information if i t  is  found to 
be material or relevant to an administrative or judicial proceeding by a Federal 
judge or Federal administrative officer. Provided, that  investigative material 
shall not be made available to promotion boards which are empowered to promote 
or advance individuals in  Federal employment, except when the appointment 
mould be from a noncritical to a critical security position." 

On page 38, line 15, after "relevant" strike the comma and insert the following : 
"to a statutory purpose of the agency,". 

On page 39, line 5, strike out all after "(F)"through line 8, and insert in  lieu 
thereof the following: "Not later than sixty days after receipt of notice from a n  
individual making a request concerning personal information, make a determina- 
tion with respect to such request and notify the individual of the determination 
and of the individual's right to a hearing before an official of the agency which 
shall if requested by the individual, be conducted as  follows :". 

On page 39, line 9, immediately after "hearing" insert "shall be conducted in 
an expeditious manner to resolve the dispute promptly and". 

On page 39, line 10, strike out "at which time" and insert the following : 
"and, unless the individual requests a formal hearing, shall be conducted on 

an informal basis, except that". 
On page 39, line 11,strike out "appeal" and insert in  lieu thereof "appear". 
On page 39, line 22, immediately after "reviewable" insert "de novo". 
On page 39, between lines 23 and 24, insert the following : "An agency may, for 

good cause, extend the time for making a determination under this subparagraph. 
The individual affected by such a n  extension shall be given notice of the exten- 
sion and the reason therefore." 

On page 39, line 25, immediately after "agreement" insert "for", and. 
On page 40, line 1, immediately before "of" insert ", or the operation by or on 

behalf of the agency". 
On page 40, line 2, strike out "or" the second time it appears and insert in lieu 

thereof a comma. 
On page 40, line 3, immediately after "alteration" insert ", or the operation by 

or on behalf of the agency". 
On page 42, line 19, strike out "or the recipient". 
On page 42, line 21, strike out "201(b) (4 )  and section". 
On page 43, line 6, strike out "research or reporting" and insert in  lieu thereof 

"reporting or research". 
On page 43, line 10, strilre out "safety, or identification" and insert in lieu 

thereof "or safety". 
On page 43, line 13, strike out all  through the period on line 17. 
On page 43, line 18, strike out " ( d )" and insert in lieu thereof "(~2;'. 
On page 44, line 1,strilre out "(e )" and insert in lieu thereof " (d)  . 
On page 44, line 12, strike out " ( f )  " and insert in lieu thereof "(e)". 
On page 45, line 2, strike out the comma and insert in lieu thereof f'or". 
On page 45. line 10, after the colon insert the following : "Provided that  investi- 

gatory records shall be exempted only to the extent that  the production of such 
records would ( A )  interfere with enforcement proceedings, (B) deprive a person 
of a right to a fair trial or an impartial adjudication, ( C )  disclose the identity 
of a confidential source, and in the case of a record compiled by a criminal lam 
enforcement authority in  the course of a criminal investigation, or by a n  agency 
conducting a lawful national security intelligence investigation, confidential in- 



formation furnished only by the confidential source, (E) disclose confidential 
investigative techniques and procedures which are  not otherwise generally known 
outside the agency, or ( F )  endangers the life or physical safety of law enforce- 
ment personnel." 

On page 47, line 7, strike out "section 201 (c )  '(3), (G) , (I),and (J)" and insert 
i n  lieu thereof "sections 202(c) (3)  (A), (B), (D),  (E) ,  ( F ) ,  (G) ,  ( I ) , and 
fJ1.'',-,. 

On page 47, between lines 23 and 24, insert the following new subsection : 
"(d)  The provisions of this Act shall not require the disclosure of testing or 

examination material used solely to determine individual qxalifications for ap-
pointment or promotion i n  the Federal service if the disclosure of such material 
would compromise the objectivity or fairness of the testing or examination 
p1y)cess.". 

On page 48, between lines 8 and 9, insert the following new section : 

REGULATIONS 

Sec. 207. Each Federal agency subject to  the provisions of this Act shall, not 
later than six months after the date on which this Act becomes effective, promul- 
gate  regulations to implement the standards, safeguards, and access require- 
ments of this title and such other regulations a s  may be necessary to implement 
the requirements of this Act. 

On page 52, line 5, strike out "$10,000" and insert in lieu thereof "$2,000". 
On page 52, line 6, strike out "five" and insert in  lieu thereof "two". 
On page 52, lines 22 and 23, strike out "has engaged, is engaged," and insert 

in  lieu thereof "is engaged." 
On page 53, line 1, strike out "Any" and all that  follows through "liable" on 

line 3, and insert in  lieu thereof the following: "The United States shall be 
liable for the actions or omissions of any officer or employee of the Government 
who violates the provisions of this Act, or any rule, regulation, or order issued 
thereunder in the same manner and to the same extent a s  a private individual 
under like circumstances". 

On page 53, line 12, immediately after the period insert the following: "A 
civil action against the United States under subsection (c )  of this section shall 
be the exclusive remedy for the wrongful action or omission of any officer or 
employee." 

On page 47, between lilies 23 and 24, insert the following : 
( d )  "The provisions of this Act, with the exception of Sections 201 ( a )  (2),  

2 0 1 0 ~ )( 2 ) ,  ( 3 ) ,  (41, (5 ) ,  (61,and (7 ) ,  201(c) (2 ) ,  201(c) (3)  (A) ,  (B) ,  ( D ) ,
and (F) and 202 ( a )  (2)  and (3)  shall not apply to foreign intelligence informa- 
tion systems or to systems of personal information involviilg intelligence sources 
and methods designed for protection from unauthorized disclosure pursuant to 
50 U.S.C.A. 403." 

Mr. ERVIN. I might state to the Senate that none of these amend- 
ments makes any funclamental alteration i11 the bill. They merely 
clarify certain sections and make certain adjustments to satisfy some 
of the requests made by the Office of Management and Budget. 

The amenclments were agreed to en bloc. 
Mr. ERVIN. Mr. President, I yield to the distinguished Senator 

from Connecticut with the understanding I do not thereby lose my 
right to the floor. 

Mr. WEICKER. Mr. President, I ask unanimous consent that Mr. 
Bob Dotchin, Geoffrey Baker, and John Harvey of my staff be per- 
mitted the privilege of the floor 'during debate on tliis matter. 

The PRESIDINGOFFICER. Without objection, it is so ordered. 
Mr. WEIGHER. I t,hank the distinguished Senator. 
The Y ~ S I D I N G  OFFICER. The Senator from North Carolina. 
Mr. ERVIN. Mr. President, I ask unanimous consent to insert in the 

Record at this point a memorandum which explains in detail the 
s~rnendmentsto the bill that the Senate has just adopted. 



There being no objection, the memorandum was ordered to be 
printed in the Recorcl, as follows : 

AMENDMENTSTO THE PRIVACYFEDERAL ACT 

Attached are  both technical and substantive Committee amendments to S. 
3418 which have been drafted since this legislation was reported August 20 by 
the Committee on Government Operations. These amendments reflect an effort 
to improve S. 3418 and in gart  a re  based upon suggestions offered by OMB 
director, Roy Ash in a letter to Senator Ervin dated September 18, 1974. 

TECHNICAL AND SUBSTANTIVE COMMITTEE AMENDMENTS 

1. Section 105(a) (1) on page 26, line 21. I t  was intended in the bill as 
reported by the Government Operations Committee that  no subpoena shall be 
issued by the Federal Privacy Protection Commission unless i t  was approved 
by a majority vote by all members of the Commission. While this point was 
covered indirectly in another section governing action by the Commission, i t  
was felt necessary to clear np any ambiguity with a n  amendment which rpecif- 
ically states that requirement. 

2. Section 201(b) (1) on page 33, line 10. As reported the bill requires that  
information maintained in agency systems or files be accurate, complete, timely, 
and relevant. Under these standards agencies would be required to search 
through all of their files and clean out any "dirty", inaccurate, or irrelevant 
material. I n  order to reduce the cost and administrative burden of such a 
requirement this amendment proposes to require the "cleaning up" of files a t  
the time any access is granted to a file, material is added to or taken from a 
file, or a t  any time the file is used to malre a determination affecting the subject 
of the file. 

There may be a n  Adminis~ration amendment which would seek to require the 
cleaning up of files only a t  the time a determination is made affecting the sub- 
ject of the file-a much wealrer standard than proposed here. 

3. Section 201(b) (7)  on page 34, line 22. This section would prohibit agencies 
from establishing programs to collect or maintain information about how 
individuals exercise First Amendment rights. An exception is provided if a n  
agency head specifically determines that  the program is required for  the ad- 
ministration of a statute which the agency is charged with administering. I t  
seemed that a much tighter standard would be that  used throughout the rest 
of the Act which would permit a n  exception only when "such information is  
relevant and necesszry to  carry out a statutory purpose of the agency." 

4. Section 201(d) (1 )  (D)  on page 37, line 15. This section requires that  
agencies disclose the sources of personal information unless the confidentiality 
of such sources is required by statute. I n  any other instance, however, agencies 
would be required under this Act to malre available to the subject of the file 
any comments by third parties and identify those third parties in the record. 
While this requirement is not without merit the Civil Service Commission and 
other agencies express concern that  confidentiality is  necessary in soliciting 
candid comments during background investigations of persons to determine their 
suitability for employment for military service, to receive Federal contracts O r  
to gain access to classified materials. 

Should i t  be decided that protection is  needed for  certain third party com-
ments, the attached amendments include a fairly restrictive dral t  amendment 
which would, in a case where disclosure of third party information would 
identify and be prejudicial to the rights of the confidential sources, permit the 
subject of the file to know only the nature of the information provided. How- 
ever, if the information were to be found material or relevant to a n  administra- 
tive or judicial proceeding the judge or federal administratire officer could 
malre it available to the subject of the file. A further proviso would require 
that such investigative material could be made available to promotion boards 
unless the appointment under consideration would be from a non-critical to  a 
critical security position. 

5. Section 201(d) (3)(I?) on page 39, line 5. As the bill was reported, there 
was no time limit for the agency to respond to a n  initial recluest for information 
about his file. This amendment would set a limit for sixty days after receipt 
of notice from a n  individual requesting certain personal information for the  



agency to make a determination with respect to such request and notify the 
individual whether the agency will provide the information and of his right to 
a hearing nlitl~in the agency. 

6. Section 201(d) (2)  (F) on page 39, lines 9 and 10. These amendments require 
the agency to conduct hearings in an expeditious manner and permit the indi- 
vidual to request either a formal or informal hearing before the agency regarding 
requests to challenge certain information within a file. 

7. Section 201(d) (2)  ( F )  (ii)  on page 39, line 22. This amendment provides 
for a Federal district court to review a petition to challenge personal data  in a 
de novo proceeding. This is  a technical amendment-albeit an important one- 
since i t  has always been assumed that appeals ~vould be de novo in  fact mas 
so discussed in the Committee report. The actual wording was merely left out 
of the  final draft. 

8. Section 210(e) .on page 40, line 1. It was felt  tha t  a n  amendment was 
needed to permit agencies to  extend the safeguards of this Act t o  those private 
or State and local government contractors or grantees, in those limited situa- 
tions covered by the bill where the contract or grant is for  the specific pumose 
of creating or altering a n  information system, to the additional case where the 
contract or grant might specifically be for the operation by or  on behalf of the 
agency. Apparently, Federal agencies do contract with private firms on a regular 
basis for the use of data processing and information facilities and this coverage 
is therefore necessary. 

9. Section 202(b) on page 42, line 21. Strike out the words "201(b) (4 )  and 
Section". Under this general section, a n  agency would have to obtain the con- 
sent of an individual before i t  could transfer information out of its files about 
that  individual t o  offices and emplcyees of the agency i n  the ordinary course of 
their duties; to the Bureau of the  Census to carry out a census or survey under 
the provisions of its ac t ;  where advance written notice has been obtained that 
the information provided will be used only as  a statistical record; or whether 
i t  is a compelling circumqtance affecting the health or safety of the subject of 
the file. As reported, the bill would also excuse the agency in the aforementioned 
circumstances from recording the persons or agencies to whom the information 
mas distributed. On reflection, i t  nras determined that this would not be a de-
sirable feature and that  all disclosures of information outside of the file should 
be recorded. 

10. Section 203(b) on page 45, line 10. I n  the bill as  recorded criminal investi- 
gative information would have had t o  Ibe released after a period necessary to 
commence criminal prosecution. I t  was felt that the language of the Hart  
Amendment, adopted when the Congress passed the recent Amendments t o  the 
Freedom of Information Act, was a much more specific and carefully drawn 
provision for the ultimate release of criminal investigative records and that its 
language be substituted here since i t  had already received Justice Department 
approval. 

11. Section 205 on page 47, between lines 23 and 24. The Civil Service Com- 
mission has made what appears *to be a reasonable request that the Act not 
permit the disclosure of testing or examination material used solely to deter- 
mine qualifications of a n  individual for  appointment or promotion in the Federal 
service. I n  those instances where the disclosure of that  material would compro- 
mise the testing of examination process-in other words, where the release of 
test scores nrould permit the transfer of that information outside an agency and 
require the frequent changing of Civil Service Commission exams. 

12. Section 207. This would be a new section adding a specific requirement 
that  Federal agencies subject t o  the provisions of this Act, within six months 
after the date on which the Act becomes effective-this would be one year and 
six nonths after the bill is  signed into law-would be required to promulgate 
regulations to implement the standards, safeguards. and access requirements of 
the Act. 

13. Section 303(c) on page 53, line 1 and on page 53, line 12. As i t  is  now 
drafted, the civil liability under the Act runs against an individual employee 
of la Federal agency who might violate the provisions of the Act or a rule issued 
thereunder. It has been suggested that this is  a n  unusual provision and that  
civil liabilities should run only against the agency itself. An individual cuing 
under the Act, however, should be able t o  recover both actual and general dam- 
ages and there should be included a provision for liquidated damages of say 
$1,000 into the assessed against the agency for  a violation of the Act. 



Mr. ERVIN. Mr. Presidenit, I think this bill as (amended by 'the amend- 
ments just adopted, as well as by the committee substitute, constitutes 
landmark legislsltion. 

Mr. President, S. 3418 represents the culiliination of many moi~ths 
of work by the Conlmittee on Government Operations to fashion leg- 
islation that will guarantee the rights of all Aniericans with respect 
to the gathering. use, and clisclosure of i~lfo~nlation about thein by the 
Federal Government. I might also add inferentilally that this bill also 
represents the culnlinxtion of many years of work by the Judiciary 
Subcommittee on Constitutional Rights. 

A debt of gratitude is owed to bwo members of the committee in 
particular-Senator Percy of Illiitois, the ranking minority member, 
and Senator Rfuslrie of Maine, the chairman of the Subcommittee on 
Intergovernmental Relations. 

Senator Percy suppliecl niuch of the initialtive behind the introduc- 
tion of the bill and much of the manpower behind its developnlent in 
the committee. 

Senator Muskie's contributions to the bill have been invalnaible. H e  
and his able staff on the Subcommittee on Intergovernmental Rela- 
tioms have been largely responsible for the reasonable and sensible 
approach that is embodied in the bill before us today. 

Of course, praise must go to a11 members of the Conlmittee on Gov- 
ernment Operations. Without their many valuable eontri1butions, we 
~~oulc lhave been uuable to develop the sensible bill that the committet: 
reported unanimously to the Senate. 

Mr. President, S. 3418 establishes a Federal Privacy Comnlission 
and provides for safeguards and stlanclards which Federal agencies 
must follow in the collection, maintenance, and dissemination of in- 
formation about indiviclnal Americans. 

The bill applies to the departments land agencies of the Federal 
executive branch. 

In  addition, a departmenlt or agency may apply its provisions to  a 
personal data bank or a personal information system which is specif- 
ically created or substantially altered through a grant, contract, or 
agreement with that department orragency. 

The reforms wrought by S. 3418 have been a long time coming. This 
is true despite the fact that the principles it implements, of fair, honest, 
and responsible behavior by Government toward its citizens, are those 
recognized values of Western jurisprudence and democratic consti- 
tutional government. More important, they are the principles upon 
which our own Constitution rests. Their restatement as legislative 
guarantees are vital today. 

Somehow, the varied and wide-ranging functions which have been 
thrust very rapidly upon the Federal management machinery of an 
earlier time, have left great loopholes for the gathering, use and dis- 
closure of information about Americans in ways and for reasons that 
should give us serious pause. The advent of computer technology and 
new ways of information storage and sharing which have made it pos-
sible for government to provide new services and to carry out new 
programs, have also encouraged the extension of some practices of 
doubtful wisdom or constitutionality. These practices have been 
sanctioned or tolerated by administrations regardless of the party in 



power. For this reason the concern over the resulting threats to freedom 
has brought complaints to Congress from Americans in all walks of 
life. 

These complaints have been examined by congressiollal committees, 
special Government studies, commissions, boards, and groups. They 
have been examined by ~ r i v a t e  organizations and professional associ- 
ations. Throughout our land, the subject of privacy has been debated 
as it applies far all citizens and as it applies to the needs of special 
groups. 

Mr. President, it is my opinion that there is very little left to debate. 
I believe S. 3418 contains the minimum recommendations made for pro- 
tecting privacy and for establishing constitutional rules for Govern- 
ment's use of computer technology for personal data systems. 

This bill provides an information bill of rights for the citizen and a 
code of fair information practice for the departments and agencies of 
the executive branch. There have been many bills introduced to protect 
the privacy of certain groups of citizens. S. 3418 is legislation aimed 
a t  protecting the privacy of all Americans, whenever the Federal Gov- 
ernment collects, keeps, or uses personal information from or about 
them. 

Although many witnesses have said that the disclosures of Water- 
gate highlighted the need for this bill, the committee report makes 
clear that the bill is based on long-standing complaints of governmental 
threats to privacy which will haunt Americans in the years ahead 
unless this legislation is enacted. 

According to the report of the Government Operations Committee, 
the purpose of the bill is to : 

Promote governmental respect for the privacy of citizens by requiring all de- 
partments and agencies of the executive branch and their employees to observe 
certain constitutional rules in  the computerization, collection, management, use 
and disclosure of personal information about individuals. 

I t  is to promote accountability, responsibility, legislative oversight, and open 
governnent with respect to  use of computer technology i n  the personal informa- 
tion systems and data banks of the Federal government and with respect to  all of 
i ts  other manual or mechanical files. 

It is designed to prevent the kind of illegal, unwise, over-broad, investigation 
and record surveillance of law-abiding citizens which has resulted in recent years 
from actions of some over-zealous investigators, from the curiosity of some gov- 
ernment administrators, and from the wrongful disclosure and use of personal 
files held by Federal agencies. 

I t  is to prevent the secret gathering of information or the creation of secret 
information systems or data banks on Americans by employees of the depart- 
ments and agencies of the Executive branch. 

It is designed to set in motion a long-overdue evaluation of the needs of the 
Federal government to acquire and retain personal information on Americans, by 
requiring stricter review within agencies or criteria for collection and retention 
of such information. 

I t  is also to promote observance of valued principles of fairness and individual 
privacy by those who develop, operate and administer other major institu-
tional and organizational data banks of government and society. 

The bill accomplishes these purposes in five major wavs : 
First, title I of the bill establishes an independent Privacy Protec- 

tion Commission with subpena power and authority to receive and in- 
vestigate charges of violations of the act and report them to the proper 
officials; to develop model guidelines and assist agencies in imple- 
menting the act; and to alert the President and Congress to proposed 



Federal information programs and data banks which deviate from the 
standards and requirements of the act. 

The Commission is also directed to make a study of the major data 
banks and computerized informa,tion systems of other governmental 
agencies and of private organiza,tions and to recommend any changes 
in the law governing their practices, including the application of all 
or part of this legislation in order to protect the privacy of the indi- 
vidual. 

Second, i t  requires agencies to give detailed notice of the nature and 
uses of their personal data hanks and information systems and their 
computer resources. I t  requires the new Privacy Commission to main- 
tain and publish a directory for the public of Federal data banks and 
personal information systems, a citizen7s guide to personal files; to 
examine executive branch proposals for new personal data banks and 
systems, and to report to Congress and the President if they adversely 
affect privacy and individual rights. It penalizes those who keep secret 
such a personal information system or data bank. 

Third, the bill establishes certain minimum information-gathering 
standards for all agencies to protect the privacy and due process rights 
of the individual and to assure that surrender of personal information 
is made with informed consent or with some guarantees of the uses and 
confidentiality of the information. To this end, it charges agencies to do 
the following things : 

To collect, solicit, and maintain only personal information that is 
relevant and necessary for a statutory purpose of the agency; 

To prevent hearsay and inaccuracies by collecting information di- 
rectly from the person involved as far  as practicable; 

To inform people requested or  required to reveal mformation about 
themselves whether their disclosure is mandatory or voluntary, whak 
uses the penalties are involved and what confidentiality guarantees 
surround the data once Government acquires it ;and 

To establish no program for collecting o r  maintaining information 
on how people exercise first amendment rights without a strict review- 
ing process based on la statutory duty. 

Fourth, title I1 of the bill establishes certain minimum standards 
for handling and processing personal information maintained in the 
data banks and systems of the exec~~tive branch; for preserving ithe 
security of the computerized or manual system; and for safeguarding 
the confidentiality of the information. To this end, it requires every 
department and agency to  insure, by whatever steps they deem neces- 
sary : 

That the information they keep, disclose or circulate about citizens is 
as accurmte, complete, timely and relevant to the agency's needs as 
possible. 

That they refrain from disclosing i t  within an agency unless neces- 
sary for employee duties, or from making i t  available outside the 
agency without the consent of the individual and proper ,warantees 
for aonfidentiality, unless pursuant (toopen records laws or unless i t  
is for certain law enfol-cement or  other purposes which are cited in 
the bill. 

That they establish rules of conduct with regard to the ethical and 
legal obligations of all employees and others involved in handling per- 



sonal data, and take acttion to instruct all employees of such dukies 
and of the requiremenlts of this act. 

That they issue appropriate administrative orders, provide person- 
nel sanotions, and establish ap ropriate technical and physioal safe- 
guards to insure the security o P the information systems and the con- 
fidentiality of the data. 

That they not sell or rent the names and addresses of people whose 
files they hold. 

That a person may, upon request, have his o r  her name removed from 
a mailing list rnain'cained by a private organization. 

That agencies make an effort to notify a person before s~~rrendering 
personal data in response to compnlsory legal process. 

That they take positive steps to assure that the technological features 
of (their automated data systems reflect the needs of Government to 
prevent unauthorized access and dissemination. 

That they report to  the Commission and to Congress when they 
propose centralizing computer resources and facilities involving stor- 
age, processing, or use of personal information. 

Fifth, (to aid in the enforcement of these legislative restraints, the 
bill provides administaative and judicial machinery for oversight and 
for civil remedy of violations. To this end, the bill gives the individual 
the rights, with certain exceptions, to be told upon request whether or 
not there is Government information on him or her, to have access to 
i t  to determine its accuracy and relevance, and to challenge it with 
e hearing upon request, and with judicial review in the Federal court- 
section 201 (d) . 

The provisioils of tiItle I11establish judicial remedies for the enforce- 
ment of the act through the counts by individuals a i d  organizations 
in civil actions challenging denial of access to personal information or 
through civil suits by the Attorney General or any aggrieved person to 
enjoin violations of the act. 

Mr. President, Senate Report No. 93-1183 contains a section-by- 
seotion analysis of the provisions of the bill. I commend this analysis 
to critics of this proposal. 

I believe the committee's oareful explanation of the background and 
purpose of the test of the bill provides a satisfaotory response to most 
questions about the effect of the bill. 

I n  many instances, this language reflects testimony and advice from 
witnesses, experk consultailts, and advisers, as well as consultation with 
agencies and groups concerned a b o ~ ~ t  the possible impact of the legisla- 
tion. 

EXECUTIVE BRANCH VIEWS 

The bill has been revised to deal with some legitimate problems 
raised by some private ~rg~mizations and by some departments and 
agencies of the executive branch. 

Despite these extensive revisions, some in the Federal Government 
still see legal ghosts. From the administration's lengthy list of objec- 
tions bo S. 3418, i t  (almost appears that nothing but deletion of the 
inajor provisions of the bill mill satisfy some people in the executive 
branch. 

Mr. Philip Buchen testified before the committee on behalf of the 
White House Domestic Council on Privacy. The burden of his testi- 



mony was that the problems of privacy and confidentiality are so varied 
and complex that they are beyond the legislative capacities of Congress 
to address in a comprehensive bill imposing similar standards on all 
agencies. 

I disagree with those who hold khis view. I believe the need has 
been demonstratecl for a rule of l m  concerning the technology, poli- 
cies, and practices of Government whicli affect the freedoms of 
Americans. 

The committee asBec1 the Office of Management and Budget for a 
report on S. 3418. They replied with a draft of a bill which repre- 
senked their approach to these 'Lcomplex" matters, by doing little more 

. than aflording the individual the opportunity to challenge inaccurate 
information used to malre a decision about the person. 

Mr. President, the committee response to the administration views 
and ko this counterproposal from the Office of Management and Budget 
is set forth in the committee report on page 16 as f o l l o ~ s  : 

The Committee is convinced that effective legislation must provide standards 
for and limitations on the information power of government. Providing a right of 
access and challenge to records, while important, is  not sufficient legislative soln- 
tion to threats to privacy. Contrary to the views of Administration spolresmen, i t  
is  not enough to tell agencies to gather and Beep only data ~ v h i c l ~  is reliable by 
their rights for whatever they determine is their intended use, and then to pit 
the individual against government, armed only with a power to inspect his file, 
and a right to challenge i t  in  court if he has the resources and the will to do SO. 

To leave the situation there is to shirlr the duty of Congress to protect freedom 
from the incursions by the arbitrary exercise of the power of governmellt and 
to provide for the fair and responsible use of that pomer. For this reason, the 
Committee deems especially vital the restrictions in section 201 which deal with 
what data a re  collected and by what means. For this reason, the establishment 
of the Privacy Commission is essential a s  a n  aid to enforcement and oversight. 

Mr. President, a month after this bill was unanimously approved by 
the Government Operations Committee, we received a second com- 
munication concerning S. 3418 from Mr. Roy Ash, Director of the 
President's Office of Management and Budget. He expressed concern 
about the wisdom of passing the bill in its present state. 

His first objection was to the coverage of the bill to State and local 
government and the private sector. Tliis coverage has ilow been deleted. 

His second objection was that the creation of an independent agency 
to implement the act was unnecessary and counterproductive, and 
would fragment responsibility. He advised us to delete title I of the 
bill establishing the Privacy Commission, and "thus let the agencies 
police themselves." 

It is, however, the judgment of the Committee that such a Commis- 
sion is necessary to assist in implementing the bill, to police violations, 
and to assist both Congress and the executive branch in controlling the 
Federal Government's incursions of the privacy of Americans. Clearly, 
responsibility could not be more fragmented than has been demon- 
strated in recent years. The Commission's efforts would coordinate 
efforts to protect privacy and would develop the kind of systematic 
reporting and information to allow all branches of Government and 
all levels of government to perform the duties assigned them by the 
constitutions and laws of this country. 

The White House also objected to section 201(a)  (3)  which requires 
the department or agency to tell the person requested or ordered to 



disclose information, whether that disclosure is mandatory or volun- 
tary, what penalties or consequences will result from nondisclosure, 
and what confidentiality rules will govern the response. 

Administration spokesmen felt this would have "the adverse effect 
of encouraging coercive data-gathering practices by emphasizing the 
penalties of not answering a request." 

I n  my view, this argument is on a par with old-fashioned horse- 
trading. I believe the committee has answered it at length on pages 48 
and 49 of the committee report. 

The administration also objected to section 201 (b) (I) which estab- 
lished for the first time a standard for d l  departments and agencies 
in  the quality of their management of personal records. It is a manage- 
ment principle which has been largely ignored in the rapid growth 
of the Federal Government's size and services. With the intense efforts 
by the General Services Administration and the Office of Management 
and Budget to create uniform standards and to extend automation 
of records in all agencies, there is an immediate need for such a legis- 
lative mandate so that administrators make such considerations an 
essential element of management for all records systems. It is no 
longer sufficient to wait until one individual file is produced for the 
purpose of making a decision on one individual. There is something 
more than efficiency a t  stake here. The ease of producing computer 
printouts with information about many people, the technoloqical ease 
of producing "enemies lists" from great masses of stored information, 
should give serious pause to those who agree too quickly with the 
White House argument. 

The administration has also objected to section 201 ( f )  (1) requiring 
reporting of proposed data banks on people and proposed sharing and 
centralizing of computer facilities. They urge instead, "that agencies 
be held accountable by a system of public scrutiny, for assuring that 
privacy concerns are assessed before any personal record-keeping 
system is implemented." They claim that regulations to this effect are 
being developed by the Domestic Council Privacy Committee. It is 
clear that public scrutiny is not sufficient to protect our constitutional 
liberties in the face of the complex scientific and administrative 
problems which make i t  difficult for anyone other than an expert in this 
field to understand what is going on until i t  is almost too late. 

President Ford himself, as Vice President, explained the dangers to 
freedom when agencies are left to their own pursuits where computers 
and data are involved. He has stated about the recent proposal for 
FEDNET : 

I am concerned that  Federal protection of individual privacy is not yet 
developed to the degree necessary to prevent FEDNET from being used to probe 
into the lives of individuals. Before building a nuclear reactor, we design the 
safeguards for  its use. We also require environmental impact statements 
specifying the anticipated effect to  the reactor's operation on the environment. 
Prior to approving a vast computer network affecting personal lives, we need a 
comparable privacy impact statement. We must also consider the fallout hazards 
of FEDNET to traditional freedoms. 

I think this is too vital an issue to be left to an ad hoc committee of 
the Domestic Council. It is a matter in which Congress has the duty 
and the right to establish the procedures for effective oversight and 
for accountability to the rights of the American people. 



Mr. President, the background of this legislation, going back many 
years, is described in the committee report. It is also set forth in the 
two vohlmes of the published hearings conducted by the Government 
Operations ad hoc Subcommittee on Information Systems and the 
Judiciary Subcommittee on Constitutional Rights. 

I might state that there have never been more complete hearings 
held on any legislative proposal than have been held by the 
subcommittees. 

The support for this legislation is found in these hearings and in 
the investigations conducted over many years by the Subcommittee on 
Constitutional Rights, whose members have diligently and patiently 
pursued governmental invasions of privacy wherever they arose. 

Mr. President, pages 3 through 17 of the committee's report describe 
the background of this legislation and sets forth some examples of 
unwarranted invasions of privacy. 

I wish to direct attention to a clerical error in the report on page 13 
in the section entitled, "First Amendment Programs :The Army." 

The first sentence should read : 
Section 201(b) (7)prohibits departments and agencies from undertaking pro- 

grams for gathering information on how people exercise their First Amendment 
rights unless certain standards are observed. 

Mr. President, S. 3418 as reported by the Committee 011 Government 
Operations represents a very sensible approach to the protection of the 
individual right of privacy with respect to information collected, used, 
and maintained by the Federal Government. It represents an impor- 
tant first step in the protection of our individual right to be left alone, 
and I strongly urge all Senators to vote for this important legislation. 

Mr. President, I mould like to express my appreciation for the out- 
standing work of the staff of the Committee on Government Opera- 
tions in perfecting this bill. Robert Bland Smith, Jr., the chief counsel 
and staff director, and J.Robert Vastine, the minority counsel, exerted 
formidable leadership over the efforts of the staff. They were extremely 
instrumental in securing consideration of this bill by the committee. 

They mere assisted most admirably by Jim Davidson, counsel to the 
Subcommittee on Intergovernmental Relations ;TV. P. Goodwin, Jr., 
cou~lsel to the committee; and W. Thomas Foxmell, the committee's 
staff editor who had the burden of producing the voluminous printed 
record of the bill compiled by the committee. 

Marcia J. MacNaughton, the committee's chief consultant on this 
bill-who, incidentally, spent several gears on the staff of the Subcom- 
mittee on Constitutional Rights-and Mark Bravin, special consilltant 
to the minority, made monumental contributions to the bill. A1 From, 
aide to Senator Muskie, was also of great assistance to the committee. 

SENATOR PERCY'S REMARKS ON S. 3418 

Mr. PERCY.Mr. President, in 1890, Louis Brandeis wrote 'an historic 
essay for the Harvard Lam Review. I n  that essay he noted that an 
advancing communications technology imperiled the individual's right 
of privacy. Brandeis pointed to the development of the telephone and 
the snapshot camera as me'chanical devices that would seriously and 
irrevocably alter a person's fundamental right to be let alone. He 



warned legislators and legal scholars of his time that a "next step" was 
needed to protect that right. That "next step" is long overdue. 

Today, 84 years later, now tliat we have very sophisticated electronic 
bugging devices, we have computers, the type of devices Brandeis prob- 
ably never even conceived of. I hope that we are prepared to take that 
next step by passing legislation to safeguard privacy. 

Communications technology has now achieved a speed and facility 
that far outstrips anything Brandeis may have dreamed possible. It is 
increasingly apparent that in the long series of technological break- 
throughs tliat have made the gathering, use ancl trading of personal 
data both efficient and economical, privacy safeguards have simply not 
kept pace. This hm resulted in a tremendously increased potential for 
damaging misuse of personal information, and burgeoning abuses of 
our privacy. 

Today, almost every fact about us is on file somewhere in this coun- 
try. Federal census surveys record our household, family, and personal 
lives. The Internal Revenue Service gathers our income tax data. Motor 
Vehicle Registries keep track of our driving records aiid automobile 
ownership. Credit card files reveal how we spencl our money aiid credit 
reporting cornpallies monitor how -we pay our bills. Hospital and phy- 
sician files register intimate facts about our physical and mental well- 
being. Police agencies account for our dealings with the law and lam 
enforcenieiit agencies. Schools retain teachers' comments aiid records 
of our academic achievement and social adiustinent. The list may. be 
virtually endless because new systems of files are constantly be in^ 
created. 

I n  and of itself, any one of these personal files is not partict~lnrly 
ominous. Most people readily accept the fact that data gathering sys- 
tems are necessary to our institutions if they are to keep pace with 
the con~plex needs of a modern society. MTitl~out records there would 
be chaos. The real probleni comes, however, when tliese information 
systems are linked with one anotl~er aiid are used to exchange informa- 
tion without the knowledge or consent of tlie individuals concerned. 
When personal data collected by one organization for a stated purpose 
is used and traded by another organization for a conipletely unrelated 
purpose, individual rights could be seriously threatened. 

I hope that we never see the day when a bureaucrat in Washington or 
Chicago or Los Angeles can use his organization's computer f2cilities 
to aes~mble a complete dossier of all kiiomii iiiforiliation about an 
individual. But, I fear that is the trend. Many of our Federal agen- 
cies have become ornniverous fact c011ectors-gathering, combinln,rr. 
nsing, and trading iiiformatioii about persons without regard for his 
or her rights of privacv. Simultaneously, nulnerous private institu- 
tions have also amassed huge files and information retrieval svstems 
containing inillions of files of unprotected iiiforination on millions 
of Americans. Our ability as individuals to control access to per- 
sonal inforniatioii about 11s has all but coiiiplctely facled. 

T o  illustrate our inability to control personal data, consider the 
term "data banks." This metanhor is reallv inapl,ropriate. Unlike the 
usual banks where an individual generally has the sole right to de- 
termine tlie contents of his accounts, the contents of a data bank are 
seldom deposited exclusively by the individual and they seldom, if 



ever, can be withdrawn by him. Instead, information is collected 
from multiple sources by numerous organizations and i t  is drawn upon 
by whoever purchases or otherwise acquires access to it. 

Unlike our personal bank statement which is checked for inaccura- 
cies at least monthly by us and as often as daily by the institutions who 
keep our accounts, our data bank accounts are seldom if ever checked 
for accuracy and completeness. 

Thus the individual is not rtlle depositor, not the beneficiary, and not 
the guardian of personal information stored in a data bank. He is 
given little or  no oppoiitunity Ito see the information kept on him, 
and only rarely can he challenge tlie accuracy of that informahion. 
And yet this same information is used by all manner of organizations 
to make important decisions that may personally affect him. This must 
be corrected. 

Where personal rights, benefits, privileges and oppo~tunities are 
determined by the conltents of an individual's file, he should be given 
tlie rights necessary to assure (these determinations are based upon 
accurate up-to-date and relevanit information. He sllould be kept fully 
aware of the uses to  ~vhich personal data he is asheci to disclose will 
be used. And this includes knowing what organizations will have access 
to his file and knowing the purposes for which they will use his data. 

We have the oppoutunity here today t o  make an important begin- 
ning. The bill we are about to debate directs Federal employees to treat 
personal files with respect. Federal agencies are given a n1andak.e to 
hold open public hearings to establish rules to  proteut (the confidenti- 
ality of personal informrutioil they maintain. These open proceedings 
are an essential means of obtaining the input of trained privacy ex- 
perts and private citizens, to assure ithat agency rules are responsible 
and equiltable. Once these rules are determined, all Fecleral employees 
involved in ithe design and operdion of systems of records on indi- 
viduals rnusz be trained t o  understand and to obey these rules. 

When substanhid changes or entire new computer systems are pro- 
posed by an agency, careful atkention must at least be paid to their 
potential impaot on personal privacy. These proposals must be evalu- 
ated by the Administration, by Congress and by privacy experts before 
tliey are so far  along that they cannot be stopped even if they pose a 
serious and unwarranitecl threait to our personal privacy. If  a proposal 
does not comply with the privacy standards in this aot o r  wit11 the 
privacy requlaitions of the agency involved, it will be set aside for 
60 days. This will afford Congress and responsible executive branch 
officials an opportunity to decide what additional safeguards are 
needed or whether the projeut should be halted completely. Our pro- 
posed oversiqht meclianism is designed to force adequate consider- 
ation by Federal agencies of the privacy impact of #their proposals. 
Presidenk Ford has strongly endorsed this analysis of new systems. It 
is intended to give high visibility to the trend toward more centralized 
files and to  permit us to  make informed decisions about our informa- 
tion practices in this country. 

S. 3418 will cause the Federal Governinent to exercise caution and 
a new balanced judgment when considering proposals to implement 
new computer data systems and new techniques for handling personal 
infonnation. This is essential to  tlie broader purposes of the bill, which 



must be emphasized. First, the bill establishes legal rights that permit 
the individual to exercise considerable control over his personal data. 
These rights are given .substance through a carefully drawn set of 
information management requirements for Federal agencies backed 
by court review and enforcement. These individual rights and !their 
corresponding agency requirements have been carefully studied by an 
impressive number of organizations, both in and out of Government. 
The chief recommenda,tions of the 1973 HEW privacy report, perhaps 
the most widely cited of all privacy studies, have been embodied in 
S. 3418. 

To understand how our bill provides these rights to every individuai, 
I think me might consider a hypothetical example. Let us suppose, 
once S. 3418 is put into effect, that an individual hears about an infor- 
mation syscem called the National Driver Register. He could consult 
the U.S. Directory of Information Systems, which must be compiled 
by the Privacy Commission, and learn that this particular data system 
is maintained by the Department of Transportation. Reading the 
directory he would learn that this particular informaiion system holds 
approximately 3,300,000 files on persons whose licenses have been de- 
nied, suspended, or revoked in any State. He  could see that the main 
office of the system is located here in IVashington and he would find 
the name, address, and telephone number of the Depa~tment of Trans- 
pol-tation official directly responsible for the maintenance and activity 
of the system. He would also find other pertinent facts about these 
files including why they are kept, what they are used for, and who has 
access to them, 

Let us now suppose that khis individual wants to know whether his 
name is in the National Driver Register or in okher files kept by the 
Departmenk of Transpo~tation. Following procedures explained in 
the information systems directory, he could write to the Secretary of 
Transportation or the appropriate official in tllat Department and ask 
what files exist on him. Their reply must include a conlplete list of all 
files abouk him. Then, if he wishes, he may request to see his file. He 
may be required to pay for the production of copies if he wants them, 
but the fee can be no greater than the actual cost of reproduction. 

Suppose thak the DOT file indicates a conviction for a drunken 
driving offense for which he was ac~ually acquitted. I n  this case, the 
individual can ask the Departmeilk of Transportation to investigate 
the facts and make necessary corrections. If he gets no satisfaotion 
from the Department within a reasonable period of time, he can 
demand an informal or formal hearing before the Agency. I f  even 
ithe hearing fails 60 resolve the dispute to his sakisfaction, the indi- 
vidual may appeal his case to a district court of the United States. 
I f  the court decides in his favor, i t  may direct the Departmenk to take 
appropriate corrective amtion and it may award damages to him, in- 
cluding reasonable attorney's fees. 

Mr. PresidenL, these are the steps that our bill entitles s person to 
take to correot inaccurate or incomplete data kept about hiin by a 
Federal agency. This illustration demonstrates that the bill requires 
the Federal Government to  be responsive (LOthe r i ~ h t s  of privacy and 
confidenkiality. YTe cannot and do not allow an individual to be caught 
up in  an endless struggle with the Federal bureaucracy to enforce 



these rights. This is the first and most importank contribution of 
S. 3418. 

Another major purpose of S. 3418 is to establish a nonregulatory 
Commission. The Commission will perform two crucial roles, both 
as an adviser to Federal agencies who must impleinent this legislation, 
and as an adviser to  Congress, recommending legislative solukions to 
the chief privacy problems of the private sector. 

I believe bhak the Commission is a necessary part of this legislation, 
even though there has been strong controversy about its advisability. 
Our Federal agencies have expanded )their information-gathering and 
surveillance activities to such an extent thac khey pose serious threalts 
to our basic privacy rights. Until the agencies develop and adopt 
adequate rules and procedures, effeotive oversight. can and must be 
performed by experts who understand the ltechnology and yet who are 
sensitive to the basic question of how to safeguard privacy. This is a 
central reason for establishing &he Comniissic4n. Equally impomant, I 
believe, is the need to develop effeotive solutions to-privacy problems 
outside khe realm .cjf the Federal Governmelilt. This effo~t requires a 
concentration of talent and atkitention in a single unilt. I t  also requires 
a clear mandate and adequate power to  seek access \to files, plans, and 
computer facilities. We have granted the Commission a limited 
aukhority to conduot studies and make reoonimendations to Congress 
and to the President. I f  this authority is exercised fully and properly, 
major questions of policy will be resolved by the Commission years 
before Congress could a& lthrough the commiZitee hearing process. 

An example of this need for the Commission to nlalre informed 
policy decisions involves what I believe to be one of the niost impor- 
tant symbols of the trend toward centralized records. I am speaking 
of the growing abuse of the social security number, for purposes com- 
pletely unrelated to the social security system. The senior Senator 
from Arizona Mr. Goldwater, and I have introduced an amend-
ment to s.3418 to curb the expanding use of the social security num- 
ber as a universal identifier, a single number that identifies each of-us 
uniquely for all purposes. We are joined by the distinguished senior 
Senator from Washington, Mr. Magnuson. Our amendment mill make 
i t  uniawful for any governmental body a t  the Federal, State, or local 
level to dany any person a right, benefit, or privilege simply because 
that individual does not want to disclose his social security number. 
The amendment also prohibits discrimination against a person in any 
business or commercial dealing because he chooses not to disclose his 
number. What we propose is to phase in restrictions so that any new 
use of the social security number initiated after January 1, 1975: will 
be subiect to this amendment. Existing uses of the number will be 
allowed to continue pending the recommendations resulting from the 
formal studv of the issue required of the Privacy Commissioi~. But 
me must hold the nroblem to a constant size to permit this study to 
be complete and balanced. 

Mr. President, the connection between the social security number 
and ~ r i v a c g  is lot at all obscure. Our number is used much as our 
name to identify us and to index our personal data. A striking example 
is contained in a report issued last pear by the Federal Trade Com- 
mission. This repcrt contains a formal Comn~ission interpretation on 



the sale of lists of individual credit ratings in what are called credit 
guides. These published credit guides, according to the FTC, demon- 
strate a lack of "respect for the consumer's right to privacy'' and 
therefore constitute a violation of the\ Fair  Credit Reporting Act. 

The BTC opinion goes on to say that although publication of an 
individual's name together with his credit rating is an unacceptable 
invasion of privacy, ~t is perfectly permissible to publish the credit 
information together with individual social security numbers. I can-
not understand how it is less of an invasion of privacy to use the social 
security number in this situation, especially when the number is so 
widely accessible. 

Other examples exist in which an individual is actually deprived 
of the right to vote in a State or Federal election or to register for a 
driver's license if he refuses to disclose his social security number. 
There is the case of a telephone conlpany in the Rocky Mountain area 
that has charged its customers a higher phone rate for failure to 
supply that nnmber. Many of these coercive efforts to force an indi- 
vidual to supply this personal information have no basis in law. They 
certainly fly in the face of recommendations of the Social Security 
Administration and HEW and they defy my understanding of what 
is reasonable. Senator Goldwater and I have thus included a provi- 
sion in our amendment that requires any gorernment or private 
organization that requests an individual to disclose his social security 
number to inform that individual whether that disclosure is manda- 
tory. or voluntary, by what statutory or other anthority the nnmber 
is solicited, what uses will be made of it, and what rules of confiden- 
tiality will govern it. 

This provision is identical to a parallel provision in S. 3418. I t  is 
designed to promote openness by removing the element of intimida- 
tion from requests for personal data. I t  is intended to give back to 
each of us the freedom to choose the recipients and the circnmstances 
in which our personal information is disclosed. 

Mr. President, this bill is directlv responsive to the publicly stated 
priorities of President Ford. Last March, the President promised dele- 
gates to the National Governors' Conference that action was soon to 
come. In ,Tune, he called for congressional action this year to pass a 
privacy bill. And on August 12 before a joint session of Congress, 
President Ford said : 

There will be hot pursuit of tough lams to prevent illegal invasions of pri- 
vacy in both government and private activities. 

Mr. President, the bill we have before us today is tough, yet reason- 
able. I t  is the product of years of research, both in and out of Govern- 
ment, and i t  is the product of several thonsand man-hours of draft- 
ing effort by our staff, by the administration, and by a wide varlety 
of private organizations. This bill is certainly not the final word on 
privacy. There mill be additional laws needed to solve particular prob- 
lems in such areas as medical files, records of scientific and statistical 
research, and credit files. But this bill is a historic beginning. a be- 
pinning which are owe in very great part to the distinguished Sena- 
tor from North Carolina, Senator Ervin, who has devoted SO much 
of a remarkable career to protecting personal freedoms. 



I n  closing I would particularly like to commend the initiative of 
Robert Smith, chief cou~lsel of the committee, and Robe~t  Vastine, 
chief counsel to the minority, in expediting consideration of this bill. 
It was introduced as late as May 1this year, and hearings were held 
on June 18. We have movecl with deliberate speed to produce a care- 
fully drafted bill. A great deal of the credit for this solid workman- 
ship goes to Mark Bravin, of the minority staff, and James Davidson, 
of the majority staff, who made an especially important contribution 
to this effort. Marcia McNaughton and Marilyn Harris, both of the 
majority staff, each played 'an important role in preparation of this 
bill for our consideration today. 

I might say also i t  is one other capstone that Senator Ervin places 
on a very distinguished career of service to the American people. 

Mr. ERVIN. I commend the Senator from Illinois on the fine work 
that he did in this field. No Senator has been more interested in this 
subject or has devoted more hard work and study for this in the Sen- 
ate bill and i t  merits the thanks of the American people for his serv- 
ices in respect to this. 

Mr. President, as chairman of the Subcommittee on Constitutional 
Rights of the Committee oil the Judiciary, as well as the chairman 
of the Committee on Government Operations, I have studied this 
problem of privacy for many years, have conducted many hearings 
on the subiect, have had the benefit of wise counsel of manv experts 
in this field, and have read in larqe part the volnminous literature 
which has grown up %round the question of privacy. 

I think that this bill, in its present form, is about as fine a piece 
of legislation as can be drawn on this subject until ws have the Pri- 
vacy Board's experience to assist us in further refining the law. 

I yield to the distinguished Senator from Nebraska. 

Mr. C u ~ n s .  I thank the distinguished Senator. 
Mr. President, I wish to commend my distinguished friend for the 

thoroughness with which he has gone into this subject. It is a matter 
that merits the attention of the Congress. I wish to ask a question or 
two concerning the Bureau of the Census. 

The jimior Senator from Nebraska receives many complime~ilts about 
the conduct of the Bureau of the Census. They sent out questionnaires 
consisting of many, many pages. Apparently, i t  is a selected list; i t  is 
not part of the 10-year enumeration. It asks for all sorts of informa- 
tion. Our citizens have two complaints against it. One is that it in-
vades privacy. It asks all kinds of questions about their manner of 
living. 

'The second complaint is that it takes hours and hours to fill out 
the questionnaires. and there is a penalty imposed, a rather stiff 
penalty, if it is not filled out and returned. 

Does this pronosal repeal any of these laws that permit that? 
Mr. ERVIN.Yes; I am glad that the Senator from Nebraska has 

called the attention of -this Senator to this problem. I might state that, 
as he, I have received 1etters.over the years. 

I n  addition'that that. I introduced a bill at one time to require the 
Bureau of the Census, when they send out a questionnaire, to advise the 



person to whom it  is sent whether it is mandatory for him to answer 
it,or not. I was unable to get that bill passed. 

There is a provision of law that if one fails to give the Bureau of 
the Census information which they are required by law to collect, 
he is guilty of a criminal ofEense and can be sent to jail for a relatively 
short period of time. As the Senator from Nebraska has indicated, 
the Bureau of the Census, on far too many occasions, sends out ques- 
tionnaires about things that i t  is not required to investigate by law. 
and they fail to tell the people that they are not required to  answer 
them. 

I h a w  had small businessmen in North Carolina inform me that 
they ha,ve been compelled on occasion to pay out substantial sums of 
money and devote many man-hours to answering these questionnaires, 
when, as a matter of fact, under the law, the Bureau of the Census has 
no right to compel them to answer. This bill deals with the subject by 
saying that no agency of the Government is allowed to solicit infor- 
mation from the American people unless the securing of such infor- 
mation is reasonable and necessary to enable an agency to perform 
some function that the law imposes upon it. 

It further provides that when an agency, such as the Bureau of the 
Census, sends out a questionnaire, i t  must inform the people to whom 
the questionnaire is directed whether or not i t  is a mandatory or a 
voluntary questionnaire, and whether or not they are obliged by law to 
answer it. That mill take care of the situation in large measure that 
the Senator is concerned about. I share his concern. 

Mr. CURTIS. On every inquiry I have ever made, they come back and 
say that i t  is mandatory and threaten the people with, punishment 
for not filling it out. It has nothing to do with the 10-year census. It is 
a total invasion of people's privacy. 

Furthermore. it costs a lot of time and money to comply. 
Mr. ERVIN.The Bureau of the Census, a few years ago, sent out a 

questionnaire to selected lawyers througl~ont the United States, iust 
because some official of the American Bar Association suggested that 
i t  would be desirable for the American Bar Association to have the 
information. They wanted to know how much of a lamver's practice 
was civil, how milch was criminal, how much was counseling, and they 
wanted to know what he paid the secretaries, and things like that. They 
had no power to send oat that questionnaire. This bill will put an end 
to that kind of questionnaire, because they have to tell the people 
whether they are required to answer it and under what law. 

Mr. CURTIS. I f  the Senator will yield further, I shall submit another 
examnle. Fortunately, in this case, the Government bureau retreated 
and. discontinued the practice. 

The Committee on Finance has had the matter before i t  many times 
concerning the qualifications of individuals who assist citizens in 
making out their tax returns. The problem is verv narrow. It con-
sists of a not-too-large number of fly-by-night operators that advertise 
that they d l  save so much money on one's taxes. That is what the 
Committee on Finance had in mind when they talked about it. 

It ended up in practice that the Internal Revenne Service moved into 
a small community in the State of Nebraska. This town has less than 
1,500 people. It has a very distinguished lawyer there. They ctme into 



his office and asked to see his files concerning every income tax he had 
made out. Then the Government proceeded to contact evsry one of his 
clients. 

Nebraska is a very law-abiding State. People have respect for their 
Government. All they had to do to ruin this fine citizen was to state 
that the Government of the United States was investigating his prac- 
tice, interviewing every one of his clients. He mas an upright, law-abid- 
ing citizen of excellent r.el)ut a t'lon. 

He secured a lawyer. I was advised of the matter. I t  was taken up 
with the Internal Revenue Service, and they discontinued i t  entirely. 
But we are not always that lucky. I have never gotten the Bureau of 
the Census to discontinue anything. 

I wish there mere something a little more specific here that really 
clips their wings and provides that when they send these scattered 
questionnaires out that go to just a few people, there absolutely could 
not be any penalty whatever. 

Mr. ERVIN.There cannot. Under the law, there can he no penalty 
placed on any person for failing to respond to a questionnaire unless 
tho questionnaire calls for inforrnatjon that the Bureau of the Census 
is required by law to collect. 

Mr. CURTIS. They can always slip in one sentence of that. They come 
back to my citizens everv time and say, "This is required by lam and 
you are subject to a penalty." 

Mr. ERVIN. If  the Senator will pardon me, the Senator from Maine 
has an amendment and he has to leave at 4 o'clock. If the Senator from 
Nebraska will yield now, we shall let him introduce his amendment and 
then we shall return to the colloquy, because I am very much inter- 
ested in this subject. 

Mr. CURTIS. I thank the distinguished Senator. 

AMENDMENT TO ENLARGE MANDATE BY SENATOR MUSliIE 

Mr. MUSEIE. Mr. President, I thank the distinguished floor man- 
ager of the bill (Mr. Ervin). 

I send my amendment to the desk and ask for its immediate con- 
sideration. -

The PRESIDI.NG The clerk will state the amendment. OFFICER. 
The assistant legislative clerk pr0ceede.d to read the amendment. 
Mr. MUSEIE. Mr. President, I ask unanimous consent that further 

reading of the amendment be dispensed with. 
The PRESIDINGOFFICER. Without objection, i t  is so ordered. 

The amendment is as follows : 

On page 25, line 16,strike out "and". 
On page 25, line 21, strike out the period and insert in lieu thereof a semi-

colon and "and". 
On page 25, between lines 21 and 22, insert the following new paragraph : 
"(4) prepare model legislation for  use by State and local governments in  

establishing procedures for handling, maintaining, and discriminating personal 
information a t  the State and local level and provide such technical assistance to  
State and local governments as they may require in the preparation and im- 
plementation of such legislation." 

Mr. MUSKIE. Mr. President, as a cosDonsor of S. 3418 and one who 
has followed the progress of Federal privacy legislation with great 



interest for several years, I wish to express my support for this most 
important bill which is before the Senate today. 

Many observers have characterized the 93d Congress as the "Pri- 
vacy Congress." That a pellation has been earned in large part by the 
effort and dedication o !'the foremost leader on this issue of individ- 
ual ri hts-the distinguished Senator from North Carolina (Senator 
~ r v i n q .  

His concern, his persistence and his great knowledge built on years 
of judicial and legislative experience in this field, have brought us 
to the consideration of what could become a hallmark of his career- 
the Federal Privacy Act of 1974. 

The privacy of our citizens has been a fundamental concern since the 
founding of our Republic. Two hundred years ago, TVilliam Pitt ex-
pressed this with regard to the rights of citizens in the colonies still 
under English rule : 

The poorest man may in his cottage bid defiance to all the force of the 
Crown. I t  may be frai l ;  i ts  roof may shake; the wind may blom through i t ;  
the storms may enter-but the King of England cannot enter ;  all his forces 
dare not cross the threshold of the ruined tenement. 

While the concern for the rights of American citizens to be secure 
from government invasion has run from the adoption of the Bill of 
Rights to present day times, it has not found widespread recognition 
in the courts outside of the area of criminal law. I n  applying the pro- 
visions of the fourth amendment to the Constitution to this issue, Mr. 
Justice Frankfurter observed in WoZf v. Colorado (338 U.S. 25, 
27-28 1949: 

The security of one's privacy against arbitrary intrusion by the police-which 
is a t  the core of the Fourth Amendment-is basic to a free society . . . The 
knock a t  the door, whether by day or by night, a s  a prelude to a search, without 
authority of law but solely on the authority of the police, did not need the com- 
mentary of recent history to be condemned as  inconsistent with the conception 
of human rights enshrined in the history and the basic constitutional documents 
of English-speaking peoples. 

I n  a famous dissenting opinion in Olrnstead v. United Xtates (277
U.S. 438,478 1938), Mr. Justice Brandeis characterized the "right to 
be let alone" by the Government as "the most comprel~ensive of rights 
and the ri h t  most valued by civilized men." 

I n  his gook, "The Assault on Privacy," Prof. Arthur Miller ob- 
served that while the fourth amendment was probably conceived to 
protect Langible objects, it has since been extended in Kats  v. United 
States (389 1J.S.347, 353 1967) to restrict the Government's right to 
seize personal information. 

While the courts have begun to recognize the capacity of Govern- 
ment to invade individual privacy by the gathering or misuse of in- 
formation, it is the responsibility of the Congress to develop specific 
legislative guidelines in this area. 

The Federal Privacy Act draws upon the constitutional and judi- 
cial recognition accorded to the right of privacy and translates it into 
a system of procedural and substantive safeguards against obtrusive 
Government information gathering practices. 

Up until now we have allowed technological advances in Federal 
recordkeepiilg to outpace our efforts to coiltrol and safeguard the nse 



of the information we have collected. This act would balance those ad- 
vances with specific safeguards and add a new dimension of rights to 
the citizen. I n  effect it mould bring the law in line with a concept en- 
dorsed by then Secretary of Health, Education and Welfare, Elliot 
Richardson, that 'LGovernmei~t is not the owner of information on 
individuals, but only the trustee." 

Almost a year ago, the Subcom~lnittee on Intergovernmental Rela- 
tions, of which I am chairman, released a survey of individual attitudes 
toward their Government prepared by Louis Harris and Associates. 
That survey, revealed that the American people's loss of confidence 
in their Government had reached severe proportions. Forty-five 
percent of the public described themselves as alienated and disen- 
chanted, feeling profoundly impotent to influence the actions of their 
leaders. The relationship between this feeling and the Government's 
invasion of individual privacy is underscored by a report by the Com- 
mittee on Security and Privacy, of the Project Search task force au- 
thorized by the Department of Justice to examine the handling of 
criminal records. Calling for citizen right of access and challenge to 
certain law enforcement records, the search report stated: 

An important case of fear and distrust of computerized data systems has been 
the feelings of powerlessness they provoke in many citizens. The computer has  
come to symbolize the unresponsiveness and insensitivity of modern life. What- 
ever may be thought of these reactions, i t  is a t  least clear that  genuine rights 
of access and challenge would do much to disarm this hostility. 

S. 3418 is addressed to that very point. Under title I1of this bill we 
have inserted the individual citizen into an active role regarding the 
collection, use and dissemination of his personal data by Federal 
agencies. 

I f  an agency asks a citizen for information he mould have the right 
to know if he is required to divulge i t  and to know what use the agency 
n-ill make of it. 

He would be entitled to know what information systems or files a 
Federal agency operates and whether those systems or files contain 
information about him. 

He would be entitled to  see what is in those files and if necessary 
to challenge the accuracy, the completeness, the timeliness and the 
relevancy to the needs of the agency of their contents. 

He mould be entitled to know who has seen information about him, 
and if the agency makes changes at his request, to inform past recipi- 
ents of that data about those changes. 

Finally, each citizen would be entitled to enforce this right of access 
and challenge in a Federal district court and to seek an award 
of damages for injuries resulting from the misuse of personal 
information. 

These are fundamental rights to be included in any privacy legisla- 
tion, and they should help begin to restore public faith in our Govern- 
ment's information practices. 

The remarks which follow relate specifically to  my amendments. 
I n  considering this legislation it was understood that privacy con- 

siderations do not stop at the Federal Government. Our concern for 
the handling of information about individuals extends beyond Fed- 
eral agencies to State and local government and to the private sector. 



State government witnesses at  the Government Operations Com- 
mittee hearings in S. 3418 indicated the need to incorporate privacy 
safeguards in their information systems. Andre Atkinson, represent- 
ing State and local government information system managers said: 

Effective solutions %11 come only from administrative and statutory regula- 
tions mhich can interact i n  concert a t  all  levels of government-Federal, State 
and local. 

While there have been extensive studies of information gathering 
systems operated by the Federal Government and the need for safe- 
guards and regulation of those systems, the record still is incomplete 
about the information pract,ices of State and local governments. 

We have asked the Privacy Protection Commission established by 
this bill to examine those systems and recommend what legislation 
might be necessary in that area. 

I n  the interim we can help those States and local governments which 
are attempting to deal with this issue now. I am offering an amend- 
ment to S. 3418 along with the distinguished Senator from Illinois, 
which would authorize the Cornmission to draft model privacy legis- 
lation for State and local governments and to make available to State 
and local officials the technical services of the Commission to aid in 
the preparation of privacy legislation to meet their needs. 

I recognize that the establishment of the Privacy Commission has 
been the focus of some objection by the administration. 

The need for an independent authority to examine Federal, State, 
and local and private information practices has received substantial 
support from the many witnesses who have testified in behalf of this 
bill. 

I t  is not only essential to help the Congress and the executive branch 
to examine Pederal practices, it can help bridge the gap between the 
standards we are setting for the Federal agencies and those we want to 
see adopted by other information systems outside the Government. 

The assistance to State and local governmenb mhich would be pro- 
vided by our amendment is but one example. 

Mr. President, this is an important piece of legislation. I hope that 
this Congress will meet its responsibility and earn the label which it 
has already received as the Privacy Congress by passing S. 3418. 

This, I think, Mr. President, is a very modest response to consid- 
erable pressures to expand this legislation to cover State and local 
governments as well as the private sector. It is for that reason that I 
submit the amendment to the Senate and urge its adoption. 

I have discussed this proposal with Senator Ervin and with Senator 
Percy, who is a cosponsor of the amendment, and I believe they are in 
a position to accept it. 

Mr. PERCY.Mr. President, as a cosponsor of the amendment, I would 
simply like to indicate that, as a result of my work as a member of the 
Intergovernmental Commission, I believe certainly it is in the best 
interests of State and local governments to have the benefits now of all 
the magnificent work done by Senator Ervin through the years in 
preparing a piece of legislation at  the Federal level. Certain of the 
States are moving in this direction now, but we ought to provide this 
as a service to all the States, and I am pleased to support the amend- 
ment as a cosponsor. 



Mr. ERVIN.Mr. President, I think this is a very wise amendment. 
As I see it, the amendment would simply empower the Federal Privacy 
Board to assist the States in establishing privacy laws and privacy 
boards at the State level. It is not obligatory on anyone; it would 
merely enable the Federal Privacy Board, out of their experience and 
knowledge of the subject, to be of assistance to the States, and I would 
urge the Senate to adopt the amendment. 

The PRESIDING The question is on agreeing to the amend- O ~ I C E R .  
ment of the Senator from Maine. 

The amendment was agreed to. 

AMXNDMBNT NO. 1 9 45 

Mr. NELSON. Mr. President, I call up my amendment No. 1945. 
The PRESIDINGOFFICER. The amendment will be stated. 
The assistant legislative cIerk proceeded to read the amendment. 
Mr. Nelson's amendment is as follows : 

At the end of the bill, add the following new title : 

"TITLE IV-JOINT COMMITTEE ON GOVERNMENT SURVEILLANCE 
AND INDIVIDUAL RIGHTS 

"ESTABLIBHYENT 

"SEC. 401. ( a )  There is  hereby established a Joint Committee on Government 
Surveillance and  Individual Rights (hereinafter referred to  as the "joint com-
mittee") which shall be composed of fourteen members appointed a s  follows: 

"(1) seven Members of the Senate, four to be appointed by the majority 
leader of the Senate and three to be appointed by the minority leader of the  
Senate; and  

" ( 2 ) seven Memlbers of the House of Representatives, four t o  be appointed by 
the majority leader of the House of Representatives and three to be apwinted 
by the minority leader of the House of Representatives. 

"(b)  The joint committee shall select a chairman and a vice chairman from 
among its membem. 

"(c)  Vacancies in  the membership of the joint committee shall not affect 
the power of the remaining memibers to  execute the functions of the joint corn-
mittee and shall be filled i n  the  same manner as in the case of the  original 
appointment. 

" F U N ~ I O H S  

"SEC. 402. ( a )  I t  shall be the function of the joint c o m m i t t e e  
"(1) to  make a continuing study of the extent and the method of investiga- 

tion or surveillance of individuals by any  department, agency, or independent 
establishment of the United States Government as such investigation or sur- 
veillance relates to the right of privacy, the authority for, and the need for such 
investigation or  surveillance, and the standards and guidelines used t o  protect 
the right to privacy and other constitutional rights of individuals ; 

"(2) to make a continuing study of the intergovernmental relationship be- 
tween the United States and the States insofar a s  that  relationship involves 
the area of investigation or surveillance of individuals; and 

" (3)  as a guide to  the several committees of the Congress dealing with legis-
lation with respect to the activities of the United States Government involving 
the area of surveillance, to file reports a t  least annually and a t  such other 
times as the joint committee deems appropriate, with the Senate and the House 
of Representatives, containing- i t s  findings and recommendations with respect 
to the matters under study by the joint committee, and, from time to time, to  
make such other reports and recommendations to the Senate and the House of 
R~presentat i res  a s  i t  deems advisable; except that  nothing in the foregoing 
provisions shall authorize the joint committee, o r  any  subcommittee thereof, t o  



examine lawful investigative or surveillance activities related to  the defense 
or national security of the United States conducted within the territorial bound- 
aries of the United States citizens. For purposes of this subsection, lawful investi- 
gative or surveillance activities related to the defense or national security of 
the United States means investigative or surveillance activities carried on by 
duly authorized agencies to obtain information concerning unlawful activities 
directed against the Government of the United States which are  substantially 
financed by, directed by, sponsored by, or othern~ise involving the direct col- 
laboration of foreign powers. 

" (b)  Nothing in this title shall give the joint committee, o r  any subcommittee 
thereof, jurisdiction to  examine any activities of agencies and departments of the 
United States Government conducted outside the territorial boundaries of the 
United States. 

"REPORTS BY AGENCIES 

"SEC. 403. I n  carrying out i ts  functions, the joint committee shall, a t  least 
once each year, receive the testimony, under oath, of a representative of every 
department and agency of the Federal Government which engages in investiga- 
tions or surveillance of individuals, such testimony to relate to the full scope 
and nature of the respective agency's or department's investigations or sur-
veillance of individuals, subject to the exceptions provided for in  subsections 
402 ( a )  (3) and 402 ( b )  . 

"POWERS 

"SEC. 404. ( a )  The joint committee, or any subcommittee thereof, is authorized, 
in i ts  discretion (1)  to make expenditures, (2 )  to employ personnel, (3) to 
adopt rules respecting i ts  organization and procedures, (4)  t o  hold hearings, (5 )  
to sit and act a t  any time or place, (6)  to subpena witnesses and documents, 
(7) with the prior consent of the agency concerned, to use on a reimbursable 
basis the services of personnel, information, and facilities of any such agency, 
(8) to procure printing and binding, (9)  to  procure the temporary services (not 
in excess of one year) o r  intermittent services of individual consultants, or 
organizations thereof, and to provide assistance for the training of i ts  pro- 
fessional staff, in the same manner and under the same conditions as  a standing 
committee of the Senate may procure such services and provide such assist- 
ance under subsections ( i)  and (j), respectively, of section 202 of the Legisla- 
tive Reorganization Act of 1946, and (10) to take depositions and other testimony. 
No rule shall be adopted by the joint committee under clause (3)  providing that  
a. finding, statement, recommendation, or report may be made by other than a 
majority of the members of the joint committee then holding office, 

"(b)  (1) Subpenas may be issued under the signature of the chairman of the 
committee o r  of any  subcommittee, o r  'by any member designated by such chair- 
man, when authorized by a majority of the members of such committee, or 
subcommittee, and may be served by any person designated by such chairman 
or member. 

" ( 2 )  Each subpena shall contain a statement of the committee resolution 
authorizing the particular investigation with respect to  which the witness is 
summoned to testify or to  produce papers, and shall contain a statement notify- 
ing llie witness that  if lie desires a conference with a representative of the 
committee prior to the date of the hearing, he may call or write to counsel of the 
committee. 

"(3 )  Witnesses shall be subpenaed a t  a reasonably sufficient time in advance 
of any hearing in order to give the witness a n  opportunity to prepare for the 
hearing and to employ counsel, sl~onld he so desire. The chairman of the joint 
committee or any memlber thereof may administer oaths to witnesses. 

" ( c )  Tllc expenses of the joint colnlnittee shall be paid from the contingent 
fund of the Senate from funds appropriated for the joint committee, upon 
~ ~ o u c l ~ e r ssigned by the chairman of the joint committee or by any members of 
the joint comlnittee autliorizecl by the chairman. 

" (d)  Members of the joint committee, and its personnel, experts, and con-
sultants, while traveling on official business for the joint committee within or 
outside the United States, may receive either the per diem allowance authorized 
to be paid to Melnbers of the Congress or i ts  employees, or their actual and 
necessary expenses if an itemized statement of such expenses is  attached t o  the 
voucher. 



" (e )  (1) The Mstrict Caurt of the United States for the District of Columbia 
shall have original jurisdiction, without regard to  the sum o r  value of the 
matter in  controversy, of any civil action heretofore o r  hereafter brought by
the joint committee to enforce or secure a declaration concerning the validity 
of any subpena heretofore or hereafter issued by such joint committee, and 
the said District Court shall have jurisdiction to  enter any such judgment o r  
decree i n  any such civil ad ion  a s  may be necessary or  appropriate t o  enforce 
obedience to any such subpena. 

* ' ( 2 )The joint committee shall have authority to prosecute in its own name 
or in the name of the United States in  the District Oourt of the United States 
for the District of Columbia any civil action heretofore or hereafter brought by 
the joint committee to  enforce or secure a declaration concerning the validity 
of any subpena heretofore or hereafter issued by such committee, and pray the  
said district court to  enter such jndgment or decree in  said civil action a s  may 
be necx?ssary or appropriate to enfoi-ce any sucli subpena. 

"(3) The joint committee may be represented by such attorneys a s  i t  may 
designate in any action prosecuted by such committee under this title.". 

On page 3, line 23, after  "Act", insert "(other than title IV)", 
On page 4, line 6, after "Act", insert "(other than title IV)". 
On page 6, line 9, immediately after "of", insert "titles I, 11, and 111 of". 
On page 6, line 12, after "under", insert "titles I, 11, and I11 of". 
On page 7, line 1, immediately before "this", insert "titles I, 11, and I11 of". 
On page 7, line 2, immediately before "this", insert "title I, 11, or I11 of". 
On page 12, line 9, immediately before "this", insert "title I, 11, or 111 of". 
On page 16, line 13, immediately before "this", insert "titles I, 11, and I11 of". 
On page 18, line 3, imniediately befqre "this", insert "title I, 11, or I11 of". 
On page 18, line 14, immediately before "this". insert "title I, 11, or I11 of". 
On page 18, line 23, immediately before "this", insert "titles I, 11, or I11 of". 
On page 19, line 1, immediately before "this", insert "title I, 11, or 111 of". 
On page 19, line 21, imlnediately before "this". insel* "title I, 11, or  I11 of'. 
On page 20, line 2. immediately after "Act" insert "(other than title IV)".
On page 20, line 6, immediately before "this" insert "titles I, 11, and I11 of". 

Mr. ERVIN.Mr. President, will the Senator yield for a unanimous- 
consent request ? 

Mr. NELSON.I yield.
Mr. ERVIN.I ask unanimous consent that Rrian Conboy, an aide to  

Senator Javits, and Barbara Dixon, an aide to Senator Bayh, have the 
privilege of the floor during the consideration of the pending measure. 

The PRESIDINGOFFICER. Witllout objection, it is so ordered. 

Mr. PERCY.
Mr. President, I have an inquiry of the distinguished 

Senator from Wisconsin. We did go a little out of order in older to 
accommodate the schedule of the Senator from Maine (Mr. Muskie). 
We have not finished our opening statements yet. Unless the Senator 
has a time problem himself, I would like to  complete our opening state- 
inents so we can proceed in an orderly manner, and I had indicated 
that I would yield to the Senator from Arizona (Mr. Goldwater) 
immediately after that, to present an amendment. 

Mr. NELSON. bty reason for calling up this amendment now is that 
the Senator from Maine (Mr. Muskie) will participate in a brief 
colloquy in connection with it. 

Mr. PERCY.Does the Senator have any idea how long that brief 
colloquy may take? 

Mr. NELSON. Just a few minutes. Senator Jackson has a brief state- 
ment. Imill submit my statement for the Record. 

Mr. President, I have a modification of the amendment as printed, 
I withdraw the amendment that is at the desk, and submit a clean 
copy that modifies that amendment. I ask for the immediate considera- 
tion of the amendment as modified. 



Mr. Nelson's amendment No. 1945,as modified, is as follows : 
At the end of the bill, add the following new title : 

"TITLn IV-JOINT COMMITTEE ON GOVFRNMENT SURVEILLANCE AND 
INDIVIDUAL RIGHTS 

"ESTBBLISHMENT 

"SEC. 401 ( a )  There is hereby established a Joint Committee, on Government 
Surveillpce and Individual Rights (hereinafter referred to  a s  the "joint com- 
mittee") which shall be composed of sixteen members appointed a s  follows : 

"(1) eight Members of the Senate, four to be appointed by the majority 
leader of the Senate and four to be appointed by the minority leader of 
the Senate ; and 

" ( 2 )eight Members of the House of Representatives, four to be appointed 
by the majority leader of the ,  House of Representatives and four to be 
appointed by the minority leader of the House of Representatives. 

" (b)  The joint committee shall select a chairman and a vice chairman from 
among i ts  members. 

"(c) Vacancies in  the membership of the joint committee shall not affect the 
power of the remaining members to execute the functions of the join committee 
and shall be filed i11the same manner as in the case of the original appointment. 

"FUNCTIONS 

"SEG. 402. ( a )  It shall be the function of the joint committee- 
''(1)to make a continuing study of t h e  extent and the method of investiga- 

tion or surveillanCe of individuals by any department, agency, or independent 
establishment of the United States Government a s  such investigation or sur- 
veillance relates to  the right to privacy, the authority for, and the need for 
such investigation or surveillance, and the  standards and gui'delines- 4sed 
to protect the right to privacy and other constitutional rights of individuals ; 

"(2) to make a continuing study of the intergovernmental relationship 

, 

between the United States and the States insofar a s  that  relationship in- 
volved the area of investigation or surveillance of individuals ; and 

"(3) a s  a guide to the several committees of the Congress dealing with 
legislation with respect to the activities o i  the United States Government in- 
volving the area of surveillance, to file reports at least annually and a t  such 
other times a s  the joint committee deems appropriate, with the Senate and 
the House of 'Representatives, contzining i ts  findings and recommendations 
with respect to the matterb under study by the joint committee, and, from 
time to time, to make such80ther reports and ~ecommendationd to the Senate 
and the House of Representatives as  it deems advisable ;except that  nothing 
in the foregoing provisions shall authorize the joint committee, or any sub- 
committee thereof, to examine lawful investigative or stlrveillance activities 
related to khe defense or natibnal security of thd United States conducted 
within the territorial boundaries of the United States. For  purposes of this 

,,subsection, lawful investigative or surveillance activities related to the 
defense or national security of the United States means investigative or sur- 
veillance activities carried on by duly authoriaed agencies to obtain informa- 
tion concerning unlawful activities directed against the Goverfiment of the 
United States which a re  substantially financed by, directed by, or otherwise 
involving the di'rect collaboration of foreign powers. 

" (b) Nothing i n  this ti t le shall give the  joint committee, o r  any subcommittee 
thereof, jurisdiction t o  esamine any activitiw of agencies and the .departments 
of the United Ststes Government conducted outside the territorial boundaries 
of the  United States. 

"REPORTS BY AQENOIES 

"SEC. 403. I n  carrying out i ts  functions, the joint committee shall, a t  least each 
year, receive, subject to  the exceptions provided for i n  sections 402(a) (3) and 
402(b), the testimony, under oath, of a representative of every department, 
agency; instrumentality or other entity of the Federal Government, which 
engages in  investigations or surveillance of individuals, such testimony to relate 
to  



" ( a )  the full scope and nature of the respective deparlnlent's, agency's, in-
strunlenillity's, or other entity's ~nvestigntions ,or surveillance~of indi~iduals  ; 
and 

" (b)  the criteria, standards, guidelines or other general basis utilized by 
each such department, agency, instrumentality or other entity in  determin- 
ing whether or not investigative or surveillance activities carried out or 
being carried out by such department, agency, instrumentality, or other en- 
tity were or are  related to the defense or national security of the United 
States and thus within the purview Of the exception provided for in  such sec- 
tions 402(a) (3)  and 40f!(b). 

"POWERS 

"SEC.404. ( a )  The joint committee, or any subcommittee thereof, is authorized, 
in  i ts  discretion (1)to make expenditures, (2)  to employ personnel, (3 )  to  adopt 
rules respecting i ts  organization and procedures, (4) to  hold hearings, (5)  t o  
sit and act a t  any time or place, (6).t o  subpena witnesses and documents, (7)
with the prior consent of the agency concerned, t o  use on a reimbursable basis t h e  
services of personnel, information, and facilities of any such agency, (8) to pro- 
cure printing and binding, (9)  to procure the temporary services (not i n  excess 
of one year) or intermittent services of individual consultants, or organizations 
thereof, and t o  provide assistance for  the training of i ts  professional staff, i n  
the same manner and under the same conditions a s  a standing committee of t h e  
Senate may procure such services and provide such assistance under~subsections 
( i )  and ( j ) ,  respectively, of section 202 of the Legislative Reorganization Act of 
194G, ~ n d  (10) to take depositions and other testimony. No rule shall be  adopted 
by the joint committee under clause (3)  providing that  a finding, statement, 
recommendation, or report may be made by other than a majority of the members 
of the joint committee then holding office. 
"(b)(1)  'Subpenas may be issued under the  signature of the chairman of the 

committee or of any subcommittee, or Iby any member designated by such chair- 
man, when authorized by a majority of the members of such committee, or sub- 
committee and may be served by any person designated by any such chairman 
or member. 

" ( 2 ) <Each subpena shall contain a statement of the committee resolution 
authorizing the particular investigation with. respect to .which the witness is 
summoned to testify or to produce papers, and shall contain a statement notifying 
the witness that  if he desires a conference with a representative of the committee 
prior to the date of the hearing, he may call or write to  counsel of the committee. 

'' (3 )  Witnesses shall be subpenaed a t  a reasonably sufficient time in advance of 
any hearing in order to give the witness an opportunity to prepare for the hear- 
ing and to employ counsel, should he so desire. The chairman of the joint com-
niittee or 'any member thereof may administer oaths to  witnesses. 

"(c)' The expenses of the joint committee shall be paid froin the contingent 
fund of the Senate from funds appropriated for the joint committee upon vouchers 
signed by the chairman of the joint committee o r  lby any member of the joint 
committee authorized by the chairman. 

" (d)  Members of the joint committee, and its personnel; experts, and consult-' 
ants, while traveling on official business for  the joint committee within or  outside 
the United States, may receive either the per diem allowance authorized t o  be 
paid to Members of the Congress or its employees, o r  their actual and necessary 
expenses if anycitemized statement of such expenses is attached to the voucher. 

" (e )  (I) The District Court of the United States for the District of Col~unbia 
shall have original jurisdiction, wirthout regard to the sum or value of the  
matter in  controversy, of any civil action heretofore or hereafter brought by 
the joint committee to enforce or secure a declaration concerning the validity 
of any subpena heretofore or hereafter brought by the joint committee, and the 
said District Court shall h'ave jurisdiction to enter any such judgment or decree 
in  any such civil action a s  may be necessary or appropriate to  enforce obedience 
to  any such subpena. 

" ( 2 )  The joint committee shall have authority to  prosecute i n  i ts  own name 
or in  the name of the United States in  the District Court of the  United States 
for the District of Columbia any civil action heretofore or hereafter brought by 
the joint committee to enforce-or secure a declaration concerning the validity 
of any subpena heretofore o r  hereafter issued by such committee, and pray the 
szid district court to enter such judgment or decree in  said civil action a s  may 
be necessary or appropriate to enforce any such subpena. 



"(3) The joint committee may be represented by such attorneys a s  i t  may 
designate in  any action prosecuted by such committee under this title." 

"DIBCLAIMEB 

"SEO.405. The provisions of this title shall not i n  any way limit or otherwise 
interfere with the jurisdiction or  powers of any  committee of the Senate, or 
the House of Represetbtatives, o r  of Congress t o  request or require t es t imon~ 
or the submission of information from any representative of any department, 
agency, instrumentality or other entity of the Federal Government. 

On page 3, line 23, after "Act", insert "(other than !title IV)". 
On page 4, line 6, after "Act", insert "(other than title IV)".
On page 6, Line 9, immediately af ter  "of", insert "titles I, 11, and I11 of". 
On page 6, line 12, after "under", insert ''tiltles I, 11, and I11 of". 
On page 7, line 1, immediately before "this", insert "titles I, 11, and 111 of". 
On page 7, line 2, immediately before "this", insert "title I, I1 or 111 ofs. 
On page 12, line 9, immediately before "this", insert "title I, I1 or I11 o f  '. 
On page 16, line 13, immediately before "this", insert "title I, I1 or 111 of". 
On page 18, line 3, immediately before "this", insert "title I, 11, or I11 ofw. 
On page 18, line 14, immediately before "this", insert "title I, 11, or I11 of". 
On page 18, line 23, immediately before "this", insert "titles I, I1 or 111 of". 
On page 19, line 1, immediately before "this", insert I, 11, or I11 of". 
On page 19, lihe 21, immediately before "this", insert "title I, 11, or I11 of". 
On page 20, line 2, immediately after "Act" insert "(other than title IV)".
On page 20, line 6, immediately before "this" insert "titles I, 11, and I11 of". 

Mr. N E ~ O N .Mr. President, last November, the Senator from Wash- 
ington (Mr. JACKSON) and I introduced legislation to create a joint 
committee of tlle Senate and the House of Representatives to provicle 
legislative oversight over the surveillance activities of all the various 
agencies of tlle Federal Government, including the FBI,  military 
intelligence, and the IRS. 

The purpose, of course, is quite obvious :there is great potential for 
abuse of authority and iilvasions of privacy, which me have seen ex- 
tensively engaged in in recent years, and Congress at present has no 
effective way to maintain a continuing oversight function to dete~mine 
whether agencies were abusing their power and whether there need to 
be nlodifications or changes incurrent law. 

The principal function of this joint committee would be to  require 
that  these respective agencies appear before the joint committee in 
public session or executive session when necessary, under whatever 
procedures would be established by that joint committee, and that 
the re resentatives of these agencies, such as the FBI, be put under 
oath, gring their records, show the committee what surveillance nc- 
tivities they have engaged in. For example, the F B I  would show what 
ireta taps they have used, and whether the wiretaps in fact were secured 

pursuant to lam, particularly the fourth amendment, which requires 
that searches and seizures are .authorized only upon presentation of 
probable cause to an appropriate court, wlziclz may then issue the 
warrant. 

Ullless TTe bring these activities under congressional supervision, 
tl1en, of course, the opportunities exist, as they have in the past, for 
very serions ii~vasions of privacy of individuals, and freedom itself is 
endangered. 

That, therefore, is the purpose of this amendment: to create this 
liind of a joint committee, with the authority which I have previously 
mentioned. 

Hearings were conducted on the measure by the distinguished Sen- 
ator froin Maine (Mr. Mnsliie). Those proceedillgs have not all been 
conipletecl. 



Senator Jackson and I offered this as an amendment to the bill 
offered by the distinguished Senator from North Carolina (Mr. Ervin) 
some time ago because we thought it urgent and timely that this issue 
be raised, debated, and voted upon because we believe that Congress 
has to oversee Government surveillance activities on a continuin basis. 

However, we have no desire to impair the possibilities of the a foption 
of the very fine piece of legislation that was designed by the dis- 
tinguished Senator from North Carolina, and since it is now late in 
the session, the adoption of this amendment may very well cause the 
downfall of the whole bill. 

If it were some time back, with plenty of room to maneuver in in 
terms of time, I would want to have the full debate and a rollcall 
vote. 

I know that the distinguised Senator from North Carolina, as we 
all do, has been a leader in this whole field of protecting individual 
rights, especially the rights of privacy and other constitutional rights, 
and that he agrees certainly with the principle of the bill, although 
I have not asked him about the details. But Senator Jackson and I 
did not want to, in any way, jeopardize the possibilities of the adoption 
of his measure. 

I would therefore like to ask the distinguished Senator from Maine 
if he might be able to advise us what his future plans would be in his 
committee for consideration of this particular subject matter. 

Mr. MUSKIE. Iwould be delighted to do so. 
First I compliment the distinguished Senator from Wisconsin and 

the distinguished Senator from Washington for their concern in the 
subject. It is one, I think, that is of increasing interest to Members of 
Congress and to the Members generally. It is deserving of the most 
extensive and comprehensive kinds of hearings. 

Already we have had 6 days of hearings m the Government Opera- 
tions Committee on national security secrecy, and the distinguished 
Senator from Wisconsin, as a matter of fact, testified at those hearings 
on his bill. 

But we proceed from here. There are before us the Nelson-Jackson 
bill, to which the Senator is addressing himself, the Baker-Weicker 
bill on the same subject, and the Mathias-Mansfield resolution to have 
a study committee on oversight. 

All of these have been referred to my subcommittee, and we will 
hold hearings and, I think, it is reasonably certain that the hearings 
mill begin on December 9 and 10 of this year. There may be l r t h e r  
hearings in addition to those, but I am committed to those, and I assure 
the Senator that we will pursue those hearings and the subject until 
the committee is in position to form some judgments. 

Mr. President, more than 20 years ago, Supreme Court Justice Felix 
Frankfurter described bhe evolution of tyrannical power in the esecu- 
tive branch : 

The accretion of dangerous power does not come in a day. It does come, how- 
ever slowly, from the generative force of unchecked disregard of the restrictions 
that fence in even the most disinterested assertion of authority. 

Unfortunately, Justice Frankfurter's observation does much to 
explain why individual liberty has been eroded by an expanding web of. 
snooping conducted at all levels of government. For many years now, 
the Government has used both simple and sophisticated techniques 



to  exercise almost unlimited poker-over the individual. Tlie Govern- 
ment installs wiretaps, plants electronic bugs, uses coh~pufe~ized in-
formation to assemble dossiers on individuals, and engages in other 
surveillance activities which make a mbckery-of the iiiclividual free- 
.doms guaranteed by our Constitution. 
, The dangers of uncontrolled Government surveillance were exposed 
again only this past week. The Justice Department released a report 
detailing the "cointelpro" program-the FBI's secret surel-illance and 
disruption of organizations which the FBI considered to be,a threat. 
These organizations included the Urban League, the Souther11 C1i1-is- 
tiari Leadership Gonference, the Congress on Racial Equality and 
other politically active groups. It TT-2siiot shown that the individnal 
members of these organizations were violating tlie law, aiicl the F B I  
did iiot seek or receive tlie approval of the Attorney General or tlie 
President. Acting entirely on its own, the F B I  engaged in these nctivi- 
ties between 1956 ancl 1971. They were terminated when the "Media 
Papers7' publicly exposed some of the FBI activities in 1971. Sncl it 
11-a~understandable why suoh public exposure~would be a deterrent. 
The Justice Department's study called some of those activities "ab- 
horrent to a free society,?' and for good reason. These activities in- 
cluded sending false and anonymous letters to discredit selected 

individuals in the eyes of their peers, informing an employer of the 

individual's iiieinbersllip in a particular group so that the individual 

might be fired, and passlag on information to credit bureans to harm 

the individual economically. 


Mr. NELSON. I appreciate the comments of the Senator from Rfaine. 

I also know, as we all do, of his concern about individnal rights aiicl 

constitutional rights, and I know that the measure is in good hands in 

his committee and that he recognizes the importance of Congress 

doing something about managing this problem that lias arisen and 

received so much publicity in recent years. 


These revelations concerning the F B I  coincided wit11 other revela- 
tions concerning the surveillance activitiqs of the Internal Revenue 
Service. According to recently disclosed documents, the IRS-acting 

'a t  the behest of the TVhite Rouse-monitorecl the tax records and 
political activities of 3,000 groups and 8,000 individuals between 1969 
and 1973. The groups monitored included the Urban League, Ameri- 
cans for Democratic Action, the National Student Association, the 
Unitarian Society and the National Council of Churches. These IRS 
'activities did not reflect a neutral enforcerneat of the tax laws ; they 
represented instead a blatant attempt to secure private information 
aboxt the politics of people whose views did not coincide with those 
of the White House. Indeed, these secret activities were co!itinued for 
four years despite the fact that there was little information to show 
violation of the tax laws. 

These F B I  and IRS  actions, as well as other surveillance activities, 
make clear the need for congressional controls of Government spying. 
T o  this end, Senator Jackson and I are introducing an amendment to 
S.3418 which would establish a bipartisan joint committee of Congress 
t o  oversee all Government si~rvelllance activities. At  least once each 
'gear, representatives of the FBI,  the IRS, and every Gov~rnmentzll 
agencv that engages in surveillance T V O L I ~ C ~be reqnired to testify before 
&lie joint committee laiicler oat11 about the full scope and nature of 



tllcir respective agency's spying activities. The joint committee, more- 
over, would be entitled to all relevant information concerning those 
activities and practices. There is only one n a r r o ~ l y  defined exception 
to the committee's broad jtirisdiction over Government surveillance : 
those cases directly involving foreign powers who are engaged in un- 
lawful activities which endanger this country's security. However, the 
committee would be explicitly directed to obtain information from the 
Government concerning the criteria used to determine whether an 
activity qualifies under the exception. This, in turn, would help insure 
that the exception is not misused or interpreted too broadly. 

As part of its responsibilities; the joint commit>tee mould be obli- 
gated to report to the f1111 Congress as often as i t  deems necessary, 
but in any event, at least once a year. T'he report would include the 
committee's findings as to whether the Government is complying fully 
with the law, whether the cburts are exercising their review powers 
diligently, and whether additional legislation is needed to protect the 
right to privacy and other fundamental liberties from Government 
snooping. 

The need for this continuing and comprehensive ccingressional over- 
sight is beyond question. The F B I  and I R S  activities I cited earlier 
are not isolated incidents. Indeed, other examples make clear that 
there is an incredibly broad, system of Government surveillance which 
can and often does escape congressional scrutiny. Among these esam- 
ples are the following : 

I n  1970, President Nixon approved the "Huston Plan," an inter- 
agency scheme for domestic surveillance which provided for the use 
of wiretal~s, electronic b u g ,  break-ins and other activities which a 
staff assistant described as "clearly illegal." Althougll the plan was 
revoked five days later, because of the objections by F B I  Director 
Hoover, President Nixon's continued interest in the idea ultimately 
led to the creation of the "Plumbers," a White House unit which 
carried out the break-in a t  Daniel Ellsberg's pychiatrist's office and 
engaged in other qnestionable surveillance activities. Indeed, one 
recent article reported that there had been a t  least 100 illegal brealr- 
ins conducted by the "plumbers" and other secret Goverament units. 

A 1973 Senate subcommittee report detailed the extensive spying 
secretly conducted by 1,500 agents of the U.S. Army onmore than 
100,000 civilians in the late 1960's. This surveillance was directed 
principally at those suspected of engaging in political dissent. No one 
in the Congress knem about this spying. No m e  in the executive 
branch would accept responsibility for it. Again, there is no <guaran- 
tee that this sorry episode will not be repeated. I n  fact, a Senate coni- 
mittee learned recently that in the last 3 years-after the administra- 
tion assured the public that the military would no longer spy on 
civilians-the U.S. Army has maintained numerous surveillance oper- 
ations on civilians in the United States. And an article in the New 
Republic ~nagazine of March 30, 1974. detailed the U.S. Army's use 
of wiretaps, mfiltrators, and other surveillance techniques to spy on 
American citizens living abroad who suppo~ted the Presidential can- 
didacy of George McGovern. The Army's spying was reportedly SO 
extensive that it even intercepted a letter from a college librarian in 
South Carolina who requested information abqut a German pnblica- 
tion. I . . . r  
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t o  exercise almost unlimited poker-over the individnal. Tlie Govern- 
ment installs wiretaps, plants electronic bugs, uses cofnpute+ized in- 
,formation to assemble dossiers on inclividuals, and engages in other 
surveillance activities which make a mockery of the iilclividual free- 
doms guaranteed by our Constitution. 

The dangers of uncontrolled Government surveillance were exposed 
again only this past week. The Justice Departnlent released a report 
detailing the "cointelpro" program-the FBI's secret sure1-illance and 
disruption of organizations which the F B I  considered to be, a threat. 
These organizations inclnded the Urban League, the Southern Chris- 
tian Leadership Gonference, the Congress on Racial Equality and 
other politically active gronps. It xyas not shown that the individ~ial 
members of these or~~;liz,zticns were violating the law, ancl the F B I  
did not seek or receive the approval of the Attorney General or the 
President. Acting entirely on its own, the F B I  engaged in these nctivi- 
ties between 1956 and 1971. They were terminated when the "Media 
Papers" publicly exposed some of the FBI: activities in 1971. Ailcl it 
as understsmdable wl~y  such public exposure~would be a deterrent. 

The Justice Department's study called some of those activities I'ab- 
horrent to a free society," and for good reason. These activities in- 
cluded scnding false and anonymous letters to discredit selected 
individuals in the exes of their peers, informing an e n ~ p l o y e ~  of the 
individual's inembership in a particular group so that the individual 
might be fired, and passing on information to credit bureaus to harm 
the individual economically. 

Mr. NELSON. I appreciate the comments of the Senator from Maine. 
I also know, as we all do, of his concern about individual rights ailcl 
constitutional rights, and I know that thc measure is in good hands in 
his committee and that he recognizes tlie importance of Congress 
doing something about managing this problem that has arisen and 
received so much publicity in recent years. 

These revelations concerning the F B I  coiizcicled mith other revela- 
tions concerning the surveillance activitiqs of the Internal Revenue 
Service. According to recently disclosed documents, the IRS-acting 
' a t  the behest of the White House-monitored the tax records and 
political activities of 3,000 groups and 8,000 individuals between 1969 
and 1973. The groups monitored included the Urban League,.Am~ri- 
calls for Democratic Action, t4he National Student Association, the 
Unitarian Society and the National Council of Churches. Thcse IRS 
'activities did not reflect a neutral enforcement of the tax laws; they 
represented instead a blatant attempt to secure private information 
about the politics of people whose views did not coincide with those 
of the White Mouse. Indeed, these secret activities mere coiltinued for 
four years despite the fact that there was little information to show 
violation of the tax laws. 

These FBI and IRS actions, as well as other surveillance activities, 
malie clear the need for congressional controls of Government spying. 
T o  this end, Senator Jaclrson and I are introducing an amendmefit to 
S.3418 which would establish a bipartisan joint committee of Congress 
t o  oversee all Government surveillance activities. A t  least once each 
year, representatives of the FBI ,  the IRS, and every GovwnmentaI 
agencv that engages in surveillance would be reqnirecl to testify before 
She joint committee ~ncler  oat11 aboixt the full scope and nature of 



their respective agency7s spying activities. The joint committee, more- 
over, would be entitled to all relevant information concerning those 
activities and practices. There is only one narrowly defined exception 
to the ~oinmittee.~~ broad jurisdiction over Government surreillance: 
those cases directly involving foreign powers who are engaged in nn- 
lawful activities whicli endanger this country's security. However, the 
committee would be explicitly directed to obtain information from the 
Government concerning the criteria used to determine whether an 
activity qualifies under the exception. This, in turn, would help insure 
that the exception is not misused or interpreted too broadly. 

AS part of its responsibilities; the joint committee would be obli- 
gated to repo1.f to the full Congress as often as it deems necessary, 
but in any event, at  least once a year. T'he report would include. the 
committee's findings as to whether the Government is complying fhlly 
with the law, whether the courts are exercising their review powers 
diligently, and whether additional legislation is needed to protect the 
right to privacy and other fundamental liberties from Government 
snooping. 

The need for this continuing and comprehensive ~dngressional over-
sight is beyond question. The FBI and I R S  activities I cited earlier 
are not isolated incidents. Indeed, other examples make clear that 
there is an incredibly broad, system of Governnient surveillance which 
can and often does escape congressional scrutiny. Among these exam- 
ples are the following : 

I n  1970, President Nixon approved the L'Huston Plan," an inter- 
agency scheme for domestic surveillanca which provided for the use 
of wirettxps, electronic bugs, break-ins and other activities which a 
staff assistant described as "clearly illegal." Although the plan was 
revoked five days later, because of the objections by FBI Director 
Hoover, President Nixon7s continued interest in the idea ultimately 
led to the creation of lhe "Plumbers," a White House unit which 
carried out the break-in a t  Daniel Ellsberg's psychiatrist's office and 
engaged in other questionable surveillance activities. Indeed, one 
recent article reported that there had been at  least 100 illegal break- 
ins cond~~cted by the "p1umbers7' and other secret Goverizment units. 

A 1973 Senate subcommittee report detailed the extensive spying 
secretly conducted by 1,500 agents of the U.S. Army on more than 
100,000 civilians in the late 1960's. This surveillarice was directed 
principally at  those suspected of engaging in political dissent. No m e  
in the Congress knew about this spying. No one in the executive 
branch would accept responsibility for it. Again, there is no guaran- 
tee that this sorry episode will not be repeated. I n  fact, a Senate coni- 
mittee learned recently that in the last 3 years-after the administra- 
tion assnred the public that the military wonld no longer spy 011 

civilians-the U.S. Army has maintained numerous surveillance oper- 
ations on civilians in the United States. And an article in the New 
Republic magazine of 3/larch 30, 1974. detailed the U.S. Army's use 
of wiretaps, mfiltrators, and other surveillance techniques to spy on 
American citizens living abroad who suppo~wted the Presidential can- 
didacy of George 3fcGovern. The Army's spying was rep~~rtedly SO 
extensive that it even intercepted a letter from a college librarian in 
South Carolina who requested information abqut a German publica- 
tion. 
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On April 14, 1971, it was revealed that the FBI  had conducted 
general surveillance of those who participated in the Earth Day 
celebrations in 19'70. These celebrations involved tens of thousands of 
citizens, State officials, representatives, of the Nixon administration, 
and Members of Congress. As the one who planned that first Earth 
Day, I cannot imagine any valid reason for spying on individuals 
exercising their constitutional rights of speech and assembly in a 
peaceable manner. There is still no satisfactory explanation of the 
surveillance. Nor is there any guarantee i t  will not be repeatd in 
the future. 

Innumerable Government officials, including President Lyndon 
Johnson, Supreme Court Justice William 0. Douglas, Congressman 
Hale Boggs, and Secretary of State Henry Kissinger, believed that 
their private telephones had been secretly wiretapped. These concerns 
coincide with known facts regarding other citizens. I n  May 1969, for 
example, the White House secretly authorized wiretaps on 17 Govern- 
ment officials and newspapermen without first obtaining an approv- 
ing judicial warrant. The purported basis of these "taps" was a concern 
that these individuals were involved in "leaks" of sensitive infor- 
mation. The Government allegedly believed that publication of this 
information did or would jeopardize "national security." There is still 
no public evidence to justify that belief. Indeed, there is no public 
evidence to demonstrate that all of the individuals tapped even had 
access to the infornlation leaked. 

The Justice Department still maintains a practice of installing war- 
rantless wiretaps on American citizens and others when it feels "na- 
tional security" is involved. This practice violates the plain language 
of the fourth amendment-which requires a judicial warrant based 
on probable cause before the Government can invade an individual's 
privacy. There is no public information concerning the number of 
warrantless wiretaps installed in the last year or presently maintained. 
Incredibly enough, the Department has refused toprovide this infor- 
mation--even in executive session-to legislative s~~bcommittees of the 
House and Senate. However, it is known that some of these wiretaps 
were authorized even though there was no direct collaboration of a 
foreign power. The tap installed on newspaper columnist Joseph 
Kraft's home telephone is perhaps the best known example. Under 
our proposal, the joint committee would be required to interrogate 
Government officials about "national security" wiretapping and un-
cover the actual criteria used by the Government in determining that 
a foreign power is directly involved. 

The Senate Watergate and Senate Judiciary Committees received 
evidence that in 1969 the White House established a special unit in the 
Internal Revenue Service to provide the administration with secret 
access to the confidential tax records of thousands of its "enemies." 
The dissemination of these private records was so flagrant and so 
widespread that one investigating Senator likened the IRS to1 a public 
lending library. 

These examples are only the tip of Che iceberg. As early as 1967, 
Prof. Alan Westin reported in his book, 'LPrivacy and Freedom," 
that : 

At least fifty different federal agencies have substantial investigative and 
enforcement functions, providing a corps of more than 20,000 "investigators" 
working for agencies such as the FBI,Naval Intelligence, the Post Office, the 
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Narcotics Bureau of the Treasury, the Securities and Exchange Commission, 
the Internal Revenue Service, the Food and Drug Administration, the State 
Department, and the Civil Service Commission. While all executive agencies 
are under federal law and execbtive regulation, the factud reality i s  that each 
agency and department has wide day-to-day discretion over the investigative 
practices of its officials. 

The lumber sand  dangers-of this official spyin have surely 
increased since 1967. But even those 1967 figures, as we f1 as the exam- 
ples I have described, should be more than sufficient to demonstrate 
what should be clear to everyone: uncontrolled Government snoop- 
ing is a dangerous wau l t  on our constitutional liberties.. Those liber- 
ties are the cornerstone of our democratic system and any assault 
on them cannot be treated lightly. A society cannot remain free and 
tolerate s Government whicll can invade an individual's privacy at 
mill. 

Governinent snooping is particularly dangerous because often it 
is executed without the knowledge or approval of those officials who 
are accountable to the public. This, in turn, increases the probability 
that Government invasions of individual privacy, as well as other 
fundame~~talconstitutional liberties, will be accomplished by illicit 
means and for illegitimate purposes. 

The FBI's "cointelpro" activities are a clear illustration of the 
problem. Another example is the break-in of Daniel Ellsberg's psy- 
chiatrist's office. This illegal act was perpetrated in September 1971 
by members of the "plumbers," a special unit established within the 
White House and ultimately accoulltable to the President himself. 
After the break-in was publicly exposed, the "plumbers" claimed that 
they were acting under the explicit authority of the President in an 
eflort to protect "national security." But available public evidence 
suggests that Mr. Nixon did not .give his approval to the break-in. 
Indeed, the White House transcripts indicate that President Nixon 
did not learn of the break-in until March 1973-18 months after it 
occurred. I n  short, a blatant criminal ac twh ich  included the viola- 
tion of one doctor's privacy-was perpetrated by Government agents 
and those with ultimate responsibility had no procedure to stop it. 

The central question is how inany other incidents of illegal spying 
by the Government remain uiidisclosed? And how many more such 
incidents must be disclosed before Congress recognizes the need for 
immediate action ? 

There is no question, hornever, that those sensitive to civil liberties 
have long understood the need for congressionad action to end the 
dangers of Government snooping. As early as 1971 I introduced legis- 
lation for that purpose. Now the public at  large has also awakened to 
the need for legislation to protect their rights against Government 
snooping. Numerous opinion polls indicate that the people's principal 
concern today is the preservation of their freedom-freedom which is 
too easily and too often taken for granted. These polls, including some 
conducted by Louis Harris, have made the following hdings  : 

Fifty-two percent of the public believes that "things have become more repres- 
sive in this country in the past few years ;" 

Seventy-five percent of the public believes that "wiretrapping and spying under 
the excuse of national security is aserious threat to people's privacy ;" 

Seventy-seven percent of the pablic believes Congress should enact legislation 
to curb government wiretapping ; 

Seventy-three percent of the public believes Congress should make political 
spying a major offense. 



On the basis of these and other findings, pollster Harris drew two 
basic conclusions. First, "government secrecy can no longer be excused 
as an operational necessity, since it can exclude the participation of 
tlie people in their own government, and, indeed, can be used as a screen 
for subverting their freedom." Second, "the key to any kind of success- 
ful future leadership must be iron bound integrity." 

The message of these opinion polls is clear: Congress must enact 
legislation to end abusive government snrveillsnce practices which vio- 
late the fundamental rights and liberties guaranteed by our Constitu- 
tion. The government should not be able to use wiretaps and other 
electronic devices to eavesdrop on citizens for "national security" pur- 
poses when there is no involvement of a foreign power and no judiciaI 
warrant. The Government should not be able to use income tax returns 
and other computerized, confidential information for political pur- 
poses. The Government should not be able to conceal its illicit activities 
by invoking the "separation of powers" or the need for secrecy. I n  a 
word, the Government should not be able'to escape its obligation to the 
Constitution'and the rule of law. Otherwise, we shall find that unre- 
strained Government power has replaced individual liberty as tlie hall- 
mark of our society. 

One does not have to attrjbl~tt: malevolent motives to government 
officials in order to realize the need for congressional action. Good 
intentions are not the criteria for judging the lawfulness 01propriety 
of Government action. I n  fact, the best of intentions often produce the 
greatest dangers to individual liberty. As Supreme Court Justice 
Brandeis once observed : 

Experience should teach us to be most on our guard to protect liberty when the  
Government's purposes a r e  beneficient. Men born to freedom a r e  naturally alert 
to repel invasions of their liberty by evil-minded rulers. The greatest dangers t o  
liberty lurk in  insidious encroachment by men of zeal, well-meaning but without 
understanding. 

Re1;ying on this historical judpient, the Supl-erne Court held in the 
1972 Keith case that the Government cannot wiretap American citi- 
zens for "domestic security" purposes without c o ~ ~ r t  authorization. In 
issuinq this decision, the court declarcltl, as a matter of constitutional 
law, tha,t the Government's self-discipline is inadequate to protect the 
individual freedoms guaranteed by the fourth amendment. The Court's 
jud,ament was not PI-emised on the malicious dispositions of those who 
inhabit the executive branch. Rather, the judgment flowed from the 
conflicting interests vhich the Government is required to serve. Speak- 
ing for a unanimous Court, Justice Lewis Powell examined the evolu- 
tion and contours of the freedoms protected by the fourth amendment. 
He then stated : 

These Fourth Amendment freedoms cannot properly be guaranteed if domestic 
security surveillances may be conducted solely within the discretion of the execu- 
tive branch. The Fourth Amendment does not contemplate the executive officers 
of Government a s  neutral and disinterested magistrates. Their duty ~ n drcsponsi-
bility is to enforce the laws. to investigate and to prosecute. . . . The historical 
judgment, which the Fourth Amendment accepts, is that  unreviewed executive 
discretion may. yield ton readily to pressure to o b t ~ i n  incriminating evidence and 
overlook poten'tial invasion of privacy and protected speech. 

I n  this context, a congressional oversight committee would be a two- ., 
edged sworcl in the effort to end the abuses of Government snooping. 



On the one hand, this coii~mittee could provide assurances to the public 
that Government surveillance activities are limited to those conducted 
by lawful means and for legitimate purposes. On the other hand, the 
oversight committee could help the executive branch to insure that 
Government agents do not misuse the public authority entrusted t o  
them. Fulfillment of these two fullcticiiis by the oversight committeq 
would do much to eliminate illegzl and unethical Government spying. 

I n  considering creation of a congressional oversight committee, 
Congress should not yield to self-serving assertioiis by the executive 
branch that the power to investigate and conduct surveillance to inves-
tigate and conduct snrreillance is exclusively within its jnrisdictioll 
and that Congress has no right to sensitive information concerning 
such investigations and surveillance activities. This argument is non- 
:-ciise. Certainly there is no language in the Constitution which allows 
Government surveill~tnce activities to escape congressional scruti~iy. 
Indeed, such an escape clanse would be at odcls with the fundanientaI 
premise of our constitutional system that all power is "fenced about," 
that every coordinate branch of Government is subject to the check of 
the other branches. If  Government investigative and surveillance activ- 
ities can be maintained by Government secrecy, there wonld be no may 
for the Congress to h o w  whether i t  should exercise its power to check 
the executive branch. -

Moreover, a lack of congressional oversight wonld cripple Congress 
ability to protect those individual freedoms guaranteed to everyone 
by the Constitution. I n  the Federalist Papers, James Madison acknowl-. 
eclged Congress as "the confidential guardians of the rights and lib- 
erties of the people.'' Congress cannot fulfill its responsibility to 
protect those rights and l?berties unless i t  first has the facts concerning 
the scope and nature of Government investigative and surveillance 
activities. Access to those facts is also important if Congress is ta 
exorcise its other responsibilities. Thus, the Constitution empowers 
Congress-not the President-to regulate interstate commerce; the 
Constitution empowers Congress-not the P r e s i d e n t t o  appropriate 
pt~.blic moneys for Government operations, including investigative and 
sarvcillance activities; the Constitution empowers Congress-not the 
Presiclent-to enact laws concerning the pnnishment of c r i~n ind  
offenses and the protection of individual privacy. Raving been granted 
these powers, the Congress should obtain the information necessary to 
insnre that they are exercised wisely. 

The need for this conyressional oversight conlmittee, then, should 
not he unclerestim%t~d. The individual's right to privacy is one of oyr 
mcst cherished liberties. It is funclaniental t o  the concept of democratic 
self-qo~ernrnent where each individual's privzte t,hoonght and beliefs 
are beyond the reach of Government. Without that l ight  to privacy, 
the individ~xal's freedom to participate in and guide his Government 
is ieoparcljzed. Government then becomes a monster to be feared 
rather than a servant to he trusted. 

As Justice Stephen Fislcl stated in 1888: 
Of all the rights of the citizens, few are  of greater importance or more essen- 

tial to  his peace and happiness than the right of personal security, and tha t  
involves not merely protection of< his person from assault, but exemption of his 
private affairs, boolrs and papers from the scrutiny of others. Without enjoy- 
ment of this right all others would lose half their value. 



A right so vital to individual liberty and, indeed, to our constitu- 
tional system deserves rigorous protection by Congress-the people's 
chosen representatives. The amendment being offered today provides a 
timely opportunity to establish that protection and assure the Ameri- 
can public that individual freedom is still the foundation of our 
political system. 

Mr. JACKSON.Mr. President, last November Senator Nelson and I 
introduced S. 2738 to  establish a watchdog joint congressional com- 
mittee to  oversee activities of the Federal Government affecting the 
right to privacy of all American citizens. Onr purpose was to create 
and focus in one congressional committee the responsi'bility for over- 
seeing domestic surveillance and investigative activities of Federal 
agencies as those activities relate to  the need to protect and defend 
individual privacy and freedoin for all American citizens from serious 
and destructive erosion. Today I am pleased to join with Senator 
Nelson to offer a modified version of this legislation as an amendment 
to S. 3418, a bill to create a Federal Privacy Commission to  monitor 
and regulate data banks. 

Individual privacy and freedom, which are a t  the heart of our sys- 
tem of democratic self-government, are under severe pressure today. 
Modern technology has vastly increased the ease with which intrusions 
on individual privac may be conducted. By 1967 over 50 Federal 
agencies were engage ifin investigative activities employing over 20,000 
investigators. These included such diverse agencies as the Food and 
Drug Administration, the Securities and Exchange Commission, the 
Treasury Department, the Justice Department, and many others. Since 
that  time the number of a ncies and investigators has almost cer- 
tainly increased and i t  has recome clear to the American people that 
there is a danger that the power of the Federal Government may be 
abused to indiscriminately employ modern techniques of surveillance 
for illegitimate purposes or .by unregulated procedures. This danger 
represents a serious threat to the integrity of individual rights and, 
therefore, to our entire way of life in America. 

The American people are deeply disturbed about evidence that has 
accumulated in recent years of widespread Government insensitivity 
and disregard for the rights of individual citizens. Watergate and 
related scandals have brought to light a callous disregard for the law 
and for the sanctity of individual ri hts within the highest circles of 
government. Such activities as the formation of the "Plumbers" for 
the purpose of carrying on internal security operations which included 
wiretapping and burgla7 smacks of a secret police operation that 
has no place in American hfe. 

Over the past week there have been new revelations that Go\-ernment 
agencies have engaged in secret intelligence gathering and "dirty 
tricks" operations aimed at political and activist organizations. These 
revelations have further shaken the confidence of the American people 
in the integrity and methods of Federal investigative agencies. 

A lawsuit filed by a public interest law firm brought the disclosure 
that a secret unit within the I R S  named the ('Special Service S?aff7' 
began gathering intelligence in the summer of 1969 as a result of direct 
White House pressure. The Special Service Staff unit collected intelli- 
_gence and investigated 99 political and activist organizations and was 



not disbanded until after the Watergate scandals became public. The 
use of the IRS to perform unauthorized law enforcement type func- 
tions for essential1 political purposes is a flagrant and inexcusable 
abuse of power. TEis action undermines public confidence which is 
absolutely essential if the I R S  is to perform its job of administering 
the tax laws. More importantly, it runs counter to fundamental values 
of freedom of expression and equal treatment under the law to have an 
agency of Government collecting data to be used against organizations 
with political views that are not favored by the current administration. 

The purpose of the Joint Committee which Senator Nelson and I 
have suggested would be to assure public accountability of Federal 
investigative agencies by assuring better congressional oversight of 
their activities. As was noted editorially in the Washing-ton Star on 
November 20 : 

It is imperative that  Congress begin exercising much closer oversight of opera- 
tions fo r  which i t  provides the legal basis and the financing. I t  should not be 
left to  high-level bureaucrats, especially in  the agencies with awesome investi- 
gative authority, nor to White House politicians to decide what is or is not good 
for  the people and then use highly questionably means to exercise that  which 
they consider bad. 

I firinly believe that the Congress does bear a heavy responsibility 
to assure that Federal investigative agencies do not disregard the civil 
liberties of the American people. The legislation which Senator Nelson 
and I have suggested will give us the tools to do this job. 

Senseless violations of individual rights have occurred, in part, be- 
cat]-se in the Congress have not pursued with sufficient vigor oyr 
responsibility to closely oversee the activities of the innumerable Ped- 
era1 agencies which have an impact on the right to privacy of millions 
of Americans. As a result, the American people are very much con- 
cerned about the need for increased efforts to protect our cherished 
tradition of individual liberty in the wake of disclosures of such 
blatant abuses. Recent polls indicate that 75 to 80 percent of the Ameri- 
can people favor tough new laws making unlawful wiretapping a 
major criminal offense. 

I am pleased that the Congress has begun to respond to the need for 
legislation designed to better protect individual rights. S. 3418 is an 
important bill which will do a great deal to assure the right to privacy 
for inillions of Americans about whom the Federal Government has 
collected and maintains records in computer data banks. For this rea- 
son, I have been active in the development and joined as a cosponsor of 
this legislation. 

I believe the amendment that Senator Nelson and I are now offering 
would strengthen and broaden the scope of S. 3418 by addressing the 
equally important issue of regulating and overseeing the activities of 
Federal investigative agencies. The committee we are suggesting would 
be invaluable as a means of focusing and improving congressional over- 
sight of Federal agencies to assure that they do not overstep their 
statutory and constitutional authority in ways that have an adverse 
impact on individual freedom. At  present, 12 or more congressional 
committees oversee the activities of the uncounted but iqnumerable 
Federal agencies which conduct investigative activities. The compre- 
hensive overview of these agencies that would be provided by our legis- 
lation would provide a more effective safeguard against the use of in- 



, vestigative and surveillance powers in ways that fly in the fade of our 
traditional commitment to personal freedom and liberty. 

. I am pleased that Senator Muskie will hold hearings on this amend- ' ment on the 9th and 10th of December. 

Mr. ERVIN.
Mr. President, will the Senator from isc cons in yield? 
Mr. NELSON. Iyield to the Senator. 
Mr. ERVIN.I thank the Senator for his very complimentary state- 

ment of my work in the field of individual rights. I have always had 
the aid of the distinguished Senator from Wisconsin on that, and I am 
proud to be, along with him and .one or two other Members of the 
Senate, one of the authors of the bill to repeal the no-knock law. 

I wish to commend his action in this matter and the action of the 
distinguished Senator from Maine. I think that is the proper course to 
take because if we sometimes put too big a load on one iittle legislative 
nag he has a hard time making the journey to his ultimate destination. 

I thank the Senator for his course of action and the Senator from 
Maine for giving the assurance that he will hold hearings on the pro- 
posal which, I think, deserves mise and careful thought. 

Mr. NELSON. I thank the Senator from North Carolina. I only regret 
that he has decided voluntarily not to join us again in the next session 
because I think that about 90 percent of the influence I have on this 
kind of an issue is as a result of my association with the Senator from 
North Carolina, which I now lose. 

Mr. WEIGHER,If the Senator from Wisconsin will yield for one 
moment. I commend the Senator from Wisconsin and the Senator from 
TVashington for their legislation. 

Iwant to thank the distinguished Senator from Maine for proposing 
hearings on this bill, and also on the bill proposed by Senator Baker 
and myself. 

As each week goes by and more of these abuses come to the public's 
knowledge, I think it is terribly important that we act. We all realize 
the difficulties that this type of legislation, the type proposed by Sen- 
ator Nelson and Senator Baker, have had in the past. But it has got to 
be clear to this body that nobody has been taking responsibility for any 
oversight relative to these various agencies. 

We owe it to the public now to take this entire area of law enforce- 
ment and intelligence gathering and make it accountable to the people 
of the United States through their elected representatives. 

I would hope that we not only have the hearings but also we make 
this one of the first orders of business for Congress in the months ahead. 

I thank the Senator from Wisconsin. 
Mr. NELSON. I thank the Senator. 
1yield the floor. 
Tile PRESIDINGOFFICER. The question is on agreeing to the amend- 

ment of the Senator from Wisconsin. 

Mr. NELSON. Mr. President, I withdraw my amendment. 

The PRESIDING The Senator's amendment is withdrawn. 
OFFICER. 

Mr. GOLDWA~R.  Mr. President, by a happy coincidence, the House 

a t  this very moment is considering almost identical legislation to this, 
legislation introduced by my son who represents the 20th District of 
California. 

Mr. President, I am very happy to be a cosponsor of this legislation 
and happy to have introauced a piece of legislation quite similar to it. 
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Mr. President, I am proud to rise today in support of the committee 
bill to protect individual privacy in the collection and use of personal 
data by Fedeql  agencies. 

IMr. President, the need for protection of personal privacy has come 
to the fore only in recent years, although its source is found in the Con- 
stitution itself. 

Reports uniformly calling for the adoption of safeguards for the 
fair storing and handling of personal inforniation have been published 
by the Departments of Communications and Justice in Canada in 1971, 
the Younger Committee on Privacy in Great Britain in 1972, the In-  
ternational Commission of Jurists in 1972, the National Academy of 
Scieiices Project on Computer Databanks, also in 1972, and the Secre- 
tary's Advisory Committee on Automated Personal Data Systems of 
the Department of Health, Education, and Welfare in 1973. 

I n  late 1973, legislation was introduced in the House of Bepresenta- 
tives (H.R. 10042) by Congressman Goldwater, Jr., and in the Senate 
(S.2810) by me, to  implement the common principles shared by these 
various studies. I believe the committee bill before us today includes 
these same safeguards insofar as the operations of Federal agencies and 
departments are concerned. The basic safeguards are : 

First. There must be no personal data system whose very existence 
is secret. 

Second. There must be a way for an individual to find out what 
information about him is in a record aiid how that information is to 
be used. 

Third. There must be a w,zy for an individual to correct information 
about him, if it  is erroneous. 

Fourth. There must be a record kept of every significant access to 
any personal data in the system, including the identity of all persons 
and organizations to whom access has been given. 

Fifth. There must be a way for an individual to prevent information 
about him collected for one purpose from being used for other pur- 
poses, without his consent. 

Mr. President, it  is my belief that in order for the individual to 
truly exist, some reserve of privacy must be guaranteed to him. Pri- 
vacy is vital for the fl0urishin.g of the individual personality and to 
'%he imaginativeness and creativity of the society as a whole." So said 
the Report of the Committee on Privacy of Great Britain in 1972. 

By privacy, Mr. President, I mean the great common law tradition 
that a person has a right not to be defamed whether i t  be by a machine 
or a person. 1mean the right "to be let alonev-from intrusions by Big 
Brother in all his guises. I mean the right to be protected against dis- 
closure of information given by an individual in circumstances of 
confidence, and against disclosure of irrelevant embarrassing facts re- 
lating to one's own private life, both rights having been includecl in 
the autlioritati~re definition of privacy agreed upon by the Interna- 
tional Commission of Jurists at its world conference of May, 1967. 

By privacy, I also mean what the TJ.S. Supreme Court has referred 
to as the embodiment of "our respect for the inviolability of the human 
person~lity," and as a right which is "so rooted in the traditions and 
'conscience of our people as t~ be ranked as fundamental." 

What we must remember today is that privacy in the computer age 
must be plannecl. Privacy, as liberty, is all too easily lost. We must 
act now while there is stillprivacy to cherish. 



AMENDMENT NO. 1914  

Mr. GOLDWATER. Mr. President, I call up for myself and the senior 
Senator from Illinois (Mr. Percy), our amendment No. 1914, to halt 
the spread of tlie social security number as a universal population 
identifier. 

The P m s m ~ ~ a  The clerk wiI1 report the amendment. OFFICER. 

The assistant legislative clerk read as follows : 

MORATORIUM OX USE O F  SOCIAL SECURITY NUMBER 

Sec. 307. ( a )  It shall be ui~lawful for-
(1)  any Federal, State, or local government agency to deny t o  any individual , 

any right, benefit, or privilege provided by law because of such individual's 
refusal to disclose his social security account number, or 

( 2 )  any person to discriminate against any individual i n  the course of any 
business or commercial transaction or activity because of such individual's re- 
fusal to disclose his social security account number. 

(b)  The provisions of subsection ( a )  shall not apply with respect te- 
(1 )  any disclosure which is required by Federal law, or 
(2)  any information system in existence and operating before January 1,1975. 
(c )  Any Federal, State, or local government agency which requests a n  in- 

dividual t o  disclose his social security account number, and any person x h o  re- 
quests, in  the course of any business or commercial transaction or activity, a n  
individual to disclose his social security account number, shall inform that  in- 
dividual whether that  disclosure is mandatory or voluntarx, by what statutcrg 
or other authority such number is  solicited, what uses will be made of it ,  and what 
rules of confidentiality will goverii it. 

Mr. GOLDTVATER. Mr. Pxesident, when parents cannot open bank 
accounts for their children obtaining social security numbers 
for them ;when all schoolchilclren in many ninth grade classes are com- 
pelled to apply for social security numbers; when a World \Var I 
veteran is aslred to furnish his social security number in  order to enter 
a Veterans' Administration hospital; and when the account number 
is used and required for numerous other purposes totally unrelated 
to the original social security program; then I believe it is  time for 
society to stop this drift toward reducing-each person to a number. 

There already have been issued a total of over 160 million social 
security numbers to living Americans. The total number issued in 1972 
increased almost 50 percent over 1971, while the number issued to chil- 
dren age 10 and younger rose 100 percent. 

There is no statute or regulation which prohibits, or limits, use of 
the account number. To the cont,rary, a directive issued by President 
Roosevelt 32 years ago, is still in effect requiring that any Federal 
agency which establishes a new system of personal identification must 
use the social security number. 

Numerous Americans deplore this development. They resent being 
constantly asked. or required to disclose their social security number 
in order to obtain benefits to which they are legally entitled. They 
sense that they are losing their identity as unique human beings and 
are being reduced to a digit in some bureaucratic file. 

Scholars who have studied the situation have fears which run far  
deeper. These writers believe that the growing use of the social security 
number as a population number will brand us all as marked individ- 
uals.
' What is meant is that when the social security number becomes a 

universal identifier, each person will leave a trail of personal data 
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behind him for all of his life which can be reassembled to confront 
him. Once we can be identified to the Administrator in government or 
in business by an exclusive number tied to each of our ast activities- 
our travels, the kinds of library books we have checke !iout, the hotels 
we have stayed at, our education record, our magazine subscriptions, 
our health history, our credit and check transactions-we can be pin- 
pointed wherever me are. We can be manipulated. We can be condi- 
tioned. And we can be coerced. 

Mr. President, the use of the social security number as a method 
of national population numbering is inseparable from the rapid ad- 
vances in the capabilities of computerized personal data equipment. 
The state of the art in computer data storage is now so advanced that 
the National Academy of Sciences reported in 1972 : 

That  it is technologimlly possible today, especially with recent advances in 
mass storage memolies, to  build a computerized, on-line file containing the com- 
pacted equivalent of 20 pages of typed information about the personal history 
and selected activities of every man, woman, and child i n  the United States, 
arranging the system so that  any single record could be in about 30 
seconds. 

The concern I have about the spread of the social security identifier 
is also tied to the ravenous appetite of the Washington bureaucracy 
for information. A House Post Office and Civil Service Subcommittee 
repoi~ted in 1970 that Washington's paperwork files would fill 12 Em-
pire State buildings stacked on top of each other. These files already 
include over 2 billion records traceable to personal individuals. 

Where will it end? Will we allow every individual in the United 
States to be assigned a personal identification number for use in all his 
governmental and business activities? Will we permit all computerized 
systems to interlink nationwide so that every detail of our personal 
lives can be assembled instantly for use by a single bureaucrat or 
institution ? 

The time to think about the future is now. We must build into the 
law safeguards of human privacy while a national numbering system 
is not yet an accomplished fact. Accordingly, Senator PERCYand I 
propose to place a moratorium on the use of social security numbers 
for purposes unrelated to the original program. 

Our amendment will make it unlawful for any governmental body 
at the Federal, State, or local level to deny to any person a right, ben- 
efit, or privilege because the individual does not want tO disclose his 
social security account number. The amendment also provides that it 
shall be unlawful for anyone to discriminate against another person 
in any business or commercial dealings because the person chooses not 
to disclose his account number. 

The prohibitions of our amendment would t.ake effect beginning on 
January 1,1975. Any information system started after that date will 
be subject to the amendment, but any information system in existence 
before then is exempt. 

Mr. President, medical and sociological evidence proves that the 
need for privacy is a basic, natural one, essential both to individual 
physical and mental health of each human being and to the creativity 
of society as a whole. The $upreme Court of the United States has 
started on repeated occasions that personal privacy is also a funda- 
mental right of U.S. citizenship, guaranteed by the Constitution to 



every citizen. Mr. President, it is for us to determine today just how 
much privacy shall remain for the individual in the future, and I hope 
the Senata will act favorably upon both our amendment and the com- 
mittee bill. 

Mr. President, I ask unanimous consent that Senator HBL~MS'name 
beadded as a cosponsor. 

The PRESIDING Witliout objection, it is so ordered. OFFICER. 

Mr. PERCY.
Will the Senator yield? 

1Hr. GOLDWATER. 
I yield to the Senator. 

Mr. PERCY.
Mr. President, I shall be very brief. Mr. President, it is 

a distinct pleasure to join Senator Golclwater, together with my 
esteemed colleague, Senator Ribicoff, who asked to be included as a 
cosponsor of the pending amendment, in offering an amendment to 
limit use of the social security number. The senior Senator from Ari- 
zona is an acknowledged leader in the Senate on matters relating to 
the social security number and privacy. On the same matters, I have 
had long extended discussions with Congressman Barry Goldwater, 
Jr. from California, who is a principal author in the House of the 
privacy legislation shortly to be considered by that body. 

I consider him to be vigilant defender of citizens' individual rights 
of privacy. 

Our concern is that ,the social security number is fast becoming the 
.single common identification number for each and every American 
,citizen. For many years we have heard proposals to compel a11 school 
children of a certain grade level to receive a social security number. 
Tt has even been suggested that every newborn infant be labeled with 
snclz a number. To a great many Americans, the image of such a policy 
put into praotice is abhorrent. Yet the problems surrounding the mis- 
use of the social security nnmber are more than symbolic of our new 
era of data banks and our fears of a centrally controlled Big Brother 
society. 

In  23 States, it is impossible to vote in a local, State or even national 
election without first supplying a social security number. In  the State 
.of Virginia, for example, you cannot vote, register an automobile, or 
,even obtain a clriver's license unless you first cllsclosc your social secu- 
rity number. 

I n  West Virginia, it is required for fishing licenses. The Federal 
Reserve Board requires it to join their car pool. Senate wives once 
'had to give i t  before entering the White House whea visiting with 
Mrs. Nlvon for tea. The soclal security number appears 011 every 
,Senate staff member's identification card. The number is used widely 
Zhrougl~out the Government, and it is even used as the principal iden- 
tification number by the U.S. Army. All of these uses continue, and 
yct if you look at your own social security card, at the bottom, i t  reads, 

For social security and tax purposes--not for identification. 

The social security number mas clearly not intended by its creators 
to become the universa.1 identifier. But in the race to computerize every 
Imown faot stored by the Government about its citizens, the warniilg 
.on our cards has been i nored. I t  is not so much that the social security 
number had to be use f by the computer programmers and data col- 
lectors. It was there and it mas convenient. Apparently no one gave 

t hougl~t15 or 20 years ago to the possibility that massive computenza- 



tion of personal data files op thehasis of a single unprotected,number 
could someday pose a problem. 

That lmk of .foresight was u n f o r t u n a c f d r  now hundreds of Gov- 
ernment computer systems and thousands of private computer systems 
use the social security number in the indexing and identification of 
individuals. The possibility is growing that anyone with access to the 
proper computer terminal could type in a social security number and 
thereby order the computer to print out details concerning what cars 
we own, and what our driving record is like, how we spend our money 
and how we pay our bills, how we did in school, what we tell our 
doctor and what 11e tells us in return. 

The amendment that we offer is a modest proposal to limit the ex- 
pansion of the use cf the social security number. We recognize that 
we cannot yet justify a law requiring the reprogramming of massive 
computer systems maintained by the military, by ~miversitiw, and by 
private emp1oyei.s. After careful consideration, we have determined 
that a moratorium ought to be placed on the ability of both Govern- 
ment and private organizations to develop new programs and new 
procedures that require an individual to furnish his social security 
number. 

Under our amendment, Federal Government and private organiza- 
tions that begin using the social security number after January 1,1975, 
cannot deny a right, benefit, or privilege to lan individual who refuses 
to disclose his number, unless the disclosure is required by Federal law. 
Furthermore, all requests by an organization of an individual for his 
social security number must be accompanied by the following infor- 
mation :whether disclosure is mandatory, what is the legal authority 
for the request, what uses will be made of the number, and what rules 
of confidentiality will apply. 

Mr. President, these provisions directly reflect the specific recom- 
mendations of the oft-cited text "Records, Computers, and the Rights 
of Citizens," wliich was published in 1973 by the Secretary of HE\V7s 
Committee on Automated Personal Data Systems. The amendment is 
also consistent with the general position presented in the Social Secu- 
rity Administration's "1971 Task Force Report on the Social Security 
Number." 

Our amendment overcomes the questions raised earlier by several 
of my colleagues. Tlzese questions centered around the disruption of 
established procedures and the uncertain but l~arge cost involved in 
changing recordkeeping procedures nationwide. The amendment will 
not require redesi.gniizg forms and reprograming computers. It will 
not disrupt estslbllshed procedures and i t  will not create unwarranted 
cost burdens, because it specifically exempts any disclosure of the social 
security number which is required by Federal I~aw, or any use which is 
in existence and operation prior to January 1,1975. 

Mr. President, the amendment that we now propose is but a small 
tribute to the tireless efforts over many years by the most respected 
senior Senator from North Carolina, Senator Ervin, to beat down in- 
vasion of privacy on numerous fronts. Our amendment does not 
pretend to solve all of the problems raised by abuses of the social 
security number, but it wilLhalt the unchecked spread of these abuses 
and bring us to a uniform national policy. 



Mr. ERVIN.'Will the Senator from Arizona yield '? 

Mr. G O L D W A ~ .  
Iwill be happy to yield. 
Mr. ERVIN.I think the amendment offered by the Senator f rom 

Arizona, cosponsored by the distinguished Senator from Illinois, is. 
very meritorious, and I hope the Senate will adopt it. I want to take 
this occasion to commend the Senator from Arizona for the good work 
he has done in supporting this entire legislation. 

Mr. GOLDWATER. I thank the Senator. 
Mr. &USHA. Mr. President, has the amendment been disposed of?  
Mr. GOLDWATER. I was wondering if it had been disposed of. 
The PRESIDING The amendment is still pending. The Chair OFFICER. 

was not certain whether the Senator from Nebraska wanted to address 
the amendment. 

I f  not, the question is on the amendment of the Senator from Arizona 
(putting the question). 

The amendment was agreed to. 
The PRESIDING The Senator froni Nebraska. OFFICER. 
Mr. &us=. Mr. President, I rise to address some questions and 

express some misgivings about the pending measure. It is a measure 
which seeks to es@blish a Federal privacy board to oversee the gather- 
ing and disclosure of information concerning individuals, to provide 
management systems in Federal agencies, State and local governments, 
and other organizations, regarding such information, and for other 
purposes.

It seeks to gain these objectives, Mr. President, by granting very 
extensive powers and duties to the Privacy Commission which the 
legislation creates. 

Mr. President, the general declared objectives of the bill are de- 
sirable and worthy. I support these objectives. There have been many 
abuses in the area of privacy with which this bill deals. Many past 
abuses have been identified and have been corrected. As new abuses of 
privacy appear, there have been good faith efforts by both the con- 
gressional and executive branch to remedy them. 

But notwithstanding such efforts, there are still a number of areas 
in which great improvement can be made, to protect the privacy of 
individual data collected and maintained by the Government, by proper 
statutory authority and other regulatory efforts. There is little doubt 
that there is much room for improvement in the manner in which our 
Government treats the personal information of its citizens. 

It is, however, Mr. President, the effectiveness, the propriety, and 
the wisdom of the form which this bill takes in order to safeguard 
personal information which raises some question. 

While there are other observations which could be addressed to  
various specific provisions of the bill, I shall briefly refer only to two 
major aspects of the legislation in my present remarks. 

One aspect has to do with the nature and scope of the duties and 
responsibilities of the Federal Privacy Con~mission provided for in 
the bill. 

The second major aspect pertains to the inclusion of criminal justice 
and the law enforcement records and files within the purview of the 
legislation. 

As to the first, Mr. President, it  should be noted that the scope and 
range of activities permitted the board are very broad. The board 



may concern itself not only with Federal a encies and offices, but also 
with organizations in the rivate sector, ins ta te  and regional govern- 
ment, and in charitable an :political organizations. 

Happily, it is excluded from examining religious organizations, but 
.aside from that I doubt very much that any system of data gathering 
would escape the microscopic as well as the macroscopic eye of the 
Federal Privacy Commission. 

Mr. President, the present law, together with many longstanding 
precedents, assigns oversight responsibilities regarding many of the 
Federal agencies and activities to the Congress. There are, for example, 
oversight powers, presently being exercised by the Committees on the 
Judiciary, in both bodies of Congress, dealing with the Federal Bureau 
of Investigation and its related information gathering activities. 

Similarly, there are the Committees on Commerce in both bodies 
of Congress which concern themselves, and have for many decades 
with the regulatory bodies, such as the Interstate Chmmerce Commis- 
sion, the Civil Aeronautics Board, and the Federal Trade Commission. 

We also have the Committee on Finance in  the Senate and the 
TJTays and Means Comnlittee in the House which concern themselves 
with the Internal Revenue Service and with the various activities 
that are lodged in the Treasury Department. 

These are examples ~vhere, .through the years--either by statute 
or by inherent constitutional powers-Congress has exercised over- 
sight on Federal activities and agencies. 

Normally when Congress seeks to delegate its powers and responsi- 
bilities it does so in a lllnited fashion. But here, Mr. President, under 
the terms of this bill, (the Federal Privacy Board would be vested 
with vast responsibility and supervisory power. 

Such a delegation of responsibility as is represented in this bill is 
a little at  variance with what me like to see. This is because when we 
create powers in bodies of this kind Congress has generally tried to 
define in more or less precise language-preferably more precise- 
the bounds of such power. 

Mr. President, the Board created by this act would supersede and 
impose itself upon all existent statutory, or a c t~~a l ,  oversight and 
supervision of the various other agencies and activities that are in- 
volved. I t  mould create a~lotller layer of Federal officials mho mould 
go abroad and interest themselves in  getting into almost limitless 
numbers of activities and areas of human conduct in this country. It 
mould indeed be far  Aung in its organization. I t  would have to be, 
of course, if it were going to be effective for its declared purposes. It 
would be armed with money and with penetrating powers-power to 
get witnesses and records in almost any public or private area in 
which it might care to interest itself. 

Mr. President, it is respectfully suggested that this type of super- 
visory activity will tend to result in confusion and conflict and inde- 
cision. It may tend to diminish the inlmecliate and direct interest of 
Congress in the exercise of its oversight role. 

As indicated, the scope of coverace of the Commission covers vir- 
tually all of the data-collecting activity of the Government. It includes 
civjl as well as criminal d a t ~  

The remainder of my remarks pertain to the assignment to the 
Federal Privacy Conlmission of criminal justice records and of lam 



enforcement recbrds in their totality, barring none. The field of crim- 
inal justice reco~ds,'I submit, is of such complexity that it should not 
be dealt with on the same terms as civil records. It should be the 
subject of separate regulation. , 

The field of criminal justice records and the related information, if 
i t  were not handled properly, mould be dangerous to informants, 
operatives, agents, and officers of the law. 

Mr. President, there is no need for this legislation to get i ~ i o  the 
regulation of criminal justice records. There is presently pending in 
Congress legislation-which now is narrowing down to its final 
stages-that deals specifically with crimil~al lustice history, with 
criminal information centers, with data banks, conrt records, and ail 
the other information which pertains to Ism enforcement. 

This legislation, S. 2963 and S. 2964, is well along, and it is near 
resolution. It has been the subject of extensive hearings. Many hours 
have gone into perfecting its provisions. 

It is a difficult field in itself and with its specific points-very diffi-
cult. Because of its complexity, the legislation has not been treated 
superficially and has, therefore, taken a period of time in which to 
reach the near-completion stage it now occupies. 

With all this effort, in the passage of the pending bill, S. 3418, me 
would have superimposed upon the criminal-justice field very general 
rules which were designed for civil record systems and do not properly 
fit law enforcement. This wonld cause no end of confusion and no 
end of conflict. 

Generally, i t  has  been assumed that  criminal justice or lam enforcement 

information (whether used by Government or in  the private sector) gives rise 

t o  problems requiring treatment different from that  of information used to carry 

out  social, health, o r  money benefit programs, to administer revenue and regnla- 

tory lams, to select and manage employees and outside contractors, and to con- 

d u d  the multiplicity of other operations by Government o r  business. However, 

even within the broad range of separate informational relationships between 

individuals and Government o r  between individuals and business, where crim- 

inal detection and apprehension or enforcement of regulatory laws is  not the 

object, wide differences occur. Material differences occur i n  the kinds and vol-

ume of information used, in  the manner of collecting and disseminating informa- 

tion, in the degrees of data  sensitivity, in  the uses made of the information, aud 

in  the risks of possible abuse. 


The Committee on the Judiciary is formulati~lg this crimina.1 justice 
data legislation, S.2963 and S. 2964. The Judiciary Committees of 
the Honse ancl the Senate, hare, through the years, acquired a great 
deal of experience and seasoning in this area. I submit that it is only 
fitting and proper, as well as wise, to reserve the responsibility of 
drafting complex legislation to those committees which developed 
background and expertise on the topic in question. 

The job can be done, Mr. President, to proiect privacy in the area 
of lam enforcement records 2nd criminal information centers. I t  can 
be done in a way to assure pnvacy and to assure relevance. to aswlre 
timeliness and con~pleteness and accuracy of the data involved. That 
will be done. 811tit can be done best by those who are versed and 
knowledgeable in khat field. 

It is imperative that competent, seasoned, and expert authorities 
handle situations of that kind. The goal, after d l ,  in law enforce- 
ment is goocl police work, good investigation work, good prosec~~tion, 



sentencing, and correction. Legislation should be enacted which con- 
siders these various aspects of law enforcement. In  nding in this area 
we must insure that we have struck a proper and equitable balance 
between the individual's right to  privacy and society's interest in good 
and effective law enforcement. 

Mr. President, again I say that I do believe that the thrust of this 
bill, with its broad regulatory Commission and its effort to apply the 
same regulations to  civil and criminal data-arrest records as well 
intelligence information-is the wrong means to  approach the prob- 
lem with which we are attempting to  deal. Happily, in lthe other 
body, there is being perfected a companion bill which has approached 
the matter in s vastly different way. It is my hope that in due time, 
rather. than trying to anlend this bill on the floor of the Senate, which 
would be a mighty poor way of trying to legislate in such a complex 
field, that me should make an effort to consider the product of the 
other body. 

Again, I want to say that the objectives of S. 3418 are good. They 
are fine, and there will be a great deal of popular support for an 
attempt to correct practices which sometimes result in abuse of pri- 
vacy. But i t  is not the label of the bill. it is not its declared programs 
for which we should vote ;i t  is rather the f aslzion in which it is sought 
to achieve those objectives that really counts. 

Mr. President, Iyield the floor. 
Mr. PERCY.Mr. President, I certainly think that the remarks of our 

distinguished colleague, Senator H r ~ ~ s k a ,  are worthy of comment and 
the concerns he has raised are worthy of consideration. S.3418 requires 
that crinzinal history and arrest records-that is, routine records of 
arrest and court decisions or rap sheets-be subject to the requirements 
of the bill. 

But our bill does make a careful, proper distinction between this 
type of criminal record and another type. The latter type are criminal 
intelligence and investigative files. 

These files, of course, are of a sensitive nature, and S.3418, in section 
203, provicies that agencies maintaining suclz files may exempt them 
f r o ~ xthe provisions of tlze bill provicling that people may have access 
to their own records. We believe this exception to be proper and ample 
to meet the legitimate concerns of the law enforcement agencies. 

The kinds of exception that arose, that have given suclz great em- 
phasis to this bill, are tlze kind of situation which a mail cover picks 
up the fact that a high school girl-in this case, i t  was s girl by the 
name of Lori Paton-wrote a letter in connection with a hlgh school 
tbeme to an agency that happened to be on the FBI's subversive list. 
The mail surveillance picked up that she was corresponding with snch 
an agency, and she was therefore named in the record, and s high 
school girl had an FBI record. 

All she was doing was writing a high school theme. She was not a 
subversive, but there she was, she had a file with the FBI. The family 
literally had to go to court m d  sue the Governnent in order to have 
that recorcl taken out, along with all the other people that might be in 
such a position. 

Qur bill is so cnrefully d?hftecl, that it would permit her to obtairi 
access to her file. However, if the information in her file were in fact 



criminal intelligence information, part of a current investigation of 
criminal activities, our bill would safeguard the ability of law enforce- 
ment personnel to withhold information until the possibility of prose- 
cution had passed. 

Certainly, we have no intention of indrfering with criminal records 
and th& type of thing, whicll the distinguished Senator pointed out 
must be preserved. 

I think the bill has been carefully drawn in this regard. Nothing in 
S. 3418 would do damage to the quality of arrest records, for instance. 

No excessive burdens for law enforcement agencies are created by 
this bill. Indeed, the specific legislation that the administration has 
sent to Congress to deal with criminal arrest records, and tho, two 
L%nate bills-Ervin and Hruska-all of which are far more detailed 
and comprehensive in their treatment of arrest records, are not incon- 
sistent with the treatment provided by S. 3418. All of these bills 
provide the same basic protections :an individual can see his own "rap 
slleet," the information must be accurate and up-to-date, and standards 
are established to regulate the disclosure and access to arrest record 
files. 

S.3418 provides these same minimum safeguards, to become effective 
1year after enactment. This delay allows tlme to permit a more ex- 
plicit crinlinal records bill to be passed. However, until a bill passes 
there is no reason not to provide minimum standards. 

The need for crinlinal records coverage is demonstrated by the 
NCIC-National Crime Information Center-a centralized national 
computer center that collects and disburses information about wanted 
pel-sons, stolen property, and criminal history records, now operates 
without legal privacy restrictions. As of December 1,1973, there were 
more than 5 million active files in this system. Computer terminals 
located in cities and towns all across the nation create easy access to 
these records. "They could lead to access by more users and for check- 
ing on more individuals than is socially desirable'-from the July 
1973HEW report on privacy. If liarmful information about a person 
mere placed in the file, it would be disseminated and available 
nationwide. 

The HEW report says : 
I n  practice, the NCIC does not have effective control over the  accuracy of al l  

the  information in i t s  files. If a subscribing system enters a partially inaccurate 
record, o r  fails to  submit additions o r  corrections t o  the NCnC files (e.g.? the 
return of a stolen vehicle or the disposition of a n  arrest) ,  there is  not much 
t h a t  the NCIC can do about it. 

Our bill would require the FBI, which administers the NCIC, to 
develop procedures to insure that information disseminated by NCIC 
is accurate, complete and up-to-date. 

The HEW report continues to say that- 
Once a subscribing police department contributes a n  arrest report to the NCIC, 

t h a t  report is  available to  any <'qualified requestor" in the system. 
I n  some states, this means employers and licensing agencies (for physicians, 

barbers, plumbers and the like). Thus, unless a criminal record information 
system is designed t o  keep track of al l  the ultimate users of each record released. 
s n d  of every person who has seen it ,  any correction or emendation of the original 
record can never be certain to reach holder of a copy. 

Our bill requires a complete log of all disclosures of personal in- 
formation to individuals outside the agency maintaining the data. 



Mr. HRU~KA.011that score, my main point pertains. To do some- 
thing like that should be not through some board that has no expertise 
or exposure to that type of thing; the Congrm, througl~ its oversigl~t 
powers over the FBI and the Department of Justice and so on, would 
be able to take care of that. The proposed legislation, S. 2963 and 
S. 2964 does, and if it is in the field of security, or if it is in the fielcl 
of something else, the proper legislative body, oversight body, can deal 
with that very satisfactorily, without getting into this nebulous and 
innovative area and something really new that would be loosed upon 
the width and breadth of the land. 

Mr. ERVIN.Mr. President, I wish to reply very briefly to the distin- 
guished Senator from Nebraska (Mr. Hruska) . 

This bill does not empower the Privacy Commission to have any 
jurisdiction over any other a ency of Government except to the extent 
that that other agency of hovernment is engaged in collecting or 
storing or disseminating personal information about individuals. Out- 
side of that, it has no jurisdiction whatever. 

The term, "personal infornlation" is defined in subsection 2 of section 
301 of the bill, on page 48. 

The bill is a very simple bill when you stop to analyze it sufficiently. 
In  the first place, it says that Government shall not call on individuals 
for any information unless that information is reasonable or necessary 
to enable the agency asking for i t  to perform its statutory duties. 
Then it requires Federal agencies to restrict that information-that 
is, personal information only. They will restrict its disclosure to 
officials who have some public duty to perform that requires them to 
have access to that information. 

Then it provides that no information will be released to unauthor- 
ized persons. 

Those are very simple requirements. 
With reference to law enforcement provisions, it expressly provides 

that the head of any law enforcement agency can exempt the agency 
from certain crucial provisions of the bill. It will not impede the 
agency's operations as a law enforcement agency. 

With reference to the CIA, the Senate has adopted an amendment 
today, among other amendments, which virtually relieves the CIA 
from coverage by the act, except to the extent that it must file some 
reports. 

This is a very simple bill, with simple features. It is necessary to 
give the Privacy Commission some power to enforce i t ;  otherwise, it 
will be just a hollow piece of legislative mockery on the statute books. 
I sincerely hope that the Senate will pass it. 

AMENDMENT NO. 1992  

Mr. WEIGHER.Mr. President, I call up my amendment No. 1992, and 
ask for its immediate consideration. 

The legislative clerk proceeded to read the amendment. 
Mr. WEIGHER.I ask unanimous consent that further reading of the 

amendment be waived, and that the amendment be printed in the 
Record. 

The PRESIDING (Mr. Pearson). Without objection, it is so OFFICER 
ordered. 



Mr. Weicker's amendment (No. 1992) is as follows : 
On page 54,line 8, strike out "This Act" and insert i n  lieu thereof "Titles I ,  11, 

and 111of this Act". 
On page 54,line 14,strike out "this Act" and insert in  lieu thereof "titles I, 11, 

and I11of this Act". 
On page 54,immediately below line 14, insert the following new title : 

"TITLE IV-FINANCIAL DISCLOSURE 

"SEC.401.This title may be cited as  the 'Net Worth Disclosure Act'. 
"SEC.402. ( a )  Each individual referred to  i n  subsection (b)  shall file annually 

with the Comptroller General of the United States a full and complete statement 
of net worth to consist of: 

"(1)A list of the identity and value of each asset held by him, or jointly by 
him and his spouse or by him and his child or children, and which has a fair  
market vallle in excess of $1,500a s  of the end of the calendar year prior to  tha t  
in  which he is required to file a report under this Act. 

"(2) A list of the identity and amount of each liability owed by him, or .jointly 
by him and his spouse or by him and his child or children, and which is i n  excess 
of $1,500a s  of the end of the calendar year prior to  that  in  which he is required
to file a report under this Act. 

" (b )  The provisions of this Act apply to the President, the Vice President, each 
Member of the Senate, each Member of the House of Representatives (including 
Delegates and the Resident Commissioner from Puerto Rico), and each officer 
and employee of the United States within the executive and legislative branches 
of Government receiving compensation a t  a n  annual rate  in  excess of $30,000. 

"(c)  Reports required by this Act shall be in  such form and shall contain such 
information i n  order to meet the provisions of this Act as  the Comptroller Gen- 
eral may prescribe. All reports filed under this Act shall be maintained by the 
Comptroller General a s  public records, open to inspection by members of the 
public, and copies of such records shall be furnished upon request a t  a reasonable 
fee. 

"SEC. 403. Each person to whom this Act applies on January 1of any year 
shall file the report required by this on or before February 15 of that  year. Each 
person to whom this Act first applies during a year after January 1 of that  year 
shall file the report required by this Act on OF before t h e  forty-fifth day after 
this Act first applies to him during tha t  year. 

"SEC.404.Any person who knowingly and willfully fails to file a report required 
.to be filed under this Act, or who knowingly and willfully files a false report 
required to  be filed under this Act, shall be fined not more than $2,000,or im- 
prisoned for not more than two years, or both. 

"SEC.605.This title shall become effective on January 1,1975.". 

Mr. WEIGHER.Mr. President, to digress briefly, I do not know how 
many more occasions I will have to speak of my admiration for the 
distinguished Senator from North Carolina, an admiration that has 
grown during my years here in the Senate, as I have seen him devote 
his energies to a piece of paper that, very frankly, has almost been 
forgotten, specifically, the Constitution of the United States. 

Yon know, there is no greatness in this land that does not spring 
from that document. That which is good, tangibly good, that we see 
nround us, is the manifestation of its great concepts and its great 
ideals. A t  a time when so many people had forgotten those concepts 
and ideals, i t  was the Senator from North Carolina who gave them 
legislntjve meaning and, indeed, very practical meaning, to the people 
of this country. 

So, regardless of our respective positions on a'ny amendments that 
I have to offer to this bill, the fact is that I want to express now my 
humble admiration for Senator Ervin's great contribution to this 
Nation, a t  a time when such was very specifically called for. He  was 
'the only one, at a certain time, to stand up and be counted. 



I am today offering an smend~ne~lt  to the Federa1,Privacy Board 
Act to require the full disclosure of net worth by high-ranking officials 
in the executive and congi-essional branches of Government. This 
amendment is the same as the net worth disclosure bill, S. 4059, which 
I originally introduced before the Senate on September 30. 

I ask unanimous conse~~t that the name of the distinguished Sen- 
ator from Oklahom (Mr. Bartlett) be added as n cosponsor of the 
amendment. 

The PRESIDINGOFFICER. Without objection, it is so ordered. 
Mr. WEICKER. It is a matter of particular concern to me that the 

Co~lgresshas not yet enacted legislation to guarantee to the public the 
right to know the financial interests of those who guide their Govern- 
ment. I strongly believe that the public has that right and that the 
disclosure of financial worth by policymakers is one step toward 
strengthening the public trust in Government. 

Obviously, we consider this matter of the financial interests of public 
officinls to be of importance, otherwise we would not be spending the 
time spent already in making such inquiries of a potential Vice Presi- 
(lent of the United States. There is not one single confirmation hear- 
ing that we conduct in the Senate that does not have as a key part of 
the hearing a statement of assets and liabilities and the elimination 
of any assets and liabilities which we demand, where any conflict of 
interest might arise. 

During floor consideration of the Federal Election Campaign Act, 
I supported and the Senate passed an amendment that would haw 
required public reporting by elected Federal officinls of personal fin- 
ancial affairs. This amendment would have covered each candidate for 
election to Congress, 34emi;et-s of Congress, the President, the Vice 
resi sic lei it. and ce r t~ in  U.S: ofiicers and employees, at GS-16 level or 

eal-ning more than $25,000 per gear. 
PZel~orts of financial interests would have been filed with the Fed- 

eral Election Commission and would have included : 
First, amo~mts of Federal, State, and local income or property taxes 

paid ; 
Second, amount and source of each item of income or gift over $100 ; 
Thircl, identity of assets and liabilities over $1,000 ; 
Fourth, all dealing in securities and commodit,ies over $1,000 ; and 
Fifth, all purchases or sales of interest in real property involving 

over $1,000, except for personal residence. 
However, this amendment, passed in the Senate by voice vote, was 

deleted afterwards during conference consicleration of the Federal 
Election Campaign Act. The Federal Election Campaign Act, as 
passed into law, contained no provision for financial disclosure-pub- 
lio financial disclosure-by elected and appointed Federal officials. 

The amendinent that I am proposing today is simple and straight- 
forward. It is not as comprehensive as the prcvious disclosure amend- 
illent that was deleted in conference-but seeks to establish in law min- 
illla1 clisclosure requirements for elected Federal officials. 

Those covered by the act would be the President, the Vice President, 
Members of the Senake, I\/Iembers of the House of Representatives, and 
all employees of the ezecutilve and legislative branches receiving corn-
pensatim at an annual rate of more than $30,000. 
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What and when do they have to file ? Annually with the Comptroller 
General a list of all assets and liabilities over $1,500, on the basis of 
fair market value as of December 31 of the previous year. All reports 
filed with the Co~nptroller General are to be maintained by the Comp- 
troller General as public records, open to inspection by members of the 
public. 

The act would become effective as of January 1975. The time period 
covered would be the preceding calendar year. Therefore, by February 
15 of 1975, all persons covered by this legislation would have to indi- 
cate what their net worth was as of December 31, 19'74. Anyone who 
had been appointed or elected in a public election during the course of 
1975 would have to file such a statement within 45 days of his election 
or appointment. 

'"B 

I recognize that the bill we are dealing with concerns privacy, a 
need for which, as I have already indicated, has always been of deep 
concern to the distinguished Senator from North Carolina. Indeed, 
the distinguished Senator from Illinois has also been a leader in assur- 

this most basic right. 
predict right now that the cluestion of the right to privacy will 

be one of the great issues of the 1970's and 1980's. It goes to the very 
basis of the Constitution which the Senator from North Carolina has 
so ably defended over the years. 

I think it is important to point out on every occasion that me can 
that the difference between our political system and that of any other 
nation in today's world, or indeed throughout history, is that our 
Constitution and our politioal system focus on the individual, not on 
society as a whole--not on the mass, but on the individual. 

If we want something that is efficient, trouble free, and expeditious, 
it cannot be the Constitution of the United States. How can we have- 
something that is quiet, efficient, and trouble free when i t  concerns it- 
self with 210 million people? I t  is impossible. That is why the issue 
of privacy is important-so that we preserve that spirit which has 
g-uaranteed to each human being in this country a full flowering of 
their abilities and their aspirations and their hopes. That opportunity 
for individual flowering has - given us a magnificent historical 
ex erience.80this is not an academic issue, to be debated by scholars and pro- 
fessors, but indeed it goes to the very heart of our experience as a 
nation. 

Mr. President, just to wrap up my comments relative to this amend- 
ment, there are those areas, however, where I think that what we do 
not want is privacy ,and secrecy. We want openness; we want sunshine. 
Specifically, I speak of t'hat which deals with those in positions of 
public trust. 

I find it rather ironic that we have recently sat througl~ a number 
of well-publicized Senate hearings and still do not impose upon our- 
selves the same requirements we have been imposing upon those being 
investigated. If we want credibility in this country, indeed, what is. 
sauce for the woose is sauce for the gander. I thinlr quite properly this 
must be so in ?his country, so that people might understand our actions 
in relation to our economic interests. 

This is the reason that, despite my desire to guarantee the privacy 
of individuals, I want our lives as elected officials to be totally open 
to scrutiny by the American people. 



I propose to achieve such an end by virtue of this amendment wl~icl~ 
is vely, very simple, a listing of those assets and liabilities over $1,500 
onca a year by every one of us, by tlle President, the Vice President, 
his Cabinet officers, those highly paid staff members, whicll documen- 
tation would be available to the public upon request. 

I would hope, Mr. President, that my colleagues would see fit to im- 
pose this obligation on themselves, and I thinlc it would do a great deal 
to bring us up the ladder of respect in the eyes of the American people. 

I might add that I believe most of the individuals whom I see in this 
Chamber have done that anyway. I am not pointing any fmger, but I 
moulcl just like to see us go ahead and make it a matter of law rather 
than a matter of individual discretion. 

Mr. ERVIN.Mr. President, as I observecl earlier, if we take on legis- 
lative nag and put too heavy a load on it, the nag might not be able to 
reach its Intended destination. 

Ever since I have been in the Senate there have been amendments 
proposed from time to time on the floor with reference to disclosure of 
the assets of Senators. 

I have never kno.vvn, however, of any committee to conduct any 
hearing on any bill of that lcind, and I think it is a matter that ought 
to be explored by the appropriate committee, or there ought to be a 
hearing, or there ought to be a decision based on a hearlug on this 
subject.

I respectfully submit that this amendment is not really ge:ermane 
to this bill. This bill is a bill to regulate how tlle agencies of the Fecleral 
Government shall conduct themselves in respect to the collection, the 
storage, the use and the dissemination of personal information, and I 
hope that the Senator froin C'onnecticut will not press his amend- 
ment for that reason. 

I do not want to jeopardize this bill. I think we have got a good bill 
here. 

I am going to introduce in a few clays a bill encompassing some of 
the electlon reforills recommencled by tlle Senate Select Committee 
on Presidential Campaign L4ctivities which have not been enacted 
illto lam, and I think the Senator's aniendinent would be quite appro- 
priate for consicleration in coililection with that legislation. 

I will cease to be chairman of the Government 0 erations Com- 
mittee on the expiration of my present term in the !enate. I t n ~ s t ,  
according to all the precedents, that my colleague, the distinguished 
Senator from Connecticuk (Mr. Ribicoff) ,will be my successor. I hope 
that he can give the Senator assurance that it would be considered, 
either in the mtrodnction of legislation to implement the recommenda- 
tions of the Senate select committee or as an independent bill. 

I hope that the Senator from Connecticut (Mr. Weicker) mill not 
press his amendment because it might jeopardize this particular bill 
which is restricted in its nature to Government action rather than 
action of individuals. 

I want to thank the distinguished Senator from Connecticut (Mr. 
TVeicker) for his most gracious and generous remarks that he il~acle 
concerning my activities as a Member of the Senate. 

Ever since he came to the Senate, he has had offices across the hall 
from my offices, and I have hacl very many contacts with him. 

I do not know any Senator who has ever rendered more intelligent 
and more courageous service in any particular field than the Senator 



from Connecticut (Mr. IVeicker) rendered to this country and to this 
Senate as a member of the Senate select committee. I cannot pay hiin 
too high a tribute for his intelligent and courageous actions in that 
respect. 

Mr. WEICEER. Ithank the Senator. 
Mr. RIBICOPF. I have been apprised of the collocluy between the 

!Senator from North Carolina, the chairman of the Governilient 
Operations Committee, and my esteemed colleague from Conaecticut, 
Senator Weicker. 

First, I can only make assurances, subject to the Senate naming me 
to succeed our esteemed chairman, Mr. Ervin, chairman of the Govern- 
ment Operations Committee. 

Bnt should I be designated as chairman of the Government Opera- 
tions Committee when we meet in session next year, I assure my col- 
league from Cbnnecticut that in connection with the hearings on tIie 
Ervin bill, which is an outgrowth of the important reforms suggested 
by the Select Committee on Presidential Campaign Activities, I monld 
also believe it appropriate to have hearings on the proposal of my 
colleague from the State of Connecticut. 

1 would assure him that, in conjunction with the hearings 011 the 
Ervin bill, we coulcl proceed with hearings on the Weicker bill and 
adopt it, if the committee so agrees, Mr. FVeicker. 

Mr. WEICEER. I thank my colleague. 
Mr. BAYH.Mr. President, will the Senator from Connecticut (MI-.

Weicker) yield to the Senator from Indiana ? 
Mr. WEIGHER. Yes. 
Mr. BAYH.I listened with a great deal of interest to what I thouglit 

was a very eloquent, appropriate, and on-the-mark assessment of the 
validity behind the amendment of my distinguished friend and col- 
league, Q e  Senator from Connecticut. 

This is very much along the same lines of a measure introduced by 
the Senator from Indiana some time ago, and I would like to suggest 
t o  my other distinguished colleague, the Senator from Connecticut, 
that if .we are exploring that sit~xation next year, which I certainly 
hope we will, we look at  the need to broaden disclosure beyond the cur- 
rent boundary lines as well as examining our measure suggested by 
our distinguished colleague from Connecticut. 

As the Senate may recall, we had a very difficult battle on this floor 
relative to the merits of a certain Supreme Conrt judge. One of the 
significant aspects of that debate, and one of the issues which I feel we 
did not agree upon, was a conflict of interest that concerned many of 
us and led to his not being confirmed by the Senate. 

At  that time, it seemed to me that we should deal with judicial con- 
flicts of interests as well as in the legislative and executive branches. 

SoI would suggest that in looking into this, we include the importance 
of disclosure with regard to judicial conflicts of interest, as to their 
propriety or appearance of propriety, and that we also explore lower- 
ing that dollar figire down to $1,800. We have a number of people 
on our staffs and in executive positions who are making decisions 
behind closed doors, away from public assessment and disclosure to 
our constitnents generally, who have, perhaps, as much influence in 
making decisions as some of the rest of us who are in the limelight all 
the time. 



So I want to compliment my distinguished colleague, the Senator 
from Connecticut, and I would like, to join with hi^ and ask him to 
join with me in studying this. 

I also hope that m' !other friend and colleague, the Senator from 
Connecticut, who has geen he're now for 12 long years with the Sepator 
from Indiana, will start the 13th by exploring the very important 
aspects of putting it all on top of the table and letting our constituents 
then judge whether this really is a conflict of interest. 

Mr. RIBICO~.  May I respond to my distinguished colleague from 
Indiana that should such a proposal be included in the bill to be pre- 
sented by the Senator from Connectidut or by the Senator from In- 
diana, and it is referred to the Government Operations Committee, we 
could certainly explore through hearings the proposal of the Senator 
from Indiana at  the same time. 'Iwould certainly so assure the Senator 
from Indiana. 

Mr. WEIGHER. Mr. President, I certainly accept the assurances of my 
distinguished colleague from Connecticut, and the Senator from North 
Carolina. 

Mr. PERCY.And the Senator from Illinois, as ranking minoritg 
member, would like to join in assuring the Senator from Connecticut 
that hearing will be held. I 

Mr. WBICKER. Mr. President, under those circumstnnces, admittedly 
it is certainly less than germane. You see, the last time the amendment 
was offered it was on a bill which i t  was said was not germane'either, 
so I thought we might try something that was less, than germane to 
have it become law. 

I know that we will have hearings and believe me, it would cel.tainly 
enhance the image of this body. The eyes o f  the American people 
should be addressed to this separate subject, and legislation should be 
enacted right away. With those remarks, I ask that the amendment. 
which I have offered be withdrawn. 

The PRESIDINGOFFICER (Mr. Helms). The Senator has the right to 
withdraw his amendment. 

Mr. ERVIN.Mr. President, I ask for the yeas and the nays on final 
passage. 

The PRESIDING ISthere a sufficient second ?OFFICER. 

The yeas and the nays were ordered. ,
A )  

Mr. FVEICEER. Mr. President, I send an amendment to the desk. 

The PRESIDING .
OFFICER. The clerk will report the amendment. 

The second assistant legislative clerk read as follows : 

On page 43, line 2, strike the ( ;) and insert the following : 

' I ,  provided such personal information is  transferred or disseminated in a form 

not individually identifiable." 
On page 47, line 23, strike the (-) and insert the following : 
",provided such personal information is transferred or disseminated in a form 

not individually identifiable." 

Mr. ERVIN.Mr. President, the ameizdinent referred to by the Sena- 
tor from Connecticut is meritorious and I hope the Senate will adopt 
it. 

Mr. WEICKER.I tlzank the Senator from Worth Carolina. What 
this does is attack the confidentiality of our income tax returns. It is 
as simple as that. With my ainendmentthe relevant information is 
available. However, as far as the individual return and identity of the 



return is concerned, no, it is not available to the Census Bureau, and 
should not be. I am delighted my amendment is acceptable to the Sen- 
ator from North Carolina. 

I hope we can get the point home to the people downtown. I file my 
tax return for the purposes of collectiod of taxes and nothing else. 

This amendment does that, The generalized information is available, 
but not the specific return. 

The PRESJDIN~OFFICER. The question is on agreeing to the amend- 
ment of the Senator from Connecticut. 

The amendment was agreed to. 
The PRESIDINGOFFICER. The bill is open to further amendment. 
Mr. BAYH. Mr. President, a parliamentary inquiry. 
The PRESIDING The Senator will state it.OFFICER. 
Mr. BAYH. Mr. President, we are not operating under controlled 

time ? 
The PRESIDING That is correct. OFFICER. 
Mr. BAYH. Mr. President, I would like to add my word of com-

mendation to the distinguished Senator from North Carolina for the 
significant contribution he has made as represented here in this bill. 

I would like to go further, if I might, as one who has had the good 
fortune of sitting with him as a member of the Constitutional Rights 
Subcommittee for a number of ears, to suggest that the product of 
this bill is like one acorn in the !orest compared to the hours of work 
contributed by our distinguished friend from North Carolina. 

My friend from North Carolina and I have not always agreed on 
issues that have been before this body, but I must say it has been like a 
breath of fresh air for some of us who believe that the first 10 amend-
ments of the Constitution are as absolutely indispensable today as 
when they were introduced long ago, to see a champion like the distin- 
guished Senator from North Carolina stand up and lead the charge in 
defending these rights from attack. 

I must say, I have a lump in my throat, if I might say i t  as unemo- 
tionally as I know how, to think of the void that will exist when he 
leaves the Congress. 

I su pose most of us here are dedicated to the rinciples of the Bill 
of Rig ts, but I know of no other person who has ad a greater feel for 
the indispensability of these amendments and a willingness to put the 
work and the effort behind that dedication. I just cannot thank him 
enough.

R e  has been more prominently on the national scene as a result of 
his work in the Watergate hearings, and we owe him a debt for that, 
but I think perhaps an even greater debt goes to the effort he has been 
leading a long time before anybody heard of Watergate. 

I think if this Nation and this body had listened to what the Sena- 
tor from North Carolina was trying to say over the years, and cer-
tainly if the Department of Justice and some of those folks who suc- 
cumbed to temptation down at the White House had listened to what 
he was trying to say, there mould never have been a Watergate. 

Now, may I ask my distinguished colleague from North Carolina 
if he would care to give us his opinion, for the record, ;relative to the 
importance of the Committee on the Judiciary continuing to explore 
any violations of our individual rights, privacy, and the area of per- 
sonal information systems and data banks? 

X E 



I note this is a joint effort of governmental operations and the Judi- 
ciary Subcommittee of which he was chairman. 

I would not, by default, want the Judiciary Corninittee, which he 
served so faithfully through the years and which was moving in this 
area, to lose jurisdiction or the opportunity to continue the vigilance 
he established a t  quite a high level. 

Mr. ERVIN.Mr. President, first I want to thank my good friend from 
Indiana for his most generous and gracious remarks. 

I also want to say that while he and I have differed at  times on cer- 
tain issues, that me have never disagreed about the value of the Bill of 
Rights as a guarantee of the freedom of all Americans. 

On all occasions when I have been fighting for the Bill of Rights, 
he has been by my side. 

The Government Operations Committee had jurisdiction of this 
particular bill because it does affect the structure of the Government 
in that it creates a Federal Privacy Board. 

I recognize also in the sense that the Judiciary Committee, through 
its Subcommittee on Constitutional Rights, had a concrete jurisdiction 
because this involves some of the basic constitutional rights of Amer- 
icans. 

I do not think passage of this bill will alter in any way the provi- 
sions of the rules which give the Subcommittee on Constitutional 
Rights as part of the Judiciary Committee jurisdiction to investigate 
and initiate legislation dealing with constitutional rights in the field 
of privacy or any other field where they exist. 

Mr. BAYH.I appreciate the Senator's assessmeit in this area. 
Might I also ask him to give us the benefit of his thoughts or feeling 

in some additional areas. 1understand there are restrictions between 
what me might like to accomplish and what we feel me have 51 votes 
for. One of the concerns that the Senator from Indiana had adclressed 
in other legislation is the existence of other kinds of information- 
gathering systems that are now under the jurisdiction of State or local 
governments, or indeed in the private sector with particular concern 
expressed about the credit rating business. Could the Senator give us 
his thoughts on this 1 

Bfr. ERVIN.Well, the Governrneilt Operations Committee and the 
~ubconunitteeon Constitutional Rights agreed to restrict the provi- 
sions of this bill very narrowly and to make it apply primarily to the 
information-gathering activities affecting an individual on the part 
of the Federal ageacies. 

We originally did have provision to apply it to the States, but 
there was some considerable opposition to it. As a pragniatic matter 
we restricted coverage of the bill, as far as States are concerned, t o  
a study of State agencies. The provisions of the bill do apply to a 
State agency which is created by n grant or contract with the Federal 
agency where it sets up a computer system. Otherwise, it does not 
apply to States. 

We also restricted its application insofar as individuals' private af- 
fairs are concerned for the pra,gmatic reason we felt that if we tried to 
deal with the whole subject in one bill, we would be inviting consider- 
able opposition. 

I agree with the Senator from Indiana that it is a very serious ques- 
tion which arises as to the privacy of Americans by the activities of 
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credit corporations and that there should be wine legislation in the 
Federal field to safeguard the individual's right of privacy in respect 
to such credit organizations and similar organizations engaged in 
commercial b~~siness. 

Mr. Baw. I certainly appreciate the Senator7s thoughts on this. 
Might I ask him to give his attention to one other area? 

I am quite concerned about the exemption clause in section 203, sub-
sections (a) and (b). I am concerned because whenever you set np an 
exemption, the question is how broad is the exemption. 

As the Senator from Indiana reads this, we are talking specifically 
about national defense and foreign policy, and intelligence and in- 
vestigation inforn~ation. 

Does the Senator suggest that this should be narrowly defined, par- 
ticularly when we look at foreign policy? I t  is a rather broad con- 
struction that could be interpreted from this exemption. 

Mr. ERVIN. security" embraces foreign I think: that "national 
policy in a sense. There is an executive order which says that national 
security embraces oidy t ~ r o  things: our national defense, that is, our 
defense posture, our armed services and plans in that connection; and 
our sensitive dealings with foreign countries. 

I think that the first one of these exemptions would include those 
things. 

While the bill does allow the head of an agency engaged in investi- 
gsltoiy work for criminal law enforcement purposes to exempt the 
agency if he finds the provisions re,oulating the dissemination of these 
records, and so on, of individuals would impede the accomplishment 
of his department's professional duties or statutory duties. 

I think those are narrow restrictions. I think they are essential if 
r e  are going to get a bill that will command the majority of both 
Houses of Congress, and one that will be signed into law by the Presi- 
dent. We have to take those practical considerations into effect. 

Also, I would doubt the advisability of Congress' creating a new 
agency and giving it some jurisdiction to veto the action of long-estab- 
lished law enforcement agencies. 

Mr. BAYI-I.My concern, as I am sure the Senator from North Caro- 
lina understaiids. is based on the fact that it is some of those agencies 
that have been the primary culprits in violating these rights which 
he cheaishes and has done so much to protect in the past. 

Mr. ERVIN. Yes. Of course, that is one trouble: whenever power is 
lodge13 it is always subject to be abused. But you have to lodge power 
somewhere in order to .get things done. 

Mr. BAYI-I. I n  tallilng about national defense and foreign policy, 
and in talking about intelligence and investigative information, is it 
the Senator's assessment that we are talking about three agency heads 
there, or three general departments? 

Mr. ERVIN. The FBI, in the first place. Also, the Secret Service. 
Also, the Customs people who have certain law enforcement powers. 
Generally, you would have the CIA also. 

However, we offered an amendment which was adopted and which 
only requires the CIA to make reports to the Commission with respect 
to its intallations and does not require them to divulge information. 
Then  they stay witliin their field, as they apparently did not do in  



the case of Chile, they are concerned solely with national security in 
foreign areas. 

Mr. BAYH. I assunle we are also talking about the Secretary of De-
fense? And the Secretar of State, perhaps? 

Mr. ERVIN. Yes, to a Emited degree, wl~ere he is engaged in enforc- 
ing military law. 

Mr. BAIT. What concerns me is that i t  could not be a reasonable in- 
terpretation that, for example, the Secretary of Agriculture or some- 
body dealing with Public Law 480 which affects our foreign policy, 
or the Secretary of Commerce, which, in some instances, would also 
be affecting our foreign policy, to be able to  utilize these two exemp- 
tions as a way to get themselves out from under the restrictions of this 
legislation. 

Mr. ERVIN.I do not think i t  would bother anybody except those 
engaged in investigative work either to protect national security or the 
enforcement of the criminal laws. That is not the function of the De- 
partment of Agriculture. 

Mr. BAYI-I. I share that belief, but I think i t  makes a lot more sense 
and illakes better legislative history coming from my distinguished 
friend from North Carolina. 

One last question :I n  subsection (c) on page 45, where we talk about 
a determination to  exempt any such system, and go on and talk about 
the head of any such agency on line 23, are we talking specifically 
and only about those agencies covered in subsections (a)  and (b) ? 

Mr. ERVIN. That is right. 
The word "such" there is just like we lawyers so frequently say 

the said agencies or aforesaid agencies specified in those two preceding 
sections. 

Mr. BAYH.I appreciate the patience of my good friend as well as 
his great contribution. 

Mr. ERVIN.Thank you very much. 

AMENDMENT BY SENATOR BIDEN 

Mr. BIDEN. Mr. President, I send an amendment to the desk and 
ask for its immediate consideration. I understand that both the ma-
jority and minority members have agreed 'to this amendment. 

The P~SIDING The amendment will be stated. O ~ C E R .  

The legislative clerk read as follows : 

On page 22, line 17, insert the following new section : 
"h(1) Whenever the Commission submits any budget estimate or request t o  

the President or the Oace  of Management and  Budget, i t  shall concurrently 
transmit a copy of that  request to Congress. 

(2 )  Whenever the Commission submits any legislative recommendations, o r  
testimony, or comments on legislation to  the President or Office of Management 
and Budget, it shall concurrently transmit a copy thereof t o  the Congress. No 
officer or agency of the United States shall have any authority to  require the  
Commission to submit its legislative recommendations, or testimony, or com-
ments on legislation, to any officer or agency of the United States for  approval, 
comments, or review, prior to the submission of such recommendations, testi- 
mony, or comments to the Congress." 

Mr. BIDEN. Mr. President, the amendment I have offered would 
help to insure that the Privacy Protection Commission which would 
be established by this bill. Would truly be an independent regulatory 



agency. The amendment would require that the Commission submit to 
Congress a copy of virtually every communication it has with the 
President or the Office of Management and Budget in regard to 
budgetary or policy matters. , 

Furthermore, lvl~en the Commission offered legislative recommenda- 
tions to Congress, neither the President, the O6ce of Management 
and Budget nor any other Federal agency or officer-could require 
that, the Commission clear its remarks with them first. 

Mr. President, as events of the last 2 years have indicated, we can 
ill-afford to allow the executive branch to control our supposedly 
independent agencies. 

These agencies are instruments not only of the executive, but also of 
the Congress. This amendment will allow Congress to act as a watch- 
dog to determine that it receives the agencys' views as to policy and 
budget, not the executive's. I n  other words, we will be able to debr- 
inine for ourselves not only the needs of the Commisison, but its ad- 
vice and its problems. 

Furthermore, by playing this watchdog role, perhaps we can cur- 
tail the common practice of an agency submitting an overly large 
budgel howing  full well that the Office of Management and Budget 
would cut it. 

This amendment would not only allow us to scrutinize the actions 
of the Executive regard to the Commission, but to also scrutinize the 
actions of the Conimission itself. 

I n  19'72, an identical provision was enacted as part of the legisla- 
tion creating the Consumer Product Safety Commission. The provi- 
sion has appmntly  proved to be very effective. For the first time, dis- 
cussions between the budget office and a regulatory ageilcy have been 
transmitted to Congress. Since we must vote on the appropriations 
for such agencies, it seems only natural that we be able to see budget 
estirnaks from the agencies themselves, not after they have been sifted 
Ihrongh the executive branch. 

Mr. President, in this Congress we have taken great strides to~vard 
rasserting our control over such things as the budget. We have at- 
tempted to assure that the three branches of Government are truly 
coeq~zal. My amendment to this bill would be one more step in that 
direction. 

Mr. ERVIN.Mr. President, as I[ understand, this amendment merely 
requires the Privacy Board to be created by this legislation to file 
with the Congress its budget at  the same time it files its budget re- 
quest with the President. I think i t  is a wholesome, meritorious aniend- 
ment. Ihope the Senate will adopt it. 

Mr. BIDEN.Everybody has been complimentary to the Senator from 
North Carolina. I would like to add my compliments, though I have 
not shared any lengthy amount of time with him in the Senate. . 

I compliment him 011 one-thing that has been in short supply here- 
consistencv. 

I yield %hefloor. 
The %SIDING OFFICER.The question is on agreeing to the amend- 

ment of the Senator from Delaware. 
The amendment was agreed to. 
The PRESIDING The bill is open to further amendment. OFFICER. 



Mr. ERVIN.Mr. President, I would like to ask to be printed in 
the Record at  this point the marked portions of the committee report 
as marked by me from page 4 through page 14, which shows why we 
need this legslation. 

The BRESLDING OFFICER.Without objection, it is so ordered. 
There being no objection, the excerpt was ordered to be printed in 

the Record, as follows : 
COMMITTEEOVERSIGHT 

These hearings continued the oversight by the Government Operations Com- 
mittee of the development and proper management of automated data processing 
in the Federal Government and i ts  concern for the effect of Federal-State rela- 
tions of national and intergovernmetal data systems involving electronic and 
manual transmissions, sharing, and distribution of personal information about 
citizens. 

Senator Ervin announced the joint hearings a s  chairman of both subcom-
mittees, in  a Senate speech on June 11in which he summarized the issues and 
described some of the complaints from citizens which have been received by 
Members of Congress, a s  follows : 

"It is a rare person who has escaped the quest of modern government for  
information. Complaints which have come to the Constitutional Rights Sub-
committee and to Congress over the course of several administrations show 
that  this is a bipartisan issue which effects people i n  all  walks of life. Thc 
complaints have shown that  despite our reverence for the constitutional prin- 
ciples of limited Government and freedom of the individual, Goversment i s  i n  
danger of tilting the scales against those concepts by means of i ts  information- 
gathering tactics and i ts  technical capacity to  store and distribute information. 
When this quite natural tendency of Government to  acquire and keep and share 
information about citizens is enhanced by computer technology and when it is  
subjected to the unrestrained motives of countless political administrators, the 
resulting threat to individual privacy make it necessary for Congress to  re-
affirm the principle of limited, responsive Government on behalf of freedom. 

"The complaints show that  many Americans a re  more concerned than ever 
before about what might be in  their records because Government has abused, and 
may abuse, its powers to  investigate and store information. 

"They a re  concerned about the transfer of information from data banlt to  
data bank and black list to black list because they have seen instances of it. 

"They a re  concerned about intrusive statistical questionnaires backed by the 
sanctions of criminal law o r  the threat of i t  because they have been subject to 
these practices over a numbers of years." 

S. 3418 provides a n  "Information Bill of Rights" for  citizens and a "Code of 
l a i r  Information Practices" for departments and agencies of the executive 
branch. 

Testimony and statements were received from Members of Congress who have 
sponsored legislation and conducted investigations into complaints from citizens ; 
from Federal, State, and local officinls including representatives of the Adqin- 
istration and certain departments and agencies, the Domestic Council Commit- 
tee on Right to  Privacy, the Commerce Department, Bureau of the Census, Na- 
tional Bureau of Standards, the General Services Administration, the Office of 
Telecommunications Policy; the National Governors Conference, the National 
Legislative Conference, the National Association for State Information Systems, 
and the Government Management Information Sciences. Many interested orga- 
nizations and individuals with expert knowledge of the subject advised the Com- 
mittee. These included the  former Secretary of Health, Education, and Welfare, 
Eliot Richardson, authors of major studies, experts in  computer technology, con- 
stitutional law, and public administration, the American Civil Liberties Union, 
Liberty Lobby, the National Committee for Citizens in  Education, the American 
Society of Newspaper Editors, and others. 

The  provisions of the bill a s  reported, reflect the bill a s  introduce4 with revi- 
sions based on testimony of witnesses a t  hearings, consultations with experts in  
privacy, computer technology, and law, representatives of Federal agencies and 
of many private organizations and businesses, a s  well a s  the staffs of a number 
of congressional committees engaged in investigations related to privacy and gov- 
ernmental information systems. 
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The Committee finds that the need for  enactment of these provisions is sup- 
ported by the investigations and recommendations of numerous congressional 
committees, reports of bar associations, and other organizations, and conclusions 
of governmental study commissions. 

T o  cite only a few, there a r e  : 
Earlier stuaies of computers and information technology by the Senate Com- 

mittee on Government Operations and the current hearings and studies relating 
to.IS. 3418:---

The  hea'rings and studies on computers, data banks and the bill of rights and 
other investigations of privacy violations before the Constitutional Rights Sub- 
committee ; 

The hearings and studies of computer privacy and government information- 
gathering before the Judiciary Administrative Practices Subcommittee; 

The  hearings on insurance industries and other data  banks before the Judici- 
a r y  Antitrust Subcommittee ; 

The  hearings on abuses in  the credit reporting industries and on protection of 
bank records before the Senate Banking, Housing and Urban Affairs Committee ; 

Investigations over many years by the House Government Operations Com- 
mittee; and 

Finally, there a re  many revelations during the hearings before the Select Com- 
mittee on Watergate of improper access, transfer and disclosure of personal files 
and of unconstitutional, illegal o r  improper investigation of and collection of 
personal information on individuals. 

Particularly supportive of the principles and purposes of S. 3418 are  the fol- 
lowing reports sponsored by Government agencies : 

1. "Legal Aspects of Computerized Information Systems" by the Committee 
on Scientific and Technical Information, Federal Council of Science and  Tech- 
nology, 1972. 

2. "Records, Computers and the Rights of Citizens", Report of the Secretary's 
Advisory Committee on Automated Personal Data Systems, Department of 
Health, Education, and Welfare, July 1973. 

3. "Databanks in  a Free Society, Computers, Record-Keeping and Privacy", 
of the Computer Science and Engineering Board, National Academy of Sciences, 
by Alan F. Westin and Michael Baker. 

4. Technical Reports by Project Search Law Enforcement Assistance Admin- 
istration, Department of Justice. 

5. A draf t  study by the Administrative Conference of the United States on 
Interagency Transfers of Information. 

6. Report by the National Governors Conference. 
7. Reports by international study bodies. 
The ad  hoc subcommittee has initiated two surveys of the Governors and of 

the attorneys general of the States which a re  producing responses supportive of 
congressional legislation on privacy and Federal computers and information 
technology. They also reveal strong efforts in State and local governments to 
enact similar or stronger legislation to protect privacy. 

T h e  need for the bill is also evident from the sample of legal literature and 
public administration articles and press articles reprinted in  the appendix of the 
subcommittee hearings. 

Finally, there are  the complaints of information abuses received by many 
Members of Congress and diligently investigated by each of them. 

Dr. Alan F. Westin, director of the 1972 National Academy of Sciences Proj- 
ect, reported that  the study suggested "six major areas of priority for  public 
action :laws t o  give individuals a right of notice, access, and challenge to virtual- 
ly every file held by local, State, and national government, and most private 
record systems a s  well; promulgation of clearer rules for data-sharing and data- 
restriction than we now have in most important personal data files; rules to 
limit the collection of unnecessary .and overbroad personal data  by any organiza- 
t ion;  increased work by the computer industry and professionals 011 security 
measures to make i t  possible for organizations to keep their promises of con-
fidentiality; limitations on the current, unregulatedl use of the Social Seculits 
number; and the development of independent, 'information-trust' agencie~, to 
hold especially sensitive personal data, rather than allowing these data to be held 
automatically by existing agencies." 

Witnesses cited the failure of legislation and judicial decisions to  keep pace 
with the growing efficiency of data usaga by promulgating clear standards for 



data collection, data  exchange, and individual access rights. Similarly, many 
other witnesses before Congress agreed with his judgment that  the mid-1970's is 
precisely the moment when such standards need to be defined and installed if the 
managers of large data  systems, and the specialists of the computer industry, a r e  
to  hmave the necessary policy guidelines around which t o  engineer the  new da ta  
systems that  are  being designed and implemented. 
- Dr. Westin cautioned : 

"To delav congressional action in 1974-75, therefore, is  to assure that  a large -. .. 

number ofVmaj& data  systems will be built, and other existing computerized 
systems expanded, i n  ways that  will make i t  extremely costly to alter the soft- 
mare, change the file structures, o r  reorganize the data  flows to respond to 
ilational standards. And beyond the money, such late changes threaten to jeopard- 
ize many operations i n  vital public services that  will be increasingly based on 
computerized systems-national health insurance, family assistance plans, na-
tional criminal-offender records, and many others. I n  fact, these systems may 
become so large, so expensive, and so vial to so many Americans that  public 
opinion will be put to a terrible choice-serious interruption of services or instal-
lation of citizen-rights measures." 

The spread of the data  bank concept, the increasing computerization of sensi- 
tive subject areas relating to  people's personal lives and activities, and the tend- 
ency of government to put information technology t o  uses detrimental to indi- 
vidual privacy were detailed by Professor Arthur Miller. He stated : 

"Americans today a r e  scrutinized, measured, watched, counted, and interro- 
gated by more governmental agencies, law enforcement officials, social scientists 
and poll takers than a t  any other time i n  our history. Probably in  no Nation on 
earth is  as  much individualized information collected, recorded and disseminated 
a s  in  the United States. 

"The information gathering and surveillance activities of the Federal Govern- 
ment have expanded to such a n  extent that  they a re  becoming a threat to several 
of every American's basic rights, the rights of privacy, speech, assembly, associa- 
tion, and petition of the Government. 

* * * * * * * 
"I think if one reads Orwell and Huxley carefully, one realizes tha t  "1984" is 

a state of mind. In the past, dictatorships always have come with hobnailed 
boots and tanks and machineguns, but a dictatorship of dossiers, a dictatorship of 
data  banks can be just a s  oppressive, just a s  chilling and just a s  debilitating on 
our constitutional protections. I think it i s  this fear  that  presents the greatest 
challenge to Congress right now." 

Professor Miller characterized the reported bill a s  "a major step in  developing 
a rationale regulatory scheme for achieving a n  effective balance between a citizen 
and the Government i n  the important field of information privacy. The creation of 
a Privacy Protection Commission with broad power of investigation, reporting, 
and suasion seems to me to be an effective way of developing policy in  this rapidly 
changing environment. Also worthy of enthusiastic support is Title I1 of the pro- 
posed legislation. We simply cannot allow more time to pass without developing 
standards of care with regard to the gathering and handling of personal informa- 
tion. I n  that  regard, S. 3418 goes a long way to establish the muvh needed infor- 
mation bill of rights." 

The four-year survey by the Constitutional Rights Subcommittee, intended a s  
a n  aid to Congress i n  evaluating pending legislation, demonstrates the need for  
requiring the following Congressional action : 

Explicit statutory authority for the creation of each data bank, as  well as  prior 
examination and legislative approval of all decisions to  computerize files ; 

Privacy safeguards built into the increasingly computerized government files 
a s  they are  developed, rather than merely attempting to supplement existing 
systems with privacy protections ; 

Notification of subjects that  personal information about them is  stored .in a 
Federal data bank and provision .of realistic opportunities to review and correct 
their own records ; 

Constraints on interagency exchange of personal data  about individuals and  
the creation of interagency data bank cooperatives ; 

The implementation of strict security precautions to  protect the data banks and 
the information they contain from.unauthorized or illegal access ; and 

Continued legislative corrtrol over the purposes, contents and uses of govern- 
ment data systems. 



HEW BEPOBT 

Another report reflecting major provisions of S. 3418 is  that  rendered by the 
Secretary's Advisory Committee on Automated Personal Data Systems to the 
Department of Realth, Education and W e l f a r ~ .  Former Secretary Elliot Richard- 
son described their findings in  his testimony. 

The report found tha t  "concern about computer-based record keeping usually 
centers on i ts  implications for  personal privacy, and understandably so if privacy 
is considered to entail control by a n  individual over the uses made of informa- 
tion about him. I n  many circumstances i n  modern life, a n  individual must either 
surrender some of that  control or forego the services that  a n  organization pro- 
vides. Although there is  nothing inherently unfair i n  trading some measure of 
privacy for  a benefit, both parties to  the  exchange should participate in  setting 
the  terms." 

"Under current lam, a person's privacy is  poorly protected against arbitrary or 
abusive record-keeping practices." For this reason, a s  well a s  because of the need 
to establish standards of record-keeping practice appropriate to the computer age, 
the  report recommends the enactment of a Federal "Code of Fair  Information 
Practice" for  all automated personal data  systems. The Code rests on fire basic 
principles'that would be given legal effect as  "safeguard requirements" for  auto- 
mated personal data  systems. 

There must be no personal data  record-keeping systems whose very existence 
is secret. 

There must be a way for a n  individual Co find out what information about him 
is in a record and how i t  is used. 

There must be a may for a n  individual to prevent information about him that 
was dbtained for one purpose from being use& or made available for other pur- 
poses wibhout his consent. 

There must be a way for  a n  individual to correct o r  amend a record of iden- 
tifiable information about him. 

Any organization creating, maintaining, using, or disseminating records of iden- 
tifiable personal data  must assure the reliaebility of the data for their intended 
use and must take precautions to prevent misuse of the d a b ?  

The Advisory Committee recommended "the enactment of legislation establish- 
ing a Code ,of Fair  I~formation~Pract ice for all automated personal data systems 
a s  follows : 

Whe Code should define "fair information practice" a s  adherence to specified 
safeguard requirements. 

The Code should prohibit violation of any safeguard requirement a s  a n  " u n f ~ i r  
information practice." 

The Code should provide that  a n  unfair information practice be subject to both 
civil and criminal penalties. 

The Code should provide for injunctions to prevent violation of any safeguard 
requirement.

The  Code should give individunls the right to bring suits for unfair informa- 
tion practices to recover actual, liquidated, and punitive damages. in individual 
or class actions. I t  should also provide for recovery of reasonable attorneys' fees 
and other cosls of litigation incurred by individuals who bring successful suits." 

Pending the enactment of a code of fair  illformation practice, the Advisory 
Committee also recommended that  all Federal agencies apply these recluirements 
to  all Federal systems, and assure through formal rulemaking that  they a r e  
applied to  all other systems within reach of the Federal government's authority. 
Beyond the Federal Government, they urged that  state and local governments, the 
institutions within reach of their authority, and all private organizations adopt 
the safeguard requirements by whatever means are  appropriate. 

Revolutionary changes in data collection, storage and sharing were descr2bed 
bv Senator Goldwater, who was one of many witnesses who called for enectment 
of the recommendations of the HEW Advisorv Oommittee. H e  stated : 

"Computer stornqe devices now exist which nnlte i t  entirely practicable to 
record thousands of millions of characters of information, and to have the whole 
of this always availalble $or instant retrieval . . . Distance is no ol~stacle. Corn-
munications circuits, telephone lines, radio waves, even laser beams, can be used to 
carry information in bulk at speeds which can match the  computer's own. Time- 

I Records, Uom~uters ,  and the Rigfits of Uitizens, U.S. Department of Health, Education 
and Welfare, 1973, p. xx. 



sharing is normal . . . we are now hearing of a system whereby i t  is  feasihle for 
there to be several thousands of simultaneous users or terminals. Details of our 
health, our education, our employment, our taxes, our telephone calls, our insur- 
ance, our banking and financial transactions, pension contr?butions, our 'books 
borrowed, our airline and hotel reservations, our professio~lal societies, our family 
relationships, all a re  being handled by computers right now. Unless these com- 
puters, both governmental and private, are  specifically programmed to erase 
unwanted history, these details from our past can a t  any time be reassembled 
to confront us . . . We must program the programmers while there is still some 
personal liberty left." 

The Committee has found that  the concern for privacy is a bipartisan issue and 
knows no political boundaries. President Ford, a s  Vice-President, chaired a 
Domestic Council Committee on the Right of Privacy which was established by 
President Nison in February 19%. In  a recent address on the subject, he stated : 

"In dealing with troublesome privacy problems, let us  not, however, scapegoat 
the computer itself a s  a Frankenstein's monster. But let us  be aware of the impli- 
cations posed to freedom and privacy emerging from the ways we use computers 
to collect and disseminate personal information. A concerned involvement by all 
who use computers is the only way t o  produce standards and policies that  will do 
the jorb. I t  is up to  us to assure that  information is  not fed into the computer 
unless i t  is relevant. 

"Even if i t  is relevant, there is still a need for  discretion. A determination must 
be made if the social harm done from some data outweighs i ts  usefulness. The 
decisionmaking process is activated by demands of people on the government and 
business for instant credit and instant services. Computer technology has made 
privacy an issue of urgent national significance. I t  is not the technology that  con- 
cerns me but its a'buse. I am also confident that  technology capalble of designing 
such intricate systems can also design measures to assure security." 

FEDNET 

In  the same address, the Vice-President called attention to FEDNET and prob- 
lems involved in a proposed centralization of computer facilities which concerned 
several Congressional committees and which provisions in S. 3418 would correct. 
He stated : 

"The Government's General Services Administration has distributed specifica- 
tions for bids on centers throughout the country for a massive new computer net- 
worlr. I t  wculd have the potential to store comprehensive data on individuals and 
institutions. The contemplated system, known as  FEDNET, would link Federal 
agencies in a netnork that  would allow GSA to obtain personal illformation from 
the files of many Federa! departments. I t  is portrayed a s  the largest single govern- 
mental purchase of civilian data  communication in history. 

"I am concerned that  Federal protection of individual privacy is not yet derel- 
oped to the degree necessary t o  prevent FEDNET from being used to probe into 
the lives of individuals. Before building a nuclear reactor, we design the safe- 
guards for its use. We also require environmental impact statements specifying 
the anticipated effect of the reactor's operation on the environment. Prior to 
approving a vast computer network affecting personal lives, we need a comparnhle 
privacy i m ~ a c t  statement. We must also consider the fallout hazards of FEDNET 
to traditional freedoms." 

EXAMPLES 

The revelations before the Select Committee to  Investigate Presidential Cam- 
paign Activities concerning policies and practices of promoting the illegal gath- 
ering, use or disclosure of information on Americans who disagreed with gov- 
ernmental policies were cited by almost all  witnesses a s  additional reasons for 
immediate congressional action on S. 3418 and other privacy legislation. The 
representative of the American Civil Liberties Union stated : 

"Watergate has thus been the symbolic catalyst of a tremendous upsurge of 
interest fn securing the right of privacy: wiretapping and bugging political op 
ponents, breaking and entering, enemies lists, the Huston plan, national security 
Justifications for wiretapping and burglary, misuse of information compiled
by government agencies for political purposes, access to hotel, telephone and 
bank records; all  of these show'what government can do if i ts actions a r e  
shrouded in secrecy and i ts  vast information resources are  applied and mnnip- 
ulated in  a punitive, selective, or political fashion." 



Despite such current concern, Congressional studies and complaints to  Con- 
gress show that  the  threats to  individual privacy from the curiosity of admin- 
istrators and salacious inquiries of investigators predated "Watergate" by many 
years. These have been described a t  length in  the hearing record on S. 3418. 

For example, under pain of civil and criminal sanctions, many people have 
been selected and told to respond to questions on statistical census questionnaires 
such a s  the following : 

How much rent do you pay? 
Do you live in  a one-family house? 
If  a woman. how many babies have you had? Not counting still births. 
How much did you earn i n  1967? 
If  married more than once, how did your first marriage end? 
Do you have a clothes dryer? 
Do you have a telephone, if so, what is  the number? 
Do you have a home food freezer? 
Do you own a second home? 
Does your TV set have UHF? 
Do you have a flush toilet? 
Do you have a bathtub or shower? 
The studies show that  thousands of questionnaires a re  sent out yearly asking 

personal questions, but people a re  not told their responses a re  voluntary; many 
think criminal penslties attach to them; i t  is difficult for them to find out what 
legal penalties attach to a denial of the information or what will be done with 
it. I f  they do not respond, reports show that  they a re  subjected to telephone calJs, 
certified follow-up letters, and personal visits. &Inch of this work is  done by 
the  Census Bureau under contract, and many people believe that  whatever 
agency receives the responses, their answers are  subject to the same mandatory 
provisions and confidentiality rules a s  the decennial census replies. A Senate sur- 
vey revealed that  in  3 years alone the Cknsus Bureau had provided their com- 
puter services a t  the request of 24 other agencies and departments for conducting 
voluntary surveys covering over 6 million people. Other independent voluntary 
snrveys were conducted by the agencies themselves on subjects ranging from 
bomb shelters, to smoking habits, to birth controi-methods, to whether people 
who had died had slept with the window open. The form usually aslred for social 
security number, address and phone number. 

One such survey technique came to light through complaints to Congress from 
elderly, disabled or retired people in  all walks of life who were pressured 
to answer a 15-page form sent out by the Census Bureau for the Department of 
Heath, Education and Wefare which asked : 

What have you been doing in the last 4 weeks to find work? 
Taking things all  together, would you say you a re  very happy, pretty happy, 

o r  not too happy these days? 
Do you have any artificial dentures? 
Do you-or your spouse-see or telephone your parents as  often a s  once a 

week? 
What is the total number of gifts that  you give to individuals per year? 
How many different newspapers do you receive and buy regularly? 
About how often do you go to a barber shop or beauty salon? 
What were you doing most of last week? 
Applicants for Federal jobs in  some agencies and employees in  certain cases, 

have b e ~ n  subjected to programs requiring them to answer forms of psychological 
tests which contained questions such a s  these :a 

I am seldom troubled by constipation. 
My sex life is satisfactory. 
At times I feel like swearing. 
I have never been in trouble because of my sex behavior. 
I do not always tell the truth. 
I have no difficulty in  starting or holding my bowel movements. 
I am very strongly attracted by members of my own sex. 
I like poetry. 
I go to church almost every week. 
I believe in  the second coming of Christ. 

a Senate Report !3!-724, to accompany S. 1688. "To Protect the Prlvacy and Riahts of 
Federal Employees. The report describes other similar programs for sollcitlng. collecting 
or using personal information from and about applicants and employees. S. 1888 has been 
approved by the Senate flve tlmes. 



I believe in a life hereafter. 
My mother was a good woman. 
I believe my sins a re  unpardonable. 
I have used alcohol excessively. 
I loved my Mother. 
I believe there is a God. 
Many of my dreams a re  about sex matters. 
At periods my mind seems to work more slowly than usual. 
I am considered a liberal "dreamer" of new ways rather than a practical

follower of well-tried ways. ( a )  true, (b )  uncertain, (c)  false. 
When telling a person a deliberate lie, I have to look away, being ashamed to 

look him in the eye. ( a )  true, (b) uncertain, (c) false. 

FIBST AMENDMENT PBOGRAMS : THE ARMY 

Section 201(b)  ( 7 )  prohibits departments and agencies from undertaking pro- 
grams for gathering information on how people exercise their First Amendment 
rights. Section 201( a )  prevents them from collecting and maintaining informa- 
tion which is not relevant to a statutory purpose. 

The need for these provisions have been made evident in  many ways. I n  addi- 
tion to federal programs for asking people questions such a s  whether they "be- 
lieve in  the second coming of Christ," there have been numerous other programs 
affecting First Amendment rights. 

One of the most pervasive of the intrusive information programs which have 
concerned the Congress and the public in  recent years involved the Army surveil- 
lance of civtlians, through its own records and those of other federal agencies. 
The details of these practices have been documented in Congressional hearings 
and reports and where summarized by Senator Ervin a s  follows : 

Despite First Amendment rights of Americans, and despite the constitutional 
division of power between the federal and state governments, despite laws and 
decisions defining the legal role and duties of the Army, the Army was given 
the power to create a n  information system of data  banks and computer programs 
n-hich threatened to erode these restrictions on governmental power. 

"Allegedly for the purpose of predicting and preventing civil disturbances 
mhich might develop beyond the control of state and local officials, Army a ~ e n t s  
were sent throughout the country to keep surveillance over the way the civilian 
population expressed their sentiments about government policies. In  churches, on 
campuses, in  classrooms, in  public meetings, they took notes, taperecorded, and 
photographed people who dissented in thought, word or deed. Tbis included 
clergymen, editors, public officials, and anyone who sympathized with the  
dissenters. 

"With very few, if any, directives to guide their activities, they monitored the 
membership and policies of peaceful organizations who were concerned with 
the war in  Southeast Asia, the draft, racial and labor problems, and com-
munity welfare. Out of this surveillance the Army created blacklists of organiza- 
tions and personalities which were circulated to  many federal, state and local 
agencies, who were a11 requested to supplement the data provided. Not only 
descriptions of the contents of speeches and political comments were included, 
but irrelevant entries about personal finances, such a s  the fact tha t  a militant 
leader's credit card was withdrawn. I n  some cases, a psychiatric diagnosis taken 
from Army or other medical records was included. 

"This information on individuals was ~roarammed into a t  least four com- 
puters according to their political beliefs,-or-their memberships, or their geo- 
graphic residence. 

"The Army did not just collect and share this information. Analysts mere as- 
siqned the task of evaluatinq and labelinrr these peonle on the basis of reports on 
their attitudes, remarks and activities. They were then coded for entry into com- 
puters or microfilm data, banks." 

Mr. HUDDLERTON.Mr. President. as a rnen~b~rof the G o ~ e r n m e ~ t  
O~erptionsCornrnitte~.T am nleased to snnno~t,P. 3618.which is clr-
signed to protect the r i ~ l ~ t  of jndivjdu~l citizens jn the col- nf p r i ~ ~ a c v  
lection, maintenance and dissbmination of personal information. 

Hpnr;rln.q hefore the 8nhcommlttee on Cnnstltutionfll Rizhts nf the Jndlcfary Committee. 

4 Columbia Human Right8 Revlezo (1972) Hearings, 92d Cong.. 2d sess.February 1971. 




TZle right of individual privacy is vital to any free society. 
That right is a basic concept which permeates the very fiber of our 

Constitution, even though it is not an explicit constitutional guarantee. 
The freedoms guaranteed by the first aqendment-free speech, a free 
press, and freedom of assembly and religion-at the very least imply 
the right to be "let alone" by the Government. The principle is further 
demonstrated by the constitutional prohibition against the Govern- 
ment invading the privacy of homes or businesses by conducting un- 
reasonable search and seizure and the right against self-incrimination 
is another section that deals with privacy. 

The individual's right to privacy has long been recognized by the 
courts which have consistently protected it from both governmental 
and nongovernmental intervention. As technological advances-cam- 
eras, wiretaps, sound recordings, and so forth-provided new oppor- 
tunities for infringenleiit upon these rights, the courts responded in an 
affirmative manner. Unfortunately, due to the nature of t!he courts, 
tliis response has often been slow and incomplete, Case law is built 
gradually over a period of years and is often incomplete because it is 
usually decided on narrow issues of lam. Thus, what 1s needed now is a 
coordinated and comprehensive approach to the problems that can be 
provided only by the Congress. 

Technology is again advancing, this time in the form of computers. 
This new technology brings with it, as advancements often do, the 
possibility for negligent use or deliberate misuse. This is what we 
must guard against. With the development of the computer it has 
become possible to collect, instantly retrieve and analyze vast amounts 
of personal information. Access to this personal data has been ex-
panded by the computer's ability to retrieve data across agency, in- 
stitutional, goverilmental and geographic boundaries. 

A prime example of the type of advanced computer system we 
may be dealing with in the future is the proposed FEDNET. This 
giant computerized information system, brainchild of the General 
Services Administration, was designed to centralize the data proc- 
essing and t;elecommunications operations of numerous Federal agen- 
cies. Witliout proper safeguards, vast amounts of personal 
inforniation retained by the various agencies would be instantly 
available at  hundreds of terminals scattered throughout the United 
States. And that information covers every spectrum-educational, 
medical, financial and judicial-of the lives of hundreds of thousands 
of private citizens. Fortunately this system has been temporarily 
sidetracked. But the threat of "Big Brother" was clearly there. 

Our recent experience mit'h Watergate and related matters points 
up the need for enacting safeguards to protect the collection and use 
of such information. The compilation of an enemies list, for example, 
must be viewed as only the first step in an abuse of power, for the 
next logical step would be the compilation of "useful" information 
about those on the list. And what more ready source exists than the 
bu l~ ingfiles of the Federal Government. 

The need for protective legislation is well documented. The record 
is replete with calls for safeguards in this area. Conqress has been 
probing this problem for years with the leadership of such members 
as the distinguished Senator from Nortli Carolina (Mr. Ervin). I n  



June of this year, the Committee on Government Operations ad hoc 
Subcommittee on Privacy and Information Systems in conjunction 
with the Judiciary Committee's Subcommittee on Constitutional 
Rights conducted hearings on S. 3418. The roster of witnesses included 
high ranking civil servants and recogpized nongovernment experts. 
The general consensus of those testifying was that there is a definite 
need to protect individual privacy in this area. Former Attorney 
General Elliot Richardson, for example, stated a t  those hearings : 

I certainly hope . . . a major bill will be enacted to establish in  law the 
fundamental principles of fair  information practice tha t  are  necessary to safe- 
guard the right of personal privacy a s  it relates to record keeping about indi- 
vidual Americans. 

Several major studies drew the same conclusion. 
The METV Aclvisory Committee on Automated Personal Data Sys- 

tems issued its report. "Recorcls. Computers, and The Eights of Citi- 
zens," in 1973. This committee determined that under current law, s 
person's privacy is not adequztely protected against arbitrary or 
abusive recordkeeping practices and thzt there is a need to establish 
standards of recorclkeeping practices which are appropriate to the 
computer age. 

Another stucly, nlade by the Judiciary Committee's Subconlmittee 
on Constitutional Rights, entitled "Federal Data Banks and Consti- 
tutional Rights," produced some sobering statistics. Agencies main- 
taining 84 percent of the Federal data banlrs analyzed-858-were 
unable to cite explicit statutory authority fol. their existence and 18 
percent could not cite any statutory authority. 

While the actual and potential abuses of personal information 
systems have been well documented, we should not view all such sys- 
tems as sinister threats to personal privacy. Information regarding 
private individuals is a vital element of any government,. Officials 
must have certain information and statistics if they are to devise and 
implement programs and policies which fit the needs of the people. 
This requires the collection, analysis, ancl dissemin~tion of some per- 
sonal information. BSost agencies accomplish this without infringing 
upon individual rights. However, the need for safeguards is not 
negated 1057 this. The threat still exists and must be dealt with. 

I believe that S. 3415 would promote accoui~tability and responsi- 
biljty in Federal agencies by establishing minimum standards for 
gathering, handling, and processing personal information by Federal 
departments and agencies. Only information that is relevant and nec- 
essary for a statutory purpose of the agency could be co!lected, 
solicited, and maintained. 

Furthermore, infornlation would have to be accurate, complete, 
timely, and relevant to the agencies' needs. Disclosure of inform at'lon 
coulcl only be made uncler certain defined conditions. 

With some necessary exceptions-for example, if national defense 
would be endangered-an individual would be allowed to review his 
or her files and challenge the content. To enforcc his or her rights under 
the act, the individual would have access to the cou1.t~. 

A significant feature of th? bill is the creation of the Privacy Pro- 
tection Commission to assist agencies in complying with the letter slncl 
spirit of the act; investigate abuses; and make recommendations to 



Congress r!garding the need for additional legislation to protect in- 
dividual prlvacy in a computer age. The Commission mould also com- 
pile an annual directory of Federal personal information files such 
as those maintained on civilians by the military several years ago. 

There even would be some relief for those who find themsleves inun- 
dated with unwanted or junk mail. An individual could have his or her 
name removed from a mailing list. 

I believe that the time to act on this matter is now. Delay may well be 
costly in terms of freedoms lost and increased financial burdens. 

Dr. Alan Westin, professor of public law and government, Columbia 
University, has warned in his testimony before the Committee on Gov- 
ernment Operations, that a delay will assure that a large number of 
major data systems will be built in ways that will make it extremely 
expensive to alter the software, change the file structures or reorganize 
the data flows. Let us not delay at  our own expense. 

Rfr. BAKER.Mr. President, i t  is my privilege to join my colleagues 
from North Carolina (Mr. Ervin), Illlnois (Mr. Percy), Maine (Mr. 
Muskie) ,Connecticut (Mr. Ribicoff) ,Washington (Mr. Jackson), and 
Arizona (Mr. Goldwater) in cosponsoring S. 3418, the so-called pri- 
vacy bill. 

I think it is fair to term S. 3418 a "privacy" bill because it seeks 
to reduce, if not eliminate, the peril to personal privacy and individual 
rights presented by governmental data banks and information gather- 
ing systems. Moreover, traveling in the wake of the recent disclosures 
of the dubious uses to which Internal Revenue Service files, FBI  data 
banks, and military information systems have been directed, and in 
light of the massive information recording facilities possessed by other 
Federal agencies, privacy legislation designed to effect fair informa- 
ton practices and to provide for a single mission oversight and clear- 
inghouse Privacy Protection Commission is particularly appropriate. 

As an advocate of increased congressional and Presidential over- 
sight of Pederal intelligence gathering, surveillance, and law enforce- 
ment agencies, I believe that an independent Privacy Protection Com- 
mission, as proposed by S. 3418, will facilitate legislative and executive 
oversight through creating a central clearinghouse for ascertaining 
the character and existence of all Federal information systems and by 
bearing a positive responsibility to monitor governmental data,system 
procedures and policies. Perhaps more importantly, title I1of S. 3418 
outlines Federal standards governing the qathering and distribution 
of information relating to U.S. citizens and permanent resident aliens. 
These standards affirm that the existence of governmental recordkeep- 
ing systems should be public knowledge; that governmental agencies 
should maintain only such records as are related to and permitted by 
its statutory authority; that Federal information systems containing 
persolla1 data are accurate, relevant, and complete; that ~ersonal  files 
be kept secure and confidential ;and that interagency pooling or trans- 
f ~ r sof personal data be recprded, disclosed, and relevant to the needs 
of the agency to which the information is transferred. The standards 
nrovided in title I1of the bill also strictly limit the collectioil of in-
formation regarding a citizen's exercise of his first amendment rights- 
therebv reaching the concern produced by ongoing revelations of 
FBI ,  IRS, and military compilations of information concerning dissi- 
dent or political action groups. 



To those of my colleagues who may be concerned regarding the 
impact of S. 3418 upon the intelligence and law-enforcement com- 
munity, I would note that section 203 of the bill provides responsible 
foreign policy, national defense, and law enforcement related exemp- 
tions from the bill's personal information disclosure requirements, dis- 
closure of the source of personal information, and the right of the 
individual to be informed of the existence of personal information on 
file. I t  should be emphasized that the standards and sanctions imposed 
by S. 3418 pertain only to personal information regarding American 
citizens and resident aliens and should not impair the ability of U.S. 
intelligence agencies to collect and keep confidential information re- 
garding foreign agents and nonresident aliens. 

Senate passage, and Ihope it will pass, of this privacy bill should not 
be construed as imputing any unworthy motives to tlie executive branch 
or the officials of Federal agencies currently involved in information 
collection and data bank operations. What this bill is designed to do is 
to limit personal data collection to a necessary minimum, to apprise the 
citizenry of the existence and character of all governmental data 
systems, to insure that data collection does not impair individual 
constitutional rights, and to provide the public with an awareness of 
how much and under what authority personal information is being as- 
sembled and assimilated by the Federal Government. 

Mr. RIBICOFF. Mr. President, 41 years ago, George Bernard Shaw, in 
a speech, commented : 

There is  no such thing a s  privacy in this country. 

Unfortunately, the statement remains true today. 
Over the past two decades, the computer has allowed the Govern- 

ment to expand its information-gathering facilities. I n  1972, the Na-
tional Academy of Sciences reported : 

That  is technologically possible today, especially with recent advances in  mass 
storage memories, to  build a computerized, on-line file containing the compacted 
equivalent of 20 pages of typed information about the personal history of selected 
activities of every man, woman, and child in the United States, arranging the 
system so that  any single record could be retrieved in about 30 seconds. 

This possibility requires that we ask a fundamental question about 
the rights of the individual citizen in our society. I s  it in our best in- 
terests to allow the Government to continue to expand its files on 
citizens and to gather detailed information on any citizen without 
proper safeguards for the privacy of those individuals? 

As early as 1967, the Senate Administrative Practices Subcommittee 
revealed that- 

Our names alone a re  in  government files 2,800million times. Our social security 
numbers a re  listed 2,800 million times. Police records number 264,500 million; 
medical histories, 342 million ;and psychiatric histories 279 million. 

The Federal Government now maintains over 800 data-collection 
systems. These data systems contain over 1billion records on individ- 
uals. Yet, of the over 800 Federal data collection systems, only 10 per-
cent are specifically authorized by law-more than 40 percent do not 
inform individuals that records are being kept on them-half the 
systems do not permit individuals to review or correct their own files. 

Today, the Government 'maintains "files" on a large majority of 
Americans. Often, these fles contain information of a most personal 



nature. Often the information is outdated and incorrect. Yet, decisions 
affecting people's lives are made based on these same files. It appears 
that a large and unmeasured toll appears to be taken on the constitu- 
tional principles of accountability, responsibility, and limited govern- 
ment. 

Both the Republican and Democratic policy platforms ]lave placed 
privacy as a high priority concern. President Ford, in his speech before 
the joint session of Congress on August 12,1974, commented : 

There mill be hot pursuit of tough laws to prevent illegal invasions of privacy 
in both government and private activities. 

The HEW Advisory Committee on Automated Personal Data Sys- 
tems recommended the enactment of a Federal "Code of Fair Informa- 
tion Practice," based on five basic principles, for a11 automated per- 
sonal data systems. The principles are incorporated into the individual 
rights guaranteed in S. 3418, the bill before ns today, which I am 
pleased to be a sponsor : 

To know that no secret data system exists; 
To lmow what information about that individual is in a record and 

how it isused; 
To prevent information obtained for one purpose from being used 

for other purposes without consent of the individual ;and 
To correct or amend information about that individual. 
S. 3418 establishes an independent Privacy Protection Conlmission 

to deal systematically with the range of administrative and technolog- 
ical problems throughout Federal Government agencies and to study 
privacy abuses in the private sector as well as in State and local govern- 
ment agencies. The commission will serve as an effective balance be- 
tween cltizens and the Government in order to further develop policy 
in our rapidly changing technological environment. There is a need 
for a staff of experts to furnish assistance to Government agencies and 
to inform Congress and the public of the scope and kinds of data- 
handling used by Government and private organizations. The commis- 
sion would continually check the need for new or expanded data sys- 
tems and provide citizens with adequate information about which agen- 
cies maintain, distribute, or use information about them. 

The bill requires that an individual be informed when a file is kept 
on hiin and that he be &given an opportunity to challenge information in 
the file. The bill requires that all files be regularly updated, that in- 
formation be disclosed only in accord with strict guidelines, and that 
records be kept of all such disclowres. 

New advances in computer technology doubtless provide our society 
with advantages. Our technology allows Government and industry to 
operate more efficiently and cheaply. It allows quick access to infor- 
mation-information that becomes too easily available. We mould be 
foolish to contend that the computer presents us with no dangers. We 
mould be wrong not to consider the very real threats presented by 
loosely controlled or unregulated computer data systems. I believe 
S. 3418 is a necessary check on Government data systems. 

Justice Rrandeis' wisdom in his dissenting opinion in the first wire- 
tap case to reach the Supreme Court, Olnzstead v. UniteadXtates (1927), 
in crediting the framers of the Constitution wit11 having "conferred, 
as against the Government, the right to be left alone-the most com- 



prehensive of rights and the right most valued by civilized man" 
must be remembered. He urged that privacy must be protected by 
nothing less than the prevention of "every unjustifiable intrusion by 
the Government upon the privacy of the individual, whatever the 
ineans employed." 

No specific statute allowed the Army to blacklist persons involved 
in the antiwar movenient. No act of Congress authorized the Army 
to send the names of blacklisted persons to numerous State and Federal 
agencies. Congress never intended that persons be subjected to sur- 
veillance and intimidation, becauzse they chose to exercise their first 
amendment rights. 

I lend my support to S.3418 and will vote for its passage. 
Mr. ROBERT C. RYRD. Mr. President, I ask unaninlous consent that 

the names of Mr. Cranston and Mr. Nelson be added as cosponsors of 
t.he bill under consideration (S. 3418) to cstablish a Federal Privacy 
Board. 

The PRESIDING Without objection, it is so ordered. OFFICER. 
Mr. ERVIN.Mr. President, I commend the distinguished Senator 

from Connecticut (Mr. Ribicoff) for the great contribution which he 
has macle to the development of this bill. 

The PRESIDINGOFFICER. The question is on the engrossment and 
third reading of the bill. 

The bill mas ordered to be engrossed for a third reading and mas 
read the third time. 

The PRESIDING The question is, Shall the bill pass? OFFICER. 
The yeas and nays have been ordered, and the clerk mill call the 

roll. 
The legislative clerk called the roll. 
Mr. ROBERT C. B m .  I announce that the Senator from Texas (Mr. 

Bentsen), the Senator from Mississippi (Mr. Eastland), the Senator 
from Arkansas (Mr. Fulbright), the Senator from South Dakota 
(Mr. McGovern), the Senator from Minnesota (Mr. Mondale), ehe 
Senator from New Mexico (Mr. Montoya), the Senator from Maine 
(Mr. Muskis), the Senator from Rhode Island (Mr. Pastore), the Sen-
ator from Alabama (Mr. Sparkman), and the Senator from Missouri 
(Mr. Symington) are necessarily absent. 

I further announce that the Senator from Minnesota (Mr. Hum- 
phrev) is absent on official business. 

I further aimounce that, if present and voting, the Senator from 
Minnesota (Mr. Humphrey), the Senator from Rhode Island (Mr. 
Fastore), and the Senator from Missouri (Mr. Symington) would 
each vote "yea." 

Mr. GRIFFIN. I announce that the Senator from Utah (Mr. Bennett), 
the Senator froin Colorado (Mr. Dominick), and the Senator from 
Arizona (Mr. Fannin) are necessarily absent. 

I also announce that the Senator from New York (Mr. Buckley) 
and the Senator from Maryland (Mr. Mathias) are absent on official 
business. 

I further announce that the Senator from Oregon (Mr. Batfield) 
is absent due to illness in the family. 

I further announce that, if present and voting, the Senator from 
Oregon (Mr. Hatfield) would vote "yea." 

63-619-7654 




The result was announced-yeas '74,nays 9, as follows : 

[No. 496 Leg.] 

Abourezk 
Allen 

YEAS-74, 
Few-
Goldwater 

Metzenbaum 
Moss 

Raker Gravel Nelson 
Hartlett Griffin Nunn 
Bayh
Beall 

Gurney
Har t  

Packwood 
Pearson 

Bellmon Hartke Pel1 
Bible 
Biden 
Brock 
Brooke 
Burdick 

Kaskell 
Hathaway
Helms 
Hollings
Huddleston 

Percy
Proxmire 
Randolph
Ribicoff 
R0th 

Byrd, Harry F., Jr. 
Byrd, Robert C. 
Cannon 

Hughes
Inouye
Jackson 

Schweiker 
Scott, Hugh 
Stafford 

Case Javits Stennis 
Chiles Johnston Stevens 
Church 
Clark 
Cook 
Cranston 
Dole 

Kennedy
Long
Magnuson
Mansfield 
McClure 

Stevenson 
Taf t 
Talmadge
Tunney
Weicker 

Domenici McGee Williams 
Eagleton
Ervin 

McIntyre
Metcalf 

Young 

NAYS-9 

Aiken 
Cotton 

Hansen 
Hruska 

Scott, William L. 
Thurmond 

Curtis McClellan Tower 

NOT VOTING-47 

Bennett 
Bentsen 

Fulbright
Hatfield 

Montoya
Muskie 

Buckley
Dominick 
Eastland 
Fannin 

Humphrey
Mathias 
McGovern 
Mondale 

Pastore 
Sparkman
Symington 

So the bill (S. 3418) was passed.l 

[From the Congressional Record-Senate, Nov. 22,19741 

SENATE CONSIDERS H.R. 16373; SUBSTITUTES 
TEXT OF S. 3418 

Mr. ERVIN.Mr. President, I move that the Chair lay before the 
Senate the message from the House of Representatives on H.R. 16373. 

The motion was agreed to; and the Presiding Officer (Mr. Steven- 
son) laid before the Senate H.R. 16373,an act to amend title 5, United 
States Code, by adding a section 552a to safeguard individual privacy 
from the misuse of Federal records and to provide that individuals be 
granted access to records concerning them which are maintained by 
Federal agencies, which was read twice by its title. 

See p. 334. 



Mr. ERVIN.This is the House-passed bill on privacy. The Senate 
has passed its own bill. I move to strike out everything in H.R. 16373 
after the enacting clause, and to substitute therefor the text of the 
Senate version of the privacy bill (S. 3418) as passed by the Senate 
yesterday. 

The motion was agreed to. 
The PRESIDINGOFFICER. The question is on the engrossment of the 

amendment and third reading of the bill. 
The amendment was ordered to be engrossed, and the bill to be read -

a third time. 
The bill (H.R. 16373) was read the third time, and passed.] 

[From the Congressional Record-Senate, Dec. 17,10741 

SENATE CONSIDERS HOUSE SUBSTITUTE OF TEXT OF 
H.R. 16373 TO S. 3418 AND ADOPTS COMPROMISE AMEND- 
MENTS IDENTICAL TO THOSE CONSIDERED IN HOUSE 

Mr. ERVIN.Mr. President, I ask the Chair to lay before the Senate 
a message from the House of Representatives on S. 3418. 

The Presiding Officer laid before the Senate the amendments of 
the House of Representatives to the bill (S. 3418) to establish a 
Privacy Protection Commission, to provide management systems in 
Federal agencies and certain other organizations with respect to the 
gathering and disclosure of information concerning individuals, and 
for other purposes, as follows : 

Strike out all  af ter  the enacting clause, and insert: That this Act may be cited 
as the "Privacy Act of 1974". 

SEC.2. (a)  The Congress llnds that- 
(1)the privacy of a n  individual is directly 'affected by the collection, 

maintenance, use, and dissemination of personal information by Federal 
agencies ; 

(2) the increasing use of computers and sophisticated information tech- 
nology, while essentimal to the efficient operations of the Government, has 
greatly magnified the harm to individual privacy that  can occur from any 
collection, maintenance, use, or dissemination of personal information; 

(3)  the opportunities for a n  individual to secure employment, insurance, 
and credit, and his right to  due process, and other legal protections are  
endangered by the misuse of certain information systems ; 

(4) the right t o  privacy is a personal and fundamental right protected 
by the Constitution of the United States ;and 

(5) in order to protect the privacy of individuals identified in  information 
systems maintained by Federal agencies, i t  is necessary and proper fo r  the 
Congress to regulate the collection, maintenance, use, and dissemination of 
information by such agencies. 

(b )  The purpose of this Act is  to  provide certain safeguards for  a n  individual 
against an invasion of personal privacy by requiring Federal agencies, except a s  
otherwise provided by law, to-

(1)permit a n  individual to  determine what records pertaining to him 
are  collected, maintained, used, or disseminated by such agencies ; 

(2) permit a n  individual t o  prevent records pertaining to him obtained by
such agencies fo r  a particular purpose from being used or made available 
for another purpose without his consent; 

(3) permit a n  individual to gain access to information pertaining to him 
i n  Federal agency records, to have a copy made of all  or any portion thereof, 
and to correct or amend such records; 

1See p. 334. 



(4) collect, maintain, use, or disseminate any record of identifiable 
personal information in a manner that  assures that  snch action is  for a 
necessary and lawful purpose, tha t  the information is current and accurate 
for i t s  intended use, and that  adequate safeguards are  provided to prevent 
misuse of such information ; 

(5 )  permit exemptions from the requirements with respect to records pro- 
vided in this Act only i n  those cases where there is a n  important public 
policy need for such exemption as-has been determined by specific statutory 
authority ;and 

(6) be subject to civil suit  for any damages which occur a s  a result of 
willful, arbitrary, or capricious action which violates any individual's 
rights under this Act. 

SEC. 3. Title 5, United States Code, is amended by adding after section 552 the 
Collowing new section : 
''8 552a. Records maintained on individuals 


" ( a )  DEFINITIONS.-For purposes of this section- 

"(1) the term 'agency' means agency a s  defined in section 552(e) of this 

title ; 
"(2)  the term 'individual' means a citizen of the United States or a n  

alien lawfully admitted for permanent residence ; 
"(3) the term 'maintain' includes maintain, collect, use, or disseminate ; 
"(4)  the term 'record' means any collection or grouping of information 

about a n  individual that  is maintained by a n  agency and that  contains his 
name, or the identifying number, symbol, or other identifying particular 
assigned to the individual ; 

"(5) the term 'system of records' means a group of any records under the 
control of any agency from which information is retrieved by the name of 
the individual or by some identifying number, symbol, or other identifying 
particular assigned to the individual; and 

"(6) the term 'statistical research or reporting record' means a record i'n 
a system of records maintained for statistical research or reporting pur- 
poses only and not used in whole or in  part  in  malring any determination 
about an identifiable individual, except a s  provided by section 8 of title 13. 

"(b)  CONDITIONS OF DISCLOSURE.-NO agency shall disclose any record which 
is contained in a system of records by any means of communication to any per- 
son, or to another agency, except pursuant to a written request by, or with the 
prior written consent of, the individual to whom the record pertains, unless 
disclosure of the record mould be- 

"(1)to those officers and employees of the agency which maintains the 
record who have a need for the record in the performance of their duties; 

"(2)  for  a routine use described under subsection (e)  (2) (D) of this 
section ; 

"(3) to the Bureau of the Census for purposes of planning or carrying out 
a census or survey or related activity pursuant to the provisions of title 13 ;  

"(4) to a recipient who has provided the agency with advance adequate 
written assurance that  the record will be used solely a s  a statistical research 
or reporting record, and the record is  to be transferred in a form that  is not 
individually identifiable ; 

"(5) to the National Archieves of the United States a s  a record which has 
sufficient historical or other value to warrant its continued preservation by 
the United States Government, or for evaluation by the Administrator of 
General Services or his designee to determine whether the record has such 
value ; 
"(6) to another agency to to any instrumentality of any governmental jur- 

isdiction within o r  under the control of the United States for a law en'force' 
ment activity if the activity is authorized by law, and if the head of the 
agency or instrumentality has made a written request to the agency which 
maintains the record specifying the particnlar portion desired and the law 
enforcement activity for  which the record is  sought; 

"(7)  to  a person who is actively engaged in saving the life of such indi- 
vidual, if upon such disclosure notification is transmitted to the last known 
address of snch individual ; 

"(8) to either House of Congress, or, to the extent of matter within i ts  
jurisdiction, any committee or subcommittee thereof, o r  any joint com-
mittee of Congress or subcommittee of any such joint committee; or 



"(9) pursuant to the order of a court of competent jurisdiction. 
"(c)  ACCOUNTING CERTAIN DISCLOSURES.-Each agency, with respectOF to 

each system of records under i ts  control, shall- 
"(1)  except for disclosures made under subsection (b)  (1)  of this section 

or disclosures to  the public from records which by law or regulation a r e  
open to public inspection or copying, keep a n  accurate accounting of- 

"(A) the date, nature, and purpose of each disclosure of a record to 
any person or to another agency made under subsection (b)  of this sec- 
tion ;and 

"(13) the name and address of the person or agency to whom the dis- 
closure is made ; 

"(2)  retain the accounting made under paragraph (1)  of this subsection 
for a t  least five years after the disclosure for  which the accounting is 
made ; 

"(3)  except for disclosures made under subsection (b)  (6) of this section, 
make the accounting made under paragraph (1)  of this subsection avail- 
able to the individual named in the record a t  his request; and 

" (4 )  inform any person or other agency about any correction or notation 
of dispute made by the agency in accordance with subsection ( d )  of this 
section of any record that  has been disclosed to the person or agency within 
two years preceding the making of the correction of the record of the indi- 
vidual, except that  this paragraph shall not apply to any record that  was 
clisclosed prior to the effective date of this section or for which no account- 
ing of the disclosure is required. 

" ( d )  ACCESS TO RECORDS.-Each agency that  maintains a system of records 
shall-

" (1)  upon request by any individual to gain access to  his record or to 
any information pertaining to him which is contained in the system, permit 
him to review the record and have a copy made of all  or any portion thereof 
in  a form comprehensible to him ; 

"(2) permit the individual to request amendment of a record pertaining 
to him and either- 

" (A)  make any correction of any portion thereof which the individual 
believes is not accurate, relevant, timely, or complete ;or  

"(B) promptly inform the individual of i ts  refusal to amend the 
record in  accordance with his request, the reason for the refusal, the 
procedures established by the agency for the individual to request a 
review by the agency of that  refusal, and the name and business address 
of the official within the agency to whom the request for review may be 
taken ; 

"(3) permit any individual who disagrees with the refusal of the agency 
to amend his record to request review of the refusal by the official named 
i n  accordance with paragraph (2) (B) of this subsection; and if, after the 
review, tha t  official also refuses to  amend the record in  accordance with 
the request, permit the individual t o  file with the agency a concise statement 
setting forth the reasons for his disagreement with the refusal of the 
agency ; 

"(4) in any disclosure, containing information about which the individ- 
ual has filed a statement of disagreement, occurring after the filing of the 
statement under paragraph (3) of this subsection, clearly note any portion 
of the record which is  disputed and, upon request, provide copies of the 
statement and, if the agency deems it appropriate, copies of a concise state- 
ment of the  reasons of the  agency for  not making the amendments requested, 
to persons or other agencies to  whom the disputed record has been disclosed ; 

nothing in this section shall allow a n  individual access to any in- 
formation compiled in  reasonable anticipation of a civil action or proceeding. 

"(el  AGENCY agency that  maintains a system of records REQT]IREMENTS.-E~C~
shall-

"(1) inform each individual whom it asks to supply information, on the 
form which it uses t o  collect the information or on a separate form that  
can be retained by the individual- 

"(A) which Federal statute or regulation, if any, requires disclosnre 
of the information : 
"(B)the principal purpose or  purposes for  which the information is 

intended to be used ; 



"(C) other purposes for which the information may be used, a s  pub- 
lished pursuant t o  paragraph (2)  ( D )  of this subsection ;and 

"(D) the effects on him, if any, of not providing all  o r  any part of the 
requested information ; 

"(2) subject to the provisions of paragraph (5)  of this subsection, publish 
in  the Federal Register a t  least annually a notice of the existence and char- 
acter of the system of records, which notice shall i n c l u d e  

"(A) the name and location of the system ; 
"(B) the categories of individuals on whom records are  maiutained 

i n  the system ;
"( C )  the categories of records maintained in the system ; 
" ( D )  each routine purpose for which the records contained in the 

system are  used or intended to be used, including the categories of users 
of the records for each such purpose ; 

"(E) the policies and practices of the agency regarding storage,
retrievability, access controls, retention, and disposal of the records ; 

"(F) the title and business address of the agency official who is  re. 
sponsible for the system of records ; 

" ( G )  the agency procedures whereby a n  individual can be notified 
a t  his request if the system of records contains a record pertaining to 
him ;and 

"(HI the agency procedures whereby a n  indiridual can -be notified 
a t  his request how he can gain access to  any record pertaining to him 
contained i n  the system of records, and'how he can contest i t s  content; 

"(3)  maintain all  records which a r e  used by the agency in making any 
determination about any individual with such accuracy, relevance, time- 
liness, and completeness a s  is reasonably necessary to assure fairqess to the 
individual i n  the determination ; 

"(4) maintain no record concerning the political or rel igio~s belief or 
activity of any individual, unless expressly authorized by statute or by the 
individual about whom the record is maintained: Provided, howcver, That  
the provisions of this paragraph shall not be deemed to prohibit the mainte- 
nance of any record of activity which is pertinent to  and within the scope 
of a duly authorized law enforcement activity ;and 

" ( 5 )  a t  least 30 days ~ r i o r  t o  publication of information under paragraph 
(2) ( D )  of this subsection published i n  the Federal Register notice of the 
use or intended use of the  information i n  the system, and provide a n  oppor- 
tunity for  interested persons to  submit written data, views, or arguments to 
the agency. 

" ( f )  AGENCY RULES.--~~ order to carry out the provisions of this section, each 
agency tha t  maintains a system of records shall promulgate rules, in  accordance 
with the requirements (including general notice) of section 553 of this title, 
which shall- 

"(1) establish procedures whereby a n  individual can be notified in response 
to his request if any system of records named by the individual contains a 
record pertaining to him ; 

"(2) define reasonable times, places, and requirements for identifying an 
individual who requests his record or  information pertaining to him before 
the agency shall make the  record or  information available to  the ind iv idn~l  : 

"(3) establish procedures for the disclosure to an individual upon his 
request of his record or  information pertaining to him, including special 
procedure, if deemed necessary, for  the disclosure to a n  individual of medical 
records, including psychological records, pertaining to him ; 

" (4 )  establish procedures for  reviewing a request from an individnal 
concerning the amendment of any record or information pertaining to the 
individual, for making a determination on the request, for  a n  appeal within 
the agency of an initial adverse agency determination, and for whatever 
additional means the head of the agency may deem necessary for each in- 
dividual to he able to exercise fully his rights nnder this section; and 

" ( 5 )  establish fees to he charged, if any, to any individual for maliillg 
copies of his record, excluding the cost of any search for and review of the 
record. 
The Office of the Federal Register shall annually compile and publish the 
rules promulgated under this subsection and agency notices published nnder 
subsection (e )  (2) of this section in a form available to the public a t  low cost. 



"(g) (1) CIVIL REMEDIES.-Whenever any agency ( A )  refuses to  comply with 
a n  individual request under subsection (d)  (1)  of this section, (B) fails to  
maintain any record concerning any individual with such accuracy, relevance, 
timeliness, and completeness a s  is necessary to  secure fairness in any determina- 
tion relating to  the qualifications, character, rights, o r  opportunities of, or bene- 
fits to  the individual that  may be made on the basis of records and consequently 
a determination is made which is adverse t o  the individual, o r  (C) fails t o  comply 
with any other provision of this section, or any rule pro~mulgated thereunder, i n  
such a way a s  to have a n  adverse effect on a n  individual, the individual may 
bring a civil action against the agency, and the district courts of the United 
States shall have jurisdiction in  the matters under the provisions of this 
subsection. 

"(2) (A) I n  any suit brought under the provisions of subsection (g)  (1) (A) 
of this section, the court may enjoin the agency from withholding the records 
and order the production to the complainant of ally agency records improperly 
withheld from him. I n  such a case the court shall determine the matter de no\-o, 
and may examine the contents of any agency records in  camera to determine 
whether the records or any portion thereof may be withheld under any of the 
exemptions set forth in  subsection ( k )  of this section, and the burden is on 
the agency to sustain its action. 

" ( B )  The court may assess against the United States reasonable attorney 
fees and other litigation costs reasonably incurred in  any case under this pam- 
graph in which the complainant has substantially prerailecl. 

"(3) I n  any suit brought under the provisions of subsection ( g )  (1) ( B )  or 
(C)  of this section i n  which the court determines that  the agency acted in a 
manner which was willful, arbitrary, or capricious, the United States shall be 
liable t o  the individual i n  a n  amount equal to  the sum of- 

" (A)  actual damages sustained by the individual a s  a result of the refusal 
or failure ;and 

"(B)  the costs of the action together wit11 reasonable attorfiey fees a s  
determined by the court. 

" (4 )  An action to enforce any liability created under this section may be 
brought in  the district court of the United States in  the district in  which the 
complainant resides, oc has his principal place of business, or in  which the agency 
records a re  situated, o r  in the District of Columbia, without regard to the 
amount in controversy, within two years from the date on which the cause of 
action arises, except that where a n  agency has materially and willfully mis- 
represented any information required under this section to be disclosed to a n  
individual and the information so misrepresented is  material to  the establish- 
ment of the liability of the agency to the individual under this section. the 
action may be brought a t  any time within two years after discovery by the 
individual of the misrepresentation. 

" ( h )  RIGHTS OF LEGAL GUARDIANS.-For the purposes of this section, the 
parent of any minor, or the legal guardian of any individual who has been de- 
clared to  be incompetent due to physical or mental incapacity or age by a court 
of competent jurisdiction, may act on behalf of the individual. 

"( i)(1)CRIMINALPENALTIES.-Any officer or employee of the United States, 
who by virtue of his employment or official position, has possession of, or access 
to, agency records which contain individually identifiable information the dis- 
cloqure of which is prohibited by this section or by rules or regulations estab- 
lished thereunder, and who knowing that  disciosure of the specific material 
is so prohibited, willfully discloses the material in  any manner t o  any person 
or agency not entitled to receive it, shall be fined not more than $5,000. 

"(2) Any person who knowingly and willfully requests o r  obtains any record 
concerning an indiviclual from a n  agency under false pretenses shall be fined 
not more than $5,000. 

" (  j) GENERALEXEFVIPTIONS.-T~~head of any agency map promulgate rules, 
in  accordance with the requirements (incIudinc general notice) of section 553 
of this title, to  exempt any system of records within the agency from any part of 
this section except subsections (b )  and (e )  (2) (A) through (F)and ( i )  if the 
system of records is-

"(1) maintained by the Central Intelligence Agency ;or 
"(2)  maintained by a n  a ency or component thereof which performs a s  

i t s  principal function anv ac%vity pertaining to the enforcement of criminal 
laws, including police efforts to prevent, control, or reduce crime or to ap- 



prehend criminals, and the activities of prosecutors, courts, correctional, 
probation, pardon, or parole authorities, and which consists of (A) infor-
mation compiled for the purpose of identifying individual criminal offenders 
and alleged offenders and consisting only of identifying data and notations 
of arrests, the nature and disposition of *criminal charges, sentencing, con- 
kement ,  release, and parole and probation s tatus;  ( E )  information corn- 
piled for the purpose of a criminal investigation, including reports of in- 
formants and investigators, and associated with a n  identifiable individual ; 
or (C) reports identifiable t o  an individual compiled at any stage of the 
process of enforcement of the criminal laws from arrest or indictment 
through release from supervision. 

" ( k )  SPECIFIC EXEMPTIONS.-The head of any agency may promulgate rules, 
i n  accordance with the requirements (including general notice) of section 553 
of this title, to exempt any system of records within the agency from subsections 
(c )  (3),  ( d ) ,  (e)  (2) ( G )  and (H),  and ( f )  of this section if the system 
of records in- 

"(1) subject to  the provisions of section 552(b) (1 )  of this ti t le; 
"(2)  investigatory material compiled for law enforcement purposes, other 

than material within the scope of subsection (j)(2)  of this section :Provided, 
howevev, That if any individual is denied any right, privilege, or benefit; that  
he would otherwise be entitled by Federal law, o r  for  which he would other- 
wise be eligible, a s  a result of the maintenance of such material, such ma- 
terial shall be provided to such individual, except to the extent that  the dis- 
closure of such material would reveal the identity of a source who furnished 
information to the Government under a n  express promise that  the identity 
of the source would be held in  confidence, or, prior to the effective date of 
this section, under a n  implied promise that  the identity of the source would 
be held in confidence ; 

" (3)  maintained i n  connection with providing protective services to  the 
President of the United States or other individuals pursuant to section 3056 
of title 18 ; 

"(4)  required by statute t o  be maintained and used solely a s  statistical 
research or reporting records ;

" (5) investigatory material compiled solely for the purpose of determining 
suitability, eligibility, or qualifications for Federal civilian employment, 
military service, Federal contracts, or access to classified information, but 
only to  the extent that  the disclosure of such material would reveal the 
identity of a source who furnished information to the Government under 
an express promise that  the identity of the source would be held in  confidence, 
or, prior to the effective date of this section, under a n  implied promise that  
the identity of the  source mould be held in confidence ; 

"(6) testing or examination material used solely to  determine individual 
qualifications for appointment or promotion in the Federal service the dis- 
closure of which would compromise the objectivity or fairness of the testing 
or examination process ;or 

"(7)  evaluation material used to determine potential for promotion in the 
armed services, bat  only t o  the  extent that  the disclosure of such material 
would reveal the identity of a source who furnished information to the 
Government under a n  express promise that  the identity of the source would 
be held in confidence, or, prior to  the effective date of this section, under an 
implied promise that  the identity of the source would be hAd in confidence. 

"(1) (1) ARCHIVALRECORDS.-Each agency record which is  accepted by the 
Administrator of General Services for storage, processing, and wrvicing i n  ac- 
cordance with section 3103 of title 44 shall, for  the purposes of this section, be 
considered to be maintained by the agency which deposited the record and shall 
he s~tbject to the provisions of this section. The Administrator of General Services 
shall not disclose the record except to the aqency which maintains the record. 
or under r u l ~ s  established by that  agency which a r e  not inconsistent with the 
provisions of this section. 

"(2 )  Each aaency record pertaining to an identifiable individual which mas 
transferred to  the National Archives of the United States as a record which 
has sufficient historical or other value to warrant its continued preservation by 
the United States Government, prior to  the effective date of this section, shall, for 
the purposes of this section, be considered to he maintained by the National 
Archives and shall not be subject to the provisions of this section. 



"(3)  Each agency record pertaining to a n  identifiable individual which is trans- 

ferred to the National Archives of the United States a s  a record which has suffi- 

cient historical or other value to warrant i ts  continued preservation by the United 

States Government, on or after the effective date of his section, shall, for the pur- 

poses of this section, be considered to be maintained by the National Archives 

and shall be subject to  all provisions of this section except subsections (c)  (4)  ; 

(d )  ( 2 ) , (3) ,  and (4)  ; (e)  ( l ) ,  (2)  (H)  and (3) ; ( f )  (4) ; (g )  (1) (B)and 

and (3) .  


" ( m )  (1) M O R A T O R ~ ~ I  ON THE USE O F  THE SOCIAL SECURITY ACCOUNT NUN-
BER.-NO Federal agency, or any State or local government acting in compliance 
with any Federal law or  federally assisted program, shall deny ally individual 
any right, benefit, or privilege provided by law by reason of such individual's 
reTusal to disclose his social security account number. 

(2)  This subsection shall not apply- 
" (A)  with respect to any system of records in existence and operating 

prior to January 1,1975 ;and 
" (B)  when disclosure of a social security account number is  required by 

Federal law. 
"(3) NO Federal agency, or any State or local government acting in com-

pliance with any Federal law or federally assisted program, shall use the social 
security account number for any purpme other than for verification of the 
identity of a n  individual unless such other purpose is specifically authorized by 
Federal law. 

"(n)  ANNUAL REPORT.-T~~President shall submit to  the Speaker of the House 
and the President of the Senate, by June 30 of each calendar year, a consolidated 
report. separately listing for  each Federal agency the number of records con- 
tained in any system of records which were exempted from the application of this 
section under the provisions of subsections ( 5 )  and (k)  of this section during the 
preceding calendar year, and the reasons for  the exemptions, and such other 
information a s  indicates efforts to  administer fully this section.". 

SEC. 4. The chapter analysis of chapter 5 of title 5, United States Code, is 
amended by inserting : 
"552A. RECORDS INDIVIDUALS."ABOUT 
immediateIy belorn : 
"552. PUBLIC ; AGENCY AND PROCEE~INGS.".INFORMATIONRULES, OPINION, ORDERS, 

SEC. 5. The amendments made by this Act shall become effective on the one 
hundred and eightieth day following the date of enactment of this Act. 

Amend the title so as to rc~cl :  6'An act to ~rnend title 5, Unitecl 
States Codr, by adding a section 55% to safeguard individual pri-
vacy from the misuse of Federal records and to provide that inclivid- 
nals be ganted access to records concerning them which are main- 
tained by Federal aqencies." 

Mr. ERVIN.Mr. President, on Kovcmber 21, jilst before the Thnnks- 
giving recess, both the Senate and the  FIo11se adopted in clifferent 
f on?ls- 

The PRESIDING Will the Senntor suspend briefly uniil the OFFICER. 
Chair gets orcler in the Senatc. 

I would like to ask the Members 01the Senate to please bring ordele 
to the Chamber because the Senator froin North Carolina is entitled 
to be hear4 and 11e ccannot be heard. \lTouId those members conversing 
please remove themselves to the cloakroom. 

The Senator will continue to snspencl until there is order in the 
Chamber. 

The Senator may proceed. 
Mr. ERVIN.On November 21, just before the Thanksgiving recess, 

both the Senate and the I-Touse passed in different forms Federal pri-
vacy legislation. Because of $the limited amount of time available be- 
tween the time of the reconvening of Congress after the recess and the 
e~ ldoP the session of Congress members of the Government Oper a.t'1011s 



Conunittee of the Senate and the House agreed that they would have 
the different versions studied by their respective staffs during the 
recess. 

After the recess the inembers of the s,taffs who had made this study 
reported to the members of the two committees, and after tlzat the 
members of the two committees met informally and agreed on the 
amendments that I mill offer in behalf of all the original cosponsors of 
the privacy bill. 

We thought this was a better way of doing it without having a con- 
ference and I have been assured by the members of the House Goveril- 
ment Operations Committee interested in privacy legislation, that the 
House will a m p t  these amendments which I proDose on behalf of 
myself and all of the original cosponsors of the bill. 

The main differences between the two versions which are reconciled 
here was that instead of establishing a privacy board, as the Senate 
bill did, that we will have a privacy study commission to study the 
subject and report back to the President, to the Senate, and to the 
House. 

TVe also eliminated, in deference to the Honse. provisions of the bill 
dealing with the private sector and we also eliminated some of the pro- 
visions dealing with law enforcement agencies. 

Now, Mr. President. on behalf of the original cosponsors of the 
Senate bill and mvself, I make this motion. 

Mr. President, I move that the Senate agree to tlie engrossed amend- 
inents of the House to tlle bill (S. 3418) to establish a Privacv Pro- 
tection Commission, to provide management systems in Federal agen- 
cies and certain other organizations with respect to the qathering and 
disclosure of informrttion concerning individuals, and for other pur- 
poses, with the following amendments to sucll engrossed amend- 
ments : 

I n  lieu of the matter proposed to be inserted by the Honse to the 
text of the bill, insert the following amendment mhicli I now send to 
the desk. 

The PRESIDING The ?mendin~nt will be stated. OFIFICER. 
The assistant legislative clerk proceeded to read the amendment. 
Mr. ERVIN. Mr. President, I ask unanimous consent that further 

readinr of the amendment he dispensed with. 
The PRESIDTNG Without objection, it is so ordered. O ~ C E R .  
The amendment is as follows : 
I n  lieu of the matter ~roposerl to be inserted by tlle House to the 

text of the bill, insert the following : 
That  this Act may be cited a s  the "P~ivncy Act of 1974". 

SEC.2. ( a )  The Congress finds that- 
(1)the privacy of a n  individual is directly affected hy the collection, main- 

tenance, use, and dissemination of personal information by Federal agen- 
cies ; 

(2) the increasing use of comv~lters and sovhisticnted information tech- 
nology, while essential to the efficiellt operations of the Government, has 
greatly magnified the harm to individual privacy that  can occur from any 
collection, maintenance, use, or dissemination of personal information ; 

(3) the opportunities for a n  individual to secure employment, insurance, 
and credit, and his right to  due process, and other legal protections a r e  en- 
dangered by the misuse of certain information systems ; 

(4) the right to privacy is a personal and fundamental right protected 
by the Constitution of the United States :and 
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(5 )  in  order to protect the privacy of individuals identified in information 
systems maintained by Federal agencies, it is necessary and proper for the 
Congress to regulate the collection, maintenance, use, and dissemination of 
information by such agencies. 

( b )  The purpose of this Act is to provide certain safeguards for a n  individual 
against a n  invasion of personal privacy by requiring Federal agencies, except 
a s  otherwise provided by law, to- 

(1)pennit a n  individual to  determine what records pertaining to him are  
collected, maintained, used, or disseminated by such agencies ; 

( 2 )  permit a n  individual to prevent records pertaining to him obtained 
by such agencies for  a particular purpose from being used or made avail- 
able for another purpose without his consent ; 

(3)  permit a n  individual to  gain access to  information pertaining to him in 
Federal agency records, to have a copy made of all  o r  any portion thereof, and 
to correct o r  amend such records ; 

(4)  collect, maintain, use or disseminate any record of identifiable per- 
sonal information i n  a manner that  assures that such action is  for  a neces- 
sary and lawful purpose, that  the information is current and accurate for i t s  
inltended use, and that  adequate safeguards a re  provided to prevent misuse 
of such information ; 

(5)  permit exemptions from t h e  requirements with respect to records pro- 
vided i n  this Act only in  &hose cases where there is a n  important public 
policy need for suoh exemption a s  has been determined by specific statutory 
authorilty; and 

(6)  be subject to  civil suit for any damages which occur a s  a result of mill- 
ful  o r  international action which violates any individual's rights under this 
Act. 

SEC.3. Title 5, United States Code, is amended by adding after section 552 the 
following new section : 

" (a )  DEFINITIONS.--For a purposes of this section- 
"(1)the term 'agency' means agency a s  defined in section 552 ( e )  of this 

title ; 
"(2) the term 'individual' means a citizen of the  United States or a n  

alien lawfully admitted for permanent residence ; 
"(3) the term 'maintain' includes maintain, collect, use, or disseminate ; 
"(4) the term 'record' means any item, collection, o r  grouping of informa- 

tion a b u t  a n  individual that  is  maictained by a n  agency, including, but not 
limited to, his education, financial transactions, medical history, and crimi- 

-	 nal o r  employment history and tha t  contains his name, or the identifying 
number, symbol, or other identifying particular assigned t o  the individual, 
such a s  a finger or voice print or a photograph ; 

"(5) the term 'system of records' means a group of any records under the 
control of any agency from which information is retrieved by the name of the 
individual o r  by some identifying number, symbol, or other identifying partic- 
ular assigned to the individual ; 

"(6) 'the term fstatistical record' means a record in  a system of records 
maintained for statistical research or  reporting purposes only and not used 
in whole o r  in  par t  in  making any determination about a n  identifiable in- 
dividual, except a s  provided !by section 8of title 13. 

"(7) the term 'routine use' means, with respect t o  the disclosure of a rec- 
ord, the use of such record for a purpose which is compatible with the pur- 
m s e  for which it was collected. 

"(b)  CONDITIONS OF DISCLOSURE.--NOagency shall disclose any fecord which is  
contained in a system of records by any means of communication to any person, 
or to another agency, except pursuant to  a written request by, o r  with the  prior 
written consent of, the individual to whom 'the record pertains, unless disclosure 
of the record would be- 

"(1) to  those officers and employees of the agency which maintains the 
record who have a need for the record in  t h e  performance of their duties ; 

"(2) required under section 552uf thjg title ; 
"(3) for a routine use as  defined i n  subse&ion ( a )  (7) of this section and 

described under subse&ion (e*) (4) ( D )  of this section ; 
"(4) to the Bureau of the  Census for  purposes of planning or  carrying out 

a census or survey or  related activity pursuant t o  the provisions of title 1 3  ; 



" ( 5 )  to a recipient who has provided the agency with advance adequate 
written assurance that  the record will be used solelv as  a statistical research 
or  reporting record, and the record is t o  be traniferred i n  a form tha t  is 
not individually identifiable ; 

"(6) t o  the National Archives of the bnited States a s  a record which has 
sufficient historical or other value to warrant i ts  continued preservation by 
the United States Governmenlt, or for  evaluation by the Administrator of 
General Services or his designee to  determine wbether the  record has such 
value ; 

" (7) to  another agency or to  a n  instrumentality of any governmental juris- 
diction within or under the control of the United States for  a civil o r  crim- 
inal law enforcement, activity if the activity is authorized by law, and if the 
head of the agency or instrumentality has  made a written request t o  t h e  
agency which maintains the  record Sgecifying the particular portion desired 
and the law enforcement activity for  which the  record is sought; 

"(8) to a person pursuant to a showing of compelling circumstances affect- 
ing the health or safety of a n  individual if upon such disclosure notificztion 
is transmitted to  the  last known address of such individual ; 

"(9) to either House of Congress, or, to the extent of matter within its 
jurisdiction, any committee o r  subcommittee thereof, any joint committee 
of Congress or subcommittee of any such joint committee ; 

"(10) to the Comptroller General, or zny of his authorized representa- 
tives, in  the course of the performance of the duties of the General Ac- 
cotnting Office ; or 

(11) pursuant to the order of a court of competent jurisdiction. 

"(c )  ACCOUNTING 
OF CERTAINDISCLOSURES.-Each agency, with respect to each 

FSstem of records under i ts  control, shall- 
"(1) except for disclosures made under subsections ( b )  (1)  or (b )  (2) of 

this section, keep a n  accurate accounting of- 
" (A)  the date. nature, and p ~ r p o s e  of each disclosure of a record t o  

any person or to another agency made under subsection (b)  of this 
section ; and 

"(B) the name and address of the person or agency to whom the dis- 
closure is made ; 

"(2) retain the accounting made under paragraph (1)  of this subsection 
for a t  least five years or the life of the record, whichever is longer, after the 
disclosure for which the accounting is made ; 
"(3) except for disclosures mede under subsection ( b )  ( 7 )  of this section, 

make the accounting made under paragraph (1)  of this subsection available 
to the individual named in the record a t  his request; and 

" ( 4 ) inform any person or other agency about any correction or notation 
of dispute made by the agency in accordance with subsection ( d )  of this 
section of any record that  has been disclosed to the person or agency if a n  
accounting of the disclosnre was made. 

" (d)  ~ c c ~ s sRECORDS.-Each agency that  maintains a system of records TO 
shall-

" (1)  upon request by any individual to gain access to  his record or t o  
any information pertaining to him which i q  contained in the system, permit 
him and upon his request. a person of his own choosing to accompany him, 
to review the record and have a ropy made of all or any portion thereof in  
a form comprehensible to him, except that  the agency may require the in- 
dividual to furnish a written statement authorizing discussion of that in- 
dividual's recnrd in the accompanying person's presence ; 

"(2) uermit the individual to  request amendment of a record pertaining to 
him and- 

" ( A )  not later than 10 days (excluding Saturdays, Sundays. and I e ~ a l  
public holidays) after the date of receipt of such request, acltnowledge 
in mritine: ~ u c h  receipt; and 

" ( a )promptly, either- 
" ( i )  make any correction of any portion thereof which the in- 

d i v j d ~ ~ a lbelieves is  not accurate. relevant, timely, o r  complete ; or 
"(ii) inform the individual of i ts  refusal to amend the record 

in  accordance with his rpquest, tbe reason for the refusal, the pro- 
cedures pstlbljshed hy the agency for  the individual to request a 
review of that  r e f u ~ a l  by the head of the agency or an officer desig- 



nated by the head of the agenc.r. and the name and business address 
of that official ; 

"(3)  permit the individual who disagrees with the  refusal of the agency 
to amend his record to request a review of such refusal, and not later than 
30 days (excluding Saturdays, Sundays, and legal public holidays) from 
the  date on which the individual requests such review, complete Such review 
and make a final determination unless, for good cause shown, the head of 
the agency extends such 30-day period ; and if, after his review, the review- 
ing official also refuses to amend the record in accordance wilh the request, 
permit the individual to file with the agency a concise statement setting 
forth the reasons for his disagreement with the refusal of the agency, and 
notify the individual of the provisions for  judicial review of the reviewing 
officials' determination under subsection ( g )  (1)( A )  of this section ; 

"(4)  in  any disclosure, containing information about which the individ- 
ual has filed a statement of disagreement, occurring af ter  the filing of the 
statement under paragraph (3)  of this subsection, clearly note any portion 
of the record which is disputed and pr-ovide copies of the statement and, 
if the agency deems i t  appropriate, copies of a concise statement of the 
reasons of the agency for not making the amendments requested, to per- 
sons or other agencies to whom the disputed record has been disclosed ; and 
"(5) nothing in this section shall allow a n  individual access to any in- 

formation compiled in  reasonable anticipation of a civil action or proceeding. 
"(e )  AGENCYREQUIREMENTS.--Each agency tha t  maintains a system of records 

shall-
"(1) maintain in its records only such information about a n  individual 

a s  is relevant and necessary to accomplish a purpose of the agency required 
to be accomplished by statute or by executive order of the President; 

" ( 2 ) collect information to the greatest extent practicable directly from 
the subject individual when the ir~formation may result i n  adverse deter- 
minations about a n  individual's rights, benefits, and privileges under Federal 
programs ; 
"(3) inform each individual whom i t  asks to supply information, on the  

form which i t  uses to collect the information or on a separate form that  
can be retained by the individual- 

" (A) the authority (whether granted by statute, or b i  executive order 
of the President) which authorizes the solicitation of the information 
and whether disclosure of such information is mandatory or voluntary; 

"(B) the principal purpose or purposes for  which the information is 
intended to be used ; 

"(C) the routine uses which may be made of t h e  information, a s  pub- 
lished pursuant to paragraph (4) (D)  of this subsection ; and 

" (D)  the effects on him, if any, of not providing al l  or any part  of the 
requested information ; 

"(4) subject to the provisions of paragraph (11)of this subsection, publish 
i n  the Federal Register at least annually a notice of the existence and 
character of the sys'tem bf records, which ndtice shall include- 

"(A) the name and location of the system ; 

"(B) the categories of individuals on whom records a r e  maintained 


in  the  system; 
"(C) the categories of records maintained i n  the system; 
" (D)  each routine use of the records contained in the system, includ- 

ing the categories of users and the purpose of such use; 
"(E) the policies and pmctices of the  agency regarding storage, re- 

trievability, access controls, retention, and disposal of the records; 
" ( F )  the title and business address of the agency official who is 

responsible for  the system of records ; 
"(G) the agency procedures whereby a n  individual can be notified 

a t  his request if the system of records contains a record pertaining 
to him ; 

" ( H )  the agency procedures whereby a n  individual can be notified a t  
his request how he  can gain access to  any record pertaining to him 
contained i n  the system of records, and how he can contest i ts  con- 
tent ;  and 

"(I) the  categoriea of 'sources of records i n  the  system; 
"(5) maintain a l l  records which a r e  used by ithe agency in making any  

determination about any individual with such accuracy, relevance, time-



l ines ,  and completeness a s  is reasonably necessary to assure fairness to the 
individual i n  the determination ; 

" ( 6 )prior to disseminating any record about a n  indiridual t o  any person 
other than a n  agency, make reasonable efforts to assure that  such'records 
a re  accurate, complete, timely, and relevant; 

"(7)  maintain no record desoribing how any individual exercises rights 
guaranteed by the first amendment unless expressly authorized by statute 
o r  by the individual about whom the record is  maintained o r  unless per-
tinent to and within thes scope of a n  authorized law enforcement activity; 

"(8) make reasonable efforts to serve notice on a n  individual when any 
record on such individual is made available to any person under compulsory 
legal process when such process becomes a matter of public record ; 

"(9) establish rules of conduct for persons involved in the design, develop- 
ment, operation, or maintenance of any system of records, o r  in  maintain- 
ing any record, and instruct each such person with respect to  such rules 
and the requirements of this section, including any other rules and procedures 
adopted pursuant to this section and the penalties for noncompliance ; 

"(10) establish appropriate administrative, technical, and physical safe- 
guards to insure the security and confidentiality of records and to protect 
against any anticipated threats or hazards to their security or integrity 
which could result in  substantial harm, embarassment, inconvenience, or 
unfairness to  any individual on whom information is maintained; and 

"(11) a t  least 30 days prior to  publication of information under paragraph 
(4) (D) of this subsection, publish in  the Federal Register notice of any new 
use o r  intended use of the information in the system, and provide a n  oppor- 
tunity for interested persons to submit written data, views, or arguments 
to  the agency. 

" ( f )  AGENCYRIJLEs.-~ order to  carry out the provisions of this section, each 
agency that  maintains a system of records shall promulgate rules, in  accordance 
with the requirements (including general notice) of section 553 of this title, 
which shall- 

"(1) establish procedures whereby a n  individual can be notified in  re-
sponse to  his request if any system of records named by the individual con- 
tains a record pertaining to him ; . 

" ( 2 ) define reasonable times, places, and requirements for identifying an 
individual who requests his record or information pertaining t o  him before 
t h ~aqency shall make the record or information available to  the  individual ; 

"(3)  establish procedures for the disclosure to  an individual upon his 
request of his record or information pertaining t o  him, including special 
procedure, if deemed necessary, for the disclosure to a n  individual of medical 
records, including psychological records, pertaining to him ; 

" (4 )  establish procedures for  reciewing la request from a n  individual 
concerning the amendment of any record or information pertaining to the 
individual, for  making a determination on the request, for a n  appeal within 
the agency of a n  initial adverse agency determination, and for whatever addi- 
tional means may be necessary for each individual to be able to exercise 
fully his rights under this section; and 

" ( 5 )  establish fees t o  )be charged, if any, to any individual for malting 
copies of his record, excluding the cost of any search for and review of 
the record. 

The OEce of the Federal Register shall annually compile and publish the rules 
promulgated under Chis subsection and agency notices published under subsec- 
tion (e)  (4)  of this section in a form available to the public a t  low cost. 

" (g)  (1)  CIVIL R E M E D I E S . - ~ ~ ~ ~ ~ V ~ ~  any agencg- 
" ( A )  makes a determination under subsection ( d )  (3)  of this section not 

to amend a n  individual's record in accordance with his request, or fails to 
make such review in conformity with that  subsection ; 
"(B) refuses to comply with a n  individual request under subsection ( d )  

(1)of this section ; 
"(C) fails to  maintain any record concerning any individual with such 

accuracy, relevance, timeliness, and completeness a s  is  necessary to assure 
fairness in my determination relating to the qualifications, character, rights, 
or opportunities of, or benefits to the individual that  may be made a n  the 
basis of such record, and consequently a determination is made which is 
adverse to the individual ;or 



" ( D )  fails to  comply with any other provision of this section, or any rule 
promulgated thereunder, in  such a way a s  to hare  a n  adverse effect on a n  
Individual, 

the individual may bring a civil action against the agency, and the district courts 
of the United States shall h a r e  jurisdiction in the matters under the provisoils of 
this subsection. 

" ( 2 ) (A) I n  any suit brought under the provisions of subsection ( g )  (1)( A )  
of this section, the court may order the agency to amend the individual's record 
in  accordance with his request or in  such other way a s  the court may direct. I n  
such a case the court shall determine the matter de novo. 

" ( B )  The court may assess against the United States reasonable attorney fees 
and other litigation costs reasonably illcurred in  any case under this paragraph 
in which the complainant has substantially prevailed. 

"(3) (A) I n  any suit brought under the provision3 of subsectioll ( g )  (1)  (B)  
of this section, the court may enjoin the agency from withholding the records and 
order the production to the conlplainant of any agency records improperly with- 
held from him. I n  such a case the court shall determine the matter de novo, and 
may examine the contents of any agency records in camera to determine whether 
the records o r  any portion thereof may be withheld under any of the exemptions 
set forth i n  subsection (k )  of this section, and the burden is on the agency to 
sustain i ts  action. 

" (B)  The court may assess against the United States reasonable attorney fees 
and other litigation costs reasonably incurred in any case under this paragraph 
in which the complaint has substantially prevailed. 

"(4)  I n  any suit brought under the provisions of subsection ( g ) ,  (1) (C) or 
( D )  of this section in which the court determines that  the agency acted in  a man- 
ner which was intentional or willful, the United States shall be liable to  the 
individual in a n  amount equal to the sum of- 

"(A) actual damages sustained by the individual as  a result of the refusal 
or failure, but i n  no case shall a person entitled to recovery receive less than 
the sum of $1,000 ;and 

" ( B )  the costs of the action together with reasonable attorney fees as  
determined by the court. 

"(5) An action to enforce any liability created under this section may be 
brought in  the district court of the United States in  the district in  which the 
complainant resides, or has his principal place of business, o r  in  which the agency 
records are  situated, or in  the District of Columbia, without regard to the amount 
i n  controversy, within two years from the date on which the cause of action 
arises, except that  where a n  agency has materially and willfully misrepresented 
any information required under this section to be disclosed to an individual and 
the information so misrepresented is material to the establishment of the liability 
of the agency to the individual under this section, the action may be bought a t  
any time within two years after discovery by the individual of the misrepresenta- 
tion. Nothing in this section shall be construed to authorize any civil action by 
reason of any injury sustained a s  the result of a disclosure of a record prior to 
the effective date of this section. 

" ( h )  RIGHTS OF LEGALGUARDIANS.--B'O~ the purposes of the section, the parent 
of any minor, o r  the legal guardian of any individual who has been declared to 
he incompetent due to physical or mental incapacity or age by a court of com- 
peFnt  jurisdiction, may act on behalf of the individual.% 

( i)(1)  CRIMINAL PENALTIES.-Any officer ox employee of a n  agency, who by 
virtue of his employment or official position, has  possession of, or access to, 
agency records which contain individually identifiable information the disclosure 
of which is prohibited by this secton or by rules or regulations establshed there- 
under, and who knowing that  disclosure of the specific material is so prohibited, 
willfully discloses the material in  any manner to any person or agency not en- 
titled to  receive it, shall be guilty of a misdemeanor and fined not more than 
$5,000. 

" ( 2 )  Any officer or employee of any agency who willfully maintains a system 
of records without meeting the notice requirements of subsection ( e )  (4) of this 
section shall be guilty of a misdemeanor and fined not more than $6,000. 

"(3)  Any person who knowingly and willfully requests or obtains any record 
concerning a n  individual from +n agency under false pretenses shall be guilty of 
a misdemeanor and fined not more than $5,000. 

" ( j )  GENERAL EXEMPTIONS.--The head of any agency may promulgate rules, in 
accordance with the requirements (including general notice) of section 553(b) 



( I ) ,  (2) ,  and (3), (c) ,  and (e )  of this title, to exempt any system of records 
within the agency from any part of this section except subsections (b ) ,  ( c )  ( l ) ,  
(2). and (4) ,  (e )  ( 4 ) (A) through ( F )  (el (61, (7),(91, (101, and (111, and ( i )  
if the system of records is-

" (1)  maintained by the Central Intelligence Agency ;or 
" (2) maintained by a n  agency or component thereof which performs a s  its 

principal function any activity pertaining t o  the enforcement of criminal 
laws, including police efforts to prevent, control, or reduce crime or to appre- 
hend criminals, and the activities of prosecutors, courts, correctional, proba- 
tion, pardon, o r  parole authorities, and which consists of (A) information 
compiled for the purpose of identifying individual criminal offenders and 
alleged offenders and consisting only of identifying data  and notations of 
arrests, the nature and disposition of criminal charges, sentencing, codne-  
ment, release, and parole and probation status ; (B) information compiled 
for the purpose of a criminal investigation, including reports of informants 
and investigators, and associated with a n  identifiable individual; or ( C )
reports identifiable to  a n  individual compiled a t  any stage of the process of 
enforcement of the criminal laws from arrest or indictment through release 
from supervision. 

B t  the time rules a r e  adopted under this subsection, the agency shall include in 
the statement required under section 553(c) of this title, the reasons why the 
system of records is to be exempted from a provision of this section. 

" (k)  SPECIFICE~EMPTIONS.-T~~head of any agency may promulgate rules, in  
accordance with the requirements (including general notice) of sections 553/ b)  
(I),(2) and (3) ,  (c ) ,  and (e )  of this title, to exempt any system of records within 
the agency from subsections (c)  (3 ) ,  (d ) ,  ( e )  (I),(e)  (4) (G),  (H),and  (I),and 
( f )  of ;,his section if the system of records is- 

(1) subject to the provisions of section 552(b) (1) of this ti t le; 
" ( 2 ) investigatory material compiled for law enforcement purposes, other 

than material within the  scope of subsection (j) ( 2 ) of this section :Provided, 
however,That if any individual is  denied any right, privilege, or benefit that  
he mould otherwise be entitled by Federal law, or for which he would other- 
wise be eligible, a s  a result of the maintenance of such material, such ma- 
terial shall be provided to such individual, except t o  the extent tha t  the  dis- 
closure of such material would reveal the identity of a source who furnished 
information to the Government under a n  express promise that  the identity of 
the source would be held in  confidence, or, prior to the effective date  of this 
section, under a n  implied promise t h a t  the identity of the  source would be 
held i n  confidence ; 

"(3) maintained i n  connection with providing protective services to the 
President of the United States or other individuals pursuant to section 3056 
of title 18 ;  

" (4)  required by statute to  be maintained and used solely a s  statistical 
records ;

"(5). investigatory material compiled solely for the purpose of determining 
suitability, eligibility, or qualifications for Federal civilian employment, mili- 
tary service, Federal contracts, or access to  classified information, but only 
to the extent that  the disclosure of such material would reveal the identity 
of a source who furnished information to the Government under a n  express 
promise that  the identity of the source would be held in  confidence, or, prior 
to the effective date of this section, under a n  implied promise that  the identity 
of the source would be held in confidence ; 

"(6) testing or examination material used solely to determine individual 
qualifications for appointment or promotion in the Federal service the dis- 
closure of which would compromise the  objectivity of fairness of the testing 
or  examination process ;or 

"(7 )  evaluation material used to determine potential for promotion in the 
armed services, but only to the extent that  the disclosure of such material 
would reveal the identity of a source who furnished information to the Gov- 
ernment under a n  express promise that  the identity of the source would be 
held i n  confidence, or, prior to the effective date of this section, under a n  im- 
plied promise that  the identity of the source would be held in confidence. 

At the time rules are  adopted under this subsection, the agency shall include 
in  the statement required under section 553(c) of this title, the reasons why the 
figstem of records is to.be exempted from a provision of this section. 



"(1) (1)ARCHIVALRECOBDS.--Each agency record which is  accepted by the Ad- 
~ninistrator of General Services for storage, processing, and servicing i n  accord- 
ance with section 3103 of title 44 shall, for the purposes of this section, be con- 
sidered to 'be maintained by the agency which deposited the record and shall be 
subject to  the provisions of this section. The Administrator of General Services 
shall not disclose the record except to  the agency which maintains the record, o r  
under rules established by that  agency which a re  not inconsistent with the provi- 
sions of this section. 

"(2)  Each agency record pertaining to a n  identifiable individual which was 
transferred to  the National Archives of the United States a s  a record which has 
sufficient historical or other value to warrant its continued preservation by the 
United States Government, prior to  the effective date of this section shall, for the 
purposes of this section, be considered to be maintained by the NationaI Archives 
and shall not be subject to the provisions of this section, except that  a statement 
generally describing such records (modeled after the requirements relating t o  
records subject to subsections ( a )  (4) (A) through (G) of this section) shall be 
published in the FederaI Register. 

"(3)  Each agency record pertaining to a n  identifiable individual which is  trans- 
ferred to the National Archives of the United States a s  a record which has suffi- 
cient historical or other value to  warrant its continued preservation by the United 
States Government, on o r  af ter  the effective date of this section, shall, for the pur- 
poses of this section, be considered to be maintained by the National Archives and 
shall be exempt from the requirements of this section except subsections (e )  (4)  
(A) through 	(G) and (e )  (9) of this section. 
"(m)  GOVERNMENT a n  agency provides by a contract for  CONTRACTORS.-W~~II 

the operation by or on behalf of the agency of a system of records to  accompIish 
a n  agency function, the agency shall, consistent with i t s  authority, cause the re- 
quirements of this section to be applied to such system. For  purposes of subsection 
(i) of this section any such contractor and any employee of such contractor, if 
such contract is agreed to on or after the effective date of this section, shall be 
considered to be an employee of a n  agency. 

" (n)  MAILING LISTS.--A~ individual's name and address may not be sold or 
rented by a n  agency unless such action is  specifically authorized by law. This 
provision shall not be construed to require the withholding of names and ad- 
dresses otherwise permitted to be made public. 

"(0) REPORT ON N m v  SYSTEMS.-&ch agency shall provide adequate advance 
notice to Congress and the Office of Management and Budget of any proposal to  
establish or alter any system of records in  order (to permit a n  evaluation of the  
probable or potential effect of such proposal on the privacy and other personal 
or property rights of individuals or the disclosure of information relating
to such individuals, and its effect on the preservation of the constitutional prin- 
ciples of federalism and separation of powers. 

"(p)  ANNUAL REPORT.-T~~ President shall submit t o  the Speaker of the 
House and the  President of the Senate, by June 30 of each calendar year, a con- 
solidated report, separately listing for  each Federal agency the  number of rec- 
ords contained i n  any system of records which were exempted from the applicn- 
tion of this section under the provisions of subsections (j)  and (k)  of this sec- 
tion during the preceding calendar year, and the reasons for  the exemptions. 
and such other information a s  indicates efforts to administer fully this section. 

" (q)  EFFECT OF OTHER LAWS.-No agency shall rely on any exemption con- 
tained in section 552 of this title to withhold from a n  individual any record 
which is otherwise accessible to  such individual under the provisions of this 
section.". 

SEC. 4. The chapter analysis chapter 5 of title 5, United States Code, is 
amended by inserting : 
"6626. RECORDSABOUTINDIVIDUALS." 

immediately below : 

"552. P m w c  INFORJCATION;AGENCYRULES, OPINIONS, ORDERS, AND PROCEEDINGS." 


SEC. 5. ( a )  (1)There is established a Privacy Protection Study Commission 
(hereinafter referred to a s  the "CobThission") which shall be composed of seven 
members a s  follows: 

(A) three ,appointed by the President of the United States. 
(B) two appointed by the President of the Senate, and 
(C) two appointed by the Speaker of the House of Representatives. 



Members of the Commission shall be chosen from among persons who, by rea- 
son of their knowledge and expertise i n  any of the following areas--civil rights
and liberties, law, social sciences, computer technology, business, records man- 
agement, and State and local government-are well qualified for service on the  
Commission. 

( 2 )  The members of the Commission s&all elect a Chairman from among 
themselves. 

(3) Any vacancy i n  the membership of the Commission, a s  long a s  there a re  
four members i n  office, shall not impair the power of the Commission but shall 
be filled in  the same manner i n  which the original appointment was made. 

(4) A quorum of the Commission shall consist of a majority of the members, 
except tha t  the Commission may establish a lower number a s  a quorum for  the 
purpose of taking testimony. The Commission is authorized to establish such 
committees and delegate such authority to  them as may be necessary to  carry 
out  i ts  functions. Each member of the Commission, including the Chairman, 
shall have equal responsibility and authority in  al l  decisions and actions of the 
Commission, shall have full access t o  all  information necessary to  the perfor- 
mance of their functions, and shall have one vote. Action of the Commission 
shall be determined by a majority vote of the m e m b r s  present. The Chairman 
(or  a member designated by the Chairman to be acting Chairman) shall be the 
official spokesman of the Commission i n  its relations with the Congress, Gov- 
ernment agencies, other persons, and the public, and, on behalf of the Gommis- 
sion, shall See to  the faithful execution of the administrative policies and deci- 
sions of the Commission, and shall report thereon to the Commission from time 
t o  time or  a s  the Commission may direct. 

(5) (A) Whenever the Commission submits any budget estimate or request 
t o  the President or the Office of Mhnagement and Budget, i t  shall concurrently 
transmit a copy of that  request to Congress. 

(B)  Whenever the  Commission submits any legislative recommendations, or 
testimony, o r  comments on legislation to  the President or Office of Management 
and Budget, it shall concurrently transmit a copy thereof to the Congress. No 
officer or agency of the United States shall have any authority to  require the 
Commission to submit its legislative recommendations, or testimony, o r  com- 
ments on legislation, to any officer or agency of the United States for  approval, 
comments, or review, prior t o  the submission of such recommendations, testi- 
mony, o r  comments to the Congress. 

(b) The Commission shall- 
(1)make a study of the data  banks, automated data  processing propams, 

and  information systems of governmental, regional, and private organiza- 
tions, in  order to  determine the standards and procedures in  force for the 
protection of personal information ;and 

(2) recommend to the President and the Congress the extent, if any, to 
which the requirements and principles of section 552a of title 5, United 
States Code, shohld be applied to  the information practices of those orga- 
nizations by legislation, administrative action, or voluntary adoption of such 
requirements and principles, and report on such other legislative recom- 
mendations a s  it may determine t o  be necessary t o  protect the privacy of 
individuals while meeting the legitimzte needs of government and society 
for  information, 

(c)  (1) I n  the course of conducting the  study required under su'bsection (bi  
(1) of this section, and i n  its reports thereon, the  Commission may research 
examine, and analyze- 

(A) interstate transfer of information about individuals that  is  under- 
taken through manual files o r  by computer or .other electronic or telecom- 
munications means ; 

( B )  data banks and information programs and systems the operation of 
which significantly o r  substantially affect the enjoyment of the privacy and 
other personal and property rights of individuals ; 

(C) the use of social security numbers, license plate numbers, universal 
identifiers, and other symbols to identify individuals in  data banks and to 
gain access to, integrate, o r  centra1i~e)~hfomation systems and files ; and 

(D)  the matching and analysis of sWtistica1 data, such a s  Federal census 
data, with other sources of personal data, such a s  automobile registries and 
telephone directories, in  order t o  reconstruct individual responses to statis- 
tical questionnaires for commercial or other purposes, i n  a way which results 



in a violation of the implied or explicitly recognized coddentiality of such 
information. , 

(2) (A) The Commission may iqclude in its examination personal information 
activities in the following Breas : medical ; insurance ; education ; employment
and personel; credit, banking and financial institutions ;credit bureaus ; the com- 
mercial reporting industry ;cable television and other telecommunications media ; 
travel, hotel, and ententainment reservations ; and electronic check processing. 

(B) The Commission shall include in its examination a study of- 
( i )  whether a person engaged in interstate commerce who maintains a 

mailing list should be required to remove an individual's name and address 
from such list upon request of that individual ; 

(ii) whether the Internal Revenue Service shauld be prohibited from 
transferring individually indentifiable data to other agencies and to agencies 
of State governments ; 

(iii) whether the Federal ~overnment  should be liable for general damages 
incurred by an individual as  the result of a willful or intentional 'violation 
of (the provisions of sections 552a (g) (1) (C) o r  (0) of title 5, United 
States Code; and 

. (iv) whether and how the standards for security and confidentiality of 
records required under section 552a (e) (10) of such title should be applied
when a record is  disclosed to a person other than an agency. 

(C) The Commision may study such other personal information activities 
necessary to carry out the congressional policy embodied in this Act, except 
that the Commission shall not investigate information systems maintained by 
religious organizations. 

(a) I n  conducting such study, the Commission shall- 
(A) determine what laws, Executive orders, regulations, directives, and 

judicial decisions govern the activities under study and the extent to which 
they are consistent with the rights of privacy, due process of law, and other 
guarantees in the Gonstitution ; 

(B)  determine to what extent governmental and private information 
. 	 systems affect Federal-State relations or the principle of separation of 

powers ; 
(C) examinelthe standards and criteria governing programs, policies, and 

practices relating to the collection, spliciting, pxocessing, use, access, inte- 
gregation, dissemination, and transmission of personal information; and 

(D) to the maximum extent practicable, collect and utilize findings,
reports, studies, hearing transcripts, and recommendations of governmelltnl, 
legislative and private bodies, institutions, organiaations, and individuals 
kvhich pertain to the problems under study by the Commission. 

(d)  In  addition to its other functions the Commission may- 
.(I)reguest assistance of the heads of appropriate departments, agencies, 

and instrumentalities of the Federal Government,. of State and lo.cal govern- 
.mants,.and pther pefspns in carrying out its fonctioqs under this Act ; 

( 2 )  upon request, assist Federal agencies in complying with the require- 
ments of section 552a of title 5, United States Code; 

(3) determine what specific categories of information, the collection of 
which would violate an  individual's right of privacy, should be prohibited 
by statute from collection by Federal agencies; and,  

(4) upon request, .prepare model legislation for use by State and local 
governments in establishing procedures for handling, maintaining, and 
disseminating personal information a t  the State and local level and provide 
such technical assistance to State and local governments as they may re- 
quire in the preparation and implementation of such legislation. 

(e)  (1)The Commission may, in carrying out itsfunctions under this section, 
conduct such inspections, sit and act a t  such times and places, hold such hearings, 
take such testimony, require by subpena the attendance of such witnesses and the 
production of such books, records, pagers, correspondence, and documents, ad- 
minister such oaths, have such printing qnd binding dope, and make such expendi- 
tures as the Commissioq deems advisable. A subpena shall be issued only upon 
an affirmative vote of a majority of all members oS the Commission. Subpenas 
shall be issued under the signature of the Chairman or any member of the Com- 
mission designated by the Chairman and shall be served by any person designated 
by the Chairman or any 6uch m h b e r .  Any member of-tlie Commisbion may ad- 
minister oaths or affirmifions to witnekses appearing before the Commission. 



(2)  ( A )  Each department, agency, and instrumentality of the executive branch 
of the Government is authorized to furnish to  the Commission, upon request made 
by the Chairman, such information, data, reports and such other assistance a s  
the  Commission deeme necessary to  carry out its functions under this section. 
Whenever the head of any such department, agency, o r  instrumentality submits 
a report pursuant to section 552a (0)  of title 5, United States Code, a copy of such 
report shall be transmitted to the Commission. 

(B)  I n  carrying out its functions and exercising its powers under this section, 
the Commission may accept from any such department, agency, independent in- 
strumentality, o r  other person any individually identifiable d a t a  if such data  is 
necessary to carry out such powers and functions. I n  any case in  which the Com- 
mission accepts any such infol-mation, i t  shall assure that  the information is used 
only for the purpose for  which it is provided, and upon completion of that purpose 
such information shall be destroyed or returned to such department, agency, inde- 
pendent instrumentality, or person from which it is obtained, a s  appropriate. 

(3) The Commission shall have the power to- 
( A )  appoint and fix the compensation of a n  executive director, and such 

additional staff personnel a s  may be necessary, without regard to the pro- 
visions of title 5, United States Code, governing appointments in  the competi- 
tive service. and without regard to chapter 51 and subchapter 111of chapter 
53 of ouch title relating to  classification and General Schedule pay rates, but 
a t  rates not i n  excess of the maximum rate for GS-1s of the General Schedule 
under section 5332 of such title ;and 

( B )  procure temporary and intermittent services to  the same extent a s  i s  
authorized by section 3109 of title 5, United States Code. 

The Commission may delegate any of its functions to  such personnel of the 
Commission a s  the Commission may designate and may authorize such successive 
redelegations of such functions a s  it may deem desirable. 

(4) The Commission is authorized-
(A) to adopt, amend, and repeal rules and regulations governing the man- 

ner of i ts  operations, organization, and personnel ; 
(B) to  enter into contracts or other arrangements or modifications thereof, 

with any government, any department, agency, or independent instrumen- 
tality of the United States, o r  with any person, firm, association, o r  corporal 
tion, and such contracts or other arrangements, o r  modifications thereof, may 
be entered into without legal consideration, without performance or  other 
bonds, and without regard to section 3709 of the Revised Statutes, a s  amended 
(41U.S.C. 5 )  ; 

(C) to make advance, progress, and other payments which the Commission 
doems necessary under this Act without regard to  the provisions of section 
3648 of the Revised Statutes. a s  amended (31 U.S.C. 529) ; and 

(D) to take such other action a s  may be necsesary t o  carry Out i ts  func- 
tions under this section. 

( f )  (1) Each member of the Commission who Is a n  officer or employee of the 
United States shall serve without additional compensation, but shall continue 
to  receive the salary of his regular position when engaged i n  the performance of 
the duties vested in the Commission. 

(2) A member of the Commission other than one to whom parasraph (1) ap-
plies shall receive per diem a t  the maximum daily rate  for (38-18 of the General 
Schedule when engaged i n  the actual performance of the duties vested in the 
Commission. 

(3) All members of the Commission shall be reimbursed for travel, subsistence, 
and other necessan expenses incurred by them i n  the performance of the duties 
vested in the Commission. 

(g )  The Commission shall, from time to time, and in a n  annual report, report 
to the President and the Congress on its activities i n  carrying out the provisions 
of this section. The Commission shall make a final report to the President and to 
the Congress on its findings pursuant t o  the study required to  be made under sub- 
section (b)  (1) of this section not later than two years from the date on which all 
of the members of the Commission a re  appointed. The Commission shall cease to 
exist thirty days after the date  on which its final report is  submitted to the Presi- 
dent and the Congress. 

( h )  (1)Any member, officer, o r  employee of the Commission, who by virtue of 
his employment or official position, has  possession of, or access to, agency records 



which contain individually identifiable information the disclosbre of which is pro- 
hibited by this section, and who knowing that that disclosure of the specific mate- 
rial is  so prohibited, willfully discloses the material in any manner to any person 
or agency not entitled to receive it, shall be fined not more than $5,000. 

(2)  Any person who knowingly and willfully requests or obtains any record 
concerning an individual from the Commission under false pretenses shall be finea 
not more than $5,000. 

SEC.6. The Office of Management and Budget shall- 
(1)develop guidelines and regulations for the use of agencies in imple- 

menting the provisions of section 552a of title 5, United States Code, as added 
by section 3 of this Act ;and 

(2) provide continuing assistance to and oversight of the implementatioil 
of the provisions of such section by agencies. 

SEC.7. ( a )  (1)I t  shall be unlawful for any Federal, State or  local government 
agency to deny to any individual any right, benefit, or privilege provided by lam 
because of such individual's refusal to disclose his social security account number. 

(2) The provisions of paragraph (1) of this subsection shall not apply with 
respect to-

(A) any disclosure which is required by Federal statute, or  
(B)  the disclosure of a soda1 security number to any Federal, State, or 

local agency maintaining a ,system of records in existence and operating 
before January 1, 1975, if such disclosure was required under statute o r  
regulation adopted prior to such date to verify the identity of an individual. 

(b)  Any Federal, State, o r  local government agency which requests an  
individual to disclose his social security account number shall inform that  
individual whether that disclosure is mandatory or voluntary, by what statutory 
or other authority such number is solicited, and what uses will be made of it. 

SEC.8. The provisions of this Act shall be effective on and .after the date of 
enactment, except that the amendments made by sections 3 and 4 shall become 
effective 270 days following the day on which this Act i B  enacted. 

SEC.9. There is authorized to be appropriated to carry out the provisions of 
section 5 of this Act for fiscal year 1975, 1976, and 1977 the sum of $1,500,000, 
except that not more than $750,000 may be expended during any Such fiscal year. 

I n  lieu of the engrossed amendment to the title, insert the following: 
Amend the title so as  to read: "An Act to amend title 5, United States Code, 

by adding a section 552a to safeguard individual privacy from the misuse of 
Federal records, to provide that individuals be granted access to records con- 
cerning them which are maintained by Federal agencies, to establish a Privacy 
Study Commission, and for other purposes." 

Mr. ERVIN.We preserve most of the essential elements of the Senate 
bill with these few minor changes. 

I have been asked by the distinguished Senator from Louisana, as 
chairman of the Finance Committee, the question whether these amend- 
ments would interfere with the practice of the Internal Bevenue Serv- 
ice in furnishing information to the State taxing authorities and to 
congressional committees, and my assurance is that will not be inter- 
fered with in any respect whatever. 

I would like to address more specifically some other questions raised 
about how the bill will work with respect to tax information and tax 
returns. Specifically, the questions relate to the ability of the IRS  to 
disclose tax information under the provision of the bill that allows 
disclosure for a routine use under a purpose which is compatible with 
the purpose for which the information is collected. 

State and local tax agencies now heavily rely on Federal tax infor- 
mation and investigations when State agencies enforce their tax laws. 
For example, when the I R S  sets up a deficiency wainst a taxpayer 
who lives in a State, the IRS  frequently sends inFormation on this 
deficiency to the State, or lochl, tax agency. The States use this infor- 
mation in collecting their own taxes. This information may be sent 
before the State itself conducts any tax investigation on the individual. 



Under the bill, this is intended to constitute a routine use for a 
purpose compatible with the purpose for which the information was 
collected, so the IRS could continue to send tfis information to the 
State and local tax agencies as i s r s e n t l y  done. 

Also, the IRS sends to State, an local, tax agencies the Federal tax 
returns of individuals who live in the State so the State agency can 
check to see if the individual has reported the same income and deduc- 
tions on his Federal-and State, or local, tax returns. Again, the States 
rely on this information in enforcing their own tax laws. Also, this 
information may be sent to a State before it conducts a tax investiga- 
tion on its own. 

Under the bill, it is intended that this would be a routine use for a 
purpose compatible with the purpose for which the information is 
collected so the I R S  can continue to send tax information to State and 
local tax a g e n ~ i e ~  .in this, way. 

The IRS, of course, provides tax information on individuals to the 
Justice Department when the Justice Department is preparing a tax 
case against the individual. This information is used by the Justice 
Department i$ investigating and preparing tax cases and also is dis- 
closed in court as the Justice Department presents evidence against 
the individual. . 

This disclosure both to the Justice Department and in court would 
represent a routine use of the tax information compatible with the 
purpose for which it. was collected and this disclosure would continue 
to be possible under the provisions of the bill. 

Under the bill tax returns and other tax information can-as under 
presellt law-be disclosed to the tax comaittees of the Congress-the 
Senate Finance Committee, the House Ways and Means Committee, 
and the Joint Committee on Internal Revenue Taxation. 

Under the bill this information can also continue to be disclosed to 
the staffs of these committees, as under present law. 

Under the bill an agency can disclose tax returns to either House 
of Congress or to committees of Congress-to the extent of matters 
within their jurisdiction. Since tax returns can be disclosed by an 
agency to the Senate and House, it is intended that-as under present 
law-the committees which have received tax returns can also disclose 
them to the Senate or House, just as the Joint Committee on Internal 
Revenue Taxation did with the tax information on President Nixon. 

I have also prepared an analysis of these amendments mhich I sub-
mit entitled "Analysis of House and Senate Compromise Amendments 
to the Federal Privacy Act," which explains the provisions of the 
amendments. 

Mr. President, I ask unanimous consent that this statement be 
printed at this point in the Record. 

There being no objection, the analysis was ordered to be printed in 
the Record, as follows: 

The establishment of a Privacy Protection Study Commission. Only the Senate 
bill provided for a n  oversight and study commission to assist i n  the implementa- 
tion of the act and to explore areas concerned with individual privacy whioh have 
not been included i n  the provisions of this legislation. The compromise measure 



will establish a Privacy Protection Study Commission of seven members instead 
of the five provided i n  the Senate bill. Three of these members will be appointed 
by the President, two by the President of the Senate, and two by the Speaker of 
the House of Representatives. 

The membership should be representative of the public a t  large who, by reason 
of their knowledge and expertise i n  the areas of civil rights and liberties, law, 
social sciences, and complete technology, business, and State and local govern- 
ment a re  well qualified for service on the Commissioa While there is no statutory 
requirement, the Committee could expect that  no more than five members of the 
Commission could be members of one political p r t y .  

It is intended that  this commission, which will serve for  a period of two years, 
will be 'solely a study commission. I n  tha t  capacity it is hoped the commission 
can assist the Executive Bwnch iand the Congress in  their examination of Fed- 
eral government activities and their impact on privacy a s  well as representatives
of State and local governments and the private seotor who a r e  attempting to deal 
with this important problem. 

The scope of the commission's study authority i s  outlined l.Specifically within 
the legislation. I n  subsection (c )  (2) (b) ,  the commission is directed to  examine 
certain issues which a r e  not included i n  the compromise between the House and 
Senate bill, such a s  a requirement tha t  a peFson maintaining mailing lists re- 
move a n  individual's name upon request; the question of prohibiting the transfer 
of individually identifiable datia from the Internal Revenue Service to  other agm- 
cies and to Senate governments; a question of whether the Federal government 
should be liable for general damages occurring from a willful or intentional 
violation of the provisions of (g )  (l), (C) or (D)  of this ac t ;  and the extent t o  
which requirements for security and confidentiality of records maintained under 
this act should be applied to  a pepson other than a n  agency. 

The commission shall from time to time and i n  an annual report, report t o  the 
Congress and to the President on it8 activities, and it shall submit a final report 
of its findings two years from the  date the members of the commission a r e  
appointed.

I n  addition, the commission i s  authorized to provide necessary technical as- 
sistance and prepare model legislation upon request for State and local govern- 
ments interested i n  adopting privacy legislation. Strict standards and penalties 
a re  placed upon commission members and employees with regard to the handling 
and unlawful distribution of information about individuals which it receives i n  
the course of carrying out its functions. 

While the provisions of the rest of this ac t  do not go into effect until 270 days
from the date of enactment, the commission is  authorized to go into effeot im- 
mediately upon the appointment of i ts  members i n  order that  some of its work 
may be available to  the Congress and the  Executive Branch by the time the 
remainder of the legislation becomes effective. 

ROUTINE USE 

The House bill contains a provision not provided for in  the Senate measure 
exempting certain disclosures of information from the requirement to  obtain 
prior consent from the subject when the disclosure would be for a "routine use." 
The compromise would define "routine use" to  mean; "with respect to  the dis- 
closure of a record, the use of such records for a purpose which is  compatible 
with the purpose for which it was collected." 

Where the Senate bill would have placed tight restrictions upon the transfer 
of personal information between or outside Federal agencies, the House bill, 
under the routine use provision, would permit a n  agency to describe i t s  routine 
uses in the Pederal Register and then disseminate the information without the  
consent of the individual or without applying the standards of accuracy, rel- 
evancy, timeliness or completeness so long a s  no determination was being made 
about the subject. 

The compromise definition should serve a s  a caution to agencies t o  think out  
i n  advance what uses i t  will make of information. This act i s  not intended t o  
impose undue burdens on the transfer of information to the Treasury Depart- 
ment to complete payroll checks, the receipt of information by the Social Secu- 
rity Administration t o  complete duarterly posting of accounts, or other such 
housekeeping measures and necessarily frequent interagency or intra-agency
transfers of information. It is, however, intended to discourage the unnecessary 



exchange of information to another person or to  agencies who may not be a s  
sensitive to the collecting agency's reasons for using and interpreting the mate- 
rial. 

INFORJIATIOX ON POLITICAL ACTIVITIES 

The House bill tells agencies that  they may not maintain a record concerning 
the political or religious beliefs or activities of any individual unless mainte- 
nance of the record would be authorized expressly by statute or by the indi- 
vidual about whom the record is maintained. The House bill goes on t o  provide 
tha t  this subsection is  not deemed to prohibit the maintenance of any record or 
activity which ?s pertinent to and within the scope of a duly authorized lam 
enforcement---- - - ----.. acrkivi....- -tv.. 

The Senate bill cks t i tu tes  a prohibition against agency programs established 
for  the purpose of collecting or maintaining information about how individuals 
e x e r c i s e - ~ i k t  Amendment rights unless t h e  agency hear1 specifically determines 
that  the program is required for the administration of a statute. 

The compromise broadens the House provisions application to all  First Amencl-
ment rights and directs the prohibition against the maintenlance of records. How- 
ever, a s  in the House bill, i t  d w s  permit the maintenance. use, collection or  dis- 
semination of these records which a re  expressly authorized by statute or the 
individual subject or a re  pertinent to a duly authorized law enforcement activity. 

CONFIDENTIAL SOURCES O F  INFORMATION 

The compromise provision for the maintenance of information received from 
confidential sources represents a n  acceptance of the House language after 
receiving a n  assurance tha t  in  no instance would tha t  lan-guage deprive a n  
individual from knowing of the existence of any information maintained in a 
record about him which was received from a "confidential source." The agencies
would not be able to  claim that  disclosure of even a small p~rtof a particular 
i k m  would reveal the identity of a confidential source. The confidential infor- 
mation mould have to be characterized in some general way. The fact of the 
item's esistence and a general characterization of that  item would have to be 
made known to the individual i n  every case. 

Furthermore, the acceptance of this section in no way precludes a n  individual 
from knowing the substance and source of confidential information, should that 
information be used to deny him a promotion in a government job or access to 
classified information or some other right, benefit or privilege for  which he was 
entitled to  bring legal action when the government wished to base any part of 
i t s  legal case on that  information. 

Finally, it is important to note that  the House provision would require that  all 
future promises of confidentiality t o  sources of information be expressed and 
not implied promises. Under the authority to prepare guidelines for  the adminis- 
tration of this act  i t  is  expected that  the Office of Management and Budget will 
work closer with agencies to insure that  Federal investigators make sparing use 
of the ability to  make express promises of confidentiality. 

STANDARDS APPLJED TO DISSEMINATION OUTSILlE THE QOVlCIlNMENT 

H.R. 16373 requires that  all  records which a r e  used by a n  agency i n  making 
any  determination about a n  individual be maintained with such accuracy, rele- 
vance, timeliness and completeness a s  is reasonably necessary t o  assure fairness 
to  the individual in  the determination. S. 3418 goes much further and requires 
t h a t  agencies apply these standards a t  any time that  access is  granted t o  the 
file, material is added to or taken from the file, o r  a t  any time i t  is used t o  make 
a determination affecting the slubiect of the file. 

The difference betweenthese two measures represents a difference in philosophy 
regarding the handling of personal information. The Senate measure is designed 
to complement the requirement that  agencies maintain only information which is  
relevant and necessary to accomplish a statutory p u r p o , ~ .  The standard of rele- 
vancy should be that  statutory basis for  a n  information program which is now 
set forth in  (e )  (1) of the compromise measure. By adopting this section, the 
Senate hoped to encourage a periodic review of personal information contained 
in Federal records a s  those records were used or disseminated for any purpose. 

The House provision would have applied those important standards for mainte- 
nance of information i n  records a t  any time a determination is made about a n  



individual. The House bill goes on to permit additional "routine uses" of informa- 
tion which may not rise to  the Chreshhold of a n  "a,gency determination" without 
requiring that the information be upgraded to meet these standards. 

The compromise amendment would adopt the section of the House bill applying 
the standards of accuracy, relevance, timeliness and completeness a t  the time 
of a determination. I t  mould add the additional requirement, however, that  prior 
to the dissemination of any r m r d  about a n  individnal to  any person other than 
anofher agency, the sending agency shall make a reasonable effort to assure that  
the record is accurate, complete, timely, and relevant. This proviso was included 
becauce Federal agencies n~ould be governed by a requirement to clean up their 
records before a determination is made and limited by a requirement to publish 
each routine use of information in the Federal Redsber, but the use of infor- 
mation by persons outside the Federal government would not be governed by 
this act. Therefore, agencies a r e  directed to  be f a r  more careful about the dis- 
semination of personal information to persons not governed by the enforcement 
provisions of this bill. 

THE FREEDOIJ O F  INFORMATION ACT AND PRIVACY 

Perhaps the most difficult task in drafting Federal privacy legislation mas tha t  
of determining the proper balance between the public's right to  know about the 
conduct of their government and their equally important right to have informa- 
tion wl~ich is personal to  them maintained with the ereatest degree of confidence 
by Federal agencies. The House bill made no specific provision for Freedom of 
Information Act requests of material which might contain information protected 
by the Privacy Act. Instead, i n  the committee report on the bill, i t  recognized 
that  : 

"This legislation mould have an effect on subsection (b)  (6) of the R x d o m  
of Information Act ( 5  U.S.C., Section 552) which states tha t  the provisions 
regarcling disclosure of information to the public shall not apply t o  material 
'the disclosure of which would constitute a clearly unwarnllted invasion of 
personal privacy.' H.B. 16373would malre all individually identifiable information 
in government files exempt from public disclosure. Such disclosure could he made 
available to  the public only pursuant to rules published by agencies in  the Federal 
Reqister pelmitting the transfer of particular data to persons other than the 
individuals to whom they pertain." 

The committee report went on to express a desire that  agencies continue t o  
lnalre certain individually identifiable records open t o  the  public because such 
disclosure would be in  the public interest. 

Tbe Senate bill reflected the position of an earlier draft of the  House measure 
in  Section 205(b) where i t  provided that  nothing in the act shall be construed 
to permit the withholding of any personal information which is otherwise required 
to  be rlisclosed by law or any regulation thereunder. This section was intended 
a s  specific recognition of the need to permit disclosure under the Freedom of 
Information Act. 

The compromise amendment would add a n  additional condition of disclosure 
to  the House bill which prohibits disclosure without written request of a n  indi- 
vidual unless disclosure of the  record would be pursuant to Section 552 of t h e  
Freedom of Information Act. This compromise is designed to preserve the s tatus  
quo a s  interpreted by the courts regarding the disclosure of personal information 
under that  section. 

A related amendment taken from the  Senate bill would prohibit any agency 
from relying upon any exemption contained in Section 552 to withhold from a n  
individual any record which is otherwise accessible to  such individual under the  
provisions of this section. 

CIVIC BEMEDIES 

Under the House bill a n  individual would be permitted to seek a n  injunction 
against a n  agency only to  produce his record upon a failure of a n  agency t o  
comply with his request. An individual would be able to  sue for damages only 
if an agency failed to  maintain a record about him with such accuracy, relevance, 
timeliness and completeness a s  would be necessary to  assure fairness and a 
determination about him, and consequently a n  adverse determination was made. 
A suit for damages would also be i n  order against a n  agency if it fails to  comply 
with any other provision of this act  i n  wuch a way to have a n  adverse effect on 
the individual. 



Under the Senate bill injunctive relief would be available to an individual to 
enforce any right granted to him. And an individual would be permitted to sue 
for damages for any action or omission of an  officer or  employee of the govern- 
ment who violates a provision of the act. 

The standard for recovery of damages under the House bill would have rested 
on the determination by a court that the agency acted in a manner which was 
willful, arbitrary, or capricious. The Senate bill would have permitted recovery 
against an  agency on a h d i n g  that the agency was negligent in handling his 
records. 

These amendments represent a compromise between the two positions, per- 
mitting an individual to seek injunctive relief to correct or amend a record 
maintained by an agency. I n  a suit for damages, the amendment reflects a belief 
that a finding of willful, arbitrary, or capricious action is too harsh a standard 
of proof for an  individual to exercise the rights granted by this legislation. Thus 
the standard for recovery of damages was reduced to "willful or intentional" 
action by an agency. On a continuum between negligence and the very high 
standard of willful, arbitrary, or capricious conduct, this standard is  viewed a s  
only somewhat greater than gross negligence. 

Both the House and Senate bills provided for an individual to recover reason- 
ahle attorney fees and costs of litigation. The compromise amendments adopt 
the standard of the House bill permitting the court to award attorney fees and 
reasonable costs to an individual where the complainant has substantially pre- 
vailed, in an injunctive action. Fees would be required to be paid with any 
award of damages. 

ACCESS AND CHALLENGE TO BECORDS 

The House bill would apply a standard of promptness to agency considerations 
of requests for access to records and requests to challenge or correct those records. 
In addition, it allows the individual to request a review of a refusal to correct 
a record by the agency official named in its public notice of information systems. 

The Senate bill requires the agency to make a determination with respect to 
an  individual's request for a record change within 60 days of the request and 
to permit him a hearing within 30 days of a request for,one, with extension for 
good cause permitted. The individual would have the option of a formal or in- 
formal hearing procedure within the agency upon a refusal of a request to correct 
o r  amend a record. The compromise amendment would require the agency to 
respond within 10working days to acknowledge an individual's request to amend 
a record. Following acknowledgement, the agency must promptly correct the in- 
formation which the individual believes is  not accurate, relevant, timely or com- 
plete or inform the individual of its refusal. 

If the individual disagrees with the refusal of the agency to amend his record, 
the agency shall conduct a review of that refusal within 30 working days, provided 
that an extension may be obtained for good cause. We expect that agency heads 
will conduct these reviews themselves or assign ofacers of tbe rank of Deputy 
Assistant Secretary or above to review them. 

The House bill would not have permitted a Federal District Court to review 
de novo an agency's refusal to amend a record. The compromise adopts the Senate 
provision which would require a de novo review of such refusal and to order a 
correction where merited. Finally, the compromise requires that in any disclosure 
of information subject to disagreement that the agency include with the dis- 
closure a notation of any dispute over the information or a copy of any state- 
ment submitted by the individual stating his reasons for disagreement with the 
information. 

ACCOUNTING FOR DISCLOSURE3 

Section c of the House bill requires an agency to inform any person or another 
agency about a correction or notation of dispute regarding a record that has been 
disclosed to that person or agency within two pears before making the correction 
or notation. It would not apply if no accounting of the disclosure had been re- 
quired. No such limitation was placed upon accounting for disclosures in the 
Senate bill and the compromise measure would require any person or agency 
receiving the record at any time before a flotation or dispute is  made to  be notified 
if an accounting of the disclosures were made. 

The House bill requires an  agPhCy to 'maintain an accounting for'disclosures 
for only five years. The Senate bill places no limitation on the length of time 



for maintaining such disclosures. The compromise amendment .would require 
maintaining of the disclosure for five years or the life of the record, whichever 
is  longer. 

IJMITATIONS ON THE TYPES O F  INFORMATION COLLECTED AND THE USE OF THIRD 
PARTY INFORMATION 

The Senate bill requires Federal agencies to maintain only such information 
about an individual as  is relevant and necessary to accomplish a statutory pur- 
pose of the agency. The House bill did not address this issue. The compromise 
amendment modifies the Senate provision to permit the collection of information 
which would be required to accomplish not only a purpose set out by a statute 
but also a purpose outlined by a Presidential Executive Order. 

The provision is included to limit the collection of extraneous information by 
Federal agencies. It requires that a conscious decision be made that the informa- 
tion is required to meet the needs of an agency as dictated by a statute. Agencies 
should formulate as  precisely as  possible the policy objectives to be served by a 
data gathering activity before i t  is undertaken. It is  hoped that multiple requests 
for information will be reduced and that agencies will collect no more sensitive 
personal information than is necessary. 

The Senate bill also requires agencies to collect information to the greatest 
extent practicable directly from the subject when that information could result 
in an 'adverse determination about an individual's rights and benefits and privi- 
leges under a Federal program. The House bill had no provision, but the com- 
promise amendment accepts the Senate language. This section is  designed to dis- 
courage the collection of personal information from third party sources and 
therefore to encourage the accuracy of Federal data gathering. I t  supports the 
principle that an individual should to the greatest extent possible be in control 
of information about him which is given to the government. This may not be 
practical in all cases for financial or logistical reasons or because of other statu- 
tory requirements. However, i t  is a principle designed to insure fairness in in- 
formation collection which should be instituted wherever possible. 

ARCHIVAL RECORDS 

The House bill provides that records accepted by the Administrator of General 
Services for temporary storage and servicing shall be considered for purposes of 
this act, to be maintained by the agency which deposits the records. Records 
transferred to the National Archives after the effective date of this Act for pur- 
poses of historical preservation are considered to be maintained by the Archives 
and are subject only to limited provisions of the Act. Records transferred to 
the National Archives before the effective date of this Act are not subject to the 
provisions of this Act. 

The Senate bill provides that records accepted by the Administrator of General 
Services for temporary storage and servicing shall be considered, for purposes 
of this Act, to be maintained by the agency which deposits the records. A11 records 
transferred to the National Archives for purposes of historical preservation are 
considered to be maintained by the Archives and are subject only to those provi- 
sions of this Act requiring annual public notice of the existence and character 
of the information systems maintained by the Archives, establishment of ap- 
propriate safeguards to insure the security and integrity of preserved personal 
information, and promulgation and implementation of rules to insure the 
effective enforcement of those safeguards. 

The com~romise amendment subjects records transferred to the National 
Archives f i r  historical preservation to a modified requirement for annual public 
notice. It is  intended that the notice provision not be applied separately and 
specifically to each of the many thousands of separate systems of records trans- 
ferred to the Archives prior to the effective date of this Act, but rather that  a 
more general description be provided which pertains to meaningful groupings 
of record systems. However, record systems transferred to the Archives after 
the effective date of this Act are individually snbject to the specific notice pro- 
visions. This coverage is  intended to support and encourage improvements in 
the organization and cataloging pf records maintained by the Archives, both to 
make authorized access to such records simpler and to insure broader applica- 
tion to Arehival reordsaf  safeguards for data security and confidentiality. 



MORATOBIU?d ON THE USE OF THE SOCIAL SECURITY ACCOUNT NUMBER 

The House bill provides that  a Federal agency, or a State or local government 
acting in compliance with Federal law or a federally assisted program, is pro-
hibited from denying to individuals rights, behefits or privileges by reason of re- 
fusal to disclose the social security account number. Any such governmental 
agency is farther prohibited from utilizing the social security account number for 
purposes apart  from verification of individual identity except where another 
purpose is specifically authorized by law. Exempt from these prohibitions a r e  
systems of records in  existence and operating prior to January 1, 1975. Ex- 
emption is further granted where disclosure of a social security account number 
i s  required by Federal law. 

The Senate bill provides that  a Federal agency, or a State or local government, 
is prohibited from denying to individuals rights, benefits or privileges by reason 
of refusal to disclose the social security account number. Persons engaged i n  the 
business of commercial transactions or activities a r e  prohibited from discrimi- 
nating against any individual in  the course of such activities by reason of refusal 
t o  disclose the social security account number. Exempt from these prohibitions 
a r e  systems of records in existence and operating prior to January 1, 1975. Also 
exempt a re  disclosures of the social security account number required by Fed- 
eral law. This section further provides that  any Federal, State or local govern- 
n ~ e ~ i tagency or any person who requests a n  individual to disclose his social 
security number shall inform that  individual whether tha t  disclosure i s  man- 
datory or voluntary, by what statutory or other authority such number is  soli- 
cited, what uses will be made of it ,  and what rules of confidentiality mill 
govern it. 

The compromise amendment changes the House language by broadening the 
coverage of State and local governments so a s  to prohibit any new activity by 
snch a government that  would condition a right benefit or privilege upon a n  
individual's disclosure of his social security account number. 

To  clarify the intent of the Senate and House, the grandfather clause of this 
section was re-stated to  esempt only those governmental uses of the social 
security account number continuing from before January 1, 1975, pursuant to a 
prior law or regulation that,  for purposes of verifying identity, required in- 
clividuals to  disclose their social security account number a s  a condition for 
exercising a right, benefit, or privilege. Thus, for illustration, after January 1, 
1976. i t  will be unlawful to  commence operation of a State or local government 
procedure that  requires individuals to  disclose their social security account 
number in  order to register a motor vehicle, obtain a driver's license or other 
permit, or exercise the right to vote in  a n  election. The House section was 
amended to include the Senate provision for informing an inclividual requested 
to disclose his social security account number of the nature, authority and pur- 
pose of the request. This provision is intended t o  permit a n  individual t o  make 
a n  informed decision whether or not to disclose the social security account num- 
ber. and i t  is  intended to bring recognition to, and discourage, unnecessary or  
ililproper uses of that  number. 

MATLING LISTS 

The Senate bill prohibits the sale or rental of an individual's name and address 
by a Federal agency unless such action is specifically authorized by law. This 
section further provides that  upon writken request of any individual any person 
engaged in interstate commerce who maintains a miailing list shall remove the 
individual's name and address from such list. 

The compromise amendment accepts t h e  Senate prohibition of the sale o r  
rental of mailing lists by Federal agencies. Names and addresses associated with 
other personal information obtained by Federal agencies pursuant to statute or 
executive order, o r  by unauthorized means, 'are thus not permitted t o  be sold 
or  rented to  the public. Public disclosure of mailing lists by authority of Section 
552(b), the  Freedom of Information Act, or by (authority of other Federal law, 
is not PI-ohibited. Public disclosure would be permitted i n  certain other circum- 
stances where the Bgency determines that  the potential for adverse effects from 
such disclosure on the  privacy or  other rights of persons on a mailing list a re  
inconsequential land that  the benefits likely to  accrue to such persons and to the 
general public are clear and significant. I n  this regard, la direotive from rthe 
Office of Management and  Budget forbidding disclosure by Federal agencies of 
a person's name absent his specific consent would be relevant t o  the  intent of 
this subsection. 



RULEMAKING PROCEDURE8 FOR MAKING EXEMPTIONS 

To obtain a n  exemption from certain provisions of this Act under the House 
bill, agencies entitled to  those exemptions would be required to  public notice of 
the proposed exemptions i n  the Federal Register pursuant to Section 553 of the 
Administrative Procedures Act permitting comments to be submitted in  writing 
for inclusion in the Record with such exemptions. 

The Senate bill applied a much more stringent standard and would have 
required agencies to hold adjudicatory hearings a s  provided in APA Sectiol~s 
556 and 557. The compromise agreement would no longer require full adjudicatory 
proceeding by any agency seeking a n  exemption permitted under the act. How-
ever, agencies would still be required to publish notice of a proposed rulemaking 
i n  the Federal Register and could not waive t h e  30 day period for such pnbli- 
cation. I n  addition it is specifically provided i n  this ac t  that  agencies obtaining 
such exemptions state the reasons why the system of records is to be exempted. 
Should objection be filed with the Commission to any rulemalting exemption, i t  
is expected that  the agency would respond specifically to each objection in setting 
forth i t s  reason in support of the exemption. 

DUTIES OF THE OFFICE OF MANAGEMEST AKD BUDGET 

Under the Senate bill the Privacy Protection Commission mas directed to de- 
velop model guidelines and conduct certain oversight of the implementation of 
this Act to Federal agencies. Since the compromise amendment would change the 
scope of authority of the commission, it was felt there remained a need for a n  
agency within the government to develop guidelines and regulations for agencies 
t o  use i n  implementing the provisions of t h e  Act ,and to provide continuing 
assistance to  and oversight of the implementation of the provisions of this Act 
by the agencies. 

This function has ,been (assigned t o  the Office of Management and Budget. 

REPORTS ON NEW SYSTEMS 

Under the Senate bill the Privacy Protection Commission was to hare  a central 
role i n  evaluating proposals to establish or alter new systems of information i n  
the Federal government. I f  the  commission had determined that  such a proposal 
was not i n  compliance with the  standards established by the Senate bill the 
agency which prepared the report could not proceed to establish or modify a n  
information system for  60 days i n  order to give the Congress and the President 
a n  opportunity to  review that  report and the commission's recommendations. 

The compromise amendment still would require that  agencies provide adequate 
advance notice to the Congress sand to the Office of Management and Budget of 
any proposal to establish or alter a system of records i n  order t o  permit an 
evaluation of the privacy impact of that  proposal. I n  addition t o  the privacy 
impact, consideration should be given to the effect the proposal may have on 
our Federal system and on the separation of powers between the three branches 
of government. These concerns a re  expressed in connection with recent proposals 
by the General Services Administration and Department of Agriculture to 
establish la giant data  facility for the  storing and sharing of information between 
those and perhaps other departments. The language in t h e  Senate report on 
pages 64-66 reflects the concern attached to the inclusion of this language i n  
S. 3418. 

The acceptance of the compromise amendment does not question the motiva- 
tion or  need for improving the  Federal government's d ~ t a  gathering aud handlinq 
capabilities. It does express a concern, however, t h a t  the  office charged with 
central management and oversight of Federal activities and the Congress have 
an opportunity to  examine the impact of new or  altered data  systems on our  
citizens, the provisions for confidentiality and security i n  those systems and the 
extent t o  which the  creation of t h e  system will alter o r  change interagency or 
intergovernmental relationships related to  information programs. 

GOVERN'MENT CONTRACTS 

The Senate bill would have extended i ts  provisions outside the Federal gov- 
ernment ocly to those contracto%s, grantees or participants in  agreements with 
the Federal government, where the  puppose of the  contract, grant or agreement 
was to  eshblish o r  a l ter  a n  information system. It addressed a concern over 
the policy governing the sharing of Federal criminal history information with 



State and local government 1aw:enforcement agencies and for the amount of 
money which has ]been spent through the Law Enforcement Assistance Admin- 
istration for khe purchase of State 'and local government criminal information 
systems. 

m e  compromise amendment would now .permit Federal law enforcement 
agencies to determine to what extent their information systems would be covered 
by the Act and to what extent they will extend that coverage to those with which 
they share that information or resources. 

At the same time it is recognized that many Federal agencies contract for the 
operation of systems of records on behalf of the agency in order to accomplish an 
agency function. I t  was provided therefore that such contracts if agreed to  on or 
after the effective date of this legislation shall provide that  those contractors 
and any employees of those contractors shall be considered to be employees of an 
agency and subject to the provisions of the legislation. 

DEFINITION O F  BECOBD 

The definition of the term "Record" as provided in the House bill has been 

expanded to assure the intent that a record can include as  little as one descrip- 

tive item about an  individual and that such records may incorporate but not be 

limited to information about an  individual's education, financial transactions, 

medical history, criminal or employment records, and that they may contain his 

name, or the identifying number, symbol, or other identifying particula~ly 

assigned to  the individual, such as a finger or voice print or a photograph. The 

amended definition was adopted to more closely reflect the definition of "personal 

information" as  used in the Senate bill. 


DEFINITION OF THE TERM AGENCY 

Some questions have been raised regarding the applicability of H.R. 16373 and 
S. 3418 to the U.S. Postal Service, the Postal Rate Commission and similarly 

related entities. 


H.R. 16373 defines "agency" to mean an agency as  deflned in Section 552 (e) of 

Title V. S. 3418 defines the term "Federal agency" to mean any department, 

agency, instrumentality, or establishment in the Executive Branch of the Govern- 

ment of the United States and includes any officer or employee thereof. 


A compromise agreement adopts the definition by reference to section 552(e) 

a s  provided in H.R. 16373. It is  the intention of the House and Senate that the 

Federal Privacy Act clearly apply to the Postal Service, the Postal Rate Com- 

mission, and government corporations or government controlled corporations now 

in existence or which may be created in the future as  provided in Public Law 

93-502, the amendments to the Freedom of Information Act. 


While Section 410 ( a )  of Title 39 of the U.S. Code exempts the Postal Service 

and Postal Rate Commission from legislation generally applicable to Federal 

agencies, barring a clear expression of Congressional intent to the contrary, is the 

considered intent of the committees which consider this legislation that i t  should 

apply to the Postal Service and Postal Rate Commission, notwithstanding the 

operation of Title 39 Section 14(a) of the United States Code. 


Mr. ERVIN.Mr. President, I have also prepared a statement giving 
credit to members of the Government Operations Committee, .qnd 
another statement giving credit to members of the Subcommittee on 
Constitutional Rights, which worked on privacy matters for many 
years, commending 6hem for their work. 

Iwould like to ask unanimous consent these be printed in the RECORD 
at this point. , ( 

There being no objection, the statements were ordered to be printed 
in the RECORD, as follows: 

STATEMENT MEMBERS COMMITTEETO OF THE GOV~CBNMENTOPERATIONS 

Mr. President, S. 3418 represents the culmination of many modtbs of work by 
the Committee on Government Operations to fashiod legislation that Will 'guaran- 
tee the rights of all Americans d t h  respect to the gathering, use, and disclosure 
of information about them by the FedePal Government. 



Again, I want to express my gratitude to two members of this committee who 
have helped make this legislation possible, Senator Percy from Illinois, the rank- 
ing minority member, and Senator Muskie from Maine, the chairman of the Sub- 
committee on Intergovernmental Relations. 

Their efforts, and that of their staffs have been indispensable in helping to 
reach the compromise reflected in the amendments adopted by the Senate today. 

Great credit also is due to Senator Ribicoff, Senator Javits and the other 
cosponsors of this legislation as  well as  to all the members of the Committee on 
Government Operations. Without their many valuable contributions, we would 
have been unable to develop the sensible bill that the committee reported unani- 
mously to the Senate. 

Finally, the Committee wishes to express appreciation for the valuable time 
and effort devoted to the drafting of this legislation by Mr. Bill Ticer, in the office 
of the Senate Legislative Counsel. 

Mr. President, I am pleased to note that the compromise which has been 
reached between the Senate and the House on this privacy legislation will pro- 
vide for the establishment of a Privacy Protection Study Commission. While the 
scope of the commission's authority is  not as  broad as we had sought in the 
Senate bill, it should serve as an important function in providing the President 
and the Congress with the kind and caliber of information about problems reIated 
to privacy in the public and private sectors which are needed to make informed 
decisions. 

I believe that this bill also strengthens the ability of the individual to enforce 
the rights granted to him under this act from the provisions which were con- 
tained in the House measure. 

Finally the compromise bill contains the minimum recommendations made for 
protecting privacy and for establishing rules of due process for the Government's 
use of computer technoIogy for personal data systems. 

It is  in keeping with the recommendation of the Committee on Government 
Operations which stated the purpose of the Senate bill is to : 

Promote government respect for the privacy of citizens by requiring all de- 
partments and agencies of the executive branch and their employees to observe 
certain constitutional rules in the computerizing, collection, management, use 
and disclosure of personal information about individuals. 

I t  is to promote accountability, responsibility, legislative oversight, and open 
government with respect to the use of computer technology in the personal in- 
formation systems and data banks of the Federal government and with respect 
to all of its other manual or mechanized files. 

I t  is designed to prevent the kind of illegal, unwise, over-broad, investigation 
and record surveilla~ce of law-abiding citizens which has resulted in recent years 
from actions of some over-zealous investigators, from the curiosity of some gov- 
ernment administrators, and from the wrongful disclosure and use of personal 
files held by Federal agencies. 

It is  to prevent the secret gathering of information or the creation of secret 
information systems or data banks on Americans by employees of the depart- 
ments and agencies of the Executive branch. 

It is designed to set in motion a long-overdue evaluation of the needs of the 
Federal government to acquire and retain personal information on Americans, 
by requiring stricter review within agencies or criteria for collection and reten- 
tion of such information. 

It is also to promote observance of valued principles of fairness and individual 
privacy by those who develop, operate and administer other major institutional 
and organizational data banks of government and society. 

While this is  a momentous day for the Senate, it's work in the filed of privacy 
is not completed with the adoption of this legislation. I t  will require aggressive 
oversight by the Committee on Government Operations, and I would hope that 
Senator Muskie through his Subcofumittee on Intergovernmental Relations, and 
that Senator Percy, a s  the ranking minority member of the Committee on Gov- 
ernment Operations, will continue to exercise their leadership in this regard. 

-

Mr. E~vra.Mr. President, when the Senate approved S. 3418 in November, I 

paid tribute to the contributions of the members and the staff of the Government 
Operations Committee and to the staffs of the members of the Committee who 



had worked on the bill. I wish to acknowledge also the valuable contributions of 
the Committee's special consultant, Professor Alan F. Vestin of Columbia Uni- 
versity whose testimony i n  June and expert counsel through the summer pro- 
~ i d e dthe basis for  policy judgments and for detailed amendments of the bill in  
order that  a workable proposal could be reported to  the Senate. Professor 
Christopher Pyle of the John J a y  College of Criminal Justice in New Pork, also 
rendered valuable assistance to the Committee, a s  he has during his service a s  a 
consultant of the Constitutional Rights Subcommittee. 

Much credit is also due to Lawrence Baskir, former chief counsel of the Con- 
stitutional Rights St~bcommittee, Mark Gitenstein, present chief Counsel of the 
Subcommittee, Irene Margolis, Dorothy Glanzer and the rest of the Subconiuiittee 
staff who helped immeasurably in  the development of the bill and report during 
the joint hearings and study. 

Fnrthermore, no person who has walked on Capitol Hill  merits greater com- 
mendation in this connection than Marcia MacNaughton, who served for a sub- 
stantial time on the staff of the Subcommittee on Constitutional Rights and nlizcle 
herself most knowledgeable in  respect to privacy and the threats to  it. During 
past months she left the academic world temporarily to aid the Senate Committee 
on Government Operations in  the drafting of S. 3418. 

I believe the comprehensive hearings and studies of the Constitutional Rights 
Subcommittee have helped to provide the Congress with a n  excellent basis for 
this and other needed legislation in  years to come. I hope the many published 
volumes of the result of the Subcommittee's work on privacy, computers and data  
hanks will aid those working on this subject in  the future. The nlembers who 
serve on that  Subcommittee have made many contributions to the protection of 
privacy by their sponsorship of legislation and their Support and participation of 
tlle investigations and reports which were needed to draf t  legislation. They have 
also provided the Executive Branch with the  background and information for  
reports and action to protect privacy and I hope officials in  all  federal depart- 
ments and agencies will continue to take advantage of this research and this 
documentation of public concern over governmental incursion on individual 
freedoms. 

Since the Senate and the House passed their respective privacy bills. .Tim 
navidson has labored tirelessly to reconcile their varying provisions ancl thus 
make the enactment of legislation to protect the rights of privacy of Americans 
possible. I will always be grateful to him for his most helpful assistance to me. 

Rlr. ERVIN. Mr. President, I would urge all Members of the Senate 
t o  support these amendmetns with my assurance that I have been 
informed by the House that tlle House will immediately take the111 
and scnd the bill to the White House and we will have, for the first 
time in the history of our Nation, some effective privacv legislation. 

R4r. PERCY.Mr. President, the co~npromise privacv bill we bring 
before the Senate today is a remarkable achievement. I t  1nar::s the 
cnlmination of more than 10 years of concern and attention by the 
Congress to the fundamental issue of personal primcv. It represents 
the continuing efforts by the distinplished senior Senator from North 
Carolina (Mr. Ervin) to cultivate that concern and I believc this leg-
islation is a fine tribute to Senator Ervin's work. 

I mould like to strongly commencl the staff of the Go+erilmei~t 
Operations Committee in their efforts to produce a comprorni~e with 
the Honse. Their cliliqent efforts have been quite crucial to the 
successful resolution of extremely difficult policy differences. I n  this 
regard, I would like to give a special commel~dation and extencl my 
apprecia,tion to Mr. Bill Ticer, office of the Senate TAeqislative Coiinsel, 
for his dedicated assjstance to the committee staif during t lx  past 6 
months. I ~mclerstand that his participation was of iinn~ense value in 
clarifying difficult portions of the legislation. 

I also commend Cong~essman Moorhead of Penilnsylvania, Congress- 
man Erlenborn, and Congressman Goldwater for their diligent efforts 
in connection with tliis legislation. 



I am pleased to note that the compromise which has been reachecl 
does include a lxovision for a 2-year Privacy Protection Study Coin- 
mission. While this Conlmission does not retain some of tlze enforce- 
ment powers afforded to i t  in the Senate-passed bill, S. 3418, I believe 
that i t  is certainly equipped to perform the functions intended by the 
Senate. The Commission will be responsible for assembling experts in 
the fields of computer science, law, social sciences, business, and Gov- 
ernment to study and recommend solutions to privacy problems not 
adequately addressed by this bill. I believe that the Commission will 
serve to keep focused attention on this important issue of public 
policy so that Federal agencies. State and local governments, and 
private orgaizizstions will continue to implement the basic principles 
of fair treatment for personal data contained in t.11is b?ll. 

I am pleased that the compromise bill contains the provision, intro-
duced by Senator Goldwater ancl myself, to limit abuses of the social 
security number. I lcok forward to a more final solution to the problems 
associated with this number, which is wiclely used as a universal identi- 
fier in this co~ultry. The Privacy Protection Study Commission will 
study the problem ancl bring back to the Congress policy recommencla- 
tions on this matter. 

Finally, I am pleased that Coilgress has acted with authority to 
establish, across the board in the Pecleral Government, fundamental 
~rotectioi~sof personal privacy. The challenge now rests with the Fecl- 
era1 agencies to adopt regulations and implement procedures to carry 

- out tlze intent of this statute. We iiztencl to work with the a encies ancl 
v e  hope that they will cooperate fully, in return, with the 8ovenlment 
Operations Coinmittecs of both Houses, in their oversight capacity, 
ancl with tlze Privacy Protection Study Commission, in its stucly 
capacity. 

Mr. R~USKIE. Mr. Presiclent, this is a momentous day for the Senate 
and for every citizen of this country on whom the Government main- 
tains a record. 

Tlze compromise agreement n-hich lzas been workecl out between the 
Senate and the House under tlze able leadership of the chairman of 
the Committee on Government Operations, Mr. Ervin, represents the 
first major assault on the invasion of privacy in recent decades. 

Mr. President, I would like to note tlze ontstandiiig work ill the cle-
veloplnent of this bill by Mr. James H. Davidson, of the staff of my 
Subcommittee on Intergovernmental Relations, who has spent co~ult- 
less hours working on this legislation. 

Tlze passage of this 1e.gislatioiz will rightfully earn for this Congress 
the reputation as the Privacy Congress. 

TVlzile the courts have begun to recognize the capacity and the prac- 
tices of the Government to invade the privacy of its citizens, it is the 
responsibility of the Congress to develop the legislative protection 
against those invasions. 

Tlze Federal Privacy Act draws upon the constitutional and juclicial 
recognition accorded to the right of privacy and translates it into a 
system of procedural and substantive safeguards against obtrusive 
Government information-gathering practices. 

Until now we have allowe4 tecllnological advances in Federal recorcl- 
lceel~iizgto olltpace our efforts to control and safeguard tlze information 
we have collected. This act would restore balance against those acl- 
vances by adding new protections for every citizen. 

63-619-7656 




I am pleased to note that this act has developed an important bal- 
ance between the rights of privacy of each of our citizens and the 
public need for disclosure of Government materials under the Freedom 
of Information Act. 

Mr. President, this legislation incoriorates fundamental rights of 
fair information practices into Federal information systems. I t  is an 
important beginning. And I hope to be able to follow the implementa- 
tion of this act in the next Congress through the work of my Subcom- 
mittee on Intergovernmental Relations. 

Mr. BROCK. Will the Senator yield ? 
Mr. ERVIN. I yield to the Senator from Tennessee. 
Mr. BROCK. Mr. President, may I take a moment to express my 

gratitude to the Senator from North Carolina for his leadership in a 
matter in which I have had, as so many others have had, a great, con- 
tinuing, and growing concern. The privacy bill is a much-needed piece 
of reform legislation which I am proud to have sponsored. 

There is no question about the abuse of personal privacy in this coun- 
try, and it is growing at a geometric rate each year. I understand, for 
example,- that it is presently possible to have every telephone in Amer- . 
ica bugged. 

Privacy is not a privilege, it is a basic right, a fundamental freedom 
which is deeply rooted in our American heritage. It is the ability to be 
secure in our homes, persons, and papers. We simply must take firm 
and specific action to protect the people of this Nation from the erosion 
of their personal liberties. 

This bill, which addresses itself to the use and abuse of Federal data 
banks, establishes several basic standards. First, only relevant personal 
information can be collected, and the individual must be informed as 
to which data is required, whiclz is voluntary, why it is needed, and 
under which authority. Second, only timely data may be maintained 
and disseminated, and access to, and security of, the data must be regu- 
lated. Additionally, the nature of all data banks must be announced. 
Individuals will have access to inspect their records and must be told 
the source of the data and how it is used. Finally, information chal- 
lenged by an individual must be reinvestigated and, where proper, 
modified or corrected. 

Ipersonally want to express my great debt to the Senator from North 
Carolina for his efforts to remedy this problem. 

We did have differences with the House, but the compromise is an 
effort to deal with those differences in a very frank and very healthy 
way.

I appreciate the result of the labors of the gentleman and Iwant him 
to know it. 

Mr. ERVIN. I thank my friend from Tennessee and want to commend 
him for the work he did in the Government Operations Committee in 
this legislation. 

Mr. President, I ask for the yeas and nays on the motion. 
The PRESIDING ISthere a sufficient second? There is a suffi- OFFICER. 

cient second. 
The yeas and nays were ordered. 
Mr. ERVIN. Iyield the floor. 
Mr. HRUSKA. Mr. President. 
The PRESIDINGOFFICER. The Senator from Nebraska. 



Mr. HRUSKA.Mr. President, I yield to the Senator from West Vir- 
ginia, reserving my right to the floor, for a brief statement. 

* * * * * * * 
The Senate continued with the consideration of the message from the 

House of Representatives on the bill (S. 3418) to establish a Privacy 
Protection Commission, to provide management systems in Federal 
agencies and certain other organizations with respect to the gathering 
and disclosure of information concerning individuals, and for other 
purposes. 

The PRESIDINGOFFICER. The Senator from Nebraska. 

Mr. HRUSIIA.
Mr. President, I rise to suggest that the consideration 

of the instant bill, S. 3418, pursuant to the motion of the Senator from 
North Carolina, is not exactly in keeping with the better traditions 
of this body regarding consideration of legislation of this gravity. 

I am not going to take very long, but I would like to recite briefly 
the chronology of this legislation and what we are doing here today. 

Last month, Mr. President, S. 3418 was approved by this body and 
sent to the other body. The bill, incidentally, as passed by the Senate, 
was about 40 printed pages in length. 

The House also passed a measure, at approximately the same time, 
H.R. 16373, which dealt with the question of privacy of individuals' 
records. While many provisions of the House and Senate bill were 
similar, the Senate version contained provisions establishing a privacy 
commission, with far reaching powers, and providing extensive cov- 
erage of law enforcement records, features not found in the House bill. 

The other body took the Senate bill S. 3418, and, upon consideration 
thereof, voted to strike all but the enacting clause and insert entirely in 
place therein the text of H.R. 16373, which consisted of approximately 
20 printed pages. Apparently, the members of the Senate Government 
Operations Committee were displeased with the House version. There 
was contact established between the staff of the Government Opera- 
tions Committee of the Senate and the staff of the Government 
Operations Committee of the House. There emanated therefrom, Nr. 
President, the text and the substance of the motion now pending by 
may of an amendment to the House bill, which I understand was com- 
pleted yesterday. 

This text, Mr. President, mas submitted to my office less than 24 
hours ago. It consists of approximately 40 pages of-typewritten mate- 
rial. It is in many respects from the bill as passed by the Senate in 
the original instance. And it is different than the text of the bill t l ~ ~ ~ t ~  
was approved by the other body. 

In addition to that text, I was furnished by the very courteous 
and distinguished Senator from North Carolina with a copy of his 
remarks, consisting of an analysis of House and Senate compromise 
amendments to the Federal Privacy Act. 

Let me suggest, Mr. President, that this occurred about 24 h o ~ ~ r s  
ago. I believe I received these remarks probably at 4 o'clock yesterday 
afternoon and the actual text of the amendment shortly after 6 p.m. 

We adjourned the Senate, Mr. President, at  about 6 :40 p.m. yes- 

terday. We convened at  9 :30, as I remember it. I have been in com- 

mittee most of the day. I started my first committee meeting a t  9 :30 

this morning. 




I know all of my colleagues have been very busy in the later part of 
this session, in the closing hours of this session. 

I make no apology for the fact that I did not have time to read ancl 
to study this bill, nor the remarks of the Senator from North Carolina. 
I did impose upon my staff for the consumption on their part of a littie 
midnight oil. I find, Mr. President, it is not quite as easy to explain 
the lack of difference between the House bill and the compromise bill 
as we might imagine. 

There are some things that are of real substance. There are some 
items that are of very substantial difference; and, in my judgment, 
some items, on the basis of this staff analysis, that would bear closa 
study and scrutiny, and which should receive a little more deliberate 
treatment than a mere consideration of the motion of amendment as 
proposed, and which we are considering now. 

Let me s~~ggest ,  Mr. President, first of all there is the suggestion, and 
there is the representation made, that the lam enforcement files are 
exempted. Of course, that was one of our original objections to the 
bill as approved by the Senate. When I say I mean those mho 
are interested with me in the preservation of the integrity of law 
enforcement files, particularly the investigatory files, and to prevent 
a compromise thereof. 

As I suggested a t  that time, the area of lam eizforcement files is of 
such complexity that it should not be dealt with on the same terms as 
civil records. I believe it can be readily understood that criminal justice 
or law enforcement information gives rise to problems requiring trent- 
ment different from that- of information used to carry out the social 
health, or money benefit programs in which the Government may be in- 
volved. Law enforcement records should be treated in separate legis- 
lation. 

The Senate Constitutional Rights Subcommittee presently has such 
legislation before it, S. 2963 and S. 2964. Many hours of hearings awl 
research have gone into perfecting the provisions of this legisl a t'1011 
in order to strike a proper and equitable balance betwee! the ia- 
dividua17s rights to privacy and society7s interest in receiving good 
ancl effective law enforcement. 

This legislation, represented by S.2963 and S.2964, is well along and 
near resolution. It is expected that similar legislation will be reported 
to the Senate floor early next year. I t  is my u~lderstanding that the 
Members in the IIouse sinlilarly expect to act on legislation dealing 
with law enforcement files early in the next Congress. It is further 
my understanding that this was the reason that H.R. 163'73 containecl 
an exemption from most of its provisions for criminal law enforcement 
files and records, an exemption which I found acceptable. 

The staff compromise we have before us in the form of the amencl- 
ment in question, however, narrows the law enforcement exemption, by 
making additional provisions of the bill applicable to law enforcement. 

For  example, the requirement that an accounting of all clisclosnres of 
a record be kept for a period of 5 years, ''or for the life of the record, 
whichever is the longer7' would now be applied to law enforce~nent-. 

files. 
It should be noted that the statute of limitations for civil suits 

related to improperly disclosed records is only 2 years. The provision 



that all future disclosnres of the record be accompanied by notice of 
disputes as to its accuracy is also applied to law enforcement records. 

Similarly, law eaforceme~it would be covesed by the requirement 
that proposed rulemaking lieariilgs be held with respect to a statement 
of the routine uses to which records would be subject. 

The expanded coverage of the law enforcement files is objectionable 
as a matter of principle, and may raise serious practical problems 
of which me may be unaware after only a brief study of the amendment. 

Mr. PERCY.Would my distinguished colleague mind just a brief 
co~i~nient?If  tlie distinguished Senator from Nebraska has finished 
the history of what happened on this legislation, I think for purposes 
of accuracy i t  would be well to make one insertion. 

Mr. HRUSKA.I mill yield briefly for that purpose. I do not want to 
cletain the Senate too long. I shall cite one other example of detriment 
in the proposed amendment. Then I shall put the rest of this state- 
ment into the Record. If  i t  is a brief comment, I will be happy to yield. 

Mr. PERCY.I very much appreciate the deep interest that our dis- 
tinguislied colleague has taken in this legislation. 

It would be, I believe, unfair to the Senate to assume, however, that  
what has resulted is a result only of staff discussions between the 
House and Senate. Obviously, on this legislation, as in most legislation, 
staff has done a great deal of work. But we cannot overlook the fact 
tllat Senator Ervin and myself, as the chairman and the ranking 
minority member of the Senate Government Operations Committee, 
nncl Congressman Moorliead of Pennsylvania, and Congressman 
Erlenborn, of Illinois, as the House Foreign Operations and Govern- 
inent Information Subcommittee chairman and the ranking minority 
meliiber of the House Government Operations Committee, met together 
for a very extended session to discuss our respective bills. 

We worked out compromises. We negotiated differences. TVe came 
to an accord, and we put the stamp of approval of two $enators and 
two Congressmen, representing the chairman and ranlang members 
of the respective committees, before it was brought before the Senate 
today. 

I believe that this one additional point would update and complete 
the historical account of this legislation up to this point. 

I thank my distinguished colleague. 
Mr. HRUSEA.I am happy to accept that supplement to the descrip- 

tion of the history of this bill, Mr. President. It was not my intention 
to exclude from the consideration of the amendment before US the 
participation by me~iibers of the committee. But the bulk of the work, 
I am confident, was done by the staff. Many of the changes pertaininq 
to law enforcement may have been inadvertently included with a full 
rc~lizationof their total effect. 

Mr. President,, I am just goinq to ontline one other change. That has 
to do with tlie access to lam enforcement records intelligence informa- 
tion by the privacy commission. The compromise with which we are 
1101r7confronted woi~ld create a seven-member study commission with 
a brond mandate to examine privacy considerations as applied, Mr. 
President, to Federal, State, apd private records. 

The sindv commission would have full access to all information 
relating 1 o tllc perforinxiice of iheir function, and i t  could issue sub- 



penas as to enforce its request for information. I am concerned, Mr. 
President, that individual's rights may be offended by fishing expedi- 
tions by the commission into the raw background files maintained by 
the Government and into other particularly sensitive law enforcement 
and intelligence records. 

I feel the compromise gives the commission too broad authority to 
examine Government records under the language in the bill. 

I ask unanimous consent, Mr. President, that this memorandum, 
which was prepared by staff and from which I have quoted, and which 
I have checked with the text of the bill and its proposed compromise, 
be printed in the Record at this point. 

There being no objection, the memorandum was ordered to be 
printed in the Record, as follows : 

MEMORANDUM 

The "final" staff compromise which is  now before the Senate presents real 
problems for law enforcement generally. 

Exemption of law enforcement files. H.R. 16373 contained an exemption from 
most of its provisions for criminal law enforcement files and records. It was 
acceptable in this regard. The staff compromise narrows the law enforcement 
exemption, thus making additional provisions of the bill applicable to law enforce- 
ment. For example, the requirement that an accounting of all disclosures of a 
record be kept for a period of five years "or the life of the record whichever is 
longer" would now be applied to law enforcement files. (Note that the statute of 
limitations for civil suits relating to improperly disclosed records is  only twq 
years). The provision that all future disclosures of the record be accompanied 
by notice of disputes as to its accuracy is  also applied to law enforcement records. 
Compare p. 24 with page 9. Similarly, law enforcement would be covered by the 
requirement that proposed rule making hearings be held with respect to a 
statement of the "routine uses" to which such records would be subject, p. 17. 
The expanded coverage of law enforcement files is  objectionable a s  a matter of 
principle and may paise serious practical problems. 

New provisions concerning law enforcement. The staff compromise defines 
records a s  including not only collections of information about individuals but 
also an "item" of information about an individual. The intent of this change is' 
not clear but i t  could be read so broadly a s  to include any single piece of paper 
bearing an individual's name within the meaning of record even though it may be 
filed as part of an investigatory file on a corporation or on some other individual. 
This would, among other things, require that annual notice of such "items" be 
published in the Federal Register. See $ 3 ( a )  (4) [p. 51 

The new definition of record also includes a reference to fingerprints, voice 
prints and photographs. The same reference is not included, however, in the 
description of those law enforcement files which may be exempted firom provi- 
sions of the bill such as individual access to records or limitations on dis-
closure without the individual's consent. While it would be ludicrous to inter- 
pret the bill to require a fugitive's consent before his photograph is  displayed 
on a wanted poster, the bill literally has this effect. Moreover, i t  may be read 
to permit individual awess to photographs or voice prints in an investigatory file 
even though access to the flle itself is not permitted by the bill. 3 (a )  (4)  Cp. 51 

"Routine" exchanges of info~mation among government agencies-see 3 ( a )  
(7) [p. 61 3 (b) (3) [p. 61-are permitted by the bill so long as  annual notice 
describing such routine exchanges is published. We were successful in obtain- 
ing a flower explanation of routine exchange in the House which would be 
helpful to law enforcement. The bill, however, has added a definition of "routine 
use" which may present problems for law enforcement. "Routine" use is de- 
fined as that which i s  compatible with the purpose for which the information 
was originally collected. There may be numerous exchanges of information 
with the FBI that are now undertaken by non-law enforcement agencies which 
would not fall within the scope of this deflnition, for example, information con- 
cerning possible civil disturbance activities. If such exchanges do not fall within 



the definition of routine use then it would be necessary to secure the consent 
of the individual before furnishing it to  the F B I  O r  it would be necessary for the 
Director to  make a written request for the information. 

Since the information is  of the sort normally brought to our attention only 
m e n  it is voluntarily provided to us, the provision for requesting such records 
is virtually meaningless. 

Among the new provisions added to the staff compromise is a requirement
that  before disseminating a record the agency must assure that  the record is 
accurate, complete, timely and relevant. No standard is provided a s  to the proper 
application of these terms. The provision is applicable to law enforcement files 
a s  well a s  all  other records. It would, of course, put the burden on the Identi- 
fication Division to assure the compLeteness and relevance, a s  well a s  accuracy, 
of all  r ap  sheets before dissemination. Moreover, it would appear to require 
tha t  investigatory files be accurate, complete, timely and relevant before they 
a r e  disseminated regardless of the purpose of the dissemination. Presumably 
this would even apply to  old investigatory records made available pursuant 
to the historic records policy adopted under the Freedom of Information Act.- 
See § 3 (e )  (6) p. 16 

Access to law enforcement records. The staff compromise would create a seven 
member study commission with a broad mandate to examine privacy considera- 
tions a s  applied to  federal, s ta te  and private records. The study commission 
would have "full access to all  information relating to the performance of 
their functions" and could issue subpoenas to enforce i ts  requests for  informa- 
tion. This could include requests for  "raw files" and other sensitive law enforce- 
ment and intelligence records. The staff compromise, we feel, gives the Com- 
mission top broad authority to examine government records. [p. 381 § 5(e)  (1) 
Civil law enforcement problems. The bill requires that  whenever a n  agency 

seeks information from a n  individual i t  must inform him of the source of i ts  
authority to  seek the information, the purpose for  which it is  sought, routine 
uses that  may be made of it, and the effects of not providing the informa- 
tion. Criminal law enforcement is exempt from these provisions but civil law 
enforcement is not. I n  certain cases such a s  civil frauds, civil rights investiga- 
tions, antitrust investigations, etc. this may produce an inhibiting effect on a 
potential witness. (There is  also incidental burden of including all of this 
information on all  applicant forms a s  well.) 

I n  a related vein, each agency is required to publish annually a description
of i ts  records systems. Except i n  the case of law enforcement, national defense. 
and similar files, a description of the ''categories of sources" is  to  be included 
i n  the description. This too may present difficulties with respect to civil rights, 
fraud, and antitrust investigations where sources may require a s  much protec- 
tion a s  they do in criminal cases. 

An agency would be required to serve notice on a n  individual when a record 
pertaining to the individual is to be disclosed subject to "compulsory legal pro- 
cess." While law enforcement records would be exempt from this requirement, 
civil investigatory files would not be. Again this may present particular prob- 
lems with respect to  those civil actions which a r e  quasi-criminal in  nature. 
Moreover, i t  places a n  enormous burden on agencies and may, through motions 
to  quash and similar interventions, seriously deIay civil litigation. 

Relatimship to Freedom of Information Act. The Staff draf t  expressly pro- 
vides that  nothing in the Freedom of Information Act permits withholding a 
record from the subject of that  record. This presents no serious problems since 
the bill itself permits withholding investigatory and similar files from the indi- 
vidual. The bill also provides, however, that  disclosure is not permitted with- 
out a n  individual's consent unless disclosure would be required under FOI. 
Since the  FOI  Act itself authorizes the refusal of disclosure where this would 
constitute a n  "unwarranted invasion of privacy" the privacy bill's disclaimer 
of any  intent t o  affect FOI is circular. I n  the face of the disclaimer, the govern- 
ment's efforts to  mesh the two bills when faced with litigation over the nondis- 
closure of records to protect privacy may meet considerable difficulty. 

Mr. lHRUsu. Mr. President, the motion before us and the amend- 
ment before us may be a good one. It may hlave merit. Maybe that 
would be the ultimate result of the action taken by the Senate. 



As I indicated when S. 3418 was before ns last month, Mr. Presi- 
dent, I share the objective of my good friend from North Carolina to 
protect Americans in their right to privacy. The declared purposes of 
this bill are desirable and worthy. It is; Mr. President, only soine of 
the specific features of the bill, which I have mentioned briefly, with 
which I have question. 

I do not know how many copies of this 40-page typewritten manu- 
script which contains the compromise measure have been made, or how 
many are available. As I indicated, I did not get one in my office until 
6 :30 last night. I have not made inquiry as to its distribution. It just 
seems to me that notwithstanding the lateness of this session, this 
subject and this nleasure are entitled to a little more deliberate, proper, 
and complete consideration by the Senate. It is an important subject 
and I hope that in our rush to enact this legislation that we are not 
inadvertently including provisions that will trouble us later. 

I have no disposition to get into the matter of proposing an amend- 
ment at this time. If I did, Mr. President, I would propose an amend- 
ment by way of a sdbstitute to reinstate, a substitute for the Ervin 
amenclment, by way of a substitnte to that, the text of the bill as 
originally passed by the House, which was understandable, which 
had been closely studied ;and with which we have had some familiarity. 
I shall not do that, because to do that at this late hour would be 
putting the Senate in the same position with regard to that substitute 
measure that it is placed in with regard to the principal amendmen t  
to wit, we would not have that discretion and we would not have that 
amplification upon the content of the amendment, and that wonld not 
be fair. 

So I submit again, Mr. President, that i t  is a mistake to proceed 
at  this late hour with the consideration of the pending amendment. 
It is my hope that it will not be approved. I f  the amenclment before 
us does not succeed, we will have before us the House version of the 
privacy bill which I find an extremely meritoraus measure. It will 
readily achieve the objectives of the protection of privacy we seek and 
wonld receive my strong support. 

The PRESIDINGOFFICER. The question is on agreeing to the motion 
of the Senator from North Carolina. On this question the yeas and 
nays have been ordered, and the clerk will call the roll. 

The legislative clerk called the roll. 
Mr. ROBERT C. BYRD.I announce that the Senator from Texas (Mr. 

RENTSEN),the Senator from Nevada (Mr. BIBLE), the Senator from 
Alaska (Mr. GRAVEL), the Senator from Rhode Island (Mr. PASTORE), 
the Senator from California (Mr. CRANSTON), the Senator from Mis- 
sissippi (Mr. EASTLAND), (Mr. FUL-the Senator from Arkansas 
BRIGHT),the Senator from Louisiana (Mr. JOHNSTON), the Senator 
from Arkansas (Mr. MCCLELLAN) ,the Senator from Connecticut (Mr. 
R I B I C O ~ ) ,  are neces- and the Senator from Georgia (Mr. TALMADGE) 
sarilg abscnt . 

I further announce that the Senator from Montana (Mr. MANS-
FIELD) is absent on official business. 

I also announce that the Senator from Maine (Mr. HATHAWAY)is 
absent because of a death in the family. 



I further announce that, if present and voting, the Senator from 
Rhode Island (Mr. PASTORE) would vote LLyea." 

Mr. GRIFFIN. I announce that the Senator from Oklahoma (Mr. 
BELLMON)and the Senator from Utah (Mr. BENNETT) are necessarily 
absent. 

The result was announced-yeas 77,nays 8,as follows : 

[No. 567 Leg.] 

YEAS-77 

Abourzek 
Allen 

Goldwater 
Griffin 

hfon toya 
ilfoss 

Baker Hansen Mnskie 
Bartlett Har t  Nelson 
Bayh 
Beall 

Hartke 
Haskell 

Nunn 
Paclrwood 

Biden Hatfield Pearson 
Brock Helms Pel1 
Brooke 
Buckley 
Burdick 
Byrd, Harry F., Jr. 
Byrd, Robert C. 
Cannon 
Case 

Hollings 
Huddleston 
Hughes 
Humphrey 
Inouye 
Jaclrson 
Javits 

Percy 
Proxmire 
Randoll>h 
Roth 
Schweiker 
Scott, Hugh 
Scott. William L. 

Chiles 
Church 
Clark 
Cook 

Kennedy 
Long 
Magnuson 
lMathias 

Sparkman 
Stafford 
Stennis 
Stevens 

Dole McClure Stevenson 
Domenici 
Dominick 

BlcGee 
McGovern 

Symington 
Thurmond 

Eagleton 
Ervin 

McIntyre 
Rfetcalf 

Tunney 
Weicker 

Fannin Bfetzenbaum TTrilliams 
Fong Mondale 

NAYS-S 

Aiken 
Cotton 
Curtis 

Gurney 
Hruska 
Taft  

Tower 
Young 

NOT VOTING-15 

Bellmon Eastland lfansfielcl 
Bennett 
Bentsen 

Fulbright 
Gravel 

McClellan 
Pastore 

Bible Hathaway Ribicoff 
Cranston Johnston Talmadge 

So Mr. Ervin's motion to concur in the House amendment with 
amendments was agreed to. 

Mr. ERVIN.Mr. President, I move to reconsider the vote by which 
the Senate amendments were agreed to. 

Mr. CHURCH.Mr. President, I move to lay that motion on the table. 
The motion to lay on the table was agreed to. 
Mr. ROBERT C. BYRD.Mr. President, I ask unanimous consent that 

the 'Senator from Washington (Mr. JA~KSON) may proceed for 1 
minute. 

T.he PRESIDING Without objection, it is so ordered. OFFICER. 



[From the Congressional Record-Senate, Dec. 18, 19741 

SENATE CONSIDERS AND ADOPTS THREE TECHNIFAL 
AMENDMENTS PASSED BY THE HOUSE WHJCH FUR-
THER AMEND THE SENATE-HOUSE COMPROMISE 
AMENDMENTS TO S. 3418 

Mr. ERVIN.Mr. President, I ask the Chair to lay before the Senate a 
message from the House of Representatives on S.3418. 

The Presiding Officer (Mr. Nunn) laid before the Senate the amend- 
ments of the House of Representatives to the amendments of the Sen- 
ate to the amendments of the House to the bill (S. 3418) to establish 
a Privacy Protection Commission, to provide management systems in 
Federal agencies and certain other orgahizations with respect to the 
gathering and disclosure of information concerning individuals, and 
for other purposes as follows : 

(1) Page 16, strike out lines 1through 10, inclusive, and insert : 
" (6) prior to disseminating any record about an individual to any person other 

than an agency, unless the dissemination is  made pursuant to subsection (b) (2) 
Of this section, make reasonable efforts to assure that such records are accurate, 
complete, timely, and relevant for agency pur'poses ; 

"(7) maintain no record describing how any individual exercises rights guar- 
anteed by the First Amendment unless expressly authorized by statute or by 
the individual about whom the record is  maintained ol' unless pertinent to and 
within the scope of an authorized law enforcement activity. 

(2) Page 24, strike out all after line 10 over to and including line 24 on page 
25, and insert : 

"(j) GENERALE x ~ ~ ~ r n N s . - - T h ehead of any agency may promulgate rules, 
in accordance with the requirements (including general notice) of sections 
553(b) (I),(2) ,  and (3),  (c) ,  and (e) of this title, to exempt any system of 
records within the agency from any part of this section except subsections (b), 
(c) (1) and ( 2 ) ,  (el (4) ( 8 )  through (F), (el  (61, (71, (Q), (101, and (11).
and ( i )  if the system of records is- 

"(1)maintained by the Central Intelligence Agency ;or 
"(2) maintained by an agency or component thereof which performs as  its 

principal function any activity pertaining to the enforcement of criminal laws, 
including police efforts to prevent, control, or reduce crime or to apprehend 
criminals, and the activities of prosecutors, courts, correctional, probation, par- 
don, or parole authorities, and which consists of (A) information compiled for 
the purpose of identifying individual criminal offenders and alleged offenders 
and consisting only of identifying data and notations of arrests, the nature and 
disposition of criminal charges, sentencing, confinement, release, and parole and 
probation status; (B) information compelled for the purpose of a criminal in- 
vestigation, including reports of informants and investigators, and associated 
with an identifiable individual ;or (C)  reports identifiable to an individual com- 
piled a t  any stage of the process of enforcement of the criminal laws from arrest 
or indictment through release from supervision. 

At the time rules are adopted under this subsection, the agency shall include 
in the statement required under section 552 (c)  of this title, the reasons why the 
system of records is to be exempted from a provision of this section." 

(3) Page 42, strike out lines 11through 21, and insert: 
"(h) (1) Any member, officer, or employee of the Commission, who by virtue 

of his employment or official position, has possession of, or access to, agency rec- 
ords which contain individually identifiable information the disclosure of which 
is  prohibited by this section, and who knowing that disclosure of the specific 
material is  so prohibited, willfully discloses the material in any manner to any 
person or agency not entitled to receive it, shall be guilty of a misdemeanor and 
fined not more than $5,000. 

"(2) Any person who knowingly and willfully requests or obtains any record 
concerning an individual from the Commission under false pretenses shall be 
guilty of a misdemeanor and fined not more than $5,000." 



Mr. ERVIN.M= President, the House amendments to the Senate 
amendments to the House amendments are merely technical in nature 
and there is no opposition to them, so far as I can find. 

I would therefore move that the Senate concur in the House amend- 
ments to the Senate amendments to the House amendments. 

The PRESIDING The question is on agreeing to the motion of OFFICER. 
the Senator from North Carolina (Mr. Ervin). 

The motion was agreed to. 



HOUSE ACTION 

[From the Congressional Record-House, Nov. 20, 19741 

HOUSE CONSIDERS H.R. 16373 

Mr. MURPHYof Illinois. Mr. Speaker, by direction of the Commit- 
tee on Rules, I call up House Resolution 1419 and ask for its immecli- 
ate consideration. 

The Clerk read the resolution as follows : 

H. RES. 1419 

Resolved, That upon the adoption of this resolution i t  shall be i n  order to more 
that  the House resolve itself into the Committee of the Whole House on the 
State of the  Union for  the consideration of the bill (H.R. 16373) to amend title 
5, United States Code, by adding a section 552a to safeguard individual privacy 
from the misuse of Federal records and to provide that  individuals be granted 
access t o  records concerning them which are  maintained by Federal agencies. 
After general debate, which shall be confined to the bill and shall continue not 
t o  exceed one hour, to  be equally divided and controlled by the chairman and 
ranking minority member of the Committee on Government Operations, the bill 
shall be read for  amendment under the five-minute rule. I t  shall be in order to 
consider the amendment i n  the nature of a substitute recommended by the Com- 
mittee on Government Operations now printed i n  the bill a s  a n  original bill for 
the purpose of amendment under the fiveminute rule. At the conclusion of such 
consideration, the Committee shall rise and report the bill to the House with s~ ich  
amendments a s  may have been adopted, and any Member may demand a sep-
a ra te  vote in  the House on any amendment adopted in the Committee of the 
Whole to  the bill o r  to the committee amendment in the nature of a substitute. 
The previous question shall be considered a s  ordered on the bill and amencl- 
ments thereto to  final passage without intervening motion except one motion 
to recommit with or without instructions. 

Mr. MURPHYof Illinois. Mr. Speaker, I yield 30 minutes to the mi- 
nority, to the distinguishecl gentleman from Ohio (Mr. Latta) ,pending 
which I yield myself such time as I may consume. 

(Mr. Murphy of Illinois asked and was given permission to revise 
and extend his remarks.) 

Mr. MURPI-IY of Illinois. Mr. Speaker, House Resolution 1419 pro- 
vides for an open rule with 1hour of general debate on H.R. 16373, the 
Privacy Act of 1974. 

House Resolution 1419 provides that i t  shall be in order to consider 
the amendment in the nature of a substitute recommended by the Com- 
mittee on Government Operations now printed in the bill as an origi- 
nal bill for the purpose of amendment under the 5-minute rule. 

H.R. 16373 permits an individual to have access to records contain- 
ing personal information on him kept by Federal agencies for pur- 
poses of inspection, copying, supplementation and correction, with 
certain exceptions, including law enforcement and national security 
records. 

(880) 



H.R. 16373 also allows an individual to control the transfer of per- 
sonal information about him from one Federal agency to another for 
nonroutine purposes by requiring his prior written consent. 

H.R. 16373 also provides a civil remedy each loan involving energy- 
related products and services and a statement assessing the impact of 
each such loan on the availability of such products, services, or energy 
supplies for use in the United States. 

Finally, I believe I should point out that this legislation specifies 
that until such time as the Trade Reform Act is approved'by the Con- 
gress and si ned into law by the President, no loan, guarantee, insur- 
ance, or crefit shall be extended by the Bank to the Soviet Union. 

Mr. Speaker, I urge adoption of the conference report. 
0 * * * * * * 

Rfr. DERWINSKI. Mr. Speaker, will the gentleman yield? 
Mr. MURPHYof Illinois. I will be happy to yield to the gentleman 

from Illinois. 
Mr. DERWINSHI. Mr. Speaker, I had a number of questions about this 

rule and the bill, but the gentleman from Illinois (RIr. Murphy) de- 
scribed i t  in such a truly effective fashion that I at  this point do not 
have any questions. 

I commend the gentleman for the scholarly presentation. 
Mr. MURPHYof Illinois. I thank the gentleman for that comment. 
Mr. Speaker, I yield to the gentleman from Ohio (Mr. Latta). 
(Mr. Latta asked and mas given permission to revise and extend 

his rcmarlrs.) 
Rfr. LATTA.Mr. Speaker, this rule, House Resolution 1419 provides 

for the consideration of H.R. 16373, the Privacy Act of 1974. There 
will be 1hour of general debate on the bill and it will be open to all 
germane amendments. I n  order to preserve the normal amending 
process, the rule makes the committee substitute in order as an original 
bill for the purpose of amendment. 

The general purpose of H.R. 16373 is to protect the privacy of indi- 
viduals by regulating the Federal Government's collection and use of 
personal information. 

The bill includes provisions to do the following things: (a) The 
bill permits an individual to have access to records containing personal 
information on him kept by Federal agencies for purpose of inspec- 
tion and correction, with some exceptions, such as national security 
and law enforcement records. (b) The bill will make known to the 
American public the existence and characteristics of all personal infor- 
mation systems kept by every Federal agency. (c) The bill prohibits 
any Federal agency records from including information on political 
and religious beliefs unless #authorized by law or bhe individual him- 
self. (d)  The bill provides a civil remedy by individuals who have 
been denied access to their records or whose records have been kept or 
used in violation of this act. The plaintiff h a y  recover actual damages 
and costs and attorney's fees if the agency's violation was willful, 
arbitrary or capricious. (e) The bill provides that anyone who obtains 
a Federal record containing personal information by false pretenses is 
subject to a fine up to  $5,000. 



Mr. Speaker, I would like to point out that on Octobek 9 the Presi- 
dent sent a message up here in which he stated as follows : 

H.R. 16373, the Privacy Act of 19'74,has my enthusiastic Support, except for the 
provisions which allow unlimited individual access to records vital to determin- 
ing eligibility and promotion in the Federal service and access to classified 
information. I strongly urge floor amendments permitting workable exemptions 
to accommodate these situations. 

The cost of implementing this'bill is estimated to be between $200 
million and $300 million a year, with a one-time "start up" cost of 
$100 million. 

Mr. M m w  of Illinois. Mr. Speaker, I have no further requests 
for time, and,I-move the previous question on the resolution. . 

The previous question was ordered. 
The resolution was agreed to. 
A motion to reconsider was laid on the table. 
Ms. Aszu~ .Mr. Speaker, I move that the House resolve itself into 

the Committee of the Whole House on the State of the Union for the 
consideration of the bill (H.R. 16373) to amend title 5, United States 
Code, by adding a section 552a to safeguard individual privacy from 
the misuse of Federal records and to provide that individuals be 
granted access to records concerning them which are maintained by 
Federal agencies. 

The SPEAKER.The question is on the motion offered by the gentle- 
woman from New York (Ms. Abzug) . 

The motion was agreed to. 

I N  THE COMMITTEE O F  THE WHOLE 

Accordingly the House resolved itself into the Committee of the 
Whole House on the State of the Union for the consideration of the 
bill, H.R. 16373, with Mr. Brademas in the chair. 

The Clerk read the title of the bill. 
By unanimous consent, the first reading of the bill was dispensed 

with. 
The CHAIRMAN. Under the rule, the gentleman from California 

(Mr. Holifield will'be recognized for 30 ininutes, and the gentleman 
from Illinois IMr. Erlenborn) will be recognized for 30 minutes. ' 

The Chair recognizes the gentleman from California (Mr. Holi- 
field). 

Mr. HOLIFIELD.Mr. Chairman, I yield 9 .minutes to the gentleman 
from Pennsylvania (Mr. Moorhead). 
, (Mr. Moorhead of Pennsylvania asked and was given permission 
to revise and extend his remarks.) 

Mr. MOORHEAD of Pennsylvania. Mr. Chairman, it is with a deep 
feeling of honor and pride that I present to the House of Representa- 
tives today H.R. 16373, "The Privacy Act of 1974." 

Like the Freedom of Information Act, this bill is also totally bi- 
pa~tisan.It was approved by the Committee on Government Opera- 
tions b y  a unanimous roll call^ vote of 39 to 0. It has the enthusiastic 
support of President Ford except on one point which the House itself 
will resolve when an amendment is offered on the floor. More imporr 
tant, I sincerely believe such legislation has the widespread support of 
the American people. I believe they want us to act on this bill without .. 
delay. 



It seems to me that the eventsof the past several years have a lesson 
in them. Americans want to see more credibility in Government, and 
they want to see the removal of any undue Government power which 
could be used to invade their personal privacy. 

This landmark legislation, H.R. 16373, is a first step in that direc- 
tion. I t  is in total harmony.with the spirit of the Constitution. It 
gives individuals as a matter of right some meaningful control over 
how the Federal Government utilizes personal information about 
them. 

H.R. 16373, when passed and signed by the President, will be the 
first comprehensive law dealing with the right of privacy of the indi- 
vidual citizen. 

At the outset, I should state that this bill affects only personally 
identifiable fdes or systems of files held by the Federal Government. 
It does not seek to regulate those fdes maintained by State or local 
governments or by private entities. 

Although this bill appears complicated on its face, it breaks down 
into four straightforward provisions: First, notice; second, access; 
third, regulation of disclosure, and fourth civil and criminal remedies. 

NOTICE 

Baeically the bill provides that each and every system of records, as 
dehed  by the act, shall be made public by notice in the Federal 
Register. This notice shall list the essential characteristics of the sys- 
tem, the categories of persons to which it applies, its physical char- 
acteristics, the uses to which it is put, and the person responsible for 
its maintenance and operation. 

ACCESS 

Each individual shall be given access to his record within the sys- 
tem on his request, with the exception of files related to criminal inves- 
tigations or national security. Along with access to the file, the indi- 
vidual concerned shall have the right to challenge inaccurate informa- 
tion and supplement the file to explain or contradict inaccuracies. 

Disclosure of the informatioh by the agency holding the file shall be 
limited to those disclosures which are of the type previously announced 
in  the Federal Register. Other disclosures of a "nonroutine nature" 
may be made only upon the prior written informed consent of the 
individual concerned. 

REMEDIES 

Civil damages are available to individuals who are injured by 
determinations made on the basis of inaccurate or incomplete records 
and criminal penalties are provided for illegal disclosure by Govern-
ment employees, or frandulent access by individuals. 

I am going to say something very important now, especially in light 
of disclosures during the last week or so on the Federal Bureau of 
Investigation and the Internal Revenue Service. H.R. 16373 also pro- 
hibits the Government from keeping secret personal information sys- 



tems and collecting records on political and religious beliefs. This 
proposed statute would thus provide greater safeguards for protecting 
the lawful exercise of first amendment rights. 

The remainder of the provisions of the bill are designed to provide 
the legal teeth to enforce these rights and limitations. Special provi- 
sion is made to protect America's legitimate and legally authorized 
interests in national security and law enforcement. 

.We have tried to tailor this bill so that it will protect individual 
riglits and at  the same time permit the Government to operate respon- 
sibly and perform its functions without unjustifiable impediments. 

As a result, we think i t  will go a long way in restoring confidence by 
the American people that Government is indeed responsive and sensi- 
tive to individual rights. Simply put, this legislation mill demonstrate 
that Congress is determined that Government will act as the servant 
of the people and not its master. 

Under a key provision of this bill, no Federal agency shall disclose 
any personal information record to another agency or person unless 
this action is done by request of the individual or with his prior writ- 
ten consent. 

An exception is permitted in tlie case of routine transfers, such as 
when the Social Security Administration instructs the Treasury to 
issue a benefit check. 

Thus routine transfers of personal information will be permitted 
between agencies so that the regular business of Government can pro- 
ceed without delay. Nonroutine transfers, however, are another matter. 
I n  those cases, tlie prior written consent of the individual will be 
required by lam. 

What is a nonroutine transfer? That is a transfer of personal infor- 
mation used for a different purpose than for which it was originally 
collected. This in itself is going to stop a lot of hanky-panky. It will 
make it legally impossible for the Federal Government in the future to 
put together anything resembling a LL1984" personal dossier 011 a 
citizen. 

I t  means interagency computer data banks will not be able to share 
personal information unless the data is truly a routine transfer where 
its general use has already been made known to the individual and his 
consent obtained. 

The consent requirement and other provisions of the bill are backed 
up with criniinal and civil penalties. This also will help protect Amer- 
icans and at the same time give Government officials a good reason to 
say "no" to any improper requests from anyone for personal iafor- 
ination on m y  other American. 

This legislation also requires that Federal agencies, in making deter- 
nlinations on individuals, utilize records which are accurate, relevant, 
timely, and complete. This assures fairness to the individual and, in 
our view, is going to result in much better decisions by Government 
officials. 

Senator Ervin has referred to the situation existing now as "the 
Government's voracious appetite for personal information about each 
of US." 

His subcommittee reported that the Federal Government has at  least 
858 data banks of which 741 were computerized. Although 93 agencies 
did not report the number of records kept, those which did, reported a 



total number of records kept as 1billion, 245 million individual rec- 
ords for every man, woman, and child in America. 

When such information is stored on tape it is easily transferred 
from one user to another. 

The potential danger to individual freedom is so great that it is easy 
to understand why the concept of legislation to protect the privacy has 
support from a broad spectrum of political and philosophical beliefs. 

I think the Members should be aware of the fact that in the event of 
the failure of Congress to act on this legislation, the President intends 
to issue an Executive order which would put a similar privacy system 
into effect. However, it would lack the necessary civil remedies and 
criminal penalties to provide our citizens-with adequate redress. Be- 
sides, this task is a congressional responsibility and I think you will 
agree, we should face up to it. 

On another matter, our subcommittee has received numerous phone 
calls from State tax commissioners asking whether their tax infor- 
mation transfer agrepments with the U.S. Internal Revenue Service 
will be harmed by this bill. The answer is "no," because I am certain 
the Treasury Department will publish that type of activity as a "rou- 
tine transfer" permitted under this bill and other statutes. 

My colleagues,.H.R. 16373 actually is the result of an awareness of 
the problems of invasion of privacy which be an growing more than 
a decade ago when the House Committee on 8overnment Operations 
started its initial investigations into this subject. Other committees also 
discovered what these problems are. 

A lot of water has passed under the bridge since then. The Nation 
has survived numerous major and minor "floods." It is now time to 
build a strong dam to make certain we are not endangered again. I 
beseech you to support this bill and implement the Constitution, as we 
have a duty to do. 

Mr. DENNIS. Mr. Chairman, will the gentleman yield? 
Mr. MOORHEAD Pennsylvania. I yield to the gentleman from of 

Indiana. 
Mr. DENNIS. I thank the gentleman for yielding. With reference to 

the gentleman's statement that this would keep the Government from 
maintaining records as to political beliefs, would this bill prevent the 
Federal Bureau of Investigation from maintaining a list of Commu- 
nist Party members or people who belong to organizations which are 
dedicated to the ~ o l e n t  overthrow of the Government, or anything of 
that sort ? 

Mr. MOORHEAD of Pennsylvania. Lawful criminaI investigations of 
that type would be exempt from the bill, but normal dissidents, exer- 
cising first amendment rights, would be covered. 

Mr. DENNIS. If  i t  hinged on the criminal field, it would come under 
the exemption which was referred to earlier? 

Mr. M O O R ~ A D  of Penns lvania. The gentleman is correct. 
Mr. DENNIS. And woul d the gentleman agree that if it dealt with 

individuals or organizations dedicated to the violent overthrow of the 
Government, that that would fall within the criminal exemption? 

Mr. MOORHEAD Pennsylvania. Anything that falls within the.of 
criminal exemption is taken pare of. We have tried to prepare it very 
carefully. 
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Mr. DENNIS. Activity dedicated to violent overthrow of the Govem- 
ment would fall under criminal exemption, would the gentleman agree 
with me on that? 

Mr. MOORHEAD of Pennsylvania. Yes, That is what 1am saying. 

Mr. DENNIS. I thank the gentlemac. 

Mr. HOLIY~LD.
Mr. Chairman, I yield 5 minutes to the gentlewoman 

from New '101% (Ms. Abzug). 
(Ms. Abz ug asked and was given permission to revise and extend her 

remarks.)
Ms. ABZUG.Mr. Chairman, this is indeed a landmark piece of legis- 

lation. H.R. 16373 regulates the collection, maintenance, and use by 
Federal agencies of information pertaining to individuals. It is a very 
significant first step in an attempt to guarantee the right of privacy to 
all Americans. It is the product of many, many months of hard work, 
and of many bills that have been before the Congress which the com- 
mittee has considered in great depth. Much credit is due to my col- 
league, Mr. Moorhead of Pennsylvania, the chairman of the Foreign 
Operations and Government Information Subcommittee, and to that 
subcommittee's staff members for the months of diligent effort in the 
drafting of this significant legislation. The bill which has been re- 
ported out of the committee is a good bill, but I believe i t  is a bill which 
requires some additions and changes to strengthen it. The amendments 
which I plan to offer today in connection witla this bill are amendments 
which would have been brought before the full committee, but, in or- 
der to expedite the consideration and the bringing of the bill to the 
floor of the House, they were left for floor action. So, althou,yh I sup-
port the bill and, indeed, have been the author of one of the bills before 
the committee, along with the gentleman from New York (Mr. Koch) 
and the gentlemen from California (Mr. Goldwater) who also had 
bills which were considered by the committee, I feel that there have to 
be some improvements. 

r'here are three basic weaknesses in the bill: the numerous and 
unjustified exemption provisions, the failure to provide either liq- 
uidated or punitive damages, and the lack of any administrative 
mechanism to oversee the implementation of the bill. 

First, exemptions from the provisions of this bill or of anv bill 
designed to protect individual rights of privacy can be justified only 
in the face of overwheln~ing societal interests. There are, at most. olzlv 
three areas where societal interests can be paramount to the individ- 
ual rights provided in this bill: First, where granting an individual 
access to his or her records would serionsly damage national defmse 
or foreign policy; Second, where such access woi~ld interfere with an 
active criminal prosecution; and Thirci, where records are required by 
law to be maintained for statistical research or reporting purposes and 
are not, in fact, used to make determinations about identifiable 
individuals. 

It follows that exemptions should relate to the type of data soa:~ht 
to be protected from disclosnre, not to the agency maintainjnq snch 
records. For this reason, I will offer amendments to eliminate the gen- 
eral agency exemptions provided in the bill for the CIA and the Secret 
Service. 

I will also support an amend~nent to provide for the assessment of 
punitive damages in cases of willful, arbitrary, or capricious viola- 
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tioil of the bill and for actual dan~a  es in cases of negligent violations. 
Tlless provisions were stricken in tfe full committee, and, as a result, 
ail individual who may have suffered by violation of the act must now 
prove not only actual damages but that such damages were caused by 
willful, arbitrary, or capricious agency action. I believe that these two 
stricken-out provisions must be restored to the bill to provide, as the 
bill in the other body does, for actual clamages to compensate for any 
violation of the act and for punitive damages to compensate for any 
willful, arbitrary, or capricious violation. If  this is not done, there 
really is no adequate remedy a t  law. 

I will also support an amendment which I brought in the committee 
to  establish a, Federal Privacy Commission. TVithont such a com-
mission, we have no assurance that agencies will not be motivated by 
mere whim or convenience in divulging or withholding information. 

We would be more than naive if we failed to recognize that in- 
dividual Federal agencies cannot be expected to take an aggressive 
role in enforcing privacy legislation. Enforcement of the provisioi?~ 
of this bill will be secolldary to each agency's legislative mandate and 
will, of necessity, cause additioilal expense and aclministrative incon- 
venience. Only by providing a separate administrative aqency wit,h 
authority for implementing this legislation and for coorclinating the 
privacy programs of the various Federal agencies can we be assurcil 
of uniform, effective enforcement of the rights guaranteed by this bill. 

I would hope that we will support this bill with the amendmeilts 
proposed. I think that will be the beginning of an importailt first step 
in the protection of the right of privacy. 

(Ms. Abzug asked and was given permission to revise and extend 
her remarks.) 

Mr. ERLENBORN.RCr. Chairman, I yield myself 5 minutes. 
(Mr. Erlenborn aslied and was given permission to revise and ex- 

tend his remarks.) 
Mr. ERLEWBORN. Mr. Chairman, I rise in support of the Privacy Act 

of 1974. H.R. 16373. I think it is rather fitting that. this bill comes to 
the flooi today on t.he same d a ~  that we conside'rerl a motion to override 
and have overridden the President's veto on the Freedom of Informa- 
tion Act. 

The Subcommittee of Government Operations, known as Foreim 
,Operations and Gover~iment Information, is the parent subcommittee 
of both bills. the Freedom of Information Act and now this new 
Privacy Act. It has been quite an effort to walk a tightrope in the one 
bill to p ro~~idethe mrrximllvi accpss fo informatjon on the part of the 
public, 2nd in the other bill to liilzit access to protect an individlial 
privacy. 

There has been a tendency, I think, to view these often as conflicting, 
but I think that we have successfully walked that tightrope and have, 
in both of these pieces of legislation, verv important landmark legis- 
lation- .  for open government, and yet the protection of individual 
rights. 

The Privacy Act of 1974 does several things that I am sure will lje 
delineated and explained by t h ~  several Members who will be engaged 
in  debate. Generally it require's that when the Federal Government 
does maintain a system of records pertaining to individuals, it must 
identify publicly those systems of records. There will no longer be 
the ability within Government to maintain secret systems. 



Xot only in the past has this been done for any nefarious purpose, 
but the system of records may be instituted and maintained and the 
public just not know about it. 

So that is the first thing that will b; done: identify the systems of 
records and make p,ublic the fact that such records are being 
maintained. 

Second, again a public record would be made of the purpose for 
which the system is being maintained. Then we would limit in the bill 
access to these records for those purposes so that information con- 
tained in those systems would be used only for those routine purposes, 
.and unless the individual about whom the information related agreed 
t o its use for other than routine purposes, it could not be so used. 

It could be used then only for the routine purposes. This limits the 
purpose and the use of these information systems to the public pur-
pose which has been made known, the purposes identified in the Fed- 
era l  Register. 

Third, we provide for access by individuals to information in these 
~eeo rdsystems pertaining to himself or herself, so that a person about 
whom information has been collected will have an opportunity to get 
a copy of that information and to see if it is accurate and will have thk 
procedure where he can request the amendment of the information 
to make it accurate and will have an opportunity if the information 
is misused under the terms of the act for recourse in a civil action 
through the courts. 

I n  addition criminal penalties are provided for people within Gov- 
ernment who violate the terms of the act in making information avaiI- 
able that they should not, thereby invading the privacy of the individ- 
uals about whom the information is maintained and also criminal 
penalties for those who would seek and obtain illegally this 
information. 

I think this is truly landmark legislation. It has been very difficult 
to draft because of the varying systems and the varying purposes for 
the systems within the Federal Government. We were of course, at  
times importuned to expand this to all record systems, not just of the 
Federal Government but of States and local governments and also in 
the private sector. I think if we had done so we would have bitten off 
more than we could chew. 

I think we have here maybe a modest beginning in the field of 
privacy but we have an important piece of legislation affecting only 
Federadl Government systems. 

We generally exempt from the provisions of this bill the law 
enforcement proceedings, systems for the criminal justice system, and 
other committees of C o n ~ ~ e s swill be turning and already havg 

,turned their attention to thls criminal justice field. 
There is one amendment that I hope will be adopted. Several will be 

offered and I mill offer one amendment and I hope it will be adopted 
and I think it is crucial in making this a workable bill. The bill as it 
.has been reported by the committee and is before us today will open 
up all preemployment and security clearance files retroactively as well 
as pros~ectively. Just think of this. I n  the past years there have been 
implied and expressed promises of confidentiality given to people who 
7lave been asked to make statements concerning the security clearance 



investigation or preemployment investigation for those who wonld 
be employed by the Federal Government, appointed to Federal office, 
or Federal contractors engaged in defense work, let us say. These 
promises of confidentiality would be violated by this bill because the 
bill would mandate opeiliilg up these files so that the person about 
whom the investigation was conducted would have access to the files, 
and find out who said what about them. 

I11the name of privacy we would be violating the privacy of those 
who have given such statements in the past. I think we have to strike a 
balance and see that we cannot violate the privacy of iiidividuals by 
the very bill that is supposed to be the bill of rights for individual 
privacy. 

The amendment I will offer was discussed in an editorial in the 
Washington Post this morning inaccurately. They say my amendment 
would close these preemployment and security files. It would not. 

Mr. Chairman, the amendment that I will offer will make all of 
the information in these files available to the individual about whom 
the investigation has been conducted, except that information which 
would reveal the identity of a person who has nnder a promise of con- 
fidentiality given information contained in the file. Even the Wash- 
ington Post editorial suggested that other legislation in the field of 
credit, the Fair Credit Reporting Act, had struck a good balance here 
by saying it is to protect only that information which would reveal 
a confidential source. They seem to think that was a good way of pro-, 
tecting both individuals' privacy. That is exactly what the amendment 
that I will offer will do. It will protect only those sources that have 
given information under a promise of confidentiality. 

I n  addition, the Office of Manag~ment and Budget has assured me 
that regulations will be adopted m the future so that only in the; 
most compelling circumstances will a promise of confidentiality be 
given. It will not be the customary thing to make these promises of 
confidentiality, so that most all of the information will be made 
available. 

Mr. BROWN of Ohio. Mr. Chairman, will the gentleman yield ? 
Mr. ERLENBORN.I yield to the gentleman from Ohio. 
Mr. BROWN of Ohio. For the purpose of making legislative history, 

I should like to ask about the impact of this legislation as it affects one' 
aspect of the current law. 

I currently represent an area which at  one time was represented by 
one of our predecessors in the Congress, the illustrious Jackson Betts, 
who was very concerned about the confidentiality of the Bureau of 
Census information. 

The CHAIRMAN.The time of the gentleman has expired. 

Mr. ERLENBORN.
Iyield myself 2 additional minutes. 
Mr. BROWN of Ohio. Mr. Chairman, the Bureau of the Census has 

a singular and highly commendable record of scrupulous protection of 
the confidentiality and privacy of census data about individuals and 
about businesses. 

This is a matter of concern to every American, and the integrity 
of such information is essentipl to the public trust which is in turn 
essential to the accuracy of cen2us findings. 



These census findings provide the factual basis for :First, countless 
governmental and private decisions which profoundly affect the econ- 
omy, second, equity and fairness in revenue sharing measures, and 
third, the determination of representati'on in the Congress. 

The continuing confidentiality of such census information is man- 
dated by statute-section 9 of title 13 of the United States Code-as 
affirmed by repeated Presidential proclamations. 

It is true that neither the purpose nor eflect of subsection (b) or (1) 
or of any other provisions of section 562a as set forth in this bill are to  
modify or relax in any way the safeguards of title 13 ? 

Mr. ERLENBORN. Mr. Chairman, the answer to the gentleman's ques- 
tion is that this bill in no way would diminish the protection provided 
by law for census data. 

Mr. BROWN of Ohio. I wonder if the gentleman would yield further 
so that I might receive the concurrence of the chairman of the sub- 
committee, the gentleman from Pennsylvania (Mr. Moorhead). 

Mr. ERLENBORN. Mr. Chairman, I yield to the gentleman from 
Pennsylvania. 

Mr. MOORHEAD of Pennsylvania. I agree with the remarks of the 
gentleman from Ohio and with the gentleman from Illinois. 

Mr. DENNIS. Mr. Chairman, will the gentleman yield? 
Mr. ERLENBORN.Iyield to the gentleman from Indiana. 
Mr. DENNIS. I would like to make reference to the question of 

criminal records, publication of criminal records, which are generally 
exempted from the bill, as I understand it. 

The gentleman said a moment ago that those records are the subject 
of pending special legislation, and obviously those are very sensitive 
records and present a peculiar problem, and the subcommittee of the 
Committee on the Judiciary, chaired by the gentleman from California 
(Mr. Edwards) and of which the gentleman from California (Mr. 
Wiggins) is the ranking minority member, has special legislation on 
that subject now before it. That subcommittee is tied up in a meeting 
today on a very important matter that the members of the subcom- 
mittee could not avoid, and hence they are not on the floor; and they 
have asked me to bring the matter up and express the strong hope that 
the House adopt no amendment that would impinge on that situation 
and would include criminal records in this bill. 

Mr. ERLENBORN.Mr. Chairman, I yield such time as he may con- 
sume to the ranking member of the Committee on Government Oper- 
ations, the gentleman from New York (Mr. Horton) . 

(Mr. I-Iorton asked and was given permission t o  revise and estend 
his remarks.) 

Mr. HORTON.Mr. Chairman, I rise in support of H.R. 163'73, the 
Privacy Act of 1974. 

Having served as a member of the Special Subcommittee on Inva- 
sion of Privacy of the Committee on Government Oper a t'ions some 
10 years ago, I have a particular interest in the subject of persona1 
privacy. During my 5 years of service on the Foreign Oper a t '  ions 
and Government Information Subcommittee, I participated in sev- 
eral investigative hearings into ithis important area. Today, as rank-
ing minority member of the Government Operations Committee, I 
am very happy to  lend my strong suppo~t  to a bill ~vllich insnres that 



Federal Governmelit agt~ncies protect individu;tls' riglifs to privacy 
when dealing with information about people. 

The bill does this in two ways : 
First, it  mandates that agencies disclose an indivitlual's records to 

other persons or other agencies only with the written consent of that 
individual, unless the disclosure would be for a. purpose which had 
been endorsed by the Congress or published in the Federal Register. 
Whenever the Governmeilt asks someone for information about him- 
self, according to the bill, it would have to inform him of the dis- 
closures which had been published as permissible. 

Second, the bill provides that individuals shall have access to all 
Government records maintained about them, and shall have the right 
to petition agencies to correct any misstatements in those records. 
Agencies would have to make the changes requested or note on the 
records that the changes had been sought, but that the Government 
disagreed with them. 

All Federal records pertaining to individuals would be covered by 
these provisions, except for national security information, investiga- 
tory material compiled for law enforcement purposes, other criminal 
justice records, Secret Service and CIA files, and statistical data. 

To make sure that Government agencies fulfill their responsibilities 
under this legislation, the bill permits individuals who are injured 
by Government agency's failure to conlply with the law to bring suit 
'against the agency in Federal court. A successful complainant could 
be awarded aotual damages and attorney's fees by the judge. 

Mr. Chairman, this is landmark legislation in an area of concern 
to all Americans. I urge its enactment. 

Mr. ERLENBORN.Mr. Chairman, I yield 3 minutes to the gentleman 
from Maryland (Mr. Gude) . 

(Mr. Gude asked and was given permission to revise and extend 
his remarks.) 

Mr. GUDE. Mr. Chairman, as a cosponsor of this legislation, I am 
indeed gratified that it is finally receiving the floor consideration 
which it should. 

I want to commend the chairman of our subcommittee, the gentle- 
man from Pennsylvania (Mr. Moorhesd) ; the ranking member, the 
gentleman from Illinois (Mr. Erlenborn) ; and, in particular, the 
gentleman from California (Mr. Goldwater), the gentlewoman from 
New York (Ms. Abzug), and the gentleman from New York (Mr. 
Kwh) who are also cosponsors of this legislation. They have been a 
driving force toward its consideration and in bringing it to the point 
where we find it at  this moment. 

The chairman of the snbcommihtee has very well outlined exactly 
what this legislation does. It is long overdue. This is the kind of atten- 
tion that Government records have needed for some period of time. 
I think matters which we consider routine and perfunctory are very 
o&en hidden under agency directives, rules, and regulations, and we 
assume what is normal to us on the Hill to be what is normal through- 
out the Federal Government. 

Increasingly, as the societ~ and the Government have grown more 
complex, the maze of Federal activity and regulation have intensified, 
and the individual citizen has had to make increasing concessions to 



the imperatives of the Federal 'bureaucracy. The quantity of Federal 
paperwork alone, for example, has reached such proportions, that the 
House felt the need last month to a u t w z e  the establislunent of a 
Commission on Paperwork to study lthe prdblem and find ways of 
reducing the burden which bureaucracy imposes on the citizen. 

The level of regulatory activity which touches on the lives of indi- 
vidual citizens has also increased. Seat belt standards, now repealed, 
safety and health standards, labeling and advertising standards, while 
important Government tools to correct serious problems we have, all 
intrude on the freedom of the individual in some small way. 

Certainly the demands of a complex technological society call for 
some concessions, but we have before us today an opportunity to help 
balance the recent trend of legislative activity by enaating legisla- 
tion to help restore individual rights and individual privacy. This 
bill imposes limits on what the Government can do with individual 
data, and it imposes obligations on the Government to the swbjects of 
the data, and in doing so it helps to maintain the balance of indi- 
vidual freedom and privacy which we all cherish. 

Symbolic of this balance is the controversy over the use of social 
security numbers for identification purposes. While such a proposal 
may make sound technological sense, to many citizens it implies re- 
moval of an important element of ltheir privacy and individuality. 
This question is not dealt with in khis 'bill, but some of the same 
principles are-the right of the individual to maintain his privacy 
and personal identity. 

Beyond these questions of principle, the bill also has substantive 
significance for many citizens who feel, rightly or wrongly, that they 
have not received a "fair deal" from their Government. 

Mr. Chairman, I would like to quote the experience which one vet- 
eran had in regard to the Veterans' Administration. He was unable 
to obtain compensation and relief for injuries he had received while 
serving his country abroad, and yet he was unable to look at his 
records in the Veterans' Administration files. He finally had to obtain 
legal counsel in order to get access to his files, and he found the reason 
the Veterans' Administration had denied his obvious need was because 
cehain records that were in his file actually belonged to anokher 
veteran who had a similar name. 

This may seem to be a very small thing, but this is the type of action 
which can occur in situations when me in Conmess have not enacted 
regulations to provide for the overseeing of Federal records, which 
can sometimes be buried under rt lot of bureaucratic redltape which 
denies the citizen the access to which he is entitled. 

Mr. Chairman, I am poing to offer two amendments to this bill at 
the appropriate time. They are amendments which I mas nnahle to 
offer in the committee, because of the pressure of b~~siness when we 
were reporting the legislation to the floor. The first has to do with 
medical records. 

This first amendment would clarify one item that I believe to be 
ambiglous in intent, in restricting the circumstances under which 
individuals wonld be panted disclosure by Federal agencies. It was 
the intention of the committee to exclude information which wonld be 
vital to the health or safety of an individual. 



I believe that the current language in the bill is vague in this 
regard, in that i t  would permit such disclosures without prior per- 
mission, unless it is an emergency case. It does not make clear to 
whom the information would be disclosed. 

The second amendment I would offer is one that would establish a 
Privacy Commission, which Ibelieve is a vital necessity if the rivacy 
legislation we are enacting is to become a meaningful statute. &early, 
the enactment and maintenance of successful privacy standards 
would hinge on the degree of cooperation provided by Federal agen- 
cies which have to implement the program. 

The Privacy Commission which I will propose will coordinate and 
assist in these efforts, and it would be an important goal for gaining 
the necessary agency cooperation in order to make this legislation 
meaningful in the service of American citizens. 

Mr. Chairman, I will offer these two amendments a t  the appropri- 
ate time. 

Mr. HOLIPIELD.Mr. Chairman, will the gentleman yield? 
Mr. GUDE. I will be glad to yield to the chairman of the full 

committee. 
Mr. HOLIFIELD.Does the gentleman's amendment of the privacy 

bill follow the words of the Senate provision? 
Mr. GUDE. I have not compared them word for word, Mr. Chair- 

man, but I believe it does. 
I urge the passage of this legislation. 
Mr. MOORHEAD of Pennsylvania. Mr. Chairman, I yield 5 minutes 

to the gentJeman from Arkansas (Mr. Alexander), a member of the 
subcommittee. 

(Mr. Alexander asked and was given permission to  revise and ex- 
tend his remarks.) 

Mr. ALEXANDER. Mr. Chairman, on June 19, following hearings on 
the Federal Government's use of telephone monitoring and lie detec- 
tion devices conducted by the Subcommittee on Government Infor- 
mation, I stated that i t  appears our Government has been overcome 
by a snooping mania and that we must find the medicine to cure this 
disease. H.R. 16373, the Privacy Act of 1974, is a good dose of such 
medicine. 

I was alarmed to discover in those hearings that it is literally pos- 
sible to have every home in America bugged. 

Mr. Chairman, I am convinced that Americans do not want to be 
a part of one big party line. I f  present Government preoccupation 
with spying on its citizens continues, George Orwell's fictional fish- 
bowl existence and "Big Brother" era in his book "1984" may very 
well occur. 

H.R. 16373 provides basic safeguards for the individual to help 
remedy the misuse of personal information by the Federal Govern- 
ment, and reasserts the fundamental rights of personal privacy that 
are derived from the Constitution. At  the same time, it recognizes 
the legitimate need of the Government to collect, store, use, and share 
among various agencies certain types of personal data, but under a 
framework of law to protect the citizen. 

Like the Freedom of Information Act Amendments, H.R. 163'13 
also recognizes that certain areas of Federal records are of such a 



highly sensitive nature that they must be exempted from some of its 
provisioils. 

The Privacy Act provides for the exercise of civil remed-ies by 
individuals against the Federal Government through the courts to  
enforce their rights. Provision is made for the actual collection of 
damag.es by the individ~~al against the Government if the infraction 
mas willful, arbitrary, or capricious. Penalties are also provided for 
the unauthorized knowing and willful disclosure of identifiable ma- 
terial by a Government oficer or employee by a fine of not more than 
$5,000. Criminal penalties and fines would also be imposed on persons 
requesting or obtaining any such individually identifiable record 
under false pretenses. 

The bill attempts to strike that delicate balance between t v o  con- 
flicting and fundamental needs-on the one hand, the need for a 
maximum degree of privacy and control over personal infoi-mation 
the individual American furnisl~es his Government, and, on the other 
hand, the neecl for information about the individual which the Gov- 
ernment finds necessary to carry out its legitimate functions. 

Over 40 years ago, Supreme Co~zrrt Justice Louis Brandeis, in his 
famous dissent in the case of Olmsted against United States, said: 

Every unjustifiable intrusion by the government upon the privacy of the 
individual whatever the means employed, must be deemed a violation of the 
fourth amendment. 

H e  further stated in terms relevant to current wholesale abuses of 
power that : 

Experience should teach us to be most on guard to protect liberty when the 
government's purposes a re  heneficient. Men born to  freedom are  naturally
alert to repel invasions to their liberty by evil-minded rulers. The greatest 
dangers to liberty lurk in insidious encroachment by men of zeal. ~211-meaning, 
but without understanding. .. 

Let us talk a moment on the concept, of privacy. Privacy is the 
ability to be confident of security in our homes,-persons, and papers. 
It is not onlv the bedrock of freedom. Privacy 1s the very essence of 
democracy. If  we cannot speak or transact business without being 
snooped on by hordes of bureaucrats-we soon mill not be able to 
speak or transact bnsiness without government permission. 

I n  my opinion, events in recent pears have broucht about a chilling 
effect oil the exercise of first amendment rigllts. It is now time for a 
defrosting. Every American must insist that government is the 
s e r v ~ n tof the people-not oilr master. 

I n  his first speech as Chief Executive, President Ford pledged his 
personal and oficial dedication to the inclividnal right of privacy, in 
declaring that "there will be hot pursuit of tough laws to prevent, 
illegal invasion of privacy in both government and private s~ctivities." 

I-I.R. 16373 is a first step in that pursuit. I strongly urge my col- 
lea,qzes to support this legislation. 

Mr. ERLENBORN.Mr. Chairman, I vield sncll time as he may con- 
sume to the gentleman froin Indiana (Mr. Hltdnilt). 

Mr. HUDNUT.I thank the gentleman for yielding. 
(Mr. Hudnut asked and was given permission to revise ancl extend 

his remarks.) 
Mr. HUDNUT.Mr. Chairman, I rise in support of H.R. 16373, the 

Privacy Act of 1974. While there will be ainenclments offered to  



- - 

strengthen this bill, I feel the Committee on Government Operations 
has done a good job in bringjng this legislation before us. There is a 
great need for statutory guidelines to protect the privacy of indi- 
viduals by regulating the Federal Government's collection, mainte- 
nance, use, or dissemination of personal, identifiable information. 

I n  this computer age, it is easy to obtain information about an indi- 
vidual and along with many others I am concerned over the extent 
to which citizens' privacy is being invaded. We see this in the accumu- 
lation of personal data in computer banks and other such means which 
constitute a threat to the privacy of every American citizen. There 
are some who look upon individual tax returns as the greatest source 
of such information. 

Earlier this year I cosponsored a bill (H.R. 10977) to provide fur- 
ther restrictions on accessibility to individual tax returns. The assur- 
ance provided the American people that information voluntarily given 
on tax returns will be carefully protected from disclosure and im- 
proper use is one of the basic concepts underlying this country's sys- 
tem of collecting taxes and I want to assure that protection. I am 
hopeful that the Ways and Means Committee will take specific action 
on that measure. 

I n  the meantime, H.R. 16373 provides a series of basic safeguards 
for the individual to help remedy the misuse of personal information 
by the Federal Government and reassert the fundamental rights of 
personal privacy of all Americans that are derived from the Constitu- 
tion of the United States. At the same time, it attempts to strike that 
delicate balance between the right of individuals for a maximum 
degree of privacy over the personal information he furnishes his Gov- 
ernment and the need of the Government for information to carry 
out legislative functions. 

Mr. ERLENBORN. Mr. Chairman, I yield 5 minutes to the gentleman 
from California (Mr. Goldwater). 

(Mr. Goldwater asked and was given permission to revise and extend 
his remarks.) 

Mr. GOLDWATER. Mr. Chairman, I thank the distinguished minority 
member on the subcommittee, the gentleman from Illinois (Mr. Erlen- 
born) for allowing me t~he privilege of speaking in favor of this par- 
ticular legislation before us today, which has been long in coming and 
long ovedue. 

This particular piece of legislation is the result of a strong bipartisan 
effort in the House of Representatives. The efforts of my colleague, 
the gentleman from New York (Mr. Koch) in behalf of an individ- 
ual's right to privacy, are well known and were extremely important 
in  the preparation of this legislation. Equally significant were the 
efforts of the members and the staff of the Subcon~mittee on Foreign 
Operation and Government Information of the Committee on Gov- 
ernment Operations and, particularly, the subcommittee chairman, the 
gentleman from Pennsylvania (Mr. Moorhead) who was most diligent 
in pursuing this very difficult task, and who was assisted quite ably by 
the ranking Republican member, the gentleman from Illinois (Mr. 
Erlenborn). They are both to be commended for this excellent piece -
of legislation. -

This legislation, as I said, has been long in coming, and is only here 
today because of the persistent efforts of not only members of the 



Committee on Government Operations, but also many Members of 
the House of Representatives, as well as Members of the other body, 
not to mention the private sector, educators, members of private orga- 
nizations, and just plain people, and itcertainly would be most fitting 
to mention the fine efforts by our President of the United States, 
Gerald R. Ford, and his Committee on the Right of Privacy. 

Mr. Chairman,. my concern for privacy is a long-standing one. The 
right to privacy IS a derivative right. It is not specifically mentioned 
i n  the Constitution, as are the general rights of life, liberty, and the 
pursuit of happiness, nor is this subject mentioned in the Bill of 
Rights. But none of these would have had the content that we know 
them to have without the element of privacy being present. I t  is an 
esseiitial, inherent element of our inalienable rights. 

The concern for protecting personal privacy as i t  relates to personal 
information is fairly recent in its origin. The rapid growth of our 
population and the rise of massive urban centers, the advent of mod- 
ern communication and electronic technology, and the rise of the com- 
puter, have brought 'a basic change in our society. Massive amounts of 
personal information can be conveniently and economically collected, 
stored, and used. The individual is no longer directly involved in the 
modern personal information transaction process. Many information 
practices have been developed and adopted because they were con- 
venient, technologically feasible, and cost-effective. The individual 
actually became an impediment in these new processes. As he began to 
protest his exclusion and try to protect {himself from the injury and 
damage that occasionally resulted, he founcl he had no legal rights to 
fall back on. 

Mr. Chairman, the Federal Government has a relentless appetite 
for information. There seems to be a direct correlation between the 
continued growth of Government and the continued growth of privacy 
invasion. 

The Federal Government, as we enact more and more programs? has 
a need to collect more and more information in order to administer 
these prog-rams. So it is with this piece of legislation that we are trying 
t o  strike a balance between the need to know in order to successfully 
and correctly administer Government programs, and the rights of an 
irtdividual to be left alone, to control his own personal life. This par- 
ticular bill undertakes to redress this disastrous imbalance. 

The Federal Government is required to permit an individual to know 
what records it has pertaining to him. It introduces the element of 
active consent as a requirement before information that is collected 
for one purpose can be put to a new use. It permits an individual to 
have copies of files about him and to correct or amend erroneous por- 
tions of them. 

Finally, it requires the Government to keep records accurately and 
securely in accordance with specific, published regulations. 

The CHAIRMAN. The time of the gentleman has expired. 

Mr. ERLENBORN.
Mr. Chairman, I yield 2 additional minutes to the 

gentleman from California. 
Mr. GOLDWATER. I t  is noteworthy, Mr. Chairman, that this Privacy 

Act of 1974 rohibits the Federal Government from maintaining 
secret persona f information systems. This bill is an important major 



first step in the restoration of the individual's right to privacy, and 
I would caution and suggest to my colleagues that as we pursue further 
legislation in other areas, we constantly bs vigilant that we do not 
undermine this effort today, that we take into consideration in new 
legislation, enabling legislation, the rights of the individual to his 
privacy. It is time that we inseh human rights into tlze programs and 
the programers. It is time that we insert pnvacy rights into the policy 
of our agencies. It is time that we instill a spirit of concern for our 
liberties. We must reesbablish and I think we do so with this legisla- 
tion-the right to be left alone for the people of this country. 

Mr. Chairman, I urge my colleagues to support this legislation. 
Mr. Smnrs. Mr. Chairman, will tlze gentleman yield? 
Mr. GOLDWATER. I yield to the gentleman from Idaho. 

Mr. SYMMS.
Ithank the gentleman for yielding. 
(Mr. S p m s  asked and was given permission to revise and extend 

his remarks.) 
Mr. S Y ~ M S .Mr. Chairman, I wish to associate myself with the re- 

marks of the gentleman from California (Mr. Goldwater). 
I should like to commend the gentleman from California for his 

efforts that he has made on behalf of this Privacy Act which we have 
here before the IIouse today. I would say to the gentleman in the well 
I tlzank him for his support, effort, and leadership on it and hope that 
it is successful toda 
people from big brot x'er government snoopervision. 

as this Privacy Act offers some protection fo r  

Mr. GOLDWATER. I thank the gentleman and commencl him also for 
111s support and active participation on the Republican Task Force 
on Privacy, which issued what I considered a very comprehensive 
report and bibliography this past year. 

The CHAIRMAN. The time of the gentleinan has expired. 

Mr. ERLENBORN.
Mr. Chairman, I vield such time as he may require 

to the gentleman from California (Mr. Rousselot) . 
(Mr. Rousselot asked and was given permission to revise and ex- 

tend his remarks.) 
Mr. ROUSSELOT. Mr. Chairman, I want to commend my colleague, the 

qentleman from California (Mr. Goldwater) for the effort he has put 
?orward on this issue, and our subcommittee chairman for his work on 
this issue. 

Mr. Chairman, as one of the original cosponsors in this Congress of 
right to privacy legislation, I rise in support of H.R. 16373, the Pri-
vacy Act of 1974. 

This is a comprehensive bill mhicli is intended to protect the pri- 
vacy rights of individuals by regulating the Federal Government's 
collection, maintenance, use or dissemination of personal, identifiable 
information. 

Through my committee assignments on Banking and Currency, and 
Post Office and Civil Service, I have become particularly aware of the 
need for the protection of an individual's privacy rights with regards 
to bank records and census data. Very strict care must be taken to pro- 
tect the confidentiality of these records and insure that the information 
is used only for proper purposes. Since the cecsus questions have be- 
come more detailed and exterisive, the dissemination by the Census 
Bureau of statistical data must be more closely regulated in order to 



protect the individual from being identified by that data. H.R. 16373 
does provide proper safeguards in this area. 

Mr. Chairman, I have sponsored legislation, H.R. 10021, the Right 
to Financial Privacy Act. My bill wo11ld protect the constitutional 
rights of citizens by prescribing procedures and standards governing 
the disclosure of financial information by financial institutions to Fed- 
eral officials or agencies. The bill we are discussing here on the floor 
today does not regulate the collection of information by the Federal 
Government other than to prohibit any agency from maintaining any 
record concerning the political or religious belief or activity of any 
individual unless expressly authorized by statute or the individual 
himself. I realize that by the very nature of the subcommittee's-the 
Foreigm Operations and Government Information Subcommittee of 
the House Government Operations Conmittee-jurisdiction i t  could 
not get into this area of regulating the activities of the Federal Gov- 
ernment specifically with regards to obtaining individual ban!; rec-
ords, so I hope that our concern about privacy rights will not stop 
with the passage of this one bill, H.R. 16373. 

I urge support of H.R. 16373 with the hope that in the next Con- 
gress, we mill give further attention to areas that need to be specifically 
considered in order to afford our citizens full protection from the 
violation of their privacy rights by the Federal Government. Of these 
areas, one of the most important is, I believe, the legislation which I 
have sponsored to preserve the confidential relationship between fi-
nancial institutions and their customers and the constitutional rights 
of these customers. 

Mr. ERLENBORN.Mr. Chairman, I yield such time as he may require 
to the gentleman from Minnesota (Mr. Prenzel) . 

(Mr. Frenzel asked and was given permission to revise and extend 
his remarks.) 

Mr. FRENZEL.Mr. Chairman, I rise todav in enthusiastic support 
of H.R. 16373. The Privacy Act of 1974. I n  this bill we are regulating 
the collection, maintenance, and use of by Federal agencies of informa- 
tion concerning American citizens. 

I hope this bill will be the first of a wave of privacv oriented legis- 
lation which the Congress will consider in the next few years. There- 
fore, we must be very c a r e f ~ ~ l  in laying a foundation for future re-
forms. Other areas which clearly need attention are the protection 
of constitutional freedoms for Fecleral employees, limitations upon 
distribution of federally collected information, and strict regulations 
upon the types and use of surveillance tactics employed by Federal 
agencies. Beyond our limited Federal perspective, we must also sen- 
ously examine the activities of private information and collection 
services. 

Since I entered this body in tho 92d Con-gress I have proposed over 
a dozen bills relating to questions of individual and financial privacp 
and domestic intelligence. Along with mast Members, I am committed 
to guaranteeing the rights implicit in the lst, 4th, and 14th amend- 
ments. This bill, H.R. 16373, is a good start. 

I urqe that we pass this bill, with the inclusion of a Federal Privacy 
Commission and some changes in the civil procedure and criminal pen- 
alties sections. I t  is only a start, but it will be a good base for future 
laws to protect the personal privacy of all Americans. 



Mr. MOORHEAD of Pennsylvania. Mr. Chairman, at this time I yield 
5minutes to the gentleman from Rtissonri (Mr. Ichord) . 
- .(Mr. Ichord.- asked and was given permission to revise and extend 
his remarks. ) 

Mr. IGIIORD. Privacv Act of 1974--Mr. Chadrman. as its title-the 
and the prefatory findings indicate, it is the commendable purpose of 
the measure to protect the individual against the misuse of official in-
formation. To that end the act would add a new section to what is now 
conmonly known as the Freedom of Inforniation Act (5 U.S.C. 552). 
The new section, to be designated section 552a, would impose concli- 
tions upon the disclosure o l  oficial information, and would give in- 
clividuals affected access to such information so as to permit them 
record. 

The committce which reportecl the measure and the gentleman from 
Pennsylvania (Mr. R~OORHEAD) who chaired the subcoinmittee which 
had the measure under consideration, are to be commended for the 
professional manner in which they have sought to deal with this ex- 
tremely complex mlcl difficult subject. 

The "right" of privacy has been said to be the right of the individ- 
ual "to be left alone." I t  is without doubt a right inherent in our liber- 
tarian system. While it is said that this right is not explicitly asserted 
in our Constitution, it does however find cspression in certain related 
provisions and in the basic philosophy wllich prompted the adoption 
of the Constitution itself. Ry that instr~~unent those freedoms and lib- 
erties were reserved to the individual which were not deenied essentiaJ 
to tho coexistence of inan in society. Hence, like other rights, the right 
of privacy is not deemed an absolute right. 

Logically, tho absolute right of privacy could be fnllg asserted only 
in a state of anarchy.But even in such a state, if extended to its outer 
and extreme limits, the exercise of any such absolute right must neces- 
sarily collide with the rights of other individuds. The resulting con- 
flict would consequently result in the destruction of the rights assel-tecl 
by each. It necessarily follows that if the right of privacy is to be res-
ognized as a legitimate claim in an ordered society, it must be subject 
to limitations and must be conditioned upon the rights of otl~ers and 
exercised consistently also with the rights of the public. 

What we are dealing with in  statutes of this type is thus necessarily 
a balancing process by which we seek to  resolve the right of the indi- 
vidual to be left alone with the public and other individual rights 
"to know.,' For it is a fact that such latter rigllk are equally recog- 
nized by the Constitution, although in a sense they may collide, with 
the individual's "right of privacy." The first amendment rights of 
freedom of speech and of the press, for example, intrude upon an 
individual's right of privacy, but they are rights which are essential 
to the administration of Government and to the free functioning of 
our libertarian and democratic institutions. Moreover, the individud's 
right to privacy must (be conditioned by that which is consistent with 
the continued existence and protection of that Nation and its consti-
tutional system upon which the vitality of the right itself must ulti- 
mately depend. 

It appears to me that thel'bill before us has generally resolved the 
colflict between the ri*ghts of the individual and the public and other 
private rights with considerable success. I propose today to offer only 



two amendments to the bill which are directed toward clarifying 
certain aspects of the measure's impact upon our intelligence services, 
particularly in relation to the acquisition and use of information 
which is essential to the maintenance of the national and internal 
security. On their adoption I shall support this measure. 

First, however, I should like to express my concern over an am- 
biguity inherent in the provisions of the proposed subsection (b) ,at 
page 22, line 10, relating to conditions of disclosure. This subsection 
would, subject to the exceptions therein set forth, generally prohibit 
an agency from disclosing to any person information about an indi- 
vidual without the individual's prior written consent. The subsection 
would generally authorize only interagency and intraagency dis- 
closures for authorized law enforcement activities, but does not appear 
to contain any explicit provisions authorizing certain essential dis- 
closures outside official agencies which would be clearly required if 
certain vital security programs maintained by the Government are to 
be effectively carried out. These include, for example, the effective 
maintenance of the industrial security, industrial defense, atomic 
energy, and port and vessel security programs. Defense contractors 
and others involved in the receipt of classified information and related 
information about individuals are mainly private employers. 

I am informed, however, that the provision of subseation (b) (2) 
which would except from the prohibition ;the communication of in- 
formation therein described as "for a routine use," is intended by the 
sponsors of the legislation to permit such essential disclosures beyond 
the bounds of the particular agencies involved. I f  this is effectively ac- 
complished by the language of this exception, i t  may well be that a 
specific clarifying amendment is unnecessary on this aspect of the bill. 
I t  is my hope that any such ambiguity as may exist on the reach and 
meaning of this provision, can be obvlated in colloquy with the spon- 
sors of the measure at the appropriate time. 

On the other hand, I deem it necessary to offer a specific clarifying 
amendment to the provisions of subsection (e ),paragraph 4. This sec- 
tion commences at page 26, line 18, of the bill. The particular para- 
graph of this subsection to which the amendment will be offered is 
at page 28, line 13. This subsection and paragraph prohibits an agency 
from maintaining any record, and I quote, "concerning the political 
or religious belief or activit of any individual, unless expressly au- 
thorized by statute or by tge individual about whom the record is 
maintained." We may well recognize that the purpose of this provision 
is commendable and legitimate In prohibiting the disclosure of records 
with respect to conventional political and religious beliefs and aotiv- 
ities. However, in its present form it is clear that the provisions can be 
construed to cover activities which are properly within the scope of 
legitimate law enforcement. I am assured that the authors of this 
measure have not intended the provisions to foreclose this proper 
purpose. 

The terms of the broad prohibitions on maintenance of records 
relating to LLpolitical" and "religious" activities would, for example, 
embrace the activities of the Communist Party and similar groups, 
which. although general1 y recognized as conspiratorial or clandestine, 
are neventheless commonly described as LLpolitical."Similarly, cer-



tain sects within the Black Muslim movement, which have been de- 
scribed by the Director of the FBI asendangering the internal security, 
may claim protection under this clause as a "reIigious" activity. 

Although those records of political or religious activity which are 
"expressly authorized by statute," are excepted from the prohibitions 
of this paragraph, this is not adequate to exempt the activities of such 
subversive groups as I have indicated. I know of no existing or en- 
forceable statute which expressly and generally authorizes any par- 
ticular agency to maintain the records of political or religious activities 
of subversive groups. I would therefore amend this paragraph by 
striking out the period a h r  the word "maintained" and 'add the 
following : 

" ;provided, however, that the provisions of this paragraph shall not be deemed 
to prohibit the maintenance of any record of activity which is pertinent to and 
within the scope of a duly authorized law enforcement activity!' 

I believe this clarifying amendment would obviate any ambiguities 
as to the reach of the prohibition, and would serve to eliminate any 
adverse litigation on the subject. 

The second and final amendment, which I propose to offer to the 
measure, would affect the provisions of pawgraph (2) of subsection 
(k) ,  at  page 34, line 7. This section deals with certain specific exemp- 
tions that may be made to the disclosure requirements of the act, 
particularly with respect to those investigatory files or material which 
the Act would otherwise require the agencies to disclose to ton indi-
vidual by the provisions of subsection (d). While the provisions of 
paragraph (2) of subsection (k) would permit the agency to exempt 
from the mandatory disclosure requirements of subsection (d) investi- 
gatory material compiled for law enforcement purposes to the extent 
~tis not now open to public inspection under-the provisions of exist- 
ing law, that is, section 552(b) (7) of title 5, United States Code, it 
would appear to me that under this paragraph there is a question 
whether the agency could exempt from public disclosure the identity 
of individuals and information pertaining to those, for example, who 
are members of such organizations as the Communist Party and 
other revolutionary groups having similar objectives. 

In  view of the fact that there are literally tens of thousands of in- 
dividuals who are involved in such revolutionary organizations, to 
require such agencies of the Governwent as the FBI and the defense 
intelligence >agencies to disclose investigatory material pertaining to 
such individuals on request, rwould not only have the effect of literally 
immobilizing the agencies in the effective execution of their essential 
and vital work, but would greatly impair, if not destroy, their func- 
tioning. The research which would be involwd, the extensive corre- 
spondence required, and the litigation which would likely ensue as a 
result of the thousands of requests that would conceivably and very 
likely pour into the (agencies would wreak havoc upon bhe agencies. 
Moreover, to permit the indiscriminate raiding of investigatory files, 
the maintenance of which in confidence is so essential to the protection 
of the national and internal security, would also destroy their useful- 
ness by revealing the extent of coverage and the method and adequacy 
of operation of our intelligence forces. Any such result is wholly un-
necessary to the attainment of the objectives and purposes of the bill. 



Iwould thus amend paragraph (2) of subsection (f)  by striking the 
lparagraph in its present form and amend it to read as follows: 

On page 34, strike lines 7 through 11and insert the following in lieu 
:thereof : 4 

"(2) investigatory material compiled for law enforcement purposes, other than 
material within the scope of subsection (j) ( 2 ) of this section ;provided, however, 
that  if any individual is  denied any right, privilege, or benefit tha t  he would 
otherwise be entitled by Federal law, o r  for which he would otherwise be elig?ble, 
as a result of the maintenance of such material, such material shall be provided 
t o  such individual, except to  the  extent that  the disclosure of such material 
would reveal the identity of a source who furnished information to the Govern- 
ment under a n  express promise tha t  the identity of the source would be held in  
confidence, or, prior to the effective date of this section, under an implied promise 
tha t  the identity of the source would be held in  confidence ; 

Thus by its terms the amendment \would fully protect the individual 
by requiring the disclosure to him of relevant investigatory material 
in the system of records-other than that within the scope of swbsec- 
tion (j) (2)-when, as a result of the maintenance of such material, 
he is denied any right, privilege, or bcnefit to which he would other- 
wise be entitled by Federal law, or for which he would otherwise be 
eligible. I n  such event disclosure is limited to the extent necessary to 
protect the identity of a source who furnished information to the 
Government under a promise that the identity of the source would be 
held in confidence. 

This amendment very properly selves the purpose of protecting the 
investigatory material from being raided by the thousai~ds and per- 
haps tens of thousands of persons who may seek to do so for no legiti- 
mate or excusable purpose. 

Hence the right of privacy of the individual is protected, without 
diminution, to the extent of his legitimate requirements. It shall be 
recognized that the amendment does not affect the re uirements of 
subsection (b) of the bill, which prohibits disclosure of in 4ormation be- 
yond the legitimate uses of the Federal agencies maintaining them. 
Thus the privacy of the indiviclual remains protected by the amend- 
ment consistently with the attainment of the purposes of the bill and 
the national security interest. 

There is one final point to which I should direct attention, regarding 
both the wording of this and my prior amendment, jn the use of the 
term ''law enforcement'' as applied in the context of these amendments 
sand the bill as a whole. I n  referring to a ''law enforcement activity" 
and "law enforcement purposes," I am, of course. using the expression 
Yaw enforcement" in its general meaning and in the broadest reach 
of the term. I include within that term those purposes and activities 
which are authorized by the Constitution, or by statute, or by the rules 
and regulations. and the executive orders issued pursuant thereto. 
Thus, the investigztory material maintained shall include, but not be 
limited to, that which is compiled or acquired by any Federal agency 
in connection with and for the purpose of determining initial or con- 
tinuing eligibility or qualification for Federal employment, military 
service, Federal contracts, or access to classified information. 

I want to emphasiz-so that there is no misunderstanding-these 
changes are designed to protect only legitimate national or internal 
security intelligence and investiga!io?s, and no records or files shall be 
kept on persons which are not within constitutional limitations. Let 



khe leeslative history be explicit. None of these changes are intended 
So abridge the exercise of first amendment rights. The rights of Amer- 
icans to dissent in a lawful manner and for lawful purposes must be 
preserved. 

Mr. MOORHEAD of Pennsylvania. Mr. Chairman, we did discuss these 
two questions, I will say to the gentleman from Missouri, and we 
.did say i t  was our understanding that under the gentleman's 'amend- 
ments no file would be kept of persons who are merely exercising their 
constitutional rights, as the gentleman stated. 

Mr. ICHORD.The gentleman is exastly correct. 

Mr. MOORHEAD 
of Peansylvania. Mr. Chairman, I yield 5 minutes 

to the gentleman from New York (Mr. Roch), who has been so very 
.active in the privacy of information field. 

(Mr. Koch asked and was given permission to revise and extend his 
remarks.) 

Mr. Koc13. Mr. Chairman, first I want to thanlc the distinoushed 
gentleman from Pennsylvania, my good friend (Mr. ~ o o r h e a d p ,  who 
is responsible for so much of the language incorporated into this bill 
and for the efforts necessary to bring it to the floor. 

I just want to take specifal note of what he has done on behalf of 
privacy as well as take note of the enorn~oi~s efforts on the Democratic 
side by the gentlewoman from New Yorlc (Ms. Abzug) and on the 
Republican side by the gentleman frcm Illinois (Mr. Erlenborn) and 
the gentleman from New York (Mr. Horton) . 

Rather than restate the provisions of the bill which have been so 
amply set forth by a number of the speakers, I mould rather simply 
"comment on the fact that this kind of legislation which relates to the 
privacy of the individual, protecting that individual from Govern- 
ment, has the support of those who are conservatives and those who 

.are liberals. 
They have indicated that support by rising in the well this very 

afternoon, on 'both sides of the political spectrum and both sides of the 
%isle. 

That is not to say that this bill is a perfect bill. I do not h o w  of any 
perfect legislation. It may be there have been occasions when there has 
'been legislation never requiring an 2mendment of any kind brought to 
th i s  floor and passed, but I am not aware of it. 

This bill, however, is a very good bill. There are amendments that 
will be offered, sonie that I support, some that I oppose; but the thrust 
.of most of those amendments and the nature of those amendments is 
intended by 'those offering them to improve the bill. We may disagree 
-on whether they do or do not; but the persons involved in most of the 
amendments want to protect privacy and that is the key and very im- 
portant to understand when we discuss those particular amendments. 

There is an area that ought to be covered which is not by this bill. 
I f  I had my may, I; certainly would have it in the bill; that area re- 
lates to law enforcement agencies which are, frankly, not covered 
adequatelp under this bill. The reason for that is that the Committee 
,on the Judiciary has before it legislation which relates to the criminal 
data banks of law enforcement agencies. I know that that great com- 
lmittee with its distinguishkd chairman (Mr. RODINO) and the sub- 
.committee chairman in charge of that subject, the gentleman from 
(California XMr, Edwards) are very concerned about the rights of 



privacy. So I have no doubt that the le islation which I am informed 
they intend to bring to the floor, hope !?ully early in the next session, 
will cover that data not covered under this legislation, pertaining to  
law enforcement agencies. 

What this legislation does do is open the Federal files in so many 
areas. Millions of files that are now not available to the public would 
become available to the public. I am not saying available to the pub- 
lic in terms of seeing somebody else's file, but seeing one's own file, 
seeing whether the material in there is relevant, seeing whether it is 
accurate, seeing whether it is current, and if it is not, providing the 
mechanism whereby that can be corrected. 

This is landmark legislation. This is legislation in which I take 
great pride having espoused it in February of 1969, and later with my 
good friend, the gentleman from California, Mr. Barry Goldwater. 
I n  my own district we refer to the legislation as the Koch-Goldwater 
bill, and in his district as the Goldwater-Koch bill; but the fact is 
that while the initial legislation was ours, it has been subjected to 
extensive review and anlendment by the committee and improved 
upon in a number of nTa;ys. This legislation is now the joint work 
product of many people. 1am proud to be one of those who brought 
this legislation to this point, where its passage seems assured. 

Again, I want to express my deep appreciation to the chairman, 
Mr. Moorhead, the members of the committee, its brilliant staff with- 
out whose hard work, we would not be here tonight, and to my partner 
on this legislation, Barry Goldwater, Jr. 

Mr. BIAGGI. Mr. Chairman, I rise in strong support of this legisla- 
tion. I feel that passage of this bill today will represent a significant 
victory in the battle against unlawful and dangerous intervention by 
the Federal Government in the private lives of the average American 
citizen. 

While the fourth amendment to our Constitution clearly spells out' 
the right of the individuals to privacy in recent years, the Federal 
Government has intensified their efforts to superimpose themselves 
into the lives of the individual. Many people pointed to these dan- 
gerous actions by the Government as the fulfillment of the Orwellian 
theory of "Big Brother" as contained in his masterpiece, "1984." 

What we are considering today is comprehensive legislation which 
will take a number of steps to protect the individual from the power 
of the Federal Government. Perhaps the strongest area of controversy 
concerns the maintaining of nonessential records by Government 
agencies against individuals. This legislation add~esses itself decisively 
to this problem in the following ways : 

It permits an individual to be aware of and have access to all per- 
sonal information records compiled by Government agencies, except 
in cases where these records are needed for law enforcement and na- 
tional security. 

It allows the individual to control the transfer of ~ersoaa l  infor-
mation records from one Government agency to another: 

It further specifies the extent of records which can be maintained 
by the Federal G~vernment, and specifically prohibits keeping of rec- 
ords which contain a person's political and religious beliefs unless 
clearly provided forby law. 

Finally, this legislation sets a new and important precedent by al- 
lowing for a civil remedy to be acquired by individuals in instances' 



when they have been denied access to their records or whose records 
have been kept or used in violation of the provisions of this law. The 
individual will have the right to bring suit as well as the ability to 
collect damages if it can be established that such actions were taken 
capriciously by the Government. 

I feel a sense of personal relief in the realization that the Congress 
has seized the initiative in this area. Many of us sitting here today 
have been the target of unlawful Government intervention ill our per- 
sonal activities. I feel that the recent abuses of power disclosed in the 
Watergate hearings may have provided a special impetus for the de- 
velopment of this legislation. One only has to read these hearings to 
discover. the extent to which certain Government agencies either were 
manipulated or on their own took steps to discredit those individuals 
they view with suspicion or fear. 

011the same token I am pleased to see that certain conditions were 
contained in this bill. As a former law enforcement officer, I know the 
value of maintaining information about potential or actually danger- 
ous groups. There are dangerous and anarchistic elements in this 
society which merit the close attention of law enforcement personnel 
and I applaud the fact that we are not tying the hands of law en- 
forcement as they work to uphold the law of the land. 

RIr. Chairman, the legislation we are considering today is both 
necessary and vital to the American people. We are a free nation and 
the strength of our Nation derives from the rights of the individual to 
freedom and privacy. Many Americans have become justifiably 
alarined in recent years by the increased activities of the Federal Gov- 
ernment in the area of maintaining personal records and information. 
We are today striking a blow against the potential of tyranny in this 
Nation and I am pleased to rise in support of this bill which can only 
enhance and strengthen the bonds of freedom which exist in this 
Natioiz. 

Mr. R E G ~ A .Mr. Chairman, I rise in support of H.R. 16373, the 
Privacy Act of 1974. 

I n  April of this year I joined with my colleagues Messrs. Gold-
water and Koch in participating in a special order to discuss the need 
for the establishment of a national privacy policy. A singular point 
or theme emerged from that discnssion; one of the basic tenants of 
our system of law is the right to  confront a witness or an accuser and 
to cross-examine him in order to elicit the truth. 

In  recent years computers, photocopiers, and other technological 
advances have made the storage and retrieval of information about 
citizens fast and relatively inexpensive. Almost without notice and 
in the name of efficiency our technological progress has moved us to-
ward the "big brother" supervision predicted in George Orwell's 
book "1984." 

Today, an individual does not really know who has information 
about him, or how many agencies or corporations are using it or for 
what purposes. There is no mechanism for providing explanations or 
to add mitigating facts. And, even more important there are no limits 
on what can be collected either by Government or the private sector. 

Information is collected b n  academic achievement, credit ratings, 
health, judicial records, employment history, birth and marriage rec- 
ords, m~litary records, tax returns and census records, to name a few. 



The written word, film, or computer punch card bears witness as  
eloquently as the spoken word. The right of access to and challenge of 
records by the subject of the information obtained in those records 
could, if exercised under the same or similar rules, only instill con- 
fidence in aid our governmelltal process. 

This bill, H.R. 163'73, would provide the Government with the tools 
it needs to regulate, collect, maintain, use, and disseminate personal, 
identifiable information. It would provide individuals with the safe- 
guards they need to prevent misuse of this information. 

Like the Freedom of Information Act, which I am sure this Congress 
will pass in one form or another, this bill is a significant step toward 
open government. 

Iurge my colleagues support for passage of this bill. 
Mr. BROWILL of North Carolina. Mr. Chairman, I strongly support 

the passage of H.R. 16313, the Right to Privacy Act. Earlier this year, 
I cosponsored H.R. 15524, a forerunner of this legislation. 

I feel, as do many Members of Congress, that there is a growing 
capacity for major violations of the privacy of Americans, as the Fed- 
eral Government increases its collection and use of data furnished by 
citizens for specific governmental purposes. Safeguards are needed to 
insure that the personal information obtained by the Government, for 
legitimate purposes, is not misused. Recently, we have witnessed fla- 
grant violations of the constitutional rights of some of our citizens by 
the Federal Government. We should enact legislation now to insure 
that these individual riglits are never again violated. 

While there can be no absolute pi-otection of privacy in any society, 
I believe R.R. 16373 provides the necessary safeguards for greater pro- 
tection of private records. Perhaps the greatest protection afforded the 
individual is his right to have access to his records, and to control the 
transfer of any personal data from one Federal agency to another for 
nonroutine purposes. Additionally, the bill will require the disclosure 
by every Federal agency of certain identifying characteristics about 
virtually all systems of records under their contro1, to insure that 110 
"secre.t" Government system of records is created. 

H.R. 16373 would also permit individuals access to civil court action 
against the Federal Government should their rights be violated. Pro- 
vision is made for the awarding of actual damages to an individual, if 
the Government is shown to have acted willfnllv. arbitrarily, or capri- 
ciously in violating the provisions of this nct. Crjrni~lal and civil penal- 
ties could be levied against individuals who disseminate or seek to 
obtain personal information contained in Federal files. 

Mr. Chairman, i t  is essential that the Ii'ederal Government, the larg- 
est repository of personal records in the country, do everything possible 
to safeguard these files and to protect the rights of every American 
citizen. H.R. 16373 contains these snfepnards and protections. I will 
support this measure and I urge mv collea,q.~~es to do likewise. 


Mr. MOORHEAD 
of Pennsylvania. Mr. Cha~rman,1have no further 
requests for time. 

The CHAIRMAN.Purs~lantto the rule, the Clerk will now read the 
colnmitte,e amendment in the natiire of a substitute print,ed in the re-
ported bill as an original bill for the purpose of arnenameat.~ 

1See p. 258. 



Mr. MOORHEAD of Pennsylvania (during the reading). Mr. Chair- 
man,I ask unanimous consent that the bill be considered as read, 
printed in the Record, and open to amendment a t  any point. 

The CHAIRMAN. ISthere objeotion to the request of the gentleman 
from Pennsylvania ? 

There was no objection. 

AMENDMENTS OFFERED BY MR. MOORREAD OF PENNSYLVANIA 

Mr. MOORHEAD of Pennsylvania. Mr. Chairman, I ofier two aniend- 
ments, and I ask unanimous consent thah my amendments be con- 
sidered en bloc. 

The CHAIRMAN. ISthere objection to the request of the gentleman 
from Pennsylvania ? 

There was no objection. 
The Clerk read as follows : 
Amendments offered by Mr. Moorhead of Peniisylvania : Page 22, lines 19 and 

20, strike out "in any rule promulgated". 
Page 27, line 8, immediately af ter  "(2)" insert "subject to the provisions o f  

paragraph (5) of this subsection,". 
Page 28, line 12, strike out "and" ;on Line 16, strike out the period and insert i n  

lieu thereof ''; and "; and immediately after line 16, insert the following new 
paragraph : 

(5)  a t  least 30 days prior to publication of information under paragraph (2)  
(D) of this subsection publish i n  the Federal Register notice of the use or in- 
tended use of the information i n  the system, and provide a n  opportunity f o r  
interested persons to  submit written data, views, or arguments to  the agency. 

Mr. MOORIIEAD of Pennsylvania (during the reading). Mr. Chair- 
man, I ask unanimous consent that further r e d i n g  of the amendments 
be dispensed with. They have been distributed to the minority side, and 
I do not think further reading of the amendments is necessary. 

The CHAIRMAN. ISthere objection to the request of the gentleman 
from Pennsylvania ? 

There was no objection. 
(Mr. MOORHEAD of Pennsylvania asked and m a  given permission to 

revise and extend his remarks.) 
Mr. MOORHEAD of Pennsylvania. Mr. Chairman. this amendment has 

also been discussed in advance with the minority sicle. I t s  purpose is to 
tighten up the part of the bill under which a Federal agency makes 
its determination as to the "routine pnrpose" for which records con- 
tained in a system of records are to be used or intended to be used. As I 
explained in earlier remarks, "routine" uses of personally identifiable 
information permit an agency to transfer snch records without obtain- 
ing the individual's consent-within the agency or between agencies- 
in the "routine" conduct of Government business. 

It is es~ential, however, that this "routine" authoritv is not abused 
so as to circumvent the basic purposes of this law. Under the present 
lan,g~age of the bill, an agency-under subsection (e)-may pnbljsh 
in the Federal Register a list of each "r~utirte pnrpose" for whlch 
records in an information system are used. The danger is that there is 
no check on the agencv--e$cept congressional oversipht-as to what 
misht be called a "routine px~rpose." A bureaucrat might be tempted 
to ~nclude a "nonroutine" use i'n the dclinition of "roiltine" and subvert 
the safeguards set up for individual priracy in this bill. 



Therefore, the purpose of these amendments is to subject the a,gency 
determination to public scrutiny by providing 30 days for interested 
parties to submit to the agency after publication in the Federal Regis- 
ter written data, views, or arguments as to its interpretation of "routine 
purpose." I believe that this amendment strengthens the bill against 
potential bureaucratic abuses and urge that it be adopted. 

Mr. E ~ N B O R N .  Mr. Chairman, will the gentleman yield? 

Mr. MOORHEAD 
of Pennsylvania. I yield to the gentleman from 

Illinois. 
Mr. ERLENBORN. Mr. Chairman, I thank the gentleman for yielding 

to me. I want to say that the gentleman from Pennsylvania has fur- 
nished me with a copy of the amendments, and I support the amend- 
ments. 

The CHALRMAN. The question is on the amendments offered by the 
gentleman from Pennsylvania (Mr. Moorhead). 

The amendments were agreed to. 

AMENDMENT OFFERED BY MR. MOORHEAD O F  PENNSYLVANIA 

Mr. MOORHEAD of Pennsylvania. Mr. Chairman, I offer a technical 
amendment. 

The Clerk read as follows : 
Amendment offered by Mr. Moorhead of Pennsylvania: On page 33, line 2, 

after "(F)" insert "and t i )  ". 
On page 30, line 24, strike "( j) or". 
Mr. MOORHEAD of Pennsylvania. Mr. Chairman, I will be brief in ex- 

plaining this amendment, which has been previously discussed with 
the minority side. Very simply, it tightens up a part of the bill where 
a loophole might exist. It provides that if the head of an agency utilizes 
the authority under subsection (j)  of the bill to exempt a system of 
records from this law, such action shall not exempt the particular 
agency from safeguards to the public a ainst abuse of such exemption 
authority as provided in subsection (iy, imposing criminal penalties 
for violations of the act. 

I trust that the amendment will be adopted. 
Mr. ERLENBORN. Mr. Chairman, will the gentleman yield? 
Mr. MOORHEAD Pennsylvania. I yield to the gentleman from of 

Illinois. 
Mr. ERLENBORN. Mr. Chairman, I thank the gentleman for yielding 

to me. Ido support the amendment. 
The CHAIRMAN. The question is on the amendment offered by the 

gentleman from Pennsylvania (Mr. Moorhead). 
The amendment was agreed to. 

AMENDMENT OFFERED BY MR. ERLENBORN 

Mr. ERLENBORN. Mr. (%airman, I offer an amendment. 

The Clerk read as follows : 

Amendment offered by Mr. Elrlenborn: On page 34, in line 14, strike out the 

word "or" ; 
In line 16, strike out the period and insert In its place a semi-colon ;and 
After line 16, insert the following : 



" ( 5 !  investigatory material compiled solely for the purpose of determining 
suitabiIity, eligibility, or  qualifications for Federal civilian employment, military 
service, Federal contracts, or access to classified information, but only to the 
extent that the disclosure of such material would reveal the identity of a source 
who furnished information to the Government under an express promise that 
the identity of the source would be held in confidence, or, prior to the effective 
date of this section, under an implied promise that the identity of the source 
would be held in confidence ; 
"(6) testing or examination material used solely to determine individual qual- 

ifications for appointment or promotion in the Federal service the disclosure of 
which would compromise the objectivity or fairness of the testing or examina- 
tion process ;or 
"(7) evaluation material used to determine potential for promotion in the 

armed services, but only to the extent that the disclosure of such material would 
reveal the identity of a source who furnished information to the Government 
under an express promise that the identity of the source would be held in confi- 
dence, or, prior to the effective date of this section, under an implied promise that 
the identity of the source would be held in confidence." 

Mr. E R ~ N B O R N  (during hhe reading). Mr. Chairman, I ask unani- 
mous consent that further reading of the amendment be dispensed with 
and that the amendment be printed in the Record at this point. 

The CHAIRMAN. Is  there objection to the request of the gentleman 
from Illinois ? 

There was no objection. 
(Mr. Erlenborn asked and was given permission to revise and ex- 

tend his remarks.) 
Mr. ERLENBORN. Mr. Chairman, a copy of this amendment has been 

furnished to the majority, and since the amendment has not been read, 
I mould like to briefly describe its three purposes. This adds in the 
specific exemption, subsection (k) (3) exemptions not found in the bill. 

The first is investigatory material compiled solely for the purpose of 
determining suitability, eligibility, or qualification for Federal civil- 
ian employment, military service, Federal contracts, or access to clas- 
sified information, but only to the extent that the disclosure of such 
material would reveal the identity of the source that was a confidential 
source, promised confidentiality. 

As Isaid during the general debate, the Washington Post this morn- 
ing, in an editorial, incomectly described this as closing the files en- 
tirely. The files will be open. The individual will have access to the 
files and to the information contained therein. But we will protect the 
confidentiality of statements that have been given in the past on a 
promise of confidentiality, express or implied, and will protect in the 
future the confidentiality of statements that were given by someone 
with an express promise of confidentiality. 

The second part of the amendment will exempt testing or examina- 
tion material used solely to determine individual qualifications for 
appointment or promotion in the Federal service, the disclosure of 
which would compromise the objectivity or fairness of the testing or 
examination 

This amen Bment has been requested by the Civil Service Commis- 
rocess. 

sion. Under the bill, without this exemption, each test that is given- 
and there are hundreds of such tests that have been prepared by the 
Civil Service Commission-would be available to any individual who 
took the test-the questions and the answers. That test then would be 



ÿ compromised and could never be used again. The Civil Service Com- 
mission would have to prepare a whole new test the next time la test in 
.that area was given. This would be an unnecessary expense without 
enhancing the privacy of any individ~d.  I think this portion of the 
:amendment is certainly warranted. 

Lastly, my amendment provides a specific exemption for evaluation 
material used to determine potential for promotion in the Armed 
Services, but again, only to the extent that it is necessary to protect a 

.confidential source. 
As to the first and third portions of this amendment, the protection 

-of confidential sources, I think it is very interesting that the House 
today overrode a veto of amendments to the Freedoni of Information 
Act, and that Freedom of Information Act gets into the same area of 
information. 

Listen to the report of the conference committee relative to the Free- 
.dam of Information Act. It says : 

I n  every case where the investigatory records sought were compiled for lam en- 
forcement purposes, either civil o r  criminal in  nature, the agencies can withhold 
t h e  names, addresses and other information that  would reveal the identity of a 
.confidential source who furnished the information. 

So there, in that act, we saw the need to piotect the confidential 
source. I think we shonld do likewise in this act. 

Mr. Chairman, the President on October 9th issued a statement en- 
dorsing the legislation before us. He had in that statement, however, 
one reservation. He said : 

H.R. 16373, the Privacy Act of 1974, has my enthusiastic support except for the 
provisions which will allow unlimited individual access to records vital to deter- 
mining eligibility and promotion in the Federal service and access to classified 
Information. 

I strongly urge a floor amendment permitting workable exemptions 
to accommodate these situations. This is the amendment that will meet 
the President's concern, and I think it is a valid concern. 

There is one last observation that I would like to make. I have here 
a copy of the decision in the case of Koch against the Department of 
Justice. It is a decision of the District Court of the District of Co- 
lumbia, which is considered one of the more liberal courts, and the 
judge was Judge Gerhard Gesell, who is considered one of the more 
liberal judges. 

I woulld like to read just one or two excerpts from the decision. 
The judge says : 
Background files on Congressman Bingham which were compiled during in- 

-vestigations into his eligibility for certain high Government posts. Such em- 
ployment checlrs a r e  routine, fully authorized, and essential to the maintenance af 
Lintegrity in government service. 

The court later in another part says as follows : 
Plaintiffs' narrower interpretation of that  exemption is unjustified, since it 

mould require disclosure of highly confidential information supplied to Bureau 
investigators. I n  order to insure such confidentiality, F B I  files may be withheld 
=If law enforcement was a significant aspect of the investigation. 



The judge goes on further to say : 

This is true even if the laws being enforced were regulatory rather than crim- 


rinal in  nature. 

Then the judge later says : 
Even inactive investigatory files may have t o  be kept confidential in  order t o  

.convince citizens that  they may safely confide in  law enforcement officials. 

Mr. Chairman, unless we adopt this amendment, confidential state- 
ments given to investigators in the past will be made available to the 
persons about whom the investigations are being made. 

'The C H A ~ M A N .  The time of the gentleman from Illinois (Mr. Erl- 
wenborn) has expired. 

(By unanimous consent, Mr. Erlenborn was allowed to proceed for 
2 additional minutes.) 

Mr. ERLENBORN. Mr. Chairman, there are literally hundreds of 
thousands of people across this country, many Members of Congress 
included, who in the past have given confidential statements relative 
to people who are 'being considered for high Government posts. These 
.confidential statements will be opened up to the individual who is be-
ing investigated if the bill passes without amendment-and, I think 

.equally important, in the future we would not be able to conduct mean- 
ingful investigations into such matters as the appointment of a Vice 
'President and the appointment of members of the courts, including the 
Supreme Court, District Courts, and so forth, unless we have limited 
ability to promise confisdentiality where it is necessary to get candid 
information concerning individuals. 

Mr. Chairman, I hope that my amendment mill be supported. 

Mr. SMITHof New Pork. Mr. Chairman, will the gentleinan yield? 

Mr. ERLENBORN.
I yield briefly to the gentleman from New York. 
Mr. SMITHof New York. Mr. Chairman, clo I understand that the 

gentleman's amendment would open the files, as far  as the background 
*statements themselves are concerned, as long as the identity of the 
person making those statements was preserved? 

Mr. ERLENBORN. Mr. Chairman, I thank the gentleman for his ques- 
tion. The gentleman is exactly right. 

The information, derogatory or otherwise, mill be made available 
t o  the individual. The only portion that will be kept confidential is the 
name of the one who has given the information in confidence, or such 
information as might lead to his identity. 

Mr. SMITHof New York. I thank the gentleman. 

Mr. HOLIFIELD.
Mr. Chairman, mill the gentleman yield? 

Mr. ERLENBORN.
I yield to the gentleman from California. 

Mr. HOLIFIELD.
Mr. Chairman, I would like, of course, to  say, not 

being a lawyer, that I find myself a t  somewhat of a disadvantage, 
with the very complexity of this bill. 

I recognize the laudable purpose of it. I do intend to vote for the 
bill. I n  committee I did vote with the gentleman for this amendment, 
or  one very close to  it. There seems to be a difference of opinion as to  
whether this is the exact amendment or not. I expect ta vote for it a t  
this time. 



I think that if we do reveal the sources of confidential information, 
after we have or an agency has obtained the information under the 
promise of protecting the source, it would imperil the access to infor- 
mation which we should have. t 

The CHAIRMAN. The time of the gentleman from Illinois (Mr, 
Erlenborn) has expired. 

(On request of Mr. Holifield and by unanimous consent, Mr. Erlen- 
born was allowed to proceed for 2 additional minutes.) 

Mr. HOL~IELD.Mr. Ohlairman, I also beliew .t;hat there might be a. 
great danger, both to the Government and to the individual involved 
who gave that information, if the source was revealed. 

Therefore, Ih d myself in general agreement with this amendment. 
Ivoted for the amendment in committee, although we lost it in comrnit- 
tee, as the gentleman remembers. It does seem to me that it is a pro- 
tective amendment. 

We lare skating on thin ice, between freedom of information and pri- 
vacy of information, and I think the extra care that this would give 
or the extra protection it would give to sources that might be vital to  
the Government in many fields is worthy of consideration. 

Mr. Chairman, I would hope that the chairman of the subcommittw, 
unless there is a very strong reason, which he will undoubtedly express 
if there is such a reason, might be gble to accept this amendment. 

Mr. ERLENBORN. Mr. Chairman, I thank the gentleman for his snp- 
port. 

Mr. MQOREIEAD of Pennsylvania. Mr. Chairman, will the gentleman 
yield ? 

Mr. ERLENBORN. I yield to the gentleman from Pennsylvania. 
Mr. MOORHJUD of Pennsylvania. Mr. Chairman, I will say to the 

chairman of the full committee that I felt that I am bound by the vote 
of the full committee, which, as I recall, was 22 to 11not to accept the 
amendment offered by the gentleman from Illinois. 

I have tried to negotiate portions of this matter with him, but unsnc- 
cessfully, even though we have been very successful in reaching agree- 
ments on many other pieces of legislation. 

Mr. GOLDWATER. Mr. Chairman. will the mntleman vield ? 
Mr. ERLENBORN. I will be happy to yie'ld to the ientleman from 

California. 
Mr. GOLDWATER. I thank the gentleman for yielding. I would like to 

ask him a question. I can appreciate what the gentleman is trying to do, 
and that is to protect the parties' sources of information, but is there 
anywhere any protection to eliminate the inclusion of vicious rumors, 
suibjwtive opinions, Ealse statements, or honest mistakes that are in t.he 
records that are supplied by these parties ? 

Mr. ERLENBORN. Yes. I would point out that the information in the 
file will be made available quite generally, whether it is derogatory, 
defamatory, or whatever. We will only protect the confidential source. 

Mr. MOORHEADof Pennsylvania. Mr. Chairman, I make the point of 
order that a quorum i s not present. 

The CHATRMAN.The Chair will count. 

Thirty-six Members are present, evidently not a quorum. 




In view of the inoperability of the electronic device, the Clerk will 
call the roll. 

The Clerk called the roll, and the following Members failedto an- 
swer to their names : 

[Roll No. 6361 

Ashley Fraser 
Baker E'ulton 
Bergland Gibbons 
Bingham Ginn 
Blatnik Goodling 
Bog@ Grasso 
Brasco Gray
Breaux Green, Oreg. 
Broomfield Hanrahan 
Brotzman Hansen, Wash. 
Burton, John HBbert 
Burton, Phillip Heckler, Mass. 
Oamp Jarman 
Carey, N.Y. Jones, Ala. 
Chappell Jones, N.C. 
Clay Kuykendall
Cohen Leggett
Conable Luken 
Conlan McEhven 
Coughlin McKinney
Cronin Madigan
Davis, Ga. Martin, Nebr. 
D$gs Mathias, Calif. 
Dingell Mayne
Downing Meicher 
Drinan Hitchell, Md. 
Esch Murphy, Ill. 
Eshleman Murphy, N.Y. 
Evans, Colo. Nichols 
Foley Obey
Ford O'Hara 

Parris 
Pa tman 
Pike 
Poage
Podell 
Quie
Rarick 
Reid 
Riegle
Roncallo, N.Y. 
Rooney, N.Y. 
Rosenthal 
Runnels 
Sandman 
Shoup
Stark 
Steele 
Steiger, Ariz. 
Teague
Tiernan 
Ullman 
Veysey 
Waldie 
Wilson, Charles H., 

Calif. 
Wyatt 
Wyman
Young, Alaska 
Zion 

Accordingly the Committee rose; and the Stpeaker pro tempore 
(Mr. McFall) having assumed the chair, Mr. Brademas, Chairman of 
the Committee of the Wlhole House on the State of the Union, reported 
that that Committee, having had under consideration the bill H.R. 
16373, and finding itself without a quorum, he had directed the roll 
to be called, when 344 Members responded to their names, a quorum, 
and he submitted herewith the names of the absentees to be spread 
upon the Journal. 

The Committee resumed its sitting: 
The CHAIRMAN. The Chair recognizes the gentleman from Pennsyl- 

vania (Mr. Moorehead). 
Mr. MOORHUD of Pennsylvania. Mr. Chairman, I rise in opposition 

.to the amendment. 
I oppose the amendment because I think it ,makessecond-class cit- 

izens out of some 4% million Government employees, civil and mili-
tary. And I wish to report to the membersl~ip that the amendment is 
opposed by t!he Government Employees Council, AFLCIO.  

Mr. FASCELL.Mr. Chairman, will the gentlemqn yield? 

Mr. MOORREAD 
of Pennsylvania. At this time I yield to my colleague 

on the committee, the gentleman from Flolida (Mr. Fascell). 



Mr. FASCELL.Mr. Chairman, 1 thank the gentleman for yielding. 
I also am strongly opposed to this amendment, because what it does: 

is set up a whole new exemption and write a provision into law which! 
cloes not now exist. Otherwise there woula be no reason for the amend- 
ment. 

The amendment specifically exempts from the provisions of this biil 
identity or source of information. There is no such exemption now in, 
the law. 

Other Rlembers, just as I have been, have been asked many, many 
times to give information. Never have I had anp Government agencv o r  
agent say to me, "Sir, the information you give me is classified" o r  
'<The information mill be lcept confidential." 

Mr. Chairman, what the pending amendment mould do is write this 
trelnendous loophole i ~ ? t o  the statutes of this country and change t h e  
complete thrust of this bill. That is what this amendment does, is to 
give the applicant the right to loolc at information; the burden is then 
on him to prove his innocence without ever knowing who the persont 
was or what the source was of the adverse or rlerogntory information. 

Mr. Chairman, this amendment destroys the principal purpose of 
this bill. 


Ms. ABZUG.Mr. Chairman, will the gentleman yield? 

Mr. MOORHEAD 
of Pennsylvania. I yield to the gentlewoman from 

New York. 
Ms. ABZUG.Mr. Chairman, I might add that should there be any 

serious question of the need to protect the confidentiality of inform- 
ants' identitv for law enforcement activities or for national security 
purposes, that identity would be protected under specific exemptions 
in the bill which we have before us. 

So that the only purpose that the amendment offered by the gentle- 
man from Illinois (Mr. Erlenborn) would serve would be, as has been 

' stated by both of my colleagt~es on the committee, to exempt millions 
of civilian employees and military employees from the safeg~~ard pro-
visions of this bill, which are so desperately needed. The need for pri- 
vacy protections for these partioular groups has been amply document- 
ed by a GAO report which is in our committee and which the gentle- 
man i s well aware of. 

Mr, MOORHEAD of Pennsylvania. Mr. Chairman, in the interest of 
brevity, I v i ~ l d  back the balance of my time and I hope that a vote 
can he called for pron~ptlv. 

Vr .  GOLDWATER. Mr. Chairman, I move to strike the last word. 
Mr. Chairman, I rise with certain reservations with regard to this 

amendment. I likewise am veat ly  concerned with protecting the rights 
of applicants for civil servlce employment and with insuring that the 
applicant have access to information about him that is furnished by 
third parties. I likewise recognize the difficult question regarding 
policy matters contained in this particular bill, in that, if taken in its 
true sense, open up disclosure of third-party information. 

I would like a t  this point to ask the author of the amendment (Mr. 
Erlenborn) a few questions if he would be kind enough to respond'. 



Mr. Erlenborn, what in this provision provides for the applicant to- 
rebut or to coixntermand any vicious rumors or s~~bjective opinions or. 
false statements or honest mistakes taken from third partics about an 
inclividnal 8 

Mr. ERI~EN~ORN. I f  the gentleman mill yield, the bill itself provides 
for the first time the right of access by ail individual to records main- 
tained concerning himself or herself, and the bill provides that if t h e  
individual believes that the information is inaccurate, he has a right 
to demand that the information be corrected. This is as to all records 
generally and can be applicable to these free employment and security 
investigation files as well. Therefore, the application of the bill-not 
the amendment-but the applicatiou of the bill is such that i t  provides 
this right to the individnal to demand that a file be made accurate i f  
he considers it to be inaccurate. 

Mr. C*or,r)w~mR. How will the applicant know that there is included 
in his file information from a third party or  confidential source? 

Bfr. ERLENBORN. Will the gentleman yield? 

Mr. GOI,D~ATER. 
Ym, I yield to the gent,leman. 

Rlr. ERLENBORN. 
AS provided in my amendment. the information 

contained in the file will be made available to the individual about 
whom tshe file has been maintained. 

Only to the extent that the confidential source would be com-
promised would we keep the name of the iridiuidual who is the con- 
fidential source or such information as would identify him from thw 
applicant. That information monld be kept from the individual seek- 
ing information. Otherwise, all the rest of the contents of the file;. 
including any of this derogatory information, mould be made available 
to the jobseeker. 

Mr. GOLDWATER. ISit your unclerstanding that your ainendment 
notwithstanding, the applicant would be allo\red to file with this in- 
formation obtained from a confidential source his own version or h i s  
own reb~~t ta l  or perhaps his own denial of that accusation or erro- 
neous information ? 

Mr. ER~F,NBORN. Yes. 'lJnder the terms of the bill itself, that mould 
be a remedv available to the individual a b n t  whom the file was kept. 

Mr. G O L D W A ~ R .  One other question: It is my ui1clerstanding that 
promiws of confidentiality have in most cases onlv been made on the 
strength of bureaucratic authority as to most Civil Service records and 
that thrre iq no statt~tory authority for agencies to grant confidential- 
ity or protection ;am I correct ? 

Mr. ERT~ENRORN. Jf the gentleman will yield, in the past, of course, 
an individual never had an opportnnity to go into his security clear- 
ance file or into his free emplovment file. 

Therefore. the question really never arose. 
I11the past there has been lawfully expre,ssed and implied promises 

of confidentiality given to those who have made statements to inves- 
tigators. 

The funct io~ of this bill. if it is not amended by the Erlenborrr 
amendment, will be to open up all of those old files so that thosestate- 



ments that were given in confidence will now be made available to the 
individual. 

The gentleman from Florida says that he has never had any prom- 
ises, express or implied. I n  that casej his name will be made avail- 
able if he is one who has given such a statement, because the only thmg 
that would be protected are those confidential sources. 

Mr. GOLDWATER.Obviously, it appears by this language in the 
amendment that we are in essence legitimatizing this practice. 

The CHAIRMAN. The time of the gentleman from California has 
expired. 

(By unanimous consent, Mr. Goldwater was allowed to proceed for 
1additional minute.) 

Mr. GOLDWATER. One last question, Mr. Chairman, and that is :This 
gives discretion to the agency to arbitrarily decide which information 
it will supply, and which information it will withhold. The question 
that occurs to me is, where is the check and balance? It is the inten- 
tion of this committee that information should be disclosed to an 
applicant or to an individual upon request, but, if there is this discre- 
tion within the agency, then where is the check and the balance? 
Where is the impartial review, the in camera inspection to determine 
whether in fact all information is included, or whether in fact third 
parties should perhaps be made available ? 

Mr. ERLENBORN.I f  the gentleman will again yield, I think the 
general access to the courts, as we provide in the bill, would provide 
that. However, let me make this one additional point, and that is that 
many Members of this House, myself not included, but many Members 
of the House have sponsored the newsmen's shield bill, realizing the 
great advantage that there is in confidential sources, and it will protect 
such sources of newsmen and newspapers, and it would shield them so 
that they would not have to reveal their sources and, if we pass that 
legislation we would find that possibly just wild rumors could be 
printed in the paper, and the source of the information to the news 
media could not be revealed. 

The CHAIRMAN. The time of the gentleman has again expired. 
Mr. MOORHEAD of Pennsylvania. Mr. Chairman, I ask unanimous 

consent that all debate on this amendment and all amendments thereto 
do now close. 

The CHAIRMAN. ISthere objection to the request of the gentleman 
from Pennsylvania ? 

There was no objection. 
The CHAIRMAN. The question is on the amendment offered by the 

gentleman from Illinois (Mr. Erlenborn) . 
The question was taken, and the Chairman announced that the noes 

appeared to have it. 
RECORDED VOTE 

Mr. ERLENBORN.Mr. Chairman, I demand a recorded vote. 
A recorded vote was ordered. 
The vote was taken by clerks, and there were--ayes 192, noes 177, 

not voting 65, as follows : 



[Roll No. 6371 

AYES-192 

Abdnor Ginn Pettis 
Anderson, Ill. 
Arldrews, N. Dak. 
Archer 
Arends 

Goodling 
Gray 
Gross 
Grover 

Pike 
Powell, Ohio 
Preyer 
Price, Tex. 

Armstrong 
Ashbrook 

Gubser 
Gude 

Pritchard 
Quie 

Bauman 
Beard 

Guyer 
Hammerschmidt 

Quillen 
Randall 

Bell 
Bevill 
Biester 
Blackburn 

Hansen, Idaho 
Hastings 
Hays 
Heclrler, Mass. 

Regula 
Rhodes 
Roberta 
Robinson, Va. 

Bray 
Breaux 

Heinz 
Henderson 

Robison, N.Y. 
Rousselot 

Brinkley Hillis R ~ P P ~  
Brcvtzman Hinshaw Satterfield 
Brown, Mich. 
Brown, Ohio 

Ho,qan 
Holifield 

Scherle 
Schneebeli 

Broyhill, N.C. 
Broyhill, Va. 
Burgener 
Burke, Fla. 

Holt 
Horton 
Hosmer 
Huber 

Sebelius 
Shriver 
Shuster 
Sikes 

Burleson, Tex. Hunt Slrubitz 
Butler Hutchinson Smith, N.Y. 
Byron 
Carter 
Casey, Tex. 
Clancy 
Clausen, Don H. 

1chol.d 
Jai-man 
Johnson, Colo. 
Johnson, Pa. 
Jones, Okla. 

Snyder 
Spence 
Stanton, J. William 
Steed 
Steele 

Clawson, Del. 
Cleveland 
Collier 
Collins, Tex. ' 

Jones, Tenn. 
Jordan 
Kemp 
Ketchum 

I I 

Steiger, Ariz. 
Steiger, Wis. 
Stratton 
Stubblefield 

Conte 
Coughlin 
Crane 
Daniel, Dan ' 
Daniel, Robert W., Jr, 

Lagomarsino 
Landgrebe 
Latta 
Lent 

, Lott ' 

Symms 
Talcott 
Taylor, Mo. 
Taylor, N.G. 
Thomson, Wis. 

Davis, S.C. 
Dellenback 
Denholm 
Dennis 
Derminski 
Devine 
Dickinson 
Downing 
Duncan 
du Pont 

' 

' 

Lujan 
!McClory 
AIcCloskey 
McCollister 
McDale 
BlcEwen 
McKay 
Rlahon 
Mallary 
Mann 

!Phone 
Treen 
Ullman 
Vander Jagt  
Veysey 
Waggonner 
Walsh 
JVampler 
Ware 
Whalen 

Edwards, Ala. i\Iaraziti ' White 
Erlenborn 
Esch 
Findley 
Fish 

Martin, Nebr. 
Martin, N.C. 
Mayne 
Milford 

Whitehurst 
Widnall 
Wigsins 
Willlams 

Fisher 
Flowers 
Flynt 
Forsythe 
Fountain 
Frelinghuysen
Frenzel 
Frey 
Fuqua 
Gettys 

Miller 
Minshall, Ohio 
Mizell 
Mollohan 
Moorhead, Calif. 
Myers 
Nedzi 
Nelson 
O'Brien 
Patten 

'Wilson, Bob 
Winn 
Wydler
Wylie 
Young, Alaska 
Young. Fla. 
Young, Ill. 
Young, S.C. 
Zion 
Zm-ach 

63-619-7659 



Abzug 
Adams 
Addabbo 
Alexander 
Anderson, Calif. 
Andrews, N.C. 
Annunzio 
Ashley 
Aspin 
Badillo 
Bafalis 
Barrett  
Bennett 
Biaggi 
Bingham 
Boland 
Bolling 
Bowen 
Brademas 
Breckinridge 
Brooks 
Brown, Calif. 
Buchanan 
Burke, Calif. 
Burke, Mass. 
Burlison, No. 
Burton, John 
Burton, Phillip 
Carney, Ohio 
Chisholm 
Clay 
Collins, Ill. 
Conyers 
Corman 
Cotter 
Culver 
Daniels, Dominick V. 
Danielson 
de la  Garza 
Delaney 
Dellurns 
Dent 
Diggs 
Diugell 
Donohue 
Dorn 
Drinan 
Eclrhardt 
Edwards, Calif. 
Eilberg 
Evans, Colo. 
Evins, Tenn. 
E'ascell 
Flood 
Foley
Ford 
Fraser 
Gaydos 
Giaimo. 

Gibbons 
Gilman 
Goldwater 
Gonzalez 
Green. Pa. 

Hanley 
Hawahan  
Hansen, Wash. 
Harrington 
Hamkins 
Hechler, W. Va. 
Helstoski 
Hicks 
Holtzman 
Howard 
Hudnut 
Hungate 
Johnson, Calif. 
Karth 
Kastenmeier 
Icazen 
Kluczynski 
Koch 
Kyros 
Leggett 
Lehman 
Litton 
Long, La. 
Long, Md. 
Luken 
McCormack 
McFall 
McSpadden 
Macclonald 
Rladdeu 
Matsunaga 
Rlazzoli 
Meeds 
Melcher 
Netcalfe 
Mezvinsky 
Mills 
Minish 
Mink 
3litchel1, N.Y. 
Moakley 
Rlontgomery 
Moorhead, Pa. 
Morgan 
Mosher 
Moss 
Murphy, N.Y. 
Murtha 
Natcher 
Nix 
Obey 

O'Hara 
Owens 
Passman 
Pepper 
Perkins 
Pey ser 
Pickle 
Price, Ill. 
Range1 
Rees 
Reid 
Reuss 
Rinaldo 
Rodino 
Roe 
Eogers 
Roncalio, Wyo. 
Rooney, Pa. 
Rose 
kosenthal 
Rostenkomski 
Roush 
ROY 
Roybal 
Ryan 
S t  Germain 
S a r ~ s i n  
Sarbanes 
Schroeder 
Sei berliilg 
Shipley 
Sisk 
Slack 
Smith, Iowa 
Stanton, James V. 
Stark 
Steelman 
Stephens 
Stokes 
Studds 
Sullivan 
Syruington 
Thompson, N.J. 
Tiernan 
Traxler 
Udall 
Van Deerlin 
V:~nder Veen 
Vanik 
Vigorito 
Whitten 
Wilson, Charles, Tex. 
Wolff 
Wright 
Yates 
Yatron 
Young, Ga. 
Young, Tex. 
Zablocki 



NOT VOTING--65 

Baker Fulton P a t n i ~ u  
Bergland 
Blatnik 
Boggs
Brasco 

Grasso 
Green, Oreg. 
Griffiths 
Hanna 

Poage 
Podell 
Railsback 
Rarick 

Broomfield 
Cramp 
Carey, N.Y. 
Cederberg 
Chamberlain 
Chappell 
Clark 
Cochran 
Cohen 
Conable 
Conlan 

I-Iarsha 
HBbert 
Jones, Ala. 
Jones, N.C. 
King 
Kuykendall 
Landrum 
McKinney 
Madigan
Mathias, Calif. 
Mathis, Ga. 

Riegle 
Roncalla, N.Y. 
Rooney, N.Y. 
Runnels 
Ruth 
Sandman 
Slioup 
Staggers 
Stuckey 
Teague 
Thornton 

Cronin 3Iichel Towell, Nev. 
Davis, Ga. Mitchell, Md. Waldie 
Davis, Wis. 
Dulski 

Murphy, Ill. 
Mchols 

Wilson, Charles H., 
Calif. 

Eshleman 
Froehlich 

O'Neill 
Parris 

Wyatt 
Wyman 

So the amendment was agreed to. 
The result of the vote was announced as above recorcled. 
Mr.  MOORITEADof Pennsylvania. Mr. Chairman, I rise to see if I can 

detenni~na haw many inore ameedrnents there are expected to be of- 
fered, to see if it would be possible to arrive a t  an agreement on time 
for closing debate on this legslation. 

Mr. ERLENBORN. Mr. Chalnnan, will the gentleman yielcl 1 
Mr. MOORHEAD Pennsylvania. I yield to the gentleman from of 

Illinois. 
Mr. ERLENBORN.Mr. Chairman, we just checked a t  the minority 

desk as to how many amendments me are aware of. There are about 12 
or 13, not all of them are contested ;probably 4 or 5 are contested. 

Nr. MOORHEADof Peimsylvania. Mr. Chairman, I will not make my 
unanimous consent request at this p i n t .  

AMENDMENT OFFERED BY MR. FASCELIi 

Mr. FAGCELL.Mr. Chairman, I offer an amendment. 
The Clerk read as follows : 
Amendment offered by Mr. FASCELL:Page 31, line 5, strike out line 5 and all  

t h a t  follows through line 13 and insert in lieu thereof the following: 
"(3) I n  any suit brought under the pro~isions of subsection ( g )  (1) (B) or (C) 

of this section i n  which the court determines- 
"(A) that  the agency has refused or failed to comply with any of the provi- 

sions of this section, or any rule promulgated thereunder, the United States shall 
be liable to the individual in  an amount equal to  the sum of- 

"(i)actual damages sustained by the individual a s  a result of the refusal or 
failure :and 

"( i i )  ' the costs of the action together with reasonable attorney fees a s  deter- 
mined by the court ;or 

" (B)  that.the agency's refusal or failure has been willful, arbitrary, or capri- 
cious, th+ United States shall be liable to the individual in a n  amount eoual to  
the  sum of- 



"(i) actual damages sustained by the individual as a result of the refusal or 
faffure; and 

(i i)  punitive damages allowed by the court ; and 
"(iii) the costs of the action together with reasonable attorney fees as deter- 

mined by the court." 

(Mr. Fascell asked and was given permission to revise and extend 
his remarks.) 

Mr. F ' A s c ~ .Mr. Chairman, what my amendment does is to restore 
to the bill language which was in the bill in subcommittee, stricken out 
in the full committee, dealing with damages, the right of damages and 
remedies available Lo the individual. 

I f  the members of the committee will follow me, in the present bill 
on page 31 with the section we are talking about, they will find the 
remedies in the lawsuit there for actual damages sustained by the in- 
dividual, together with the court costs and reasonable attorney fees. 

The Members will notice, however, that it is predicated only in those 
cases where there is willful, arbitrary or capricious action by the 
agency. There, the Members will find a complete departure from ordi- 
narily understood law, tort law. A remedy that would be available to an 
individual if he were! damaged in this case, we limit his recovery .to 
actual damages. We require him to prove that he was damaged by a 
willful, arbitrary, or capricious violation, the kind of burden which 
is a very d 5 c u l t  burden, I assure the Members, as a lawyer. The Mem- 
bers who are lawyers know that, where we place that kind of a burden 
only in those cases where we seek punitive damages. 

So, what my amendment would do would be to restow the right of 
actual damage in those cases where there is a refusal or a failure to  
comply with the law, aside from whether i t  is willful, capricious or 
arbitrary; just sheer negligence, whether it is inadvertent or not, The 
fact that there is a refusal or  an inability or a failure to comply with 
the law then will allow the individual to redress for actual damages 
and t h e ~ o s t s  of the action. 

Then, what we do in those cases where we have willful, a r b i t r a ~  
or capricious action by an agency is to allow recovery for actual dam- 
age or punitive damage. So, what this amendment does, to recap, is to  
take the reasonable remedy, restore the rights to the individual who is 
actually damaged in the cases where, in the present bill now, i t  is only 
actual damages in oases of willful; arbitrary or capricious; action. My 
amendment would give the person the right to recover actual damages 
in cases where there is a failure to  comply wit11 the law. It,would also 
give him punitive damages in those cases where sere is willful, arbi- 
trary or capricious action by the agency. 

Mr. BUTLER.Mr. Chairman, will-the gentleman yield for a question? 
Mr. FASCELL.Yes. 
Mr. BUTLER.My understanding is that, in effect, what you &re pro- 

viding for are punitive damages in case of willful, arbitrary, or capri- 
cious action of the United States in withholding information? 

Mr. FASCELL.The gentleman is correct. That is one part of the 
amendment. 

Mr. BUTLDR.Can the gentleman cite me a precedent in the statutes 
in the United States, or has the United States ado ted a law- hold- 
ing itself open for willful punitive damages? Can ti! e gentleman cite 
me a statute where any nation of the world has held itself open for 
punitive damages in the statute? 



Mr. FASCELL.Frankly, I do not have that citation. But the gentle- 
man knows where one has a willful, capricious, arbitrary action by the 
Government, and one is trying to protect the rights of the individual, 
mine or the gentleman's, it seems to me that leaving it to the court to 
decide whether or not there ought to be punitive damages under our 
system-I am perfectly willing to leave it to the system. We do it in 
all kinds of cases with respect t6 the individual redress against the Gov-
ernment of the United States. 

Mr. BUTLER. May I fairly observe there is no sovereignty in the 
world that exposes itself to  punitive damages by a statute of this 
nature? 

Mr. FASCELL.I thank the gentleman for his observation. 

Mr. MCCLOSIIEY. Mr. Chairman, will the gentleman yield? 

Mr. FASCELL.
I yield to the gentleman from California. 
Mr. MCCLOSEEY. I thank the gentleman for yielding. 1think we have 

made an exhaustive study of the statutes of this Wation, and if we are 
to adopt by this amendment punitive damages, it would be the first 
time in history that the United States has made itself subject to puni- 
tive damages for any cause or in azly case, We have adopted slx or 
seven provisions by statute to impose attorney's fees against the United 
States, but this would be the first time for punitive damages. 

I would like to ask the gentleman in the well, is it not true that there 
would be no way of ascertaining in advance of any one year, when this 
Congress is ascertaining the budget, what might possibly be the amount 
of damages that might be awarded ? 

Mr. FASCELL.The gentleman is absolutely correct. And we have the 
same problem in respect to awards made in condemnation cases. We 
have the same problem. 

Mr. MCCLOSKEY. Mr. Chairman, I move to strike the requisite num- 
ber of words. 

Mr. Chairman, I would like to speak against this amendment, and 
I would like to call the attention of my colleagues to the very r e d  
problem that the amendment imposes on a government servant. We 
have just overridden a presidential veto of the Freedom of Informa- 
tion Act, and we have put in that statute extremely strong and rigorous 
provisions, penalizing a Government agency and an employee who 
may improperly withhold information from the public or from the 
Congress or from other Federal employees. We have wanted to pene- 
trate the veil of secrecy which Government agencies and Government 
bureaucrats have been accustomed to throw around the protection of 
information. 

I f  we enact this amendment, however, we will, in effect, be placing 
upon the Government bureaucrat ihe choice that if he reveals informa- 
tion improperly, he may subject his agency to punitive damages. If 
he withholds the information, on the other hand, he is subject only to 
ordinary damages, attorneys' fees, and costs. 

Government employees, faced with that choice, faced with the im- 
position of punitive damages if they improperly release information, 
as against only attorneys7 fees and costs if they improperly withhold 
will be tempted to withhold, We thus endanger that great principle 
which we have just established when we overrode the presidential 
veto of the Freedom of Information Act Amendments. 

Mr. FASCELL.Will the gentleman yield ? 



Mr. MCCLOSHEY. Iyield to the gentleman. 
Mr. FASCELL.Let us talk about my problem. You are a Government 

employee and I want some information from you, is thew any hardship 
on you or any burden to make that information available to me? 

Mr. MCCLOSKEY. I may violate the Freedom of Information Act if 
I do not reveal it. Yet I may be subject to punitive damages if I do. 

Mr. FASCELL.NO, the punitive damage language only says, "willful, 
capricious, or arbitrary." 

Mr. &~CCLOSHE-E-. Mr. Chairman, I do not think any of us who have 
practiced law would care to stake our future and our future careers on 
what some court might determine to be "willful, capricious, and 
arbitrary.'' 

Mr. FASCELL.Mr. Chairman, will the gentleman yield further? 
Mr. MCCLOSKEY. Certainly. 
Mr. E'ASCELL Then I would suggest to the gentleman that he should 

make the information completely available to them. 
Mr. ECKHARIYT. Mr. Chairman, will the gentleman yield? 

Mr. MCCLOSEEY. I yield to the gentleman from Texas. 

Mr. ECKHARDT.
Mr. Chairman, the gentleman has spoken of the 

term "willful, arbitrary, and capricious." 
Can the gentleman give me any reason in the world why I, as a 

person who has been in ured, should not recover actual damages from 
a dumb but ineffective bureancrat, since I can get them from one who 
acts willfully ? 

One can be hurt just as badly by a dumb, well intentioned person 
as one can by an intelligent, conniving one, can he not? 

Mr. MCCLOSKEY. Mr. Chairman, let me respond to the gentleman 
in this way: that we are trying to balance two great interests here. 
We are trying to balance the necessity of balancing the budget, and we 
are trying to protect the Government from undue liability. 

I think it is wrong to make the Government of the United States 
and this congressional budget subject to an absolutely incalculable 
amount of liquidated damages. I f  we had a hundred lawsuits, and if 
we had a hundred verdicts of $1million each, there would be no guar- 
antee in any way that this Congress could protect itself against that 
lidbility. It seems to me, when we balance the rights of the individual 
against the Government, that to add punitive damages and to set this 
kind of a precedent is an unfortunate mistake. It would be the first 
time in history this has occurred. 

This would be singling out invasion of privacy as a particular right 
of an individual against the Government, a right that would weigh 
heavier than all other riB.hts. 

We have just seen a resi~dential veto sustained in the case of 'an 
individual who could not recover damages against the Government in 
an ordinary lawsuit. Why should we make invasion of privacy a spe- 
cial right with this extraordinary remedy ? 

Mr. ECHHARDT.Mr. Chairman, will the gentleman yield further? 
Mr. ~~CCLOSKEY. I yield to the gentleman from Texas. 

Mr. ECKHARDT.
Mr. Chairman, aside from the point the gentleman 

is making with respect to punitive damages, the question I am raising 
is that this amendment is the only vehicle that would correct the 
situation, because actnal damages are not available to an injured party 
because the person who hurt him did not do so intentionally. 



Is  that not what the gentleman reads in the original language, and is 
that not corrected by the amendment? 

Mr. MCCLOSKEY. Mr. Chairman, I do not believe that the individual 
is denied actual damages if he can prove them. I n  cases of this kind, of 
course, it is quite often difficult to prove actual damages, but that is not 
necessarily a reason to establish the extraordinary remedy of punitive 
damages. 

Mr. ECKHARDT. Mr. Chairman, I move to strike the requisite number 
of words, and I rise in support of the amendment. 

Mr. Chairman, I wish to speak only briefly. I simply wish to point 
out, if I understand the amendment correctly, the thrust of the first 
part of the amendment is to avoid what seems to me to be a terr2ble 
error in the bill, and that is this: that a person who is injured by vir- 
tue of a mistake unintentionally made by s bureaucrat has no redress 
for that injury. 

Will the author of the amendment inform me whether I am cor- 
rect on that ? 

Mr. FASCELL.Mr. Chairman, will the gentleman yield? 

Mr. ECKHARDT. 
I yield to the gentleman from Florida. 

Mr. FASCELL.
Mr. Chairman, the gentleman from Texas is absolutely 

correct. 
That provision is totally lacking in the bill, and that is what this 

amendment provides. 
If the gentleman will yield further, I would like .to respond to some 

of the remarks made by the gentleman from California. The gentle- 
man said that we would not know how much money this would cost 
and that there is no way to budget it. That is the same problem the 
Government is faced with in all claims bills. We do not at any time 
h o w  how much money it will cost and how much should be budg- 
eted. Of course, I feel after today that we may never pass any again, 
but nevertheless we are stuck with the same problem in that respect. 

I t  seems to me that this matter can be spelled out in a differnt way. 
We would force these individuals to file private claims bills. After 
numerous bills were filed and after they tried to get redress, we would 
force these people to take action. As the gentleman from Texas has 
said, this should be a matter of legal right, and they should have the 
right to collect damages. 

Mr. ECHHARDT.Mr. Chairman, it also seems to me that the fears 
concerning punitive damages are ill-founded. The court must agree 
in these situations that they should be granted. I feel that the courts 
would seldom grant them against the United States if the United 
States was acting properly. 

Mr. FASCELL.The gentleman is absolutely correct. 

Mr. E ~ N B O R N . 
Mr. Chairman, Imove to strike the requisite numbsr 

of words, and I rise in opposition to the amendment. A 


(Mr. ERLENBORN asked and was given permission to revise and ex- 
tend his remarks.) 

Mr. ERLENBORN. Mr. Chairman, I know that the erudite gentleman 
from Texas (Mr. Eckhardt) is a lawyer. I have heard the gentleman 
discourse very learnedly on the floor of the House before. I understand 
the gentleman from Florida (Mr. Fascell) also has legal training. 

As I believe most of the lawyers here i11 the House know, it is a gen- 
eral principle of law that the Government, in exercising its governmen- 
tal functions, is not liable. 



I n  exercisirrg the proprietary functions, the Government can be 
liable; but i t  would be, as has been pointed out by otl-~ers debating this 
amehdmeht, unprecedented to make Government .liable for punitive 
,damages, because there has been no precedent in the past for making 
any Government liable for punitive damages. 

I mould also like to point out that the bi1l;as it was being considered 
in committee, had a punitive damage section. Tshe committee; in its wis-
dom, removed that by amendment before reporting the bill. 

I hope the committee will be sustained on the floor and the amend- 
ment will be defeated. 

Mr. Moonaea~ of ~ e i n s ~ l v a n i a .  d h a i n m ,  I hove to strike ~ r .  
the requisite number of words. 
- Mr. Chairman, I regret that I cannot, as floor manager, accept this 
amendment, although as an individual Member Lsupport it. 

Permit 'me to explain my position. When the bill was reported by 
the  subcommittee, it contained a punitive damages provision. How- 
ever, this provision, by a close 18 to 14 vote in the full committee, mas 
deleted. 

Therefore, although I personally support the amendment, I do not 
feel. as floor manager. that I can argue in favor of the amendment. 

L L ~me state to The' Chair that afier the action on this amendment, 
it is the intention of myself to move that the committee rise. 

The CHAIRB~AN. The question is on the amendment offered by the 
gentleman from Florida (Mr. Fascell) . 

The amendment was rejected. 
Mr. MOORHEAD of Pennsylvania. Mr. Chairman, I move that the 

Committee do now rise. 
The motion was agreed to. 
Accordingly bhe Comlmittee roseJ; and the Speaker having resumed 

the Chair, Mr. Brademas, Chairman of the Committee of the m o l e  
House on the State of the Union, reported that that committee, having 
had under consideration the bill H.R. 16373 to amend title 5, United 
States Code, by adding a section 552a to safeguard individual privacy 
from the misuse of Federal records and to provide that individuals be 
granted access to records concerning them which are maintained by 
Federal agencies, had come to no resolution bhereon. 
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HOUSE CONTINUES CONSIDERATION O F  M.R. 16373 

AND PASSES IT WITH AMENDMENTS 


Mr. MOORHEAD of Pennsylvania. Mr. Speaker, I move bhat the House 
resolve itself into the Committee of the Whole I-Iouse on the State 
of the Union for the further consideration of the bill (H.R. 16873) to 
amend title 5 ,  TJnited States Cocle, hy adding w sect>ion559% to safe- 
guard individual privacy from the misuse of Federal records and to 
provide that individnals be panted access to records conce~rning them 
which are maintained by Federal agencies. 

The SPEAKER.The question is on the motion offered by the gentle- 
man from Pennsylvania (Mr. Moorhead). 

The motion was agreed to. 



The SPEAKER.The Chair requests the gentleman from Tennessee 
(ME Fulton) to wsume the Chair temporarily. 

I N  THE COMMITTEE OF THE WHOLE 

Accordingly the House resolved itself into the Committee of the 
Whole House on the State of the Union for the furbher consideration 
of the bill I3.R. 16373, with Mr. Fulton (Chairman pro tempore) in 
the chair. 

The CHAIRMAN pro tempore. When bhe committee rose on yester- 
day, the amendment in the nature of a substitute to the bill was subject 
to  amendment at any point. 

Are there further amendments? 

AMENDMENT OFFERED BY MR. M O O R H W  OF PENNSYLVANIA 

Mr. MOORHEAD of Pennsylvania. Mr. Chairman, I offer an ambnd- 
inent. 

The Clerk read as follows : 
Amendment offered by Mr. Moorehead of Pennsylvania: On page 31, strike 

lines 6 through 9 and insert in lieu thereof the following: 
"(3) In a suit brought under the provisions of subsection (g)  (1) (B)  or (C) 

of this section in which the court determines that the agency failed or refused 
to comply with any provision of subsection (g)(1) (B)  or (C) of this section. 
the United States shall be liable to the individual in an amount equal to the 
sum of-" 

(Mr. &loorhead of Pennsylvania asked and was given permission to 
revise and extend his remarks.) 

Mr. MOORHEAD of Pennsylvania. Mr. Chairman, the purpose of this 
amendment is to insure that persons who are actually damaged by the 
failure of the Government agency to comply with the provisions of 
subsection (g) (1) (B) or (C) are compensated for their losses. 

The amendment does not contain a provision for punitive damages, 
which was objected to yesterday. There is nothing in this amendment, 
therefore, which subjects the Government to an undue burden. The 
burden is on the citizen. The citizen must prove trhat there was a viola- 
tion of the provision of this act. H e  must then prove that the adverse 
dete~mination which damaged him was caused by the above violation. 
He must finally prove t;he damages caused by the violation. 

IVith this substantial burden already placed on the litigant, I see no 
reason to require that proof also be offered of willful, arbitrary, or cap- 
ricious action by the defendant agency. 

This amendsment was suggested as a reasonable compromise by trhe 
gentleman from Texas (R l r .  Eckhardt), and I now yield to him. 

Mr. ECKHARDT.Mr. Chairman, I thank the distinguished subcom- 
mittee chairman. 

It will be recalled by those who heard the debate yesterday that the 
primary objection to the Fascell amendment was that the Government 
should not be subjected to punitive damages. I think tlhat that was the 
major ground upon dhich that amendment was defeated. 

Frankly, had I thought that the Government would practically be 
so jeopardized, I would have hoted against it too. I did not think that  
it was a practical danger, but this amendment completely renloves that  
proposition. 



However, the amendment does afford a correction of what seemed to  
me to be a very bad defect in the existing language, and that is that 
even though a person may not be able to get a job because his record 
falsely indicated his ,having been discharged when he had, in fact 
resigned, if an agent of Government made an innocent mistake in 
failing to go through with the procedure provided in this bill and the 
person whose record was falsely stated lost a job and therefore lost the 
money that he would have made on that job, he could still not sue be- 
cause he could not show that the action mas willful, arbitrary, or capri- 
cious. 

It seems to me to be a matter of basic justice to permit a person who 
is actually injured by some act of an agent of the Government which is 
in violatioil of this subsection to recover on ordinary bases, that is, by 
showing that the act was violated and that he sustained injury. 

There is nothing in this that would provide for any damages beyond 
his actual out-of-pocket expenses because of the flaw. 

Mr. ICIXORD.Mr. Chairman, will the gentleman yield? 

Mr. MOORHEAD 
of Pennsylvania. I yleld to the gentleman from Mis- 

souri. 
Mr. ICFIORD.Mr. Chairman, I would like to aslr the gentleman from 

Texas (Mr. Eckhardt) as to what is the standard of conduct that 
would cause the Government to be liable? Would the Government be 
liable? I would .ask bhe gentleman from Texas this question : I f  there 
mas an innocent (mistake made in violation of this bill, would the 
Government be liable? 

Mr. ECKHARDT. I do not h o w  what "innocent mistalce" means. As 
the gentleman knows, the act provides that if I ask for information 
concerning what is in my record I am entitled to have it. Having re- 
ceived that, and finding something that is erroneous in that informa- 
tion, I may then submit the correction. The agency must then either 
correct or must file reasons why it does not correct it. 

Let us assume, for instance, that bhe agency, after I recluest the in- 
formation, misplaces my letter and does not send me the information 
and, in the meantime, I seek a position with another government 
agency, and I am denied employment on the grounds that 1have been 
discharged, When in fact I was not discharged. I think I am entitled to 
recover even though the action of the goveri~mental agency may not 
have been willful; it is just a question of determining what the fact 
was. 

Mr. ICHORD.There would be an element of negligent conduct, or 
unreasonable conduct, woilld there not? 

Mr. ECKHARDT.Ithink so ;. yes. 

Mr. ERLENBORN.
Mr. Chailman, I move to strike the requisite num- 

ber of words, and I rise in opposition to the amendment. 
(Mr. Erlenborn asked and was given permission to revise and extend 

his remarlrs.) 
Mr. ERLENRORN.Mr. Chairman. I thinlr the gentleman from Mis- 

souri (Mr. Ichord) has asked a very good as to standards of 
conduct,. There are no standards of conduct required under this amend- 
ment. This amendment would make the Government a guarantor of 
the accuracy of everythinn that it has in its files. 

The amendment says that any suit brought under subsection (g)(1) 
(B), (C) of this section does not have to refer to any standards of 
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conduct. What do (g) (I) (B) and (C) require? (B) requires that 
the agency maintain any record concerning any individual with suoh 
acouracy, relevance, timeliness, and completeness as is necessary to as- 
sure fairness. 

Now, if there is any inadvertent inaccuracy in a government file, a> 
suit could be fled under this amendment, and damages asked and re-
covered. 

(C) says: 
...fails to comply with any other provision of this action, or any rule promul- 

gated thereunder, in such a way as to have an adverse effect on an individual, the 
individual may bring a civil action against the agency. ... 

Again, this provision prescribes no standard of conduct. If a Gov- 
ernment agency inadvertently violated any rule-whether a mistake be 
inadvertent or willful-a suit could be brought under this amendment 
for damages. This exposes the Government to undue liability. It makes 
the Government the guarantor of every piece of information that it 
has in every one of its files. It is not even prospective ;bhis would be 
retroactive-Government employees would have to go through and 
clean up all their files so that they would not expose themselves to such 
liability. 

I am surprised that the gentleman from Pennsylvania would offer 
this amendment at the last minute, without any warning. This was not 
reported out by the committee. This was not supported by the commit- 
tee. Even though the gentleman is the manager of the bill, the gentle- 
man does this on his own, and I am sure that he would tell the Members 
that that is correct. 

Mr. MOORHEAD of Pennsylvania. I f  the gentleman will yield, I would 
not like to leave the inference in the record that this is a committee 
amendment. It is an amendment that was proposed by the gentleman 
from Texas (Mr. Eckhardt) as a reasonable compromise between the 
bill language on page 31-"willful, arbitrary, or capricious." I feel 
this compromise is necessary since punitive damages are not authorized 
in this bill because of the defeat of the Fascell amendment yesterday. 

This is just to try to make a citizen whole when the Government has 
damaged him. 

Mr. ERLENBORN. I am afraid the gentleman has just gone much too 
far on this in making the Government liable. 

I read yesterday a statement that the President firmly supports this 
bill with only one reservation, and that reservation was taken care of 
by the adoption of the amendment I offered yesterday. But I am telling 
the Members if we adopt this amendment, we would be exposing the 
Government to blanket liability as a guarantor of every piece of per- 
sonal information in its files, and I, for one, would recommend to the 
Presidenkas important as this bill might be-that he veto it. We just 
cannot afford to have that kind of liability, leaving the Government so 
exposed. Ihope the amendment will be defeated. 

Mr. ECKHARDT. Mr. Chairman, I move to strike the requisite number 
of words, and I rise in favor of the amendment. 

I do not believe the gentleman's fears are justified. This amendment 
does not require that the Gobernment be the guarantor of every fact 
determined. The Government need only comply with the standards 
set out in (g) (1)and (B) and (C). CertainIy the Government ought 



to assure fairness in any determination. Surely the Government ought 
to be fair, and if it is unfair, the matter should be reviewable in court. 
Certainly the Government should do the things that are required under 
the standards here. Certainly the Goverqment should supply the mate- 
rial. Certainly the Government should give the reasons, if it refuses to 
correct an asserted error. 

I f  the Government does all of those things and acts in compliance 
with the language of the bill, the Government is not subjected to any 
liability whatsoever. There is no requirement of an assurance that the 
Government be absolutely correct with respect to every fact which is 
listed in a person's record. The Government need only be fair, and it 
need only comply with the sbandards of the act. 

Mr. BUTLER. Mr. Chairman, will the gentleman yield ? 
Mr. ECKHARDT. Iyield to the gentleman from Virginia. 

M~.~BIJTLER.
I thank the gentleman for yielding. 
As I understand, in the pro-posed amendment there is an addition to 

the discretionary authority which is in the court to assess reasonable 
attorneys' fees where the plaintiff substantially prevails; is that cor- 
rect ? So this would provide for actual damages in those situations as a 
matter of right, knowing that the law has not been complied with. I s  
there a precedent in other legislation by this automatic assessment of 
actual damages by a citizen against the U.S. Government ? 

Mr. ECHHARDT. Yes, there are several. I do not have bills in which 
this comes to mind immediately, but I know that we have had several 
here recently out of the Committee on Interstate and Foreign Com- 
merce. I believe there was a provision of that nature ~ i t h  respect to 
citizens7 suits regarding the products safety bill. I am not absolutely 
sure of that. 

Mr. BUTLER. ISthe Federal Government obligated under the prod- 
ucts safety bill ? 

Mr. EOKHARDT. NO, no. 
Mr. BUTLER. I am talking about the Federal Government. I s  there a 

law saying that a citizen can recover damages when a minor clerk fails 
to perform his duties timely and completely, fairly accurately, and so 
forth? Is  there a precedent for that? 

Mr. ECKHARDT. I do not know whether there is or not, but I would 
answer the gentleman in this way. I would say that if the Federal 
Government acts in violation of its own statutory obligations, I can 
think of no agency that should be called upon more to pay attorneys7 
fees, because the public pays the Federal Government attorneys' fees. 

Mr. BUTLER. We are plowing new round, then. 
Mr. M ~ O R ~ E A D  the gentleman will yield, when of Pennsylvania. ?f 

this was taken up yesterday, there was great argument that punitive 
damages had no precedent. I think $hat was one of the reasoils that 
that amendment was defeated. Eut the inference is clearly left that 
there are other statutes under which actual damages can be awarded 
against the Government. 

Mr. ECKHARDT. I might also say that we do not affect that portion of 
the bill. Attorneys7 fees are provided in the bill, whether this amend- 
ment is passed or not. If the gentleman wishes to strike that, he might 
still do it by amendment, even if this amendment is agreed to. 

L 
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The CHAIRMAN. The question is on the amendment offered by the 
gentleman from Pennsylvania (Mr. Moor11sad). 

The question was taken ;and the Chairman announced that the noes 
appeared to have it. 

Mr. ECKHBRDT. Mr. Chairman, I demand a recorded vote. 
A recorded vote was refused. 
So the amendment was rejected. 

AMENDMENT OFFERED BY MR. ICHORD 

Mr. ICHORD.Mr. Chairman, I offer an amendment. 

The Clerk read as follows : 

Amendment offered by Mr. Ichord :Page 28, line 16, strike out the period after 

the word "maintained" and add the following: " ;  Provided, however, that the 
provisions of this paragraph shall not 1% deemed to prohihit the maintenance of 
any record of activity which is pertinent to and within the scope of a duly author- 
ized law enforcement activity." 

Mr. ICIXORD.Mr. Chairman, as I pointed out in general debate this 
amendment can be described as a clarifying amendment. The managers 
of the bill have stated that they did not intend to do what I questioned 
they might be doing, and this language was worked out in cooperation 
with the managers of the bill. It is really to make certain that political 
and religious activities are not used as a cover for illegal or subversive 
a~tivit~ies. 

I n  its present form paragraph (4) would prohibit any agency from 
maintaining any record concerning the 'Lpolitical or religious belief or 
activity" of any individual, unless "expressly authorized by statute" 
or by the individual. The use of the terms "expressly authorized by 
statute" would seem to indicate that unless the statute by specific 
terms-rather than by LLimplication"-authorized the 'agency to niain- 
tail1 such a record, maintenance would be prohibited, and that this 
worlld therefore have the effect of prohibiting the maintenance of 
records collcerning Comnlunist and other subversive organizations on 
the theory that they are engaged in LLpolitical" activities. 

We may well recognize that the purpose of the provision is com- 
mendable and legitimate in prohibiting the disclosure of such records 
with respect to conventional political and religious beliefs and activi- 
ties, but that it can be construed to cover activities which are properly 
within the scope of legitimate law enforcement. For example, the Com- 
munist Party and similar groups inay claim that the are within the 
scope of the provision of this paragraph as a cLpo 3itical" activity. 
Similarly, certain sects within the Black Muslim movement, which are 
engaged in activities described by the Director of the F B I  as endanger- 
ing the internal security, may claim exemption as a "religious" belief. 

It is the purpose of the amendment to make clear that such activities 
as are pertinent to, and within the scope of, duly authorized law en- 
forexpent activities are not meant to be excluded by the broad terms of 
paragraph (4). It is simply a clarifying amendment, so that we obviate 
any necessity for litigation on the reach of the paragraph. 

(Mr. Ichord asked and wqs given permission to revise and extend 
his remarks.) 
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Mr. MOORHEAD of Pennsylvania. Mr. Chairman, will the gentleman 
'vield? 
" Mr. ICHORD.I yield to the gentleman from Pennsylvania. 


M~.'MOORHEAD
of Pennsylvania. Mr.\Chairman, I understand that 
this amendment should 'be construed in the light of the colloquy we 
had yesterday, that there was no intention to interfere with the fimt 
amendment rights of citizens. 

Mr. ICHORD.I state emphatically to the gentleman from Pennsyl- 
vania that this amendment is not intended to hurt in any way the 
exercise of the first amendment rights. 

Mr. MOORHEAD of Pennsylvania. Mr. Chairman, I have no objection 
on this side of the aisle to the amendment. 

Mr. ICHORD.Mr. Chairman, before yielding back the balance of my 
time, there is one further clariiication that I would like to have from 
the gentleman from Pennsylvania as a matter of legislative history. 

I state to the gentleman that I have expressed the concern that this 
measure might adversely affect the oyerations of the industrial security 
program or might even destroy the operation of the industrial security 
program. The gentleman from Pennsylvania and the gentleman from 
Illinois have assured me privately that this was not intended, but I do 
think we should have some legislative history. 

How will the provisions of this hill affect the operation of the in-
dustrial security program ? 

Mr. MOORHEAD of Pennsylvania. Mr. Chairman, if the gentleman 
will yield, the gentleman has raised an important question and I am 
pleased to explain its application. This bill would not distur'b current 
procedures used in industrial security investigations, in the transfer of 
classified or unclassified information in such matters, in security clear- 
ances, or other related industrial security needs. Our subcommittee re- 
cently conducted hearings on the industrial security progam as re-
lated to the security classification system, so that we are quite familiar 
with the progralm. 

Subsection (e) (2) (D) on page 27 of the bill permits any agenc 
including an agency involved in industrial security activities, to pug: 
lish in the Federal Register a notice for each system of records it 
maintains. This notice would list the "routine purpose'' for which the 
records are used or are intended to be used. Thus, a Federal agency 
engaged in industrial security matters would state that one of the 
"routine purposes" for which information dbout an individual is cul-
lected a?d used for security clearances or other uses is bcarry ont ita 
responsibilities under the industria! security program. I t  could then 
transfer, use or maintain information about individuals, or oCherwisa 
operate its industrial security program just as it has in the past. I trust 
that this explanation answers the gentleman's question. 

I trust that this explanation satisfies 'the gentleman from Pennsyl- 
vania. 

Mr. ICHORD.I thank the gentleman for his clarificatio~~. 
I would also like to ask the gentleman from Illinois, is that his m-

derstanding or interpretation? The term "routine use" is rather am- 
'biguons without further legislative clarification. 

Mr. ERLENBORN. Mr. Chairman, will the gentleman yield? 

Mr. ICHORD.
I yield to the gentleman from Illinois. 



Mr. ERLENBORN.I agree k i t h  the interpretation given the language 
by the gentleman from Pennsylvania. I think it will be the obligation 
of each agency which maintains such a system to list what the uses of 
the records in that system will be. The word "routine," then, while it-
self a little ambiguous, will be definitely clarified by publication in 
the Federal R~gis ter  of what actual uses will be the routine uses to 
which each record is put. 

Mr. ICEIORD.Mr. Chairman, I thank the gentleman for his explana- 
tion. I move the adoption of the amendment. 

The CHAIRMAN. The question is on the amendment offered by the 
gentleman from Missouri (Mr. Ichord) . 

The amendment was agreed to. 

AMENDMENT OFFERED BY MR. QUDE 

Mr. GUDE. Mr. Chairman, I offer an amendment. 
The Clerk read as follows : 
Amendment offered by Mr. G ~ D E :On page 23, strike out lines 18 through 21 

and insert in their place the following : 
" (7) to a person who is actively engaged in saving the life of such individual, 

if upon such disclusure notifica'tion is transmitted to the last known address of 
such individual ;or". 

Mr. GUDE. Mr. Chairman, the purpose of this amendment is to clarify 
one item I believe to be ambiguous in intent. I n  restricting the circuin- 
stances under which information on individuals could be disclosed by 
Federal agencies, it was the intention of the committee to exclude in- 
formation which would be vital to the health or safety of an individ- 
ual. For example, if there had been an accident, and the attending 
doctor needed the victim's medical history before proceeding with 
treatment which G g h t  be necessary to save his life, we would not want 
the Federal Government to be forbidden to transmit that information, 
nor would we want 'to require a time consuming approval process 
which might result in the individual's death before the information 
could be provided. 

However, I believe the current language of the bill is too vague in 
this regard, in that it would permit such disclosures without prior per- 
mission in less than emergency cases, and it does not make clear to 
whom the information could be discussed. My amendment would 
simply leave no doubt as to the intent of the bill to restrict this kind 
of disclosure only to truly life-threatening emergencies, and then only 
to disclose the information to those actively engaged in trying to save 
the life of the individual in question. 

Mr. M O O R ~ A D  of Pennsylvania. Mr. Chairman, will the gentleman 
yield ? 

Mr. GUDE. I yield to the gentleman from Pennsylvania. 
Mr. MOORHEAD of Pennsylvania. I thank the gentleman for yielding. 

I am not sure the amendment is necessary. I have no objection to the 
amendment and, as far as I h o w ,  on this side of the aisle we accept it. 

Mr. ERLENBORN. Mr. Chairman, will the gentleman yield? 

Mr. GTJDE. I yield to the gentleman from Illinois. 

Mr. ERLE~BORN. 
We have bad a copy of the amendment and we have 

no objection to it. 



, The C H A ~ A N .  The question is on the amendment offered by the 
gentleman from Maryland (Mr. Gude) . 

The, amendment was agreed to. 

AMXNDNENT OFFERED BY *MR. GOLDWATER 

Mr. GOLDWATER. Mr. Chairman, I offer an amendment. 

The Clerk read as follows : 

Amendment offered by Mr. GOLDWATER: On page 35, after line 20, insert ,the 

following new sulbsection (m) to  read a s  follows : 
"(m) (1)  I\rloratorium on the use of the social security account number-no 

Federal agency, or any State o r  local government acting i n  compliance with auy 
Federal law or federally assisted program, shall deny any individual ang right,
benefit, o r  privilege provided by law by reason of such individual's refusal t o  
disclose his social security account number. 

"(2)  This subsection shall not apply- 
'&(A) with respect to any system of records in existence and operating prior to 

January 1,1975 ;and 
"(B) when disclosure of a social security account number is required by Federal 

law. 
"(3)  No Federal agency, or any State or local government acting in compliance 

with any federal law or federally assisted program, shall use the social security 
account number for any purpose other than for verification of the identity of a n  
individual unless such other purpose is specifically authorized by Federal law." 

And, re-letter the succeeding subsecion accordingly. 

Mr. GOLDWATER(during the reading). Mr. Chairman, I ask unani- 

mous consent that the amendment be considered as read and printed 

in ithe RECORD. 


The CHA~XMAN.Is lthere objection to the request of the gentleman 
from California ? 

There was no objection. 
Mr. GOLDWATER.Mr. Chairman, I offer this amendment dealing with 

the use of the social security number in an attempt to  bring i t  into 
proper perspective and to,in essence, put limitations upon its further 
use. 

Every major report on the subject of personal privacy and the col- 
lection, maintenance, use and dissemination of personal information 
has expressed concern for the ever-growing use of the social security 
numlber as a universal numeric identifier. Almost wi~tl~out exception 
they sight the threat the unrestricted universal numeric identifier poses 
to the freedom and privacy of individuals. Private citizens resent the 
use of this number as 'an arbitrary precondi-tion to the receipt of serv- 
ices, privileges, and benefits that are essential to their daily lives and 
activities. The average citizen finds the use of the number dehumaniz- 
ing and threatening. Even the widely cited report of the Secretary of 
HEW--entitled 'LRecorcls, Computers, and Rights of Citizensv-
notes that there is no statutory authority for the ever-gmwing use of 
numbers as an identifier. They point out that  the average citizen has 
no legal remedy for such use of the number. The report notes that ~the 
universal use of a numeric identifier permits the linking of files and the 
tracing of a person from cradle to .grave. A soon to  be published re- 
port-"Roscoe-Pound-American Trial Lawyers Foundation Reportv- 
notes the negative psychological impact that has resulted from the 
unregulated use of this number. 



I n  most cases, the use of this iwmber has been resorted t o  in the. 
name of efficiency. Little concern has 'been given for khe hyman impact 
such a practice has. Everbything distinotive, individual, or superior in 
terms of quality of a man's mind is not relevant. Everything centers on 
the quantitat.ive, down with qualitive dimensions or values. The use of' 
this number bas removed the individual from the modern personal 
information transaction process. Records are exchanged without his. 
knowledge and occasionally to his serious detriment. Errors are per- 
petuated and integrated with new records. And all of this is occur- 
ring because of administrative decisions which never analyze the larger 
implications of the use of the number. Simply put, the use of the num- 
ber has not [been subjected to the aggressive give and take bhat occurs 
in a legislative form. 

Originally, ithe discussion draft  of H.R. 16373 contained language 
prohibiting the further use of the social security account number as a 
universal numeric identifier. Objections celltersd on the following 
wncerns : 

First, outright prohibition would necessitate a total revamping of' 
all Federal record systems at tremendous cost. 

Second, outright prohibition is not consistent with all the best inter- 
ests of citizens as it would cause chaos in many Federal p r o g m s .  

The amendment I offer today remedies these problems. My amend- 
ment does Che following Ithings : 

First, prohibits the denial of rights, benefits, or privileges provided 
by law if a citizen refuses to disclose his social security number, with 
t;he following exceptions : 

The amendment exempts all systenis in existence and operating prior 
to January 1, 1975, and would not apply when the Congress author- 
izes the use of the number. 

The amendment restores to Congress the control over the use of the- 
number. 

This amendment will fill important voids in !the current legislation. 
It sights a reasoilable, basic compromise 'between the right of a citizen 
to protect his privacy and the need of the Federal Government to be. 
a proper and effective servant. 

Mr. MOORHEAD of Pennsylvania. Mr. Chairman, will the genltlemqn 
vield ? 

Mr. GOLDWATER. I yield t o  the gentleman from Pennsylvania. 

Mr. MOORHEAD 
of Pennsylvania. Mr. Chairman, I want to  commencl' 

the gentleniail for offering this amendment, the principle of which was 
certainly intended by the committee, but Ithe gentleman's amendment 
removes any ambiguity. 

I want to commend the gentleman for his diligent work, cooperation, 
and assistance to the subcommi~ee aria the full committee. As far  a s  
we are concerned on this side, we mill accept the amendment. 

Mr. GOLDWATER. I thank the gentleman from Pennsylvania. 

Mr. LAGOMARSINO.
Mr. Chairman, will khe gentlemzn yield 8 

Mr. GOLDWATER. 
I yield t o  my colleague from Califmnia. 
(Mr. Lago~narsino asked and was glven permission to  revise a n 3  

extend his remarks.) 
Mr. LAGOMARSINO. cammend khe Mr. chairman, I would like to 

gentleman for his smendment, and assure 'him of my support. I would 
also like to commend him for his work on the genera1 subj,eeit, 

63-019-7-60 




Mr. Chairman, last year a Presidential Executive order was issued 
:allowing the Department of Agriculture to inspeot the individual tax 
-returns of 3 million farmers-for ;the alleged purpose of c~mpi l i l g  
mailing lists and statistical information. 

Although that order was eventually rescinded after widespread pub- 
l ic indignation, it is a good example of %he type of abuse we are krying 
t o  prevent with this blll. Not every Member of this House has a large 
agricultural constituency, but I ask the Members to consider that if the 
Depantrnen; of Agriculture can dbtain individual tax returns of 3 
million farmers by the device of an  Executive order, how many other 
agencies can get the individual tax returns of housewives, or baltbers, 
or tri~ckdrivers, on the same flimsy excuse of a need for mailing lists. 

The law provides that tax returns are confidential, and the informa- 
tion they contain is not to be disclosed without permission. Given 
the events of the past few years, when tax returns become weapons to 
be turned against individual citizens or to punish poliltical foes, I 
wonder how on Eai-th we can expect the ordinary citizen to cumply 
with our income tax laws. Our system of taxation, in which we ask the 
individual to personally report his income and compute his tax due, 
relies heavily on lthe voluntary cooperation and basic honesty of the 
individual. I n  lthis respect, it is perhaps unique in khe world. 

Where else would you find an entire nation of people willing to 
report the most intimate details of their income and expenditures 
every year? If we had to resort to the European system of taxation, 
where an inspector comes !by to check on your yealth and living situa- 
tion, or if me had to make a detailed check of Lhe basic facts of every 
income tax return filed in this country, me would be spending as much 
collecting this tax as we gain from it. Yet our entire system of 
taxation is based on the Government's assurance that individual tax 
returns will remain confidential-an assurance which we have seen is 
not always truthful. 

We all remember the story of the golden goose. Well, gentlemen and 
ladies, if we are not careful, we are going to kill that golden goose. 
I f  we do not act now to insure the confidentiality of Government 
records, including private income tax returns, no one will ever again 
tell the truth to their Government. We have come dangerously close, 
I believe, to exhausting the reservoir of good will and basic honesty 
of the people toward their Government. If we are not honest with the 
public, the public will not be honest with us. One way we can assure 
the  people that we will honor our commitments of confidentiality when- 
ever we ask for necesszzry information, is to pass this bill. , 

Mr. Chairman, over 2,400 years ago, the Greek leader Pericles pro- 
claimed one of the s i p s  of & free society to be "mutual toleration of 
yrivacy." That right of privacy finds expression in both the English 
M a p a  Carta and the U.S. Bill of Rights. I believe it is time for 
us to lend substance to those guarantees with a statute such as the 
onebefore us today. This bill will not hamper the operation of Govern- 
ment, it will only make it work better, because the individual citizen 
will be more willing to cooperate if he knows that his privacy mill 
remain protected. For the sake of good government, and for the sake 
of the people we serve? I urge a11 "aye"xvote on this bill. 

Mr. KOCH. Mr. Chairman, will the gentleman yield ? 



Mr. GOLDWATER.I yield to the gentleman from New York. 
Mr. KOCH.Mr. Chairman, I want to commend the gentleman, my 

good friend from California. He has led the fight to prevent the 
establishment of a universal identifier number. To see that fight 
successfully concluded on the floor today must give him a great deal 
'of pride and pleasure. I take pride and pleasure in his success and 
in  having worked with him on this legislation. 

Mr. GOLDWATER. I thank my friend for his support in this effort, 
and I urge adoption of the amendment. 

Mr. ERLENBORN. Mr. Chairman, I rise in opposition to the amend- 
ment. 

Mr. Chairman, the subcommittee, in considering the drafting of 
this bill, did consider taking under advisement whether we should 
include the prohibiting of a universal numeric identifier. Of course, 
the  social security number is the most commonly used universal 
numeric identifier. 

The problem is that to my knowledge-and I think to the lcnowledge 
of the subcommittee-there has been no study as to how many local 
,governments or private agencies or, even, for that matter, Federal 
agencies, which use the universal numerical identifier or the social 
security number. We are not certain what effect this sort of amendm~nt 
would have. I know, for instance, it is quite customary to use the social 
security number as the identifier on State driver's licenses. Just what 
beffect this amendment would have, I do not think me really know, and 
I do not think we should pass it without knowledge. I think it would 
be  a mistake to do this, before hearings have been held to get tlle 
facts on which to base action. 

One part of the amendment would allow an exception for systems 
.of records in operation prior to January 1,1975. That means if a new 
system were to be adopted by a State or local government, it might 
be wholly incompatible with an existing system which is the subject 
of the exemption. I think we would be acting without sdicient knowl- 

$edge if we were ti, adopt the amendment now. 
I think we all want to be known by our names rather than by 

number so-and-so. Certainly the purpose of this amendment is worthy, 
but  I am afraid we' are acting now out of emotion rather than 
knowledge. We have not had any hearings on which to base action on 
-this amendment; therefore, I think the proposal should be defeated. 
We should hold hearings on this subject in the near future. 

The CHAIRMAN pro tempore. The question is on the amendment 
.offered by the gentleman from California (Mr. GOLDWATER). 

The amendment was agreed to. 
Mr. COLLIER. Mr. Chairman, I move to strike the requisite number 

.of words. 
I do so only for one question, if Imay. 
Throughout the bill, the world "agency" is used, and I would like to 

h o w  whether or not the word "agency" is interchangeable with the 
,word "commission" throughout the bill. 

Mr. ERLENBORN. Mr. Chairman, will the gentleman yield? 
Mr. COLLIER. Yes, I yield to the gentleman. 
Mr. ERLENBORX. AS I udderstand tr1le gentleman's question, it is 

whether regulatory commissions would be considered agencies Z 



Mr. COLLIER. AS well as any duly appointed commissions that wire . 
authorized by the Congress, whether through Congress or through 
Executive appointment. 

Mr. ERLENBORN. would beThe definition of the word "agency" 
contained in the basic Freedom of Information Act, and this is  
the amendment to the Freedom of Information Act. My recollection 
is that the word "agency" defined in the act would include regulato~y 
commissions. 

Such things as study commissions, interim study commissions, o r  
short-term study commissions, I do not believe they would be. 

Mr. COLLIER. They would be excluded, notwithstanding the fact that  
they contain, in many instances, substantial confidential records of a. 
personal nature ? 

Mr. ERLENBORN.This is only my recollection, without having a 
copy of the lam before me. I think regulatory commissions would be 
included within the definition, something like the President's Com-
mission on Population Growth in America, on which I served. 

Mr. COLLIER. That is not included 1 
Mr. ERLENBORN. believe that within the I do not is included 

definition. 
Mr. COLLLER. I thank the gentleman. 

Mr. BUTLER. Mr. Chairman, I offer an amendment. 

The Clerk read as follows : 

Amendment offered by Mr. Butler ; Page 23, after line 25, insert the following : 

"(9)  pursuant to the order of a court of competent jurisdiction." 


Mr. BUTLER. Mr. Chairman, this is an amendment to  the section of 
the bill dealing with conditions of disclosure. It is introduced for the  
purpose of making it perfectly clear that a lawful order of a court of 
competent jurisdiction would be an appropriate condition of disclosure, 

Mr. MOORHEAD of Pennsylvania. Mr. Chairman, will the gentleman 
yield ? 

Mr. BUTLER. Iyield to the gentleman from Pennsylvania. 
Mr. MOORHEAD of.,Pemsylvania. Mr. Chaix'maa, the gentleman has 

discussed his  amendment with us, and we find no objection to  the 
amendment. 

The CHAIRMAN pro tempore. The question is on the amendment 
offered by the gentleman from Virginia (Mr. Butler). 

The amendment was agreed to. 

AMENDMENT OFFERED BY MR. BUTLER 

My. BUTLER. Mr. Chairman, I offer an amendment. 

The Clerk reaa as follows : 

Amendment offered by Mr. Butler: One page 26, line 17, after the word 

"disclosui~", strike out the period and add the following: "; and (5)  nothing
in this section shall allow an individhal access to any information complied in 
reasonable antici~ation of a civil action or proceeding." 

Mr. BUTLER. Mr. Chairman, this amendment is directed to the sec- 
tion dealing with access to records. It is introduced for the purpose of 



making i t  perfectly clear that an investigation of an accident or other 
procedures incident to problems of that nature will not be subject to  
inquiry or access under this section. 

The amendment says : 
Nothing in this section shall allow an individual access to any information 

compiled in reasonable anticipation of a civil action or proceeding. 

Mr. MOORIIEAD of Pennsylvania. Mr. Chairman, will the gentleman 
yield ? 

Mr. BWJUCR. I yield to the gentleman from Pennsylvania. 

Mr. MOORHEAD 
of Pennsylvania. Mr. Chairman, again the gentleman 

has been good enough to discuss this amendment wlth us, and we find 
no objection to it. 

However, I would ask the gentleman this :What doeshe contemplate 
concerning the third amendment we discussed? 

Mr. BUTLER. Mr. Chairman, I do not intend to introduce the third 
arnend~nentthe gentleman refers to. 

Mr. MOORHEAD of Pennsylvania. Mr. Chairman, I thank the gentle- 
man. 

We have no objection to the amendment. 
Mr. ERLENBORN.Mr. Chairman, will the gentleman yield? 

Mr. BUTLER. I yield to the gentleman from Illinois. 

Mr. ERLENBORN.
Mr. Chairman, as I understand it, the purpose of 

the amendment is to protect, as an example, the file of the U.S. attor-
ney or the solicitor that is prepared in anticipation of the defense of 
a suit against the United States for accident or some such thing? 

Mr. BUTLER. That is the subject we have in mind. 
Mr. ERLENBORN.I appreciate the gentleman's concern. I think it is 

a real concern, and that protection ought to be afforded. 
The only problem I find with that amendment is this :It would pre- 

suppose we intended the defining of "record system" to preclude that  
type of record. I do not think we did. 

I f  these sorts of records are to be considered a record system under 
the act, then the agency would have to go through all the formd pro- 
ceedings of defining the system, its routine uses, and publishing in 
the Federal Register. 

Frankly, I do not think the attorney's files that are collected in an- 
ticipation of a lawsuit should be subject to the application of the act 
in any instance, much less the access provision. It is our concern in the 
access provision that i t  may then presuppose it is covered in the other 
provisions, and I do not think i t  should be. 

Mr. BUTLER. Mr. Chairnian, I share the gentleman's concern. When 
this amendment was originally drafted, it stated "access to  any rec- 
ord" and we struck the word, "record," and inserted "information." 

So we made it perfectly clear we were not elevating an investigation 
with the word, "record," to the status of records. We did want to make 
it, clear there was not to be such access, because that access would be 
within the usual rules of civil procedure. 

Mr. ERLENBORN. Mr. Chairman, if the gentleman will yield further, 
it is the gentleman's contention, under his interpretation of the act, that  
'the other provisions would n ~ t  apply to the attorney's files as well ; is 
(that correct ? 

Mr. BUTLER. The gentleman is correct. 



Mr. ERLENBORN.Iwonder if the gentleman would ask the gentleman 
from Pennsylvania (Mr. Moorhead) what his opinion is concerning 
that, just to clarify the record. 

Mr. BUTLER. Mr. Chairman, I will 'yield to the gentleman from 
Pennsylvania for that purpose. 

Mr. MOORKE~D of Pennsylvania. Mr. Chairman, I agree with the 
limitation which has been placed on the amendment by the gentleman. 

The CHAIRMAN pro tempore. The question is on the amendment 
offered by the gentleman from Virginia (Mr. BUTLER). 

The amendment was agreed to. 

AMENDMENT OFFERED BY MS. ABZUQ 

Ms. ABZUG. Mr. Chairman, I offer an amendment. 
The Clerk read as follows : -

Amendment offered by Ms. Abzug :Page 33, line 3, strike out lines 3 and 4. 

(Ms. ABZUGasked and was given permission to revise and extend her 
remarks.) 

Ms. ABZUG. Mr. Chairman, we are dealing in this bill before us today 
with the right to privacy and any exemption from the safeguard pro- 
visions of this bill must be the exception rather than the rule. It should 
be justified only where there are overwhelming societal interests. 

What are the overwhelming interests of society that this exemption 
protects which would justify an infringement on individual lilberty B 

Under other exemptioil provisions of this bill, we have already pro- 
tected from disclosure information related to law enforcement in- 
vestigative matters and national security. 

I have agreed to support such specific exemptions. But the general 
exemption as to all records, regardless of what they contain, main- 
tained by the CIA, goes too far. By allowing the CIA to exempt all 
systems of records, even those which contain no sensitive data, we are 
unnecessarily denying individuals the rights guaranteed by this bill 
and indeed rights guaranteed by the Constitution. 

There is grave danger inherent in granting any such broad exemp- 
tion. No agency should be given a general license to exempt any and all 
of its records or records systems. 

Rather than base exemptions on the functions of an agency which 
maintains records, we should define exemptions, as we tried to in this 
bill, in terms of the kind of data sought to be protected from disclosure. 
We have done this in subsections (k) and (1) (I),and (2) of the bill. 

I f  the records of the CIA contain sensitive material, these records 
will be protected from disclosure by the specific exemptions already 
referred to, information related to either foreign policy or national 
defense or related to investigatory material which is being compiled for 
law enforcement purposes. 

We would weaken this bill if we established a precedent by allow- 
ing an agency to exempt itself entirely from requirements that would 
protect and reinforce the fundamental constitutional rights of privacy. 

By setting up a general exemption guaranteeing and allowing the 
CIA to exempt even sensitive records from virtually every provision 
of the bill, the bill goes far beyond what is necessary to protect such 
records from disclosure. MThy should not the agency be required, for 



example, to keeg records which are accurate, timely, and relevant,. 
which are requirements of this bill ? 

Why should the agency be exempted from a bar against maintainin0 
political or religious data if other agencies are not, and why shoul8 
individuals be denied rights to civil remedies and court review 2 

This is the effect of the "general exemption" section of the bill,. 
which goes far beyond the "specific exemption" section in allowing 
agencies to disregard the safeguard provisions of the bill. 

I might tell the Members that the other body's bill does not contain 
any such general exemption section. It provides solely for specific- 
exemptions, with only two of the specific ones we have, by the way, and 
that is for national security and law enforcement purposks. , 

I urge that we strike this general exemption for the CIA since the- 
CIA'S sensitive records and activities are amply protected by other pro- 
visions of this bill. 

To do otherwise would be to deny unnecessarily to one group'of in- 
dividuals the privacy rights protected by this bill. 

Mr. Chairman, Iurge that my amendment be adopted. 
Mr. GUDE.Mr. Chairman, will the ge~ltlewoman yield? 
Ms. ABZUG.Yes, I yield to the gentleman from Maryland. 
Mr. GUDE.Iwant to commend the gentlewoman for this amendment. 
Certainly, there is no logic in gathering information, and regardless. 

of its sensitivity, putting it off bounds merely because it happens to. 
be stored within a particular agency. 

The gentlewoman's amendment makes a i reat  deal of sense, and L 
certainly urge its adoption. 

Mr. KOCH. Mr. Chairman, will the gentlewoman yield? 
Ms. ABZUG. Iyield to the gentleman from New York. 
Mr. I~OCH.Ialso want to commend the gentlewoman from New York, 

who has pointed out this particular deficiency of this legislation, which 
X hope will be corrected. 

Mr. ERLENBORN.Mr. Chairman, I rise in opposition to the amend- 
ment. 

Mr. Chairman, there are many.reasons why I would oppose this 
amendment. 

I think it is quite obvious that the activities of the Central Intel- 
ligence Agency are not the sort of activities that are supposed to be- 
conducted in a fishbowl. 

Let me make this.one observation. Under this bill we are allowing- 
any individual access to records that are maintained by the Govern- 
ment relative to himself. I n  other words, any person, any individual' 
can go to the agency that is subject to this act and say, "I want copies 
of anything that you have relating to me." 

I n  the committee we discussed whether we would extend this right 
to corporations. We decided we would not; we would grant it only to. 
individuals. 

We did not limit this access to U.S. citizens. 
Just stop and think about this for a moment. The Central Intelli- 

gence Agency prepares and maintains files relative to people all over 
this country who are our potential or actual enemies. 

We are not limiting access, under this lam, to citizens so that Chou 
En-lai or whoever it might be coulcl come over here and knock at  the- 



-door of the CIA and say, "Under the new privacy bill, I want to see 
all the files that you havemaintained con~erning me." 

I think this situation would be utterly ridiculous. The amendment 
aught to fall of its own weight. 

Ms. Aszua. Mr. Chairman, will the gentleman yield ? 
Mr. ERLENBORN.Iyield to the gentlewoman from New York. 
Ms. ABZUG. Mr. Chairman, I just want to refresh the recollection of 

t,he gentleman from Illinois about who is covered under this bill. We 
have a very specific definition of individuals who are granted rights 
under this bill and I will quote from subsection (a) (2)-Such an in- 
dividual 'Lmeans a citizen of the United States or an alien lawfully 
admitted for permanent residence." As far as I know Chou En-lai is 
not a citizen of the United States or an alien lawfully admitted for 
permanent residence. This is just another big, big red herring. 

Mr. ERLENBORN.Then maybe it would be the Ambassador of Russia; 
who is to say? The fact is, we ought not limit the United States to 
.carrying on the activities of the Central Intelligence Agency in such s 
way that its files are kept under cellophane. 

Mr. HOLIFIELD.Mr. Chairman, I move to strike the last word, and 
T rise in opposition to the amendment. 

Mr. Chairman, I realize that there are people in this country who 
have a great antagonism to the CIA. I might say that back in 1947 
this committee handled the legislation that established the CIA in the 
Defense Department bill. 

We are in a dangerous world, and other countries of the world are 
using all the methods that they can develop for the collection of infor- 
mation which happens to be favorable to their objectives. Many times 
those objectives do not coincide with the objectives of this country, so 
that we, likewise, in order to protect ourselves, are collecting informa- 
tion on these people overseas, or the emissaries who come i n t ~  this 
country if it  deals with the national security of the United States. I 
believe that the better part of valor right now is to leave this alone. 

Ms. Aszua. Mr. Chairman, will the gentleman yield ? 
Mr. HOLIFIELD.Iyield to the gentlewoman from New York. 
Ms. ABZUG. Mr. Chairman, I would just like to refresh the recollec- 

t>jon of the gentleman from California, and since he is my honorable 
chairman I hesitate to do this, but, nevertheless, I have pointed out 
that the bill provides in section (k)  (1)(2) for an exemption of any- 
thing which would in any way affect the national defense or foreign 
policy of this Nation, so that any of the national security or foreign 
policy records about which the gentleman from California has ex- 
pressed some concern would be amply covered. No information which 
in any way affects the national security or foreign policy of this Nation 
could, under the specific provisions of section (k) of this act, be made 
available. 

My objection to this general blanket exeinption for the CIA is that 
there is much information, and I am sure the gentleman from Califor- 
nia would agree with this, that the CIA collects about individuals that 
is totally unrelated to the national security functions of the CIA. 

Mr. HOLI~ELD. I do not know that. I am not in possession of that 
knowledge. 



Ms. Aszua. Even if that were not so, if an individual seeks access to 
his or her records and the CIA makes a determination or the agency 
makes a determination that access to those records would endanger our 
national security, then the agency would have the right to assert that 
reason for not providing access to the information. 

All I am suggesting is that to single out one agency and exempt all 
its records, just because it is this agency, is quite contrary to,what our 
purposes are, and to what our intentions are in this bill. I might also- 
mention that the legislation in the other body has only the specific 
exemptions that I mentioned before. A blanket exemption for any 
agency-even or especially this one agency has no place in  this bill. 

Mr. HOLI~ELD. Mr. Chairman, let me add that this agency is charged 
with the security of the United States in relation to its foreign policy, 
and therefore important to the United States. The agency does col- 
lect information on people who are emissaries from those nations that 
are here, and are acting in behalf of other nations, and I just do not be- 
lieve that anyone has the right or should have Lhe right to go in and 
expose the most sensitive area in the protection of our national security. 
Therefore I must oppose the amendment. 

I think weare going pretty far  in this bill, and I think this is just a. 
little bit too far. 

Mr. DELLUMS. Mr. Chairman, I would like to make a point of order, 
and I do so because I think this matter is of such importance and such 
gravity that it should not be disposed of by a handful of Members, and 
I note that there is not a quorum present on the floor. 

Therefore, Mr. Chairman, I make the point of order that a quorum 
is not preseilt. 

The CHAIRMAN. Evidently a quorum is not present. The Chair an- 
nounces that he will vacate proceedings under the call when a quorum 
of the committee appears. 

Members will record their presence by electronic device. 
The call was taken by electronic device. 

QUORUM CALL VACATED 

The CHAIRMAN One hundred and four pro tempore (Mr. MCFALL). 
Members have appeared. A quorum of the Committee of the Whole is 
present. Pursuant to rule XXIIT, clause 2, further proceedings under 
the call shall be considered as vacated. 

The Committee will resume its business. 
The Chair recognizes the gentleman from Pennsylvania (Mr. 

Moorhead). 
(Mr. Moorhead of Pennsylvania asked and was given permission to 

revise and extend his remarks.) 
Mr. MOORHEAD of Pennsylvania. Mr. Chairman, I rise in opposition 

to the amendment offered by the gentlewoman from New York (Ms. 
Abzug). 1do so with considerable regret,, because of the great contri- 
bution that the gentlewoman has made in the drafting of this legis- 
lation. The gentlewoman mas one of t.he authors of the original privacy 
legislation we considered. But I think in this legislation we must take 
a step at a time in a delicab field like that lnv~lving the Central 
Intelligency Agency. 



Let me explain to the Members that the CIA is not entirely exempt 
wnder this bill. The agencies listed under general exemptions are 
affirmatively subjmt to the major disclosure and the requirement sec- 
$ion of the act. The CIA must follow the conditions of disclosure, or I 
:should say nondisclosure, as enumerated in subsection (b) of ;the bill. 
This is a major provision of the bill with which the Agency must be 
in compliancewith what the Agency may or may not do with their 
records. 

The CIA is also subject to subsection (e) (2), (A) through (P) to 
gulblish in the Federal Register at least annually a notice of the exist- 
ence and character of each system of records. Thus, even under the 
.general exemption sections, they must do this. 

This covers two unique circumstances: Pirst, the Central Intelli- 
gence Agency maintains various ,intelligence systems, as defined by the 
act. T h ~ s e  systems maintained by. *the CIA, are primarily personnel 
records. By statute the Central Intelligence Agency is prohibited from 
releasing any detailed information on its personnel. 

The committee does not feel it should repeal other statutes by impli- 
cation. Let me say also that there was an earlier colloquy between the 
gentlewoman from New York and the gentleman from Illinois about 
who is covered by the act. 

On page 21, line 14,in the definitions : 
The term "individual" means a citizen of the United States or an alien law- 

Sully admitted for permanent residence . . . 
So, Mr. Chairman, I urge the defeat of the amendment. 
Ms. ABZUG. Mr. Chairman, will the gentleman yield? 
Mr. A~OORHEAD of Pennsylvania. I yield to the gentlewoman from 

New York. 
Ms. AEZUG.Mr. Chairman, I am very disappointed that the gentle- 

man from Pennsylvania has to rise in opposition to my amendment. I 
disagree with him. I think this exemption is really out of line with the 
original purpose of the bill. 

I had no recollection, by the way, Mr. Chairman, that the CIA ever 
requested this exemption, certainly not since the bill was clarified to 
.apply only to citizens and permanenk residents. 

Although the gentleman has indicated what provisions the CIA, as 
an apncy, might be subjected to, he has neglected to mention the more 
significant and meaningful provisions it will not be subjected to as a 
result of having its general exemption. I have already mentioned 
some of those basic provisions, such as the requirement of agencies to 

maintain accurate, relevant, and timely data, and I will not respect 
$hen1 all here. 

There are many others such as this, so I do not think it is fair, even 
though the gentleman may oppose my amendment, for him, to suggest 
that  a general exemption doesn't deprive individuals of basic rights 
provided by the act. I n  fact, one very serious1 deprived group of indi- 
vicluals will be those oil whom the CIA may ge keeping records which 
have nothing at all to do with the security of this Nation. 

Mr. ECRHARDT. Mr. Chairman, I rise in favor of the amendment. 
Mr. Chairman, I should like to clarify that other provisions of this 

'bill fully take care of questions having to do with security. The bill 
provides two types of exemptions: First, the general exemption of 



agencies. In  fact, only one agency is generally exempted, the Central 
SntelIigence Agency. This is In subsection (j), ''Genela1 Exemptions." 

But in (k),  "Specific LExemptions," it is provided on page 34, item 
(1) that the records within the agency are exempted from this section 
if the system of records is, (1) subject to the provisions of section 
552(b) (1) of this title." 

Now, 552(b) (1) of this title is found in the present act, and what 
that says is : 

This section does not apply to matters that are, (1) specifically required by
Executive order to be kept secret in the interests of the national defense or for- 
eign policy. 

Executive Order 652, issued on March 8, 1972, and effective on 
June 1,1972, and effective on June 1,1972, exempts 37 agencies w,itll 
respect to all matters having to do with national defenses or foreign 
policy. X t  includes, of course, the CIA. I t  inclndes*the Atcnnic Energy 
Commission. It includes the State Department ;it includes the Depart- 
ment of Defense; it includes the Justice Department. 

I cannot see, for the life of me, why the CIA should 'be generally 
exempt from all provisions having to do with access if these other 
agencies, just as sensitive, are not also generally exempt. They deal 
with just as sensitive material in the area of national security as the 
CIA does. The point is, though, if we generally exempt the CIA from 
access, then the CIA does not have .to come out and say that if they 
revealed the information, that they refuse access to, it would affect 
national defense or foreign policy, that it has to do with the security 
of the United States. 

I happen to know of a case in which an employee of the CIA has 
'been shabbily treated. I think the particular case did not have to do 
with security. I t  had to do with a girl. Some boss did not much like an 
inferior officer seeing her. But I shall not assert that as a fact here 
but as a hypothetical illustrating the evil of giving the CIA complete 
exemption from access provisions of this Ad. The CIA can come in 
and say at any time, "This affects foreign affairs." But let us, at  least, 
make them say that, because many people working for the CIA are 
subject to exactly the same discriminations as those working for other 
a.gencies. The CIA is going to be believed when they raise the conten- 
tlon that foreign affalrs are affeoted, but at least let us make them 
come in and say it. Presumably, there would be some reluctance to lie 
about it. But if all they have to say is, "We are blanketly exempt from 
any access to the information which you seek," we are absolutely pro- 
tecting them in matters in which the grossest discrimination could 
occur. 

Let me just say once again that I am not talking in favor of opening 
up access to CIA'S files with respect to matters of security, because the 
second exemption, the specific exemption provisions provided for in 
this act, refers to 552(b) (1). That says that nothing may be obtained 
which the Executive order requires to be kept secret in the interest of 
national defense or foreign policy and an Executive Order 652 has 
losell issued and totally, blanketly covers all such niatters pertaining 
tonational defense and ford@ policy. 

The CHAIRMANpro tempore (Mr. McFall). The question is on the 
amendment offered by the gentlewoman from New York (Ms. Abzug) . 

'Slre amendment was rejected. 



AMENDMENT OITERED BY MR. ICEORD 

Mr. ICHORD.Mr. Chairman, I offer an amendment. 

The Clerk read as follows : 9 


'Amendment offered by Mr. Ichord :On page 34, strike lines 7 through 11anit 
insert the following in lieu thereof : 

"(2) invatigatory material compiled for law enforcement purposes, other 
than material within the scope of subsection (j) (2) of this section :*Provided, 
hou;evw, That if any individual is denied any right, privilege, or 'benefit that he 
would otherwise [be entitled by Fdderal law, or' for which he would otherwise be 
eligible, an a result of the maintenance of such material, such material shall be 
provided to such individual, except to the extent that the disclosure of such' 
material would reveal the identity of a source who furpished information to the 
Government under an express promise that the identity of the source would be 
held in confidence, or, prior to the egective date of'this section, under an implied 
promise that the identity of the source would Be held in confidence." 

(Mr. Ichord asked and was given permission to revise and extend 
his remarks.) 

Mr. ICEIOW.Mr. Chairman, again I wish to commend the gentleman 
from Pennsylvania (Mr. Moorhead) and the gentleman from Illinois 
(Mr. Erlenborn), as well as the members of the committee and the 
staff, for the very superb job they have done in balancing the rights 
of the individual against the rights of society in general and protect- 
ing the privacy of the individual. 

All this amendment does is to protect the investigatory material of 
investigating agencies such as the F B I  from being ralded by thousands 
and perhaps tens of thousands of persons for no legitimate purpose. 

I explained the amendment in general debate, and, Mr. Chairman, 
the language of this amendment has been worked out in conjunction 
with the managers of the bill, the gentleman from Pennsylvania (Mr. 
Moorhead) and the gentleman from Illinois (Mr. Erlenborn) . 

The purpose of this amendment is to protect our investigative agen- 
cies from activities which I do not believe is an exaggeration to say 
might seriously impair if not destroy their function m carrying out 
their vital work. The amendment mould both protect this work and, 
a t  tlie same time, do so consistently with the attainment of the purposes 
and objectives of the bill. The provisions of the bill, particularly 
subsection (b), provides complete and adequate protection against 
improper or injurious dissemination of information beyond the legiti- 
mate uses of the Federal agencies maintaining them. My amendment in 
no may aEects this laudable purpose, or those provisions against dis- 
closure which fully protect the iildividual affected by prohibiting 
any improper use of investigatory material. 

All that the amendment does is to protect the investigatory material 
frorn being raided by thousands and perhaps tens of tllousands of 
persons for no legitimate purpose. I assure the Members that the 
investigative materials would be raided by the host of persons, includ- 
ing snbversives, who would merely seek to ascertain the extent of 
coverage and method and adequacy of operation of our intelligence 
forces. This improper raiding of the investigatory files will be pro- 
hibited by my amendment, but at the same time individuals who have 
the legitimate need and purpose for the disclosure to them of the in- 
formation is preserved. The amendment provides that in any case 
where an individual is denied any right, privilege, or benefit that h e  



would otherwise be entitled by Federal law, as a result of the mainte- 
nance of such material, he will be entitled to the information, to the 
'extent, of course, that the identity of confidential sources will be 
protected. . 

Mr. MOORHEAD of Pennsylvania. Mr. Chairman, wili the gentleman 
yield ? . I 

Mr. ICHORD.I yield to the gentleman from Pennsylvania. 

Mr. MOORHEAD 
of Pennsylvania. Mr. Chairman, I understand that 

this_ amendment is also subject to bhe colloquy we had in general debate 
.concerning protection of dissenters under the first amendment; is that 
correct ? 

Mr. ICHORD.The gentleman is correct. This is meant in no way to  
harm the first amendment rights of any American. 

Mr. MOORHEAD of Pennsylvania. Mr. Chairman, with that under- 
.standing, I h~aveno objection to the amendment. 

The CHAIRMAN pro tempore (Mr. l d c ~ a l l ) .  The question is on the 
.amendment offered by the gentleman from Missouri (Mr. Ichorcl). 
. The amendment was agreed to. 

AMENDMENT OFFERED BY MR. GUDE 

Mr. GUDE, Mr. Chairman, I offer an amendment. 
The Clerk read as follows: 
Amendment offered by Mr. GUDE:Page 36, line 6,after the period, insert 

.the following : 
" (n)  Federal Privacy Commission 
"(1)Establishmept of Commission- 
"(A) There is established a s  a n  independent agency of the executive branch 

.of the goyernment the  Federal Privacy Commission. 
"(B)( i )  The Commission shall be composed of five members who shall be 

appointed by the President, by and with the advice and consent of the Senate, 
from among members of the public a t  large who, by reason of their knowledge 
a n d  expertise ( i n  any of the following areas: civil rights and liberties, law, 
social sciences, and computer technology, business, and State and local govern- 
ment, a re  well qualified for service on the Commission and  who a re  not otherwise 
afficers or employees of the United States. Not more than three of the members 
s f  the Cammission shall be adherents of the same political partx. 

"( i i )  One of the Commissioners shall be appointed Chairman by the President. 
"(iii) A Commissioner appointed a s  Chairman shall serve a s  Chairman until 

t h e  espiration of his term a s  a Commissioner of the Commission (except tha t  
he may continue to serve as  Chairman for  so long as he  remains a Commissioner 
a n d  his successor as Chairman has not taken office). An individual may be 

*appointed a s  a Commissioner a t  the same time he is appointed Chairman. 
"(C) The Chairman shall preside a t  all meetings of the Commission and a 

quorum for the transaction of busine~s shall consist of a t  least three lneplbera 
present (but the Chairman may designate a n  Acting Chairman who may preside 
i n  the absence of the Chairman). Each member of the Commission, including the 
Chairman shall have equal responsibility and authority in all decisions and 
actions of the Commission, shall have full access to all  information relating to 
the perfornlance of his duties or responsibilities, and shall have one vote. Action 
of  the Commission shall be 6etermined by a majority vote of the  members present. 
T h e  Chairman (or  Acting Chairman) shall be the official spokesman of the  
Commission i n  i ts  relations with the Congress. Government agencies, persons, 
o r  the public, and, on behalf of the Commission, shall see to the faithful execution 
a f  the policies and decisions of the Commission, and shall report thereon to 
t h e  G~mm;ssion from time to time or as the Commission may direct. 

"(D)  E a q  Commissioner shall be compensated a t  the rate.provided for under 
section 5314 of .title 5 of the United States Code, relating t o  level XV of .the 
Executive Scbednle. 



" (E)  Commissioners shall serve for terms of three years. No Commissioner 
may serve more than two terms. Vacancies i n  the membership of the Commission! 
shall be filled in  the same manner in  which the original appointment was made, 

" ( F )  Vacancies i n  the membership of the Commission, a s  long a s  there a r e  
three Commissioners in  office, shall not impair the power of the Commission t@ 
execute the functions and powers of the Commission. 

" ( G ) The members of the Commission shall not engage in any other employ- 
ment during their tenure a s  members of the Commission. 


" (2)  Pexsoanel of the Commission- 

"(A) The Commission shallzappoint a n  Executive Director who shall perform 


such dubies as-the Commission may determine. Such appointment may be made 
without regard to  theprmisionsof tit& 5, United S ta tes  Gode. 

" ( B )  The Executive Director shall be compensated a t  a rate  not in  excess 
of the maximum rate for 08-18 of the General Schedule under section 5332 
of title 5, United States Code. 

"(C) The Commission is authorized to appoint and fix the compensation o f  
~ u c h  officers and employees, and prescribe their functions and duties, a s  may 
be necessary to carry out the provisions of this section. 

" (D)  The Commission may obtain the services of experts and consultants in 
accordance with the provisions of section 3109 of title 5, United States Code. 

''(3)  Functions of the Commission. The Commission shall- 
"(A) publish annually a United States Directory of Information Systems 

containing the information specified to provide notice under subsection 
(e )  (2 )  of this section for  each information system subject to the provisions 
of this section and a listing of all statutes which require the collection of 
such information by a Federal agency ; 

" ( B )  investigate, determine, and report any violation of any provision 
of this section (or  any regulation adopted pursuant thereto) to the Presi- 
dent, the AWorney General, the Cong$es, , a ~ l d  the GeneraL Secvices Admin- 
istration where the duties of that  agency are  involved, and to the Comptroller 
General when i t  deems appropriate ; and 

"(C) develop model guidelines for the implementation of this section and 
assist Federal agencies in  preparing regulations and meeting technical and  
administrative requirements of this section. 

" ( D )  In  additional to its other functions the Commission shall- 
" ( i )  to the fullest extent practicable, consult with the heads of appro- 

priate departments, agencies, and instrumentalities of the Federal Gov- 
ernment i n  carrying out the provisions of this section ; 

"( i i )  perform or cause to be performed such research activities a s  
may be necessary to  implement the provisions of this section and t o  
assist Federal agencies in  'complying with the requirements of this  
section ; 

"(iii) determine what specific categories of information should be  
prohibited by statute from collection by Federal agencies on the basis 
that 'the collection of such information w a d d  violate -an ind5vidual9s 
right of 'privacy: 

" (4 )  Confidentiality of Information- 
" ( A )  Each department, agency, a n d  mstnmentality of the executive branch 

of the Government, including each independent agency, shall furnish to the Com- 
mission, upon request made by the Chairman, such data, reports, and other infor- 
mation a s  .the Commission deems necessary to carry out i ts  functions under this 
section. 

"(B) I n  carrying out i ts  functions and exercising i ts  powers under this sec- 
tion, the Commission may accept from any Federal agency or other person ally 
identifiable personal data  if such data is necessary to carry out such powers and 
fnnctions. In  any case in which the Commission accepts any such information, it 
shall provide appropriate safeguards to insure that  the confidentiality of such 
information is  maintained and that  upon completion of the purpose for which 
such information is required i t  is  destroyed or returned to the agency or persoh 
from which i t  is obtained, a s  appropriate. 

"('5) Powers of the Commission- 
"(A) The Commiqsiori may, in.carrying out i t s  hnct ions under thfs section, 

conduct such inspections, sit  and act  a t  such times and places, hold such hearings, 
take such testimony, require by subpena the attendance of such witnesses and the  
production of such books, records, papers, correspondence, and documents, ad- 



minister such oaths, have such printing and binding done, and make such ex-. 
penditures a s  the Commission deems advisable. Subpenas shall be issued under  
the signature of the Chairman or any member of the Commission designated b y  
the Chairman and shall be served by any person designated by the Chairman o r  
any such member. Any member of the Commission may administer oaths o r  
affirmations to witnesses appearing before the Commission. 

"( i )  I n  case of disobedience to a subpena issued under subparagraph (A) of' 
this subsection, the Commission may invoke the aid of any district court of t h e  
United States in requiring compliance with such subpena. Any district court of 
the United States within the jurisdiction where such p@rson,is,foun~ ~ r ~ t r a n s a c t s  
business may, in  case of contumacy or refusal to obey a subpena issued by t h e  
Commission, issue a n  order requiring such person to appear and testify, to pro- 
duce such books, records, papers, correspondence, and documents, and any fail- 
ure to obey the order of the court shall be punished by the court a s  a contempt
thereof. 

"( i i )  Appearances by the Commission under this section shall be in its own1 
name. The Commission shall be represented by attorneys designated by it. 
"(B)Section 6001(1) of title 18, United States Code, is amended by inserting 

immediately after "Securities and Exchange Commission," the following: " the 
Federal Privacy Commission." 

"(C) The Commission may delegate any of its functions to such officers a n 8  
employees of the Commission a s  the Comnlission may designate and may author- 
ize such successive redelegations of such functions a s  i t  may deem desirable. 

" (D)  I n  order to carry out the provisions of this section, the Commission is 
authorized-

" ( i )  to adopt, amend, and repeal rules and regulations governing the man- 
ner of i ts  operations, organization, and personnel ; 

" ( i i )  to adopt, amend, and,repeal interpretative rules t o r  the implementa-. 
tion of the rights, standards, and safeguards provided under this section ; 

"(iii)  to enter into contracts or other arrangements or modifications 
thereof, with any government, any agency or department of the United 
States, or with any person, firm, association, or corporation, and such con- 
rtracts or other arrangements, or modifications thereof, may be entered int@ 
without legal consideration, without performance or other bonds, and with- 
out regard to section 3709 of the Revised Statutes, a s  amended (51 U.S>C. 5 ) ; 

"(iv) to make advance, progress, and other payments which the Com- 
mission deems necessary under this section without regard to the provisions 
of section 3648 of the Revised Statutes, a s  amended (31. U.S.C. 529) ;. 

" ( v )  receive complaints of violations of this Act and regulations adopted; 
pursuant thereto ; and 

"(vi)  to take such other action a s  may be necessary t@ carry out the 
provisions of this section. 

"(6) Reports-
"The Commission shall, from time to time, and in an annual report, report to+ 

the President and the Congress on its activities in  c a r r ~ i n g  out the provisions of 
this section." 

Mr. GUDE(during the. reading). Mr. Chairman, I ask unanimous 
consent that the amendment be considered as read and printed in the 
RECORD. 

The CHAIRMAN pro tempore. I s  there objection to the request of the  
gentleman from Maryland ? 

There was no o'bjection. 
Mr. GUDE.Mr. Chairman, this amendment establishes a Federal 

Privacy Commission which is a vital necessity if privacy legislation is 
to become a meaningful statute. Clearly the key to the maintenance 
of successful privacy standards will be the degree of cooperation p.ro- 
vided by federal agencies which have to implement the program. Th is  
Commission, which would coordinate and assist in those efforts, will be  
an important tool for gainin 

The Commission would athe necessary agency cooperation. 
e composed of five full time menibers 

appointed by the President with the advice and consent of the Senate:. 
The functions of the Commission n-ould be to : 



First, phblish annually a Directory of Information System contain- 
ing data on Federal agency information systems and the statutes 
which require the collection of information ; 

Second, investigate and report agency violations of this section of 
the bill ; 

Third, develop model guidelines and provide assistance to federal 
agencies for the implementation of this section; 

Fourth, provide consultation and research services to aid agencies 
in  carrying out the provisions of this section ;and 

Fifth, determine what categories of information Federal agencies 
.should be forbidden to collect. 

T o  fulfill these responsibilities the Commission would have rule- 
making authority, the power to hold hearings, administer oaths and 
receive evidence, including complaints of violations of provisions of 
the Act, and subpena power. Additidnally the Commission could gain 
access to any agency information system and any identifiable informa- 
tion, so long as appropriate safeguards are ma~ntained to insure 
confidentiality. - ,  

The Commission's powers are more limited than those provided in 
other earlier proposals. For example, its activities are limited to con- 
cern with the provisions of this act and not any other freedom of in- 
formation legislation; and it will not be able to issue orders directing 
an agency to comply with the requirements of the act. Howeyer, the 
Commission will serve as a focus of attention for information and pri- 
vacy issues and will also be a watchdog over agencies which are re- 
sponsible for implementing the provisions of the act. 

I n  my view, this Commission would be an essential element in the 
implementation of privacy legislation. As the bilT presently reads, i t  
,contains no provision for the establishment of an administrative body 
to oversee implementation of the legislation. I know some say we 
:should take a "wait and see" attitude about a privacy commission. 

However, such a "wait and see" attitude is exactly the opposite of 
what is needed, because the major problems of implementation and the 
inevitable adjustments in the ways agencies work are going to occur a t  
-the beginning of the program, not later on. At a minimum, this Com- 
mission should be established to oversee, monitor, and evaluate the 
newly legislated safeguard requirements and to offer information and 
assistance, to Federal agencies.in their efforts to comply with the act. 
'As with' any new program, there will be problems and these probleills 
will occur in the beginning-when the program is being set up. A central 
source of expertise and gu~dance and a coordinated approach to these 
problems should serve to reduce rather than increase administrative 
costs over the long run. 

Moreoyer, we would be more than naive if we failed to recognize 
that individual Federal agencies cannot be expected to take an aggres- 
sive role in enforcing privacy legislation. Enforcement of the provi- 
sions of this bill will be secondary to each agency's le islative mandate 
and will,,of necessity, cause some inconvenience. I felieve it is clear 
that maklng administration of privacy standards every agency's re- 
sponsibili$y really means making it no agency's responsibility. Only 
by providing a separate independent agency to act as a focus for p n -  
vacy aetivikies and concerns and for coordinating the privacy pro- 



grams of the various Federal agencies can me be assured of uniforrr~ 
effective enforcement of the rights guaranteed by this bill. 

Mr. Chairman, this Commission is very inuch in the interest of get- 
ting legislation which affects the privacy of all American citizens and 
specifically Federal employees. I very much hope and urge that the 
committee will adopt this amendment. 

Mr. M~ORHEAD of Pennsylvania. Mr. Chairman, 1rise in opposition 
to the amendment. 

(Mr. Moorhead of Pennsylvania asked and was given pernlission to 
revise and extend his remarks.) 

Mr. MOORHEAD of Pennsylvania. Mr. Chairman, I rise in opposition 
to this ameildinent with great regret, because the gentleman froin 
Maryland was one of the most productive inembers of the subcommit- 
tee in helping draft this legislation. 

I do have to oppose the amendment, first, because it was considered 
in subcommittee and voted down. Second, it was considered in the full 
committee, and it was voted down. 

I can understand why the gentleman from Maryland asked unani- 
mous consent to dispense with the reading of the amendment, because 
i t  is a long, three-page amendment. I t  is really a bill In and of itself. 

I do oppose this amendment to create a Federal privacy commission 
for a number of important reasons. 

First, as I say, i t  was voted down at  the marlcup session. It was over- 
whelmingly defeated. 

Second, i t  would add to the overall cost of the bill and create another 
level of bureaucracy between the citizen and the Federal agency and 
his right to his own personal records. 

Third, it could impede the operation of the various civil remedies 
afforded to individual Americans in the courts. 

Fourth, as President Ford stated in his remarks referred to earlier 
in the debate : 

I do not favor establishing a separate commission or board bureaucracy
empowered to define privacy in its own terms and to second-guess citizens and 
agencies. 

It seems to me that i t  mould be better to have an independent branch 
of the Government, that is, the judicial branch, oversee the Executive 
rather than another branch of the executive overseein the Executive. 

Finally, if, in this instance, the courts do not do t1e excellent job 
they have done under the Freedom of Information Act, then we in 
Congress can always in the future create a privacy board. 

But if we create this commission it will surely develop its own con- 
stituency, and be extremely difficult to reverse if we have made a 
mistake. 

Instead, Mr. Chairman, this bill, patterned after the Freedom of 
Information Act, makes each agency directly responsible, and publicly 
and legally accountable for its faithful administration of this law. I 
am sure that the courts will do their duty. Vigorous congressional 
oversight will also help keep the bureaucracy in line. 

I can assure the Members that our committee will fully exercise such 
authority. Therefore, I urge the defeat of the amendment. 

Mr. H O L I ~ L D .  entleman yield? Mr. Chairmhn, will the 
Mr. MOORHXAD Pennsylvania. I yie d to the gentleman from of f 

California. 
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Mr. HOLIFIELD.Mr. Chairman, I am pleased with the statement made 
by the gentleman from Pennsylvania. As the gentleman has stated, 
this creates another bureau to watch the watchers, one might say, and 
it also gives this commission some powers to make recommendations, 
rules, and regulations on the basis of th&r judgment rather than up011 
the basis of the language of the bill, which I think is adequate enough 
to 've the citizens a right. 

also would mean that undoubtedly people who wen  dissatisfied 
would go to the commission for relief, rather than to let their wishes be 
known to the courts, or if they did not want to go to the courts to go to 
the committee, which will have continuing oversight over this. 

This is a committee which has had the interest to hold the hearings, 
and develop this bill after a great many consultations with people in 
the Department of Justice and other departments of the Government, 
and also with representatives of the administration. The President 
even went out of his way in his message on October 9 to say specifically 
that we should not create a commission, as the gentleman from Penn- 
sylvania has mentioned. 

So, for that reason, as well as others, I think this ought to be voted 
down. I n  making that statement, may I add further that I certainly 
do not want to disparage the attitude or the industry of the gentleman 
from Maryland (Mr. Gude), who has been a fine member of our 
committee. 

Mr. ERLENBORN.Mr. Chairman, I move to strike the requisite num- 
ber of words, and I rise in opposition to the amendment. 

(Mr. Erlenborn, asked and was given permission to revise and 
extend his remarks.) 

Mr. ERLENBORN.Mr. Chairman, I join the gentleman from Penn- 
sylvania (Mr. MOORHEAD) in opposing the amendment. I think the 
gentleman from Pennsylvania has very well articulated the reasons 
the amendment should be opposed. Therefore, I hope the amendment 
will be defeated. 

Ms. ABZUG. Mr. Chairman, I move to strike the requisite number of 
words, and I rise in favor of the amendment. 

(Ms. Abzug asked and was given permission to revise and extend 
her remarks.) 

Ms. ABZUG. Mr. Chairman, I really am somewhat surprised to hear 
the ,gentlemen oppose this Commission, since this commission was 
modeled on a bill, H.R. 4960, which was introduced in February 19'13, 
by Mr. Horton, and cosponsored by Mr. Erlei~born, and of course Mr. 
Gude, who is the author of the amendment, Mr. Hanrahan, Mr. Mc- 
Closkey, Mr. Moorhead, my distinguished chairman, Mr. Pritchard, 
Mr. Regula, and Mr. Thone. It is basically the same Commission that 
was proposed in the legislation originated by these gentle~nan, and I 
am finding it very difficult to figure out why they have changed their 
minds. 

Mr. ERLENBORN.Mr. Chairman, will the gentlewoman yield? 
Ms. ABZUG. Well, I guess so. 
Mr. ERLENBORN.Mr. Chaiman, I thank the gentlewoman for her 

gracious yielding to me. 
The bill that the gentlewoman has referred to, of course, was not a 

privacy commission because we did not have a privacy bill before us 



a t  the time, or  a privacy act; that was a Freedom of Information 
Commission. 

Ms. ABZUG.I understand it was a Freedom of ~ n f o ~ m a t i o n  Commis-
sion, and the f&t is that the same reasons that it was proposed there 
are the spme reasons it was proposed here. I believe we should have a 
commission which covers both the Freedom of Information Act and 
this Privacy Act. But this Commission is being proposed by the gentle- 
man from Maryland (Mr. Gude) only for the p~ivacy act, and there is 
good reason for this. 

For  example, the 'bill which is before the other body, which is the 
counterpart of our bill, provides for a privacy commission. We are 
charting an important course and, quite contrary t o  what my col- 
leagues have suggested, we have not proposed any judicial or  quasi- 
judicial functions for this Commission. 

We are not proposing a superagency with enforcement powers over 
other agencies. Quite to the contrary, what we are doing is suggesting 
that there be a mechanism established which will help us in the im- 
plementation of this very important Privacy Act. One of the specific 
needs will be to insure that in developing rules and guidelines relating 
to personal information systems, agencies will have the benefit of some 
expehse and will achieve some degree of uniformity. 

So it will really make it easier and more economical to implement 
this legislation. 

I find i t  very interesting that it was suggested that we had a full 
hearing on this matter before our full committee. I f  I may refresh the 
recollection of my subcommittee chairman, it is true t b t  we raised it 
in the subcommittee. It is true i t  was defeated in the subcommiktee. As 
a matter of fact, when I pointed out that this was patterned after the 
bill of the members of the committee, they thought they would like to  
reconsider it. But this amendment was never considered in full com- 
mittee, because I was interested in helping the bill get to the floor, and 
I said we would bring these amendments up on the floor instead. 

I am a little surprised, if I may have the attention of the Chairman. 
I was contradicting him, and I thought he should hear me contradict 
him. It would be impolite of me not to call i t  to  his attention. We 
certainly did not have action on this in the full committee, but only 
in the subcommittee. I n  the full committee, if the Chairman will recall, 
I yielded to the desire of everyone to bring a bill to the floor, and we 
said we would bring up amendments on the floor. 

As a matter of fact, I had the impression that  this amendment would 
be favorably supported by the ranking members of the committee, as 
well as the Chairman, when the gentleman from Maryland (Mr. 
Gude) proposed it. 

I f  we want to  make this bill significantly workable and effective, it 
needs just such a commission. Without it, there will be confusion; 
there will be chaos. Each agency will act like a lord making different. 
regulations come about in different ways. This amendment would fur- 
nish a mechanism which could really help this a d  to become effective. 

I heartily support this amendment. 
Mr. GUDE.Mr. Chairman, will the gentlewoman yield? 

Ms. Aszuc. Iyield to the gentleman from Maryland. 

Mr. GUDE.I thank the gentlewoman for yielding. 
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I want to thank the gentlewoman for her remarks. Cettainly there 
is no Member of Congress who is not aware of the variation of the 
agencies of the Federal Government as far  as their interest in the 
sensitivity of citizens' rights. We can sqe some agencies going off in 
one direction, unconcerlled about privacy, and others complying with 
this bill. We need this commission desperately. 

Mr. KOCH. Mr. Chairman, I move to strike the requisite number of 
words, and I rise in support of the amendment offered by the gentle- 
man from Maiyland (Mr. Gude) . 

The Federal Privacy Board was incorporated into the original legis- 
lation which I first initiated, and I have always supportecl that Board. 
I recognize that reasonable people can disagree on any matter, and I 
recognize the disagreement here. Arguments have been given on both 
sides, and while I support the Federal Privacy Board, I do not for a 
moment believe that those who are in opposition do so because they 
want to weaken the legislation. It is a philosophical matter as to 
whether or not we want to introduce what some have called another 
layer of Government. 

What I should like to  point out to the Members is that whether me 
call it  a Federal Privacy Board and give it independent status, or 
pass lthe legislation without the Federal Privacy Board in accordance 
with the Gude amendment, we must have some kind of a privacy 
board to re-date what will happen, and the functions of the Federal 
Privacy Board will be executed probably by OMB. But they will not 
be able to execute then1 as well, as efficiently, as ably as a Federal 
Privacy Board given the powers that the Gude amendment wonlcl 
give to it. I think it is a very important amendment. I am pleased that 
the Senate has that provision in its bill. 

I would hope that ultimately whatever legislation is enacted by both 
Houses of this Congress we will incorporate this in the Federal pri- 
vacy bill. 

The CHAIRMAN. The question is on the amendment offered by the 
gentleman from Maryland (Mr. Gude) . 

The question wm taken ;and on a division (demanded by Mr. Gnde) 
there were-ayes 9, noes 29. 

So the amendment was rejected. 

ABIENDMENT OFFERED BY MR. KOCH 

Mr. KOCH. Mr. Chairman, Ioffer an amendment. 
The Clerk read as follows : 
Amendment offered by Mr. Koch: Page 29, line 24, immediately after "sub-

section" insert "and agency notices published under subsection (e )  (2)  of this 
section". 

Mr. ICoc~r. Mr. Chairman, I discussed this amendment with both 
sides of the aisle and if T understand it correctly it is acceptable to 
them, so I will not belabor the point. It merely requires that the OGce 
of the Federal Register shall annually compile and publish rules and 
notices as opposed to rules as now provided in the bill itself. 

Mr. MOORIIEAAD if the gentlemanof Pennsylvania. Mr. Cl~rtirman, 
will yield, we have no objeotion to the amendment. 

Mr. ERLENBORN. Mr. Chairman, if the gentleman will yield, we have 
no objection. 



- - - 

Mr. GOLDWATER. Mr. Chairman, will the gentleinan yield ? 
Mr. KOCH. I yield to the gentleman from Cdlfornia. 
(Mr. Goldwaiter asked and was given permission to revise and es- 

tend his remarks.) 
Mr. GOLDWATER. Mr. Chairman, I rise in support of the amendment 

presented by my colleague from New York (Mr. Iioch). A directory 
describing each personal inforn~ation system is a vital tool for the 
citizen. Without it, he could search fruitlessly for particular data 
banks among the more than 850 in the Federal Government to do more 
than end secrecy about the existence of personal information they 
keep. We must pull away the cloak of mystery about how to get access 
to personal files or obtain a copy by mail. 

The legislation before 11s provicles only for printing the existence 
and character of these personal illforination systems in the Federal 
Register? This would mean np to 900 different entries could be spread 
over a 12-month period. Asking individuals to wade through copies of 
tlze Federal Register is foolhardy. Simply cataloging agencywide reg- 
ulations \-rill similarly frustrate the citizen searching for a specific 
systeni. 

Mr. Chairman, the corrective l anpage  proposed by 31r. Icoch will 
give ns the clil.ectory of Federal data banks we need and I urge its 
adoption. 

The CIIAIRMAN.The question is on the ainenclinent ofi'ered by the 
gent.leman from New York (Mr. Roch). 

The amendment was agreed to. 

AiIlENDBXEXT OFFERED BY MS. ABZUG 

39s. ABZUG. Mr. Chairman, I offer an ainendment. 
The Clerk read as f o l l o ~ s  : 
Amendment offered by Ms. Abzug: Page 34, line 12, strike out line 12 and all 

that  follows through line 14. 
Page 34, line 15, change " (4)" to " (3)". 
(Ms. Abzng asked and was given perinission to  re\-ise and extend her 

remarks.) 
31s. ABZUG. Mr. Chairinai~.'I obiect to this exeinntion for inanv of 

the same reasons that I objected to ihe general evemition for the CIA. 
Exemptions shoulcl be clefiiled in specific terins and in terins related to 
the societal interest or public policy to  be served. 

Yet, here again, Ke have defined the exemption in terms of the func- 
tion of the agency rather than in terms of the natnre of the records. 
TVhat sensitive data are we seeliing to protect by allowing the Secret 
Service to exempt all its records from the of the bill? 

The coininittee report tells us on page 19 that : 
Access to Secret Service intelligence files on certain individuals would vitiate 

a critical par t  of Secret Service work which n-as specifically recommended by 
the Warren Commission. . . . 

This is ~iclicnlous. I read the Warren Commission report. What did 
it recommend ? 1Vha.t it recommended was t,llat there be maintenan~e 
of more selective files in a more efficient and sopllisticated manner, 
specifically, for example, by coi~riersion to automatic data processing. 

I am not convinced that the maintenance of some 84,000 files-which 
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is the number of files maintained by the Secret Service, according to 
the Ervin Subcommittee on Constitution Rights report just issued- 
is any indication that the Secret Service is now doing a better job of 
"attempting to identify those persons who might prove a danger to 
the President." The mere size of this group may indicate quite the 
contrary ;but that also is not the point. 

Even assuming that these files must be maintained and perhaps 
there is justification for maintaining some 300 or 400 files I fail to see 
the connection between this exemption and the T4Tarren Commission 
recommendations. Now would access to one's files interfere with the 
rnandate of the Secret Service? 
, As a matter of fact, the Ervin Subcommittee on Constitutional 
hights made a comment about this ancl they said that withholding per- 
mission for revision of files by individuals concerned woulcl seem to 
serve no valid purpose. Surely the Secret Service has nothing to gain 
by maintaining erroneous information that can be corrected by in- 
clividuals-and that is one of the prime rights under this act. If  we are 
trying to prevent acts of violence, how does disclosure of information 
defeat that goal? An argument could well be made that such dis- 
closure would, in fact, act as a deterrent. 

So before voting on this amendment, it should be clear to all of you 
that the striking of the proposed exemption will have absolutely no 
effect on the essential work of the Secret Service, which is the mainte- 
nance of accurate and selective files. It will have no effect on its fnnc-
tions. All I am saying is, if there are Secret Service files, as indeed 
there are. they have enough protection under the exemption provisions 
of this act. But if there are people's names listed galore, as we know 
t,Ilere are in their files, because they said they disagreed with what 
somebody in Government said, they have a right to know what cranks 
are making statements against them. They have a right to correct 
their files. They have a right to know whether their privacy is being 
invaded. 

I think i t  is shocliing that we should take a particular agency and 
give i t  a. blanket exemption, when there is ample protection under the 
act. We are again sacrificing basic individual rights of privacy for 
some strange reason that is mnmbo-jumbo. 

I f  one mentions the CIA, he cannot do a thing. I f  one mentions t e 
Secret Service, he cannot do a thing. It is time we stopped tl?is min k-
less mentioning of agencies and accomplish the real purpose of this 
hill. 

1urge support of my amendment. 
' Mr. ERLESBORN. Mr. Chairman, I rise in opposition to the amend- 

ment. 
Mr. Chairman, the amendment would strike the specific exemption 

provision on page 34, lines 12 through 14, of the protective services 
of the President of the United States. 

This does not exempt particularly from the operation of the bill the 
maintenance of these records. The sections that could be under regu- 
lations exempted are (c) (3) ,  (d),(e) (1)(2) (G) and (H). 

Now, if I am interpreting this correctly, and I think I am, this still 
would require an identification of the system under section (e) (1), 
lines 11through 24. 
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That would require that in the Federal Register the following thi& 

be published : 


" (A)  the name and location of the  system ; 

"(B)  the categories of individuals on whom records a re  maintained in the 


system ; 

" (C)  the categories of records maintained in the system ; 

"(IS) each routine purpose for which the records contained in the system a r e  


used or intended to be used, including the categories of users of the records fo r  

each such purpose ; 


"(E) the policies and practices of the agency regarding storage, retrievability, 

access controls, retention, and disposal of the records ; 


"(F) the title and business address of the agency official who is responsible 

for the system of records ; 


That means that many of the provisions of the act, and I think also 
including the prohibition of transfer to other agencies, except for 
those purposes that have beell identified as routine uses, ill be ap- 
plicable to these records. 

I think the only real harm me could envision mould be transfer 
of this infor~nation to some other agency where the person moulcl be 
harmed in his application for employment or some other right or 
privilege under the lams of the United States. 

Since these other prorisions are still applicable to the system, I 
thinli- that the specific exemption here providing that access not be 
made available to the persons who are named in the system is a valid 
exemption, one that is necessary. It falls, under the same general cate- 
gory of lam enforcement where we already have an exemption. There- 
fore, I think the ameizdment should be defeated. 

Mr. MOOREIFAD of Pennsylvania. Mr. Chairman, I rise in opposition 

to tlze mendment. 


(Mr. Moorhead of Pennsylvania asked and'was given permission to 

revise and extend his remarks.) 


Mr. &~OORHEAD 
of Pennsylvania. Ma. Chairman, there is much of the 
criticism of the Secret Service by the gentlewoman from New York 
that is correct. The list of the protective service by tlze Secret Service 
has gotten too broad. It does contain names of people who are not a 
real threat, but rherely dissidents exercising the American right of 
dissent. 1 

But, on the other hand, the list also conta,ins the names of people 
\i-l~o are a real threat, and they contain informers and information 
about the techniques of protection. We have to recognize that in this 
clap and age, unfort~~nately, assassination, holding hostage and killing 
has become too prevalent so that an amendment which completely 
eliminates the secrecy of the legitimate protective right of the Secret 
Service just goes too far. 

As I have discussed with the gentleman from Illinois (Mr. ERLEN-
BORN)and as we have said to the gentlewoman from New York (Ms. 
A s z u ~ ) ,we intend, to hold a. hearing and, hold the geet of the Secret 
Service to the fire to weed out and make this list really something 
small so that they can be effective. I f  it is a broad list, it really does 
not do the job we want to have done to protect not only the President, 
but other officers of the Government and visiting dignitaries. 

It seems to me that the amendment goes too far. We cannot be sure 
they would be exempt under other exemptions, and I think the cor- 



rect way to proceed, as I have promised, is to hold intensive, lzard- 
hitting hearings next year. 

I would ask the gentleman from Illinois if, ais he told me in private, 
he would cooperate fully in this endeavor. 

Mr. ERLENBORN.Mr. Chairman, will the gentleman yield? 

Mr. MOORHEAD 
of Pennsylvania. I yield to the gentleman from 

Illinois. 
Mr. ERLENBORN.Mr. Chairman, I agree with the gentleman, and I 

hope we will hold those hearings early in the next Congress. 
Mr. MOORHEAD of Pennsylvania. Mr. Chairman, I thank the geiitle- 

man, and I urge the defeat of the amendment. 
The CI-IAIRMANpro tenilmre (Mr. Brademas). The question is on 

the amendment offered by the gentlewoman from New York (Ms. 
Abzug). 

The amendment was rejected. 
Mr. MOORHEAD of Pennsylvania. Mr. Chairmaii, I move to strike 

the requisite number of words. 
Mr. Chairman, before the Committees rises, I wish to summarize 

briefly the present situation on the privacy bill. On October 9, Presi-
dent Ford issued a statement, which I include at  this point in the 
Record, endorsing H.R. 16373, the Privacy Act of 1974: 

STATEMENT THE PRESIDENTBY 

Legislation t o  protect personal privacy is making significant progress in  the 
Congress. I am delighted atbout the prospect of House and Senate action a t  this 
session. 

Renewed national efforts to  strengkhen protections for  personal privacy 
should begin i n  Washington. We should s t a ~ t  by enacting uniform fair  infor- 
mation practices for  the agencies of the Federal government. This will give us 
a n  invaluable operating experience a s  we continue to examine and recommend 
needed actions a t  the State and local level and i n  the private sector. 

The immediate objective should be t o  give every citizen the right t o  inspect, 
challenge and correct, if necessary, information about a i m  contained i n  Federal 
agency records and to assure him a remedy for illegal invasions of privacy by 
Federal agencies accountable for safeguarding his records. I n  legislating, the 
right of privacy, of course, must )be balanced against equally valid public
interests in freedom of information, national defense, foreign policy, law enforce- 
ment, and in a high quality and trustworthy Federal work force. 

Immediately after I assumed the chairmanship, a s  Vice President, of the 
Cabinet-level Domestic Council Committee on the Right of Privacy, I asked the 
Office of Management and Budget t o  work jointly with the Committee staff, the 
Executive agencies and the (Songress to work out realistic and effective legisla- 
tion a t  the earliest possible time. Substantial progress has been made by botll 
the Senate and the House on bills extending personal privacy protections to tens 
of millions of records containing personal information in hundreds of Federal 
data  banks. 

H.R. 16373, the Privacy Act of 1974, has my enthusiastic support, except 
for the provisions which allow unlimited individual access to  records vital to 
determining eligibility and promotion in the  Federal service and access to 
classified information. I strongly urge floor amendments permitting workable 
exemptions to accommodate these situations. 

The Senate, also, has  made substantial progress in  writing privacy legislation. 
S. 3418 parallels the House bill in  many respects, but I believe major technical 
and substantive amendments are  needed to perfect the  bill. I do not favor 
estalblisbing a separate Commission or  Board bureaucracy empowered t o  define 
privacy in i ts  own terms and to second guess citizens and agencies. I vastly
prefer a n  approach which makes Federal agencies fully and publicly account-
able for legally mandated privacy protections and which gives the  individual 
adequate legal remedies to  enforce what he deems to be his own best privacy 
interests. 



The adequate protection of personal privacy requires legislative and executive 
initiatives in areas not addressed by H.R. 16373 and S. 3418. I have asked Execn- 
tive branch officials to continue to work with the Congress to assure swift action 
on measures to strengthen privacy and confidentiality in income tax records, 
criminal justice records and other areas identilied a s  needed privacy initiatives 
b j  the Domestic Council Committee on the Right of Privacy. 

I-Ie made two points on which this endorsement was conditioned- 
First, adoption of what has been embodied in the Erlenborn amend- 

rncilt; and 
Second, defeat of any amendment calling for creation of a so-

(.itlled Privacy Commission. 
Mr. Chairman, both of these coiiclitions have been met. While I 

personally opposed the Erlenborn amendment and voted ayainst it, 
it was nevertheless adopted yesterday on a 192 to 177 recoraed vote. 
The amendment to establish a Privacy Commission, offered by the 
gentleman from Maryland (Mr. Gude) earlier today, was defeated. 

Mr. Chairman, this bill, as now before use, therefore meets the 
specific criteria set forth for privacy legislation by President Ford 
last inont<h. I urge Members on both sides of the aisle to give i t  the 
seine enthusiastic support as that expressed by President Ford and by 
inany others from all parts of the political spectrum. We do not claim 
that will solve all of the privacy problems which abound in modern 
society. It is not a perfect bill :But i t  is a start and an important first 
step in the right direction. 

Mr. Chairman, section 522a(b) (2) of the bill allows an agency to 
disclose records contained in a system of recorcls "for a routine use 
clescribed in any rule * * *." 

I t  would be an impossible legislative task to attempt to set forth 
all of the appropriate uses of Federal records about an identifiable 
individual. It is not the purpose of the bill to restrict such ordinary 
uses of the information. Rather than attempting to specify each 
proper use of such records, the bill gives each Federal agency the 
authority to set forth the "routine" purposes for which the records 
are to be used under the gnidance contained in the committee3 report. 

I n  this sense "routine use" does not encompass merely the cominon 
and ordinary uses to wllich records are put, but also includes all of the 
proper and necessary uses even if any such use occurs infrequently. 
For example, individual income tax return records are routinely used 
for auditing the determination of the amount of tax dne and for asslst- 
ance in collection of such tax by civil proceedings. They are less often 
nsed, however, for referral to the Justice Department for possible 
criminal prosecution in the event of possible fraud or tax evasion, 
though no one would argue that such referral is improper ; thus the 
"rontme" use of such records and subsection (b) (2) might be anpro- 
priatelp construed to permit the Internal Revenue Service to list in 
its regulatiops snch a referral as a "routine nse." 

Again, if a Federal agency snch as the Housing and Urban Develop- 
nzent Department or the Small Business Admin~stration were to dis- 
cover a possible fraudulent scheme in one of its programs it could 
"routinely," as it does today, refer the relevant records to the Depart- 
mcnt of .Tustice, or its investigatory arm, the FBI.  

Mr. Chairman, the bill obviously is not intendecl to prohibit such 
necessary exchanges of infonnation, providing its rulemaking proce- 



dures are followed. It is intended to prohibit gratuitous, ad hoc, dis- 
seminations for private or otherwise irregular purposes. To this end 
i t  would be sufficient if an agency publishes as a "routine use" of its 
information gathered in any program that an apparent violation of 
the law will be referred to the appropriate law enforcement authori- 
ties for investigation, and pssible criminal prosecution, civil court 
action, or re latory order. 

It should ke noted that the "routine use" exception is in addition to 
the exception provided for dissemination for law enforcement activity 
under subsection (b) (6) of the bill. Thus a requested record may be 
disseminated under either the "routine use" exception, the "lam en-
forcement" exception, or both sections, depending on the circumstances 
of the case. 

Mr. Chairman, section 55% (b) (6) authorizes dissemination of rec- 
ords contained in a system of Irecords "to another agency or to an 
instrumentality of any governmental jurisdiction within or under the 
control of the United States for a law enforcement activity if the activ- 
ity is authorized by law, and if the head of the agency or instrumen- 
tality has made a written request * * *." 

The words "head of the agency" deserve elaboration. The committee 
recognizes that the heads of Government departments cannot be ex- 
pected to personally req~lest each of the thousands of records which 
may properly be disseminated under this subsection. If that mere re- 
quired, such officials could not perform their other duties, and in many 
cases, they could not even perform record requesting duties alone. 
Such duties may be clelegatecl, like other duties, to other officials, when 
absolutely necessary but never below a section chief, and this is what 
is contemplated by subsection (b) (6). The Attorney General, for ex-
ample, will have the power to delegate the authority to request the 
thousands of records which may be required for the operation of the 
Justice Department under this section. 

Mr. Chairman, "agency" is given the meaning which it carries else- 
where in the Freedom of Information Act, 5 United States Code, 
section 551 (I),as amended by H.R. 12471 ,of this Co~gress, section 
558(e), on which Congress has acted to override the veto. The present 
bill is intended to give "agency" .its broadest stat~ltory meaning. This 
will permit employees and officers of the agency which maintains the 
records to have access to such records if they have a need for them in 
the performance of their dnties. For example, within the Justice De- 
partment-which is an agency under the bill-transfer between divi- 
sions of the Department, the U.S. Attorneys' offices, the Parole Board, 
and the Federal Bureau of Investigation, would be on a need-for-the- 
record basis. Transfer outside the Justice Department to other apen- 
cies would be more specifically replated. Thus, transfer of information 
between the FBI and the Criminal Division of the Justice Depart- 
ment for official purposes would not require additional showing or 
authority, in contrast to transfer of such information from the FBI 
to the Labor Department. 

Mr. Chairman, this bill is not designed to interfere with access to 
information by the courts. Thus a conrt is not defined a5 a11 "agency:' 
nor is it intended to be a "person" for purposes of this 1egislat.ion. 
'I'lierefore, the necessary orderly flow of information from Go~~ernmcnt 
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agencies to the courts will not be impeded. The Congress is treated 
similarly to the courts; i t  is also excluded from the definition of 
%gency." 

Mr. HOLI~LD.Mr. Chairman, will the gentleman yield? 

Mr. MOORHEAD 
of Pennsylvania. I yield to the distinpished chair- 

man of the full committee, the gentleman from California (Mr. 
Holifield) . 

Mr. H O L ~ L D .Mr, Chairman, a t  this time I would like to pay 
tribute to the chairman of the subcommittee and the ranking minority 
member of that subcommittee, and all of the members of the subcom- 
mittee who participated in this very long and laborious and important 
bill. It is a complicated bill and treads new ground, as the subcom- 
mittee chairman has said. It may not be as complete as some would 
want, and i t  may have some things in it others do not want. 

It is something I think that the House can get behind, and I do 
know the deep interest of the gentleman from l'ennsylvania and t.11e 
gentleman from Illinois in this subject matter, as well as the other 
Members of the committee, and I know that their oversight on this 
will be an active and living oversight in the days to come. You cannot 
grow a full-grown oak by one act, planting. Every piece of leg is la ti or^ 
that I have worked on in the 32 years I have been here has had to be 
supervised by the cornillittee or attended to ancl changed from time to 
time, with changing conditions, or with information that comes it1 
that indicates changes are necessary. I want to commend both of the 
gentlemen and inembers of the committee for work they have done on 
this. I believe i t  is a good bill and I intend to vote for it. 

Mr. MOORHEAD of Pennsylvania. I thank the gentleman for his kind 
remarks. 

(Mr. Moorheacl of Pennsylvania asked and was given permission to 
revise and extend his remarks.) 

Mr. IZEMP. Mr. Chairman, I rise in support of the bill H.R. 16373, 
the proposed Privacy Act of 1974, and the principles embodied within 
it. The American people deserve the type of protection of their privacy, 
provided by this legislation and I ask that it be passed overwhelmingly. 

This is not a new subject area to me. 
During this Congress I have sponsorecl or cosponsored 16 separate 

measures relating to the right of privacy. These measures would 
tighten policy and procedures in such practices as the exchange of 
information about individuals between Government agencies and Gov- 
ernment and industry; the use of social security numbers and other 
coding systems as universal identifiers ;the procedures for approval of 
wiretaps and other forms of electronic surveillance ; the inspection of 
confidential Federal income tax returns by unauthorized parties; the 
scope of the exclusions froin the Freedom of Information Act; ancl 
various forms of surveillance. 

As a member of the Task Force on Privacy, the extensive final ie-
port of which was released several months ago, I had an opportunity 
to participate in the formulation of specific recommendations on what 
actions the Congress ought to take to further assure the adequacy of 
law as to the right of privacy. 

And, as a member of the Committee on Education and Labor, I was 
deeply involved in-and supportive of-the enactment of the recent 



amendment to the Elementary and Secondary Education Act, :ui 
amendment tightening procedures for disclosure of inforinatioii from 
student records maintained by school systems. Offered in the Senate 
by the distinguished and learned Senatsr from New York, James L. 
Buckley, this amendment, known as the Family Educational Rights 
and Privacy Act of 1974, is now law and became effective yesterday. 

I regard the consideration of this bill today-the first comprehen- 
sive privacy bill to be reported by a House committee-as an indication 
both of the actual need for the protections embodied within it and of 
the growing awareness ainong legislators of that need. 

THE PRIVACY ACT O F  1974  

The bill before us, the Privacy Act of 1974, injects a new sensitivity 
to individual rights into all the recordkeeping practices of the Federal 
Government. 

These fair information practices assert that there should be no 
recordkeeping system whose existence is a secret; that personal infor- 
mation in all files should be accurate, complete, relevant and up to 
date; that inclividnals should be able to review and correct almost all 
Federal files about themselves; that information gathered for one 
purpose should not be used for another without the individual's con- 
sent; and that the security and confidentiality of personal files should 
be assured. 

The adoption of these rules as Federal policy is of historic dimen- 
sions. 

I n  amending title 5, Government organization and employees, of the 
United States Code, to reflect these rules, the following specific require- 
ments would be given force of law : 

Permits an individual to have access to recorcls containing personal 
information on him kept by Fecleral agencies, for purposes of inspec- 
tion, copying, supplementation and correction-with certain excel)- 
tions, includin law enforcement and national security records. 

Allows an in 3ividual to control the transfer of personal information 
about him from one Federal agency to another for nonroutine purposes 
by requiring his prior written consent. 

Makes known to the American public the existence and character- 
istics of all personal inforlnation systems kept by every Federal 
agency. 

Prohibits the maintenance by Pecleral agencies of any records con- 
cerning the political and religious beliefs of individuals unless ex- 
pressly authorized by law or an mdividual himself. 

Limits availability of records cont,zinin.g personal information to 
agency employees who need access to thein in thc performance of their 
duties. 

Eequires agencies to keep an accurate accounting of transfers of 
personal records to other agencies ancl outsiders and make such an 
accounting available, ~ ~ i t h  certain exceptions to the individual upon 
his request. 

Requires agencies, through formal rulemaking, to list and describe 
routine transfers and establish procedures for access by individuals to 
records about themselves, amending records, handling medical infor- 
mation, and charging fees for copies of clocuments. 



Makes i t  incun-ibent upon an agency to keep recorcls with such 
accuracy, relevance, timeliness and completeness M is reasonably 
necessary to assure fairness to the individual in making determinatio~ls 
about him. 

Provides a civil remedy by individuals who have becn denied access 
to their records or whose recorcls have been kept or used in contraven- 
tion of the requirements of the act. The complainant may recover 
actual damages aud costs and attorney fees if the agency's infract,ion 
was willful, arbitrary, or capricious. 

Rfakes unlawful possession of or disclosure of individually identifi- 
able infornlntioli by government employee punishable by a fine not 
lo exceed $5,000. 

Provides that nny person who requests or obtains such a record by 
false pzetenses is subject to a fine of not to cxceed $5,000. 

,Ind, scts forth stntutory provisions relating to archival records; 
requires annual report from President on agency uses of exemptions; 
and providcs that the law would become effective 180 days following 
el~actment. 

On the wholc, these are the rccoinn~endations arising from the initial 
protcction of privacy bill introduced this Congress, the Goldwater- 
ICoch-Renip bill, particularly as those recoin~nel~clations relate to 
access, inspection, copying, supplen~entation, and correction of records. 

The few problcms associated with the bill reported by the Committee 
are susceptible, I believe, to renlecly through the aniendment process 
this afternoon. 

PIIIVACY O F  MEDICAL RECORDS AND MEDICAL INFORMATION 

Subsection ( f )  (3) of the proposed section 552a of title 5 would 
require that each agency maintaining a system of records to promulgate 
rules to establish procedures for the disclosure to an individual upon 
his recluest of his record or information pertaining to him, including 
special procedure, if deemed necessary, for the disclosure to an indi- 
vidual of medical records, including psychological records, pertaining 
to him. 

The committee's report clarifies this section with the following 
language : 

If, in  the judgment of the agency, the transmission of medical information 
directly to  a requesting individual could have a n  adverse effect upon such indi- 
ridunl. the rules which the agency promulgates should provide means whereby 
an individual who would be adversely affected by receipt of such data  may be 
apprised of i t  in  a manner which would not cause such adverse effects. An 
esalnple of a rule serving such purpose would be transmission to a doctor named 
by the requesting inclividual. 

As one who is particularly concerned with the right of privacy as it 
pertaills to meclical records and information-those records and that  
information held by the Federal agencies as well as those held within 
the States-I am encouraged by the direction of the committee's action 
in this regard. Ent, more should be done. 

It is for that reason that I introduced, on October 11,the bill, H.R. 
17323, to establish a Federal Medical Privacy Board with responsi- 
bility for promoting protection of the right of privacy as it relates to 
personal medical information. 



That bill would establish a comprehensive, mandatory program of 
protection of the confidentiality of medical records held by Federal 
agencies and would establish a hancial, assistance program to States 
which develop adequate programs for the protection of non-Federal 
records. held by Government or within the private sector, in their 
respective States. 

This subject is too ser iousand potentially too far-reaching-to be 
dealt with as just one of many items to be covered by a more compre- 
hensive act. I support, as I indicated earlier. the provision in the bill 
now before us as to medical records, but I do not feel it is adeauate. 
Neither do I feel that amendments to that section which mill be offered 
this afternoon-although Imay support them because they do enhance 
this section of the bill-can adequately deal with this issue. Only the 
enactment of a comprehensive measure, lilre that contained in the 
proposed Medical Records Privacy Act, is required. 

H.R. 17323 was introduced for the expressed purpose of soliciting 
the views of those to be affected by it-patients, hospital adminis- 
trators, doctors, associations, insurance companies. attorneys, et cetera. 
Those comments are now coming in. and they will adcl immeasurably 
in  the preparation of a perfected bill before the end of the session. 

Mr. DRINAN.Mr. Chairman, this bill and the right to privacv h a ~ e  
been long aborning. Over 80 years ago, Samuel Warren and Louis 
Brandeis published their seminal article on "The Right to Privacy?' 
in the Harvard Law Review. I n  exalting the "right to be let alone," 
they identified the need to insulate from outside instrusion the "sacrecl 
precincts of private and domestic life." 

Warren and Brandeis predicted that the "question whether our 
law will recognize and protect the right to privacy must soon come 
before our courts for consideration.?' The expectation that the judi- 
ciary would secure these rights has not been fully realized. To be snre, 
the courts have ventured into the area to some clegree. But the judicial 
attempts to protect privacy have been slow ancl uneven. They have not 
been adequate to meet the concerns of contemporarv societv, partly 
k~ecause technology has outclistancecl the comnlon law and pwtly 
because Government has outclistanced the common man. 

The present need for lenislatjon is cn~ite plain. T11rouyll t l z ~  nnceas-
ing efforts of Chairman Moorhend. Congressman Roch, and others, 
the Privacy Act of 1974 is now before us. As a cosponsor of earlier 
versions of this bill aacl a participant in the drafting process through 
its nrincipal sponsors. I have a particularly keen interest in it. 

H.R. 16373deals with a subject in which I have reqnlarly esp~~essecl 
coitcern over the years. I n  the first clays of my sen-ice in the Rouse, 
I spoke to this body on the 1,ernicions effects generated l3y the record- 
keeping activities of the Internal Security Committee. That prac- 
tice and other recordations aboilt, the lives of our citize~ls continue on 
a daily basis by the aqencies of the U.S. Gov~nln~ent.Persolla1 data 
which find t,l~eir wav into Government files often find their way out 
and into tlle hands of others. 

The Privacy Act of 1974 seeks to arrest and co~~t ro l  the dissemina- 
tion of information already collected and stored. It does not purlmrt 
t o  regulate the flow of data into Government files nor does it seek to 
affect the storage of such material. I n  this analytical sense it is a 



limited measure. But its importance cannot be overstated. Providing 
access for persons to examine their files and restricting the distribution 
of the information contained in them sllould receive the highest 
commendation. 

H.R. 16373 is a major step in regulating individual files maintained 
by the Government. It would give individuals access to their files, 
allow copies to be made, and permit corrections to be inserted. The 
bill restricts access to records by agency employees on a "need-to-
know" basis. Federal workers who could not demonstrate that thresh- 
old requirement would be prohibited from examining individual rec-
ords. The bill would also severely limit the transfer of files from one 
agency to another. Finally it would require the agency to record the 
names of aIl persons who are given access to a person's file. 

The bill also provides civil remedies and criminal penalities for 
violations of itscommands. A person who has been aggrieved by agency 
action may bring suit in the United States District Court to correct 
any unlawful practice. During the course of that litigation, the district 
judge is authorized by sect~on (g) (2) (A) to review de novo any 
determination by an agency, for example, that a record should be 
withheld. I n  deciding the case, the judge may order an in camera 
inspection to make sure that the agency, in refusing to disclose a 
record, has complied with the law. 

These provisions for de novo review and in camera inspection of 
documents are extremely important. Because of them, the agency mn- 
not hide behind an executive classification which seeks to place the 
file beyond the reach of the citizen and the Federal court. Under this 
section, the judge may require any agency, including the Central 
IntelIigence Agency and law enforcement authorities, to produce the 
records in question for his examination to determine if they are prop- 
erly within the scope of the claimed exemption. 

It may be, for example, that an executive agency might seek to 
conceal some of its records by transferring them to the CIA for safe- 
kee ing. I f  those files were then sought by an individual, the CIA 
WOLIfd undoubtedly resist turning them over to that person. I f  a suit 
were then instituted to compel discIosnre, the judge could order the 
records produced for his in camera inspection to determine whether 
they were in fact C IA  records exempted by the statute. I n  essence 
this provision achieves the same result as H.R. 12471, the Freedom of 
Information Act amendments, which me recently passed. I n  that bill, 
me included a similar section to overturn the decision of the Supreme 
Court in EnvironmentaZ Protection Agency v. Mink, 410 U.S. 73 
(1973). Section (g) (21 (A) of this bill has an identical thrust. 

There are, to be sure, provisions in this bill which should give ns 
pause. The general exemptions for the Central Intelligence Agency 
and for law enforcement authorities are unwarranted and unnecessary. 
There is no provision for the establishment of a Federal privacy board 
which wa8 in the predecessor bill, H.R. 667. The 180-day delay in the 
effective date of this bill could reasonably be cut in half. But even 
so, it is still a good proposal. 

The recent inquiry by this House into the office of the President 
disclosed a number of practi5es which invade the privacy of American 
citizens. By regulating the manner in vhich Government agencies 



conduct their business, as this bill does, we take another important 
step in protecting the "sacred precincts of private and domestic life." 
H.R. 16373 does not guarantee that abuses will no longer occur, but 
it does place checks upon those who could exercise power improperly. 
I urge my colleagues to vote in favor of this measure. 

Mr. MOAELEY.Mr. Chairman, the bill that was brought before us 
today was a landmark piece of legislation. It was an essential first 
step toward the protection of every American's right to privacy. 

Unfortunately, the bill oil which we are 'about to vote is no longer 
such a landmark. We have reneged on our promise to the American 
people that we would pass legislation to protect the right of every 
individual to privacy. 

We have exempted Federal employees from the protections offered 
in the provisions of this bill,, and we have allowed those Federal 
agencies afraid to conduct thelr business in the light of day to con- 
tinue to work under a cloak of secrecy. 

I am voting for this bill, bnt I do so with the sincere hope that 
when we return in January as the 94th Congress we will keep the 
promise that we have made. I, for one, will continue to fight for 
strong legislation in the area of privacy. 

We must establish t l~ rougl~  legislation an agency with direct over- 
sight of privacy statutes and regulations. 

We must reconsider the exceptions to this lam, and we must severely 
narrow those exemptions. 

I deeply regret that I cannot offer my wholehearted support for 
this legislation, legislation which in its former strong and compre- 
hensive state supported every step of the way since coming to Co~gress. 

Mr. KOCH. Mr. Chairman, the first privacy legislation on the subject 
matter covered by the legislation on the floor today was the bill H.R. 
7214 which I introduced on February 19,1969. There is no legislation 
in which I have been involved here in the Congress that has given 
me greater satisfaction and a sense of accomplishment than this. The 
bill before us does not contain all of the safeguards that I would like 
to see in privacy legislation. I have some differences with respect to 
some provisions of the bill, but I do believe the bill to be one well 
worth supporting. 

The basic weaknesses as I see them have to do with several areas. 
The bill is deficient in the area covering law enforcement agencies. 
However, that comes about because the House Judiciary Committee 
under the subcommittee chairmanship of DON EDWARDSis consider- 
ing comprehensive legislation covering the entire criminal justice 
field. The Senate provision of the comparable bill which covers this 
particular area is preferable and yet that too is deficient when com- 
pared to the needs. Until the Justice Department can come forward 
with a proposal that the Congress call agree upon, criminal justice 
systems should be included in this privacy legislation. It would be 
completely unjustifiable to exempt criminal justice systems. Privacy 
legislation must affect law enforcement records. What is significant 
is section 3 (e) (4) of the bill which applies to agency requirements 
which states that no agency, including law enforcement agencies, is 
permitted to maintain a record concerning the political or religious 
beliefs or activities of any individual unless expressly authorized 
by statute or by the individual himself. 



The exemptions section should be limited only to those files having 
to do with national defense and f o r e i p  policy, information held 
pursuant to an active criminal investigation, and records maintained 
for statistical purposes not identifiable to an individual. I regret that 
the amendment to allow court assessment of punitive damages failed 
in vote, and I also regret that the Erlenborn amendment to with- 
hold from an individual the source of confidential information in 
his file carried. 

There is one other area which is included in the Senate bill and that 
is the establishment of a Federal Privacy Colnmission which I hope 
will ultimately be incorporated in the final bill. Key to the concept 
of enforcing this priva'cy legislation, insuring the individual's privacy 
and the Federal agencies' carrying out of this function, is a Privacy 
Commission. Rather than fight the battle a t  this point, I would prefer 
that the legislation before us with its imperfections is sent to con- 
ference with the Senate, is perfected there and voted ant before the 
93d Congress adjourns. However, since the amendment to establish 
a Commission was voted down today, the House must be prepared to 
insure that the Commission's functions are absorbed in the privacy bill. 
The f~mct,ions of the Commission are: 

First, a directory of information systems ; 
Second, management of systems, oversight and privacy impact 

statements ; 
Third, research on the scope and effect of the systems; and 
Fourth, an ombudsman role for the individual. 
Basic to mv 5-vear effort to establish privacy standards for all Fed- 

eral a~encies l~nsbeen the reqnirement that a directorv of data balllts 
lle 1~nl)lished and available to the general public. Provisions to this ef- 
fect were part of the hinartisan measure which. Conpressman GOLD-
WATER nlid I introd~lced in April. Most regrettably, H.R. 16373 as re- 
po~ntetl contains no specific provision for the publication of a directory 
of the existence and character of personal systems of records in the ex- 
ecutive branch. This can be remedied by minor changes to the agency 
notice altd rule requirements sections of the bill. 

The present aqency requirements simply call for the annual noticing 
in the Federal Register of the existence and character of the systems of 
personal records together with important particulars about the loca- 
tion, categories of information, purpose, policies, practices address and 
proced~~resfor notification and access. Under agency rules, all rules 
1,romnlgated to carrv out the requirements of the act, in compliance 
~ i t hsection 553 of title 5 on rulemaking and public comment, must 
be publisl~ed in the Federal Register and made available to  the public. 
This langla,ae fails to require the publication of the character of each 
1~e1sonalregister with these rules. Therefore the public mould not have 
anv indication as to the different information systems to which they 
refer. 

I understand there have been objections to an annual catalog of data 
banks by persons who claim it would be an unwieldy series of volumes. 
I f  a separate publicatic-n for agency rules were produced there would 
be two extensive documents. Convenience, uniformity, and likelihood 
of the qeneral public's use of this information would be impaired. The 
cost might be prohibitive. As far as I Imow the so-called unaorkability 



factor,. duplication, and cost are the only OMB reasons for opposing a . 

directory. 
I n  ail effort to learn the true operating situation, the mechanics of 

preparing and publishing such directcrries, I have consulted with of- 
ficials of the Federal Register. Strangely, mine was the first inquiry 
from Congress about how to sort out these questions and see that H.R. 
16373 is written in a mudent. clear form. These discussions provided 
me with several impohant conclusions : 

First. An annual directory is not necessary once the basic catalog is 
published, after that annual updatings can be printed to list changes 
in registers or note totally new ones. 

Second. The language providing for agency notice requires so much 
detail on procedures for access and notification, policies for storage and 
practices over such things as disposal of records, that this overlaps 
significantly into the rule-making area. It would be impractical to sep-
arate the notice requirement and agency rules requirement, therefore 
they should be printed in the Federal Register concurrently and pub- 
lished in a directory in similar form. 

Third. For the original implementation of reporting requirements, 
it would be wise to involve the Administrative Committee on Federal 
Reports composed of the Archivist, Attorney General, Public Printer 
with the Director of the Federal Register serving as its secretary. This 
committee could prepare a model notice and rule formats for the agen- 
cies thus helping to assure uniformity and consistency in presentation. 
Fxperience with the reports requirement of the Freedom of Informa- 
t ~ o nAct proves that a meaningful public document will need expert 
advice by the officials represented on this committee. 

Mr. Chairman, I offered an amendment so an efficient and economi- 
cal Directory of Federal Data Banks will be required in the Privacy 
Act of 1974. We cannot succeed in protecting privacy with a code of 
fair information practices which does not call for a publicly avail- 
able directory of personal registers. 

I do feel that any agency establishing a new data system or substan- 
tially changing an existing one should obtain from the National Bn- 
reau of Standards an assessment of that system's security safeguards 
and that the agency should report on this to the Office of Management 
and Budget and the Congress. 

With no Privacy Con~mission in the House bill, me must be con-
cerned with how the fnnctioil that the Commission n-ould have per- 
fornlocl by way of assessing the privacy impact of systems mill be talcen 
care of. The National Bureau of Standards should be consulted wit11 
and given an assessment of the security safeg?~arcls. 

My office has consulted with NBS on this Issue. NBS has the author- 
ity to issne standards and under the Brooks legislation, NBS with 
OMB does have input in regards to the procurement of data systems. 
I-Io~vever, at the present time it is totally permissive for aqencies to 
come to the NRS for technical safegnard assessment before the agency 
launches new personal information systems. In  fact, NRS has yet to 
be called in on one new start. This mas particularly dramatic in the 
case of the FEDNET plan, advanced by GSA. We shoulcl specify that 
NBS shoulcl perform this assessment function, particularly in the area 
of security safeguards. 



Doug Metz, deputy executive director of the Domestic Council Com- 
mittee on the Right of Privacy has said that one of the task force rec- 
ommendations made to the committee has been that the Federal Gov- 
ernment establish policies and procedures to insure the establishment 
of ~ r i vacy  safeguards in new telecommunications m'd data processing 
systems or substantial modifications to existing systems. OMB is now 
clearing with Government agencies interim guidelines for such privacy 
screening. 

Agencles should report on the security safeguards to the Congress 
and OMB prior to the establishment of a new system. In this way we 
will avoid the situation of another BEDNET being contemplated m d  
the Congress not knowing until the proposal has reached the appro- 
priation stage. At  the moment there is no proper way in the early 
stages of a contemplated system for Congress to be notified. I see no 
reason why a similar report as the one now formally required by agen- 
cies for OMB cannot be furnished the Congress. Without such advance 
notice, in the preapproval stage, Congress will be left to search the 
Federal Register and may be relegated to commenting on new or modi- 
fied systems, rather than to stop or redirect them. 

Contained in all measures I have introduced to protect individual 
records and require open-access practices, is the establishment of a 
board to regulate, monitor, and hear public grievances. H.R. 16373 con- 
tains no privacy agency and leaves individuals largely adrift if they 
need assistance or wish to protest inability to exercise access or other 
rights to their personal records. The Senate bill does have a board ex- 
ercising this function which I favor. 

I have looked into the Office of Consumer Affairs possible role as an 
"ombudsman" for privacy complaints as Mrs. Knauer's office serves in 
the consumer protection area. Aside from good work in developing and 
circn1atin.g a code of fair information practices for retail stores and 
other busmesses, the Office of Consumer Affairs is not well equipped 
with statutory authority, technical competence, or access to operating 
agencies. 

This vacuum must be filled and I am hopeful that a Privacy Com- 
inission having these duties will prevail. The legislative history must 
indicate a public repository for assistance and complaints on compli- 
ance with data protection standards. 

Congress has been plagued by lack of information on problems in- 
rolving technology and practices of State and private personal records 
systems. No research dimension is called for in the House bill. I11the 
Senate measure a well-formulated research program is provided. We 
are told that the Domestic Council Committee on Right to Privacy is 
IIOW doing much of this job. That is fine. BLI~Congress and the Ameri- 
can people cannot be expected to rely on a temporary committee op- 
erating under the nonstatutory Domestic Council, at  the behest of the 
sitting President, in the purview of regularly exercised executive priv- 
ilege. While I have a high regard for the committee, the fact is they 
cannot give Congress assurance that the reports and background docu- 
inents related to their several studies will be made public. 

Mr. Chairman, I bring up,these deficiencies, along with the need for 
clear language authorizing a directory, as constructive suggestions for 
consider a t'1011. 



I am particularly proud of the fact that this legislation moved ahead 
in the year of the 93d Congress because it received across the board 
political support. I t  became known initially as the Koch and Gold- 
water privacy bill. And, while i t  mighk have seemed strange to some 
that ICoch and Goldwater could join together on some piece of legis- 
lation, those who understand the basic premise of conservative and 
liberal ideology appreciate the fact that on the issue of privacy there 
is a commonality of interest and concern. The bill before us is the work 
proctuct of a great number of persons on the committee. 

Ilowevcr, I.again want to take special note of the enormous support 
and efforts that subcommittee Chairman FVilliam Moorhead and Con- 
gresswonlail Bella Abzug gave in shaping the legislation, on the Demo- 
cratic side in committee, as did all the members on that committee. And 
1also especially want to thank the ranking minority members, John 
Erlen'born and Frank Horton who worked so diligently to bring this 
legislation to the floor. The bipartisanship shown was reflected in the 
Government Operations Committee vote when i t  passed the bill out of 
committee 39 to 0. I also want to give special thanks to Senators Ervin, 
Percy, Bayh, Muskie, and Ribicoff for their efforts on the Senate side, 
vrhicll side is today coilsidering companion legislation. 

I shall now list the major areas that the bill covers: 
First, it permits an individual to gain access to a file held on hill? 

by any Federal agency ; 
Second, permits any person to supplement the informatioil contained 

in his file ; 
Third, permits the removal of erroneous or i r re le~~ant  information 

and that agencies and persons to whoin the erroneous or 
irrelevant material has been previously transferred, be notified of its 
removal ; 

Fourth, prchibits records from being disclosed t o  myone outside a 
Federal agFncy, except oil an individual's request and when permitted 
by this act in some specified cases ; 

Fifth, requires an agency to  inform an individual of his or her rights 
when supplying information to the agency ; 

Sixth, requires an agency to  publish notice in the Federal Register 
of the existence of any system of records held by that agency so that 
no system will be secret ; 

Seventh, requires an agency to set rules for access to records, describe 
the routine uses of the records, establish procedures whereby an indi- 
1-idual can amend his record, keep an accurate accounting of disclo- 
sures, and keep records in a timely, relevant and accurate manner ; 

Eighth? prohibits an agency from maintaining a record of political 
and religious beliefs o r  activities on an individual, unless expressly 
authorized by statute or by the individual himself ; 

Ninth, provides for certain exemptions for CIA files, law enforce- 
ment files, secret service files and statistical reporting systems; and 

Tenth, provides for a civil remedy for an individual who has been 
denied access to  his records, or  whose record has been maintained and 
used in contravention of this act and an adverse effect results. 

Mr. ASHBROOE. Mr. Chairman, I have long had an intense interest 
in t,he issue of privacy. I n  1962 I introduced a bill to curb the brain- 
picking tests belng given to our Nation's school children. All too often 



these psycl~ological tests constituted an ontright invasion of the pri- 
vacy of the home and family life. Therefore my bill specifically 
required that parents be appr'ised of tests of a nonacademic nature 
~vliicli are administerecl to their children. 

More recently, I helped enact the Buckley-Ashbroolr amendment to 
the Elementary and Secondary Education Amendments of 1974. This 
amendment denies funds to school clistricts that do not restrict o~~ts ide  
access to student records. It also gives parents and students in higher 
education the right of access to thelr files. 

The threat of government intrusion into the lives and privacy of 
individuals has particularly grown during the past 40 years. During 
that time liberal politicians have consistently promoted a large Fed- 
eral Government as the solu~tion to all of our Nation's problems. It is 
so~newllatironic that liberals are now discovering that big government 
can also create problems. 

prime example of this is the area of individual privacy. As the 
Fecleral Government has grown in power, it has increasingly intruded 
into the personal lives of its citizens. 

Particnlarly disturbing is the vast aillount of personal information 
that is being collected and stored by the various Federal agencies. This 
information, which is usually hidden from the inclividual's view, is 
subject to great abuse. With the advent of computer technology and 
the ability to store almost unlimited amounts of data, the potential 
threat has become all the greater. 

The bill before us--H.E. 16373-is necessary to reduce that threat. 
I t  cstabishes safeq~ards to help prevent the misuse of personal infor- 
mation by the Federal Government. 

Specifically, H.R. 16373 will in most cases allow an individual to see 
and correct the personal information that is kept on him by Federal 
ayencies. It %-ill also require an indiridnal's prior written consent 
before personal information can be transferred from one Federal 
agency to another. Fnrthermore, agencies must make public the exist- 
ence of all personal information systems. These and other safeguards 
provided for in this bill will help reassure the right of personal privacy 
for our Nation's citizens. 

I all1 proud to support this legislation and I urge its adoption. 
Rfr. B ~ O O ~ Z ~ E L D .  Mr. Chairman, privacy is a right long cherishecl 

1)vAmericans and inherent in the Constitution and the BilI of Rights. 
But, as events in the last cclecacle har-e shown, there is a tremendous 
need to ellact legislatioil that mill the abilitv of all American 
citizens to  determine who will have kno~ledge of their own private 
lives. H.R. 163'73, the privacy bill of 1974, is an enormous step forward 
toward meeting this need and I am proud to be a cospoilsor of this 
legislation. 

Apnroximately three out of every four Americans have part of their 
life histories recoreled in computed data banks througl~out the country, 
7.000 of which are operated by the Federal Government. Yet no Fed- 
eral law currently exists whiclz permits citizens access to those files in 
order that they may insure the accuracy of the personal inform a t'1011 
that is contrained on them. Neither can an incliviclud control the trans- 
f e r  of personal information from agency to agency or even to  people 
totally outside the Federal Gorel*nment. 
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The implications of this lack of regulation are terrifying. The 
specter of 1984 has been raised so often that for some, it geems only a 
scare tactic. But the case of a 16-year-old sclloolgirl provides otherwise. 
Because of a misaddressed letter that was sent to an organization on 
which the F B I  had placed a mail-cover, Lori Paton became the subject 
of an F B I  investigation. Fortunately, she was able to obtain destruc- 
tion of her file through court action, but others may not be so lucky. 

H.R. 16373 is a crucial start toward guaranteeing that other Ameri- 
cans will not undergo experiences similar to those of Lori Paton. The 
provisions of H.R. 16373 provide basic safeguards of personal privacy 
to the American people. At the same time, the framework of law it 
creates to protect the individual does not interfere unduly with the 
legitimate need of the Government for information about individuals 
in order to perform its required functions. 

The Privacy Act of 1974 has grown from a series of intensive hear- 
ings and studies by the House Foreign Operations and Government 
Information Subcommittee and was approved unanimously. I ts  sup- 
port is broad based and bipartisan. I urge all my colleagues to support 
this bill so that the assurance of all Americans to what Justice Holmes 
called "the right most valued by civilized men" can be strengthened 
under law. 

Mr. DON H. CLAUSEN.Mr. Chairman, I rise in strong support of 
R.R.16373. 

The bill, as its name so rightly indicates, is for the purpos~v of insur- 
ing a higher degree of privacy for the individual. It establishes much- 
needed standards for the collection, maintenance, and dissemination 
of personally identifiable records maintained by Federal agencies auld 
permits the individual access to these records and an opportunity to 
correct errors in them. 

The need to protect the individual's right to privacy has become 
jncreasingly more important with the expanded use of interconnected 
computer systems and has been exemplified by an alarming increase in 
the number of abuses. 

I n  particular, I wholel~eartedly support the effort being led by my 
distinguished colleague from California (Mr. GOLDWATER)to prohibit 
a person from being required to disclose his or her social security 
number for any purpose not related to the operation of the socia1 
security prqgram. I am a cosponsor of this proposal. 

A limitation on the use of the social security number is necessary to 
protect the individual from the impersonal data banks which call 
threaten his right to privacy of information about his activities, his 
finances, and his lifestyle in general. The prohihitioil will not prevent 
the accumulation of such information but it will make the eucllan,ae 
of the information between computers much more difficult than it 1s 
at  the present time when nearly everyone is asked to include his social 
security number on ilearly every form he fills out. 

Social security nun~bers were originally for the exclusive use of the 
social security people, looking out for each person's individual equity 
and benefits. Now it has reached the point where computers talk to 
computers, and the potential invasion of a person's entire private life 
has become a matter of grave concern to the people. 



This legislation is an importallt step forward in our fight to secure 
the right of privacy for the individual and I urge my colleagues to  
support it. It is too easy for government to intimidate, harass or moni- 
tor the individual-we must end this possibility in whatever way we 
can. The adoption of this bill, as amended, is really striking a blow 
for freedom and the retention of our cherished privacy. I am pleased 
and proud of the Congress' efforts to advance and accept our legisla- 
tive proposal. 

Mr. GOLDWATER.Mr. Chairman, I am proud and pleased to state to 
my colleagues in the House that the Republican Task Force on Privacy 
played an important part in the successful enactment of the Privacy 
Act of 1974. It is therefore fitting that the product of their investiga- 
tions be a part of the proceedings : 

The House Republican Research Committee has approved the following recom- 
mendations of the Task Force on Privacy which deal with the following areas : 
Government Surveillance, Federal Information Collection, Social Security Num- 
Ders/Standard Universal Identifiers, Census Information, Financial Information. 
Consumer Reporting, School Records, Juvenile Records, Arrest Records, Medical 
Records, Computer Data Banks, Code of Ethics. 

The House Republican Task Force on Privacy believes that  the right t o  
privacy is a n  issue of paramount concern to the nation. the public and the Con- 
gress. Recently publicized incidents of abuses have begun to focus attention on 
this long neglected area. Public awareness must be heightened and the legislative 
process geared up to address the full range of problems posed by the issue. 

Modern technology has  greatly increased the quantity and detail of personal 
information collection, maintenance, storage, utilization and dissemination. The 
individual has been physically by-passed in the modern information process. An 
atmosphere exists in  which the individual, in exchange for the benefit or service 
he obtained, is assumed to waive any and all interest and control over the infor- 
mation collected about him. On the technical and managerial levels, the basic 
criteria in  many decisions relating to personal information practices are con- 
siderations of technological feasibility, cost-benefit and convenience. The right 

, to privacy has been made subservient to concerns for  expediency, utility and 
pragmatism.

The trend in personal information practice shows no signs of abating. Twice 
a s  many computer systems and seven times a s  many terminals-particularly 
remote terminals-will be i n  use by 1984 a s  are  in use today. And, with each 
federal service program that  is  initiated.or expanded, there is a geometrically 
proportionate increase in the quantity and detail of personal idormation sought 
by the bureaucracy. The theory is that  the broader the information base, the  
more efficient and successful the administration of the program. 

Such a situation demands the attention of Congress and of the American public. 
The computer does not by definition mean injury to individuals. I t s  presence 
has greatly contributed to  the American economy and the ability of government 
to serve the people. Under present procedures. however. the American citizen 
does not have a clearly defined right to find out what information is being col- 
lected. to see such information, to correct errors contained in it ,  or to seek legal 
redress for its misuse. Simply pnt, the citizen must continue to give out large 
quantities of information but cannot protect himself o r  herself from i ts  misap- 
propriation. misapplication or misuse. Both government and private enter-
prise need direction. because many of their practices and policies have developed 
on a n  isolated. ad  hoc basis. 

The House Republican Task Force on Privacy has investigated the following 
reneral areas involving the investisation and recording of personal activities and 
information: government surveillance. federal information collection, social 
security numbers and universal identifiers. census information, bank secrecy, 
consumer reporting. scl~ool records. juvenile records. arrest record?, medical 
rccor(1s. and computer data banks. These inquiries have resulted in the derelop- 



ment of general suggestions for legislative remedies. Each statement is accom-
panied by a set of findings. 

All findings and recommendations a re  presented with the intent of being con- 
sistent with these general principles : 

1. There should be no personal informati2n system whose existence is secret; 
2. Information should not be collected unless the need for i t  has been clearly 

established in advance ; 
3. Information should be appropriate and relevant to t h e  purpose for which 

i t  has  been collected ; 
4. Information should not be obtained by illegal, fradulent, or unfair means ; 
5. Information should not be used unless i t  is accurate and current; 
6. Procedures should be established so that a n  individual lrnows what informa- 

tion is  stored, the purpose for which i t  has been recorded, particulars about its 
use and dissemination, and has the right to examine that  information; 

7. There should be a clearly prescribed procedure for a n  individual to correct, 
erase or amend inaccurate, obsolete, or irrelevant information ; 

8. Ally organization collecting, maintaining, using, or disseminating personnel 
information should assure i ts  reliability and take precautions to prevent its 
misuse ; 

9. There should be a clearly prescribed procedure for a n  individual to prevent 
personal information collected for one purpose from being used for another pur- 
pose without his consent ; 

10. The Federal Government should not collect personal information except 
a s  expressly authorized by lam ;and 

11.That  these basic principles apply to both governmental and non-govern- 
mental activities. 

Each recommendation of the Taslr Force seeks to contribute to  a broader, 
more intelligent, viable uliderstanding of the need for a renewed concern for 
personal privacy. An awareness of personal privacy must be merged with the 
traditional activities of the free marlietplace, the role of government a s  a public 
servant, and the need for national security defense, and foreign affairs. 

SURVEILLANCE 

The Task Force is deeply distributed by the increasing incidence of unregulated 
clandestine government surveillance based solely on administrative or 
executive authority. Examples of such abuses include wiretapping, bugging, 
photographing, opening mail, examining confidential records and otherwise inter- 
cepting privatd communications and monitoring private activities. Surveillance 
at the federal level receives the most publicity. However, state and local govern- 
ment, military intelligence and police activities also must be regulated. 

The Fourth Amendment of the Constitution clearly specifies "the right of the 
people to he secure in  their persons, houses, papers and effects, against unreason- 
able searches and seizures." The First Amendment guards against abridgement 
of the rights of free speech, free press, and assembly for political purposes. The 
Fourteenth Amendment states that  none of a citizen's rights may be taken from 
him by governmental action without the due process of law. 

The direct threat to individual civil liberties is obvious in those cases in  which 
a person is  actually being monitored, but even more alarming is the "chilling 
effect" such activities have on all citizens. A person who fears that  he will be 
monitored may, either subconsciously or consciously, fail  to fully exercise his 
collstitutionally guaranteed liberties. The mere existence of such fear erodes 
basic freedoms and cannot be accepted in a democratic society. 

The various abuses of discretionary authority in  the conduct of surveillance 
provide ample evidence that current safeguard mechanisms do not work. Pro- 
cedures allowing the executive branch to determine whether a surveillance 
activity is proper or not pose certain conflict of interest questions. 

A clerree of controversy snrrom~ds the question of the authority of the 
President to initiate electroliic snrveil!aace without the safeguards afforded by 
court review. Present law is  clear on this point: the Omnibus Crime Control and 
Safe Streets Act of 1968 lists those specific crimes in conuection with which 
electronic monitoring may be instituted and requires that  court approval be 
obtainecl in  these cases. However. dispute has arisen over Executive claims of 
Constitutional vrerogatives to implement wiretaps for national security purposes. 
The Supreme Court has ruled that, if such prerogative exists, i t  does not apply 



to cases of domestic surveillance unrelated to national security. The Court has  
not yet ruled on the coiistitutionality of national security wiretaps unauthorized 
by a court. Cases a re  pending before the courts a t  this time which raise this 
issue. The Task Force agrees with the movement of the Judiciary to circum- 
scribe unauthorized wiretaps and hopes i t  will proceed in this direction. 

The Task Force feels that  the surveillance is so repugnant to the right to  
individual privacy and due process that  its use should be confined t o  excep 
tional circumstances. The Task Force further feels that  no agent of federal, 
state, or local government should be permitted to conduct any form of surveil- 
lance, including wiretapping of U.S. citizens in national security cases, without 
having demonstrated probable cause and without having obtained the approval 
of a court of competent jurisdiction. The Task Force recommends enactment of 
new legislation to prohibit the unauthorized surveillance by any means, and 
further recommends that  existing laws be clarified to  the extent this may be 
necessary to ensure that  no agent of the government, fo r  any reason, shall have 
the authority to conduct any surveillance on any American citizen for any reason 
without first obtaining a court order. 
The Task Force believes that  this proposal would not lessen the capability 

Of the government to protect and defend the American people, but would go a 
long way toward assuring the individual citizen that  his constitutional rights 
will not be abridged by government without due process of law. 

FEDERAL INFORNATION COLLECTION 

Recently, there has been a pronounced increase in  federal data and informa- 
tion collection. Over 11.5 million cubic feet of records were stored i n  Federal 
Records Centers a t  the beginning of FY 1973. Accompanying this increase has 
been a rise in  the potential for abuse of federal information collection systems. 

The Federal Reports Act of 1942 was enacted to protect individuals from 
overly budensome and repetitive reporting requirements. The agency entrusted 
~ 5 t hthe responsibility for implementing the Act has i.mored the ledslative 
mandate and failed to hold a single hearing or conduEt any investigations. 
With the exception of the Bureau of the Census and the Internal Revenue Serv- 
ice, there a re  few restrictions on the collection or dissemination of confidential 
information compiled by federal agencies. 

The Task Force recommends that  the Office of Management and Budget
immediately begin a thorough review and examination of all  approved govern- 
ment forms and eliminate all repetitire and unnecessary information require- 
ments. 

Legislation setting down clear guidelines and spelling out restrictions is 
needed to protect the individual from unrestricted and uncontrolled information 
collection: Individuals asked t o  provide information must be apprised of i t s  
intended uses. Individuals supplying information which will be made public 
must be notified of that  fact a t  the time the information iscollected or requested. 
Public disclosure (including dissemination on a n  intra- or inter-agency basis) 
of financial or other personal information must be prohibited to protect the 
privacy of respondents. 

Returning the use of the Social Security Number (SSN) to i ts  intended 
purpose (i.e. operation of old-age, survivors. and disability insurance programs) 
is a nessary corollary to  safeguarding the right of privacy and curtailing
illegal or excessive information collection. 

The use of the Social Security Number has proliferated to many general items 
including s tate  driver licenses, Congressional. school and emp1oymen.t identifica- 
tion cards, credit cards and credit investigation reports, taxpayer identification, 
military service numbers, welfare and social services program recipients, s ta te  
voter registration, insurance policies and records and group heatlh records. 

There a re  serious problems associated with the use of the SSN a s  a standard 
universal number to  identify individuals. A standard universal identifier (SUI)  
mill relegate individuals to a number ; thereby, increasing feelings of alienation. 
The SSN's growing use as  a n  identifier and filing number is  already having a 
negative, dehumanizing effect upon many citizens. I n  addition, the use of a 
SUI by, all  types of organizations enables the linking of records and the  track- 
ing of a n  individual from cradle to  grave. The possibility would negate the right 
to make a "fresh start", the right of anonymity, and the right to be left alone, 
with no compensating benef t. 



A well-developed SUI system would require a huge, complex bul'eaucratic 
apparatus to  control it and demand a strict system of professional ethics for 
information technicians. The technology needed t o  protect against unauthorized 
use has not yet been adequately researched &nd developed. A loss, leak or theft 
would seriously compromise a system and official misappropriation could become 
a political threat. The following Congressional action is needed : 

1. legislation should be enacted that  sets guidelines for use of the SSN by 
limiting it to the operation of old-age, survivors, and disability insurance 
programs or a s  required by federal law ; 

2. any Executive Orders authorizing federal agencies to use SSN's should 
be repealed, or alternatively, reevaluated and modified ; 

3. legislation should be enacted restricting the use of the SSN to well-defined 
uses, and prohibiting the development and use of any type of SUI until the 
technical state of the computer can ensure the security of such a system. At 
tha t  time, a SUI system should have limited applicability and should be developed 
only after a full congressional investigation and mandate : and 

4. new government programs should be prohibited from incorporating the use 
of the SSN or other possible SUI. Existing programs using the SSN without 
specific authorization by law must be required to phase out their use of the SSN, 
State  and local governmental agencies, as well a s  the private sector, should 
follow this same course of action. 

A review should be conducted of the Internal Revenue Service i n  both i ts  col- 
lection and dissemination policies. Leaks must be ended. The need for stricter 
penalties for unauthorized activities should be reviewed. 

CENSUS BUREAU 

The greatest personal data  collection agency is the Bureau of Census. Created 
to  count the people i n  order to determine congressional districts, this agency has 
lnushroomed into a vast information center which generates about 500,000pages
of numbers and charts each year. 

Under penalty of law, the citizen is forced to divulge intimate, personal facts 
surrounding his public and private life and that  of the entire family. These an- 
swers provide a substantial personal dossier on each American citizen. The strict- 
es t  care must be taken to protect the confidentiality of these records and ensure 
tha t  the information is-used for proper purposes. 

The Census Bureau sells parts of its collected data to anyone who wishes to  
purchase such information. Included a re  all  types of statistical da ta  that  a re  
available on population and housing characteristics. As the questions 'become more 
detailed and extensive, broadscale dissemination becomes more threatening and 
frightening. When used in combination with phone directories, drivers' licenses 
and street directories, census data may enable any one interested to  identify a n  
individual. Therefore, i t  is vitally important that  rules and regulations governing 
the access to and dissemination of this collected data  be reviewd, clarified and 
strengthened.

Legislation is needed to guarantee the confidentiality of individual information 
by expanding the scope of confidentiality under existing law aqd by.increasing the 
severity of punishment for  divulging confidential information. These provisions 
should be specifically directed a t  the officers and employees of the Bureau of 
Census, all  officers and employees of the Federal government and private citizens 
who wrongfully acquire such information. I n  addition, the Bureau of the Census 
must use all available technological sophistication to assure tha t  individuals 
cannot be inductively identified. 

FINANCIAL INFOEMATION 

On October 26, 1970, sweeping legislation known a s  the Bank Secrecy Act be- 
came law. The Act's intention was to reduce white collar crime by making records 
more accessible to  law enforcement officials. However, in  accomplishihg its pur- 
pose, i t  allowed federal agencies to seize and secure certain financial papers and 
effect of bank customers without serving a warrant or showing probable cause. 
The Act's compulsory recordkeeping requirements, by allowing the recording of al- 
most all significant transactions, convert private financial dealings into the per- 
sonal property of the banks. The banks become the collectors and custodians of 
financial records which, when improperly used, enable a n  individual's entire life 
style to be tracked down. 



The general language of the Act allowed bureaucrats to ignore the ihtent of 
the law and neglect to institute adequate privacy safeguards. The Supreme Court 
affirmed this approach by upholding the consitutionality of both the law and the 
bureaucratic misinterpretation of it. 

Congress must now take action to prevent the unwarranted invasion of privacy 
by prescribing specific procedures and standards governing the disclosure of 
financial information by financial institutions to Federal officials or agencies.
Congress must enact legislation to assure that the disclosure of a customer's rec- 
ords will occur only if the customer specifically authorizes a disclosure or if the 
financial institution is served with court order directing i t  to comply. Legis- 
lation must specify that legal safeguards be provided requiring that the customer 
be properly notified and be ,provided legal means of challenging the subpena or 
summons. 

Passage of such legislation would be an important step forward in reaffirming 
the individual's right to privacy. 

CONSUMER REPORTING 

The consumer reporting industry, through its network of credit bureaus, in- 
vestigative agencies, and other reporting entities is in growing conflict with in- 
dividual privacy. Most Americans eventually will be the subject of a consumer 
report as a result of applying for credit, insurance, or employment. The problem 
is one of balancing the legitimate needs of business with the basic rights of the 
individual. 

Consumer reports fall into two categories. First, there are the familiar which 
contain "factual" information on an individual's credit record such as where 
accounts are held and how promptly bills are paid. 100 million consumer reports 
are produced each year by some 2600 credit bureaus. 

The second ones go beyond factual information to include subjective opiiliolls 
of the individual's character, general reputation, personal characteristics, and 
mode of living. These are often obtained through interviews with neighbors, 
friends, ex-spouses and former employers or employees. An estimated 30 to 40 mil-
lion such reports are produced annually. 

The first Federal attempt a t  regulating the collection and reporting of informa- 
tion on consumers by third-party agencies came in 1970 with the enactment of 
the Fair Credit Reporting Act (FCRA). In theory, the Act had three main objec- 
tives : to enable consumers to correct inaccurate and misleading reports ; to 
preserve the confidentiality of the information ; and to protect the individual's 
right to privacy. 

The specific safeguards provided by the FCRA are: A consumer adversely 
affected because of information contained in a consumer report must be so notified 
and given the identity of the reporting agency. The consumer is entitled to an oral 
disclosure of the information contained in his file and the identity of its recipients. 
Items disputed by the consumer must be deleted if the information cannot be 
reconfirmed. The consumer may have his version of any disputed item entered in 
his file and included in subsequent reports. 

The FCRA needs to be strengthened in two major areas : disclosdre require- 
ments and investigative reports. The individual should be entitled to actually see 
and inspect his file, rather than rely on an oral presentation. Further, he should 
be allowed to obtain a copy of it by mail (the consumer is often geographically 
distant from the source of the file). Users of consumer reports should 'berequired
to specifically identify the information which triggered any adverse action. 

The FCRA protects the sources used in investigative reports. The Task Force 
believes that this contrary to the basic tenets of our system of justice and that the 
information source must be revealed upon the subject's request. Furthermore, the 
Task Force recommends that advance written authorization be required from any 
individual who is the subject of an investigative repott for any purpose. 

SCHOOL RECORD5 
1 

The recent increase in popular awareness of the seriousness of the privacy 
issue has been accompanied by aq increase in the general concern over loose, un-
structured and unsupervised school rewrdkeeping systems and associated ad- 
ministrative practices. There has alsobeen general discussion about what informa- 
tion should be kept on a child and considered part of his or her "record." Parents 
are frequently denied access to their own child's record, or are prohibited from 



challenging incorrect or misleading information contained i n  his a e .  At the same 
time, incidents of highly personal data being indiscriminately disseminated to 
inquirers unconnected with the school system are  not uncommon. 

Remedial measures a re  available to the Congress in  the form of legislative 
actions. The sanctions under which such pro'oisions would operate, howe~er ,  a re  
the key to their efl'ectiveness. The Task Force proposes the Congress adopt a s  a 
general policy the rule that  federal funds be withheld from any s tate  or local 
educational agency or  institution which has the  policy of preventing parents 
from inspecting, reviewing, and challenging the content of his or her child's 
school record. Outside access to these school records must be limited so that 
protection of the student's right to  p r i ~ a c y  is  ensured. I t  is  recommended that  
the release of such identifiable personal data outside the school system be con- 
tingent upon the written conselit of the parents or court order. 

All persons, agencies, or organizations desiring access to the records of a 
student must complete a written form indicating the specific educational need 
for the  information. This information shall be kept permanently with the file 
of the student for inspection by parents of students only and transferred to a 
third party only with ~ r r i t t e n  consent of the parents. Personal da ta  should be 
made available for  basic or applied research only wben adequate safeguards 
have been established to protect the students' and families' rights of'privacy. 

Whenever a student has  attained eighteen years of age, the permission or 
consent required of and the rights accorded to the parents should be conferred 
and passed to the student. 

Finally, the Secretary of HEW should establish or designate a n  office and 
review board within HEW for  the purpose of investigating, processing, reriew- 
ing, and adjudicating violations of the provisions set forth by the Congress. 

JUVENILE RECORDS 

The Task Force supports the basic philosophy underlying the existence of a 
separate court system for jurenile offenders, which is to avoid the stigmatizing 
effect of a criminal procedure. The lack of confidentiality of such proceedings 
and accompanying records subverts this intent and violates the individual's 
basic light of privacy. 

Most states have enacted laws to provide confidentiality. Yet the Task Force 
finds that  due to  a lack of specific legislation, and contrary to the intent of the 
juvenile justice system, the individual's right of privacy is often routinely
violated. Juvenile records are  routinely released to the military, civil service, 
and often to private employers a s  well. This occurs in cases in  which the hear- 
ing involves non-criminal charges, in  cases of arrest but no court action, in cases 
i n  which the individual is  no lon'ger under the jurisdiction of the juvenile court, 
and in cases where this file has been administratively closed. 

Legislation governing the confidentiality of juvenile court and police records 
varies widely from state to  state. Only 24 states control and limit access to 
police records, therefore enabling a potential employer who is refused access to 
court records to  obtain the information from the police. Only 16 states have 
espungement laws providing for the destruction of such records after a specified 
period of goud behavior. Only 6 states make i t  a crime to improperly disclose 
juvenile record information. And, one state, Iowa, in  fact provides that  juvenile 
records must be open to the public for inspection. The Task Force finds that 
even in those states whose laws provide adequate protection, actual practices 
a r e  often inconsistent with legislation. 

Many new questions about confidentiality, privacy and juvenile rights are  
being raised, and the Task Force finds that  the establishment of safeguards has 
lagged significantly behind technological developments. F o r  example, presently 
no state has enacted legislation regulating the use of computers in  juvenile 
court: a s  a rule, each system establishes i ts  own guidelines for data collection, 
retention, and distribution. 

The Task Force finds that  with Plie use of compiiters, the juvenile's right to 
privacy is additionally threatened by the increased accessibility to his record 
and therefore increased possibility of misuse. Staff carelessness, less than strict 
adherence to rules of limited a c c w ,  and electronic sabotage must now be added 
to tlle existing threats to the juvenile's right to  privacy. 

The Task Force recommends the establishment of minimum federal standards 
for  state laws to include the following provisions : 



1. all records of the juvenile court and all  police records concerning a juvenile 
shall be considered confidential and shall not be made public. Access t o  these 
records shall be limited to  those officials directly connected with the child's treat- 
ment, welfare, and rehabilitation ; 

2. dissemination of juvenile records, or divulgence of that information for  
employment, licensing, or any purpose in  violation of statutory provisions shall 
be subject to a criminal penalty ; 

3. to protect the reformed delinquent from stigma continuing into his adult 
life, provisions should specify a procedure for either the total destruction or 
the sealing of all juvenile court and police iuvestigntive and offender records 
a t  the time the youth reaches his majority, or when two years have eiapsed 
since he has been dlcharged from the custody or s u p e ~ ~ i s i o n  of the court. Sub- 
sequent to this erpungement, all proceedings and records should be treated a s  
though they had never occurred and the youL& should reply as such to any 
inquiry concerning his juvenile record ;and 

4, all  police records on juveniles arrested but where no court action was 
taken should be systematically destroyed when the incident is no longer under 
active investigation. 

The Task Force recommends the enactment of legislation spe~ifically prohibit- 
ing federal agencies from requesting information relating to juvenile record 
expungement from employment applicants or from requesting such information 
from the courts or the police. 

(The Task Force further recommends the cessation of all Federal funding for  
computerized systems which contain juvenile records unless i t  can be demon- 
strated that  these systems provide adequate safeguards for  the protection of 
the juvenile's right of privacy. These standards must fulfill all the requirements 
of the minimum standards for state legislation previously enumerated, including 
special provisicns to strictly limit data accessibility. 

ARREST RECORDS 

A large percentage of arrests never result in conviction. Yet, i n  over half 
the states, individual's arrest records are  open to public inspection, subjecting 
innocent parties to  undue stigma, harassment, and discrimination. 

Persons with arrest records often find i t  difficult, if not impossible t o  secure 
employment or licenses. A study of employment agencies in  the New Pork City 
area found that  seventy-five percent would not make a referral for any applicant 
with an arrest record. This was true even in cases in  which the arrest was not 
followed by a trial and conviction. This is just one example of the widespread 
practice of "presumption of #guiltw based on the existence of a n  arrest record. 

The Task Force holds that  release of information about arrests not followed 
by conviction is a direct violation of theindividual's rights of privacy. I t  there- 
fore recommends that  legislative efforts be directed toward : 

1. establishing minimum standards for state laws calling for  the automatic 
sealing of al l  individual arrest records which were not followed by conviction 
and which a r e  no longer under active investigation ; 

2. requiring the F B I  to seal arrest records not followed by convictions; and 
3. prohibiting inclusion of arrest records not followed by conviction on com- 

puterized systems involving more than one state or using federal funds. 

MEDICAL RECORDS 

Medical records, which contain sensitive and personal information, a re  e s p e  
cially in need of privacy safeguards to  maintain basic trust in  the doctor-patient 
relationship. Yet, development of automated data  processing systems has en- 
hanced the ability of government and private organizations to store, analyze and 
transfer medical records. Increasingly, this occurs without the individual's 
knowledge or consent. Abuse of such information systems can have a deleterious 
effect on doctor-patient relations. 

To guarantee the privacy of medical records, the Task Force recommends that  : 
1. the federa1 government provide dollar grants and incentives to States for the 

voluntary adoption and execution of State plans to  insure the right to  privacy 
for  computerized medical information systems. Such a plan would place principal 
responsibility on the States, giying the federal government the right to set 
minimum standards ; 



2. Congress review the recently enacted Professional Standards Review Orga- 
nizations (PSRO) legislation. There are increasing numbers of reports and com- 
plaints regarding Review Board uses of medical files and the threat this poses t o  
privileged, confidential doctor-patient relationships ;and 

3. nrovisions be included in national health insurance legislation which sw--.--. 

cificaTly ensure the individual's privacy. The'institution of a-national health in- 
surance plan will create a vast medical information network which will require 
stringent safeguards to prevent abuses of the patients' right to privacy. 

COMPUTEB 'DATA BANKS 

The use of the computer has brought great commercial and social benefits t o  
modern America. Greater reliance on the computer, however, increases its inte- 
gration into all aspects of daily life. The result is increased vulnerability to abuse 
or misuse of computerized information. 

The Task Force finds that the individual possesses inadequate remedies for the 
correction of such abuses. I n  fact, the Task Force considers it probable that many 
abuses have gone unreported simply because the individual involved did not know 
of the data being collected about him. 

Even if the individual is aware that data is being collected about him, he faces 
several obstacles if he wishes to expunge purely private information or to correct 
erroneous information. Among his obstacles are the following: the lack of statu- 
tory support for legal action (except in the credit reporting area), the cost of 
litigation, and even fear of retaliation by the company or agency being 
challenged.

Despite their potential for abuse, data banks remain an inescapable fact of life 
in a society growing more complex and more technological. The Task Force does 
not oppose data banks as such, but favors strong safeguards against their mis- 
use, and recommends that : 

1. rights under the Fair Credit Reporting Act of 1970 be extended to all data 
collection. The individual must have and be informed of his right to review in- 
formation in any collection of data about himself (excluding national security 
and criminal justice files) ; 

2. Congress establish categories (i.e. indepth biographical, financial, medical, 
etc.) of information which may not be included in reports on an individual unless 
the individual knowingly gives his uncoerced consent ; 

3. limited exceptions be granted for national security and criminal justice 
investigations ; 

4. criminal and civil penalties be established for any use of statistical data 
(collected for collective analysis) to wrongfully acquire information on 

individuals ; 
5. transfer of personal information between governmental agencies be strictly 

limited ; 
6. the creation of a centralized Federal data bank (except for national security 

and criminal justice purposes) be prohibited ;and 
7. a federal "privacy protection agency" be established to enforce the proposed 

legislation. 
CODE OF ETHICS AND STANDARD OF CONDUCT 

The Republican Task Force on Privacy believes there to be a definite need for 
the development of a universal code of ethics and standard of conduct for the 
technical, managerial and academic personnel involved in the development and 
use of personal information systems. The Task Force regards this to be essential 
for the automated and computerized information systems. Personal information 
systems are becoming an integral aspect of the daily life of every individual in 
our society. This sensitive relationship demands and merits the development of 
an attitude of professionalism. I t  is recognized that some efforts have been made 
to develop and foster such attitudes. But, the information industry as a whole 
has not supported such efforts as a matter of policy. The Task Force declares its 
commitment to the development, maintenance, management and use of personal 
information systems. 

CONCLUSION 

The Task Force is aware that this is a relatively new area of concern. Some 
recommendations may go too far  and some not far  enough. Some areas may have 
been overlooked. But there is no question that: now is the time to address our- 



selves to  this important and f a r  reaching issue. I f  we fail-George Orwell's 1984 
may become a reality by 1976. 
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The CHAIRMAN. Are there any further amendments? I f  not, the 
question is on the committee amendment in the nature of a substitute, 
as amended. 

The committee amendment in the nature of a substitute, as amended, 
was agreed to. 

The CHAIRMAN. Under the rule, the Committee rises. 
Accordingly the Coinrnittee rose ; and the Speaker having resumed 

the Chair (Mr. Brademas) Chairman of the Committee of the Whole 
House on the State of the Union, reported that that Committee having 
had under consideration the bill H.R. 16373 to amend title 5,United 
States Code, by adding a section 552a to safeguard individual privacy 
from the misuse of Federal records and to provide that individuals be 
granted access to records concerning them which are maintained by 
Federal agencies, pursuant to  House Resolution 1419, he reported the 
bill back to the House with an amendment adopted by the Committee 
of the Whole. 

The SPEAKER.Under the rule, the previous question is ordered. 
I s  a separate vote demanded on any amendment to the committee 

amendment in the nature of a substitute adopted in the Committee of 
the Whole? If no, the question is on the amendment. 

The amendment was agreed to. 
The S P E A ~ R .The question is on the engrossment and third reading 

of the bill. 
The bill was ordered to be engrossed and read a third time. and -


was read the third time. 



. , 
The SPEAKER.The question is on the passage of the bill. 
The question was taken; and the Speaker announced that the dyes 

appeared to have it. 
Mr. ERLENBORN. Mr. Speaker, I object to the vote on the grodd ' that  

quorum is not present and make the poinb of order that a quorum is 
not present. 

The SPEAKER.Evidently a quorum is diA #&sent. 
The Sergeant at  Alms will notify absent Members. 
The vote was taken by electronic device, and there were--yeas 353, 

nays 1,not voting 80, as follows : 

[Roll No. 6411 . 
Y E A S 3 5 3  

Abdnor , Byron Erlenborn . 
Abzug Carney, Ohio Esch 
Adams Carter Evins, Tenn. 
Addabbo Casey, Tex. Fascell 
Alexander Cederberg Findley 
Anderson, Calif. Chamberlain Fish 
Anderson, Ill. Cliisholm Fisher 
Andrews, N.C. Clark Flood 
Anclrews, N. Dak. Clausen, Don H. Flowers 
Annunzio Clawson, Del. Flynt 
Archer Cleveland Foley 
Arends Cochran Ford 
Ashley Cohen Forsythe 
Badillo Collier Fountain 
Bafnlis Collins, Ill. Fraser 
Baker Collins, Tex. Frelinghuysen 
Barrett  Conlan Frenzel 
Bauman Conte Frey 
Beard Conyers Fulton 
Bennett , Corman Fuqua 
Bevill Cotter Gaydos 
Biaggi Coughlin Gettys 
Biester Cronin Gibbons 
Bingham Culver Gilman 
Blackburn Daniel, Dan Ginn 
Blatnik Daniel, Robert W., Jr. Goldwater 
Bolling Davis, Ga. Gonzalez 
Bowen ~ a v i s ;  S.C. Goodling
Brademas Davis, Wis. Gray
Bray de la Garza Green, Oreg. 
Breckinridge Delaney Green, Pa. 
Brinkley Dellenback . Griffiths 
Broomfield Dellums Gross 
Brotzman Denholm Gubser 
Brown, Calif. Dennis Gude 
Brown, Rlich. Derwinski , Gunter 
Brown, Ohio Dickinson Guyer
Broghill, N.C. Dingell Haley
Rroghill, Va. Donohue Hamilton 
Buchanan Dorn Hamwrschmidt  
Bureener Downing Hanley 
Burke, Fla. Drinan Hanna 
Burke, Mass. Duncan Hanrahan 
Burleson, Tex. du Pont Hansen, Idaho 
Bnrlison, Mo. Eckhardt - Horrington 
Burton, John EdnTarcl$, Ala. Hawkins 
Burton, Phillip Edwards, Calif. Hechler, W.Va. 
Butler Eilberg Heinz 



Helstoski 
Henderson 
Hick@, , 
Hinshaw 
Holifield 
Holt : , * 

Holtzman 
Horton 
Hosmer 
Howard 
Huber 
Hudnut 
Hungate 
Hutchinson 
Ichord 
Jarman 
Johnson, Calif. 
Johnson, Colo. 
Johnson, Pa. 
Jones, Okla. 
Jones, Tenn. 
Jordan 
Kazeu 
Kemp 
Ketchum 
Icing 
Koch 
Icyros 
Lagomarsino 
Leggett 
Lehman 
Lent 
Litton 
Long, La. 
Long, Md. 
Lott 
Lujan 
McClory 
McClosl<ey 
McCollister 
McCormack 
McDade 
RlcEwen 
McFall 
McKay 
McKinney 
Macdonald 
Madden 
Madigan 
Mahon 
Mallary 
Mann 
Maraziti 
Martin, Nebr. 
Martin, N.C. 
Mathias, Calif. 
Mathis, Ga. 
Matsunaga 
Magne 
Mazzoli 
Meeds 
Melcher 
Blezvinsky 
hlichel 
Milford 

: , '  ; Miller 
Mills 
Minish 
Mink 
Mitchell, Md. 
Mitchell, N.Y. ' 
Mizell 
Moakley 
Mollohan 
Montgomery 
Moorhead, Calif. 
Moorhead, Pa. 
Morgan 
Mosher 
Murphy, 511. 
hlurtha 
Myers 
Natcher 
Nedd 
Nelsen 
Nichols 
Nix 
Obey 
O'Rrien 
O ' H a n  
O'hieill 
Owens 
Parris 
Passman 
Patten 
Pepper 
Perkins 
Pettis 
Pepser 
Pickle 
Pike 
Preyer 
Price, Ill. 
Price, Tes. 
Pritchard 
Quie 
Railsback 
Randall 

Rees 

Eegnla 

Reid 

Reuss 

Rinaldo 

Roberts 

Robinson, Va. 

Bobison, N.Y. 

Rodino 

Rogers 

Roncalio, Wyo. 

Rooney, Pa. 

Rose 

Rosenthal 

Rostenkowski 

Ronsh 

Rousselot 

ROY 

Roy bal 

R ~ P P ~  

Ruth 

Ryan 


Sandman 
Sarasin 
Sarbanes 
Satterfield 
Scherle 
Schneebeli 
Schroeder 
Seiberling 
Shipley 
Shriver 
Shuster 
Sisk 
Skubitz 
Slack 
Smith, Iowa 
Smith, N.Y. 
Snyder 
Spence 
Stanton, J. William 
Stanton, James V. 
Stark 
Steed 
Steele 
Steelman 
Steiger, Ariz. 
Steiger, Wis. 
Stokes 
Stratton 
Stubblefield 
Stuckey 
Studds 
Sullivan 
Sgmington 
Talcott 
Taylor, Mo. 
Taylor, N.C. 
Thompson, N. J. 
Thompson, Wis. 
Thone 
Thornton 
Towell, Kev. 
Treen 
Udall 
Ullman 
Van Deerlin 
Vander Jagt  
Vander Veen 
Tanik 
Veysey 
Vigorito 
Waggonner 
Walsh 
Wampler ' 

Ware 
Whalen 
White 
Whitehurst 
Whitten 
Widnall 
Wiggins 
Williams 
Wilson, Bob 
Wilson, Charles H., Calif. 
Wilson, Charles, Tex. 
Winn 



Wolff Pates . Young, Tex. 
Wright Yatron Zablocki 
Wyatt Young, Alaska 'Zion 
~ y d l e r  Young, Fla. Zwach 
Wylie Young, Ill. 

NAY S-1 

Landgrebe 

NOT VOTING--€@ 

Armstrong 
Ashbrook 

Giaimo 
Grasso . 

Poage 
Podell 

Aspin Grover , Powell, Ohio 
Bell Hansen, Wash. Quillen 
Bergland 
Bog@
Boland 
Brasco 
Breaux 

Harsha 
Hastings 
Hays 
H6bert 
Heckler, Mass. 

Range1 
Rarick 
Rhodes 
Riegle 
Roe 

Brooks Hillis Roncallo, N.Y. 
Burlre, Calif. 
Camp 
Carey, N.T. 
Chappell 
Clancy 
Clay
Conable 
Crane 
~ a l i i e l s ,  Domidick V. 
Danielson 
Dent 

Hogan 
Hunt  
Jones, Ala. 
Jones, N.C. 
Karth 
Kastenmeier 
Kluczynski 
Kuykendall 
Landrum 
Latta 
Luken 

' 

Rooney, N.Y. 
Runnels 
S t  Germain 
Sebelius 
Shoup 
Sikes 
Staggers 
Stephens 
Symms 
Teague 
Tiernaa 

Devine 
Diggs 
Dulski 
Eshleman 
Evans, Colo. 
Froehlich 

' 

McSpadden 
Metcalfe 
Minshall, Ohio 
Moss 
Murphy, N.Y. 
Patman 

Traxler 
Waldie 
Wyman 
Young, Ga. 
Young, S.C. 

So the bill was passed. 

The Clerk announced the following pairs : 

Mr. H6bert with Mr. Dulski. 
(Mrs. Boggs with Mr. Aspin. 
Mr.l loss with Mr. Luken. 
Nr. Sikes with Mr. McSpadden. 
Mr. Boland with Mr. Young of Georgia. 
Mr. Rooney of New York with Mr. Tiernan. 
Mr. Giaimo wfth A h .  Traxler. 
Mr. Stagqers with Mr. Patman. 
Mr. Hays with Mr. Minshall of Ohio. 
Mr. Bergland with Mr. Kuykeodall. 
Mr. Chappell with Mr. Hunt. 
Mr. Carey of New York with Mr. Eogan. 
Mr. Brooks with Mr. Camp. 
Mrs. Burke of California with Mr. Froehlicb. 
Mr. Breaux with Mr. Ashbrook. 
Mr. Kluczynski with Mr. Grover. 
#Mr. Landrum with Mr. Devine. 
Mr. Metcalfe with Mrs. Grasso. 
Mr. Murphy of New York with Mr.,Conable. 
Mr. Teague with Mr. Hillis. 
Mr. St Germain with Mr. Powell of Ohio. 
Mr. Riegle with Mr. Bell. 



Mr. Latta with Mr. Hastings. 

Mr. Range1 with Mrs. Hmsen  of Washington. . 

!Mr. Roe with Mr. Crane. 

Ur. Jones of Alabama with Mr. Harsh&; ' 

Mr. Kastenmeier with Mr. Eshleman. P 


Mr. Karth with Mr. Clancy. 

Mr. Jones of North Carolina with Mr. Quillen. 

Mr. Diggs with Mr. Roncallo of New Pork, 

Nr. Evans of Colorado with Mr. Sebelius. 

Mr. Dent with Mr. Shoup. 

34r. Dominick V. Daniels with Mr. Stephens. 

Mr. Clay with Mr. Waldie. 

Ah. Danielson with Mr. Symms. 

Mr. Runnels with Mr. Wyman. 

34r. Rhodes with Mr. Young of South Carolina. 

Nrs .  Heckler of Massachusetts with Mr. Rarick. 


The Result of the vote was announced as above recorded. 

A motion to reconsider was laid on the table. 


[ ~ r o mthe Congressional Record-House, Dee. 11,19741 

HOUSE CONSIDERS S. 3418 AND SUBSTITUTES 

TEXT OF H.R. 1.6373 


Mr. MOORHEAD Pennsylvania. Mr. Speaker, I ask nnanimouS of 
consent to take from'the Speaker's table the Senate bill (S. 34BY to 
establish a Privacy Protection Commi'sion, to provide managemeilt, 
systems in Federal agencies and certain other organizations with 
respect to the gathering and disclosure of information concerning 
individuals, and for other purposes, and ask for its immediate cdn-
sideration. 

The Clerk read the title of the senate bill. 

The SPEAKER. ISthere objection tothe request of the gentleman from 


Pennsylvania 8 
There was no objection. 
The Clerk read the Senate bi1l.l 

1 * * * * * $ 

mOTION OFFERED BY MR. MOORHEAD OF PEWNSTLVANIA 

Mr. MOORIXBADof Pennsylvania. Mr. Speaker, I offer a motion. 

'The Clerk read as follows : 

Mr. MOORHEAD 
of Pennsylvania moves to strike out all af ter  the enacting clause 

of S. 3418 and insert in lieu thereof the text of the bill (H.R. 16373) to amelid 
tit le 5, United States Code, by adding a section 5529 t o  safeguard individual 
privacy from the misuse of Federal records and to provide that  individuals be 
granted access to records concerning them which a re  maintained by Federal 
agencies, as  passed by the House. 

The motion was agreed to. 
The Senate bill was ordered to be read a third time, was read tho 

third time, and passed. 
The title was amended so as to read :"to amend title 5, United States 

Code, by adding a section 52a to safeguard individual privacy fram 

1 See p. 437. 
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the misuse of Eederal ~ecords ,and to provide that individuals be 
granted access to records concernkg them which are illahtaiined br 
Federal agencies." 

[From the Congressional Record-Hbuse, Dec. 18,10741 

HOUSE CONSIDERS AND ADOPTS COMPROMISE AMEND-
MENTS WITH THREE TECHMECAL AMENDMENTS 

Mr. MOORHEAD Pennsylvania. Mr. Speaker, I %sk unaaimousof 
consent to take from the Speaker's desk the Senate bill (S. 3418) to 
establish a Privacy Pvotectioi~ Commission to provide maizagement 
systems in Federal agencies and certain other organizatioils ?it11 
respect to the gathering and disclosure of inforination concerning 
individuals, and for other purposes, wit11 Senate antenlilments to thc 
House amendments and macur in the Senate amend~nents with an 
amendmenb. 

The Clerlr read the title of 'the bill. 
The Clerk read the Senate amendment^.^ 

* * 'x rtc rtc * * 
Mr. MOORHEAD of 'Pennsylvsnia. Mr. Speaker, 1 ask unallimous 

consent that the full text of S. 3418, containing the Senate amend- 
ments to the House amendments, be considerecl to read and printed 
at this point in the RECORD,and that the text of the House technical 
amendment being offered also be printed at the end thereot 

The S P ~ K E R .  ISthere objection to the request of the gentleman 
from Pennsylvania ? 

Mr. ERLENBORN. Mr. Speaker, reserving the right to object, and I 
do not intend to object, I would like to ask the chairman of the sub- 
committee to explain the Senate amendments for our colleagues. 

Mr. MOORHEAD of Pennsylvania. Mr. Speaker, I will be mwt pleased 
to explain the Senate amendrse~ts and then will yield to the gentleman 
from Illinois for aclditional comments he or other Members may have 
on the privacy bill, or for questions concerning its provisions. 

First, let me explain briefly the parliament,ary situation. Botl-1 the 
House and the Senate passed privacy legislation on November 21. 
Our bill, H.R. 16373, was messaged over to the Senate the following 
day. The Senate measures, S. 3418, sponsored by the distinguished 
Senator from North Carolina, Mr. ERVIN, and a number of other 
distinguished Members of that body from both parties, was messaged 
to the House. The House bill was called up on November 22 in the 
Senate, and all after the enacting clause was stricken and the identical 
language of S. 3418, was substituted for the House language, and i t  
was returned to the House. This meant, Mr. Speaker, that both of the 
House and Senate versions of the privacy bills were pendin 
Sgkaker's desk-but both bills-S. t e iden- 3418 and H.R. 163'73-had E a! 
tical language of the Senate-passed bill. 

Because of the lateness in the session and the pressures on Members 
of both bodies due to other pxessing legislative business, we determined 
that it would not be possible to resolve the complex differences between 

See p. 497. 



Itbe two bills i n  a conference committee. Yet, the spoi~sors and floor 
'managers of the legis1,ation on both sides firmly %greed that it was 
imperative that final action be taken on privacy legislation before the 
end of the Congress. 4 

We thereupon agreed, Mr. Speaker, upon a parliamentary procedure 
which provided that the Senate bill, S. 3413, be taken from the Speak- 
er's desk, be taken up by the House and repassed with the language of 
,the House bill, Z1.R. 163'73, as passed, substituted for all after the eri- 
acting clause and returned to the Senate for further action. This>action 
was taken by izle last Wednesdzly, December 11 (RECORD,pages 
H11661-H11666), and the Senate bill was returned to that body with 
the language of H.R. 16373, as passed on November 21, and the short 
title was also an~encled to reflect the House version. 

Mr. Speaker, the other body has now repassed S. 3413 with a series 
of amendments-many technical and some subst,arltive-which retain 
'the basic thrust of the House version, but whiclz include importailt 
seg~zzeizts of the Senate measure. These amendments were informally 
negotiated by the staffs of tlze Hous? and Senate committees and are 
based on agreements between the, principal sponsors of the privacy 
bills in the two bodies. 

In  calling up the bill for final action and clearance for FTlzite House 
action today, I am asking. that the House concur in these- amend- 
ments-which in my opinion preserve the basic framework of the 
House bill, but which make a iluinber of significant strengthening 
changes in tlze privacy lzzensure that were included in the Senate ver- 
sion. As Members will recall, President Ford specifically endorsed the 
provisiolzs of H.R. 163'73 in October, with the provision that the 
amendment offered by the gentleman from Illinois (Mr. ERLENBORN), 
relating to certain confidential investi .ative records be included in 
the bill. Such amendlnent was agreed toty the House on November 20, 
and is included in the version of the privacy bill now before 11s. Thus, 
.Mr. Speaker, the bill now being considered here today bas the full 
backing of the White House, and the Members of both parties in the 
House and the Senate who have had the responsibility of handling 
the measure in conlmittec and on the floor. 
, ilk. Sp'ealier, in its concurrence, the I-Iouse of Representatives is 
clegring for final congressional action what mill be known as the 
Privacy Act of 19'74. This is truly ?n historic enactment, I11effect, the 
*Congress of the IJnited States is acting in the finest sense to ilizpleinent 
even further the Bill of Rights. 
, To my lu~owledge, thi's n~ill be the first congres$ional action on a 
comprehensive Federal privacy law since the adoption 'of the fourth 

amendment to the Constitution. It is tllc solemn duty of the Congress, 

as well as the Supreme Court, to iluplemeat tlze, spirlt and letter of the 

Constitution. 


, Althougl~ this bill is limited to personal iaformatiol; on individuals 
contained in Federal records, I an1 sure i t  is only the first step to 
strengthen the right to privacy. 
. The operative parts of this legislation will go into effect in 9 months. 
I n  its birth, I would like to think we are helping America prepare for 
a grand bicentennial, rededicating ourselves to the fundan?e?tal prin- 
ciples of 'individual freedom and dignity which nlade this Nation 
great. 



Mr. Speaker, I will insert at this point in the Record the text of an 
analysis prepared by staff of the major amendments added to the 
House bill in the other body : 

AN~LYSISOF HOUSEA S D  SENATE A~XENDMENTSCOMPRO~~ISE TO THE 
FEDERAL ACTPRIVACY 

1'11e establish??zentof a Privacy Protectiom Study Commissiom. Only the Senate 
bill provided for a n  oversight and study commis~ion to assist i n  the implementa- 
tion of the act and to explore areas concerned with individual privacy which have 
not been included in the provisions of this legislation. The compromise measure 
will establish a Privacy Protection Study Commission of seven members instead 
of the five provided in the Senate bill. Three of these members will be appointed 
by the President, two by the President of the Senate, and two by the Speaker of 
the IIouse of Representatives. 

I t  is intended that  this commission, which will serve for a period of two years, 
n l l l  be solely a study commission. I11 that  capacity i t  is  hoped the commission 
can assist the Executive Branch and the Congress i n  their examination of Fed- 
eral government activities and their inlpact on privacy a s  well a s  representatives 
of State ancl local governments and the private sector who are attempting t o  deal 
\Tit11 this important problem. 

The scope of the commission's study authority is  outlil~ed specifically within 
the legislation. I n  section 5 ( c )  (2) ( B ) ,  the commission is directed to examine 
certain issues which are  not included i n  the compromise between the House and 
Senate bill, such a s  a requirement that  a person maintaining mailing lists remove 
a n  individual's name upon request; the question of prohibiting the transfer of 
individually identifiable data from the Internal Revenue Service to other agencies 
m~cl to State governments :a question of whether the Federal government should 
be liable for general damages occurring from a willful or intentional violation of 
the provisions of new section 552a(g) (1)( C )  or (D) which this act  creates; and 
the extent to mhich requirements for security and confidentiality of records main- 
tailled under this act  should be applied to a person other than a n  agency. 

The commission shall from time to time and i n  a n  annual repcrt, report to  the 
Congress and to the President on its activities, and i t  $all submit a final report 
of its findings two years from the date the members of the commission a r e  ap- 
poi~itecl.

I n  addition, the commission is authorized to provide necessary technical assist- 
ance and prepare model legislation upoll request for State and local governments 
interested in adopting privacy legislation. Strict standards and penalties a re  
placed upon commission members and employees with regard to the handling 
and unlawful clistribution of information about individuals which it receives in  
the course of carrying out i ts  functions. 

While the provisions of the rest of this act  do not go into effect until 270 days
fro111 the date of enactment, the commission is authorized to go into effect im- 
mediately upon the appointment of i ts  members in  order that  some of i ts  morlr 
may be available to the Congress and the Executive Branch by the time the 
remainder of the legislation becomes effective. 

ROUTIKE USE 

The House bill contains a provision not provided for in the Senate measure 
exempting certain disclosures of information from the requirement to obtain 
!?rim consent from the subject when the disclosure wonld be for a "routine use". 
The compronlise would define "routine use" to mean: "with respect to the dis- 
closure of a record, the use of such records for a purpose which is  compati'ole 
with the purpose for which i t  was collected." 

TVhere the Senate bill would have placed tight restrictions upon the transfer 
of l'ersonal information between or  outside Federal agencies. the House bill, 
under the routine use provision, would permit a n  agency to describe i ts  routine 
nses in  the Federal Register and then disseminate the information without the 
consent of the individual or without applying the standards of accuracy, rel- 
e\-n:lcT, timeliness or completeness so long a s  no determination mas being made 
about the subject. 

The compromise definition should serve a s  a caution to agencies to  think out i n  
adronce what nses i t  will make of information. This act is not intended to impose 



undue burdens on the jragsfer of .information to the Treasury Dewr,tment t o  
~corqplete payroll checks, the receipt gf information by the Social Security Ad- 
,pQ@tration tp poplglete quaflerdy p ~ 6 t i ~ g  of accounts, or other puch hhousgkeep- 
m g  measures and necessarily frequent interagency or jntra-agency itransfers of 
information. It is, however, intended to discourage the unnecessary exchange of 
information t o  0 t h ~ ~  t h epersons gr @ pgepcies whq may not be a8 senpitive b 
collecting agency's reasons fop p$iq,ap4  ip te r~re t ing  the material. 

&NFOpAT&ON QN gOLIT,ICbL #2TMTIFS 

The  House bill tells agencies tha t  they p a y  npt plpintain a record concerning 
the  political o r  rel igio~~s beliefser activities of ppy ipdividual unless qaintenance 
of the  record woula be a u t h o d ~ e d ' e ~ r e s s l y  statute or by the individual about l~y 
whom the reword is maintained. The House bill g4es on to provideJ4h& this sub- 
section is not deemed to prohibit the maintenance of any record or activity which 
is -pertinent to and within bhe scope of a duly pgthorized law enforcement 
activity.

The Senate bill constitutes a prohibition against qgency programs established 
for  t,he purpose of collecting or maiptaining informltion about h m  individuals 
exercise First Amendment rights unless the agency head specifically determines 
t h a t  the program is  required for the administration of a statute. 

The compromise broadens the House provisions application t o  all First Amend- 
ment rights and d i ~ e c t s  the prohibition agaipst the maintenance, use, collection, 
or dissemination of records. However, a s  i n  the House bill, i t  cjpep permit the 
mainten99ce of those records which a re  expressly authorized by statute o r  by 
the individual subject, or a r e  pertinent to  or withJn the scope qf an authorized 
law enforcement activity. 

CONPIDENTIAL SOURCES O F  Ih'J!WRMATION 

The  compromise provision for  the maintenance of information received from 
confidential sources represents a n  acceptance of the House language after re- 
ceiving an assurance tha t  in  no instance would that  language deprive a n  indivicl- 
ual  from kno,ming of the existence of any information maintained in a record 
about him which was received from a "confide~~tial The agencies would source!' 
not he able to claim that  disclosure of even a small par t  of a particular item 
would reveal the identity of a confidential source. The confidential information 
would a t  the very least have to be characterized in so;ne general way. The fact 
of the item's existence and a general characterization of tha t  item would have 
to be made known to the individual in  every case. 

Furthermore, the acceptance of this section in no way precludes a n  individual 
from knowing the substance and source of confidential information, should that  
information be used to deny him a promotion in a government job o r  access to  
classified information or some other right, benefit or privilege for  which he was  
entitled, otherwise if he  should consequently bring legal action against the gov- 
ernment and should base any part  of its legal case on that  information. 

Finally, i t  is important to  note that  the House provision would require that 
a l l  future promises of confidentiality to sources of infor~nation be expressed and 
not implied promises. Under the authority to prepare guidelines for  the adminia- 
tration of this act i t  is  expected that  the Office of Management and Budget will 
work closely with agencies to insure that  Federal investigators make sparing 
use of the ability to make express promises of confidentiality. 

STANDARDB APPLIED TO DISIEMTNATTON OUTSIDE THE QOVERNMENT 

H.R. la373 requires that  all  records which a re  used by a n  agency in making 
any determination about a n  individual be maintained with such 'accuracy, rel- 
evance, timeliness and completeness a s  is  reasonably necessary to  assure fairness 
to  the individual in  the determination. S. 3418 goes much further and requires 
tha t  agencies apply these standards a t  any time that  access is granted tb the 
file, material is added to o r  taken from me file, or a t  any time i t  is  used to make 
a determination affecting khe subject of the file. 

The difference between these two measures represents a difference in  philosophy 
regarding the bandling of personal information. The Senate measure is designed
to complement the requirement that  agencies maintain only informaetion which 
is relevant and necessary t o  accomplish a statutory purpose. The standard of 



989 

/ 

relevancy should be that  statutory basis for a n  information program which is 
now set forth i n  ( e )  (1)of the coinpromise measure. By adopting this section, 
the Senate hoped t o  encourage a periodic review of persbnal ihformation con-
tained in Federal records a s  those records were used or  didsemin~ated for any 
purpose.

The House provision would have applieil these important standards for  main- 
tenance of information in records a t  any time a determination is  made about 
a n  individual. The House bill goes on to permit additional "routine aSes" or 
information which may not rise to the threshold of a n  ''agency determination" 
without requiring that  the information be upgraded to meet these standards. 

The compromise amendment would adopt the section of the Hous'e bill applyirlg 
the standards of accuracy, relevance, tinleliness and completen&s a t  the  time of 
a determination. It would add the Additional reauirement, however, tha t  pribr 
to the dissenlination of any record about a n  individual to any &rssdn other than 
another agency, the sending agency shall make a reasonable effort t o  assure 
that  the record is accurate, complete, timely, and relevant. This proviso was 
included because Federal agencies would be governed by a r'equirement to clean 
up their records before a determination is  made and limited by a requiremeat
to publish each routine use of information in the Federal Register, but the use 
of information by perso~~ls, outside the Federal government would not bB governed
by this act. Therefore, agencies a re  directed t o  be f a r  more careful about t h e  
dissemination of personal informaltion to persons not governed by the enforcement 
provisions of this bill. 

I 

THE FREEDOM O F  INFORMATION ACT AND PRIVACY 

One difficulk task i n  drafting Federal privacy legislation wqs that  of determin- 
ing the proper balance between the public's right to know ahout the conduct of 
their government and their equally important right to  have information which 
is  personal to them maintained with the greatest degree of confidence by Federal 
agencies. The House bill made no specific provision for Freedor6 of Information 
Act requests of material which might contain information protected by the  
Piivacy Aot. Instead, in  the committee report on the bill, i t  recognized that :  

"This legislation would have a n  effect on subsection ( b )  (6)  of the Freedom of 
Information Act ( 5  U.S.C., Section 552) which states that  the provisions regard- 
ing disclosure of information to the public shall not apoly to  material 'the dis- 
closure of which would constitute a clearly unwarranted invasion of personal 
privacy.' H.R. 16373 mould make all  individually identifiable informktio~l i n  
government files exempt from public disclosure. Such disclosure could lie made 
available to the public only pursuant to rules published by agencies in  t%e Federal 
Reyister permitting the transfer of particlar data  t o  persons other than the 
individuals to whom they pertain." 

The committee report went on t o  express a desire that  agencies continue to  
make certain individually identifiable records open to the public becabse such 
disclosure mould be i n  the public interest. 

The Senate bill provided that  nothing in the act  shall be construed to pbrkait 
the withholding of any personal information which is otherwise reqnired to be 
disclosed by law or  any regulation thereunder. This section was intehdea as 
specific recognition of the need t o  perlnit disclosure under the Freeddm of Infor- 
mation Act. 
The compromise amendment would add a n  additional condition of dis'closure 

to  the House bill which prohibits disclosure without written request of an 
individual unless disclosure of the record would be pursusnt to Sk t ion  552 of 
the Freedom of Information Act. This compromise is designed to p r e s w e  t h e  
status quo a s  interpreted by the courts regarding the diSclosure of personal 
information under that  section. 

A related amendment talien from the  Senate bill would prohibit any agencf 
from relying upon any exemption contained i n  Section 5.52 to withhold from 
a n  individual any record which is otherwise accessible t o  such individual under 
the provisions of this section. 

C I v a  REMEDIXB 

Under the House bill an indiviqual would be permitted to seek a n  injdnction 
against a n  agency only to produce his record upon a faildre of a n  agency to 
comply with his request. An individual would be able t o  sue fbr  damages only 
if an agency failed to maintain a record about him with such accuracy, r e l e  



vance, timeliness and completeness a s  would be necessary to assure fairness and 
a determination about him, and consequently a n  adverse determination mas 
made. A suit for  damages would also be i n  order against a n  agency if i t  fails 
to  comply with any other provision of this act i n  such a way to have a n  adverse 
effect on the individual. 

Under the Senate bill injunctive relief w0111d be available to a n  indiridual 
t o  enforce any right granted to him. And a n  individual mould be permitted to 
sue for damages for  any action or  omission of a n  officer or employee of the 
government who violates a provision of the act. 

The standard for  recovery of damages under the House bill was a determina-
tion by a court that  the agency acted i n  a manner which was willful, arbitrary, 
or capricious. The Senate bill would have permitted recovery against an agency 
on a finding that  the agency had erred in  handling his records. 

These amendments represent a compromise between the two positions. They 
permit an individual to seek injunctive relief to correct o r  amend a record main- 
tained by a n  agency. I n  a suit for damages, the amendment reflects a belief that  
a finding of willful, arbitrary, or capricious action is  too harsh a standard of 
proof for a n  individual to exercise the rights granted by this legislation. Thus 
the standard for  recovery of damages was reduced to "willful or intentional" 
action by a n  agency. On a continuum between negligence and the very high stancl- 
a r d  of willful, arbitrary, o r  capricious conduct, this standard is viewed a s  only 
somewhat greater than gross negligence. 

Both the Honse and Senate bills provided for a n  individual t o  recover reason- 
able attorney fees and costs of litigation. The compromise amendments adopt 
the  standard of the House bill permitting the court t o  award attorney fees and 
reasonable costs to  a n  individual where a complainant has  substantially pre- 
vailed in  a n  injunctive action, and requiring such award i n  actions in  which 
complainants receive damages. 

ACCESS AND CHALLENGE TO RECORDS 

The House bill would apply a standard of promptness to  agency consiclera- 
tions of requests for access t o  records and requests to  challenge or  correct those 
records. I n  addition, i t  allows the individual to request a review of a refusal 
to  correct a record by the agency official named i n  i ts  public notice of inforna- 
tion systems. 

The Senate bill requires the agency to make a determination with res3ect 
to  a n  individual's request fo r  a record change within 60 days of the request and 
to permit him a hearing within 30 days of a request fo r  one, with extension 
for good cause permitted. The individual would have the option of a formal 
or informal hearing procedure within t h e  agency u w n  a refusal of a requrst 
to  correct c r  amend a record. The compromise amendment mould require the 
agency to respond within 10working days to  acknowledge a n  individual's request 
to  amend a record. Following acknowledgement, the  agency mnst promptly
correct the information which the individual believes is  not accurate, releront, 
timely or complete or inform the individual of i ts  refusal. 

If the individual disagrees with the refusal of the agency to amend his record, 
the agency shall conduct a review of tha t  refusal within 30 +orliing d a , ~ s .  
provided tha t  a n  extension may be obtained for good cause. We expect that  
agency heads will either conduct such reviews themselves, or assign officers of 
the rank of deputy assistant secretary o r  above. 

The Honse bill would not have permitted a Federal District Court to  review 
de novo a n  agency's refusal to amend a record. The compromise adopts the Senate 
provision which would require a de nooo review of such refusal and t o  order a 
correction where merited. Finally, the compromise requires that  in  any dis- 
closure of information subject to disagreement that  the agency inclndes with 
the disclosure a notation of any dispute over the information or a copy of anu 
statement submitted by the individual stating his reasons for disagreement with 
the information. 

ACCOUNTING FOR DISCLOSURES 

The Honsc bill requires a n  agency to inform any person or anotller ageacy 
about a col-rection or notation of dispute regarding a record that  has heen c!i+ 
closed to tha t  person or agency within two years before malrinq the correction 
or notation. I t  would not apply if no accounting of the disclosure had been 
required. No such limitation was placed upon accounting for disclosures in the 



Senate bill and the compromise measure would require any person or agency 
receiving the record a t  any time before a notation or dispute is made to be 
notified if a n  accounting of the disclosures were made. 

The House bill requires a n  agency to maintain a n  accounting for disclosures 
for  only five years. The Senate bill places no limitation on the  length of time 
for  maintaining such disclosures. The compromise amendment would require 
maintaining of the disclosure for five years o r  the life of the record, whichever 
is  longer. 

LIAIITATIONS ON THE TYPES OF INFORMATION COLLECTED AND THE USE OF 
THIRD PARTY I N F O R ~ I A T I O N  

The Senate bill requires Federal agencies t o  maintain only such information. 
about an individual a s  is relevant and necessary to accoml>lish a statutory pur- 
pose of the agency. The House bill did not address this issue. The compromise 
amendment modifies the Senate provision to permit the collection of information& 
which would be required to  accomplish not only a purpose set out by a s tatute  
but also a purpose outlined by a Presidential Executive Order. 

The provision is included to limit the collection of extraneous information by 
Federal agencieq. It requires that  a conscious decision be made that  the informa- 
tion is  required to meet the lawful needs of a n  agency. Agencies should formulate 
a s  precisely as  possible the policy objectives to  be served by a data gathering 
activity before i t  is  undertaken. I t  is hoped that  multiple requests for informa- 
tion will be reduced and that  agencies will collect no more sensitive personal 
information than is necessary.

The Senate bill also requires agencies t o  collect information to the  greatest 
extent practicable directly from the subject when that  information could result 
in  a n  adverse determination about a n  individual's rights and benefits and ~ r i v -  
jleges under a Federal program. The House bill had no provision, but the compro- 
mise amendment accepts the Senate language. This section is  designed to dis- 
conrage the collection of personal information from third party sources and 
therefore to encourage the accuracy of Federal data  gathering. It supports the 
principle that  a n  individual should to the greatest extent possible, be i n  control 
of information about him which is given to the government. This inay not be 
practical i n  all cases for  financial or logistical reasons or because of other statn- 
tory requirements. However, it is a principle designed to insure fairness in  
information collection which should be instituted wherever possible. 

ARCHIVAL BECOEDB 

The House bill provides that  records accepted by the Administrator of GeneraI 
Services for  temporary storage and servicing shall be considered for purposes of 
this act, to be maintained by the agency which deposits the records. Records 
transferred to the National Archives after the effective date of this Act for pur- 
poses of historical preservation a re  considered to be maintained by the Archives 
and are  subject only to limited provisions of the Act. Records transferred to the 
National Archives before the,effective date of this Act a re  not subject to the  
provisions of this Act. 

The Senate bill provides that  records accepted by the Administrator of Genera1 
Services for temporary storage and servicing shall be considered, for purposes of 
this Act, to be maintained by the agency which deposits the records. All records 
transferred to the R'ational Archives for  purposes of historical preservation a re  
considered, to be maintained by the Archives and a re  subject only to  those pro- 
visions of this Act requiring annual public notice of the existence and character 
of the illformation systems maintained by the Archives. establishment of appropri- 
a te  safeguards to insure the security and integrity of preserved personal infor- 
mation, and promulgation and implementation of rules to insure the effective en- 
forcement of those safeguards. 

The compromise amendment subjects records transferred to the National, 
Archives for  historical preservation prior to  the effective date of the act to a 
modified requirement for annual public notice. It is intended that  the notice pro- 
vision not be applied separately and specifically to each of the many thousands of, 
s.eparate systems of records transferred to the  Archives prior to the effective date 
of this Act, but rather that  a more general description be provided which pertains, 
to meaningful groupings of record systems. However, record systems transferred 



t o  the Archives after the effective date of this Act a re  individually subject to the 
specific notice provisions. This coverage is intended $0 support and encourage 
improvements in  the organization and cataloging of records maintained by the 
Archives. 

4 

II~OBATORIUMom THE USE OF THE SOCIAL SECUBXTY ACCOUNT NUMBEX 

The House bill provides that  a Federal agency, or a State or local government 
acting i n  compliance with Federal law or a federally assisted program, is prohib- 
ited from denying to individuals rights, benefits or privileges by reason of refusal 
to  disclose the social security account number. Any such governmental agency is 
fur ther  prohibited from utiliaing the sodial security account number for  purposes 
a p a r t  from verification of individual identity except where another purpose is 
specifically authorized by law. Exempt from these prohibitions are  systems of 
records in  existence and operating prior to  January 1,1975.Exemption is further 
granted where disclosure of a social security account number is required by 
Federal law. 

The Senate bill provides tha t  a Pdderal agency, or a State or local government, 
i s  prohibited from denying t o  individhals rightb, benefits or privileges by reason 
of refusal to  disclose the social security accbuht number. Persons engaged i n  the 
business of commercial transactions or activities a re  prohibited from discrimi- 
nating against any individual in  the course of such activities by reason of refusal 
t o  disclose the social security account number. Exempt from these prohibitions 
a r e  systems of records in existence and operating prior to January 1, 1975. Also 
exempt a re  disclosures of the social security account number requiied by Federal 
Jaw. This section further provides that  any Federal, State or local government 
agency or any person who requests a n  individual to  disclose his social security 
number shall inform that  individual whether tha t  disclosure is  mandatory or 
voluntary, by what statutory or 6ther dbthority such number is  solicited, what 
uses will be made of it, alid what rules bf confidentiality will govern it. 

The compromise amendment changes t h e  House language By broadening the 
coverage of State and local governwnts  so a s  to  prohibit any new activity by 
such a government that would cond'i'tion a right, ben&t or privilege upon a n  
individual's disclo3ure of his social secority account number. 

To clarify the intent of tlie Senate and House, the grandfather clause of this 
section was re-stated to  exempt only those governmental uses of the social secnrity 
account number continuing from before Januaty 1,1975,,pursuant to a ptior law 
or  regulation that, f o t  purposes of Perifying identity, required individuals to dis- 
close their social security account number a s  a condition for exercising a right, 
benefit, or privilege. Thus, for i~lb'dtratiOn,'a~t@r January 1, 1975, i t  will be nn- 
lawful to  commence operation of a State or local government procedure that  
requires individuals to  disclose their social security account numbers in  order to 
register a motor vehicle, obtain a driver's license or other permit, or exercise the 
right to vote in a n  election. The House section was amended to include the Senate 
provision for informing a n  individual requested to  disclose his social security ac- 
count number of the nature, authority and purpose of t h e  request. This provision 
is  intended to permit an individual to make a n  informe& decision whether or not 
t o  disclose the social security account number, and it is  intended to bring recogni- 
tion to, and discourage, unnecessary or improper uses of that  number. 

RULEMAKING PROCEDUBES FOE MAKING EXEMPTIONB 

To obtain a n  exemption from certain provisions of this Act under the House 
hill, agencies entitled to those exemptiond would be reqnired to public notice of 
t h e  proposed exemptions in  the Feddral Register pursuant to  Section 553 of the 
Administrative Procedures Act permitting comments to be submitted in  writing 
for  inclusion in the Register with such exemptions. 

The Senate bill applied a much more stringent Ltaddard and would Bave re-
quired agencies to  h d d  adjudicatory hearings a s  provided i n  APA Sectionw 556 
a n d  557.The compromise agreements would no longer reqnire full adjudicatory 
proceeding by any agency seeking a n  exemption permitted under the aCt. How- 
ever, agencies would still he required to publish notice of a propoSed rnlemaking 
i n  the Federal kegister and could not Waive the 30 day period for  such publica- 
tion. In addition it is specifically provided in this act that  agencies obtaining 
such exemptions state the reasons why the system of records is to be exempted. 



DUTIES OF THE OFFICE O F  MANAGEMENT AND BUDGET 

Under the Senate bill the Privacy Protection Commission was directed to de- 
velop model guidelines and conduct certain oversight of the implementation of this  
Act to  Federal agencies. Since the compromise amendment would change the 
scope of authority of the commission, it was felt there remained a need for  a n  
agency within the government to develop guidelines and regulations for agencies 
to  use i n  implementing the provisions of the Act and to provide continuing assist- 
ance to and oversight of the implementation of the provisions of this Act by the 
agencies.

This function has been assigned to the Office of Management and Budget. 

REPORTS ON NEW SYSTEMS 

Under the Senate bill the Privacy Protection Commission was to have a central 
role in  evaluating proposals to establish or alter new systems of information in 
the Federal government. If the commission had determined that  such a proposal 
was not in  compliance with the standards established by the Senate bill t h e  agency 
which prepared the report could not proceed to establish or modify a n  informa- 
tion system for 60 days i n  order to give the Congress and the President a n  op- 
portunity to review that  report and the commission's recommendations. 

The compromise amendment would require tha t  agencies provide adequate 
advance notice to the Congress and to the Office of Management and Budget of any 
proposal to establish or alter a system of records in  o r d e ~  to permit a n  evaluation 
of the privacy impact of that  proposal. I n  addition to the privacy impact, con- 
sideration should be given to the effect the proposal may have on our Federal 
system and on the separation of powers among the three branches of government. 
These concerns a r e  expressed in connection with recent proposals by the General 
Services Administration and Department of Agriculture to establish a giant da ta  
facility for the storing and sharing of information between those and perhaps 
other departments. The language in the Senate report on pages 6446  reflects t h e  
concern attached to the inclusion of this language in 5.3418. 

The acceptance of the compromise amendment does not question the motiva- 
tion or need for improving the Federal government's data  gathering and handling 
capabilities. It does express a concern, however, that  the office charged with 
central management and oversight of Federal activities and the Congress have 
a n  opportunity to examine the impact of new or altered data systems on our citi- 
zens, the provisions for confidentiality and security i n  those systems and the  ex- 
tent to which the creation of the system will alter or change interagency or inter- 
governmental relationships related to information programs. 

GOVmNMENT CONTRACTORB 

The Senate bill would have extended i ts  provisions outside the Federal gov- 
ernment only to those co~itractors, grantees or participants in agreements with 
the Federal government, where the purpose of the contract, grant o r  agreement 
was to establish or alter a n  information system. It addressed a concernrover t h e  
policy governing the sharing of Federal criminal history information with State  
and local government law enforcement agencies and for the amount of money 
which has been spent through the Law Enforcement Assistance Administration 
for the purchase of State and local government criminal information systems. 

The compromise amendment would not permit Federal law enforcement agen- 
cies to determine to what extent their information systems would be covered by 
the Act and to what extent they will extend that  coverage t o  those with which 
they share that  information or  resources. 

DIBTNITION OF RECORD 

The definition of the term "Record" a s  provided in the House' biIl has been 
expanded to assure the intent that  a record can include a s  littIe a s  one descriptive 
item about a n  individual and that  such records may incorporate bnt not be limit- 
ed to  information about a n  individual's education, financial transactions, medical 
history, criminal or employment records, and that  they may contain his name, 
or the identifying number, symdol, o r  other identifying marks, particuIarly a% 
signed to the individual, such a s  a finger o r  voice print o r  a photograph. The 



amended definition was adopted to more closely reflect the clefinition of "per-
sonal information" a s  used in the Senate bill. 

Mr. MOORHEAD of Pennsylvania. I will not take tlie time to explain 
each of these a~nendmeiits because iilaiiy.of tliein are merely technical 
or conforiiiing in nature. All of trliem are clearly mane to the orig- 
inal House bill. I mill, however, mention tlie most iillportant of them- 

First, the bill l3rovicles for a sevea-member Privacy Prokction 
Study Commission, autliorizing a 2-year stucly of various aspects of 
individual privacy affecting areas of the private sector and State and 
local governii~ental units. I n  ~ n y  judgment, i\lr. Speaker, such a stucly- 
mitl~out directly afiecting the operational aspects of the Privacv Act 
of 19'74--will be inost helpful in understanding the coml>lexities of 
individual privacy in non-Federal activities and in tlie coiisidcratioii 
of additional legislation affecting privacy in the future. 

Second, I wotzld like to mention another anlendmelit in the Senate 
bill that deals with mailing lists. Language included in the legislation 
mould prohibit the sale or rental of mailing lists, names and addresses, 
,by Federal agencies maintaining them. The philosophy behind this 
.amendment is that the Federal Governmrnt is not, in tlie mailing list 
business, and it should not be Federal policy to make a profit from the 
routine business of gorcrniiient, particularly hen the release of such 
lists has been antliorizecl under tlie Freedom of Information Act. I n  
other words, such lists cannot be withheld by an agency, unless i t  
determines that the release ~voulcl constitute "a clearly unwarranted 
invasion of privacy" uncler section 552(b) (6) of title 5, United States 
Cocle. 

Thns, tlie langnage of the bill before us cloes not ban tlie release of 
such lists where either sale or rental is not involved. Our snbcon~init- 
tee on Foreign Operations and Government Iiiforillatioil held esten- 
sive hearings on Federal agency mail list policies during the last Con- 
gress. Such policy varies from agency to agency, and the Federal 
courts hare interpreted in several cases tlie language of the Freedom 
of Inforination Act relating to withholding of matters constituting 
a "clearly niiwarrai~tecl invasion of privacy." This measure now be- 
fore us wonlcl preserve the current practices and interpretations of this 
part of the Freeclom of Information Act, as they deal with Federal 
apency mailing lists. 

Finally, tlie bill, as amended, assigns to the Office of Managemeut 
2nd Budget thc rrsl>ousibility of clex-eloping guidelines and re~nlatioiis 
for all Federal Agencies in the enforcement and administration of the 
Brivncp Act. 
ah..Speaker. I mill not disci~ss the other Senate a~nendinents in any 

detail since a clescription of them has been placed in the Record pre- 
vionsly. However, 011the nlaior areas of operational parts of tlie bill- 
such as aocess, acconntinq, clisclosur~, rzgciicy rules and reqnirements, 
and csemptioiis-the bill generally follo~vs the Rollse version. Some 
stren@heaing language has, however, becn incorporsated from tlie 
'Senate measure. 

Mr. Spealier, I now yield to the gentleman from Illinois (Mr. 
Erleiibonl) ~vlio has made such a significant series of contributions 
at erery stage in the clevelopillent of this meaningful privacy legis- 
Z'lt< 1011.-
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Mr. Speaker, some questions as to l l o ~  the bill mill work with respect 
to tax infornlation and tax returns have arisen. Specifically,.t,he ques- 
tions relate to the ability of the IRS  to disclose tax informatlo11 under 
the provision of the bill that allows disclosure for a rontine use under 
a purpose which is compatible with the purpose for which the infor- 
111ntion is collected. 

State ancl local t a s  agencies now heavily rely on Federal tax in- 
formation and investigttions hen State agencies enEorce their tax 
laws. For example, when the IRS  sets up a cleficiency against a tax- 
payer who lives in a State, the IRS  freqneiltly sends informati011 on 
this cleficiei~cy to the State or local tax agency. The States use this 
information in collecting their own taxes. This information may be 
sent before the State itself conclucts ally tax investigatioil on the in- 
diviclual. 

Cncler the bill, this is intenclecl to constitute a routine use for a pur- 
pose compatible ~ v i t l ~  the purpose for ~vllich the information was col- 
lectecl, so the IRS could continue to sencl this information to the State 
and local tax agencies as is presently clone. 

Also, the IRS  sends to State and local tax agencies the Federal tax 
returns of inclividuals who live in the State so the State agency can 
check to see if the individual has reported the same income and de- 
ductions on his Federal and State or local tax returns. Again, the 
States rely on this information in enforcing their own tax laws. Also, 
this inforinatioi~ niay be sci~t to a State before it conclucts a tax in- 
vestigation on its own. 

Under the bill, it is intended that this woulcl be a rontine use for a 
~u rpose  compatible with the purpose for which the information is 
collected so the IRS  can continue to send tax infornzatioil to State and 
local tax agencies in this may. 

The IRS, of course, provides tax information on inclivicluals to the 
Justice Department when the Jnstice Department is preparing a tax 
case agtsinst the individual. This information is used by the Justice 
De~ai tment  111 investig,ztinp ancl preparing tax cases ancl also is dis- 
closed in conrt as the Justlce Department presents e~riclence against 
tho inclividual. 

This clisclosnre both to the ,Justice Department ancl in conrt ~vould 
represent a routine use of the ttts info~mation compatible with the 
purpose for which it was collected ancl this disclosure moulcl continne 
to be possible under the prorisions of the bill. 

Uncler the bill tax returns ancl other tax information can-as under 
]>resent law-be disclosed to the tax coinnzittres of the Co~lgress: the 
Senate Finance Committee, the House Ways and Means Committee, 
ancl the Joint Committee on Internd Revenue Taxation. 

Under the bill this informat,ion can also continue to be disclosed to 
the staffs of these committees, as ilncler present law. 

Under the bill an agency can clisclose tax returns to either House of 
Congress or to committees of Congress to the extent of matters within 
their jurisdiction. Since tax returns can be disclosed by an agency to 
the Senate ancl House, it is intended that-as under present law- 
the committees which have received tax returns can also disclose them 
to the Senate or House, just as the Joint Committee on Internd Reve- 
nue Taxation did with the tax inforination on President Nixon. 



Mr. Speaker, this bill deals wLh personal data that is frequently 
processed and stored on automated recordkeeping systems. These sys- 
tems require the performance of appropriate maintenance techniques, 
for example memory dumps needed by nonagency personnel who 
diagnose and repair the equipment. How are these nonagency main- 
tenance personnel to be viewed relative t o  the bill's disclosure and 
account@g provisions 9 

I t  is necessary to properly maintain recordkeeping systems in order 
to insure data accuracy and validity. It is our intention that author- 
ized maintenance of automated systems performed by nonagency 
personnel be viewed as a legitimate extension of the authority 
of agency employees who must see personal data in the normal pcr-
formance of their duties. Accordingly, nonagency personnel perform- 
ing authorized maintenance would be in the same position as agency 
officials and employees. 

Mr. ERLENBORN.Mr. Speaker, I withdraw my reservation of objec- 
tion. 

The SPEAKER.ISthere objection to the request of the gentleman 
from Pennsylvania (Mr. Moorhead) ? 

There was no objection. 
Mr. ALEXANDER.Mr. Speaker, when the House originally considered 

this bill, it adopted an amendment regarding certain investigatory 
material. I would ask the gentleman, does that amendment ~emain  in 
the bill ? 

Mr. ERLENBORN.Yes, i t  does. 

Mr. ALEXANDER. 
Exactly what does the amendment provide ? 

Mr. ERLENBORN.
It says thiLZ; the head of any agency may promul- 

gate rules to exempt certain investigatory material f r o p  the access 
requirements of this legislation. Specifically, the material which may 
be exempted is, and Iquote : 

Investigatory material compiled solely for the purpose of determining snit- 
ability, eligibility, .or qualifications for Federal, civilian employment, military 
service, Federal contracts, or access to classified information, but only to the 
extent that the disclosure of such material would reveal the identity of a source 
who furnished information to the Government under an express promise that 
the identity of the source would be held in confidence, or, prior to the effective 
date of this section, under an implied promise that the identity of the source 
would be held in confidence. 

Mr. ALEXANDER. The amendment does not extend, then, to all inves- 
tigatory material 8 

Mr. ERLENBORN.That is correct; it does not. It is limited in two 
important rewards. First, it pertains only to investigatory material 
compiled soleYy for certain specified purposes. Second, and more im- 
portant, i* governs access to that inform+tion oilly to the extent that 
therdisclosure of the material would reveal the identity of a confidential 
source. 

Mr. ALEXANDER. Then this amendment would not permit an agency 
to withhold information which a c~nfidential source gave to the 
agency. 

Mr. ERLENBORN.That is cprred. The agency would have to allow 
an individual access to all information regarding, let us say, his back- 
ground security check, except the part which would reveal a con- 
fidential source."In some cases, this might be simply his name. This 
is far greater access than individuals have at  the present time. 



Mr. ALEXANDER. I n  some instances, I suppose, agencies might claim 
that disclosure, of any part of a particular item would reveal the 
identity of a confidential source. I n  those instances, could the agencies 
conceal, even the fact qf the item's existeoce from the citizen who 
wished to see his file ? 

Mr. ERLENBORN. Absolutely not. The fact that a cosfidential derog- 
atory strqtement exists in someone's file, and that the statement could 
be characterized in some general way, most assuredly would not reveal 
the identity of a confidential source. The fact of the item's existence 
and a general characterization of that item would have to be made 
known to the individual in every case. 

Mr. ALEXANDER. Let me ask the gentleman one further question. 
Suppose an individual believed that he had not been pronloted in his 
Government job because of confidential derogatory information in 
his file, and that the Government refused to allow the individual access 
to that information on the grounds that allowing access would reveal 
the ildentity of a confidential source. Suppose further that the individ- 
ual then went to court and demanded that he be promoted, arguing 
that nothing on the public record interfered with his right to the 
promotion. Would the government then have to let him see the por- 
tion of his file which it had previously withheld ? 

Mr. ERLENBORN. I f  the Government wanted to introduce the state- 
- ment into evidence in court, it would surely have to allow the individ- 

ual to see the statement. I f  the Goveri~ment had no other reason for 
denying the proin~tion, it would in effect have two choices :Release the 
information which would reveal the identity of the confidential source 
or lose the case. 

Let me add one further thought here. We have been discussing for 
the past few minutes statements made by "confidential sources." The 
bill provides that with regard to statements made to Government 
agencies in the past, this term shall include all sources who furnished 
information under an implied promise tha$ the identity of the source 
would be held in confidence. This is as i t  should be; we must protect 
Che privacy of people who believe that they were speaking to  Federal 
agents in a privileged fashion. 

With regard to statements mabe to Government agencies in the fu- 
ture, hovyever, the term will refer only to sources who furnish informa- 
tion under an express promise that the identity of the source would be 
held confidential. The Office of Management and Budget has assured 
us that it will issue guidelines and work closely with agencies to insure 
that Federal investigators make sparing use of the ability to make 
express promises of confidentiality. Both OMB and we want to insure 
that such promises are made only when the information involved is 
extremely important to the Goveinnlent and would not be offered 
if the promises were not made in return. 

Mr. ALEXANDER. I thank the gentleman for his remarks. I would 
like to turn briefly to the geqtleman from Pennsylvania (Mr. Moor- 
head) and ask him if he concurs in the explanation of the amendment 
given bv the gentleman from Illinois. 

Mr. MOORHEAD of Pennsylvania. Mr. 'Speaker, I am happy to assure 
the gentleman that I am in cbmplete agreement with the explanation- 

Mr. HORTON.Mr; Speaker, I rise in support of this bill, which will 
add greatly to the protection of personal privacy of all Americans. 
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The bill acliieves this objective by three means. First, it provides 
that  citizens may have access to most records about then1 nlaintained 
by the Federal Government, and may rtquest the Government to cor- 
rect misstatemelits in the records. Second, it requires Fecleral agen- 
cies to lnake public all the uses they make of personal records, and 
forbids those agencies f r a i l  transferring sucli recorcls to persons not 
ilained in the publishecl uses unless the inclividuals to whom the docu- 
ments pertain have given their aclvance written consent to  the trans- 
fers. Thircl, the bill allo~vs citizens to file suit in  Federal court to 
correct their recorcls, see recorcls about them which agencies n-itldlold, 
and secure clamages xhen they bar-e been harmed by a ~villful or inten- 
tional action of an agency regarcling their records. 

Mr. Speaker, in  mrlting R.R. 16373, the Ho~zse bill whic~i is very 
similar to the measure now before us, the Governillelit Operations 
Committee, on which I serve as ranking miliority niember, nzacle great 
efforts toward this encl; as xi-e added privacy protections for citizens, 
we clid not want to aclcl great burclens for Government agencies in 
implementing the bill. I think that we accomplisl~ecl that goal by 
drawing the 1egisla.tion so that ~gencies lvould have to  publicize wl1,zt 
they vere doing, but wo~lld not have to s ~ ~ b m i t  to unreasonable recluire- 
~ l ~ e n t s  - - -xxlliich moulcl in effect prevent, then1 from carrying out constl-11~- 
tive programs. 

The chairman of the Foreisyi Operations and Government Iaforina- 
tion Subcommittee, Mr. ~ I o o ~ ~ h e a ~ l  of Peansplvania, and tlle ran1;ilig 
minority niember of that subcon~mittee, hlr. Erlenborn, have labored 
long and hard to ins~zre that whatel-er bill ex-entnally represclited a 
syntllesis of I-Iouse and Senate measures on this subject be directed 
io-n-ard that same encl. I colillnentl them for their wor l~;  in lily jndg- 
ment, althongh the bill now before 11s includes some provisions from 
the Senate measure which I myself ~vonlcl not have proposed, those 
provisions are reasonable ancl tlie bill is a goocl one. 

The major ~ ~ a y  in which this bill differs from tlie one passed by the 
I-Ionse less than a month ago is that this legislation creates a Privacy 
Protection Study Cominission to investipte the information practices 
of org~nizations of all lrincls insofar as they relate to personal infor- 
mation, ancl recommend how inclivicl~znl privacy can best be protected, 
collsistent with good recordkeeping practices. I hope that this Commis- 
sion will make consti.uctire reconimc~iclatio~ls ancl that they will lead 
to i~ic~easecl pril-acy for all ,lnlericans in the future. I expect that tlie 
C'on~lnission xi11 use good sense in collecting iafor~nation to be used 
in its stucly, ancl will, consistent with the spirit of this legislation, not 
interfere with the ongoing business of GOT-ernllient. 

For  example, tlie Congress has recog-i~izecl in this bill that certain 
I-ecorcls, sncli as t11ow ~nalntainecl by the Central Intelligence Agency 
and others classified for national security reasons. should be exempt 
fro111 tlie 1,equiren;ent that indix-iilnals have access to records about 
them. I trust that the Coinniission vi l l  conduct its affairs in such a 
wag as not to impair the responsibility of the Director of the CIA 
to protcct intelligence sources and lnetllods or tlie heacl of any agency 
to lrcep cla~sifiecl clocnments secret. 

Mr. Spealter. S. $418 in its present for111 will help protect the per-
sonal privacv of our fellow ,41nericnns. I urge my colleag~les to join 
111c in suplxn-ling it. 



Mr. I<OGH.Mr. Speaker, tlre first privacy legislation on the subject 
matter coverecl by the legislation on the floor today mas the bill R.R. 
7214 which I introcluced on February 19, 1969. There is no leg.islation 
in which I have been involved here in the Congress that has glven me 
greater satisfaction ancl a sense of acconrplishment than this. The bill 
before us toclay, 11-l-hich earlier passecl the Ilonse and Senate on Novem- 
ber 21, is a goocl bill ancl one which I believe is well worth supporting. 
By its passage toclay we have reached a lanclnrnrk in legislative his- 
tory, ancl truly tlre 03cl Coagress can justly be called the privacy 
Conpress.

I had hoped th i t  a Fecleral PPr7acy Colnlnission would ultimately 
be incorporatecl in the final bill. It was approved in the Senate, but 
not in the Rouse. Ho~vever, I am pleased that the compromise 
~royided for at  least a study co~nmission of other governmental and 
private organizations. The study comn~ission is directed to complete 
a report within two years aircl that report shonlcl include recommenda- 
tions for applying privacy principles to those organizations being 
stuclied. 

There is a basic missing provision not in the bill in the area covering 
law enforcelnent agencies. EIowever. that comes about because the 
House Judiciarv Conlnlittee uncler the s~~bcommittee cl~airmanslrip 
of Don Edwards is considel-ing conlprellensive legislation covering 
the entire criminal jnstice fielcl. It mas ancl is my contention thizt until 
the ,Justice Department can come for7-vard mith a proposal that the 
C o n ~ ~ e s scnir agree u~)oir, criminal justice systems should be inclucled 
in this privacy legislation. It is coinpletely unjustifiable to exempt 
cri~ninftl justice systems. Privacy legislation must affect lam enforce- 
nlcnt records. However, what is significant in the bill is a provision 
which states that no agency, illcluding law enforcement agencies, is 
pernlitted to nlaintaiir a recorcl concerning the political or religious 
beliefs or activities of any i~~cliviclual unless expressly ~authorizecl by 
statute or by the individnal himself. 

The esen~ptions sectjon shoulcl have been limited only to those files 
lzaoing to clo with national defense ancl foreign policy, information 
helcl pursuant to an active criminal iavesti~ation, and records main- 
tained for statistical purposes not iclentifiable to an individual. I also 
reg-rct that the provision to allow court assessment of punitive clamages 
is not incorporated ia  this bill ancl that there is a provision to permit 
the witl~l~olcling from an incliviclual the source of confidential informn- 
tion in his file. 

The bill does prohibit Federal acencies from selling. or renting 
mailing lists excefit as authorized by lam. Also, thanks to the enornlo~is 
efforts of Barry Golclwater, Jr.. there is a provision mandating that 
benefits not be denied to an inclividual solely for failure to cllsclose 
his social security account number, unlcss that disclosure is mandated 
by statute. 

Basic to my 5-year effort to establislr privacy standards for all Fed- 
eral acencies has beell the requirement that a clirectory of data ban1i.s 
be pltblishecl ancl nvailabls to the general public. A provision I spon-
sorer1 is in the bill proricling for an efficient and econoinical Directorv 
of Federal Data Ban1;s. We cinnot succeed in protectincr privacy with 
a code of fair information practices unless there is a publicly available 
cli~ectoryof personal illforinntion systems. 

-



, 'Iam particularly proud of the fact that this legislation moved 
ahead in  the year of the 93d Congress because i t  received across the 
board political support. It became known initially as the ,Koch and 
Goldwater privacy bill. And, while it knight have seemed strange to 
some that Koch and Goldwater could join together on some piece of 
legislation, those who understand the basic premise of conservative 
and liberal ideology appreciate the fact that on the issue of privacy 
there is a commonality of interest and concern. The bill before us is 
the work product of a great number of persons on the committee. 

However, I again want to take special note of the enormous support 
and efforts that subcommittee Chairman William Moorhead and Con- 
gresswoman Bella Abzug gave in shaping the legislation, on the 
Democratic side in committee, as did all the members on that com- 
mittee. And I also especially want to thank the ranking minority 
members, John Erlenborn and Frank Horton, who worked so dili- 
gently to bring this legislation to the floor. The bipartisanship show11 
was reflected in the Government Operations Committee vote when it 
passed the bill out of comnlittee 39 to 0. I also want to give special 
thanks to S,enators Ervin, Percy, Bayh, Muskie, and Ribicoff for their 
efforts on the Senate side. 

I shall now list the major areas that the bill covers: 
First, it permits an individual to grain access to a file held on him 

by any Federal agency ; 
Second, permits any person to supplement the information con-

tained in his file ; 
Third, permits the removal off erroneous or irrelevant information 

and provides tkat agencyes and persons to whom the erroneous or 
irrelevant material'has been previously transferred, be notified of its 
removal ; 

Fourth, prohibits records from being disclosed to anyone outside 
a Federal agency, except on an individual's request and when per- 
mitted by this act in some specified oases ; 

Fifth, requires an agency to inform an individual of his or her 
rights when supplyirig informsction to the agency; 

Sixth, requires an agency to publish notice in the Federal Register 
of the existence of any systenl of records held by thmat agency so that 
no system will be secret; 

Seventh, requires an agency to set rules for access to records, describe 
the routine uses of the records, establish procedures whereby an indi- 
vidual can amend his record, keep an accurate accounting of dis- 
closures, and keep records in a timely, relevant and accurate manner; 

Eighth? prohibits an agency from maintaining a record of political 
and relieous beliefs or activities on an individual, unless expressly 
authorized by statute or by the inclividnal himself; 

Ninth, provides for certain exemptions for CIA files, law enforce- 
ment files, secret service files and statistical reporting systems; ancl 

Tenth, provides for a civil remedy for an indiviciual who has been 
denied access to his records, or whose record has been maintained and 
used in contravention of this act and an adverse effect results. 

The legislation is far from perfect. It should be improved upon ancl 
expanded in its coverage in the 94th Congress. I believe that will occur 
as it did with Freedom of Information Act, and that the legislation 



before .us is a monunlental breakthrough in the field of personal 
privacy safeguards. 

The Rouse amendment to the Senate anzendments was agreed to. 
The Senate amendments as amended were concurred in. 
A motion to reconsider was laid on the table. 

PART 4.-,COBILPLEMENTARY SPEECHES AND 

MATERIALS 

TFrom the Omce of the Whlte House Press Secretary (Vat[, CoIorado), Jan. 1, 19751 

STATEMENT BY THE PRESIDENT UPON SIGNING OF 
THE PRIVACY ACT OF 1974 

The Privacy Act of 1974, S. 3418, represents an initial advance in 
protecting a right precious to every American-the right of individual 
privacy. 

I am especially happy to have signed this bill because of myown per- 
.	sonal concern in the privacy issne. As Chairman of the Domestic Coun- 
cil Committee on the Right of Privacy, I became incremingly aware of 
the vital need to provide adequate and uniform privacy safeguards for 
the vast amounts of personal information collected, recorded and used 
in our complex society. It was my objective then, as it is today, to seek, 
first, opportunities to set the Federa? house in order before prescribing 
remedies for State and local government and tlze private sector. 

The Privacy Act of 1974 si~nified an historic beginning by codiQing 
fundamehtal principles to safeguard personal privacy in the collection 
and handling of recorded personal information by Federal agencies. 
This bill, for the most part, strikes a reasonable balance between the 
right of the individual to be left alone and the interest of society in 
open government, national clefense, foreign policy, law enforcement 
and a high quality and trustworthy Federal work force. 

No bill of this scope and complexity-particularly initial legislation 
.of this type-can be completely free of imperfections. While I am 
pleased that the Commission created by this law has been limited to 
purely advisory functions, I am disappointed that the provisions for 
disclosure of personal informatioh by agencies make no substantive 
change in the current law. The latter in my opinion does not adequately 
protect the individual against unnecessary disclosures of personal 
information. 

I want to congratulate the Congressional sponsors of this legislation 
:and theii- staffs who have forged a strong bipartisan constituency in 
the interest of protecting the rl h t  of individual privacy. Expetience 
under this legislation, as well as fnrther exploration of the complexities 
of the issue, will no doubt lead to continuing Legislative and Executive 
efforts to reassess the proper balance between tlze privacy interests of 
the  individual and those of society. I look forward to a continuation 
of the same spirit of bipartisan cooperation in the years ahead. 

My Administration will act aggressively to  protect the right of 
privacy for every American,*and I call on the full suppo~% of all Fed- 
eral personnel in implementing requirements of this legislation. 
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[From the Office of the White House Press Secretary, Washington, D.C., Sept. 29, 19754 

STATEMENT BY THE PRESIDENT ON THE IMPLEMENTA-
TION OF THE PRIVAGY ACT OF 1974 


The Privacy Act'of 19'14 toolr effect on Saturclay, September 21, 
1975, a date marking a nzilcstoile 111 the protection of individual pri- 
vacy for every American. 

Tile reason this ,4ct is important became apparent to me when I was 
Vice President and chairman of the Domestic Council Committee 011 

the Right of I'rivacy. Last January, I was pleased to sign this bill' 
as President because it represents a major first step in safeguarding 
incliviclual privacy. 

The need for a Privacy Act is mailifestly clear :Over the years, Fed- 
eral agencies hare amassed vast amounts of information abont virt- 
ually every Ainericaiz citizen. As data-collecting technology incrcasecl, 
i t  nzacle administrative sense to combine much of this information i n  
computerizecl data systems where it conld be retrieved instantly at the 
push of .a button. This fact in itself raised the possibility that inIor- 
mation about individuals coulcl be usecl for purposes outside the coil- 
straints of law ancl without the prior lcnomledge or consent of the in- 
dividuals involved. 

The mrortl~while programs of humai~ assist;lncc for which this in- 
dividual information is collectecl arc vital to nzillions of Americans. 
They cannot be encled. But a t  tlie same time, we have a clear respon- 
sibility to erect reasonable safeguards to ensure that info~mation col- 
lected is used solely for the purposes inteadccl. 

The Privacy Act, though experimental, nialces a long overdue s tar t  
to erect these safegnarcls. It reqnirs Federal agencies to : 

-Allow individuals to csamille records pertaining to them and' 
establish procedures for correcting those records ; 

-take steps to ensure the accuracy, timeliness and security of rcc- 
ords that concern individuals ancl to limit records-lceeping to neces- 
sary and lawful purposes. 

This Act also prol-ides special safeguards whenever the rights of 
citizei~sto free speech and expression are invol~~ecl. 

Before this Act, even the Federal Government did not know TVIIR~in-
formation it kept about indiviclnals. The Act, therefore, required Fecl- 
era1 agencies to first inventory Llleir recorcls-keeping systems ancl iden- 
tify those which contained information about individnals ancl to pub- 
lish a listing 01these systems in the Federal Register. That task is now 
complete. 

The magnit~tde of Federal records-keeping has been far greater 
than anyone imagined. There are more than 6,000 Federal recorcl sys- 
tems containing personal data abont them. 

Coinpliance with this Act will iilrolve many people. Every FederaI 
official wlio either creates, keeps or uses personal data has responsi- 
bilities under this Act. P urge every n ~ e ~ l ~ b e r  of the Executive Branch 
to reexamine the recorcl systems in their custody ancl clctermine if all 
are necessary. ICeeping only an essential miiiiinnm of these recorcls is 
the most effective protection we have against further incursions by Clze 
Federal Government into the private lives of Americans. 



AGENCY COMMENT FROM CENTRAL INTELLIGENCE 

AGENCY 


CENTRALINTELLIGENCEAGENCY 

JVASHINGTON,D.C., Septem6er 26,197'4. 
Hon. SAMJ.ERVIN, ,Jr., ., 
Chnhmc~n,Co?n?nittee on Govewzment Opel*atio~zs, 
U.S. Senate, Wasl~i?zgton, D.C. 

DEARMR. CIIAIR~~AN : This is in respollse to a request froin the staff 
of your Committee for views on a new Committee Print, No. 5, of 
S.3418. 

As explained in my letter to yon of 28 July 1974 on S. 3418, certain 
inforination in the possession of this Agency must in the national in- 
terest remain confidential. The National Security Act of 1947 and the 
Central Intelligence Agency Act of 1949, have charged the Director of 
Central Intelligence with the responsibility for protecting Intelligence 
Sonrces and Methods from unauthorized disclosure (50 U.S.C.A. 403 
(d) (3)) and exempted the Agency from provisions of law requiring 
publlc disclosures concerning organization, functions, names, titles, 
salaries, and numbers of personnel employed by the Agency (50 
U.S.C.A. 403g). 

The vast majority of this Agency's personal information holdings 
(foreign persons living abroad) have been excluded by definition in 
Committee Print No. 5. However, the application of the bill to a num-
ber of other files and information systems could seriously impair this 
Agency's mission. 

Although section 203 provides limited exen~ptions for national cle- 
fense or foreign policy reasons, certain sensitive intelligence sources. 
and methods information arguably could not be exempted for these 
reasons even though its release would be damaging to the U.S. intelli- 
gence collection effort and the national interest and in conflict with the 
provisions of the National Security Act of 1947. 

There are a number of other provisions in the bill which I believe 
could impair my capability to protect Intelligence Sources and Rfeth- 
ods from unauthorized disclosure: (a) the Privacy Protection Com- 
mission, established under the bill, is granted absolute authority to in- 
vestigate alleged violations ; to conduct a study of standards and proce- 
dures to protect personal information; and to conduct hearings, take 
testimony, and subpoena witnesses and records as i t  deems necessary; 
(b) sections 104 and 105 require an agency to furnish any data, re- 
ports, or other information that the Commission deeins necessary to 
carry out its functions ; and (c) subsection 201 (c) (3) requires the 
publication of specific data regarding files of personalities, including 
employees, and information systems maintained by the Agency. 

Finally, section 304 grants jurisdiction to the district courts of the 
United States to hear civil actions brought under the Act and provides 
for an i ~ zcamem examiliation and determination by the court of in- 
formation for which an exemption is claimed under section 203. The 
Federal agency has the burden of establishing that the information is 
properly classified and that 'it is excludable under the Act. Perhaps 
I can best convey my view regarding this provision by qnoting from a 



90 A u g ~ ~ s t1974 letter from President Ford to the Chairmen of the 
!Conference Committee considering amendments to the Freedom of 
Information Act (H.R. 12471). Those amendments presently include 
a nearly identical judicial review provision : 

"There are provisions . . .which would place the burden of proof 
upon an agency to satisfy a court that a document classified because 
i t  concerns military or intelligence (including intelligence sources and 
methods) secrets and diplomatic relations is, in fact, properly classi- 
fied, following an in camera inspection of the document by the court. 
I f  the court is not convinced that the agency has adequately carried the 
burden, the document will be disclosed. I simply cannot accept a 
provision that would risk exposure of our militarv or intelligence sec- 
rets and diplomatic relations because of a judicially perceived failure 
t o  satisfy a burden of proof. My great respect for the courts does not 
prevent me from observing that they do not ordinarily have the 'back- 
pround and expertise to gauge the ramifications that a release of a 
document may have upon our national security. The Constitution 
commits this responsibility and autl~ority to  the President. I under-
stand that the purpose of this provision is to provide a means whereby 
improperly classified information may be detected and released to the 
public. This is an objective I can support as long as the means selected 
do not jeopardize our national security interests. I could accept a pro- 
vision with an express presumption that the classification was proper 
and with in camera judicial review only after a review of the evidence 
did not indicate that the matter had been reasonably classified in the 
interests our national security. Following this review, the court could 
then clisclose the document if it finds the classification to have been 
arbitrary, capricious, or without a reasonable basis." (10 Weekly Com- 
pilation of Presidential Documents, No. 34, Aug. 26, 19'74). 

In summarp, i t  is my view that the protection of Intelligence 
Sources and Methods requires that practically all of our information 
on individuals and the details of our information systems must re- 
main classified and not subject to public disclosure under S. 34118. As 
indicated in my earlier letter, i t  would be my preference that the Cen- 
tral Intelligence Agency be completely esempted from the bill. I f  this 
is not possible, i t  is requested that this Agency be granted a partial 
exemption (language enclosed). 

The Office of Management and B~ldget advises there is no objection 
to the submission of this report from the standpoint of the Adminis- 
t ration's program. 

Sincerely, 
W. E. COLBY,Director. 

Enclosure. 

Insert as new subsectim 203( d )  

"(d) The provisions of subsection 103 (a) (2) ,  subsection 104(a), 
subsection 105 (a) ( I ) ,  section 106, sltbsection 201 (c) [except subsec- 
tions (2) ,  (3) (B), (3) (D) and (3) ( F )1,s~bsect~ions201 (d)  and (f )  , 
and section 202 shall not apply to the Central Intelligence Ag~ncy. Nor 
shall any other prorision of this Act be construed so as to ~mpai r  or 
affect the authorities and responsibilities of the Director of Central 



Intelligence under the National Security Act of 1947, as amended, o r  
the Central Hntelligence Agency Act of 1949, as amended." 

[NOTE.-Other agency comments may 'be found in the hearing "Pri-
vacy," part 1.1 -


[From the O 5 c e  of the White Rouse Press Secretary, Feb. 23, 19741 

(ADDRESS BY THE PRESIDENT ON THE AMERICAN 
RIGHT OF PRIVACY, LIVE ON WATIONWIDE RADIO, 
FROM THE WHITE HOUSE ON FEBRUARY 23,1974 

Over the years, historians and philosophers have continually debated 
about the roots of American great.ness. There are almost as many 
theories as there have been scholars, buut a sipgle theme recurs again 
and again. It is the theme of individual dignity ancl individual rights- 
an ideal that permeates the Constitution's Bill of Rights and has been 
a fundamental part of American life since the fo~mcliilg of our Ndtion. 

Generation after generation, we find America's best minds and ,areat- 
est leaders emphasizing ithe wed to protect the rights of 'the inclividual. 
I n  the Federalist Papers, James Madison saicl that 'the twin duties of 
enlightened government were "to secure the public good" ancl to secure 
"private riphts." I n  our own time, President Eisenhower reaffirmed 
that ideal. He said, "The supreme belief of our society is  in the dignity 
and freedom of the individual." 

I n  James Madison's day, the American Revoluttion was fought to? 
establish a new nation based on this principle. By the time Dwight 
Eisenhower was President, America had passed through a tragic 
Civil War and two bloody World Wars fought in defense of the same 
principle. But it is not on the battlefield alone that individual liberties 
are threatened and must be defended. 

I n  peace as well as in war, social, economic, political and technologi- 
cal for.ces are constantly a t  work that can either help or hincler the 
individual American's quest for "life, liberty and the pursuit of 
happiness." 

M w y  things are necesqry to lead a full free life-goor1 health, 
economic and educational opportunity, and a fair break in the market- 
place, to name a few. Bult none of these is more important than the 
most basic of all individual rights, the right to privacy. A system that 
fails to respect its citizens' right to pri~ncy,fairs to respect khe citizens 
themselves. 

There are, of course, many faots which modern government, must 
know in order to fqnction. As a result, a vast store of persolla1 data 
has been built up over the years. With the aclv.ent of the computer in 
the 1960's. this data gathering process has become a big business in 
the United States-over $20 billion a year-and the names of 0%-er 
150 million Americans are nov in computer banks scattered across the 
muntry. 

At  no time in the pa$ has our Government Imown so much about 
so many of its individual citizans. This new Bnomledge brings with 
it an awesome potential fo* harm as well as goad-and an equally 
awesome responsibility on those who have that knowledge. 



Though well intentioned, Government bureaucracies seem to thrive 
.on collecting addikional information. That. information is now stored 
i n  over 7,000 Government computers. ,Collection of new information 
will always be necessary. But there must also be reasonable limits on 
hat is colleoted and how it is used. 

The same process has been at  work in the private sector where 
computers and modern data technology have placed vast quailkities of 
personal information in tlle hands of bankers, employers, charitable 
.organizations and creait agencies. 

On tlle positive side, the availability of this information serves us 
all in many important ways. 

Without computer technology, it would, for example, be extremely 
.difficult to process and deliver 27 million Social Security checks every 
month, to send out veterans benefits, and <to ensure that Medicare pay- 
ments are properly made. 

Law enforcement agencies would not and could not combat new 
and sophisticaked criminal activities without the use of the latest 
-technical developmeilts in the data field, whether in helping to trace 
stolen goods, or in helping to track down and identify crimmals. 

I n  the private sector, the banking industry could not even start to 
.cope with the vast volume of personal checks which are issued and 
,cashed daily without using compt~ter technology. 

No modern industrial society can survive without con~puters and 
>data processing-and especially a society with high living standards 
and even higher expectations such as ours. 

Many of the good things in life that Americans take for granted 
mould be impossible, or impossibly high-priced, without clata retrieval 
systems and computer tec~~no1og-y. But until the day conles when science 
finds a way of installing a conscience in every computer, we must 
develop human, personal safeguards, that prevent comp~~ters from 
becoming huge, mechanical, impersonal robots that deprive us of our 
essential bberties. 

Here is the heart of the matter: What a person earns, what lle owes, 
vhen he gives to his church or to his charity is his own personal busi- 
ness and should not be spread around without his consent. When 
personal information is given or obtained for one purpose such as a 
loan or credit a t  a store, it should not be secretly used by anyone for 
anv other purpose. 

To use Janles Iladison's terms, in pursuing the overall p ~ ~ b l i c  good, 
v e  must nlake sure that me also protect the individual's private 
rights. 

There is ample evideke that at  the present time this is not bcing 
aclequately done. I n  too many cases unrestricted or inlproper use of 
pel-sonal infor~llation is being made. 

I n  some instances, the information itself is inaccurate and has re- 
sulted in the withholding of credit or jobs from deserving individ- 
uals. I11 other cases, obsolete inforination has been used, such as ar- 
rest records which have not been updated to show that the charges 
made against an individual were subsequently dropped or the person 
folmd innocent. I n  many cases, the citizen is not even aware of what 
information is held on record, and if he wants to find out, he either 
has nowhere to turn or else he does not know where to turn. 



' Whether such information is provided and used by the Goverii- 
ment or the pri,yate sector, the injury to %he individual is the same. 
His right to prlvacy has been seriously damaged. SOme find this 
happens ~ometinles beyond the. point of repair. Frequently, the side 
effect is 'financial damage, but it sometimes goes fnrther. Careers 
have been ruined, marriages have been wrecked, reputations built up 
over a lifetime have been destro;yed by the nlisuse or abuse of d'ata tech- 
nology in both private and public hands. 

It is clear, as one Government study has conclt~cled, that "it is be- 
corning much easier for record-keeping systems to affect people than 
for people to affect record-keeping systems." Fortunately more and 
more people are beconling amare of this growing threat. 

The Fair Credit Reporting Act of 1970 which I signed into lam 
took a major first step toward protecting the victims of erroneous or 
outdate$ information. It requires that an iiiclividual be no,Lifiecl when 
any adverse action, such as denial of credit, ins~~railce or employment, 
is taken on the basis of a report from consumer-reportill agencies. 
It also provides citizens with a metllocl of correcting these reports when 
they contain erroneous information. 

Many public and private statistical organizations which collect per- 
sonal data ]lave shown an awareness of their otvn responsibility to 
prevent unfair disclosure and to eliminate inaccurate or obsolete 
information. 

Earlier this month, Attorney General Sasbe proposecl legislation to 
the Congress which would establish rule?, governink the collection and 
use of criminal justice information; and the Congress itself has con- 
ducted extensive hearings into the uses a i d  the abuses of data banks, 
credit bureaus, and personal records. 

All of this is action in the right direction, but me must go fnrther 
ancl we must move cluickly. 

What was once a minor problem affecting only a small num6er of 
people has now becoine a national problem Chat could potentially af- 
fect every American with a charge account, a service or personnel 
record, a credit card, a Social Security nnmber, a mortgage, or an 
appliance or. automobile bought on time. I n  short, data banks affect 
ncn~ly every man, woman and child in the United States today. 

To meet a cllalleiige of these dimensions, we need more than just 
another investisation and just another series of reports. We need 
action. That is why I am today establishing in the IVl~ite House a top 
priority Doinestic Council Committee on the Right of Privacy. This 
will not just be anotller research grouh: It will be a panel of some of 
the most able men and women in-the G6vernment, and it mill be 
primecl for high-level action. 

It mill be cllairecl by Vice President Ford, it mill include the At- 
torney General and five other Cabinet members-the Secretaries of 
the Treasury, Defense, Commerce, Labor, and Health. Eclucstion, and 
TTTe!fare-alons with the Chairman of the Civil Se~vice Commission, 
the Director of the Office of Manape~lzent and Budget, the Director of 
the Office of Consumer Affairs, and the Director of the Office of Tele- 
coi~~munications aPolicy. 

This is no ordinary group, and the task I have set for it is no ordi- 
nary task. 



This Privacy Committee will build on the fine work that other 
.groups bave already carried out, and I will see to it ,that it is sup- 
ported by the best talent ,available in ,determining the views of mp- 
resentatives from the legislative $ranch, the j uclieial branoh and the 
private sector, including our colleges and universities. 

I am asking the members to examine three key arees of concern: 
.colleotion, storsge aud use of personal data. Specifically, the c o m l t -
tee will examine : 

Haw the Federal Government collects information on people 
and how that information is protected ; 

Prooedures which wotzld permit citizens to inspect and correct 
information held by public or private organizations; 

Regulations ,of the use and dissemiilation of mailing lists; 
And most importantly, ways that we can safeguard personal 

information against improper alteration or disclosure. 
All of this will require extensive work by the Conunittee, but it is 

only the first half of the job. 
Once the information and views of all parties concerned have been 

thoroughly aired, the Committee will be responsible for developing 
.a comprehensive series of specific recommei~dations for action. I want 
,that action to provide a personal shield for every American which lle 
can use to protect his right to privacy. 

I am directing this blue-ribbon panel, within four months, to begin 
providing a series of direct, eeforceable measures-including regula-
tions, executive actions, policy changes, legislation where necessary 
and voluntary restraints-all. of which we can immsdiatelgr begin to  
put into effect. 

Advanced technology has created new opportunities f o ~  America 
as a Nation, but it has also creahd the possibQity for new abuses of 
the individual American citizen. Adequate safeguards must always 
shandr watch so that man renlains the master-and never beeomes the 
victim-of the computer.

I n  the first half of this century, Mr. Justice Bmndeis called privacy 
the "right most valued by civilizecl men." In  the last half of this cen- 
tury, we must also make it the right that is most protected. 

Thapk you and good aftewopn. 

[From the Congressional Record-Senate, Mar. 7, 19741 

ACTION FOR PRIVACY, SENATOR HART'S RESPONSE TO 
THE PRESIDENT 

Mr. MUGLIE.Mr. President, last Sat~turclay, our colleague and good 
friend, the senior Senator from RiIiclzigan (Mr. 13sl.t)made a national 
ra.dio broadeast giving the response of the congsessiona~ majority to  
the Pr8sideat's message on privacy legislation. Senator Hart not only 
exposed the ipadequacy of the administration's proposals; he also 
se$ out a detailed program of effective action to end government spy- 
ing on citizens and to control access to criininal records in government 
files. As he pointed out, the President can prove the sincerity of his 
concern for privacy by taking five different but related executive 



ructions, mithont waiting for legislati\ke clefinition. Speaking for- the 
Congress, he promised to work with the President to, titrn adminis- 
tration rhetoric into reality and said : 

We look forward to'a time when the tr'agedy of Watergate, and all  i t  has come 
t o  represent, will also mark a decisive turning point i n  the preservation of O'ur 
civil liberties. 

Mr. President, Senator Hart's speech fortllrightly defines our wn-
cerns over official iilvasions of privacy. I ask unani~nous consent that 
it be printed in full in the Record for the benefit of all who seek to 
understand the realities of this vital issue. 

There being no objection, the speech was ordered to be printed in  
the Record, as follows : 

COIVG~ESSIO~VAL PRESIDENT NIXON'S MESSAGE ON PRIVACYRESPONSETO 

I n  his State of the Union Address, President Nixoq promised to "make , a n  
historic beginning on the task of defending and protecting the right of personal 
privacy for every American." 

That  promide, subsequently outlined i n  the President's February 23rd &dio 
addrew, turned out rto be principally t h e  naming of a new committee rather than 
a broad program of action. 

The President's only specific proposal dealt with the one small par t  of the 
problem-the serious threat to personal privacy created by widespread use of 
data  banks or computers. And even that  was a halfway measure. 

Despite all the disturbing revelations of Watergate, the President made no 
promise to ibstrhct his administration to live up to the  guarantees of personal 
privacy contained in the Constitution, nor did he give his support to several 
bills dealing M t h  thls  which are  already before Congress. 

The fact  is tha t  Mr. Nixon is  almost 200 years late in  proclaiming a historic 
beginning in protecting personal privacy for every American. That  foundation 
mas laid in  the Bill of Rights of the Constitution. The Founding Fathers, having 
led a revolution against the dietates of a king,.knew that  hhe cornerstone to  
liberty was  skrict prohibitions against government.intrusion in the,personal Lives 
of i t s  citizens. 

The First Amendment to the Constitution guarantees citizens the  right to  
speak or remain silent about their political beliefs, whether o r  not those beliefs 
agree or  disagree-with the government. 

That  means the federal government has no right to  spy on political opponents, 
but the Nixon administration clid just that. 

The Fourth Amendment guarantees the right of people to  be secure from un- 
authorized searches of their person, their house and their papers, but some 
either involved with President Nixoi~ll's election campaign or associated with his  
White House staff broke into a t  least two buildings seeking information. 

When government officials use Army personnel to spy on peaceful political 
meetings, as the present Administration did, your privacy is threatened. Wheu 
government officials send h~ri-glars to break into the offices of doctors for confi- 
dential files a s  this administration did with its Plumbers squad, your privacy is 
threatened; 

When government officials use the  confidential files of the InternaI Revenue 
Service to  hamss persons on a White House enemies list, a s  this administration 
did, your privacy is threatened. 

When government officials eavesclrop on private conversations of political op- 
ponents, a s  this administration did, your privacy is  threatened. 

Many of these actions by our government hare  been defended on grounds of 
"national secmrity," but we have come to understand that  there is a wide range 
of constitutional abuses a determined political operative can seek to have ex- 
cused under that  mantle. And, indeed, the American people realize that. 

-4 recent poll, for example. showed that 75 l~ercent of those interviewed eon- 
sidered "wiretapping and spring under the excuse of 'national security' a s  a 
serious threat-to people's privacy," 

As the public leanled about government ~ p y i n g  and wiretapping, i t  became 
fearful. Many have come to believe that their phones a re  tapped, their homes 



or  offices bugged, their mail opened, and their t ax  returns q a d e  available t a  
officials who seek to punish them for  political dissent. 

This concern was underscored for me by a constituent who wrote not long' 
ago. He (or possibly she) said he  could not sign his name in a letter to his Sena- 
tor  anymore. H e  feared his letter might be intercepted and his name might go' 
on a White House "enemies list". 

While these fears may be exaggerated, they n o  longer can be dismissed a s  
groundless paranoia. And they demonstrate the very real chilling effect on the  
exercise of First Amendment rights which the actions of the Administration 
have had. 

No one denies that modern government needs certain kinds of information 
about i ts  citizens to  administer programs fairly and effectively. We must bal- 
ance the right to be left alone against the needs of society. But  we must always 
be guided by the need t o  keep government's ability t o  use information about 
private lives to the absolute minimum. 

I n  his discussion of data  banks, President Nixon did point t o  some very rear 
threats to personal privacy. Federal agencies alone have files on every aspect 
of many of our lives-medical records, army records, school records, business 
records, t o  name a few. Consolidation of data could provide a tremendous 
amount of information for  a n  unscwpulous official to use against u s  because of 
our views, our friends, or the way we live. 

The pace of modern technology and data  collection is a stiff challenge to main- 
taining privacy. However, and perhaps understandably i n  light of Watergate, the 
President chose to  paint the primary threat a s  one of technology. 

We have learned to our regret that, with or without sophisticated technology, 
unprincipled men can find ways to invade our privacy. A crowbar, after all, is  a 
rather simple machine used it0 jimmy a door. 

So if the President is serious about joining Congress i n  efforts t o  control gov- 
ernment invasion of privacy, let me suggest a program of action he can t a k e  
now. 

Perhaps the most pressing need is to put an end to domestic political surveil- 
lance and intelligence gathering by government agencies. The President coula 
begin that  effort by supporting a Senate bill to  prohibit military personnel from 
spying on American citizens. 

The President should order everyone i n  his Administration to  refrain from 
political spying of any kind. There i s  absolutely no justification, legal or other- 
wise, for government 'to collect intelligence on i ts  political opponents for  the pur- 
pose of or with the effect of stifling their opposition. 

The  President should immediately order that  no wiretapping, bugging or break- 
ing and entering, be c a i ~ i e d  out without authority of a n  independent court order. 

H e  should state without equivocation that  the label of "national security" wilr 
not be used again to hide or  excuse illegal acts. And then he should join Congress 
in  preparing legislation to make those executive orders into law. 

The President should respond to continuing reports that  telephone records, 
bank records and other private business records a re  being obtained by the govern- 
ment secretly with no legal safeguards-without the protection of a court war- 
rant, or the opportunity for the person involved to raise legal objections to  protect 
his rights. The President, by executive order, could and should end that  practice 
and require any federal agency to obtain a subpoena for  such information. 

For  several years, the Administration has opposed a Senate-passed bill to pro- 
hibit government employees from being asked about their religious beliefs, the i r  
politics and their social lives. The President should support this measure. Such a 
law would set a n  example for employers in  the private sector to  follow and free 
our civil servants from implied threats when that  kind of information is  souqht. 

And finally, the Administration should support stiffer controls on dissemina- 
tion and use of criminal justice records than those contained i n  i t s  current 
proposal.

These records include arrests a s  well a s  convictions. They a re  pold or given to 
credit bureaus, banks, insurance companies, employers, and schools. Too many 
people have been denied advanced schooling, a loan or a job because of inaccurate- 
records or because a n  arrest record fails to  include the fact that  charges were  
later dropped or  the person mas acquitted. 

And too many people never find out that  such records exist aaO'cause the i r  
difficulties. 



The answer is a law to prevent private access to all  arrest records and require 
officials to open these records to inspection and correction by those involved. And 
any criminal justice agency participating in the nationwide criminal information 
network should be required to update their records. 

J have outlined a program of action I would hope the President would adopt. 
I n  doing so, he would turn his back on what I believe to  be unprecedented efforts 
in  this Administration to undermine the right to  privacy and he mould live up to 
the rhetoric of his message on that  right. 

We in Congress a re  fully prepared to work with him toward that  end. We look 
forward to a time when the tragedy of Watergate, and al l  i t  has  come to repre- 
sent, will also mark a decisive turning point i n  the preservation of our civil 
liberties. 

As it is with many rights necessary to keep a country free, we do not always 
understand the importance of the guarantee to  privacy until it has been 
threatened. 

But  defend i t  we must o r  else cease to be a land which would be free. 
Justice Louis Brandeis once wrote t h a t  our Founding Fathers : 
"Sought to protect Americans in  their beliefs, their thoughts, their emotions 

and their sensations. They conferred, a s  against the government, the right to be 
left a l o n e t h e  most comprehensive right and the right most valued by civilized- 
man." 

We must not surrender that  most valued right. 
Thank you. 
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S u b s e c t i o n  ( a )  

DEFINITIONS 

S u b s e c t i o n  ( a )  ' IPor  ' p u r p o s e s  o f  t h i s  s e c t i o n  ---" 

S u b s e c t i o n  ( a )  (1 )  " T h e  term ' a g e n c y '  m e a n s  a g e n c y  a s  d e f i n e d  i n  
s e c t i o n  5 5 2 ( e )  o f  t h i s  t i t l e ; "  

T h e  d e f i n i t i o n  o f  " a g e n c y "  i s  t h e  s a m e  a s  t h a t  u s e d  i n  t h e  
A d m i r ~ i s t r a t i v e  P r o c e d u r e s  A c t  a s  m o d i f i e d  b y  t h e  r e c e n t l y  e n a c t e d  
F r e e d o m  o f  I n f o r m a t i o n  Act a m e n d m e n t s  (P.L. 93 -502)  : "l a g e n c y o  m e a q s  
e a c h  a u t h o r i t y  o f  t h e  G o v e r n m e n t  o f  t h e  U n i t e d  S t a t e s ,  w h e t h e r  o r  n o t  
i t  i s  u i t h i u  or s u b j e c t  t o  r e v i e w  b y  a n o t h e r  a g e n c y .  .. (5.U.S.C. 
5 1 ) )  I@[ T J h e  t e r m  a g e n c y . .  .i n c l u d e s  a n y  e x e c u t i v e  d e p a r t m e n t ,  
m i l i t a r y  d e p a r t m e n t ,  G o v e r n m e n t  c o r p o r a t i o n ,  G o v e r n m e n t  c o n t r o l l e d  
c o r p o r a t i o n  o r  o t h e r  e s t a b l i s h m e n t  i n  t h e  e x e c u t i v e  b r a n c h  o f  t h e  
G o v e r n m e n t  ( i n c l u d i n g  t h e  E x e c u t i v e  O f f i c e  o f  t h e  P r e s i d e n t ) ,  o r  a n y  
i n d e p e n d e n t  r e g u l a t o r y  a g e n c y . * *  (5 U.S.C 5 5 2 ( e ) .  a s  a d d e d  by P.L. 93 -
502) 

Two a s p e c t s  o f  t h i s  d e f i n i t i o n  r e q u i r e  f u r t h e r  e x p l a n a t i o n  

-	 t h e  s c o p e  o f  t h e  term; i .e . ,  w h a t  e n t i t i e s  a r e  c o v e r e d ,  how 
h a s  t h e  d e f i n i t i o n  o f  a g e n c y  b e e n  b r o a d e n e d  t o  e n c o m p a s s  
a d d i t i o n a l  o r g a n i z a t i o n s  a s  a  r e s u l t  o f  t h e  POIA a m e n d m e n t s ?  

-	 w h e t h e r  o r  n o t  e n t i t i e s  w i t h i n  a n  a g e n c y  a r e  t o  b e  c o n s i d e r e d  
a g e n c i e s .  T h i s  is p a r t i c u l a r l y  s i g n i f i c a n t  ' i n  a p p l y i n g  
s u b s e c t i o n  (b) ( 1 ) .  i n  d e t e r m i n i n g  w h a t  c o n s t i t u t e s  a n  i n t e r  
a g e n c y  t r a n s f e r .  

T h e  f i r s t  q u e s t i o n  - t h e  s c o p e  o f  t h e  d e f i n i t i o n  - is c o v e r e d  i n  t h e  
H o u s e  r e p o r t  o n  t h e  POIA a m e n d m e n t s  y n o t e d  b e l o w ,  as m o d i f i e d  by t h e  
c o n f e r e n c e  r e p o r t  l a n g u a  y e  set  o u t  t h e r e a f t e r :  

l lPo r  t h e  p u r p o s e s  o f  t h i s  s e c t i o n ,  t h e  d e f i n i t i o n  o f  ' a g e n o y o  h a s  
b e e n  e x p a n d e d  t o  i n c l u d e  t h o s e  e n t i t i e s  w h i c h  may n o t  b e  
c o n s i d e r e d  a g e n c i e s  u n d e r  s e c t i o n  5 5 1  (1)  o f  t i t l e  5, U.S. Code ,  
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, 	 b u t  w h i c h  p e r f o r m  g o v e r n m e n t a l  f u n c t r o n s  a n d  c o n t r o l  i n f o r m a t i o n  
o f  i n t e r e s t  t o  t h e  p u b l i c .  T h e  b i l l  e x p a n d s  t h e  d e f i n i t i o n  o f  
' a g e n c y 1  f o r  p u r p o s e s  o f  s e c t i o n  5 5 2 ,  [ a n d  5 5 2 a ]  t i t l e  5, U n i t e d  
s t a t e s  Code.  Its effect is t o  i n s u r e  i n c l u s i o n  unQer  t h e  Act o f  
G o v e r n m e n t  c o r p o r a t i o n s ,  G o v c r n m a n t  c o n t r o l l e d  c o r p o r a t i o n s ,  o r  
o t h e r  e s t a b l i s h m e n t s  w i t h i n  t h e  e x e c u t i v e  b r a n c h ,  s u c h  a s  t h e  
U.S. P o s t a l  S e r v i c e .  

.The term e s t a b l i s h m e n t  i n  t h e  E x e c u t i v e  O f f i c e  o f  t h e  
P r e s i d e n t , '  a s  u s e d  i n  t h i s  amendment  means  s u c h  f u n c t i o n a l  
e n t i t i e s  a s  t h e  O f f i c e  o f  T e l e c o m m u p i c a t i o a s  P o l i c y ,  t h e  O f f i c e  
o f  Nanagement  a n d  B u d g e t ,  t h e  C o u n c i l  o f  E c o n o m i c  A d v i s e r s ,  t h e  
N a t i o n a l  S e c u r i t y  C o u n c i l ,  t h e  F e d e r a l  P r o p e r t y  C o u n c i l ,  a n d  
o t h e r  s i m i l a r  e s t a b l i s h m e n t s  w h i c h  h a v e  b e e n  or may i n  t h e  f u t u r e  
b e  c r e a t e d  b y  C o n g r e s s  t h r o u g h  s t a t u t e  o r  by E x e c u t i v e  o r d e r .  

nThe t e r n  l G o v e r n u n t  c o r p o r a t i o n , Q  a s  u s e d  i n  t h i s  s u b s e c t i o n ,  
v o u l d  i n c l u d e  a  c o r p o r a t i o n  t h a t  i s  a w h o l l y  Government -owned  
e n t e r p r i s e ,  e s t a b l i s h e d  b y  C o n g r e s s  t h r o u g h  s t a t u t e ,  s u c h  a s  t h e  
S t .  L a w r e n c e  Seaway  D e v e l o p m e n t  C o r p o r a t i o n ,  t h e  F e d e r a l  C r o p  
J n s u r a n c e  C o r p o r a t i o n  (FCIC) , t h e  T e n n e s s e e  V a l l e y  A u t h o r i t y  
(TVA), a n d  t h e  I n t e r - A m e r i c a n  F o u n d a t i o n .  

nThe  term 'Government  c o n t r o l l e d  c o r p o r a t i o n , '  a s  u s e d  i n  t h i s  
s u b s e c t i o n ,  v o u l d  i n c l u d e  a c o r p o r a t i o n  w h i c h  i s  n o t  owned by t h e  
F e d e r a l  G o v e r n m e n t  . . .' (House  Document  93-876, pp.8-9, R e p o r t  on 
t h e  F r e e d o m  o f  I n f o r m a t i o n  A c t  a m e n d m e n t s ,  E.R. 1 2 7 4 1 )  

WThe c o n f e r e e s  s t a t e  t h a t  t h e y  i n t e n d  t o  i n c l u d e  v i t h i n  t h e  
d e f i n i t i o n  o f  ' a g e n c y 1  t h o s e  e n t i t i e s  e n c o m p a s s e d  b y  5 U.S.C. 5 5 1  
a n d  o t h e r  e n t i t i e s  i n c l u d i n g  t h e  U n i t e d  S t a t e s  P o s t a l  S e r v i c e ,  
t h e  P o s t a l  Rate  C o m m i s s i o n ,  a n d  g o v e r n m e n t  c o r p o r a t i o n s  o r  
g o v e r n m e n t - c o n t r o l l e d  c o r p o r a t i o n s  now i n  e x i s t e n c e  o r  w h i c h  may 
b e  c r e a t e d  i n  t h e  f u t u r e .  T h e y  d o  n o t  i n t e n d  t o  i n c l n d e  
c o r p o r a t i o n s  w h i c h  r e c a i v e  a p p r o p r i a t e d  f u n d s  b u t  a r e  n e i t h e r  
c h a r t e r e d  by t h e  F e d e r a l  G o v e r n m e n t  n o r  c o n t r o l l e d  by it, s u c h  a s  
t h e  C o r p o r a t i o n  f o r  P u b l i c  B r o a d c a s t i n g .  E x p a n s i o n  o f  t h e  
d e f i n i t i o n  o f  ' a q e n c y *  i n  t h i s  s u b s e c t i o n  is i n t e n d e d  t o  b r o a d e n  
a p p l i c a b i l i t y  o f  t h e  F r e e d o m  o f  I n f o r m a t i o n  Act b u t  i t  is n o t  
i n t e n d e d  t h a t  t h e  term ' a g e n c y 1  b e  a p p l i e d  t o  s a b d i v i s i o n s ,  
o f f i c e s  o r  u n i t s  w i t h i n  a n  a g e n c y .  

" U i t h  r e s p e c t  t o  t h e  m e a n i n g  o f  t h e  term ' E x e c u t i v e  O f f i c e  o f  t h e  
P r e s i d e n t 1  t h e  c o n f e r e e s  i n t e n d  t h e  r e s u l t  r e a c h e d  i n  s o u c i e  vZ 
D a v i d  , 4U8 F.2d. 1 0 6 7  (C.A.D.C. 1 9 7 1 ) .  T h e  term i s  n o t  t o  b e  
i n t e r p r e t e d  a s  i n c l u d i n g  t h e  P r e s i d e n t ' s  i m m e d i a t e  p e r s o n a l  s t a f f  
o r  u n i t s  i n  t h e  E x e c u t i v e  O f f i c e  w h o s e  s o l e  f u n c t i o n  is t o  a d v i s e  
a n d  a s s i s t  t h e  P r e s i d e n t . "  (House  R e p o r t  93-1380, p 14-15) 

Y h e t h e r  o r  n o t  a n  a g e n c y  c a n  e x i s t  w i t h i n  a n  a g e n c y  i s  a somewha t  m o r e  
c o m p l e x  i s s u e .  T h i s  i s  a d d r e s s e d ,  i n  p a r t ,  i n  t h e  a b o v e  q u o t a t i o n  f r o m  
t h e  c o n f e r e n c e  r e p o r t  l a n g u a g e  i n  t h e  s t a t e m e n t  "..b u t  i t  i s  n o t  
i n t e n d e d  t h a t  t h e  t e r n  * a g e n c y 9  b e  a p p l i e d  t o  s u b d i v i s i o n s ,  o f f i c e s ,  
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o r  u n i t s  w i t h i n  a n  a g e n c y . "  T h e  i s s u e V ~ w a s  a l s o  a d d r e s s e d  i n  d e b a t e  On 
I i R  1 6 3 7 3  on  t h e  House  f l o o r  i n  a s t a t e m e n t  b y  C o n g r e s s m a n  n o o r h c a d  -
n... ' a g e n c y 1  1s g i v e n  t h e  m e a n i n g  w h i c h  it c a r r i e s  e l s e w h e r e  i n  t h e  
F reedom o f  I n f o r m a t i o n  Act, 5 U n i t e d  S t a t e s  C o d e ,  s e c t i o n  5 5 1 (1) , a s  
amended  by 1 i .R .  1 2 4 7 1  o f  t h i s  C o n g r e s s ,  s e c t i o n  5 5 2 ( e ) ,  o n  v h i c h  
C o n g r e s s  h a s  a c t e d  t o  o v e r r i d e  t h e  v e t o .  T h e  p r e s e n t  b i l l  is i n t e n d e d  
t o  g i v e  ' a g e n c y 1  i ts b r o a d e s t  s t a t u t o r y  mean ing .  T h i s  w i l l  p e r m i t  
e m p l o y e e s  a n d  o f f i c e r s  o f  t h e  a g e n c y  w h i c h  m a i n t a i n s  t h e  r e c o r d s  t o  
h a v e  a c c e s s  t o  s u c h  r e c o r d s  i f  t h e y  h a v e  a n e e d  f o r  t h e m  i n  t h e  
p e r f o r m a n c e  o f  t h e i r  d u t i e s .  F o r  e x a m p l e ,  w i t h i n  t h e  J u s t i c e  
D e p a r t m e n t - - w h i c h  is a n  a g e n c y  u n d e r  t h e  b i l l - - t r a n s f e r  b e t w e e n  
d i v i s i o n s  o f  t h e  D e p a r t m e n t ,  t h e  O.S. A t t o r n e y ' s  o f f i c e s ,  t h e  P a r o l e  
B o a r d ,  a n d  t h e  F e d e r a l  B u r e a u  o f  I n v e s t i g a t i o n  v o u l d  b e  o n  a  n e e d - f o r -
t h e - r e c o r d  b a s i s .  T r a n s f e r  o u t s i d e  t h e  J u s t i c e  D e p a r t m e n t  t o  o t h e r  
a g e n c i e s  v o u l d  b e  m o r e  s p e c i f i c a l l y  r e g u l a t e d .  T h u s ,  t r a n s f e r  o f  
i n f o r m a t i o n  b e t w e e n  t h e  F B I  a n d  t h e  C r i m i n a l  D i v i s i o n  o f  t h e  J u s t i c e  
D e p a r t m e n t  f o r  o f f i c i a l  p u r p o s e s  wou ld  n o t  r e q u i r e  a d d i t i o n a l  s h o w i n g  
o r  a u t h o r i t y ,  i n  c o n t r a s t  t o  t r a n s f e r  o f  s u c h  i n f o r m a t i o n  f r o m  t h e  FBI  
to  t h e  l a b o r  D e p a r t m e n t . "  _ ( Q g r e s s i o n a l  R e c o r d  November 21,  1974,  p. 
AlC962)  

I n  a d d r e s s i n g  t h i s  q u e s t i o n  t h e  J u s t i c e  D e p a r t m e n t  h a s  a d v i s e d  t h a t  

O m . . .  i t  i s  o u r  f i r m  v i e w  t h a t  t h e  197U [POIA]  Amendments  r e q u i r e  
n o  c h a n g e  111 t h e  o r i y l n a l  Act, t h a t  it i s  f o r  t h e  o v e r - u n i t  --
t h e  D e p a r t m e n t  o r  o t h e r  h i q h e r - l e v e l  ' a q e n c y l  -- t o  d e t e r m i n e  
w h i c h  o f  i t s  s u b s t a n t i a l l y  i n d e p e n d e n t  c o m p o n e n t s  w i l l  f u n c t i o n  
i n d e p e n d e n t l y  f o r  F reedom o f  I n f o r m a t i o n  Act p u r p o s e s .  n o r e o v e r ,  
a s  t h e  A t t o r n e y  G e n e r a l  n o t a d  i n  t h a t  p o r t i o n  o f  h i s  Nemorandum 
d e a l i n g  w i t h  t h e  s u b j e c t ,  'it is s o m e t i m e s  p e r m i s s i b l e  t o  s a k e  
t h e  d e t e r m i n a t i o n  d i f f e r e n t l y  f o r  p u r p o s e s  o f  v a r i o u s  p r o v i s i o n s  
o f  t h e  Act -- f o r  e x a m p l e ,  t o  p u b l i s h  a n d  m a i n t a i n  a n  i n d e x  a t  
t h e  o v e r u n i t  l e v e l  w h i l e  - l e t t i n g  t h e  a p p r o p r i a t e  s u b u n i t s  h a n d l e  
r e q u e s t s  f o r  t h e i r  own r e c o r d s . '  ( A t t o r n e y  G e n e r a l ' s  Memorandum 
o n  t h e  1 9 7 4  Amendments  t o  t h e  F r e e d o m  o f  I n f o r m a t i o n  Act, 
r e b r u a r y ,  1 9 7 5 ,  y .  2 6 ) .  I n  o u r  v i e w ;  t h i s  p r a c t i c e  o f  g i v i n g  
v a r i a b l e  c o n t e n t  t o  t h e  m e a n i n g  o f  t h e  word ' a g e n c y 1  for v a r i o u s  
p u r p o s e s  c a n  b e  a p p l i e d  t o  t h e  P r i v a c y  Act a s  well a s  t h e  F reedom 
o f  I n f o r m a t i o n  A c t .  F o r  e x a m p l e ,  it may b e  d e s i r a b l e  a n d  i n  
f u r t h e r a n c e  o f  t h e  p u r p o s e s  o f  t h e  Act t o  t r e a t  t h e  v a r i o u s  
c o m p o n e n t s  o f  a D e p a r t m e n t  a s  s e p a r a t e  ' a g e n c i e s 1  f o r  p u r p o s e s  o f  
e n t e r t a i n i n g  a p p l i c a t i o n s  f o r  access a n d  r u l i n g  upon  a p p e a l s  f r o m ,  
d e n i a l s ,  w h i l e  t r e a t i n g  t h e  D e p a r t m e n t  a s  t h e  ' a g e n c y '  f o r  
p u r p o s e s  o f  t h o s e  p r o v i s i o n s  l i m i t i n g  i n t r a g o v e r n m e n t a l  e x c h a n g e  
o f  r e c o r d s .  (Of c o u r s e ,  d i s s e m i n a t i o n  among c o m p o n e n t s  o f  t h e  
D e p a r t m e n t  m u s t  s t i l l  b e  o n l y  o n  a ' need- to -know1 b a s i s .  5 
U.S.C. 552a(b ) ,  (1) .) N e e d l e s s  t o  s a y ,  t h i s  p r a c t i c e  m u s t  n o t  b e  
e m p l o y e d  ~ n v i d l o u s l y ,  s o  a s  t o  f r u s t r a t e  r a t h e r  t h a n  t o  f u r t h e r  
t h e  p u r p o s e s  o f  t h e  Act; a n d  t h e r e  s h o u l d  b e  a c o n s i s t e n c y  
b e t w e e n  t h e  p r a c t i c e  u n d e r  t h e  P r i v a c y  Act a n d  t h e  p r a c t i c e  f o r  
c o m p a r a b l e  p u r p o s e s  u n d e r  t h e  F r e e d o m  o f  I n f o r m a t i o n  Act. F o r  
t h i s  r e a s o n  i t  seems t o  u s  d o u b t f u l  ( t h o u g h  n o t  e n t i r e l y  
i m p o s s i b l e )  t h a t  a D e p a r t m e n t  o r  o t h e r  o v e r - u n i t  v h i c h  h a s  
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t r e a t e d  i ts c o m p o n e n t s  a s  s e p a r a t e  a g e n c i e s  f o r  a l l  p u r g o s e a  
u n d e r  t h e  F r e e d o m  o f  I n f o r m a t i o n  Act c o u l d  s u c c e s s f u l l y  m a i n t a i n  
t h a t  a l l  o f  i ts  c o m p o n e n t s  c a n  b e  c o n s i d e r e d  a s i n g l e  ' a g e n c y a  
u n d e r  t h e  P r i v a c y  Act, s i m p l y  t o  f a c i l i t a t e  t h e  e x c h a n g e  o f  
r e c o r d s  " ( L e t t e r  f r o m  A s s i s t a n t  A t t o r n e y  G e n e r a l ,  O f f l C e  o f  L e g a l  
C o u n s e l ,  d a t e d  A p r i l  14,  1975) 

I n  a d d i t i o n  t o  t h e  m a t t e r  o f  d e t e r m i n i n g  when a c o m p o n e n t  o f  a n  a g e n c y  
is t o  b e  c o n s i d e r e d  a n  a g e n c y  i t s e l f  a n d  when t h e  e n t i r e  a g e n c y  is t o  
b e  t r e a t e d  a s  a s i n g l e  e n t i t y ,  t h e  i ssue  a r i ses  a s  t o  w h e t h e r  a n  
e n t i t y  o r  i n d i v ~ d u a l  s e r v i n g  more  t h a n  o n e  a g e n c y  may b e  c o n s i d e r e d  a n  
" e m p l ~ y e e ' ~o f  e a c h  a g e n c y  h e  s e r v e s ,  f o r  c e r t a i n  p u r p o s e s .  W h i l e  t h i s  
i s  n o t  s p e c i f i c a l l y  a d d r e s s e d  i n  t h e  Act, i t  is r e a s o n a b l e  t o  a s s u m e  
t h a t  members  o f  t e m p o r a r y  t a s k  f o r c e s ,  c o m p o s e d  o f  p e r s o n n e l  o f  
s e v e r a l  a g e n c i e s ,  s h o u l d  u s u a l l y  b e  c o n s i d e r e d  e n p l o y e e s  o f  t h e  l e a d  
a g e n c y  a n d  o f  t h e i r  own a g e n c y  f o r  p u r p o s e s  o f  access t o  i n f o r m a t i o n .  
S i m i l a r l y ,  members  o f  p e r m a n e n t  g a s t r i k e  f o r c e s g a  a n d  p e r s o n n e l  c r o s s -
d e s i q n a t e d  t o  s e r v e  t h e  f u n c t i o n s  o f  t w o  or m o r e  a g e n c i e s  s h o u l d  
u s u a l l y  b e  t r e a t e d  a s  e m p l o y e e s  o f  b o t h  t h e  l e a d  a g e n c y  a n d  t h e i r  own 
e m p l o y i n g  a g e n c y ,  e .g . ,  e n p l o y e e s  o r  S t a t e  o r  l o c a l  o f f i c i a l s  a s s i g n e d  
t o  o r y a n i z e d  crime, a n d  c u s t o n s  o f f i c e r s  c r o s s  d e s i g n a t e d  t o  p e r f o r m  
e a c h  o t h e r s  f u n c t i o n s .  

INDIVIDUAL 

S u b s e c t i o n  ( a )  ( 2 )  "The term @ i n d i v i d u a l a  m e a n s  a c i t i z e n  o f  t h e  
U n i t e d  S t a t e s  or a n  a l i e n  l a w f u l l y  a d m i t t e d  f o r  p e r m a n e n t  
r e s i d e n c e ; "  

T h i s  d e f i n i t i o n  is  i n t e n d e d  t o  " d i s t i n g u i s h  b e t w e e n  t h e  r i g h t s  w h i c h  
a r e  g i v e n  t o  t h e  c i t i z e n  a s  a n  i n d i v i d u a l  u n d e r  t h i s  Act a n d  t h e  
r i g h t s  o f  p r o p r i e t o r s h i p s ,  b u s i n e s s e s ,  a n d  c o r p o r a t i o n s  u h i c h  a r e  n o t  
i n t e n d e d  t o  b e  c o v e r e d  by t h i s  Act. T h i s  d i s t i n c t i o n  was  t o  i n s u r e  
t h a t  t h e  b i l l  l e a v e s  u n t o u c h e d  t h e  F e d e r a l  G o v e r n m e n t 8 s  i n f o r m a t i o n  
a c t i v i t i e s  f o r  s u c h  p u r p o s e s  a s  e c b n o m i c  r e g u l a t i o n s .  T h i s  d e f i n i t i o n  
w a s  a l s o  i n c l u d e d  t o  e x e m p t  f r o m  t h e  c o v e r a g e  o f  t h e  b i l l  i n t e l l i g e n c e  
f i l e s  a n d  d a t a  b a n k s  d e v o t e d  s o l e l y  t o  f o r e i g n  n a t i o n a l s  o r  m a i n t a i n e d  
by t h e  S t a t e  D e p a r t m e n t ,  t h e  C e n t r a l  I n t e l l i g e n c e  Agency a n d  o t h e r  
a g e n c i e s  f o r  t h e  p u r p o s e  o f  d e a l i n g  w i t h  n o n r e s i d e n t  a l i e n s  a n d  p e o p l e  
i n  o t h e r  c o u n t r i e s . '  ( S e n a t e  R e p o r t  93 -1183 ,  p. 79) .  

T h e  l a n g u a g e  c i t e d  a b o v e  s u g g e s t s  t h a t  a d i s t i n c t i o n  c a n  b e  made 
b e t w e e n  i n d i v i d u a l s  a c t i n g  i n  a p e r s o n a l  c a p a c i t y  a n d  i n d i v i d u a l s  
a c t i n g  i n  a n  e n t r e p r e n e u r i a l  c a p a c i t y  (e . g., a s  sole p r o p r i e t o r s )  a n d  
t h a t  t h i s  d e f i n i t i o n  (and.  t h e r e f o r e ,  t h e  Act) was i n t e n d e d  t o  e m b r a c e  
o n l y  t h e  f o r m e r .  T h i s  d i s t i n c t i o n  is, o f  c o u r s e  c r u c i a l  t o  t h e  
a p p l i c a t i o n  o f  t h e  Act s i n c e  t h e  Act, f o r  t h e  m o s t  p a r t ,  a d d r e s s e s  
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" r e c o r d s n  w h i c h  a r e  d e f i n e d  a s  "... i n f o r m a t i o n  a b o u t  i n d i v i d u a l s ' '  
( s u b s e c t i o n  ( a )  ( 4 ) ) .  A g e n c i e s  s h o u l d  e x a m i n e  t h e  c o n t e n t  o f  t h e  
r e c o r d s  i n  q u e s t i o n  t o  d e t e r m i n e  w h e t h e r  t h e  i n f o r m a t i o n  b e i n g  
m a i n t a i n e d  is, i n  f a c t ,  p e r s o n a l  i n  n a t u r e .  A s e c o n d a r y  c r i t e r i o n  i n  
d e c i d i n g  w h e t h e r  t h e  s u b j e c t  o f  a n  a g e n c y  f i l e  is, f o r  p u r p o s e s  o f  t h e  
A c t ,  a n  i n d i v i d u a l ,  is t h e  m a n n e r  i n  w h i c h  t h e  i n f o r m a t i o n  i s  u s e d :  
i.e., is t h e  s u b j e c t  d e a l t  w i t h  i n  a p e r s o n a l  o r  e n t r e p r e n e u r i a l  role. 

P i l e s  r e l a t i n g  s o l e l y  t o  n o n r e s i d e n t  a l i e n s  a r e  n o t  c o v e r e d  by a n y  
p o r t i o n  o f  t h e  Act. Y h e r e  a s y s t e m  o f  r e c o r d s  c o v e r s  b o t h  c i t i z e n s  
a n d  n o n r e s i d e n t  a l i e n s ,  o n l y  t h a t  p o r t i o n  w h i c h  r e l a t e s  t o  c i t i z e n s  o r  
r e s i d e n t  a l i e n s  i s  s u b j e c t  t o  t h e  Act b u t  a g e n c i e s  a re  e n c o u r a g e d  t o  
t r e a t  s u c h  s y s t e m s  a s  i f  t h e y  w e r e ,  i n  t h e i r  e n t i r e t y ,  s u b j e c t  t o  t h e  
Act. 

T h e  Act a n d  t h e  l e g i s l a t i v e  h i s t o r y  are s i l e n t  a s  t o  w h e t h e r  a 
d e c e d e n t  may . b e  c o n s i d e r e d  t o  b e  a n  i n d i v i d u a l  a n d  w h e t h e r  a n y o n e  may
a u t h o r i z e  t h e  r i g h t s  o f  t h e  d e c e d e n t  t o  r e c o r d s  p e r t a i n i n g  t o  him 
maintained b y  F e d e r a l  a g e n c i e s .  It would  a p p e a r  t h a t  t h e  t h r u s t  o f  t h e  
A c t  was t o  p r o v i d e  c e r t a i n  s t a t u t o r y  r i g h t s  t o  l i v i n g  a s  o p p o s e d  t o  
d e c e a s e d  i n d i v i d u a l s .  B u t  f o r  t h e  p r o v i s i o n  e n a b l i n g  p a r e n t s  t o  a c t  
o n  b e b a l f  o f  m i n o r s  a l l 4  g u a r d i a n s  t o  a c t  o n  b e h a l f  of t h o s e  deemed  t o  
b e  i n c o m p e t e n t ,  t h e  r i g h t s  o f  a n  i n d i v i d u a l  p r o v i d e d  by t h e  P r i v a c y  
A c t  c o u l d  n o t  h a v e  b e e n  u t i l i z e d  i n  t h e i r  b e h a l f  b y  t h o s e  i n t e r e s t e d .  
T h e  f a i l u r e  o f  t h e  P r i v a c y  Act t o  s o  p r o v i d e  f o r  a e c e d e n t s  a n d  t h e  
o v e r a l l  t h r u s t  o f  t h e  Act - t h a t  i n d i v i d u a l s  b e  g i v e n  t h e  o p p o r t u n i t y  
t o  j u d g e  f o r  t h e m s e l v e s  how, a n d  t h e  e x t e n t  t o  v h i c h ,  c e r t a i n  
i n f o r m a t i o n  a b o u t  t h e m  m a i n t a i n e d  by P e d e r a l  a g e n c i e s  is u s e d ,  a n d  t h e  
i n p l i c i t  p e r s o n a l  j u d g e m e n t  i n v o l v e d  i n  t h i s  t h r u s t  - i n d i c a t e s  t h a t  
t h e  Act d i d  n o t  c o n t e m p l a t e  p e r m i t t i n g  r e l a t i v e s  a n d  o t h e r  i n t e r e s t e d  
p a r t i e s  t o  e x e r c i s e  r i g h t s  g r a n t e d  b y  t h e  P r i v a c y  Act t o  i n d i v i d u a l s  
a f t e r  t h e  d e m i s e  o f  t h o s e  i n d i v i d u a l s .  T h e s e  s a m e  r e c o r d s ,  h o w e v e r ,  
may p e r t a i n  a s  well t o  t h o s e  l i v l n q  p e r s o n s  who m i g h t  o t h e r u i s e  s e e k  
t o  e x e r c i s e  t h e  d e c e d e n t ' s  r i g h t  w i t h  r e g a r d  t o  t h a t  i n f o r m a t i o n  a n d  
t h e r e b y  b e  c o v e r e d  b y  t h e  P r i v a c y  Act. F u r t h e r m o r e ,  access t o  a 
d e c e d e n t ' s  r e c o r d s  may b e  h a d  i n  v a r i o u s  j u d i c i a l  f o r u m s  a s  a p a r t  o f ,  
o r  a n c i l l a r y  t o ,  o t h e r  p r o c e e d i n g s .  

S u b s e c t i o n  ( a )  (3! "The term ' m a i n t a i n '  i n c l a d e s  m a i n t a i n ,  
collect,  u s e ,  o r  d l s s e a i n a t e ; "  

T h e  t e r m  ' m a i n t a i n 1  i s  u s e d  i n  t w o  ways i n  t h e  P r i v a c y  Act. 

F i r s t ,  it is u s e d  t o  c o n n o t e  t h e  v a r i o u s  r e c o r d  k e e p i n g  f u n c t i o n s  t o  
w h i c h  t h e  r e q u i r e m e n t s  o f  t h e  Act a p p l y ;  i . . ,  m a i n t a i n i n g ,  
c o l l e c t i n g ,  u s i n g ,  o r  d i s s e m i n a t i n g .  T h u s ,  w h e r e v e r  t h e  word 
" m a i n t a i n "  a p p e a r s  w i t h  r e f e r e n c e  t o  a r e c o r d ,  o n e  s h o u l d  u n d e r s t a n d  
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i t  t o  mean c o l l e c t ,  u s* ,  o r  d i s s e m i n a t e  o r  a n y  c o m b i n a t i o n  o f  any o f  
t h e s e  r e c o r d - k e e p i n g  f u n c t i o n s .  

S e c o n d ,  it is u s e d  to c o n n o t e  c o n t r o l  o v e r  and  h e n c e  r e s 1 ) o n S r b i l i t y  
a n d  a c c o u n t a b i l i t y  f o r  s y s t e m s  o f  r e c o r d s .  T h i s  is axtrc lQt . ly  
i m p o r t a n t  g i v e n  t h e  c i v i l  a n d  c r i m i n a l  s a n c t i o n s  i n  s u b s e c t i o n s  (q) 
a n d  ( i )  f o r  f a i l u r e  t o  c o m p l y  w i t h  c e r t a i n  p r o v i s i o n s .  The  
a p p l i c a b i l i t y  o f  c e r t a l n  p r o v i s i o n s ,  i n c l u d i n q  t h e  e x e m p t i o n s  i n  
s u b s e c t i o n s  ( j )  a n d  (k), c a n  b e  d e t e r m i n e d  b y  a n  a g e n c y ' s  a b i l i t y  t o  
d e m o n s t r a t e  t h a t  it' h a s  e f f e c t i v e  c o n t r o l  o v e r  a s y s t e m  o f  r e c o r d s .  
S e e ,  f o r  e x a m p l e ,  s u b s e c t i o n s  ( b )  ( 1 )  , ( d ) ,  ( e )  ( I ) ,  ( e )  ( 9 1 ,  ( g ) ,  a n d  
( i ) w h e r e i n  t h e  term n m a i n t a i n l '  c l e a r l y  means  h a v i n g  e f f e c t i v e  c o n t r o l  
o v e r  a s y s t e m  of  r e c o r d s .  To h a v e  e f f e c t i v e  c o n t r o l  o f  a s y s t e m  o f  
r e c o r d s  d o e s  n o t  n e c e s s a r i l y  mean t o  h a v e  p h y s i c a l  c o n t r o l  Of t h e  
s y s t e m .  When r e c o r d s  a r e  d i s c l o s e d  t o  A g e n c y  B f r o m  a s y s t e m  o f  
r e c o r d s  m a i n t a i n e d  by Agency A ,  t h e y  a r e  t h e n  c o n s i d e r e d  t o  b e  
m a i n t a i n e d  by Agency B ( a s  well a s  Agency  A) a n d  a r e  s u b j e c t  t o  a l l  Of 
t h e  p r o v i s i o n s  o f  t h e  Act i n  t h e  same m a n n e r  a s  t h o u g h  Agency B h a d  
o r i g i n . a l l y  c o m p i l e l l  them.  I f  o n e  a g e n c y  t u r n s  o v e r  a r e c o r d  f r o m  i ts  
s y s t e m  o f  r e c o r d s  t o  a  s e c o n d  d g e n c y  a n d  t h a t  r e c o r d  i s  p l a c e d  i n  a 
s e p a r a t e  s y s t e m  o f  r e c o r d s  maintained by t h e  s e c o n d  a g s n c y ,  t h e n  t h e  
r e c o r d  b e c o m e s  p a r t  o f  t h e  s y s t e m  o f  r e c o r d s  m a i n t a i n e d  by t h e  s e c o n d  
a g e n c y  a n d  a l l  o f  t h e  p u b l i s h e d  m a t e r i a l  a s  t o  t h e  s e c o n d  a g e n c y ' s  
s y s t e m  o f  r e c o r d s  v o u l d  a p p l y  t o  t h e  r e c o r d  moved i n t o  its s y s t e m .  

T h e  r e q u i r e m e n t s  o f  s u b s e c t i o n  ( a )  m u s t  a l s o  b e  c a r e f u l l y  c o n s i d e r e d  
i n  d e t e r m i n i n g  w h i c h  s y s t e m s  a r e  t o  b e  c o n s i d e r e d  a s  l g n a i n t a i n e d , n  
i.e., c o n t r o l l e d  b y  a n  a g e n c y  w i t h i n  t h e  terms o f  t h e  Act. S u b s e c t i o n  
(m) s t i p u l a t e s  t h a t  s y s t e m s  o f  r e c o r d s  o p e r a t e d  u n d e r  c o n t r a c t  o r ,  i n  
some  i n s t a n c e s ,  S t a t e  . o r  l o c a l  g o v e r n m e n t s  o p e r a t i n g  u n d e r  F e d ' e r a l  
m a n d a t e s  "by or o n  b e h a l f  o f  t h e  a g e n c y . . . t o  a c c o m p l i s h  a n  a g e n c y  
f u n c t i o n n  a r e  s u b j e c t  t o  t h e  p r o v i s i o n s  o f  S e c t i o n  3 o f  t h e  Act. T h e  
i n t e n t  o f  t h i s  p r o v i s i o n  i s  t o  make it c l e a r  t h a t  t h e  s y s t e m s  
r m a i n t a i n e d "  by a n  a g e n c y  a r e  n o t  l i m i t e d  t o  t h o s e  o p e r a t e d  by a g e n c y  
p e r s o n n e l  o n  a g e n c y  p r e m i s e s  b u t  i n c l u d e  c e r t a i n  s y s t e m s  o p e r a t e d  
p u r s u a n t  t o  t h e  terms o f  a c o n t r a c t  t o  v h i c h  t h e  a g e n c y  is a p a r t y .  
T h e  q u a l i f y i n g  p h r a s e  " t o  a c c o m p l i s h  a n  a g e n c y  f u n c t i o n 1 g  l i m i t s  t h e  
a p p l i c a b i l i t y  o f  s u b s e c t i o n  (m) t o  t h o s e  s y s t e m s  d i r e c t l y  r e l a t e d  t o  
t h e  p e r f o r m a n c e  o f  F e d e r a l  a g e n c y  f u n c t i o n s  b y  e x c l u d i n g  f r o m  its 
c o v e r a g e  s y s t e m s  v h i c h  a r e  f i n a n c e d ,  i n  w h o l e  o r  p a r t ,  w i t h  P e d e r a l  
f u n d s ,  b u t  w h i c h  a r 3  managed by s t a t e  or l o c a l  g o v e r n m e n t s  f o r  t h e  
b e n e f i t  o f  S t a t e  or  local  g o v e r n m e n t s .  

s u b s e c t  i o n  ( a )  ( 4 )  "The  term ' r e c o r d g  means  a n y  item, c o l l e c t i o n  
o r  g r o u p i n g  o f  i n f o r m a t i o n  a b o u t  a n  i n d i v i d u a l  t h a t  is m a i n t a i n e d  
by a n  a g s n c y ,  i n c l u d i n g ,  b u t  n o t  l i m i t e d  t o ,  h i s  e d u c a t i o n ,  
f i n a n c i a l  t r a n s a c t i o n s ,  m e d i c a l  h i s t o r y ,  a n d  c r i m i n a l  o r  
employment  h i s t o r y  a n d  t h a t  c o n t a i n s  h i s  name, or  t h e  i d e n t i f y i n g  
number ,  s y m b o l ,  o r  o t h e r  i d e n t i f y i n g  p a r t i c u l a r  a s s i g n e d  t o  t h e  
i n d i v i d u a l ,  s u c h  a s  a f i n g e r  o r  v o i c e  p r i n t  o r  a p h o t o g r a p h ; "  
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T h e  term n r e c o r d " ,  a s  d e f i n e d  f o r  . p u r p o s e s  o f  t h e . A c t ,  means a 
t a n g i b l e  o r  d o c u m e n t a r y  r e c o r d  ( a s  o p p o s e d  t o  a  r e c o r d  c o n t a i n e d  i n  
s o m e o n e l s  memory) a n d  h a s  a  b r o a d e r  m e a n i n g  t h a n  t h e  term commonly h a s  
when u s e d  i n  c o ~ i n e c t i o n  wit -h  r e c o r d -  ~ e e p i n q  s y s t e m s ,  ( I t  may a l s o  
d i f f e r  f r o m  t h e  u s u a l  d e f i n i t i o n  o f  a  c o m p u t e r  r e c o r d . )  An 
u n d e r s t a n d i n g  o f  t h e  term 41rc.cord" ,  a s  i t  is u s e d  i n  t b e  Act, is 
e s s e n t i a l  i n  i n t ~ r p r e t i n g  t h e  m e a n i n g  o f  many o f  t h e  Act's 
r e q u i r e m e n t s .  

A 	 " r e c o r d "  

-	 means a 4 y  item o f  i n f o r m a t i o n  a b o u t  a n  i n d i v i d u a l  t h a t  i n c l u d e s  
a n  i n d i v ~ d u a l  i d e n t i f i e r ;  

-	 i n c l u d e s  a n y  g r o u p i n y  o f  s u c h  items o f  i n f o r m a t i o n  ( i t  s h o u l d  n o t  
. 	 be  c o n f u s e d  w i t h  t h e  u s e  o f  t h e  term r e c o r d  i n  t h e  c o n v e n t i o n a l  

s e n s e  o r  a s  u s e d  i n  t h e  a u t o m a t i c  d a t a  p r o c e s s i n g  (ADP) 
c o m m u n i t y ) ; 

-	 d o e s  n o t  d i s t i n g u i s h  b e t w e e n  d a t a  a n d  i n f o r m a t i o n ;  b o t h  a r e  
w i t h i n  t h e  s c o p e  o f  t h e  d e f i n i t i o n ;  a n d  

-	 i n c l u d e s  i n d i v i d u a l  i d e n t i f i s r s  i n  a n y  f o r m  i n c l u d i n g ,  b u t  n o t  
l i m i t e d  t o ,  f i n g e r  p r i n t s ,  v o i c e  p r i n t s  a n d  p h o t o g r a p h s .  

T h e  p h r a s e  " i d e n t i f y i n g  p a r t i c u l a r n  s u g g e s t s  a n y  e l e m e n t  o f  d a t a  
(name,  number.) o r  o t h e r  d e s c r i p t o r  ( f i n g e r  p r l n t ,  v o i c e  p r i n t ,  
p h o t o g r a p h s )  wh ich  c a n  b e  u s e d  t o  i d e n t i f y  a n  i n d i v i d u a l .  I d e n t i f y i n g  
p a r t i c u l a r s  a r e  n o t  a l w a y s  u n i q u e  ( i . e . ,  many i n d i v i d u a l s  s h a r e  t h e  
same name) b u t  when t h e y  ars n o t  u n i q u e  (e .g . ,  name) t h e y  a r e  
i n d i v i d u a l l y  a s s i g n e d  - a s -  d i s t i n g u i s h e d  f r o m  g e n e r i c  c h a r a c t e r i s t i c s .  

T h e  term " r e c o r d M  was d e f i n e d  " t o  a s s u r e  t h e  i n t e n t  t h a t  a  r e c o r d  c a n  
i n c l u d e  a s  l i t t l e  a s  o n e  d e s c r i p t i v e  item a b o u t  a n  i n d i v i d u a l . "  
L Q q r e s s i o n a l  R e c o r d  , p, S21H18, December  1 7 ,  1 9 7 4  a n d  p. H12246, 
December  1 8 ,  1 9 7 4 ) .  T h i s  d e f i n i t i o n  l l i n c l u d e s  t h e  r e c o r d  o f  p r e s e n t  
r e g i s t r a t i o n ,  o c  m e m b e r s h i p  i n  a n  o r g a n i z a t i o n  o r  a c t i v i t y ,  o r  
a d m i s s i o n  t o  a n  i n s t i t u t i o n . "  ( S e n a t e  R e p o r t  93-158.3, p .  7 9 ) .  ( U h F l e  
t h i s  l a n g u a g e  was  w r i t t e n  w i t h  r e f e r e n c e  t o  t h e  d e f i n i t i o n  o f  t h e  term 
' p e r s o n e l  i n f o r m a t i o n n  i n  t h e  S e n a t e  b i l l ,  i t would  a p p e a r  t o  b e  
e q u a l l y  a p p l i c a b l e  t o  t h e  term " r e c o r d n  a s  u s e d  i n  t h e  Act.) 

A r e c o r d ,  by t h i s  d e f i n i t i o n .  c a n  b e  p a r t  o f  a n o t h e r  r e c o r d .  
T h e r e f o r e  p r o h i h i t i o n s  o n  t h e  d i s c l o s u r e  o f  a  r e c o r d ,  f o r  e x a m p l e ,  
a p p l y  n o t  o n l y  t o  t h e  e n t i r e  r e c o r d  i n  t h e  c o n v e n t i o n a l  s e n s e  ( s u c h  a s  
a r e c o r d  i n  a c o a p u t e r  s y s t e m ) ,  b u t  a l s o  t o  a n y  i t e m  o r  g r o u p i n g  o f  
i t e r s  f r o m  a  r e c o r d  p r o v i d e d  t h a t  s u c h  g r o u p i n g  i n c l u d e s  a n  i n d i v i d u a l  
i d e n t i f i e r .  

=TEN OF RECORDS 
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S u b s e c t i o n  ( a )  (5) "The t e r n  ' s y s t e m  o f  r e c o r d s #  means  a g r o u p  o f  
a n y  r e c o r d s  u n d e r  t h e  c o n t r o l  o f  a n y  a g e n c y  f r o m  w h i c h  
i n f o r m a t i o n  is r e t r i e v e d  b y  t h e  name o f  t h e  i n d i r i d u a l  or  by some 
. i d e n t i f y i n q  . number ,  s y m b o l ,  o r  o t h e r  i d e n , t i f y i n g  p a r t i c u l a r  
a s s i g n e d  t o  t h e  i n d i v i d u a l ; "  

T h e  d e f i n i t i o n  o f  " s y s t e m  o f  r e c o r d s "  l i m i t s  t h e  a p p l i c a b i l i t y  o f  s o m e  
o f  t h e  p r o v i s i o n s  o f  t h e  Act t o  " r e c o r d s "  v h i c h  a r e  m a i n t a i n e d  by a n  
a g e n c y ,  r e t r i e v e d  b y  i n d i v i d u a l  i d e n t i f i e r  ( i . e . ,  t h e r e  is a n  i n d e x i n g  
o r  r e t r i e v e 1  c a p a b i l i t y  u s i n g  i d e n t i f y i n g  p a r t i c u l a r s ,  a s  d i s c u s s e d  
a b o v e ,  b u i l t  i n t o  t h e  s y s t e m ) , a n d  t h e  a g e n c y  d o e s ,  i n  f a c t ,  r e t r i e v e  
r e c o r d s  a b o u t  i n d i v i d u a l s  by r e f e r e n c e  t o  some  p e r s o n a l  i d e n t i f i e r .  . 

A s y s t e m  o f  r e c o r d s  f o r  p u r p o s e s  o f  t h e  ~ c tm u s t  meet a l l  o f  t h e  
f o l l o w i n y  t h r e e  c r i t e r i a :  

- It m u s t  c o n s i s t  of r e c o r d s .  S e e  d i s c u s s i o n s  o f  " r e c o r d n ,  ( a )  
(4). a b o v e .  

- It m u s t  b e  " u n d e r  t h e  c o n t r o l  o f w '  a n  a g e n c y .  

- r t  m u s t  c o n s i s t  o f  r e c o r d s  r e t r i e v e d  b y  r e f e r e n c e  t o  a n  
i n d i v i d u a l  name or some  o t h e r  p e r s o n a l  identifier. 

T h e  p h r a s e  '# . . .under  t h e  c o n t r o l  o f  a n y  agency . . . "  was  i n t e n d e d  t o  
a c c o m p l i s h  t w o  s e p a r a t e  p u r p o s e s :  (1) t o  d e t e r m i n e  p o s s e s s i o n  a n d  
e s t a b l i s h  a c c o u n t a b i l i t y :  a n d  (2)  t o  s e p a r a t e  a g e n c y  r e c o r d s  f r o m  
r e c o r d s  w h i c h  a r e  m a i n t a i n e d  p e r s o n a l l y  b y  e m p l o y e e s  o f  a n  a g e n c y  b u t  
v h i c h  a r e  n o t  a g e n c y  r e c o r d s .  

AS p r e v i o u s l y  n o t e d ,  t h e  d e f i n i t i o n  o f  " m a i n t a i n '  was b r o a d e n e d  t o  
e n c o m p a s s  a l l  s y s t e m s  u s e d  by F e d e r a l  a g e n c i e s .  T h e  p h r a s e  " . . . unde r  
t h e  c o n t r o l  o f  a n y  agency. . ."  i n  t h e  d e f i n i t i o n  o f  " s y s t e m  o f  
r e c o r d s "  v a s  n o t  i n t e n d e d  t o  e l i m i n a t e  f r o m  t h e  c o v e r a g e  of t h e  Act 
a n y  o f  t h o s e  s y s t e m s  ( w h i c h  mould l a r g e l y  n e g a t e  t h e  d e f i n i t i o n  o f  
" m a i n t a i n n ) ,  b u t  r a t h e r  was  i n t e n d e d  t o  a s s i g n  r e s p o n s i b i l i t y  t o  a 
p a r t i c u l a r  a g e n c y  t o  d i s c h a r g e  t h e  o b l i g a t i o n s  e s t a b l i s h e d  by t h e  
P r i v a c y  A c t .  An a g e n c y  i s  r e s p o n s i b l e  f o r  t h o s e  s y s t e m s  w h i c h  a r e  
" . . . unde r  t h e  c o n t r o l  o f n  t h a t  a g e n c y .  T h e  c o n c e p t  o f  p o s s e s s i o n  
i m p l i c i t  i n  t h i s  p h r a s e  i s  a l s o  a p p a r e n t  i n  t h e  l a n g u a g e  w h i c h  b e g i n s  
m o s t  o f  t h e  o p e r a t i v e  s u b s e c t i o n s  o f  t h e  A c t .  F o r  e x a m p l e ,  t h e  c o n c e p t  
i s  e v i d e n t  a l t h o u g h  t a c i t  i n  s u b s e c t i o n  ( b ) ;  e x p r e s s  i n  s u b s e c t i o n  ( c )  
" u n d e r  i ts  c o n t r o l . . . " ,  " . . . t ha t  m a i n t a i n s  a s y s t e m  o f  r e c o r d s . . . "  i n  
s u b s e c t i o n s  Ld), (e)  a n d  ( f )  ; " a g e n c y  r e c o r d s "  i n  s u b s e c t i o n  ( i )  , a n d  
"...any s y s t e m  o f  r e c o r d s  w i t h i 1 1  t h e  agency11 i n  s u b s e c t i o n  ( j )  a n d  
(k) 

The  i n t e n t  was ,  d e s p i t e  t h e  d i f f e r e n t  v o r d i n g  f o r  e a c h  s u b s e c t i o n ,  n o t  
t o  h a v e  e a c h  o f  t h e  s u b s e c t i o n s  a p p l y  t o  a d i f f e r e n t  r o s t e r  o f  s y s t e m s  
o f  r e c o r d s ,  b u t  t o  e x p r e s s ,  i n  terms o f  p o s s e s s i o n ,  for which  s y s t e m s  
o f  r e c o r d s  a n  a g e n c y  was  r e s p o n s i h l e .  
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T h e  s e c o n d  p u r p o s e  o f  t h e  p h r a s e  w a s  t o  d i s t i n q u i s h  " a g e n c y  r e c o r d s a t  
f r o m  t h o s e  r e c o r d s  w h i c h ,  a l t h o u g h  i n  t h e  p h y s i c a l  p o s s e s s i o n  o f  
a g e n c y  e m p l o y e e s  a n d  u s e d  by  t h e m  i n  p e r f o r m i n g  o f f i c i a l  f u n c t i o n s ,  
were n o t  c o n s i d e r e d  " a q n n c y  r e c o r d s . "  U n c i r c u l a t e d  p e r s q n a l  n o t e s ,  
p a p e r s  a n d  r e c o r d s  w h i c h  a r e  r e t a i n e d  or d i s c a r d e d  a t  t h e  a u t h o r ' s  
d i s c r e t i o n  a n d  o v e r  w h i c h  t h e  a g e n c y  e x e r c i s e s  n o  c o n t r o l  or d o m i n i o n  
( e .y . ,  p e r s o n a l  t e l e p h o n e  l i s t s )  a re  n o t  c o n s i d e r e d  t o  b e  a g a n c y  
r e c o r d s  w i t h i n  t h e  m e a n i n g  o b  t h e  P r i v a c y  Act. T h i s  d i s t i n c t i o n  i s  
e m b o d i e d ,  i n  p a r t ,  i n  t h e  p h r a s e  " u n d e r  t h e  c o n t r o l  o f n  a n  a g e n c y  a s  
well a s  i n  t h e  d e f i n t i o n  o f  ' r e c o r d '  (5  USC 552 ( a )  ( 4 ) ) .  

A N  AGENCY SHALL NOT CLASSIFY RECORDS, YAICH ARE CONTROLLED AND 
RAINTAINED B Y  I T ,  AS NON-AGENCY RECORDS, I N  ORDER TO AVOID PUBLISHING 
NOTICES OF THEIR EXISTENCE, PREVENT ACCESS BY THE INDIVIDUALS TO UHOO 
THEY PERTAIN, OR OTHERWISE EVADE THE REQUIXEUENTS OF THE ACT. 

T h e  " a r e  r e t r i e v e d  byva  c r i t e r i o n  i m p l i e s  t h a t  t h e  g r o u p i n g  o f  r e c o r d s  
u n d e r  t h e  c o n t r o l  of  a n  a g e n c y  i s  a c c e s s e d  b y  t h e  a g e n c y  by u s e  o f  a 
p e r s o n a l  i d e n t i f i e r ;  n o t  m e r e l y  t . h a t  a c a p a b i l i t y  or p o t e n t i a l  f o r  
r e t r i e v a l  e x i s t s .  F o r  e x a m p l e ,  a n  a g e n c y  r e c o r d - k e e p i n g  s y s t e m  o n  
f i r m s  it r e y u l a t e s  may c o n t a i n  " r e c o r d s t '  ( i . e . ,  p e r s o n a l  i n f o r m a t i o n )  
a b o u t  o f f i c e r s  o f  t h e  f i r m  i n c i d e n t  t o  e v a l u a t i n g  t h e  f i r m ' s  
p e r f o r m a n c e .  Even  t h o u g h  t h e s e  a r e  c l e a r l y  " r e c o r d s n  l aunde r  t h e  
c o n t r o l  o f "  a n  a g e u c y ,  t h e y  w o u l d  n o t  b e  c o n s i d e r e d  p a r t  o f  a s y s t e m  
a s  d e f i n e d  by t h e  A c t  u n l e s s  t h e  a g e n c y  a c c e s s e d  t h e m  by r e f e r e n c e  t o  
a p e r s o n a l  i d e n t i f i e r  (name,  e t c . ) .  T h a t  is, i f  t h e s e  h y p o t h e t i c a l  
" r e c o r d s n  a r e  n e v e r  r e t r i e v e d  e x c e p t  b y  r e f e r e n c e  t o  company  
i d e n t i f i e r  o r  s o a s  o t h e r  u o n p e r s o n a l  i n d e x i n g  s c h e m e  (e .g . ,  t y p e  o f  
f i r m )  t h e y  a r e  n o t  a p a r t  o f  a s y s t e m  o f  r e c o r d s .  A g e n c i e s  w i l l  
n e c e s s a r i l y  h a v e  t o  make d e t e r m i n a t i o n s  o n  a s y s t e m - b y - s y s t e m  b a s i s .  

C o n s i d e r a b l e  l a t i t u d e  i s  l e f t  t o  t h e  a g e n c y  i n  d e f i n i n g  t h e  s c o p e  or 
g r o u p i n g  o f  r e c o r d s  v h i c h  c o n s t i t u t e  s s y s t e m .  C o n c e i v a b l y  a l l  t h e  
" r e c o r d s "  f o r  a p a r t i c u l a r  p r o g r a m  c a n  b e  c o n s i d e r e d  a s i n g l e  s y s t e m  
o r  t h e  a g e n c y  may c o n s i d e r  ~t a p p r o p r i a t e  t o  s e g m e n t  a s y s t e m  b y  
f u n c t i o n  o r  g e o g r a p h i c  u n i t  a n d  t r e a t  e a c h  s e g m e n t  a s  a n s y s t e m m .  T h e  
i m p l i c a t i o n s  o f  t h e s s  d e c i s i o n s  a n d  some l i m i t a t i o n s  o n  t h e m  a r e  
d i s c u s s e d  i n  c o n n a c t i o n  w i t h  s u b s e c t i o n  ( e )  ( 4 ) ,  p u b l i c a t i o n  o f  t h e  
a n n u a l  n o t i c e .  B r i e f l y ,  t h e  t w o  c o n s i d e r a t i o n s  v h i c h  t h e  a g e n c y  
s h o u l d  t a k e  i n t o  a c c o u n t  i n  its d e c i s i o n s  a r e  

-	 its a b i l i t y  t o  c o m p l y  w i t h  t h e  r e q u i r e m e n t s  o f  t h e  Act a n d  
f a c i l i t a t e  t h e  e x e r c i s e  o f  t h e  r i g h t s  o f  i n d i v i d u a l s :  a n d  

-	 t h e  cost a n d  c o n v e n i e n c e  t o  t h e  a g e n c y ,  b u t  o n l y  t o  t h e  e x t e n t  
c o n s i s t e n t  w i t h  t h e  f i r s t  c o n s i d e r a t i o n .  

STATISTICAL RECORD 

S u b s e c t i o n  ( a ) ( 6 )  "The  term ' s t a t i s t i c a l  r e c o r d '  m e a n s  a r e c o r d  
i n  a  s y s t e m  o f  r e c o r d s  m a i n t a i n e d  f o r  s t a t i s t i c a l  r e s e a r c h  or 
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r e p o r t i n g  p u r p o s e s  o n l y  a n d  n o t  u s e d  i n  u h o l e  or i n  p a r t  i n  
mak ing  a n y  d e t e r m i n a t i o n  a b o u t  a n  i d e n t i f i a b l e  i n d i v i d u a l ,  e x c e p t  
a s  p r o v i d e d  by s e c t i o n  8 o f  t i t l e  13:"  

A t t s t a t i s t i c a l  r e c o r d w ,  f o r  p u r p o s e s  o f  t h i s  Act, i s  a r e c o r d  i n  a 
s y s t e m  o f  r e c o r d s  t h a t  is n o t  u s e d  by a n y o n e  i n  m a k i n g  a n y  
d e t e r m i n a t i o n  a b o u t  a n  i n d i v i d u a l .  T h i s  m e a n s  t h a t ,  f o r  a r e c o r d  t o  
q u a l i f y  a s  a " s t a t i s t i c a l  r e c o r d # ,  i t  m u s t  b e  h e l d  i n  a s y s t e m  w h i c h  
is s e p a r a t e d  f r o m  s y s t e m s  (some p e r h a p s  c o n t a i n i n g  t h e  s a m e  

' i n f o r m a t i o n )  wh ich  c o n t a i n  r e c o r d s  t h a t  a re  u s e d  i n  a n y  m a n n e r  i n  
m a k i n g  d e c i s i o n s  a b o u t  t h e  r i g h t s ,  b e n e f i t s ,  or  e n t i t l e m e n t s  o f  a n  
i d e n t i f i a b l e  i n d ~ v i d u a l .  T h e  term " i d e n t i f i a b l e  individual"^ u s e d  
t o  d i s t i n g u i s h  d e t e r u i n a t i o n s  a b o u t  s p e c i f i c  i n d i v i d u a l s  f r o m  
d e t e r m i n a t i o n s  a b o u t  a g g r e g a t e s  o f  i n d i v i d u a l s  as ,  f o r  e x a m p l e ,  c e n s u s  

' d a t a  a re  u s e d  t o  a p p o r t i o n  f u n d s  o n  t h e  b a s i s  o f  p o p u l a t i o n .  

By t h i s  d e f i n i t i o n ,  it a p p e a r s  t h a t  s o m e . s o - c a l l e d  " r e s e a r c h  r e c o r d s "  
w h i c h  are o n l y  u s e d  f o r  a n a l y t i c  p u r p o s e s  q u a l i f y  a s  " s t a t i s t i c a l  
r e c o r d s t '  u n d e r  t h e  Act i f  t h e y  a r e  n o t  u s e d  i n  m a k i n g  d e t e r a i n a t i o n s .  
A " d e t e r m i n a t i o n M  i s  d e f i n e d  as  " a n y  d e c i s i o n  a f f e c t i n g  t h e  i n d i v i d u a l  
w h i c h  i s  i n  u h o l e  o r  i n  p a r t  h a s e d  o n  i n f o r m a t i o n  c o n t a i n e d  i n  t h e  
r e c o r d  a n d  w h i c h  is  made by a n y  p e r s o n  o r  a n y  a g e n c y . "  ( H o u s e  R e p o r t  
93 -1416 ,  p.15.) 

n o s t  o f  t h e  r e c o r d s  o f  t h e  B u r e a u  o f  t h e  C e n s u s  a r e  c o n s i d e r e d  t o  b e  
" s t a t i s t i c a l  r e c o r d s a  e v e n  t h o u q h ,  p u r s u a n t  t o  s e c t i o n  8 o f  t i t l e  13 ,  
u n i t e d  S t a t e s  C o d e ,  t h e  C e n s u s  B u r e a u  is a u t h o r i z e d  t o  " f u r n i s h  
t r a n s c r i p t s  o f  c e n s u s  r e c o r d s  f o r  g e n e a l o g i c a l  a n d  o t h e r  p r o p e r  
p u r p o s e s  a n d  t o  make  s p e c i a l  s t a t i s t i c a l  s u r v e y s  f r o m  c e n s u s  d a t a  f o r  
a f e e  upon  r e q u e s t . "  (House  r e p o r t  93-1416,  p. 1 2 )  

I n  a p p l y i n g  t h i s  d e f i n i t i o n ,  i t  m i g h t  b e  h e l p f u l  t o  d i s t i n g u i s h  t h r e e  
t y p e s  o f  c o l l e c t i o n s  o r  g r o u p i n g s  o f  i n f o r m a t i o n  a b o u t  i n d i v i d u a l s :  
( 1 )  s t a t i s t i c a l  c o m p i l a t i o n s  w h i c h ,  b e c a u s e  t h e y  c a n n o t  b e  i d e n t i f i e d  
w i t h  i n d i v i d u a l s ,  a r e  n o t  s u b j e c t  t o  t h e  A c t  a t  a l l ;  ( 2 )  " r e c o r d s n  
m a i n t a i n e d  s o l e l y  f o r  t h e  p u r p o s s  o f  c o m p i l i n g  s t a t i s t i c s  - u h i c h , a r e  
t h e  t y p e s  of  r e c o r d s  c o v e r e d  by ( a )  ( 6 ) ;  a n d  (3! " r e c o r d s t t  on  
i n d i v i d u a l s  u h i c h  a re  u s e d  b o t h  t o  c o m p l l e  statistics a n d  a l s o  f o r  
o t h e r  p u r p o s e s ,  e.g. a c r i m i n a l  h i s t o r y  r e c o r d  u s e d  b o t h  t o  c o m p i l e  
i n d i v i d u a l  s t a t i s t i c s  a n d  t o  a ss i s t  a j u d g e  i n  m a k i n g  a s e n t e n c i n g  
d e c i s i o n  a b o u t  t h e  i n d i v i d u a l  t o  whom t h e  r e c o r d  p e r t a i n s ,  w h i c h  is 
n o t  a " s t a t i s t i c a l  r e c o r d .  " .  

T h e  term " s t a t i s t i c a l  r e c o r d n  is used i n  s u b s e c t i o n  (k)  ( 4 ) ,  s p e c i f i c  
e x e m p t i o n s .  

R O U T I N E  OSE 
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' s u b s e c t i o n  ( a )  (7) ''The term ' r o u t i n e  u s e 8  means ,  w i t h  r e s p e c t  t o  
t h e  d i s c l o s u r e  o f  a r e c o r d ,  t h e  u s e  o f  s u c h  r e c o r d  f o r  a p u r p o s e  
w h i c h  i s  c o m p a t i b l e  w i t h  t h e  p u r p o s e  f o r  w h i c h  i t  w a s  c o l l e c t e d . "  

One o f  t h e  p r i m a r y  o b j e c t i v e s  o f  t h e  ac t  is t o  restr ict  t h e  u s e  o f  
i n f o r m a t i o n  t o  t h e  p u r p o s e s  f o r  u h i c h  i t  was c o l l e c t e d .  T h e  term 
* r o u t i n e  u s e t  w a s  i n t r o d u c e d  t o  r e c o g n i z e  t h e  p r a c t i c a l  l i m i t a t i o n s  o f  
r e s t r i c t i n g  u s e  o f  i n f 6 r n a t i o n  t o  e x p l i c i t  a n d  e x p r e s s e d  p u r p o s e s  f o r  
w h i c h  ~t was c o l l e c t s d .  I t  r e c o g n i z e s  t h a t  t h e r e  are  c o r o l l a r y  
p u r p o s e s  " c o m p a t i b l e  w i t h  t h a  p u r p o s e  f o r  w h i c h  [ t h e  i n f o r m a t i o n ]  was 
c o l l e c t e d n  t h a t  a r e  a p p r o p r i a t e  a n d  n e c e s s a r y  f o r  t h e  e f f i c i e n t  
c o n d u c t  o f  g o v e r n m e n t  a n d  i n  t h e  b e s t  i n t e r e s t  o f  b o t h  t h e  i n d i v i d u a l  
a n d  t h e  p u b l i c .  R o u t i n e  u s e s  i n c l u d e  " t r a n s f e r  o f  i n f o r m a t i o n  t o  t h e  
T r e a s u r y  D e p a r t m e n t  t o  c o m p l e t e  p a y r o l l  c h e c k s ,  t h e  r e c e i p t  o f  
i n f o r m a t i o n  by t h e  S o c i a l  S e c u r i t y  A d m i n i s t r a t i o n  t o  c o m p l e t e  
q u a r t e r l y  p o s t l n g  o f  a c c o u n t s ,  or o t h e r  s u c h  h o u s e k e e p i n g  m e a s u r e s  and 
n e c e s s a r i l y  f r e q u e n t  i n t e r a g e n c y  o r  i n t r a - a g e n c y  t r a n s f e r s  o f  
i n f ~ r m a t i o n . ~ ~  S21816 ,  17, 1974 a n d( C o n g r e s s i o n a l  R e c o r d  p. December  
p. A12244, December  18, 1974) 

A d d i t i o n a l  g u i d a n c e  o n  t h e  c o n c e p t u a l  b a s i s  f o r  s o r o u t i n e  u s e s n  is 
f o u n d  i n  t h e  s t a t e m e n t  of C o n g r e s s m a n  Woorhead o n  t h e  H o u s e  f l o o r :  

W I t  w o u l d  b e  a n  i r p o s s i b l e  l e g r s l a t i v e  t a s k  t o  a t t e m p t  t o  set 
f o r t h  a l l  o f  t h e  a p p r o p r i a t e  u s e s  o f  F e d e r a l  r e c o r d s  a b o u t  a n  
i d e n t i f i a b l e  i n d i v i d u a l .  I t  i s  n o t  t h e  p u r p o s e  o f  t h e  b i l l  t o  
r es t r ic t  s u c h  o r d i n a r y  u s e s  of t h e  i n f o r m a t i o n .  R a t h e r  t h a n  
a t t e m p t i n g  t o  s p e c i f y  e a c h  p r o p e r  u s e  o f  s u c h  r e c o r d s ,  t h e  b i l l  
g i v e s  e a c h  F e d e r a l  a g e n c y  t h e  a u t h o r i t y  t o  set f o r t h  t h e  
' r o u t i n e '  p u r p o s e s  f o r  w h i c h  t h e  r e c o r d s  are t o  b e  u s e d  u n d e r  t h e  
g u i d a n c e  c o n t a i n e d  i n  t h e  committee's r e p o r t .  

" I n  t h i s  s e n s e  ' r o u t i n e  u s e 1  d o e s  n o t  e n c o m p a s s  m e r e l y  t h e  common 
a n d  o r d i n a r y  u s e s  t o  w h i c h  r e c o r d s  a r e  p u t ,  b u t  a l so  i n c l u d e s  a l l  
o f  t h e  p r o p e r  a n d  n e c e s s a r y  u s e s  e v e n  i f  a n y  s u c h  u s e  o c c u r s  
i n f r e q u e n t l y .  F o r  e x a m p l e ,  i n d i v i d u a l  i n c o m e  t a x  r e t u r n  r e c o r d s  
a r e  r o u t i n e l y  u s e d  f o r  a u d i t i n g  t h e  d e t e r m i n a t i o n  o f  t h e  a m o u n t  
o f  t a x  d u e  a n d  f o r  a s s i s t a n c e  i n  c o l l e c t i o n  o f  s u c h  t a x  by c i v i l  
p r o c e e d i n g s .  They  a r e  less o f t e n  u s e d ,  h o w e v e r ,  f o r  r e f e r r a l  t o  
t h e  J u s t i c e  D e p a r t m e n t  f o r  p o s s i b l e  c r i m i n a l  p r o s e c u t i o n  in t h e  
e v e n t  o f  p o s s i b l e  f r a u d  o r  t a x  e v a s i o n ,  t h o u g h  n o  o n e  wou ld  a r g u e  
t h a t  s u c h  r e f e r r a :  i s  i m p r o p e r ;  t h u s  t h e  ' r o u t i n e '  u s e  o f  s u c h  
r e c o r d s  a n d  s u b s e c t i o n  (b )  (3)  m i g h t  b e  a p p r o p r i a t e l y  c o n s t r u e d  t o  
p e r m i t  t h e  I n t e r n a l  Revenue  S e r v i c e  t o  l ist  An i t s  r e g u l a t i o n s  
s u c h  a  r e f e r r a l  a s  a  ' r o u t i n e  u s e . "  

"Aqa in ,  i f  a F e d e r a l  a q e n c y  s u c h  a s  t h e  H o u s i n g  a n d  U r b a n  
D e v a l o p a s n t  D e p a r t m e n t  o r  t h e  S m a l l  B u s i n e s s  ~ d m i n i s t r a t i o n  were 
t o  d i s c o v e r  a p o s s i b l e  f r a u d u l e n t  s c h e m e  i n  o n e  o f  i t s  p r o g r a m s  
i t  c o u l d  ' r o u t i n e l y 1 ,  a s  i t  d o e s  t o d a y ,  r e f e r  t h e  r e l e v a n t  
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r e c o r d s  t o  t h e  D e p a r t m e n t  o f  J u s t i c e ,  or  i t s  i n v e s t i g a t o r y  arm, 
t h e  FBI. 

" n r  C h a i r m a n ,  t h e  b i l l  o b v i o u s l y  i s  n o t  i n t e n d e d  t o  p r o h i b i t  s u c h  
n e c e s s a r y  e x c h a n g e s  o f  i n f o r m a t i o n ,  p r o v i d i n g  i t s  r u l e m a k i n g  
p r o c e d u r e s  a r e  f o l l o w e d .  I t  i s  i n t e n d e d  t o  p r o h i b i t  g r a t u i t o u s ,  
a d  h o c ,  d i s s e m i n a t i o n s  f o r  p r i v a t e  o r  o t h e r w i s e  i r r e g u l a r  
p u r p o s e s .  To t h i s  e n d  it w o u l d  b e  s u f f i c i e n t  i f  a n  a g e n c y  
p u b l i s h e s  a s  a  ' r o u t i n e  u s e *  o f  i ts  i n f o r m a t i o n  g a t h e r e d  i n  a n y  
p r o g r a m  t h a t  a n  a p p a r e n t  v i o l a t i o n  o f  t h o  l a w  w i l l  b e  r e f e r r e d  t o  
t h e  a p p r o p r i a t e  l a w  e n f o r c e m e n t  a u t h o r i t i e s  f o r  i n v e s t i g a t i o n  a n d  
p o s s i b l e  c r i m i n a l  p r o s e c u t i o n ,  c i v i l  c o u r t  a c t i o n ,  o r  r e g u l a t o r y  
o r d e r . "  I s o n u r e s s i o n a l  l e c o r d ,  November  2 1 ,  1 9 7 Q ,  p.H 10962)  

I n  d i s c u s s i l i g  t h e  f i n a l  l a n g u a g e  o f  t h e  Act, S e n a t o r  E r v i n  a n d  
c o n g r e s s m a n  H o o r h e a d ,  i n  s i m i l a r  s t a t e m e n t s  s a i d  t h a t  "[t ]he 
c o N p r o m i s e  d e f i n i t i o n  s h o u l d  s e r v e  as a c a u t i o n  t o  a g e n c i e s  t o  t h l n k  
o u t  i n  a d v a n c e  w h a t  u s e s  i t  w i l l  make o f  i n f o r m a t i o n .  T h i s  Act i s  n o t  
i n t e n d e d  t o  i m p o s e  u n d u e  b u r d e n s  o n  t h e  t r a n s f e r  o f  i n f o r m a t i o n  t o  t h e  
T r e a s u r y  D e p a r t m e n t  t o  c o m p l e t e  p a y r o l l  c h e c k s ,  t h e  r e c e i p t  o f  
i n f o r m a t i o n  by t h e  S o c i a l  S e c u r i t y  A d m i n i s t r a t i o n  t o  c o m p l e t e  
q u a r t e r l y  p o s t i n g  o f  a c c o u n t s ,  o r  o t h e r  s u c h  h o u s e k e e p i n g  m e a s u r e s  a n d  
n e c e s s a r i l y  f r e q u e n t  i n t e r a g e n c y  o r  i n t r a - a g e n c y  t r a n s f e r s  o f  
i n f o r m a t i o n .  It is, h o u e v e r ,  i n t e n d e d  t o  d i s c o u r a g e  t h e  u n n e c e s s a r y  
e x c h a n g e  o f  i r t f o r m a t i o n  t o  o t h e r  p e r s o n s  o r  t o  a g e n c i e s  who may n o t  b e  
a s  s e n s i t i v e  t o  t h e  c o l l e c t i n g  a g e n c y ' s  r e a s o n s  f o r  u s i n g  a n d  
i n t e r p r e t i n g  t h e  m a t e r i a l . "  ( g a r e s s i o n a l  R e c o r d *  December  17 ,  1 9 7 4 ,  
p 5 2 1 8 1 6  a n d  December  18 , .  1 9 7 4 ,  p  H12241() T h i s  l n p l i e s ,  a t  l e a s t ,  
t h a t  a " r o u t i n e  u s e n  m u s t  b e  n o t  o n l y  c o m p a t i b l e  w i t h ,  b u t  r e l a t e d  t o ,  
t h e  p u r p o s e  f o r  w h i c h  t h e  r e c o r d  i s  m a i n t a i n e d ;  e .g . ,  d e v e l o p m e n t  o f  a 
s a m p l i n g  f r a m e  f o r  a n  e v a l u a t i o n  s t u d y  o r  o t h e r  s t a t i s t i c a l  p u r p o s e s .  

T h e b e  a r e  c e r t a i n  " r o u t i n e  uses1 '  w h i c h  a r e  a p p l i c a b l e  t o  a s u b s t a n t i a l  
number  o f  s y s t e m s  o f  r e c o r d s  b u t  w h i c h  a r e  o n l y  p e r m i s s i b l e  i f  
p r o p e r l y  e s t a b l i s h e d  by  e a c h  a g e n c y :  

-	 d i s c l o s u r e s  t o  a l a w  e n f o r c e m e n t  a g e n c y  when c r i m i n a l  
m i s c o n d u c t  is s u s p e c t e d  i n  c o n n e c t i o n  w i t h  t h e  a d m i n i s t r a t i o n  
o f  a  p r o g r a m ;  e . g . ,  a p p a r e n t l y  f a l s i f i e d  s t a t e m e n t s  o n  a g r a n t  
a p p l i c a t i o n  o r . s u s p e c t e d  f r a u d  o n  a c o n t r a c t .  

-	 d i s c l o s u r e s  t o  a n  i n v e s t i g a t i v e  a g e n c y  i n  t h e  p r o c e s s  o f  
r e q u e s t i n g  t h a t  a  b a c k g r o u n d  o r  s u i t a b i l i t y  i n v e s t i g a t i o n  b e  
c o n d u c t e d  on  i n d i v i d u a l s  b e i n g  c l e a r e d  f o r  a c c e s s  t o  
c l a s s i f i e d  i n f o r m a t i o n ,  e m p l o y m e n t  o n  c o n t r a c t s ,  o r  
a p p o i n t m e n t  t o  a p o s i t i o n  w i t h i n  t h e  a g e n c y .  

T h e  Act f u r t h e r  limits t h e  e x t e n t  t o  w h i c h  d i s c l o s u r e s  c a n  b e  made  a s  
" r o u t i n e  u s e s w  by r e q u i r i n g  a n  a g e n c y  t o  e s t a b l i s h  t h e  " r o u t i n e  
u s e s n  o f  i n f o r m a t i o n  i n  e a c h  s y s t e m  o f  r e c o r d s  w h i c h  i t  m a i n t a i n s  by  
p u b l i s h i n g  a d e c l a r a t i o n  o f  i n t e n t  i n  t h e  F e d e r a l  Reeqister, t h e r e b y  
p e r m i t t i n g  p u b l i c  r e v i e w  a n d  comment  ( s u b s e c t i o n  ( e j  ( 1 1 ) ) .  
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S u b s e c t i o n  ( b )  

CGNDITIONS OF DISCLOSURE 


S u b s e c t i o n  (b )  "No a g e n c y  s h a l l  d i s l o s e  a n y  r e c o r d  w h i c h  is  
c o n t a i n e d  i n  a  s y s t e m  o f  r e c o r d s  by a n y  means  o f  c o m m u n i c a t i o n  t o  
a n y  p e r s o n ,  o r  t o  a n o t h e r  a g e n c y ,  e x c e p t  p u r s u a n t  t o  a  w r i t t e n  
r e q u e s t  b y ,  o r  w i t h  t h e  p r i o r  w r i t t e n  c o n s e n t  o f ,  t h e  i n d i v i d u a l  
t o  whom t h e  r e c o r d  p e r t a i n s ,  u n l e s s  d i s c l o s u r e  o f  t h e  r e c o r d  
wou ld  be--" 

T h i s  s u b s e c t i o n  p r o v i d e s  t h a t  a n  a g e n c y  may n o t  d i s c l o s e  a n y  r e c o r d  
c o n t a i n e d  i n  s y s t e m  o f  r e c o r d s ,  a s  d e f i n e d  i n  s u b s e c t i o n  ( a )  ( 5 )  a b o v e ,  
t o  a n y  p e r s o n  o r  t o  a n y  o t h e r  a g e n c y  u n l e s s  t h e  a g e n c y  w h i c h  m a i n t a i n s  
t h e  r e c o r d  is r e q u e s t e d  t o  d o  s o  by  t h e  i n d i v i d u a l  t o  whom t h e  r e c o r d  
p e r t a i n s  o r  t h e  a g e n c y  h a s  o b t a i n e d  t h e  w r i t t e n  c o n s e n t  of  t h e  
i n d i v i d u a l  o r  t h e  d i s c l o s u r e  wou ld  f a l l  w i t h i n  o n e  or m o r e  o f  t h e  
c a t e g o r i e s  e n u m e r a t e d  i n  s u b s e c t i o n s  ( b )  (1) t h r o u g h  (1 I ) ,  below.  T h e  
p h r a s e  "by a n y  m e a n s  o f  communication^ m e a n s  a n y  t y p e  o f  d i s c l o s u r e  
(e .g . ,  o r a l  d i s c l o s u r e ,  w r i t t e n  d i s c l o s u r e , e l e c t r o n i c  or m e c h a n i c a l  
t r a n f e r s  b e t w e e n  c o m p u t e r s  o f  t h e  c o n t e n t s  o f  a r e c o r d ) .  

D i s c l o s u r e ,  h o w e v e r ,  i s  q s m i s s i v e  n o t  m a n d a t o r g  . An a g e n c y  is 
a u t h o r i z e d  t o  d i s c l o s e  a r e c o r d  f o r  a n y  p u r p o s e  e n u m e r a t e d  b e l o w  when 
i t  d e e m s  t h a t  d i s c l o s u r e  t o  b e  a p p r o p r i a t e  a n d  c o n s i s t e n t  w i t h  t h e  
l e t t e r  a n d  i n t e n t  o f  t h e  Act a n d  t h e s e  g u i d e l i n e s .  

NOTllING I N  TllE PRIVACY A C ~ SrlOULD BE INTERPRETED TO AUTHORIZE OR 
COHPEL DISCLOSURES OF RECORDS, NOT OTHERUISE PERHITTED OR REQUIRED, TO 
ANYONE OTHER THAN THE INDIVIDUAL T O  UHOH A RECORD PERTAINS PURSUANT 
TO A REQUEST BY THE INDIVIDUAL FOR ACCESS TO IT .  

A g e n c i e s  s h a l l  n o t  a u t o m a t i c a l l y  d i s c l o s e  a r e c o r d  t o  s o m e o n e  o t h e r  
t h a n  t h e  i n d i v i d u a l  t o  whom it p e r t a i n s  s i m p l y  b e c a u s e  s u c h  a 
d i s c l o s u r e  is p e r m i t t e d  by t h i s  s u b s e c t i o n .  A g e n c i e s  s h a l l  c o n t i n u e  
t o  a b i d e  b y  o t h e r  c o n s t r a i n t s  o n  t h e i r  a u t h o r i t y  t o  d i s c l o s e  
i n f o r m a t i o n  t o  a  t h i r d  p a r t y  i n c l u d i n g ,  w h e r e  a p p r o p r i a t e ,  t h e  l i k e l y  
e f f e c t  u p o n  t h e  i n d i v i d u a l  o f  m a k i n g  t h a t  d i s c l o s u r e .  E x c e p t  a s  
p r e s c r i b e d  i n  s u b s e c t i o n  ( d )  ( 1 )  , ( i n d i v i d u a l  a c c e s s  t o  r e c o r d s )  t h i s  
Act d o e s  n o t  r e q u i r e  d i s c l o s u r e  o f  a r e c o r d  t o  a n y o n e  o t h e r  t h a n  t h e  
i n d i v i d u a l  t o  whom t h e  r e c o r d  p e r t a i n s .  

A d i s c l o s u r e  may b e  e i t h e r  t h e  t r a n s f e r  o f  a r e c o r d  o r  t h e  g r a n t i n g  o f  
a c c e s s  t o  a  r e c o r d .  

T h e  f a c t  t h a t  a n  i n d i v i d u a l  is i n f o r m e d  o f  t h e  p u r p o s e s  f o r  w h i c h  
i n f o r m a t i o n  w i l l  b e  u s e d  when i n f o r m a t i o n  is c o l l e c t e d  p u r s u a n t  t o  
s u b s e c t i o n  ( e )  (3) d o e s  n o t  c o n s t i t u t e  c o n s e n t .  
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T h e r e  a r e  t w o  i n s t a n c e s  i n  w h i c h  c o n s e n t  t o  d i s c l o s a  a r e c o r d  m i g h t  b e  
a c t i v e l y  s o u g h t  by a n  a g e n c y  (i.e., w i t h o u t  w a i t i n g  f o r  t h e  i n d i v i d u a l  
t o  r e q u e s t  t h a t  a d i s c l o s u r e  b e  made) .  

. 	D i s c l o s u r e  wou ld  p r o p e r l y  b e  a * r o u t i n e  u s e n  (b) (3 ) )  b u t  
d i s c l o s u r e  i s  p r o p a s e d  t o  b e  made b e f o r e  t h e  30 d a y  n o t i c e  
p e r i o d ;  e.g.,  t h e  a g e n c y  is  d e v e l o p i n g  a  s a m p l i n g  f r a m e  f o r  a n  
e v a l u a t i o n  s t u d y  o r  a s t a t i s t i c a l  p r o g r a m  d i r e c t l y  r e l a t e d  c o  
t h e  p u r p o s e  f o r  wh ich  t h e  r e c o r d  was  e s t a b l i s h e d .  

. 	D i s c l o s u r e  is u n r e l a t e d  t o  t h e  p u r p o s e  f o r  w h i c h  t h e  r e c o r d  is 
m a i n t a i n e d  b u t  t h e  i n d i v i d u a l  may w i s h  t o  elect t o  h a v e  h i s  o r  
h e r  r e c o r d  d i s c l o s e d ;  e .g . ,  t o  h a v e  i n f o r m a t i o n  o n  a F e d e r a l  
e m p l o y m e n t  a p p l i c a t i o n  r e f e r r e d  t o  S t a t e  a g e n c i e s  o r  t o  p e r m i t  
i n f o r m a t i o n  o n  s u c h  a n  a p p l i c a t i o n  t o  be  c h e c k e d  a g a i n s t  o t h e r  
F e d e r a l  a g e n c y ' s  r e c o r d s .  

I n  e i t h e r  case, h o w e v e r ,  care m u s t  b e  e x e r c i s e d  t o  a s s u r e  t h a t  t h e  
l a n g u a q e  o f  t h e  r e q u e s t  is  n o t  c o e r c i v e  a n d  t h a t  a n y  c o n s e q u e n c e s  o f  
r e f u s i n g  t o  c o n s e n t  a r e  made clear. I t  is  p a r t i c u l a r l y  i s p o r t a n t  t h a t  
t h e  i m p r e s s i o n  n o t  b e  c r e a t . e d  t h a t  c o n s e n t  t o  d i s c l o s e  is a 
p r e r e q u i s i t e  t o  o b t a i n i n g  a b e n e f i t  u h e n  i t  is n o t .  

T h e  c o n s e n t  p r o v i s i o n  o f  t h i s  s u b s e c t i o n  was n o t  i n t e n d e d  t o  p e r m i t  a 
b l a n k e t  o r  o p e n - e n d e d  c o n s e n t  c l a u s e ;  i.e., o n e  w h i c h  v o u l d  p e r m i t  t h e  
a g e n c y  t o  d i s c l o s e  a r e c o r d  w i t h o u t  l i m i t .  A t  a minimum, t h e  c o n s e n t  
c l a u s e  s h o u l d  s t a t e  t h e  g e n e r a l  p u r p o s e s  f o r ,  or t y p e s  o f  r e c i p i e n t s .  
t o  w h i c h  d i s c l o s u r e  may b e  made. 

A r e c o r d  i n  a s y s t e m  o f  r e c o r d s  may b e  d i s c l o s e d  w i t h o u t  e i t h e r  a 
r e q u e s t  f r o m  o r  t h e  w r l t t e n  c o n s e n t  o f  t h e  i n d i v i d u a l  t o  whom t h e  
r e c o r d  p e r t a i n s  o n l y  i f  d i s c l o s u r e  i s  a u t h o r i z e d  be low.  

XSCLOSUpg U I T t l I N  THE AGENCY 

S u b s e c t i o n  (b)  ( 1 )  "To t h o s e  o f f i c e r s  a n d  e m p l o y e e s  o f  t h e  a g e n c y  
w h i c h  m a i n t a i n s  t h e  r e c o r d  who h a v e  a n e e d  f o r  t h e  r e c o r d  i n  t h e  
p e r f o r m a n c e  o f  t h e i r  d u t i e s ; "  

T h l s  p r o v i s i o n  is b a s e d  o n  a loneed  t o  known c o n c e p t .  S e e  a l s o  
d e f i n i t i o n  o f  " a g e n c y , "  ( a )  ( 1 ) .  It is  r e c o g n i z e d  t h a t  a g e n c y  
p e r s o n n e l  r e q u i r e  a c c e s s  t o  r e c o r d s  t o  d i s c h a r g e  t h e i r  d u t i e s .  I n  
discussing t h e  c o n d i t i o n s  o f  d i s c l o s u r e  p r o v i s i o n  g e n e r a l l y ,  t h e  l o u s e  
C o m m i t t e e  s a i d  t h a t  i s  n o t  t h e  C o m s i t t e e ' s  i n t e n t  t o  i a p e d e  t h e  l o i t  

o r d e r l y  c o n d u c t  o f  g o v e r n m e n t  o r  d e l a y  s e r v i c e s  p e r f o r m e d  i l l  t h e  
i n t a r e s t s  o f  t h a  i n d i v i d u a l .  U n d e r  t h e  c o n d i t i o n a l  d i s c l o s u r e  
p r o v i s i o n s  o f  t h e  b i l l ,  * r o u t i n e o  t r a n s f e r s  w i l l  be  p e r m i t t e d  w i t h o u t  
t h e  n e c e s s i t y  o f  p r i o r  w r i t t e n  c o n s e n t .  A O n o n - r o u t i n e '  t r a n s f e r  is 
g e n e r a l l y  o n e  i n  w h i c h  t h e  p e r s o n a l  i n f o r m a t i o n  o n  a n  i n d i v i d u a l  is 
u s e d  f o r  a  p u r p o s e  o t h e r  t h a n  o r i g i n a l l y  i n t e n d e d . "  (House  R e p o r t  93-
1416,  p. 1 2 ) .  
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T h i s  d i s c u s s i o n  s u g g e s t s  t h a t  some  c o n s t r a i n t s  o n  t h e  t r a n s f e r  o f  
r e c o r d s  w i t h i n  t h e  a q e n c y  were i n t e n d e d  i r r e s p e c t i v e  o f  t h e  d e f i n i t i o n  
o f  a g e n c y .  H i n i m a l l y ,  t h e  r e c i p i e n t  o f f i c e r  o r  e m p l o y e e  mus t  h a v e  a n  
o f f i c i a l  " n e e d  t o  know.t1 The  l a n g u a g e  would a l s o  s e e m  t o  i m p l y  t h a t  
t h e  u s e  s h o u l d  b e  g e n e r a l l y  r e l a t e d  t o  t h e  p u r p o s e  f o r  w h i c h  t h e  
r e c o r d  is m a i n t a i n e d .  

Hovement  c f  r e c o r d s  b e t w e e n  p e r s o n n e l  o f  d i f f e r e n t  a g e n c i e s  may i n  
some  i n s t . a n c e s  b e  v i e w e d  a s  i n t r a - a g e n c y  d i s c l o s u r e s  i f  t h a t  movement 
is i n  c o n n e c t i o n  w i t h  a n  i n t e r - a g e n c y  s u p p o r t  a g r e e m e n t .  F o r  e x a m p l e ,  
t h e  p a y r o l l  r e c o r d s  c o m p i l e d  by Agency  A t o  s u p p o r t  Agency  B i n  a 
c r o s s - s e r v i c e  a r r a n g e m e n t  a r e ,  a r g u a b l y ,  b e i n g  m a i n t a i n e d  by Agency  A 
a s  i f  it were a n  e m p l o y e e  o f  Agency B. U h i l e  s u c h  t r a n s f e r s  v o u l d  
meet t h e  c r i t e r i a  b a t h  f o r  i n t r a - a g e n c y  d i s c l o s u r e  a n d  . r o u t i n e  u s e , "  
t h e y  s h o u l d  b e  t r e a t e d  a s  i n t r a - a g e n c y  d i s c l o s u r e s  f o r  p u r p o s e s  o f  t h e  
a c c o u n t i n g  r e q u i r e m e n t s  ( e )  ( 1 ) .  I n  t h i s  case, h o v e r e r ,  Agency B v o u l d  
r e m a i n  r e s p o n s i b l e  a n d  l i a b l e  f o r  t h e  m a i n t e n a n c e  of  s u c h  r e c o r d s  i n  
c o n f o r m a n c e  w i t h  t h e  Act. 

I t  s h o u l d  b e  n o t e d  t h a t  t h e  c o z d i t i o n s  o f  d i s c l o s u r e  l a n q u a g e  makes  n o  
s p e c i f i c  p r o v i s i o n  f o r  d i s c l o s u r e s  e x p r e s s l y  r e q u i r e d  by l a v  o . t h e r  
t h a n  5 U.S.C. 552. S u c h  d i s c l o s u r e s ,  which are i n  e f f e c t  
c o n g r e s s i o n a l l y - m a n d a t e d  " r o u t i n e  u s e s , "  s h o u l d  .still b e  e s t a b l i s h e d  
a s  l l r o u t i n e  u s e s N  p u r s u a n t  t o  s u b s e c t i o n  ( e )  (11 )  a n d  ( e )  (4 )  (D).  T h i s  
is  n o t  t o  s u g g e s t  t h a t  a ' # r o u t i n e  u s e w  m u s t  b e  s p e c i f i c a l l y  p r e s c r i b e d  
i n  l a w .  

DISCLOSURE TO THE PUBLIC 

S u b s e c t i o r ~  ( b )  ( 2 )  " R e q u i r e d  u n d e r  s e c t i o n  552  o f  t h i s  t i t l e ; "  

s u b s e c t i o n  (b )  ( I )  i s  i n t e n d e d  * * t o  p r e s e r v e  t h e  s t a t u s  q u o  a s  
i n t e r p r e t e d  by t h e  c o u r t s  r e g a r d i n g  t h e  d i s c l o s u r e  o f  p e r s o n a l  
i n f o r m a t i o n 1  t o  t h e  p u b l i c  u n d e r  t h e  P reedom o f  I n f o r m a t i o n  Act ( 
C o n q r e s s i o n a l  R e c o r d  p. S 2 1 8 1 7 ,  December  1 7 ,  1974 a n d  p l  H12244,  
December  1 8 ,  1 9 7 4 ) .  It a b s o l v e s  t h e  a g e n c y  o f  a n y  o b l ~ q a t i o n  t o  
o b t a i n  t h e  c o n s e n t  o f  a n  i n d i v i d u a l  b e f o r e  d i s c l o s i n g  a r e c o r d  a b o u t  
h i m  o r  h e r  t o  a member o f  t h e  p u b l i c  t o  whom t h e  a g e n c y  is r e q u i r e d  t o  
d i s c l o s e  s u c h  i n f o r m a t i o n  u n d e r  t h e  P r e e d o m  o f  I n f o r m a t i o n  Act a n d  
p e r m i t s  a n  a g e n c y  t o  w i t h h o l d  a r e c o r d  a b o u t  a n  i n d i v i d u a l  f r o m  a  
member o f  t h e  p u b l i c  o n l y  t o  t h e  e x t e n t  t h a t  i t  i s  p e r m i t t e d  t o  d o  s o  
u n d e r  t h e  e x e m p t i o n s  t o  t h e  POIA (5.U.S.C. 5 5 2  ( b ) ) .  G i v e n  t h e  u s e  o f  
t h e  term " r e q u i r e d " ,  a g e n c i e s  may n o t  voluntarily make p u b l i c  a n y  
r e c o r d  w h i c h  t h e y  a r s  n o t  r e q u i r e d  t o  r e l e a s e  ( i . e . ,  t h o s e  t h a t  t h e y  
a r e  p e r m i t t e d  t o  w i t h h o l d )  w i t h o u t  t h e  c o n s e n t  o f  t h e  i n d i v i d u a l  
u n l e s s  t h a t  d i s c l o s u r e  is p e r m i t t e d  u n d e r  o n e  o f  t h e  o t h e r  p o r t i o n s  o f  
t h i s  s u b s e c t i o n .  

R e c o r d s  w h i c h  h a v e  t r a d i t i o n a l l y  b e e n  c o n s i d e r e d  t o  b e  i n  t h e  p u b l i c  
d o m a i n  a n d  a r e  r e q u i r s d  t o  b e  d i s c l o s e d  t o  t h e  p u b l i c ,  s u c h  a s  many o f  
t h e  f i n a l  o r d e r s  a n d  o p i n i o n s  o f  q u a s i - j u d i c i a l  a g e n c i e s ,  p r e s s  
r e l e a s e s ,  etc. may b e  r e l e a s e d  u n d e r  t h i s  p r o y i s i o n  v i t h o u t  v a i t i n g  
f o r  a s p e c i f i c  F r e e d o m  o f  I n f o r m a t i o n  Act r e q u e s t .  P o r  e x a m p l e ,  
o p i n i o n s  o f  q u a s i - j u d i c i a l  a g e n c i e s  may b e  s e n t  t o  c o u n s e l  f o r  t h e  
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p a r t i e s  a n d  t o  l e g a l  r e p o r t i n g  s e r v i c e s ,  a n d  p r e s s  r e l e a s e s  may b e  
i s s u e d  by a g e n c i e s  d e a l i n g  w i t h  p u b l i c  r e c o r d  m a t t e r s  s u c h  a s  s u i t s  
commenced o r  a g e n c y  p r o c e e d i n g s  i n i t i a t e d .  R e c o r d s  w h i c h  t h e  a g e n c y  
w o u l d  elect t o  d i s c l o s e  t o  t h e  p u b l i c  b u t  w h i c h  a r e  c o t  r e q u i r e d  t o  b e  
d i s c l o s e d  ( i . e . ,  t h e y  are p e r m i t t e d  t o  b e  w i t h h e l d  u n d e r  t h e  POIA) s a y  
o n l y  b e  r e l e a s e d  t o  t h e  p u b l i c  u n d e r  t h e  " r o u t i n e  u s e U  p r o v i s i o n  
( s u b s e c t i o n  (b)  ( 3 ) ) .  N o t e ,  h o w e v e r ,  t h a t  a n  a g e n c y  may n o t  r e l y  on  

a n y  p r o v i s i o n  o f  t h e  F reedom o f  I n f o r m a t i o n  A c t  as a b a s i s  f o r  
r e f u s i n g  a c c e s s  t o  a r e c o r d  t o  t h e  i n d i v i d u a l  t o  whom i t  p e r t a i n s ,  
u n l e s s  s u c h  r e f u s a l  o t  a c c e s s  i s  a u t h o r i z e d  by a n  e x e m p t i o n  w i t h i n  t h e  
P r i v a c y  Act. S e e  s u b s e c t i o n s  ( d )  (1 )  a n d  (g)  b e l o v .  

DISCLOSURE F O R A  "ROUTINE USE" 

S u b s e c t i o n  (b)  (3 )  " F o r  a r o u t i n e  u s e  a s  d e f i n e d  i n  s u b s e c t i o n  
( a )  (7) o f  t h i s  s e c t i o n  a n d  d e s c r i b e d  u n d e r  s u b s e c t i o n  ( e )  (4)(D) 

o f  t h i s  s e c t i o n ; "  

R e c o r d s  may b e  d i s c l o s e d  w i t h o u t  t h e  p r i o r  c o n s e n t  o f  t h e  i n d i v i d u a l  
f o r  a " r o u t i n e  u s e 1 # ,  a s  d e f i n e d  a b o v e ,  i f  t h a t  " r o u t i n e  u s e n  h a s  b e e n  
e s t a b l i s h e d  a n d  d e s c r i b e d  i n  t h e  p u b l i c  n o t i c e  a b o u t  t h e  s y s t e m  
p u b l i s h e d  ~ u r s u a n t  t o  s u b s e c t i o n s  (2) ( 4 )  ( D )  , a n d  ( e )  ( 11) be low.  

DISCLOSURE TO THE BUREAIJ OF THE CENSUS 

S u b s e c t i o n  (b)  ( U )  "To t h e  B u r e a u  o f  t h e  C e n s u s  f o r  p u r p o s e s  o f  
p l a n u i n g  o r  c a r r y l n g  o u t  a c e n s u s  o r  s u r v e y  o r  r e l a t e d  a c t i v i t y  
p u r s u a n t  t o  t h e  p r o v i s i o n s  o f  t i t l e  13:" 

A g e n c i e s  may d i s c l o s e  r e c o r d s  t o  t h e  C e n s u s  B u r e a u  i n  i n d i v i d u a l l y  
i d e n t i f i a b l e  f o r m  f o r  u s e  by t h e  C e n s u s  B u r e a u  p u r s u a n t  t o  t h e  
p r o v i s i o n s  o f  T i t l e  13. ( T i t l e  1 3  n o t  o n l y  limits t h e  u s e s  w h i c h  may 
b e  made o f  t h e s e  r e c o r d s  b u t  a l s o  m a k e s  them immune f r o m  c o m p u l s o r y  
d i s c l o s u r e ) .  

DISCLOSURE FOB STATISTICAL RESEABCH AND REPORTING 

S u b s e c t i o n  (b )  (5) "To a r e c i p i e n t  who h a s  p r o v i d e d  t h e  a g e n c y  
w i t h  a d v a n c e  a d e q u a t e  w r i t t e n  a s s u r a n c e  t h a t  t h e  r e c o r d  m i l l  b e  
u s e d  s o l e l y  a s  a s t a t i s t i c a l  r e s e a r c h  o r  r e p o r t i n g  r e c o r d ,  a n d  
t h e  r e c o r d  i s  t o  be  t r a n s f e r r e d  i n  a f o r m  t b a t  is  n o t  
i n d i v i d u a l l y  i d e n t i f i a b l e ; "  
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A g e n c i e s  may d i s c l o s e  r e c o r d s  f o r  s t a t i s t i c a l  p u r p o s e s  u n d e r  l i m i t e d  
c o n d i t i o n s .  T h e  u s e  o f  t h e  p h r a s e  ' # i n  a f o r m  t h a t  is n o t  i n d i v i d u a l l y  
i d e n t i f i a b l e '  m e a n s  n o t  o n l y  t h d t  t h e  i n f o r m a t i o n  d i s c l o s e d  o r  
t r a n s f e r r e d  must  b e  s t r i p p c ! d  o f  i n d i v i d u a l  i d e n t i t i r c s  b u t  ctl:;o t h a t  
t h e  i d e n t i t y  o t  t h e  i r i t l l v i d u a l  ca l l  n o t  r e a s o n d b l y  bo d e d u c e d  I)y a n y o n e  
f r o m  t a b u l a t i o n s  o r  o t h e r  p r e s e n t a t i o n s  o f  t h e  i i i f o r m a t i o n  ( i . e . ,  t h o  
i d e n t i t y  o f  t h e  i n d i v i ~ l u a l  ca l l  n o t  b e  d e t e r m i n e d  o r  d e d u c e d  by 
c o m b i n i n g  v a r i o u s  s t a t i s t i c a l  r e c o r d s  o r  b y  r e f e r e n c e  t o  p u b l i c  
r e c o r d s  o r  o t h e r  a v a i l a b l e  s o u r c e s  o f  i n f o r m a t i o n . )  S e e  a l s o  t h e  
d i s c u s s i o n  o f  ' # s t a t i s t i c a l  r e c o r d u  ( ( a )  ( 6 ) ) ,  a b o v e .  . 

a e c o r d s ,  w h e t h e r  o r  n o t  s t a t i s t i c a l  r e c o r d s  a s  d e f i n e d  i n  ( a )  ( 6 ) ,  
a b o v e ,  may b e  d i s c l o s e d  f o r  s t a t i s t i c a l  r e s e a r c h  o r  r e p o r t i n g  
p u r p o s e s  o n l y  a f t e r  t h e  a g e n c y  w h i c h  m a i n t a i n s  t h e  r e c o r d  h a s  r e c e i v e d  
a n d  e v a l u a t e d  3 v r i t t 2 n  s t a t e m e n t  w h i c h :  

- s t a t e s  t h e  p u r p o s e  f o r  r e q u e s t i n g  t h e  r e c o r d s ;  a n d  

- c e r t i f i e s  t h a t  t h e y  v i l l  o n l y  b e  u s e d  a s  s t a t i s t i c a l  r e c o r d s .  

s u c h  v r i t t e n  s ' c a t e a e n t s  v i l l  b e  made p a r t  o f  t h e  a g e n c y ' s  a c c o u n t i n g  
o f  d i s c l o s u r e s  u n d e r  s u b s e c t i o n  ( c )  ( 1 ) .  

F u n d a m e n t a l l y ,  a g e n c i e s  d i s c l o s i n g  r e c o r d s  u n d e r  t h i s  p r o v i s i o n  a r e  
r e q u i r e d  t o  a s s u r e  t h a t  i n f o r m a t i o n  d i s c l o s e d  f o r  u s e  a s  a  s t a t i s t i c a l  
r e s e a r c h  o r  r e p o r t i n g  r e c o r d  c a n n o t  r e a s o n a b l y  b e  u s e d  i n  a n y  way t o  
s a k e  d e t e r m i n a t i o n s  a b o u t  i n d i v i d u a l s .  One  may i n f e r  f r o m  t h e  
l e g i s l a t i v e  h i s t o r y  a n d  o t h e r  p o r t i o n s  o f  t h e  Act t h a t  a n  o b j e c t i v e  o f  
t h i s  p r o v i s i o n  i s  t o  r e d u c e  t h e  p o s s i b i l i t y  o f  m a t c h i n g  a n d  a n a l y s i s  
o f  s t a t i s t i c a l  r e c o r d s  w i t h  o t h e r  r e c o r d s  t o  r e c o n s t r u c t  i n d i v i d u a l l y  
i d e n t i f i a b l e  r e c o r d s .  An a c c o u n t i n g  o f  d i s c l o s u r e s  is n o t  r e q u i r e d  
when a g e n c i e s  p u b l i s h  a g g r e g a t e  d a t a  s o  l o n g  a s  n o  i n d i v i d u a l  member 
o f  t h e  p o p u l a t i o n  c o v e r e d  c a n  b e  i d e n t i f i e d ;  f o r  e x a m p l e ,  s t a t i s t i c s  
on  e m p l o y e e  t u r n o v e r  r a t e s ,  s i c k  l e a v e  u s a g e  r a t e s .  

V i e w e d  f r c m  t h e  p e r s p e c t i v e  o f  t h e  r e c i p i e n t  a g e n c i e s ,  m a t e r i a l  t h u s  
t r a n s f e r r e d  wou ld  n o t  c o n s t i t u t e  r e c o r d s  f o r  i ts p u r p o s e s .  

DISCLOSUQE TO THE NATIONAL ARCHIVES 

S u b s e c t i o n  (b). (6)  '#To t h e  N a t i o n a l  A r c h i v e s  o f  t h e  U n i t e d  S t a t e s  
a s  a  r e c o r d  wh ich  h a s  s u f f i c i e n t  h i s t o r i c a l  o r  o t h e r  v a l u e  t o  
w a r r a n t  its c o n t i n u e d  p r e s e r v a t i o n  by  t h e  U n i t e d  S t a t e s  
G o v e r n m e n t ,  o r  f o r  e v a l u a t i o n  b y  t h e  A d m i n i s t r a t o r  o f  G e n e r a l  
S e r v i c e s  o r  h i s  d e s i g n e e  t o  d e t e r m i n e  v h e t h o r  t h e  r e c o r d  h a s  s u c h  
v a l u e . "  

A g e n c i e s  map d i s c l o s e  r e c o r d s  t o  t h e  N a t i o n a l  A r c h l v e s  o f  t h e  U n i t e d  
S t a t e s  p u r s u a n t  t o  S e c t i o n  2 1 0 3  o f  T i t l e  44 o f  t h e  U n i t e d  states C o d e  
w h i c h  p r o v i d e s  f o r  t h e  p r e s e r v a t i o n  o f  r e c o r d s  "o f  h i s t o r i c a l  o r  o t h e r  
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v a l u e n .  T h i s  s u b s e c t i o n  ( ( b ) ( 6 ) )  a l l o w s  % n o t  o n l y  t h e  t r a n s f e r  o f  
r e c o r d s  f o r  p r e s e r v a t i o n  b u t  a l s o  t h e  d i s c l o s u r e  o f  r e c o r d s  to  t h e  
A r c h i v i s t  t o  p e r m i t  a d e t e r u i n a t i o ~ ~  w h e t h e r  p r e s e r v a t i o n  u n d e ra s  t o  
T i t l e  4 U  is w a r r a n t e d .  S e e  ~ ~ b ~ ~ ~ t i o n sa n d  (1)  ( 3 )  f o r(1 )  (2)  a 
d i s c u s s i o n  o f  c o n s t r a i n t s  o n  t h e  m a i n t e n a n c e  o f  r e c o r d s  by t h e  
A r c h i v e s .  

R e c o r d s  w h i c h  a r e  t r a n s f e r r e d  t o  F e d e r a l  R e c o r d s  C e n t e r s  f o r  
s a f e k e e p i n g  o r  s t o r a g e  d o  n o t  f a l l  w i t h i n  t h i s  c a t e g o r y .  S u c h  
t r a n s f e r s  a r e  n o t  c o n s i d e r e d  t o  b e  d i s c l o s u r e s  w i t h i n  t h e  terms o f  
t h i s  Act s i n c e  t h e  r e c o r d s  r e m a i n  u n d e r  t h e  c o n t r o l  o f  t h e  
t r a n s f e r r i n g  a g e n c y .  F e d e r a l  R e c o r d s  C e n t e r  p e r s o n n e l  a r e  a c t i n g  o n  
b e h a l f  o f  t h e  a g e n c y  w h i c h  c o n t r o l s  t h e  r e c o r d s .  S e e  s u b s e c t i o n  
(1)(1), be low.  


-----------------DISCLOSORE FOR LAW ENFORCEHENT PURPOSES 


S u b s e c t i o n  (b )  (7) "To  a n o t h e r  a g e n c y  o r  t o  a n  i n s t r u m e n t a l i t y  o f  
a n y  q o v e r n m e n t a l  j u r i s d i c t i o n  w i t h i n  o r  u n d e r  t h e  c o n t r o l  o f  t h e  
U n i t e d  S t a t e s  f o r  a  c i v i l  o r  c r i m i n a l  l a w  e n f o r c e m e n t  a c t i v i t y  i f  
t h e  a c t i v i t y  is a u t h o r i z e d  by l a w ,  a n d  i f  t h e  h e a d  o f  t h e  a g e n c y  
o r  i n s t r u m e n t a l i t y  has made a v c i t t e n  r e q u e s t  t o  t h e  a g e n c y  w h i c h  
m a i n t a i n s  t h e  r e c o r d  s p e c i f y i n q  t h e  p a r t i c u l a r  p o r t i o n  d e s i r e d  
a n d  t h e  l a w  e n f o r c e m e n t  a c t i v i t y  f o r  u h i c h  t h e  r e c o r d  is s o u g h t : "  

An a g e n c y  s a y ,  u p o n  r e c e i p t  o f  a w r i t t e n  r e q u e s t ,  d i s c l o s e  a r e c o r d  t o  
a n o t h e r  a g e n c y  o r  u n i t  o f  S t a t e  o r  l o c a l  g o v e r n m e n t  f o r  a c i v i l  o r  
c r i m i n a l  law e n f o r c e m e n t  a c t i v i t y .  T h e  r e q u e s t  m u s t  s p e c i f y  

- t h e  l a w  e n f o r c e m e n t  p u r p o s e  f o r  u h i c h  t h e  r e c o r d  is 
r e q u e s t e d ;  a n d  

- t h e  p a r t i c u l a r  r e c o r d  r e q u e s t e d .  

B l a n k e t  r e q u e s t s  f o r  a l l  r e c o r d s  p e r t a i n i n g  t o  a n  i n d i v i d u a l  a r e  n o t  
p e r m i t t e d .  A g s n c i e s  o r  o t h e r  s n t i t i e s  s e e k i n g  d i s c l o s u r e  may, o f  
c o u r s e ,  s e e k  a c o u r t  o r d e r  a s  a  b a s i s  f o r  d i s c l o s u r e .  S e e  s u b s e c t i o n  
( b )  (11). 

A r e c o r d  may a l s o  h e  d i s c l o s e d  t o  a l a w  e n f o r c e m e n t  a g e n c p  a t  t h e  
i n i t i a t i v e  o f  t h e  a g e n c y  w h i c h  m a i n t a i n s  t h e  r e c o r d  when a v i o l a t i o n  
o f  l a w  is s u s p e c t e d ;  p r o v i d e d ,  t h a t  s u c h  d i s c l o s u r e  h a s  b e e n  
e s t a b l i s h e d  i n  a d v a n c e  a s  a  " r o u t i n e  u s e n  a n d  t h a t  m i s c o n d u c t  is 
r e l a t e d  t o  t h e  p u r p o s e s  f o r  v h i c h  t h e  r e c o r d s  a r e  m a i t t a i n e d .  F o r  
e x a m p l e ,  c e r t a i n  l o a n  o r  e m p l o y m e n t  a p p l i c a t - i o n  i n f o r m a t i o n  may be,  
o b t a i n e d  w i t h  t h e  u n d e r s t a n d i n g  t h a t  i n d i v i d u a l s  who k n o w i n g l y  a n d  
w i l l f u l l y  p r o v i d e  i n a c c u r a t e  o r  e r r o n e o u s  i n f o r m a t i o n  w i l l  b e  s u b j e c t  
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t o  c r i m i n a l  p r o s e c u t i o n .  T h i s  u s a g e  was  e x p l i c i t l y  a d d r a s s e d  by 
C o n g r e s s m a n  Hoorhead  i n  e x p l a i n i n g  t h e  H o u s e  b i l l ,  o n  t h e  f l o o r  o f  t h e  
House:  

"It s h o u l d  b e  n o t e d  t h a t  t h e  ' r o u t i n e  u s e 1  e x c e p t i o n  is i n  
a d d i t l o n  t o  t h e  e x c e p t i o n  p r o v i d e d  f o r  d i s s e m i n a t i o n  f o r  l a w  
e n f o r c e m e n t  a c t i v i t y  u n d e r  s u b s e c t i o n  ( b ) ( 7 )  o f  t h e  b i l l .  
T h u s  a  r e q u e s t e d  r e c o r d  n a y  b e  d i s s e m i n a t e d  u n d e r  ' e i t h e r  t h e  
# r o u t i n e  u s e 8  e x c e p t i o n ,  t h e  1 l a w  e n f o r c e m e n t 1  e x c e p t i o n ,  o r  
b o t h  s e c t i o n s ,  d e p e n d i n g  o n  t h e  c i r c u m s t a n c e s  o f  t h e  c a s e . "  
~ C o r , u r e s s i o n a l  R e c o r d  November  21, 197U, p.HI0962.)  

Tn t h a t  s a m e  d i s c u s s i o n ,  a d d i t i o n a l  g u i d a n c e  was  p r o v i d e d  o n  t h e  t e r n  
n h e a d  o f  t h e  a g e n c y "  a s  t h a t  t e r n  is u s e d  i n  t h i s  s u b s e c t i o n  ( ( 6 ) ) :  

"The w o r d s  ' h e a d  o f  t h e  a g e n c y 1  d e s e r v e  e l a b o r a t i o n .  T h e  
c o m a i t t e e  r e c o g n i z e s  t h a t  t h e  h e a d s  o f  G o v e r n m e n t  d e p a r t m e n t s  
c a n n o t  b e  e x p e c t e d  t o  p e r s o n a l l y  r e q u e s t  e a c h  o f  t h e  t h o u s a n d s  
o f  r e c o r d s  which  may p r o p e r l y  b e  d i s s e m i n a t e d  u n d e r  t h i s  
s u b s e c t i o n .  If  t h a t  w e r e  r e q u i r e d ,  s u c h  o f f i c i a l s  c o u l d  n o t  
p e r f o r m  t h e i r  o t h e r  d u t i e s ,  a n d  i n  many c a s e s ,  t h e y  c o u l d '  n o t  
e v e n  p e r f o r m  r e c o r d  r e q u e s t i n g  d u t i e s  a l o n e .  Such  , d u t i e s  may 
b e  d e l e g a t e d ,  l i k e  o t h e r  d u t i e s ,  t o  o t h e r  o f f i c i a l s ,  when 
a b s o l u t e l y  n e c e s s a r y  b u t  n e v e r  b e l o w  a  s e c t i o n  c h i e f ,  a n d  t h i s  
i s  w h a t  i s  c o n t e m p l a t e d  by s u b s e c t i o n  (b )  ( 7 ) .  T h e  A t t o r n e y  
G e n e r a l ,  f o r  e x a m p l e ,  w i l l  h a v e  t h e  p o w e r  t o  d e l e g a t e  t h e  
a u t h o r i t y  t o  r e q u ~ s t  t h e  t h o u s a n d s  o f  r e c o r d s  w h i c h  . may b e  
r e q u i r e d  f o r  t h e  o p e r a t i o n  of t h e  J u s t i c e  D e p a r t m e n t  u n d e r  
t h i s  s e c t i o n . "  

I t  s h o u l d  b e  n o t e d  t h a t  t h i s  u s a g e  is somewha t  a t  v a r i a n c e  w i t h  t h e  
u s e  o f  t h e  term " a g e n c y  head t1  i n  s u b s e c t i o n s  ( j ), a n d  (k )  , r u l e s  a n d  
e x e m p t i o n s ,  w h e r e  d e l e g a t i o n s  t o  t h i s  e x t e n t  a r e  n e i t h e r  n e c e s s a r y  n o r  
a p p r o p r i a t e .  

T h i s  s u b s e c t i o n  p e r m i t s  d i s c l o s u r e s  f o r  l a w  e n f o r c e n e n t  p u r p o s e s  o n l y  
t o  g o v e r n m e n t a l  a g e n c i e s  " w i t h i n  o r  u n d e r  t h e  c o n t r o l  o f  t h e  U n i t e d  
S t a t e s . "  D i s c l o s u r e s  t o  f o r e i g n  ( a s  well a s  t o  S t a t e  a n d  l o c a l )  law 
e n f o r c e m e n t  a g e n c i e s  may, when a p p r o p i a t e ,  b e  e s t a b l i s h e d  a s  " r o u t i n e  
u s e s .  

R e c o r d s  i n  l a w  e n f o r c e m e n t  s y s t e m s  may a l s o  b e  d i s c l o s e d  for  l aw 
e n f o r c e a e n t  p u r p o s e s  when t h a t  d i s c l o s u r e  h a s  p r o p e r l y  b e e n  
e s t a b l i s h e d  a s  a " r o u t i n e  uset1;  e.g., s t a t u t o r i l y  a u t h o r i z e d  r e s p o n s e s  
t o  p r o p e r l y  made q u e r i e s  t o  t h e  N a t i o n a l  D r i v e r  R e g i s t e r ;  t r a n s f e r  b y  
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a  l a w  e n f o r c e m e n t  a g e n c y  o f  p r o t e c t i v e  i n t e l l i g e n c e  i n f o r m a t i o n  t o  t h e  
S e c r e t  S e r v i c e .  

DISCLOSURE UNDER EHERGENCY CIRCUMSTANCES 

S u b s e c t i o n  (b) (8) "To a p e r s o n  p u r s u a n t  t o  a s h o w i n g  o f  
c o m p e l l i n g  c i r c u m s t a n c e s  a f f e c t i n g  t h e  h e a l t h  o r  s a f e t y  o f  a n  
i n d i v i d u a l  i f  upon  s u c h  d i s c l o s u r e  n o t i f i c a t i o n  is t r a n s m i t t e d  t o  
t h e  l a s t  known a d d r e s s  o f  s u c h  i n d i ~ i d u a l : ~ ~  

A g e n c i e s  map d i s c l o s e  r e c o r d s  when, f o r  e x a m p l e ,  t h e  time r e q u i r e d  t o  
o b t a i n  t h e  c o n s e n t  o f  t h e  i n d i v i d u a l  t o  whom t h e  r e c o r d  p e r t a i n s  m i g h t  
r e s u l t  i n  a d e l a y  w h i c h  c o u l d  i m p a i r  t h e  h e a l t h  o r  s a f e t y  o f  a n  
i n d i v i d u a l ;  a s  i n  t h e  r e l e a s e  o f  m e d i c a l  r e c o r d s  o n  a  p a t i e n t  
u n d e r g o i n g  e m e r g e n c y  t r e a t m e n t .  T h e  i n d i v i d u a l  p e r t a i n i n g  t o  whom 
r e c o r d s  a r e  d i s c l o s e d  n e e d  n o t  n e c e s s a r i l y  b e  t h e  i n d i v i d u a l  w h o s e  
h e a l t h  or s a f e t y  i s  a t  p e r i l ;  e .g . ,  r e l e a s e  o f  d e n t a l  r e c o r d s  o n  
s e v e r a l  i n d i v i d u a l s  i n  o r d e r  t o  i d e n t i f y  a n  i n d i v i d u a l  r h o  was  i n j u r e d  
i n  a n  a c c i d e n t .  

DISCLOSURE TO THE CONGRESS 

S u b s e c t i o n  ( b )  (9)  "To e i t h e r  Horlse Of C o n g r e s s .  o r ,  t o  t h e  e x t e n t  
o f  m a t t e r  w i t h i n  its j u r i s d i c t i o n .  a n y  committee or s u b c o m m i t t e e  
t h e r e o f ,  a n y  j o i n t  c o m m i t t e e  o f  C o n g r e s s  o r  s u b c o m m i t t e e  o f  a n y  
s u c h  j o i n t  c o m m i t t e e ; "  

T h i s  l a n g u a g e  d o e s  n o t  a u t h o r i z e  t h e  d i s c l o s u r e  o f  a r e c o r d  t o  members  
o f  C o n g r e s s  a c t i n g  i n  t h e i r  i n d i v i d u a l  c a p a c i t i e s  w i t h o u t  t h e  c o n s e n t  
o f  t h e  i n d i v i d u a l .  

DISCLOSURE TO THE GENERAL ACCOUNTING OFFICE 

S u b s e c t i o n  (b) ( 1 0 )  "To t h e  C o m p t r o l l e r  G e n e r a l ,  or  a n y  o f  h i s  
a u t h o r i z e d  r e p r e s e n t a t i v e s ,  i n  t h e  c o u r s e  o f  t h e  p e r f o r m a n c e  o f  
t h e  d u t i e s  of t h e  G e n e r a l  A c c o u n t i n g  O f f i c e ;  " 

-DISCLOSURE PURSUANT TO COURT ORDER 

S u b s e c t i o n  (b) ( 1 1 )  l l P u r s u a n t  t o  t h e  o r d e r  o f  a c o u r t  o f  c o m p e t e n t  
j u r i s i d i c t i o n . "  
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s u b s e c t i o n  ( c )  

ACCOUNTING--OF CEEZ'TN------DISCLOSURE 

S u b s e c t i o n  ( c )  "Each  a g e n c y ,  w i t h  r e s p e c t  t o  e a c h  s y s t e m  o f  
r e c o r d  u n d e r  i ts c o n t r o l ,  s h a l l - - '  

s u b s e c t i o n  ( c )  (1 )  lvExcep.t f o r  d i s c l o s u r e s  made u n d e r  s u b s e c t i o n s  
(b )  ( 1 )  o r  ( b )  (2 )  o f  t h i s  s e c t i o n ,  k e e p  a n  a c c u r a t e  a c c o u n t i n g  
o f - -

* * ( A )  T h e  d a t e ,  n a t u r e ,  a n d  p u r p o s e  o f  e a c h  d i s c l o s u r e  o f  a r e c o r d  
t o  a n y  p e r s o n  o r  t o  a n o t h e r  a g e n c y  made u n d e r  s u b s e c t i o n  ( b )  o f  
t h i s  s e c t i o n ;  a n d  

(B) T h e  name a n d  a d d r e s s  o f  t h e  p e r s o n  o r  a g e n c y  t o  whom t h e  
d i s c l o s u r e  is made;" 

I n  a c c o u n t i n g  is r e q u i r e d  

-	 f o r  d i s c l o s u r e s  o u t s i d e  t h e  a g e n c y  e v e n  when s u c h  d i s c l o s u r e  
is a t  t h e  r e q u e s t  o f  t h e  i n d i v i d u a l  u i t h  t h e  w r i t t e n  C o n s e n t  
or a t  t h e  r e q u e s t  o f  t h e  i n d i v i d u a l :  

-	 f o r  d i s c l o s u r e s  f o r  r o u t i n e  u s e s  ( s e e  (b )  (3)); 

-	 f o r  d i s c l o s u r e s  t o  t h e  B u r e a u  o f  t h e  C e n s u s  ( s e e  (b )  (4)); 

-	 f o r  d i s c l o s u r e s  t o  a p e r s o n  o r  a n o t h e r  a g e n c y  f o r  s t a t i s t i c a l  
r e s e a r c h  or r e p o r t i n g  p u r p o s e s  (see ( b )  ( 5 ) ) ;  

-	 f o r  d i s c l o s u r e s  t o  t h e  A r c h i v e s  ( s e e  (b )  ( 6 ) ) ; 

-	 f o r  d i s c l o s u r e s  f o r  a law e n t o r c e m e n t  a c t i v i t y  c o n s i s t e n t  u i t h  
t h e  p r o v i s i o n s  o f  s u b s e c t i o n  ( s e e  (b) (7) ) : 

-	 f o r  d i s c l o s u r e s  upon  a  s h o w i n g  o f  n c o m p e l l i n g  c i r c u m s t a n c e s "  
( s e e  ( b )  (8)); 

-	 f o r  d i s c l o s u r e s  t o '  t h e  C o n g r e s s  or t h e  C o m p t r o l l e r  G e n e r a l  
( s e e  (b) (9) a n d '  ( l o ) ) ; o r  

-	 f o r  d i s c l o s u r e s  p u r s u a n t  t o  a c o u r t  o r d e r  ( s e e  (b)  ( 1 1 ) ) .  

An 	 a c c o u n t i n g  o f  d i s c l o s u r e s  i s  n o t  r e q u i r e d  

-	 f o r  d i s c l o s u r e s  t o  e m p l o y e e s  o f  t h e  a g e n c y  m a i n t a i n i n g  t h e  
r e c o r d  who h a v e  a  n e e d  t o  h a v e  access i n  t h e  p e r f o r m a n c e  o f  
t h e i r  o f f i c i a l  d u t i e s  f o r  t h e  a g e n c y .  ( A g e n c i e s  a r e  r e q u i r e d  
t o  e s t a b l i s h  s a f e g u a r d s ,  p u r s u a n t  t o  s u b s e c t i o n  ( e )  ( 1 0 ) .  t o  
a s s u r e  t h a t  i n d i v i d u a l s  who d o  n o t  h a v e  a " n e e d  t o  knowm w i l l  
n o t  h a v e  a c c e s s . )  - (see (b)  ( 1 ) ) ; o r  

2 8 
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- f o r  d i s c l o s u r e s  t o  members  o f  t h e  p u b l i c  wh ich  wou ld  b e  
r e q u i r e d  u r tde r  t h e  F r e e d o m  o f  I n f o r m a t i o n  A c t  ( s e e  ( b )  ( 2 ) ) .  

( N o t e  t h a t  t h e  a c c o u n t i n g  r e q u i r e m e n t  is n o t  o n e  f r o m  w h i c h  a n  a g e n c y  
may s e e k  a n  e x e m p t i o n  u n d e r  s u b s e c t i o n s  ( j )  a n d  ( k ) ) .  

"The  term * a c c o u n t i n j '  r a t h e r  t h a n  * r e c o r d , *  [ w a s  u s e d ]  t o  i n d i c a t e  
t h a t  a n  a q e n c y  n e e d  n o t  make a n o t a t i o n  o n  a s i n g l e  d o c u m e n t  o f  e v e r y  
d i s c l o s u r e  of  a p a r t i c u l a r  r e c o r d .  T h e  a g e n c y  may u s e  a n y  s y s t e m  i t  
d e s i r e s  f o r  k e e p i n g  n o t a t i o n s  o f  d i s c l o s u r e s ,  p r o v i d e d  t h a t  i t  c a n  
c o n s t r u c t  f r o m  i ts s y s t e m  a d o c u m e n t  l i s t i n g  o f  a l l  d i s c l ~ s u r e s . ~  
( f i o u s e  R e p o r t  93 -1416 ,  p. 1 4 ) .  F o r  e x a m p l e ,  i f  a list o f  n a m e s  a n d  
o t h e r  p e r t i n e r r t  d a t a  n e c e s s a r y  t o  i s s u e  p a y r o l l  o.r b e n e f i t  c h e c k s  is 
t r a n s f e r r e d  t o  a  d i s b u r s i n g  o f f i c e  o u t s i d e  t h e  a g e n c y ,  t h e  a g e n c y  
t r a n s f e r r i n g  t h e  r e c o r d  n e e d  n o t  m a i n t a i n  a s e p a r a t e  r e c o r d  o f  s u c h  
t r a n s f e r  i n  e a c h  i n d i v i d u a l  r e c o r d  p r o v i d e d  t h a t  it c a n  c o n s t r u c t  t h e  
r e q a i r e d  a c c o u n t i n q  i n f o r m a t i o n  when r e q u e s t e d  b y  tJe i n d i v i d u a l  
( s u b s e c t i o n  ( c )  ( 3 ) )  o r  when n e c e s s a r y  t o  i n f o r m  p r e v i o u s  r e c i p i e n t s  o f  
a n y  c o r r e c t e d  o r  d i s p u t e d  i n f o r m a t i o n  ( s u b s e c t i o n  ( c  ( 4 ) .  T h e  
a c c o u n t i n g  s h o l ~ l d  a l s o  p r o v i d e  a c r o s s - r e f e r e n c e  t o  t h s  b a s i s  upon  
w h i c h  t h e  r e l e a s e  was  made i n c l u d i n g  a n y  w r i t t e n  d o c u m e n t a t i o n  a s  is 
r e q u i r e d  i n  t h e  c a s e  o f  t h e  r e l e a s e  o f  r e c o r d s  f o r  s t a t i s t i c a l  o r  
l a w  e n f o r c e m e u t  p u r p o s e s .  

I n  s o m e  i n s t a n c e s ,  ( e .  g . ,  i n v e s t r q a t i o n  o r  p r o s e c u t i o n  o f  s u s p e c t e d  
c r i n i n a l  a c t r v l t y )  a d i s c l o s u r e  may c o n s i s t  ot  a c o n t i n u i n g  d i a l o g u e  
b e t w e e n  t w o  a g e n c i a s  o v e r  a p e r l o d  o f  w e e k s  o r  m o n t h s .  I n  s u c h  a 
s i t u a t i o n ,  i t  may b e  a p p r o p r i a t e  t o  make a g e n e r a l  n o t a t i o n  t h a t ,  a s  
o f  a s p a c i f i e d  d a t e ,  s u c h  c o n t a c t  was  i n i t i a t e d  a n d  m i l l  b e  m a i n t a i n e d  
u n t i l  t h e  c o n c l u s i o n  o f  t h s  c a s e .  

W h i l e  t h e  a c c o u n t i n q  o f  d i s c l o s u r e s ,  when m a i n t a i n e d  a p a r t  f r o m  t h e  
r e c o r d ,  m i g h t  b e  c o n s i d e r e d  a s y s t e a  o f  r e c o r d s  u n d e r  t h e  Act, t h i s  
c o u l d  l e a d  t o  t h e  s i t u a t i o n  o f  h a v i n g  t o  m a i n t a i n  a n  a c c o u n t i n g  o f  
d i s c l o s u r e s  f rom t h e  o r i g i n a l  a c c o u n t i n g  a n d  h a v i n g  t o  m a i n t a i n  t h a t  
s e c o n d  a c c o u n t i n g  f o r  f i v e  y e a r s ,  etc. Note t h a t  s u b s e c t i o n  (c)(3) 
g i v e s  a n  i n d i v i d u a l  a r i g h t  o f  a c c e s s  t o  t h e  a c c o u n t i n g  w h i c h  wou ld  
n o t  h a v e  b e e n  n e c e s s a r y  i f  t h e  a c c o u n t i n g  were c o n s i d e r e d  a  s e p a r a t e  
s y s t e m  o f  r e c o r d .  T h e r e f o r e ,  it would  seem t h a t  t h e  i n t e n t  was t o  
v i e w  t h e  a c c o u n t i n g  o f  d i s c l o s u r e s  a s  o t h e r  t h a n  a s y s t e m  o f  r e c o r d s  
a n d  t o  c o n c l u d e  t h a t  a n  a c c o u n t i n g  n e e d  n o t  b e  m a i n t a i n e d  f o r  
d i s c l o s u r e s  f rom t h e  a c c o u n t i n g  o f  d i s c l o s u r e s .  

S u b s e c t i o n  ( c )  ( 2 )  " R e t a i n  t h e  a c c o u n t i n g  made u n d e r  p a r a g r a p h  (1 )  
o f  t h i s  s u b s e c t i o n  f o r  a t  l e a s t  f i v e  y e a r s  o r  t h e  l i f e  o f  t h e  
r e c o r d ,  w h i c h e v e r  is l o n g e r ,  a f t e r  t h e  d i s c l o s u r e  f o r  w h i c h  t h e  
a c c o u n t i n g  is made; 
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T h e  p u r F o s e s  o f  t h e  a c c o u n t i n g  a r e  (1)  t o  a l l o w  i n d i v i d u a l s  t o  l e a r n  
t o  whom r e c o r d s  a b o u t  t h e m s e l v e s  h a v e  b e e n  d i s c l o s e d  ( s u b s e c t i o n  
( c )  ( 3 ) ) ;  ( 2 )  t o  p r o v i d e  a  b a s i s  f o r  s u b s e q u e n t l y  a d v i s i n g  r e c i p i e n t s  
o f  r e c o r 3 s  o f  a n y  c o r r e c t e d  o r  d i s p u t e d  r e c o r d s  ( s u b s e c t i o n  ( c )  ( 4 ) ) ;  
a n d  (3) t o  p r o v i d e  a n  a u d i t  t r a i l  f o r  s u b s e q u e n t  r e v i e v s  o f  a g e n c y  
c o m p l i a n c e  w i t h  s u b s e c t i o n  ( b )  ( c o n d i t i o n s  of  d i s c l o s u r e ) .  A s  
d i s c u s s e d  a b o v e ,  w i t h  r e s p e c t  t o  m a i n t a i n i n g  t h e  a c c o u n t i n g ,  t h e  
a c c o u n t i n g  n e e d  n o t  b e  r e t a i n e d  o n  a r e c o r d  b y  r e c o r d  b a s i s  a s  l o n g  a s  
t h e  p r o c e d u r e s  a d o p t e d  by t h e  a g e n c y  p e r m i t  i t  t o  s a t i s f y  t h e s z  
o b j e c t i v e s .  R h i l e  t h e  a c c o u n t i n g  is r e q u i r e d  t o  b e  m a i n t a i n e d  f o r  a t  
l eas t  f i v e  y e a r s ,  n o t h i n g  i n  t h e  Act r e q u i r e s  t h e  r e t e n t i o n  o f  t h e  
r e c o r d  i t s e l f  w h e r e  t h e  r e c o r d  c o u l d  o t h e r w i s e  l a w f u l l y  b e  d i s p o s e d  o f  
s o o n e r .  

T h e  a c c o u n t i n g  is r e q u i r e d  t o  b e  r e t a i n e d  f o r  f i v e  y e a r s  f r o m  t h e  d a t e  
o f  t h e  d i s c l o s u r a  u n l e s s  t h e  r e c o r d  is r e t a i n e d  l o n g e r .  R e c o r d  
r e t e n t i o n  s t a n d a r d s  r e m a i n  a s  p r e s c r i b e d  i n  a p p l i c a b l e  l a w  a n d  GSA 
r e g u l a t i o n s .  

S u b s e c t i o n  ( c )  (3 )  " E x c e p t  f o r  d i s c l a s u r e s  made u n d e r  s u b s e c t i o n  
( b ) ( 7 )  o f  t h i s  s e c t i o n ,  make t h e  a c c o u n t i n g  made u n d e r  p a r a g r a p h  
(1) o f  t h i s  s u b s g c t i o n  a v a i l a b l e  t o  t h e  i n d i v i d u a l  named i n  t h e  

r e c o r d  a t  h i s  r e q u e s t ; "  

Upcn r e q u e s t  o f  t h e  i n d i v i d u a l  t o  whom t h e  r e c o r d  p e r t a i n s  a n  a g e n c y  
m u s t  make a v a i l a b l e  t o  t h a t  i n d i v i d u a l  a l l  i n f o r m a t i o n  i n  i ts 
a c c o u n t i n g  o f  d i s c l o s u r e s  e x c e p t  t h o s e  p e r t a i n i n g  t o  d i s c l o s u r e s  t o  
a n o t h e r  a g e n c y  o r  g o v e r n n e n t  i n s t r u m e n t a l i t y  f o r  law e n f o r c e m e n t  
p u r p o s e s  p u r s u a n t  t o  s u b s e c t i o n  (b )  ( 7 )  u n l e s s  t h e  s y s t e m  h a s  b e e n  
e x e m p t e d  f r o m  t h i s  p r o v i s i o n  p u r s u a n t  t o  s u b s e c t i o n s  ( j )  . o r  (k). 
A g e n c i e s  may w i s h  t o  m a i n t a i n  t h e  a c c o u n t i n g  o f  d i s c l o s u r e  I n  s u c h  a  
manner  t h a t  n o t a t i o n s  o f  d i s c l o s u r e s  p u r s u a n t  t o  (b )  (7) a r e  r e a d i l y  
s e g r e g a b l e  i n  o r d e r  t o  f a c i l i t a t e  t i m e l y  release o f  t h e  d i s c l o s u r e  
a c c o u n t i n g  when r e q u e s t e d  by t h e  i n d i v i d u a l .  S i n c e  t h e  a c c o u n t i n g  
w i l l  o f t e n  n o t  b e  m a i n t a i n e d  i n  a  f o r m  w h i c h  is r e a d i l y  c o m p r e h e n s i b l e  
t o  t h e  i n d i v i d u a l ,  t h e  p r o c e s s  o f  ' Imakiny t h e  a c c o u n t i n g  a v a i l a b l e n  
may e n t a i l  some t r a n s f o r m a t i o n  o f  t h e  a c c o u n t i n g  by t h e  a g e n c y  s o  a s  
t o  make it i n t e l l i g i b l e  t o  t h e  i n d i v i d u a l .  T h i s  n a y  r e q u i r e  t h e  
a g e n c y  t o  c o m p i l e ,  f r o m  t h a  a c c o u n t i n g ,  a  list o f  t h o s e  t o  whom t h e  
r e c o r d  was  d i s c l o s e d .  

INFORHING PRIOR RECIPIENTS OF CORRECTED OH DISPUTED RECORDS 

S u b s e c t i o n  ( c )  ( 4 )  " I n f o r m  a n y  p e r s o n  o r  o t h e r  a g e n c y  a b o u t  a n y  
c o r r e c t i o n  o r  n o t a t i o n  of d i s p u t e  made by t h e  a g e n c y  i n  
a c c o r d a n c e  w i t h  s u b s e c t i o n  (d )  o f  t h i s  s e c t i o n  o f  a n y  r e c o r d  t h a t  
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h a s  beer1 d i s c l o s e , l  t o  t h e  p e r s o u  o k  a g e n c y  i f  a n  a c c o u n t i n g  o f  
t h e  d i s c l o s u r e  was  made." 

When a r e c o r d  i s  c o r r e c t e d  a t  t h e  r e q u e s t  o f  a n  i n d i v i d u a l  a c t i n g  i n  
a c c o r d a n c e  w i t h  s u b s e c t i o n  ( d ) ( 2 )  o r  a s t a t e m e n t  o f  d i s p u t e  is f i l e d  
a s  p r o v i d a d  i n  s u b s e c t i o n  ( d )  ( 3 ) .  t h e  a q e n c y  m a i n t a i n i n g  t h e  r e c o r d  
s h a l l  n o t i f y  e a c h  a g e n c y  o r  p e r s o n  t o  w h i c h  t h e  r e c o r d  h a s  b e e n  
d i s c l o s e d  o f  t h e  e x a c t  n a t u r e  o f  t h e  c o r r e c t i o n  o r  t h a t  a n o t a t i o n  o f  
d i s p u t e  h a s  beexi made. I f  t h e  r e c i p i e n t  w a s  a n o t h e r  a g e n c y ,  t h a t  
a g e n c y  is r e q u i r e d ,  i n  t u r n , t o  n o t i f y  t h o s e  t o  whom it d i s c l o s e d  t h e  
r e c o r d .  

T h i s  r e y u i r e m e n t  d o e s  n o t  a p p l y  t o  d i s c l o s u r e s  t o  p e r s o n n e l  w i t h i n  t h e  
a g e n c y  w i t h  a " n e e d  t o  know" o r  t o  t h e  p u b l i c  u n d e r  t h e  F reedom o f  
I n f o r m a t i o n  Act ( s u b s z c t i o n s  ( b )  ( 1 )  a n d  ( 2 ) )  o r  t o  d i s c l o s u r e s  made 
p r i o r  t o  S e p t e m b e r  2 7 ,  1 9 7 5  f o r  w h i c h  n o  a c c o u n t i l ~ g  was made. ( N o t e  
t h a t  t h e  l d n g u a g c  i n  s u b s e c t i o n  ( c )  (4 )  d i f f e r s  f r o m  t h e  c o r r e s p o n d i n g  
l a n y u a g e  i n  H . R .  1 6 3 7 3  s o  t h a t  t h e  H o u s e  r e p o r t  d i s c u s s i o n  o f  t h i s  
p r o v i s i o n  is n o  l o n g z r  a p p l i c a b l e ) .  

G i v e n  t h e  d e f i n i t i o n  o f  " r e c o r d "  ( a  r e c o r d  may b e  c o n s t r u e d  t o  b e  a 
p a r t  o f  a n o t h e r  r e c o r d )  a n d  t h e  l a n g u a g e  o f  s u h s a c t i o n  ( d )  ( 4 ) .  b e l o w ,  
it w o u l d  a p p e a r  t h a t  t h e  n o t i f i c a t i o n  o f  c o r r e c t i o n  o r  o f  t h e  f i l i n g  
o f  a  s t a t e m e n t  o f  d i s a g r e e m e n t  is r e y u i r e d  o n l y  t o  t h e  e x t e n t  t h a t  t h e  
c o r r e c t i o n  o r  d i s a q r e a m e r ~ t  p e r t a i n s  t o  t h e  i n f o r m a t i o n  a c t u a l l y  
d i s c l o s e d ;  i . e . ,  r e c i p i e n t s  o f  a p o r t i o n  o f  a r e c o r d  o t h e r  t h d n  t h e  
p o r t i o n  w h i c h  is s u b s e q u e n t l y  c o r r e c t e d  o r  d i s p u t e d  n e e d  n o t  b e  
i n f o r m e d .  Where t h e r e  is a n y  d o u b t  a s  t o  w h e t h e r  t h e  c o r r e c t e d  
i n f o r m a t i o n  was i n c l u d e d  I n  o r  m i g h t  b e  r e l e v a n t  t o  a  p r e v i o u s  
d i s c l o s u r e ,  a g e n c i e s  s h o u l d  n o t i f y  t h e  r e c i p i e n t s  i n  q u e s t i o n .  

T h e  l a n g u a g e  o f  t h i s  s u b s e c t i o n  e x p l i c i t l y  r e q u i r e s  o n l y  t h a t  p r i o r  
r e c i p i e n t s  b e  n o t i f i e d  o f  c o r r e c t i o n s  made p u r s u a n t  t o  a r e q u e s t  t o  
amend  a  r e c o r d  b y  a n  i n d i v i d u a l  a n d  d o e s  n o t  a d d r e s s  r e c o r d s  c o r r e c t e d  
f o r  o t h e r  r e a s o n s ;  e . g . ,  a g e n c y  s t a f f  d e t e c t s  a r r o n e o u s  d a t a  o r  a 
t h i r d  p a r t y  s o u r c e  p r o v i d e s  c o r r e c t e d  i n f o r m a t i o n .  N e v e r t h e l e s s ,  
a g e n c i e s  a r e  e n c o u r a g e d  t o  p r o v i d e  c o r r e c t e d  i n f o r m a t i o n  t o  p r e v i o u s  
r e c i p i e n t s ,  i r r e s p e c t i v e  o f  t h e  m e a n s  by w h i c h  t h e  c o r r e c t i o n  w a s  made 
w h e n e v e r  it is  deemed  f e a s i b l e  t o  do  s o  i f  i n f o r m a t i o n  i n c l u d e d  i n  a 
p r e v i o u s  d i s c l o s u r e  was  c h a n g e d  p a r t i c u l a r y  when t h e  a g e n c y  is  a w a r e  
t h a t  t h e  c o r r e c t i o n  is r e l e v a n t  t o  t h e  r e c i p i e n t ' s  u s e s  i r r e s p e c t i v e  
o f  t h e  means  by w h i c h  t h e  c o r r e c t i o n  is made. 
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S u b s e c t i o n  ( d )  


ACCESS TO RECORDS 


S u b s e c t i o n  (d )  ' #Each  a g e n c y  t h a t  m a i n t a i n s  a s y s t e m  o f  r e c o r d  
s h a l l - - "  

Subsection (d)  (1)  "Upon r e q u e s t  by a n  i n d i v i d u a l  t o  g a i n  access 
t o  h i s  r e c o r d  o r  t o  a n y  i n f o r m a t i o n  p e r t a i n i n g  t o  him w h i c h  is  
c o n t a i n e d  I n  t h e  s y s t e m ,  p e r m i t  him a n d  upon  h i s  r e q u e s t ,  a 
p e r s o n  o f  h i s  own c h o o s i n g  t o  a c c o m p a n y  h im,  t o  r e v i e w  t h e  r e c o r d  
a n d  h a v e  a c o p y  made o f  a l l  o r  a n y  p o r t i o n  t h e r e o f  i n  a f o r m  
c o m p r e h e n s i b l e  t o  h im,  e x c l p t  t h a t  t h e  a g e n c y  may r e q u i r e  t h e  
i n d i v i d u a l  t o  f u r n i s h  a w r i t t e n  s t a t e m e n t  a u t h o r i z i n g  d i s c u s s i o n  
o f  t h a t  i n d i v i d u a l Q s  r e c o r d  i n  t h e  a c c o m p a n y i n g  p e r s o n ' s  
p r e s e n c e ; "  

An a g e n c y  mus t ,  upon  r e q u e s t ;  (1) i n f o r m  a n  i n d i v i d u a l  w h e t h e r  a 
s y s t e m  o f  r e c o r d s  c o n t a i n s  a  r e c o r d s  or r e c o r d s  p e r t a i n i n g  to  h im,  (2)
p e r m i t  a n  i n d i v i d u a l  t o  r e v i e w  a n y  r e c o r d  p e r t a i n i n g  t o  him w h i c h  1s 
c o n t a i n e d  i n  a s y s t e m  o f  r e c o r d s ,  (3) p e r m i t  t h e  i n d i v i d u a l  to  b e  
a c c o m p a n i e d  f o r  t h e  p u r p o s e  b y  a  p e r s o n  o f  h i s  c h o o s i n g ,  a n d  ( 4 ) p e r m i t  
t h e  i n d i v i d u a l  t e  o b t a i n  a c o p y  o f  a n y  s u c h  r e c o r d  i n  a f o r m  
c o m p r e h e n s i b l e  t o  him a t  a r e a s o n a b l e  c o s t .  T h i s  p r o v i s i o n  i t  s h o u l d  
h e  n o t e d ,  g i v e s  a n  i n d i v i d u a l  t h e  r i g h t  of access o n l y  t o  r e c o r d s  
w h i c h  a r e  c o n t a i n e d  i n  a n  s y s t e m  o f  r e c o r d s .  S e e  ( a )  ( 5 ) .  a b o v e .  

T h i s  l a n g u a g e  f u r t h e r  s u g g e s t s  t h a t  t h e  C o n g r e s s  d i d  n o t  i n t e n d  t o  
r e q u i r e  t h a t  a n  i n d i v i d u a l  b e  g i v e n  a c c e s s  t o  i n f o r m a t i o n  w h i c h  t h e  
a g e n c y  d o e s  n o t  r e t r i e v e  b y  r e f e r e n c e  t o  h i s  o r  h e r  name o r  some  o t h e r  
i d e n t i f y i n g  p a r t i c u l a r .  S e e  s u b s e c t i o n  ( a )  ( 5 ) .  If a n  i n d i v i d u a l  i s  
named i n  a r e c o r d  a b o u t  s o m e o n e  e l s e  ( o r  some  o t h e r  t y p e  o f  e n t i t y )  
a n d  t h e  a g e n c y  o n l y  r e t r i e v e s  t h e  p o r t i o n  p e r t a i n i n g  t o  h i s  by 
r e f e r e n c e  t o  t h e  o t h e r  p e r s o n ' s  name (or some  o r g a n i z a t i o n / s u b j e c t  
i d e n t i f i e r ) ,  t h e  a g e n c y  is n o t  r e q u i r e d  t o  g r a n t  him a c c e s s .  I n d e e d ,  
i f  t h i s  were n o t  t h e  c a s e ,  i t  u o u l d  b e  n e c e s s a r y  t o  e s t a b l i s h  
e l a b o r a t e  c r o s s - r e f e r e n c e s  among r e c o r d s ,  t h e r e b y  i n c r e a s i n g  t h e  
p o t e n t i a l  f o r  p r i v a c y  a b u s e s .  T h e  f o l l o w i n g  e x a m p l e s  i l l u s t r a t e  some  
a p p l i c a t i o n s  o f  t h i s  s t a n d a r d .  

1. A r e c o r d  o n  J o a n  Doe a s  a n  e m p l o y e e  i n  a f i l e  o f  e m p l o y e e s  f r o m  
u h i c h  m a t e r i a l  i s  a c c e s s e d  b y  r e f e r e n c e  t o  h e r  name ( o r  some  
i d e n t i f y i n g  n u m b e r ) .  T h i s  is t h e  s l m p l c s t  c a s e  o f  a  r e c o r d  i n  a s y s t e m  
o f  r e c o r d s  a n d  J o a n  Doe wou ld  h a v e  a  r i g h t  o f  a c c e s s .  

2. A r e f e r e n c e  t o  J o a n  Doe i n  a 	 r e c o r d  a b o u t  J a m e s  S m i t h  i n  t h e  same 
f i l e .  	 T h i s  i s  a l s o  a  r e c o r d  v i t h i n  a  s y s t e n  b u t  J o a n  Doe w o u l d  n o t  
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h a v e  t o  b e  g r a n t e d  a c c e s s  u n l e s s  t h e  a g e n c y  h a d  d e v i s e d  a n d  u s e d  a n  
i n d e r i n g  c a p a b i l i t y  t o  g a i n  a c c e s s  t o  ' h e r  r e c o r d  i n  J a m e s  S m i t h ' s  
f i l e .  

3 .  A r e c o r d  a b o u t  J o a n  Dae i n  a c o n t r a c t  s o u r c e  e v a l u a t i o n  f i l e  a b o u t  
h e r  e m p l o y e r ,  C o r p o r a t i o n  X ,  u h i c h  i s  n o t  a c c e s s e d  b y  r e f e r e n c e  t o  
i n d i v i d u a l s '  names,  or o t h e r  i n d e n t i f y i n g  p a r t i c u l a r s .  T h i s  is a 
r e c o r d  w h i c h  is n o t  i n  a  s y s t e m  o f  r e c o r d s  a n d ,  t h e r e f o r e ,  J o a n  Doe 
wou ld  n o t  h a v e  a r i g h t  o f  a c c e s s  t o  i t .  I f ,  a s  i n  2 ,  a b o v e ,  a n  
i n d e r i n g  c a p a b i l i t y  were d e v e l o p e d  a n d  u s e d ,  h o v k v e r ,  s u c h  a s y s t e m  
u n u l d  become a  S y s t e m  o f  r e c o r d s  t o  u h i c h  J o a n  Doe mould h a v e  a r i g h t  
of a c c e s s .  

A g e n c i e s  may e s t a b l i s h  fees f o r  mak ing  c o p i e s  o f  a n  i n d i v i d u a l ' s  
r e c o r d  b u t  n o t  f o r  t h e  c o s t  o f  s e a r c h i n g  fo r  a r e c o r d  or r e v i e v i n g  i t  
( s u b s e c t i o n  ( f )  ( 5 ) ) .  When t h e  a g e n c y  m a k e s  a c o p y  o f  a r e c o r d  a s  a  

n e c e s s a r y  p a r t  o f  i ts p r o c e s s  o f  m a k i n g  t h e  r e c o r d  a v a i l a b l e  f o r  
r e v i e w  ( a s  d i s t i n g u i s h e d  f r o m  r a s p o n d i n g  t o  a r e q u e s t  by a n  i n d i v i d u a l  
f o r  a c o p y  o f  a r e c o r d ) ,  n o  f e e  may b e  c h a r g e d .  It s h o u l d  b e  n o t e d  
t h a t  t h i s  p r o v i s i o n  d i f f e r s  f r o m  t h e  a c c e s s  a n d  f e e s  p r o v i s i o n s  o f  t h e  
F r e e d o m  o f  I n f o r m a t i o n  Act. 

T h e  q r a n t i n g - g f - s r ~ g - i a ~  n o t  b e  c o n d i t i o n e d  upon  a n y  r e q u i r e m e n t  t g  
s t a t e  a  r e a s q q  o r  t h e  n e e d  t o  q a i n  access.- o t h e r w i s e  j u s t i f y  

A g e n c i e s  s h a l l  e s t a b l i s h  r e q u i r e m e n t s  t o  v e r i f y  t h e  i d e n t i t y  o f  t h e  
r e q u e s t o r .  Such  r e q u i r e m e n t s  s h a l l  b e  k e p t  t o  a minimum. They  s h a l l  
o n l y  b e  e s t a b l i s h e d  when n e c e s s a r y  r e a s o n a b l y  t o  a s s u r e  t h a t  a n  
i n d i v i d u a l  i s  n o t  i m p r o p e r l y  g r a n t e d  a c c e s s  t o  r e c o r d s  p e r t a i n i n g  t o  
a n o t h e r  i n d i v i d u a l  a n d  s h a l l  u o t  u n d u l y  i m p e d e  t h e  i n d i v i d u a l ' s  r i g h t  
of a c c e s s .  P r o c e d u r e s  f o r  v e r i f y i n q  i d e n t i t y  w i l l  v a r y  d e p e n d i n g  upon  
t h e  n a t u r e  o f  t h e  r e c o r d s  t o  w h i c h  a c c e s s  is s o u g h t .  F o r  e x a m p l e ,  n o  
v e r i f i . c a t i c n  o f  i d e n t i t y  w i l l  b e  r e q u i r e d  o f  i n d i v i d u a l s  s e e k i n g  
access t o  r e c o r d s  w h i c h  a r e  o t h e r w i s e  a v a i l a b l e  t o  a n y  member o f  t h e  
p u b l i c  u n d e r  5  U.S.C. 5 5 2 ,  t h e  F reedom o f  I n f o r m a t i o n  Act. However ,  
f a r  m o r e  s t r i n g e n t  m e a s u r e s  s h o u l d  b e  u t i l i z e d  u h e n  t h e  r e c o r d s  s o u g h t  
t o  b e  a c c e s s e d  are  m e d i c a l  o r  o t h e r  s e n s i t i v e  r e c o r d s .  

F o r  i n d i v i d u a l s  who s e e k  a c c e s s  i n  p e r s o n ,  r e q u i r e m e n t s  f o r  
v e r i f i c a t i o n  o f  i d e n t i t y  s h o u l d  b e  l i m i t e d  t o  i n f o r m a t i o n  o r  d o c u m e n t s  
w h i c h  a n  i n d i v i d u a l  is l i k e l y  t o  h a v e  r e a d i l y  a v a i l a b l e  ( e .g . ,  a 
d r i v e r ' s  l i c e n s e ,  e m p l o y e e  i d e n t i f i c a t i o n  c a r d ,  U e d i c a r e  c a r d ) .  
However ,  i f  t h e  i n d i v i d u a l  c a n  p r o v i d e  n o  o t h e r  s u i t a b l e  
d o c u m e n t a t i o n ,  t h e  a g e n c y  s h o u l d  r e q u e s t  a s i g n e d  s t a t e m e n t  f r o m  t h e  
i n d i v i d u a l  a s s e r t i n g  h i s  o r  h e r  i d e n t i t y  a n d  s t i p u l a t i n g  t h a t  t h e  
i n d i v i d u a l  u n d e r s t a n d s  t h a t  k n o u i n q l y  o r  w i l l f u l l y  s e e k i n g  o r  
o b t a i n i n g  a c c e s s  t o  r e c o r d s  abou t .  a n o t h e r  i n d i v i d u a l  u n d e r  f a l s e  
p r e t e n s e s  i s  p u n i s h a b l e  by a f i n e  o f  up t o  S 5 , 0 0 0 .  ( S u b s e c t i o n  
( i )  ( 3 )  1 .  

F o r  s y s t e m s  t o  v h i c h  a c c e s s  i s  g r a n t e d  b y  m a i l  ( b y  v i r t u e  o f  t h e i r  
l o c a t i o n )  v e r i f i c a t i o n  o f  i d e n t i t y  may c o n s i s t  o f  t h e  p r o v i d i n g  o f  
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c e r t a i n  minimum i d e n t i f y l n q  d a t a ;  e . q . ,  name, d a t e  o f  b i r t h ,  o r  s y s t e m  
p e r s o n a l  i d e n t i f i e r  ( i f  known t o  t h e  i n d i v i d u a l ) .  Where t h e  
s e n s i t i v i t y  o f  t h e  d a t a  w a r r a n t s  it: ( f . e . ,  u n a u t h o r i z e d  a c c e s s  c o u l d  
c a u s e  harm o r  e m b a r r a s s m e n t  t o  t h e  i n d i v i d u a l ) ,  a s i g n e d  n o t a r i z e d  
s t a t e m e n t  n a y  b e  r e q u i r e d  o r  o t h e r  r e a s o n a b l e  m e a n s  o f  v e r i f y i n g  
i d e n t i t y  w h i c h  t h e  a g e n c y  may d e t e r m i n e  t o  b e  n e c e s s a r y ,  d e p e n d i n g  o n  
t h e  d e g r e e  o f  s e n $ i t i v i t y  o f  t h e  d a t a  i n v o l v e d .  

N o b L h a t  s e c t i o n  7 Of t h e  Act f o r b i d s  a n  a s e n c v  t o  d e n v  a n  i n d i v i d u a l  
G y  r i u h t  t o  a  r e c o r d )  f o r  r e f u s i n u  t o  d i s c l o s eL i n c l u 4 & ~ j ~ ~ s s  a 
sggh_al--Ss~azifI-N u m b e r - ~ - ~ & o s u r e  is r e q u i r e d  bv F e d e r a l  -s x t u t e  o r  b v  o t h e r  laws o r  r e u u l a t i o n s  ad0ptg.d  p r i o r  t~ J a n u a r v  1, 
1975. 

A g e n c i e s  a r e  a l s o  p e r m i t t e d  t o  r e q u i r e  t h a t  a i l  i n d r v i d u a l  who w i s h e s  
t o  b e  a c c o m p a n i e d  by a n o t h e r  p e r s o n  when r e v i e w i n g  a r e c o r d  f u r n i s h  a 
w r i t t e n  s t a t e m e n t  a u t h o r i z i n g  d i s c u s s i o n  o f  h i s  o r  h e r  r e c o r d  i n  t h e  
p r e s e n c e  o f  t h e  a c c o n p a n y i u g  p e r s o n .  T h i s  p r o v i s i o n  may n o t  b e  u s e d  
t o  r e q u i r e  t h a t  i n d i v i d u a l s  who r e q u e s t  a c c e s s  a n d  w i s h  t o  a u t h o r i z e  
o t h e r  p e r s o n s  t o  a c c o m p a n y  them p r o v i d e  a n y  r e a s o n s  f o r  t h e  a c c e s s  o r  
f o r  t h e  a c c o m p a n y i n g  p e r s o n ' s  p r e s e n c e .  It is d e s i g n e d  t o  a v o i d  
d i s p u t e s  o v e r  w h e t h e r  t h e  i n d i v i d u a l  g r a n t e d  p e r m i s s i o n  f o r  d i s c l o s u r e  
o f  i n f o r m a t i o n  t o  t h e  a c c o m p a n y i n g  p e r s o n .  

Agency p r o c e d u r e s  f o r  c o m p l y l n q  w i t h  t h e  i n d i v i d u a l  a C c e s s  p r o v i s i o n s  
w i l l  n e c e s s a r i l y  v a r y  d e p e n d i n g  upon  t h e  s i ze  a n d  u a t u r e  of t h e  s y s t e m  
o f  r e c o r d s .  L a r g e  c o m p u t e r - b a s e d  s y s t e m s  o f  r e c o r d s  c l e a r l y  r e q u i r e  a  
d i f f e r e n t  a p p r o a c h  t h a n  d o  s m a l l ,  r e g i o n a l l y  d i s p e r s e d ,  m a n u a l l y  
m a i n t a i n e d  s y s t e m s .  N e v e r t h e l e s s  t h e  b a s i c  r e q u i r e m e n t s  are c o n s t a n t ,  
n a m e l y  t h e  r i g h t  o f  t h e  i n d i v i d u a l  t o  h a v e  a c c e s s  t o  a r e c o r d  
p e r t a i n i n g  t o  h i m  a n d  t o  h a v e  a c o p y  made o f  a l l  or a n y  p o r t i o n  o f  
s u c h  r e c o r d s  i n  a fo rm w h i c h  is c o m p r e h e n s i b l e  t o  him.  P u t t i n q  
i n f o r m a t i o n  i n t o  a c o m p r e h e n s i b l e  f o r m  s u g g e s t s  c o n v e r t i n g  c o m p u t e r  
c o d e s  t o  t h e i r  l i t e r a l  m e a u i n g  b u t  n o t  n e c e s s a r i l y  a n  e x t e n s i v e  
t u t o r i a l  i n  t h e  a g e n c y ' s  p r o c e d u r e s  i n  w h i c h  t h e  r e c o r d  is u s e d .  

N e i t h e r  t h e  r e q u i r e m e n t s  t o  g r a n t  a c c e s s  n o r  t o  p r o v i d e  c o p i e s  
n e c e s s a r i l y  r e q u i r e  t h a t  t h e  p h y s i c a l  r e c o r d  i t s e l f  b e  made a v a i l a b l e .  
T h e  f o r m  i n  w h i c h  t h e  r e c o r d  i s  k e p t  ( e .g . ,  o n  m a g n e t i c  t a p e )  or t h e  
c o n t e x t  o f  t h e  r e c o r d  (e.g.,  a c c e s s  t o  a  d o c u m e n t  may d i s c l o s e  r e c o r d s  
a b o u t  o t h e r  individuals w h i c h  a r e  n o t  r e l e v a n t  t o  t h e  r e q u e s t )  may 
r e q u i r e  t h a t  a r e c o r d  b e  e x t r a c t e d  o r  t r a n s l a t e d  i n  some m a n n e r ;  e . g . ,  
t o  e x p u n g e  t h e  i d e n t i t y  o f  a c o n f i d e n t i a l  s o u r c s .  Whenever  p o s s i b l e ,  
h o w e v e r ,  t h e  r e q u e s t e d  r e c o r d  s h o u l d  b e  made a v a i l a b l e  i n  t h e  f o r m  i n  
u h i c h  it i s  maintained by  t h e  a g e n c y  a n d  t h e  e x t r a c t i o n  or t r a n s l a t i o n  
p r o c e s s  may n o t  b e  u s e d  t o  w i t h h o l d  i n f o r m a t i o n  i n  a r e c o r d  a b o u t  t h e  
i n d i v i d u a l  who r e q u e s t s  i t  u n l e s s  t h e  d e n i a l  o f  a c c e s s  is s p e c i f i c a l l y  
p r o v i d e d  f o r  u n d e r  r u l e s  i s s u e d  p u r s u a n t  t o  o n e  o f  t h e  e x e m p t i o n  
p r o v i s i o n s  ( s u b s e c t i o n s  ( j )  a n d  (k)). 

s u b s e c t i o n  ( f )  (3)  p r o v i d e s  t h a t  a g e n c i e s  may e s t a b l i s h  "a  s p e c i a l  
p r o c e d u r e ,  i f  f o r  t h e  d i s c l o s u r e  t o  i n d i v i d u a ldeemed n e c e s ~ a r y , ~  a n  
o f  m e d i c a l  r e c o r d s ,  i n c l u d i n g  p s y c h o l o g i c a l  r e c o r d s ,  p e r t a i n i n g  t o  
him." I n  a d d r e s s i n g  t h i s  p r o v i s i o n  t h e  House  committee s a i d :  
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" I f ,  i n  t h e  j u d g m e n t  o f  t h e  a g e n c y ,  t h e  t r a n s m i s s i o n  o f  m e d i c a l  
i n f o r m a t i o n  d i r e c t l y  t o  a  r e q u e s t i n g  i n d i v i d u a l  c o u l d  h a v e  a n  
a d v e r s e  e f f e c t  up011 s u c h  i n d i v i d u a l ,  t h e  r u l e s  w h i c h  t h e  a g e n c y  
p r o a u l q a t e s  s h o u l d  p r o v i d e  m e a n s  w h e r e b y  a n  i n d i v i d u a l  who u o u l d  
b e  a d v e r s e l y  a f f e c t e d  by r e c e i p t  o f  s u c h  d a t a  may b e  a p p r i s e d  o f  
i t  i n  a manner  w h i c h  w o u l d  n o t  c a u s e  s u c h  a d v e r s e  e f f e c t s .  An 
e x a m p l e  of  a r u l e  s e r v i n g  s u c h  p u r p o s e  wou ld  b e  t r a n s m i s s i o n  t o  a  
d o c t o r  named by t h e  r e q u e s t i n g  i n d i v i d u a l . "  (House  R e p o r t  93-
1 4 1 6 ,  pp.  16-17)  

T h u s ,  w h i l e  t h e  r i g h t  o f  i n d i v i d u a l s  t o  h a v e  a c c e s s . t o  m e d i c a l  a n d  
p y c h o l o g i c a l  r e c o r d s  p e r t a i n i n g  t o  them i s  c l e a r ,  t h e  n a t u r e  a n d  
c i r c u m s t a n c e s  o f  t h e  d i s c l o s u r e  n a y  w a r r a n t  s p e c i a l  p r o c e d u r e s .  

W h i l e  t h e  Act p r o v i d e s  n o  s p e c i f i c  g u i d a n c e  o n  t h i s  s u b j e c t ,  a g e n c i e s  
s h o u l d  a c k n o w l e d g e  r e q u e s t s  f o r  a c c e s s  t o  r e c o r d s  w i t h i n  10 d a y s  o f  
r e c e i p t  of t h e  r e q u e s t  ( e x c l u d i n g  S a t u r d a y s ,  S u n d a y s ,  a n d  l e g a l  p u b l i c  
h o l i d a y s ) .  W h e r e v e r  p r a c t i c a b l e ,  t h a t  a c k n o v l e d g e a e n t  s h o u l d  i n d i c a t e  
w h e t h e r  o r  n o t  a c c e s s  c a n  b e  g r a n t e d  a n d ,  i f  s o ,  when. When a c c e s s  is 
t o  b e  g r a n t e d ,  a g e n c i e s  m i l l  n o r m a l l y  p r o v i d e  a c c e s s  t o  a r e c o r d  
w i t h i n  30 d a y s  ( e x c l u d i n g  S a t u r d a y s ,  S u n d a y s ,  a n d  l e g a l  p u b l i c  
h o l i d a y s )  u n l e s s ,  f o r  g o o d  c a u s e  s h o u n ,  t h e y  are u n a b l e  t o  d o  s o ,  i n  
w h i c h  c a s e  t h e  i n d i v i d u a l  s h o u l d  b e  i n f o r m e d  i n  w r i t i n g  w i t h i n  30 d a y s  
a s  t o  t h o s e  r e a s o n s  a n d  when it is  a n t i c i p a t e d  t h a t  a c c e s s  w i l l  b e  
g r a n t e d .  A "good  c a u s e n  m i g h t  b e  t h e  f a c t  t h a t  t h e  r e c o r d  i s  i n a c t i v e  
a n d  s t o r e d  I n  a r e c o r d s  c e n t e r  a n d ,  t h e r e f o r e ,  n o t  a s  r e a d i l y  
a c c e s s i b l e .  S e e  s u b s e c t i o n  ( 1 )  ( 1 ) .  P r e s u m a b l y .  i n  s u c h  cases t h e  r i s k  
o f  a n  a d v e r s e  d e t e r m i n a t i o n  b e i n g  made o n  t h e  b a s i s  o f  a r e c o r d  t o  
w h i c h  access is s o u q b t  a n d  w h i c h  t h e  i n d i v i d u a l  m i g h t  c h o o s e  t o  
c h a l l e n g e  is  r e l a t i v e l y  low.  

REQUESTS FOR. ARENDIYG ESCORDS -- ------.Pa----

S u b s e c t i o n  (d), (?) " P e r m i t  t h e  i n d i v i d u a l  t o  r e q u e s t  amendment  o f  
a r e c o r d  pertaining t o  him and--" 

A g e n c i e s  s h a l l  e s t a b l i s h  p r o c e d u r e s  t o  g i v e  i n d i v i d u a l s  t h e  
o p p o r t u n i t y  t o  r e g u e s t  t h a t  t h e i r  r e c o r d s  b e  amended .  The  p r o c e d u r e s  
may p e r m i t  t h e  i n d i v i d u a l  t o  p r e s e n t  a r e q u e s t  e i t h e r  i n  p e r s o n ,  by 
t e l e p h o n e ,  o r  t h r o u g h  t h e  r a i l  b u t  t h e  p r o c e s s  s h o u l d  n o t  n o r m a l l y  
r e q u i r e  t h a t  t h e  individual p r e s e n t  t h e  r e q u e s t  i n  p e r s o n .  I f  t h e  
a g e n c y  d e e w  i t  a p p r o p r i a t e ,  it may r e q u i r e  t h e  r e q u e s t s  b e  made i n  
w r i t i n g ,  w h e t h e r  p r e s e n t e d  i n  p e r s o n  or t h r o u g h  t h e  m a i l .  
I n s t r u c t i o n s  f o r  t h e  p r e p a r a t i o n  bf a r e q u e s t  a n d  a n y  f o r m s  e m p l o y e d  
s h o u l d  b e  a s  b r i e f  a n d  a s  s i m p l e  a s  p o s s i b l e .  I f  a r e q u e s t  is 
r e c e i v e d  o n  o t h e r  t h a n  a p r e s c r i b e d  f o r m ,  t h e  a g e n c y  s h o u l d  n o t  reject 
it or r e q u e s t  r e s u b m i s s i o n  u n l a s s  a d d i t i o n a l  i n f o r m a t i o n  is e s s e n t i a l  
t o  p r o c e s s  t h e  r e q u e s t .  I n  t h a t  c a s e ,  t h e  i n q u i r y  t o  t h e  i n d i v i d u a l  
s h o u l d  b e  l i m i t e d  t o  o b t a i n i n g  t h e  n e e d e d  a d d i t i o n a l  i n f o r m a t i o n ,  n o t  
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r e s u b m i s s i o n  o f  t h e  entire r e q u e s t .  T n c o m p l e t e  o r  i n a c c u r a t e  r e q u e s t s  
s h o u l d  n o t  b e  r e j e c t e d  c a t e q o r i c a l l y .  TIE i n c t i v i d u a l  s h o u l d  b e  a s k e d  
t o  c l a r i f y  t h o  r e q u e s t  a s  n e e d e d .  R e q u e s t s  p r e s o l ~ t e d  i n  p e r s o n  s h o u l d  
b e  s c r e e n e d  b r i e f l y  w h i l e  t h e  i n d i v i d u a l  is s t i l l  p r e s e n t , ,  w h e r e v e r  
p o s s i b l e ,  t o  a s s u r e  t h a t  t h e  r e q u e s t  i s  c o m p l e t e  so t h a t  c l a r i f i c a t i o n  
may b e  o b t a i n e d  o n  t h e  s p o t .  

T h e s e  p r o v i s i o n s  f o r  Amending r e c o r d s  a r e  n o t  i n t e n d e d  t o  pe-r-mit t h e  
a l t e r a t i o n  o f  e v i d e n c e  p r e s e n t e d  i n  t h e  c o u r s e  o f  j u d i c i a l ,  q u a s i -
j u d i c i a l  o r  q u a s i - l e g i s l a t i v e  p r o c e e d i n g s .  Any c h a n g e s  i n  s u c h  
r e c o r d s  s h o u l d  bs made o n l y  t h r o u g h  t h e  e s t a b l i s h e d  p r o c e d u r e s  
c o n s i s t e n t  w i t h  t h e  a d v e r s a r y  p r o c e s s .  T h e s e  p r o v i s i o n s  a r e  n o t  
d e s i g n e d  t o  p e r m i t  C o l l a t e r a l  a t t a c k  upon  t h a t  wh ich  h a s  a l r e a d y  b e e n  
t h e  s u h j e c t  Of a j u d i c i a l  o r  q u a s i - j u d i c i a l  a c t i o n .  F o r  e x a m p l e ,  t h e s e  
p r o v i s i o n s  a r e  n o t  d e s i g n e d  t o  p e r m i t  a n  i n d i v i d u a l  t o  c h a l l e n g e  a 
c o n v i c t i o n  f o r  a c r i m i n a l  o f f e n s e  r e c e i v e d  i n  a n o t h e r  f o r u m  or t o  
r e o p e n  t h e  a s s e s s m e n t  o f  a t a x  l i a b i l i t y ,  b u t  t h e  i n d i v i d u a l  w o u l d  b e  
a b l e  t o  c h a l l e n g e  t h e  f a c t  t h a t  c o n v i c t i o n  o r  l i a b i l i t y  h a s  b e e n  
i n a c c u r a t e l y  r e c o r d e d  i n  h i s  r e c o r d s .  

T h e  a g e n c y  s h o u l d  a l s o  r r y u i r e  v e r i f i c a t i o n  oL i d e n t i t y  t o  a s s u r e  t h a t  
t h e  r e q u e s t o r s  a r e  s e e k i n g  t o  amend  r e c o r d s  p e r t a i n i n g  t o  t h e m s e l v e s  
a n d  n o t ,  i n a d v e r t e n t l y  o r  i n t e n t i o n a l l y ,  t h e  r e c o r d s  o f .  o t h e r  
i n d i v i d u a l s .  

&QQl&qgsEMENT ~ ~ - ~ E Q ~ C S T STO RHEND RECORDS 

S u b s e c t i o n  ( d )  (2)  (A) ' I l o t  l a t e r  t h a n  1 0  d a y s  ( e x c l u d i n g ,  
S a t u r d a y s ,  S u n d a y s .  a n d  l e g a l  p u b l i c  h o l i d a y s )  a f t e r  t h e  d a t e  o f  
r e c e i p t  o f  s u c h  r e q u e s t ,  a c k n o w l e d g e  i n  w r i t i n g  s u c h  r e c e i p t ;  
a n d "  

A w r i t t e n  a c k n o w l e d g e m e n t  by t h e  a g e n c y  o f  t h e  r e c e i p t  o f  a r e q u e s t  t o  
amend a r e c o r d  a u s t  be  p r o v i d e d  t o  t h o  i n d i v i d u a l  w i t h i n  1 0  d a y s  
( e x c l u d i n q  S a t u r d a y s ,  S u n d a y s ,  a n d  l e g a l  p u b l l c  h o l i d a y s ) .  The  
a c k n o w l e d g e m e n t  s h o u l d  c l e a r l y  d e s c r i b e  t h e  r e q u e s t  ( a  c o p y  o f  t h e  
r e q u e s t  f o r m  may b e  a p p p n d e d  t o  t h e  a c k n o w l e d g ~ m e n t )  a n d  a d v i s e  t h e  
i n d i v i d u a l  when h e  o r  s h e  may e x p e c t  t o  b e  a d v i s e d  o f  a c t i o n  t a k e n  o n  
t h e  r e q u e s t .  

No s e p a r a t e  a c k n o w l e d g e m e n t  o f  r e c e i p t  i s  n e c e s s a r y  i f  t h e  r e q u e s t  c a n  
b e  r e v i e w e d ,  p r o c e s s e d ,  a n d  t h e  i n t i i v i d u a l  a d v i s e d  of t h e  r e s u l t s  o f  
t h e  r e v i e w  ( w h e t h e r  c o m p l i e d  w i t h  o r  d e n i e d )  v i t h i n  t h e  1 0 - d a y  p o r i o d .  

F o r  r e q u e s t s  p r e s e n t e d  i n  p e r s o n ,  w r i t t e n  a c k n o w l e d g e m e n t  s h o u l d  b e  
p r o v i d e d  a t  t h e  time t h a  r e q u e s t  i s  p r e s n n t e d .  
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s u b s e c t i o n  (d )  ( 2 )  (R) ' @ P r o m p t l y ,  e i t h e r  

" ( i )  make a n y  c o r r e c t i o n  o r  a n y  p o r t i o n  t h e r e o f  w h i c h  t h e  
i n d i v i d u a l  b e l i e v e s  is u o t  a c c u r a t e ,  r e l e v a n t ,  t i m e l y ,  o r  
c o m p l e t e :  o r  

" ( i i )  i n t o r m  t h e  i n d i v i d u a l  o f  i ts  r e f u s a l  t o  amend  t h e  
r e c o r d  i n  a c c o r d a n c e  w i t h  h i s  r e q u e s t ,  t h e  r e a s o n  f o r  t h e  
r e f u s a l ,  t h e  p r o c e d u r a s  e s t a b l i s h e d  b y  t h e  a g e n c y  f o r  t h e  
i n d i v i d u a l  t o  r e q u e s t  a r e v i e w  o f  t h e  r e f u s a l  b y  t h e  h e a d  o f  
t h e  a g e n c y  o r  a n  o f f i c e r  d e s i g n a t e d  by t h e  h e a d  o f  t h e  a g e n c y  
a n d  t h e  name a n d  b u s i n e s s  a d d r e s s  o f  t h a t  o f f i c i a l ; "  C 

I n  r e v i e w i n g  a n  i n d i v i d u a l ' s  r e q u e s t  t o  amend a r e c o r d ,  a g e n c i e s  
s h o u l d ,  w h e r e v e r  p r a c t i c a b l e ,  c o m p l e t @  t h e  r e v i e w  a n d  a d v i s e  t h e  
i n d i v i d u a l  o f  t h e  r e s u l t s  w i t h i n  1 0  d a y s  o f  t h e  r e c e i p t  o f  t h e  
r e q u e s t .  P r o m p t  a c t i o n  is n e c e s s a r y  b o t h  t o  a s s u r e  t h a t  r e c o r ' d s  a r e  
a s  a c c u r a t e  a s  p o s s i b l e  a n d  t o  r e d u c e  t h e  a d m i n i s t r a t i v e  e f f o r t  w h i c h  
w o u l d  o t h e r w i s e  b e  i n v o l v e d  i n  i s s u i n g  a  s e p a r a t e  a c k n o w l e d g e m e n t  o f  
t h e  r e c e i p t  o f  t h e  r e q u e s t  a n d  s u b s e q u e n t l y  i n f o r m i n g  t h e  i n d i v i d u a l  
o f  t h e  a c t i o n  t n k e n .  I f  t h e  n a t u r e  o f  t h e  r e q u e s t  o r  t h e  s y s t e m  o f  
r e c o r d s  p r e c l u d e s  c o m p l s t i n y  t h e  r e v i e w  w i t h i n  10 d a y s ,  t h e  r e q u i r e d  
a c k n o w l e d g e m e n t  ( s u b s e c t i o n  ( d )  (2)  (A) a b o v e , )  m u s t  b e  p r o v i d e d  v i t h i n  
t e n  d a y s  a n d  t h e  r e v i e v  s h o u l d  b e  c o m p l e t e d  a s  s o o n  a s  r e a s o n a b l y  
p o s s i b l e ,  n o r m a l l y  w i t h i n  30 d a y s  f r o m  t h e  r e c e i p t  o f  t h e  r e q u e s t  
( e x c l u d i n q  S a t u r d a y s ,  S u n d a y s .  d n d  l e g a l  p u b l i c  h o l i d a y s )  u n l e s s  
u n u s u a l  c i r c u l o s t a r l c e s  p r e c l u d e  c o m p l e t i n g  a c t i o n  v i t h i n  t h a t  time. 
( T h e  number  o f  c a s e s  o n  w h i c h  t h e  a g e n c y  w a s  u n a b l e  t o  a c t  v i t h i n  30 

d a y s  w i l l  be inc111dari i n  t h e  a n n u a l  r e p o r t  ( s u h s e c t i o n  ( p ) ) .  I f  t h e  
e x p e c t e d  c o m p l e t i o n  d a t e  f o r  t h e  r e v i e w  i n d i c a t e d  i n  t h e  
a c k n o w l e d g e m e n t  c a n n o t  b e  me t ,  t h e  i n d i v i d u a l  s h o u l d  b e  a d v i s e d  o f  
t h a t  d e l a y  a n d  o f  a r e v i s e d  d a t e  when t h e  r e v i e v  may b e  e x p e c t e d  t o  b e  
c o m p l e t e d .  

" U n u s u a l  c i r c u m s t a n c e s 1 @  c a n  b e  v i e w e d  a s  s i t u a t i o n s  i n  w h i c h  r e c o r d s  
c a n n o t  b e  r e v i e w e d  t h r o u g h  t h e  a g e n c y ' s  r o r m a l  p r o c e s s .  By 
d e f i n i t i o n ,  s u c h  c a s e s  w o u l d ,  s t a t i s t i c a l l y ,  b e  t h e  e x c e p t i o n .  A 
r e v i e w  w h i c h  e n t a i l s  o b t a i n i n g  s u p p o r t i n g  d a t a  f r o m  r e t i r e d  r e c o r d s  o r  
f r o m  a n o t h e r  a g e n c y  a n d  wh ich  c o u l d  n o t ,  t h e r e f o r e  h e  c o m p l e t e d  w i t h i n  
t h e  r e q u i r e d  time m i g h t  y u a l i f y .  

I n  r e v i e w i n g  a r e c o r d  i n  r e s p o n s e  t ,o a  r e q u e s t  t o  amend i t ,  t h e  a g e n c y  
s h o u l d  a s s e s s  t h e  a c c u r a c y ,  r e l e v a n c e ,  t i m e l i n e s s ,  o r  c o m p l e t e n e s s  o f  
t h t  r e c o r d  i n  terms o f  t h e  c r i t e r i a  e s t a b l i s h e d  I n  s u b s e c t i o n  ( e )  ( S ) ,  
i . e . , t o  a s s u r e  f a i r n e s s  t o  t h e  i n d i v i d u a l  t o  whom t h e  r e c o r d  p e r t a i n s  
i n  a n y  d e t e r m l h a t i o n  a b o u t  t h a t  i n d i v i d u a l  w h i c h  may b e  made o n  t h e  
b a s i s  o f  t h a t  r ? c o r d .  

Wi th  r e s p e c t  t o  r e q u e s t s  t o  d e l s t e  i n f o r m a t i o n ,  a g e n c i e s  mus t  h e e d  t h e  
c r i t e r i a  e s t a b l i s h e d  i n  s u b s e c t i o n  ( e )  ( l ) ,  n a m e l y ,  t h a t  t h e  
i n f o r m a t i o n  m u s t  b e  "... r e l e v a n t  a n d  n e c e s s a r y  t o  a c c o m p l i s h  a 
s t a t u t o r y  p u r p o s e  o f  t h e  a g e n c y  r e q u i r e d  t o  b e  a c c o m p l i s h e d  by l a w  o r  
by e x e c u t i v e  o r d e r  o f  t h e  P r e s i d e n t . "  T h i s  i s  n o t  t o  s u g g e s t  t h a t  
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a q e n c i e s  may r o u t i n e l y  m a i n t a i n  i r r e l e v a n t  o r  u n n e c e s s a r y  i n f o r m a t i o n  
u n l e s s  it is c h a l l e n g e d  by  . a n  i n d i v i d u a l ,  b u t  r a t h e r  t h a t  r e c ~ i p t  o f  a 
r e q u e s t  t o  d e l e t e  i n  f o r m a  ti011 s h o u l tl c a u s e  t h e  a g e n c y  t o  r e c o n s i d e r  
t h e  n e e d  f o r  s u c h  i n f o r m a t i o n .  r t e v i e w s  i n  c o n n e c t i o n  w i t h  t h e  
d a v e l o p n e n t .  o f  d S y s t e m ,  t h e  p r e p a r a t i o n  o f  t h e  p u b l i c  n o t i c e  a n d  t h e  
d e s c r i p t i o n  o f  t h e  p u r p o s e s  f o r  w h i c h  i t  is m a i n t a i n e d  a n d  p e r i o d i c  
r e v i e w s  o f  t h e  s y s t e m ,  t o  a s s u r e  t h a t  o n l y  i n f o r m a t i o n  w h i c h  i s  
n e c e s s a r y  f o r  t h e  l a w f u l  P u r p o s e s  f o r  w h i c h  t h e  s y s t e m  o f  r e c o r d s  was  
e s t a b l i s h e d  is  m a i n t a i n e d  i n  i t  w i l l  be t h e  p r i m a r y  v e h i c l e s  f o r  
a s s u r i n g  t h a t  o n l y  r e l e v a u t  a n d  n e c e s s a r y  i n f o r m a t i o n  is m a i n t a i n e d .  -
Agency  s t a n d a r d s  f o r  r e v i e w i n g  r e c o r d s  i n  r e s p o n s e  t o  a  r e q u e s t  t o  
amend t h e m  may, a t  t h e  a g e n c y ' s  o p t i o n ,  b e  i n c l u d e d  a s  p a r t  o f  t h e  . 
r u l e s  p r o m u l g a t e d  p u r s u a n t  t o  s u b s e c t i o n  ( f )  ( 4 ) .  G e n e r a l l y ,  i t  w o u l d  
seem r e a s o n a b l e  t o  c o n c l u d e  t h a t  s u c h  s t a n d a r d s  f o r  r e v i e w  n e e d  b e  n o  
m o r e  s t r i n g e n t  t h a n  is r e a s o n a b l y  n e c e s s a r y  t o  meet t h e  g e n e r a l  
c r i t e r i a  i r ,  s u b s e c t i o n s  ( e l  (1 )  a n d  ( e l  ( 5 )  f o r  a c c u r a c y ,  r e l e v a n c e ,  
t i m e l i n e s s ,  a n d  c o m p l e t e n e s s .  

J u d i c i a l  r e v i e w  is  a v a i l a b l e  f o r  a g e n c y  d e t e r m i n a t i o n s  t o  g r a n t  a n  
i n d i v i d u a l  a c c e s s  a n d  t o  amend o r  n o t  amend a r e c o r d  p e r t a i n i n g  to  t h e  
i n d i v i d u a l .  U h i l e  t h e  3 e f i n i t e  b u r d e l l  o f  p r o o f  f o r  g r a n t i n g  a c c e s s  is 
upon  t h e  a g e n c y  i n  s u c h  j u d i c i a l  r e v i e w ,  i n  t h e  j u d i c i a l  r e v i e w  o f  t h e  
r e f u s a l  o f  a n  a q e n c y  t.0 amend  a r e c o r d  t h e r e  i s  n o  s i m i l a r  b u r d e n  upon  
t h e  a g e n c y .  An a n a l o g o u s  s t a n d a r d  may b e  u t i l i z e d  by t h e  a g e n c i e s  i n  
e s t a b l i s h i n g  s t a n d a r d s  f o r  r e v i e w  o f  i n d i v i d u a l  r e q u e s t s  f o r  
a m e n d m e n t s  o f  r e c o r d s .  T h e  b u r d e n  of g o i n g  f o r w a r d  c o u l d  b e  p l a c e d  
upon  t h e  i n d i v i d u a l  who i n  n o s t  i n s t a n c e s  w i l l  know b e t t e r  t h a n  t h e  
a g e n c y  t h e  r e a s o n s  why t h e  r e c o r d  s h o u l d  b e  amended.  I t  u o u l d  b e  
a p p r o p r i a t e ,  i n  a g e n c y  r e g u l a t i o n s  s e t t i n g  f o r t h  t h e  s t a n d a r d s  t h e y  
w i l l  u s e  upon  r ~ v i e w  o f  s u c h  r e q u e s t ,  t h a t  t h e  i n d i v i d a a l  b e  r e q u i r e d  
t o  s u p p l y  c e r t a i n  i n f o r m a t i o n  i n  s u p p o r t  o f  h i s  r e q u e s t  fo r  amendmen t  
o f  t h e  r e c o r d .  T h e  r e q u e s t  w o u l d  t h e n  b e  a p p r o p r i a t e  f o r  r e s o l u t i o n  
upon  d e t e r m i n a t i o n  o f  p r e p o n d e r a n c e  o f  e v i d e n c e .  

If t h e  a g e n c y  a g r e e s  w i t h  t h e  i n d i v i d u a l ' s  r e q u e s t  t o  amend a  r e c o r d ,  
t h e  a g e n c y  s h a l l - -  

-	 a d v i s e  t h e  i n d i v i d u a l :  

-	 c o r r e c t  t h e  r e c o r d  a c c o r d i n g l y ;  a n d  

-	 w h e r e  a n  a c c o u n t i n g  o f  d i s c l o s u r e s  h a s  b e e n  made,  a d v i s e  a l l  
p r e v i o u s  r e c i p i e n t s  o f  t h e  r e c o r d  o f  t h e  f a c t  t h a t  t h e  
c o r r e c t i o n  w a s  made  a n d  t h e  s u b s t a n c e  o f  t h e  c o r r e c t i o n .  

I f  t h e  a g e n c y ,  a f t e r  its i n i t i a l  r e v i e w  o f  a r e q u e s t  t o  amend  a  
r e c o r d ,  d i s a g r e e s  w i t h  a l l  o r  a n y  p o E t i o n  t h e r e o f ,  t h e  a g e n c y  s h a l l  
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4-	 t o  t h e  e x t e n t  t h a t  t h e  a g e n c y  a g r e e s  w i t h  a n y  p a r t  o f  t h e  
i n d i v i d u a l ' s  r c q u c s t  t o  amend,  p r o c e e d  a s  d e s c r i b e d  a b o v e  w i t h  
r e s p e c t  t o  t h o s e  p o r t i o n s  o f  t h e  r e c o r d  u h i c h  i t  h a s  amended .  

-	 a d v i s e  t h e  i n d i v i d u a l  o f  i ts  r a f u s a l  a n d  t h e  r e a s o n i  t h e r e f o r  
i n c l u d i n g  t h e  c r i t e r i a  f o r  d e t e r m i n i n q  a c c u r a c y  w h i c h  w o r e  
e m p l o y e d  hy t h e  a g e n c y  i n  c o n d u c t i n g  t h e  r e v i e w ;  

-	 i n f o r m  t h e  i n d i v i d u a l  t h a t  h e  o r  s h e  may r e q u e s t  a f u r t h e r  
, 	r e v i e w  by t h e  a g e n c y  h e a d  o r  by a n  o f f i c e r  o f  t h e  a g e n c y  

d e s i g n a t e d  by t h e  a g e n c y  h e a d ;  a n d  

-	 d e s c r i b e  t h e  p r o c e d u r e s  f o r  r e q u e s t i n g  s u c h  a  r e v i e w  i n c l u d i n g  
t h e  name a n d  a d d r e s s  o f  t h e  o f f i c i a l  t o  whom t h e  r e q u e s t  
s h o u l d  b e  d i r e c t e d .  T h e  p r o c e d u r e s  s h o u l d  b e  a s  s i m p l e  a n d  
b r i e f  a s  p o s s i b l e  a n d  s h o u l d  i n d i c a t e  w h e r e  t h e  i n d i v i d u a l  c a n  
s e e k  a d v i c e  o r  a s s i s t a n c e  i n  o b t a i n i n g  s u c h  a  r e v i e w .  

I f  t h e  r e c i p i a r ~ t  o f  t h e  c o r r e c t . e d  i n f o r m a t i o n  is a n  a g e n c y  a n d  is 
a a i n t a i n i l ~ g  t h e  i n f o r m a t i o n  w h i c h  was  c o r r e c t e d  i n  a s y s t e m  o f  
r e c o r d s , i t  mus t  c o r r E c t  i ts r e c o r d s  a n d ,  u n d e r  s u b s e c t i o n  ( c )  (4). 
a p p r i s e  a n y  a g e n c y  o r  n e r s o n  t o  w h i c h  i t  h a d  d i s c l o s e d  t h e - r e c o r d  o f  
t h e  s u b s t a n c e  o f  t h e  c o r r e c t i o u .  S u b s e q u e n t  r e c i p i e n t  a g e n c i e s  s h o u l d  
s i m i l a r l y  c o r r e c t  t h e i r  r e c o r d s  a n d  a d v i s e  t h o s e  . t o  whom t h e y  h a d  
d i s c l o s e d  it. A g e n c i e s  a r e  e : i c o u r a g e d  t o  e s t a b l i s h  i n  t h a i r  
r e g u l a t i o n s ,  time l i m i t s  by  w h i c h ,  e x c e p t  u n d e r  u n u s u a l  c i r c u m s t a n c e s ,  
t r a n s f e r e e s  o f  a n y  amendmen t  t o  a  r e c o r d .  

REMESTING.............................A REVIEW OF THE AGENCY'S ----A
--	 REFUSAL TO M N D  RECORD 

S u b s e c t i o n  (d)  (3 )  " P e r m i t  t h e  i n d i v i d u a l  uho  d i s a g r e e s  w i t h  t h e  
r e f u s a l  o f  t h e  a g e n c y  t o  amend h i s  r e c o r d  t o  r e q u e s t  a r e v i e w  o f  
s u c h  r e f u s a l ,  a n d  n o t  l a t e r  t h a n  30 d a y s  ( e x c l u d i n q  S a t u r d a y s ,  
S u n d a y s ,  a n d  l e q a l  p u b l i c  h o l i d a y s )  f r o m  t h e  d a t e  o n  w h i c h  t h e  
i n d i v i d u a l  r e q u e s t s  s u c h  r e v i e w ,  c o m p l e t e  s u c h  r e v i e w ,  a n d  make a  
f i n a l  d e t e r m i n a t i o n  u n l e s s ,  f o r  g o o d  c a u s e  s h o w n ,  t h e  h e a d  o f  t h e  
a g e n c y  e x t e n d s  s u c h  30 -day  p e r i o d ;  a n d  i f ,  a f t e r  h i s  r e v i e w ,  t h e  
r e v i e w i n g  o f f i c i a l  a l s o  r e f u s e s  t o  amend  t h s  r e c o r d  i n  a c c o r d a n c e  
w i t h  t h e  r e q u e s t ,  p a r a i t  t h e  i n d i v i d u a l  t o  f i l e  w i t h  t h e  a g e n c y  a  
c o n c i s e  s t a t e m e n t  s e t t i n g  f o r t h  t h e  r e a s o n s  f o r  h i s  d i s a g r e e m e n t  
w i t h  t h e  r e f u s a l  o f  t h e  a g e n c y ,  a n d  n o t i f y  t h e  i n d i i i d u a l  O E  t h e  
p r o v i s i o n s  f o r  j u d i c i a l  r e v i e w  o f  t h e  r e v i e w i n g  o f f i c i a l ' s  
d e t e r m i n a t i o n  u n d e r  s u b s e c t i o n  (g )  (1)( A )  o f  t h i s  s e c t i o n ; "  

An i n d i v i d u a l  who d i s a g r e e s  w i t h  a n  a g e n c y ' s  i n i t i a l  r e f u s a l  t o  amend  
a r e c o r d  may f i l e  a  r e q u e s t  f o r  f u r t h e r  r e v i e w  o f  t h a t  d e t e r m i n a t i o n .  
T h e  a g e n c y  h e a d  o r  a n  o f f i c e r  o f  t h e  a g e n c y  d e s i g n a t e d  i n  w r i t i n g  by  
t h e  a q e n c y  h e a d  s h o u l d  u n d e r t a k e  a n  i n d e p e n d e n t  r e v i e w  o f  t h e  i n i t i a l  
d e t e r m i n a t i o n .  I f  s o m e o n e  o t h e r  t h a n  t h e  a g e n c y  h e a d  is d e s i g n a t e : l  t o  
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conduct t h e  review, i t  shou1:l be an o f f i c e r  who is organ iza t iona l ly  
independent Of or s r , n ' i ~ r  t o  t h e  o f f i c o r  o r  employee who made t h e  
i n i t i a l  determinat iou.  For purposes of t h i s  s e c t i o n ,  an " o f f i c e r "  is 
def ined  t o  be 'I... a j u s t i c e  o r  judge of  t h e  United S t a t e s  and an 
i n d i v i d u a l  who is--

" ( 1 ) r e q u i r e d  by law t o  be appointed i n  t h e  c i v i l  [ o r  m i l i t a r y ] *  
s e r v i c e  by ,one of t h e  following a c t i n g  i n  an o f f i c i a l  capacity-- 

[ * I t  is assumed t h a t ,  while t h e  language above does no t  s p e c i f i c a l l y  
cover i t ,  a mi l i t a ry  o f f i c e r  otherwise q u a l i f i e d  a s  t h e  reviewing 
o f f i c i a l  would he permitted t o  se rve  a s  t h e  reviewing o f f i c i a l . ]  

"(A) the Pres iden t ;  

' # ( B )  a c o u r t  of t h e  United S t a t e s ;  

" ( C )  t h e  head of an Executive agency; o r  

( D )  t he  s e c r e t a r y  of a  m i l i t a r y  department; 

" ( 2 )  engaged i n  t h e  performance of a Federal  func t ion  under 
a u t h o r i t y  of law or  an Executive a c t ;  and 

" ( 3 )  s u b j e c t  t o  the  superv is ion  of an a u t h o r i t y  named by 
paragraph (1) of t h i s  s e c t i o n ,  o r  t h e  J u d i c i a l  Conference of  t h e  
United S t a t e s ,  while engaged i n  t h e  performance of t h e  d u t i e s  of 
h i s  o f f i ~ e . ~ '  (5 U.S.C. 2104 ( a ) ) .  

Deleqations m u s t  ba made i n  writing. In  conducting t h e  review, t h e  
reviewing o f f i c i a l  should use t h e  c r i t e r i a  of accuracy, relevance,  
t imel iness ,  and completeness discussed above. The reviewing o f f ~ c i a l  
may, a t  h i s  o r  her op t ion ,  seek such a d d i t i o n a l  information a s  is 
deemed necessary t o  s a t i s f y  those c r i t e r i a :  i .e . ,  t o  e s t a b l i s h  t h a t  
t h e  record conta ins  only t h a t  information which is necessary and i s  as  
accura te ,  t imely,  and complete a s  necessary t o  a s s u r e  f a i r n e s s  i n  any 
determinat ion which way be made about t h e  i n d i v i d u a l  on t h e  b a s i s  of 
record. 

Although t h e r e  i s  no requirement f o r  a formal hearing,  pursuant t o  the  
p rov is ions  of 5  U.S.C. 556, t h e  aqency may e l e c t  genera l ly  o r  on a 
case  by case  asi is t o  use such o r  s i m i l a r  procedures. The procedures 
e l e c t e d  by the  agency, however, should i n s u r e  f a i r n e s s  t o  t h e  
i n d i v i d u a l  and promptness i c  t h e  determinat ion.  The procedures should 
provide t h a t  a s  much of the information upon which t h e  determinat ion 
is based a s  poss ib le  is p a r t  of t h e  wr i t t en  record concerning t h e  
appeal .  The records of the  appeal process  should be maintained by 
agencies  only a s  long a s  i s  reasonably necessary f o r  purposes of 
j u d i c i a l  review of t h e  agency's r e f u s a l  t o  amend a record upon appeal. 

If, a f t e r  conducting t h i s  review, t h e  reviewing o f f i c i a l  a l s o  r e f u s e s  
t o  amend the  record i n  accordance with t h e  i n d i v i d u a l ' s  reques t ,  t h e  
agency s h a l l  a d v i s e  the i n d i v i d u a l :  
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4-	 o f  i t s  r e f u s a l  a n d  t h e  r e a s o n s  t h e r e f o r ;  

-	 o f  h i s  o r  h*r  r i g h t  t o  f i l e  a c o n c l s e  s t a t e m e n t  o f  t h e  
i n d i v i d u a l ' s  r e a s o n s  f o r  d i s a g r e e i n g  w i t h  t h e  d e c i s i o n  o f  t h e  
a g e n c y ;  

-	 o f  t h e  p r o c e d u r e s  f o r  f i l i n g  a s t a t e m e n t  o f  d i s a g r e e m e n t ;  

-	 t h a t  a n y  s u c l i  s t a t e m e n t  w i l l  h e  made  a v a i l a b l e  t o  a n y o n e  t o  
uhcm t h e  r e c o r d  is s u b s e q u e n t l y  d i s c l o s e d  t o g e t h e r  w i t h ,  i f  
t h e  a g e n c y  d e e m s  i t  a p p r o p r i a t e ,  a b r i e f  s t a t e m e n t  by  t h e  
a g e n c y  s u m m a r i z i n g  i t s  r e a s o n s  f o r  r e f u s i n g  t o  a s e n d  t h e  
r e c o r d : 

-	 t h a t  p r i o r  r e c i p i e n t s  o f  t h e  d i s p u t e d  r e c o r d  w i l l  b e  p r o v i d e d  
a c o p y  o f  a n y  s t a t e m e n t  o f  d i s p u t e  t o  t h e  e x t e n t  t h a t  a n  
a c c o u n t i n g  o f  d i s c l o s u r e s  was  m a i n t a i n e d  ( s e e  s u b s e c t i o n  
(c) ( 4 ) ) ; a n d  

-	 o f  h i s  o r  h e r  r i g h t  t o  s e e k  j u d i c i a l  r e v i e w  o f  t h e  a g e n c y ' s  
r e f u s a l  t o  amend a r e c o r d  p r o v i d e d  f o r  i n  s u b s e c t i o n  
( 4 )  ( 1 )  (A), be low.  

I f  t h e  r e v i e w i n g  o f f i c i a l  d e t e r m i n e s  t h a t  t h e  r e c o r d  s h o u l d  b e  amended  
i n  a c c o r d a n c e  w i t h  t h e  i n d i v i d u a l ' s  r e q u e s t ,  t h e  a g e n c y  s h o u l d  p r o c e e d  
a s  p r e s c r i t r e d  i n  s u b s e c t i o n  ( d )  (2) (El) ( i )  , a b o v e ;  n a m e l y ,  c o r r e c t  t h e  
r e c o r d ,  a d v i s e  t h e  i n d i v i d u a l ,  a n d  i n f o r m  p r e v i o u s  r e c i p i e n t s .  

A n o t a t i o ~ i  o f  a d i s p u t e  is r e q u i r e d  t o  b e  made o n l y  i f  ar;  i n d i v i d u a l  
i n f o r m s  t h e  a g e n c y  d f  h i s  o r  h e r  d i s a g r e e m e n t  w i t h  t h e  a g e n c y ' s  
d e t e r m i n a t i o n  u n d e r  s u b s e c t i o n  ( a )  ( 3 )  ( a p p e a l s  p r o c e d u r e )  n o t  t o  amend 
a r e c o r d .  

A f i n a l  a g e n c y  d e t e r m i n a t i o n  o n  t h e  i n d i v i d u a l ' s  r e q u e s t  f o r  a r e v i e w  
o f  a n  a g e n c y ' s  i n i t i a l  r e f u s a l  t o  amend a r e c o r d  m u s t  b e  c o m p l e t e d  
w i t h i n  3 t  d a y s  u n l e s s  t h e  a g e n c y  h e a d  d e t e r m i n e s  t h a t  a f a i r  a n d  
e q u i t a b l e  r e v i e w  c a n n o t  b e  c o m p l e t e d  i n  t h a t  t i m e .  I f  a d d i t i o n a l  time 
is r e q u i r e d ,  t h e  i n d i v i d u a l  s h o u l d  b e  i n f o r m e d  i n  w r i t i n g  o f  t h e  
r e a s o n s  f o r  t h e  d e l a y  a n d  o f  t h e  a p p r o p r o x i n a t e  d a t e  o n  w h i c h  t h e  
r e v i e w  i s  e x p o c t e d  t o  b e  c o m p l e t e d .  S u c h  e x t e n s i o n s  s h o u l d  n o t  be 
r o u t i u s  a n d  s h o u l d  n o t  n o r m a l l y  e x c e e d  a n  a d d i t i o n a l  t h i r t y  d a y s .  
A g e n c i e s  v i l l  b e  r e q u i r e d  t o  r e p o r t  t h e  number  o f  c a s e s  i n  w h i c h  
r e v i e w  v a s  n o t  c o m p l e t e d  w i t h i n  30 d a y s  a s  p a r t  o f  t h e  a n n u a l  r e p o r t  
( s u b s e c t i o n  ( p ) )  . 
DISCLOSURE OF DISPUTED INFORHATION ...................... 


S u b s e c ? i o n  (d )  (4 )  " I n  a n y  disclosure, c o n t a i n i n g  i n f o r m a t i o n  
a b o u t  w h i c h  t h e  i n 4 i v i d u a l  h a s  f i l e d  a s t a t e m e n t  o f  d i s a g r e e m e n t ,  
o c c u r r i n g  a f t e r  t h e  f i l i n g  o f  t h e  s t a t e m e n t  u n d e r  p a r a g r a p h  ( 3 )  
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o f  t h i s  s u b s e c t . i c n ,  c l e a r l y  n0t .e  a n y  p o r t i o n  o f  t h e  r e c o r d  w h i c h  
is d i s p u t ~ d  a n d  p r o v i d e  c o p i e s  o f  t h e  s t a t e m e n t  a n d ,  i f  t h e  
a g e n c y  d e e m s  it a p p r o p r i a t e ,  c o p i e s  o f  a c o n c i s *  s t a t e m e n t  o f  t h a  
r e a s o n s  o f  t h e  a g e n c y  f o r  n o t  ladkillg t h e  a m e n d m e n t s  r e q u e s t e d ,  t o  
p e r s o n s  o r  o t h e r  a y a n c i e s  t o  whom t h e  d i s p u t e d  r e c o r d  h a s  b e e n  
d i s c l o ~ e d ; ~  

When a n  i n d i v i d u a l  f i l e s  a s t a t e m e n t  d i s a g r e e i n g  w i t h  t h e  a g e n c y ' s  
d e c i s i o n  n o t  t o  amend a r e c o r d ,  t h a  a g e n c y  s h o u l d  c l e a r l y  a n n o t a t e  t h e  
r e c o r d  s o  t h a t  t h e  f a c t  t h a t  t h e  r e c o r d  i s  d i s p u t e d  is a p p a r e n t  t o  
a n y o n e  who may s u b s e q u e n t l y  a c c l s s ,  u s e ,  o r  d i s c l o s e  i t .  The  n o t a t i o n  
i t s e l f  s h o u l d  b e  i n t e g r a l  t o  t h e  r s c o r d  a n d  s p e c i f i c  t o  t h e  p o r t i o n  i n  
d i s p u t e .  F o r  a u t o m a t e d  s y s t e m s  o f  r e c o r d s ,  t h e  n o t a t i o n  may c o n s i s t  o f  
a s p e c i a l  i n d i c a t o r  on  t h e  e n t i r e  r e c o r d  o r  t h e  s p e c i f i c  p a r t  o f  t h e  
r e c o r d  i n  d i s p u t e .  

The  s t a t e m e n t s  o f  d i s p u t e  n e e d  n o t  b e  m a i n t a i n e d  a s  a n  i n t e g r a l  p a r t  
o f  t h e  r e c o r d s  t o  wh ich  t h e y  p e r t a i n .  T h e y  s h o u l d ,  h o w e v e r ,  b e  f i l e d  
i n  s u c h  a m a n n e r  a s  t o  p e r m i t  t h e m  t o  b e  r e t r i e v e d  r e a d i l y  w h e n e v e r  
t h e  d i s p u t e d  p o r t i o n  o f  t h e  r e c o r d  i s  t o  b e  d i s c l o s e d .  

If t h e r e  i s  a n y  q u e s t i o n  a s  t o  w h e t h e r  t h e  d i s p u t e  p e r t a i n s  t o  
i n f o r m a t i o n  b e i n g  d i s c l o s e d ,  t h e  s t a t e m e n t .  o f  d i s p u t e  s h o u l d  b e  
i n c l u d e d .  

Ohen i n f o r m a t i o n  w h i c h  is t h e  s u b j e c t  o f  a s t a t e m e n t  o t  d i s p u t e  is 
s u b s e q u e n t l y  d i s c l o s e d ,  a g e n c i e s  m u s t  n o t e  t h a t  t h e  i n f o r m a t i o n  i s  
d i s p u t e d  a n d  p r o v i d e  a c o p y  o f  t h e  i n d i v i d u a l ' s  s t a t e m e n t .  

A g e n c i e s  may, a t  t h e i r  d i s c r e t i o n ,  i n c l u d e  a b r i e f  summary  o f  t h e i r  
r e a s o n s  f o r  n o t  m a k i n g  a c o r r e c t i o n  when d i s c l o s i n g  d i s p u t e d  
i n f o r m a t i o u .  S u c h  s t a t e m e n t s  w i l l  n o r m a l l y  b e  l i m i t e d  t o  t h e  r e a s o n s  
s t a t e d  t o  t h e  i n d i v i d u a l  u n d e r  s u b s e c t i o n  ( d )  ( 2 )  (8) ( i i )  a n d  (d )  ( 3 ) ,  
a b o v e .  C o p i e s  o f  t h e  a g e n c y ' s  s t a t e m e n t  n e e d  n o t  b e  m a i n t a i n e d  as  a n  
i n t e g r a l  p a r t  o f  t h a  r e c o r d  b u t  w i l l  b e  t r e a t e d  a s  p a r t  o f  t h e  
i n d i v i d u a l ' s  r e c o r d  f o r  p u r p o s e s  o f  g r a n t i n g  t.he i n d i v i d u a l  a c c e s s ,  
s u b s e c t i o n  ( d )  ( 1 ) .  However ,  t h e  a g e n c y ' s  s t a t e m e n t  w i l l  n o t  b e  
s u b j e c t  t o  s u b s e c t i o n s  ( a ) (2 )  o r  (3) ( a m e n d i n g  r e c o r d s ) .  

ACCESS TO INFORYATION COAPILED I N  ANTICIPATION OF CIVIL  ACTION ................................... 


S u b s e c t i o n  (d)  (5) " N o t h i n g  i n  t h i s  s e c t i o n  s h a l l  a l l o w  a n  
i n d i v i d u a l  a c c e s s  t o  a n y  i n f o r m a t i o n  c o m p i l e d  i n  r e a s o n a b l e  
a n t i c i p a t i o n  o f  a c i v i l  a c t i o n  o r  p r o c e e d i n g . "  

T h i s  p r o v i s i o n  is n o t  i n t e n d e d  t o  p r e c l u d e  a c c e s s  by a n  i n d i v i d u a l  t o  
r e c o r d s  w h i c h  a r e  a v a i l a b l e  t o  t h a t  i n d i v i d u a l  u n d e r  o t h e r  p r o c e d u r e s  
(e.g., p r e - t r i a l  d i s c o v e r y ) .  I t  i s  i n t e n d e d  t o  p r e c l u d e  e s t a b l i s h i n g  

4 2 



PRIVACY ACT G U I D E L I N E S  - J u l y  1 ,  1975 

h y  t h i s  Act a t l a s i s  f o r  a c c e s s  t o  m 3 t n r i n l  b e i n q  p r e p a r e d  f o r  u s e  i n '  
L i t i q d t i o n  o t h e r  t h a n  t h a t  e s t a h l i s l ~ e d  u n d e r  o t h e r  p r o c e s s e s  s u c h  a s  
t h e  P r e e d o a  o f  I n f o r m a + i o n  Act o r  t h c  r u l e s  o f  c i v i l  procedure. 

e x c e r p t s  i r o m  t h e  H o u s e  f l o o r  d e b a t e  o n  t h i s  p r o v i s i o n  s u q q e s t  t h a t  
t h i s  p r o v i s i o n  m a s  n o t  i n t e n d e d  t o  c o v e r  a c c e s s  t o  s y s t e m s  o f  r e c o r d s  
c o m p i l e d  o r  u s e l l  f o r  p u r p o s e s  o t h e r  t h a n  l i t i g a t i o n .  

"Mr. ERLENBORN. Y r .  C h a i r m a n ,  a s  I u n d e r s t a n d  i t ,  t h a  p u r p o s e  o f  
t h e  a m e n d n e c t  is  t o  p r o t e c t ,  a s  a n  e x a n p l e ,  t h e  f i l e  of t h e  U.S. 
a t t o r n e y  or t h e  s o l i c i t o r  t h a t  i s  p r e p a r e d  i n  a n t i c i p a t i o n  o f  t h e  
d e f e n s e  o f  a s u i t  a g a i n s t  t h e  [ J n i t e d  S t a t e s  f o r  a c c i d e n t  o r  s o m e  
s u c h  t h i n y ?  

" f i r .  BUTLER. That  i s  t . h r  s u b j e c t  u e  h a v e  i n  m i n d .  

"Mr. ERLENB04N. I a p p r e c i a t e  t h e  q e n t l r m a n ' s  c o n c e r n .  I t h i n k  i t  
is a r e a l  c o n c e r n ,  a n d  t h a t  p r o t e c t i o n  o u q h t  t o  b e  a f f o r d e d .  

" T h e  o n l y  p r o b l e m  I f i n d  w i t h  t h a t  a m e n d m e n t  i s  t h i s :  It w o u l d  
p r e s u p p o s e  we i n t e n d e d  t h e  d e f i n i n g  o f  ' r e c o r d  s y s t e m s  t o  
p r e c l u d e  t h a t  t y p ?  o f  r e c o r d .  I d o  n o t  t h i n k  we d i d .  

" I f  t h e s e  s o r t s  o f  r e c o r d s  a r c  t o  b e  c o n s i d e r e d  a r s c o r d  s y s t e m  
u n d e r  t h e  a c t ,  t h e n  t h e  a y s n c y  w o u l d  h a v e  t o  g o  t h r o u g h  a l l  t h e  
f o r m a l  p r o c e e d i n g s  o f  d e f r n i n q  t h e  s y s t r m ,  i t s  r o u t i n e  u s e s ,  a n d  
p u b l i s h i r t q  i n  t h e  P e d e r a l  R e q i s t e r  . 
" F r a n k l y ,  I d o  r l o t  F i l e s  t h a t  a r e  c o l l e c t e d  t h i n k  t h e  a t t o r r ~ ~ y ' s  
i n  a n t i c i p a t i o n  o f  a l a w s u i t  s h o u l d  h e  s u b j e c t  t o  t h e  a p p l i c a t i o n  
o f  t h e  a c t  i n  a n y  i n s t a n c e ,  moch l e s s  t b e  a c c e s s  p r o v i s i o n .  I t  is 
o u r  c o n c e r n  i n  t h e  a c c e s s  p r o v i s i o n  t h a t  i t  may t h e n  p r e s u p p o s e  
i t  is c o v e r e d  i n  t h e  o t h e r  p r o v i s i o n s ,  a n d  I d o  n o t  t h i n k  i t  
s h o u l d  b e .  

"Mr. BUTLER. Nr. C h a i r m a n ,  I s h a r e  t h e  g e n t l e m a n ' s  c o n c e r n .  When 
t h i s  a m e n d m e n t  w a s  o r i g i n d l l y  d r a f t e d ,  i t  s t a t e d  ' a c c e s s  t o  a n y  
r e c o r d '  a n d  w+ s t r u c k  t h e  w o r d ,  " r e c o r d , "  a n d  i n s e r t e d  
v i n f o r m a t i o n . '  

" S o  we m a d e  i t  p e r f e c t l y  c l e a r  we were n o t  e l e v a t i n g  a n  
i n v e s t i q a t l o n  w i t h  t h e  w o r d ,  ' r e c o r d , '  t o  t h e  s t a t u s  o f  r e c o r d s .  
Ue d i d  w a n t  t o  m a k e  i t  c l e a r  t h e r e  w a s  n o t  t o  b e  s u c h  a c c e s s ,  
b e c a u s e  t h a t  a c c e s s  w o u l d  b e  w i t h i n  t h e  u s u a l  r u l e s  o f  c i v i l  
p r o c e d u r e .  

"Mr. ERLENBORN. 3 r .  C h a i r m a n ,  i f  t h e  q e n t l e m a ~ ~w i l l  y i e l d  
f u r t h e r ,  it is t h e  g e n t l e m a n ' s  c o n t e n t i o n ,  u n d r r  h i s  
i n t e r p r e t a t i o n  o f  t h e  a c t ,  t h a t  t h e  o t h e r  p r o v i s i o n s  w o u l d  n o t  
a p p l y  t o  t h e  a t t o r n e y ' s  f i l e s  a s  w s l l ;  i s  t h a t  correct? 

r .  BUTLER. T h a  g e n t l e m a n  is ~ o r r e c t . ~ ' - & q ~ e s s i o n a lR e c o r d  , 
N o v e a b e r  21,  197r p. H10955). 
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U h i l e  t h e  a b o v e  pdSSdrJc' r e t e r : i  p r i m a r i l y  t o  t h v  dc.fen:;e o f  sui t : ;  b y  
t h e  qovs rnm~? l l t .  i t  is, o t  CouLse ,  e q u a l l y  a p p l i c a b l e  t . o  t h e  a s s e m l l l y  o f  
i n f o r m a t i o r .  i n  a n t i c i i ~ d t i a n  o f  o v e r n m c , n t - i n i  t i a t e d  l a w  s u i t s .  

T h e  w a r e  f a c t  t h a t  r e c o r d s  r n  a s y s t e m  o f  r e c o r d s  a r e  f r e q u e n t l y  t h e  
s u b j e c t  o f  l i t i g a t i o n  d o e s  n o t  b r i n q  t h o s e  s y s t e m s  o f  r e c o r d s  w i t h i n  
t h e  s c o p e  o f  t h i s  p r o v i s i o n .  T h e  i n f o r m a t i o n  m u s t  b e  " c o m p i l e d  i n  
r e a s o n a b l e  a n t i c i p a t i o n  o f  a c i v i l  a c t i o n  o r  p r o c e e d i n g '  a n d  t h e r e f o r e  
t h e  p u r p o s e  of t h e  c o m p i l a t i o n  g o v e r n s  t h e  a p p l i c a b i l i t y  o f  t h i s  
p r o v i s i o n .  I t  w o u l d  s e e n  t h a t  i n  a  s u i t  i n  w h i c h  g o v e r n m e n t a l  a c t i o n  
o r  i n a c t i o n  is c h a l l e n g e d  t h e  p r o v i s i o n  g e n e r a l l y  w o u l d  n o t  b e  
a v a i l a b l e  u n t i l  t h e  i n i t i a t i o n  o f  l i t i g a t i o n  o r  u n t i l  i n f o r m a t i o n  
b e g a n  t o  b e  c o m p i l e d  i n  r e a s o n a b l e  a n t i c i p a t i o n  o f  s u c h  l i t i g a t i o n .  
Where  t h e  g o v e r n m e n t  is p r o s e c u t i n q  o r  s e e k i n q  e n f o r c e m e r i t  o f  i ts l a w s  
o r  r e g u l a t i o n s ,  t h i s  p r o v i s i o n  may b e  a p p l i c a b l e  a t  t h e  o u t s e t  i f  
i n f o r m a t i o n  is b e i n g  c o m p i l e d  i n  r e a s o n a b l e  a n t i c i p a t i o n  o f  a c i v i l  
a c t i o n  o r  p r o c e e d i n g .  The term c i v i l  p r o c e e d i n g  was i n t e n d e d  t o  c o v e r  
t h o s e  q u a s i - j u d i c i a l  a n d  p r e l i m i n a r y  j u d i c i a l  s t e p s  w h i c h  a r e  t h e  
c o u n t e r p a r t  i n  t h e  c i v i l  s p h e r s  o f  c r i m i n a l  p r o c e e d i n g s  a s  o p p o s e d  t o  
c r i m i n a l  l i t i g a t i o n .  A l t h o u g h  t h i s  p r o v i s i o t ~  c o u l d  h a v e  t h e  e f f e c t  o f  
a n  e x e m p t i o n  i t  is n o t  s u b j e c t  t o  t h e  f o r m a l  r u l e - m a k i n g  p r o c e d u r e s  
w h i c h  g o v e r n  t h e  e v e m p t . i o n s  s e t  f o r t h  i n  s u b s e c t i o n  ( j )  a n d  ( k t .  
N e v e r t h e l e s s ,  a g e n c i e s  s h o u l d  u t i l i z e  t h e  s p e c i f i c  e x a m p t i o n s  s e t  
f o r t h  i n  s u b s e c t i o n s  (j) a n d  ( k )  t o  t h e  e x t e n t  t h a t  t h e y  a r e  
a p p l i c a b l e  b a f o r e  u t i l i z i n g  t h i s  p r o v i s i o n .  
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S e c t i o n  (a)  ' ' e a c h  d c j d n c y  t h a t  m a i n t a i n s  a s y s t e m  o f  r e c o r d s  
s h a l l - - "  

RESTRICTIONS O N  COLLECTIHG I N F O R f l A T I O N.................................. 	 ABOUT INDIVIDUALS 


S u b s e c t i o n  ( e )  ( 1 )  " f l a i n t a i n  i n  i ts  r e c o r d s  o n l y  s u c h  i l l f o r m a t i o n  
a b o u t  a n  i n d i v i d u a l  a s  i s  r e l e v a n t  a n d  n e c e s s a r y  t o  a c c o m p l i s h  a 
p u r p o s e  o f  t h e  a g e n c y  r e q u i r e d  t o  b e  d c c o m p l i s h e d  by s t a t u t e  or 
b y  e x e c u t i v e  o r t l e r  o f  t h e  P r e s i d e n t ; "  

A k e y  o b j e c t i v e  o f  t h e  Act i s  t o  r e d u c e  ths a m o u n t  o f  p e r s o n a l  
i n f o r m a t i o n  c o l l e c t e d  hy F e d e r a l  a g e n c i e s  t o  r e d u c e  t h e  r i s k  o f  
i n t e n t  i o n n l l y  o r  i n a d v e r t e n t l y  i m p r o p e r  u s e  o f  p e r s o n a l  d a t a .  I n  
s i m p l e s t  terms, i n f o r m a t i o n  n o t  c o l l e c t e d  a b o u t  a n  i n d i v i d u a l  c a n n o t  
b e  m i s u s e d .  T h e  Act r e c o g n i z e s ,  h o w e v e r ,  t h a t  a q e n c i e s  n e e 4  t o  
m a i n t a i n  i n f o r m a t i o n  a b o u t  i n d i v i d u a l s  t-o d i s c h a r g e  t h e i r  
r a s p o n s i b i l i t i e s  e f f e c t i v e l y .  

A g e n c i e s  c a r !  d e r i v e  a u t h o r i t y  t o  c o l l + c t  i n f o r m a t i o n  a b o u t  i n d i v i d u a l s  
i n  o n e  o f  t w o  Ways: 

-	 by t h e  C o n s t i t u t i o n ,  a s t a t u t e ,  o r  E x e c u t i v e  o r d e r  e x p l i c i t l y  
a u t h o r i z i n g  o r  d i r a c t i n g  t h e  m a i n t e n a n c e  o f  a s y s t e m  o f  
r e c o r d s ;  e . g . ,  t h e  C o n s t i t u t i o n  a n d  t i t l e  1 3  o f  t h e  U n i t e d  
S t a t e s  C o d e  w i t h  r e s p e c t  t o  t h e  C e n s u s .  

-	 by t h e  C o n s t i t ~ ~ t l o n ,  s t a t u t e ,  o r  Executive o r d a r  a u t h o r i z i n g  a 
o r  d i r n c t i n . 1  t h e  a q 6 n c y  t o  p e r f o r m  a f u n c t i o n ,  t h e  
d i s c h a r g i n q  o f  w h i c h  r e q u i r - s  t h e  m a i n t e n a n c e  o f  a s y s t e m  o f  
r a c o r d s .  

Each  a q e n c y  s t i d l l ,  w i t h  r o : s p e c t  t o  l a c h  s y s t e m  o f  r a c o r d s  w h i c h  i t  
m a i n t d i n s  c r  p r o p o s e s  t o  m a i n t a i n ,  i d e n t i f y  t h e  s p e c i f i c  p r o v i s i o n  i n  
l a w  w h i c h  a u t h o r i z e s  t h a t  a c t i v i t y .  Y h i l c  t h e  Act. d o e s  n o t  
s p e c i f i c a l l y  r e 4 u i r e  i t ,  w h e r e  f e a s i b l e ,  t h i s  s t a t u t o r y  a u t h o r i t y  
s h o u l d  a l s o  b e  c i t e d  i n  t h e  a n n u d l  p u h l i c  n o t i c e  a b o u t  t h e  s y s t e m  
p u b l i s h e d  p u r s u a n t  t o  s u b s e c t i o n  ( e ) ( 4 ) .  T h e  a u t h o r i t y  t o  m a i t i t a i n  a 
s y s t e m  o f  r e c o r d s  d o e s  n o t  j i v e  t h e  a g e n c y  t h e  a u t h o r i t y  t o  m a i n t a i n  
a n y  i n f o r m a t i o n  w h i c h  i t  dee'ms u s e f u l .  A g e n c i e s  s h a l l  r e v i e w  t h e  
n a t u r e  o f  t h e  i n f o r m a t i o n  v h i c h  t h e y  m a i u t a i n  i r ,  t h e i r  s y s t e m s  o f  
r e c o r d s  t o  a s s u r e  t h a t  i t  is,  i n  t a c t ,  " r e l e v a n t  a n 3  n e c e s s a r y " .  
I n f o r m a t i o n  may n o t  b e  m a ~ n t a i n e d  m e r e l y  b e c a u s e  ~t is r e r e v a n t ;  i t  
m u s t  b e  b o t h  r e l e v a n t  a n d  n e c e s s a r y . .  i i h i l e  t h i s  d n t e r m i ~ ~ a t i o n  is, i n  
t h e  f i n a l  a n a l y s i s ,  j u d g m e n t a l ,  t h e  f o l l o w i n g  t y p e s  o f  q u e s t i o n s  s h a l l  
b e  c o n s i d e r e d  i l l  m a k i n g  s u c h  d e t e r m i n a t i o n s :  

-	 Now d o c s  t h e  i n f o r m a t i o n  r e l a t e  t o  t .he  p u r p o s e  ( i n  l a w )  f o r  
w n i c h  t h e  s y s t s m  1s m a i a t a i n e d ?  

-	 Y h a t  dre t h e  a d v e r s e  c o n s e q u e n c e s ,  i f  a n y ,  o f  n o t  c o l l e c t i n q  
t h a t  i n f o r m a t i o ~ ~ ?  
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-
 C o u l d  t h e  n e e d  L a  met t h r o u g h  t h e  u s e  o t  i n f o r m a t i o n  t h a t  i s  
n o t  i n  i n d i v i d u a l l y  I d e n t i f i a b l e  f o r m ?  

-	 D o e s  t h e  i n f o r m a t l o l l  n e e d  t o  be c o l l e c t e d  or1 e v e r y  i n d i v i d u a l  
who 1s t h e  s u b j s c t  o f  a r 2 c o r d  i n  t h e  s y s t e m  o r  w o u l d  a 
s a m p l i n g  p r o c e d u r e  s u f f i c e ?  

-	 A t  w h a t  p o l b t  w i l l  t h e  i n f o r m a t i o n  h a v e  s a t i s f i e d  t h e  p u r p o s e  
f o r  w h i c h  i t  w a s  c o l l e c t e d :  i . e . ,  how l o n g  i s  i t  n e c e s s a r y  t o  
r e t a i n  t h e  i n f o r m a t i o n ?  C o n s i s t e n t  w i t h  t h e  F e d e r a l  R e c o r d s  
~ c ta n d  r e l a t e d  regulations c o u l d  p a z t  of t h e  r e c o r d  b e  
p u r q e d ?  . -	 Y h a t  is t h e  f i n d n c i d l  cos t  o f  m a i n t a i n i n g  t h e  r e c o r d  a s  
c c m p a r e d  t o  t i l e  r i s k s / a d v a r s e  c o n s e q u e r l c e s  of  n o t  m a i n t a i n i n g  
i t?  

-	 1s t h e  i n f o r m a t i o n ,  w h i l e  g e n e r a l l y  r e l e v a n t  a n d  n e c e s s a r y  t o  
a c c o m p l i s h  a s t a t u t o r y  p u r p o s e ,  s p e c i f i c a l l y  r e l e v a n t  a n d  
1 l e c e : i s a r y  o n i f  i n  c e r t a i n  ccisf?!;? F o r  e i a m p l e  i r  e s t a b l i s h i n g  
f i n a n c i a l  n e e d  ns p a r t  o f  a s s z s s i n g  e l i y i b l l i t y  f o r  a '  p r o g r a m  
f o r  w h i c h  n e t d  i:; a 1 z q i t i m a t . e  c r i t e r i o n ,  p a r e n t a l  i n c o m e  m a y  
b e  r e l c v a n t  o n l y  f o r  c e r t a i n  a p p l i c a n t s .  

s 1 ~ h s e c t i o 1 ,  (') ( 7 ) ,  h , ? l o w ,  p r o v i d e s  a d d i t i o n a l  c r i t e r i a  g o v e r n i n g  t h e  
m a i n t e n a n c e  o f  r e c o r : l s  o n  t h e  a c t i v i t i e s  o f  i n d i v i d u a l s  i n  e x e r c i s i n g  
t h e i r  r i g h t s  u n d e r  t h e  F i r s t  Ainsndaent . .  

T h i s  p r o v i s i o n  d o e s  n o t  a u t h o r i z z  a q s n c i e s  t.0 d e s t ~ o y  r e c o r d s  w h i c h  
t h e y  a r e  r e q u i r e d  t.3 r e t a i n  u n d e r  th" .  P e d a r n l  R e c o r d s  Act. 

A q t r n c i e s  s h a l l  a s s r : ; s  t h e  l e g a l i t y  o f ,  need f o r ,  a r id  r e l e v a n c e  ~ f  t h e  
i n f o c m a t i c n  c o n t a i n + d  o r  p r o p o s e d  t 3  b e  c o n t a i n d d  i n  e a c h  o f  i ts  
s y s t e m s  of r e c o r d s  a t  v a r i o u s  times: 

-	 I n  p r e p a r i n g  i n i t i a l  p u h l i c  r . o t i c e s  ( s u b s e c t i o ~ i  ( e )  ( 4 ) ) .  

-	 I n  c o n r e c t i o n  w i t h  t h e  l n i t i a l  d e s i g n  o f  a new s y s t e m  o f  
r e c o r d s  ( s u b s e c + . i o n  ( 0 ) ) .  

-	 U h * n c v e r  a n y  c h a ! ~ y e  is p r o p o s e d  i r .  t h e  i n f o r m a t i o r :  c o r ~ t n n t  Of 
s n  e x i s t i n y  s y s t e m  o f  r c c o r d s  ( s u b s e c t i o n  ( 0 ) ) . 

-	 A t  l e a s t  a n n u a i l y ,  a s  ? a r t  o f  a r e g u l a r  p r o g r a m  o f  r e v i e w  o f  
i t s  r e c ~ r d - k * e e p l n q  p r 1 c t i c e . i .  P h i s  s h o u l d  b e  d o n e  f o r  e a c h  
s y s t e m  p r i o r  c o  r e i s s u ; l n c e  o f  t h s  p u o l i c  h o t i c e  u n l e s s  a 
c o m p r e h e c s i v e  r . ? v i e w  of t h e  s y s t e m  o f  r e c o r d s  w a s  c o n d u c t e d  
w i t h i n  t h e  p r e v i o u s  y e a r  i n  c o n n e c t i o n  w i t h  t h e  i n i t i a t i o n  o f  
t h e  s y s t e m  o r  i m p l a m e r i t s t i o n  o f  a c h a n g e  t o  t l l ?  s y s t e m .  

T h i s  p r o v i s i o n  d o e s  n o t  r e 4 u i : e  t h a t  e a c h  a g e n c y  c o n d u c t  a d e t a i l e d  
r e v i e w  o f  t h e  c o n t e n t s  3f ~ a c h  r e c o r r l  i n  i t s  p o s s e s s i o n .  R a t h e r ,  
a g e n c i e s  s h a l l  c o n s i d s r  t h e  r e l e v a n c e  o f ,  a n d  n e c e s s i t y  f o r ,  t h e  
g e n e r a l  c a t e q o r i c s  o f  i n f o r m a t i o u  m a i n t a i n e d  a n d ,  i n c i d e n t  t o  u s i n g  or 
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d i s c l o s i n g  a n y  i n d i v i d u a l  r e c o r d s ,  e x a m i n e  t h e i r  c o n t e n t  t o  a s s u r e  
c o m p l i a n c e  w r t h  t h i s  p r a v i s i o n .  

I t  s h o u l d  b e  n o t e d  t h a t  s u b s e c t i o n  ( e )  is n o t  i n t e n d e d  t o  i n t e r f e r e  
w i t h  t h e  p r e s e n t . a t i o n  of e v i d e n c e  b y  t h e  p d r t i e s  b e f o r e  a q u a s i -
j u d i c i a l  o r  q u a s i - l e 7 i s l a t i v e  b o d y .  . F o r  e x a m p l e ,  1 q l i a s i -  j u d i c i a l  
b o a r d  o r  c o m m i s s i o n  nes:! n o t  r d j e c t  o t h a r w i s e  d d m i s s i b l e  e v i d e n c e  
h e c a ~ l s ei t  is p r o f f e r e d  b y  a p a r t  o t h e r  t h a n  t h e  i t ~ d i v i d u a l  t o  whom it 
r e l a t e s  o r  b e c a u s e  i t  is n o t  n n e c c e s s a r y n  t o  t h e  d e c i s i o n  or is n o t  
" c o m p l e t e . "  T h e  n o r m a l  r u l e s  o f  e v i d e n c e  w o u l d  c o n t a i n s  t o  g o v e r n  i n  
s u c h  s i t u t . a t i o n s .  

~gb!ORMATION _IS TO 3E COLLECTED DI.PECTLY FRON THE INDIVIDUAL 

S u b s e c t i o n  (9)( 2 )  l l C o l l e c t  i n f o r m a t i o n  t o ,  t h e  g r e a t e s t  e x t e n t  
p r a c t i c a b l e  d i r e c t l y  f r o m  t h e  s u b j e c t  i n d i v i d u a l  when t h e  
i n f o r m a t i o n  may r e s u l t  i n  a d v e r s e  d e t e r m i n a t i o n s  a b o u t  a n  
i n d i v i d u a l ' s  r i g h t s ,  b e n e f i t s  a n d  p r i v i l e g e s  u n d e r  F e d e r a l  
p r o g r a m s ; "  

T h i s  p r o v i s i o n  s t e n s  f r o m  a c o n c 9 r n  t h a t  i n d i v i d u a l s  may b e  d e n i e d  
b e n e f i t s ,  o r  t h a t  o t h e r  a d v e r s e  d e t e r m i n a t i o n s  a f f e c t i n g  t h e m  may b e  
m a d e  by  F e d e r a l  a g e n c i e s  o n  t h e  b a s i s  o f  i n E o r m a t i o n  o b t a i n e d  f r o m  
t h i r d  p a r t y  s o u r c e s  w h i c h  c o u l d  b e  e r r o n e o u s ,  o u t d a t e d ,  i r r e l e v a n t ,  o r  
b i a s e d .  T h i s  p r o v i s i o n  e s t a b l i s h e s  - t h e  r e q u i r e m e n t  t h a t  d e c i s i o n s  
u n d e r  F e d e r a l  p r o g r a m s  w h i c h  a f f e c t  a n  i n d i v i d u a l  s h o u l d  b e  m a d e  o n  
t h e  b a s i s  of i n f o r m a t i o n  s u p p l i e d  b y  t h a t  i n d i v i d u a l  f o r  t h e  p u r p o s e  
o f  m a k i n q  t h o s e  d a t e r m i n a t i o n s  b u t  r e c o g n i z e s  t h e  p r a c t i c a l  
l i m i t a t i o n s  o f  t h i s  b y  q u a l i f y i n g  t h e  r e q u i r e m e n t  w i t h  t h e  w o r d s  " t o  
t h e  e x t e n t  p r a c t i c a b l e " .  T h e  n o t i o n  o f  p r o t e c t i n g  t h e  i n d i v i d u a l  
d q a i n s t  a d v e r s e  d e t e r m i n a t i o n s  b a s e d  o n  i n f o r m a t i o n  s u p p l i e d  t o  o t h e r  
a g e n c i e s  f o r  o t h e r  p u r p o s e s  is a l s o  e m b o d i e d  i n  t h e  p r o v i s i o n s  o f  
s u b s e c t i o n  ( b )  w h i c h  c o n s t r a i n s  t h e  t r a n s f e r  o f  r e c o r d s  b e t w e e n  
a g e n c i e s ;  s u b s e c t i o n  ( d )  (2), w h i c h  g i v e s  , i n d i v i d u a l s  t h e  o p p o r t u n i t y  
t o  c h a l l e n g e  t h e  a c c u r a c y  o f  a g e n c y  r e c o r d s  p e r t a i n i n g  t o  t h e m ;  a n d  
subsection ( e )  (4) w h i c h  p r o h i b i t s  t h e  k e e p i n g  o f  secret f i l e s .  

E x c e p t  f o r  c e r t a i n  " s t a t i s t i c a l  r e c o r d s "  ( s u b s e c t i o n  ( a )  ( 6 ) ) ,  w h i c h ,  
by d e f i n i t i o n ,  a r e  " n o t  u s e d  i n  w h o l e  o r  i n  p a r t  i n  m a k i n g  a  
d e t e r m i n a t i o n  a b o u t  a n  i n d i v i d u a l . . . " ,  v i r t u a l l y  a n y  o t h e r  r e c o r d  
c o u l d  b e  u s e d ,  i n  m a k i n g  a " d e t e r n i n a t i o n  a b o u t  a n  i n d i v i d u a l ' s  
r i g h t s ,  b e n e f i t s ,  or p r i v i l e g e s . . . "  i n c l u d i n g  e m p l o y m e n t .  T h a  
p r a c t i c a l  e f f e c t  o f  t h i s  p r o v i s i o n  i s  t o  r e q u i r e  t h a t  i n f o r m a t i o n  
c o l l e c t e d  f o r  i n c l u s i o n  i n  a n y  s y s t e m  of r e c o r d s ,  o t h e r  t h a n  
" s t a t i s t i c a l  r e c o r d s " ,  s h o u l d  b e  o b t a i n e d  d i r e c t l y  f  rorn t h e  i n d i v i d u a l  
u h e n e v e r  p r a c t i c a b l e .  

P r a c t i c a l  c o n s i d e r a t i o n s  ( i n c l u d i n g  c o s t )  may d i c t a t e  t h a t  a t h i r d -
p a r t y  s o u r c e ,  i n c l u d i n g  s y s t e m s  o f  r e c o r d s  m a i n t a i n e d  by a n o t h a r  
a g e n c y ,  b e  u s e d  a s  a s o u r c e  o f  i n f o r m a t i o n  i n  s o m e  c a s e s .  I n  
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a n a l y z i n g  e a c h  s i t u a t i o n  w h e r e  i t  p r o p o s e s  t o  c o l l e c t  p e r s o n a l  
i n f o r m a t i o n  f rom a t h i r d  p a r t y  s o u r c e ,  a g e n c i e s  s h o u l d  c o n s i d ~ r  

-	 t h e  n a t u r e  o f  t h e  p r o g r a m ;  i .e . ,  i t  may well h e  t h a t  t h e  k i n d  
o f  i n f o r m a t i o n  n e e d e d  c a n  o n l y  b e  o b t a i n e d  f r o m  a  t h i r d  p a r t y  
s u c h  a s  i n v e s t i g a t i o n s  o f  p o s s i b l e  c r i m i n a l  m i s c o n d u c t ;  

-	 t h e  c o s t  o f  c o l l e c t i n g  t h e  i n f o r m a t i o n  d i r e c t l y  f r o m  t h e  
i n d i v i d u a l  a s  c o m p a r e d  w i t h  t h e  c o s t  o f  c o l l e c t i n g  i t  f r o m  a  
t h i r d  p a r t y ;  

-	 t h e  r i s k  t h a t  t h e  p a r t i c u l a r  e l e m e n t s  o f  i n f o r m a t i o n  p r o p o s e d  
t o  b e  c o l l e c t e d  f r o m  t h i r d  p a r t i e s ,  i f  i n a c c u r a t e ,  c o u l d  _ r e s u l t  i n  a n  a d v t . r s e  d e t e r m i n a t i o n ;  

-	 t h e  n e e d  t o  i n s u r e  t h e  i i c c u r a c y  o f  i n f o r m a t i o n  s u p p l i e d  b y  a n  
------	 i n d i v i d u a l  b y  v e r i f y i n g  it w i t h  a t h i r d  p a r t y  o r  t o  o b t a i n  a 

q u a l i t a t i v e  a s s e s s m e n t  o f  h i s  o r  h e r  c a p a b i l i t i e s  ( e .y  ., i n  
c o n n e c t i o n  w i t h  r e v i e w s  o f  a p 2 l i c a t i o n s  f o r  g r a n t s ,  c o n t r a c t s  
o r  e m p l o y m e n t ) ; a n d  

-	 p r o v i s i o n s  for v s r i i y i n g ,  u h e n a v e r  p o s s i b l e ,  a n y  s u c h  t h i r d -  
p a r t y  i n f o r m a t i o n  w i t h  t h e  i n d i v i d u a l  b e f o r e  m a k i n g  a 
d e t e r m i n a t i o n  b a s e d  on  t h a t  i n f o r m a t i o n .  

I t  s h o u l d  be n o t e d  t n a t  a d e t e r m i ~ ~ a t i o nby Agency (A) t h a t  i t  is  i n  
i ts  b e s t  i n t e r e s t  a n d  c o n s i s t e n t  w i t h  t h i s  s u b s e c t i o n  t o  o b t a i n  
i n f o r m a t i o n  a h o u t  a n  i n d l v i d u d l  f r o m  Ayency  (0)  i n s t e a d  Of d i r e c t l y  
f rom t h e  i n d i v i d u a l  d o e s  npt c o n s t i t u t e ,  i n  a n d  o f  i t s e l f ,  s u f f i c i e n t  
g r o u n d s  f o r  Ayency  (0 )  t o  r e l e a s e  t h a t  i n f o r m a t i o n  t o  Agency ( A ) .  
Agency ( R )  is m i n i m a l l y  r e q u i r e d  t o  meet t h e  r e q u i r e m e n t s  o f  a n y  
s t a t u t o r y  c o n s t r a i n t s  o n  t h e  p a r m i s s i b i l i t y  o f  m a k i n g  a d i s c l o s u r e  t o  
Agency  ( 4 )  i n c l u d i n g  t h e  c u n d i t i o n s  o f  d i s c l o s u r e ,  i n  s u b s e c t i o n  ( b ) .  

T h e  s t a n d a r d s  a n d  p r o c e d u r e s  set  f o r t . h ' l n  t h e  F a d e r a l  R e p o r t s  Act (UU 
~ S C3 5 0 1 )  a s  t h e y  a p p l y  t o  o t h e r  t h a n  i n d i v i d u a l s  a s  d e f i n e d  by t h i s  
~ c tr e m a i n  t h e  same.  Phen  i n f o r m a t i o n  i s  s o u q h t ,  h o w e v e r ,  f r o m  t e n  o r  
m o r e  i n d i v i d u a l s ,  a s  d e f i n e d  by t h e  P r i v a c y  Act, i n  r e s p o n s e  t o  
i d e n t i c a l  q u e s t i o n s ,  t h a  F e d e r a l  R e p o r t s  Act r e q u i r e m e n t  t h a t  t h e  
r e p o r t i n g  b u r d e n  upon i n d i v i d u a l s  b e  r e d u c e d  t o  a  minimum s h o u l d  n o t  

, 	 b e  c o n s t r u e d  t o  o v e r r i d e  t h e  l a t e r  e n a c t e d  r e q u i r e m e n t  t h a t ,  t o  t h e  
q r e a t e s t  p r a c t i c a b l e  e x t e n t ,  i n f o r m a t i o n  p e r t a i n i n g  t o  i n d i v i d u a l s  b e  
c ~ l l e c t e d  d i r e c t l y  f r o m  them.  

INFOPIING INDIVIDUALS FROM V H O H  INFORMATION IS REQUESTED 

S u b s f c t i o n  ( e )  (3)  " I n f o r m  e a c h  i n d i v i d u a l  dhom it a s k s  t o  s u p p l y  
i n f o r m a t i o n ,  on  t h e  f o r m  u h i c h  i t  u s e s  t o  c o l l e c t  t h e  i n f o r m a t i o n  
o r  o n  a  s e p a r d t z  f o r m  t h a t  c a n  b e  r e t a i n e d  oy t h e  i n d i v i d u a l - - '  

T h i s  p r o v i s i o n  is i n t e n d e d  t o  a s s u r e  t h a t  i n d i v i d u a l s  f r o m  whom 
i n f o r m a t i o n  a b o u t  t h e m s z l v e s  is c o l l e c t e d  a r e  i n f o r m e d  o f  t h e  r e a s o n s  
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f o r  r e q u e s t i n g  t h e  i n f o r m a t i o n ,  how i t  may ue u s a d ,  a n d  w h a t  t h e  
c o n s e q u e n c e s  a r e ,  i f  a n y ,  o f  n o t  ~ ~ r o v i ~ l i r ~ gi n f o c m a t i o n .t h e  

I m p l i c i t  i n  t l l i : ;  s u b s v c t i o n  is t h e  11ot . ioh  of i i ~ t o r u r ? d  : ; i l~c~.c o n s ~ n t  a n  
i n d i v i d u a l  s h o l l l d  b e  [ ~ r o v i d e d  w i t h  s u f f i c i e n t  i n f o r m a t i o n  a b o u t  t h ?  
r e q u e s t  f o r  i n f o r m a t i o n  t o  m a k e  a n  i n f o r m e d  d e c i s i o n  o n  w h e t h e r  o r  n o t  
t o  r e s p o n d .  Note h o w c v e r ,  t h a t  t h e  a c t  o f  i n f o r m i n g  t h e  i n d i v i d u a l  o f  
t h e  p u r p o s e  ( s )  f o r  w h i c h  a r e c o r d  may b e  u s e d  d o e s  n o t ,  i n  a n d  o f  
i t s e l f ,  s a t i s f y  t h e  r e q u i r e m e n t  t o  o b t a i n  c o n s e n t  f o r  d i s c l o s i n g  t h e  
r e c o r d .  S e e  s u b s e c t i o n  ( b )  , c o n d i t i o n s  of d i s c l o s u r e .  

T h e  ' i n f o r m a t i o n  c a l l e d  f o r  i n  p a r a g r a p h s  (A) t h r o u g h  ( D )  b e l o w ,  s h o u l d  
b e  i n c l u d s d  o n  t h e  i n f o r m a t i o n  c o l l e c t i o n  f o r m ,  o n  a t e a r - o f f  s h e e t  
a t t a c h e d  t o  t h e  f o r m ,  o r  o n  a s e p a r a t e  s h e e t  w h i c n  t h e  i n d i v i d u a l  c a n  
r e t a i n ,  w h i c h e v e r  i s  m o s t  p r a c t i c a l .  When i n f o r m a t i o n  is  b e i n q  
c o l l e c t e d  i n  a n  i n t e r v i e w ,  t h e  i n t e r v i e w e r  s h o u l d  p r o v i d e  t h e  
i n d i v i d u a l  w i t h  a s t a t e m e n t  t h a t  t h e  i n d i v i d u a l  c a n  r e t a i n .  H o w e v e r ,  
t h e  i n t e r v i e w e r  s h o u l d  a l s o  o r a l l y  s u m m a r i z e  t h a t  i n f o r m a t i o n  b 3 f o r e  
t h e  i n t e r v i e w  b e q i n s .  A g e n c i e s  may, a t  t h e i r  d i s c r e t i o n ,  a s k  t h e  
i n d i v i d u a l s  t o  a c k n o w l e d g e  i n  w r i t i n g  t h a t  t h e y  h a v e  b e e n  d u l y  
i n f o r m e d .  

u h i l e  t h i s  p r o v i s i o n  d3es n o t  e x p l i c i t l y  r e q u i r e  i t ,  a g e n c i e s  s h o u l d ,  
w h e r e  f e a s i b l e ,  i n f o r m  t h i r d - p a r t y  s o u r c e s  o f  t h e  p u r p o s e s  f o r  w h i c h  
i n f o r m a t i o n  w h i c h  t h e y  a r e  a s k e d  t o  p r o v i d e  w i l l  b e  u s e d .  I n  
a d d i t i o n ,  t h e  a g e n c y  may, u n d e r  c e r t a i n  c i r c u m s t a n c e s ,  a s s u r e  a s o u r c e  
t h a t  h i s  o r  h e r  i d e n t i t y  w i l l  n o t  b e  r e v e a l e d  t o  t h e  s u b j e c t  of t h e  
r e c o r d  ( s e e  s u b s e c t i o n  (k )  ( 2 ) .  ( 5 ) .  a n d  (7)).. T h e  a p p r o p r i a t e  u s e  o f  
t h i r d - p a r t y  s o u r c e s  is d i s c u s s e d  i n  s u b s e c t i o n  ( e )  ( 2 )  a b o v e .  

I n  p r o v i d i n g  t h e  i n f o r m a t i o n  r e q u i r e d  b y  s u b s o c t i o n s  ( e )  (3)  ( A )  t h r o u g h  
( D )  , b e l o w ,  c a r e  s h o u l d  b e  e x e r c i s e d  t o  a s s u r e  t h a t  e a s i l y  u n d e r s t o o d  
l a n g u a g e  is u s e d  a n d  t h a t  t h e  m a t e r i a l  is e x p l i c i t  a n d  i n f o r m a t i v e  
w i t h o u t  b e i n g  so l e n g t h y  a s  t o  d e t e r  a n  i n d i v i d u a l  f r o m  r e a d i n g  i t .  
I l ~ f o r m a t i o r i  p r o v i d e d  p u r s u a n t  t o  t h i s  r e q u i r e m e n t  w o u l d  n o t ,  f o r  
e x a m p l e ,  b e  a s  e x t e n s i v a  a s  t h a t  c o n t a i n e d  i n  t h e  s y s t e m  n o t i c e  
( s u b s e c t i o n  ( e )  ( 4 )  ) . 
I t  w a s  n o t  t h e  i n t s n t  o f  t h i s  s u b s e c t i o n  t o  c r s a t e  a r i g h t  t h e  
n o n o h s e r v a n c e  o f  w h i c h  w o u l d  p r e c l u d e  t h e  u s e  o f  t h e  i n f o r m a t i o n  or  
v o i d  a n  a c t i o n  t a k e n  o n  t h e  b a s i s  o f  t h a t  in for ma ti or^. F o r  e x a m p l e ,  a 
f a i l u r e  t o  c o m p l y  w i t h  t n i s  s e c t i o n ,  i n  c o l l e c t i n g  c r o p  y i e l d  d a t a  
f r o m  a f a r m e r ,  w a s  n o t  i n t e n d e d  t o  v i t i a t e  a c r o p  i m p o r t  q u o t a  b a s e d ,  
i n  p a r t ,  u ~ o ns u c h  i n f o r m a t i o n .  H o w e v e r ,  s u c h  a n  i n d i v i d u a l  m a y '  h a v e  
g r o u n d s  for  c i v i l  a c t i o n  u n d e r  s u b s e c t i o n  (q )  ( 1 )  ( D )  i f  h e  c a n  s h o w  
h a r m  a s  a  r e s u l t  o f  t h a t  d e t e r m i n a t i o n .  

S u b s e c t i o n  [ e )  (3 )  (A)"The  a u t h o r i t y  ( w h e t h a r  g r a n t e d  by s t a t u t e ,  
o r  by e x e c u t i v e  o r d e r  o f  t h e  P r e s i d e n t )  w h i c h  a u t h o r i z e s  t h e  
s o l i c i t a t i o n  o f  t h e  i n f o r m a t i o u  a n d  w h e t h e r  d i s c l o s u r e  o f  s u c h  
i n f o r m a t i o n  is m a n d a t o r y  or v o l u n t a r y ; "  

T h e  a y e n c y  s h o u l d  c i t e  t h z  s p e c i f i c  p r o v i s i o n  i n  s t a t u t e  o r  E x s c u t i v e  
o r d e r  w h i c h  a u t h o r i z e s  t h e  a g e n c y  t o  c o l l e c t  t h e  r e y u e a t e d  i n f o r m a t i o n  
( s e e  s u b s e c t i o n  (e) (1 )  a b o v e ) ,  t h e  b r i e f  t i t l e  or  s u b j e c t  o f  t h a t  

4 9  



P R I V A C Y  ACT GUIDELINES - J u l y  1 ,  1975 

s t a t u t e  o r  o r d e r .  a n d  w h e t h e r  o r  n o t  t h e  c o l l e c t i n g  a g e n c y  is r e q u i r e d  
t o  i m p o s e  p e n a l t y e s  f o r  f a i l i n g  t o  r s s p o n d  or is a u t h o r i z e d  t o  i m p o s e  
p e n a l t i e s .  d h e r e  t h e  s y s t e m  i s  m a i n t a i n e d  p u r s u a n t  t o  s o m e  m o r e  
g e n e r a l  r e q u i r a m e n t  o r  a u t h o r i t y ,  i t  s h o u l d  b e  c i t e d .  T h e  q u e s t i o n  o f  
w h e t h e r  c o m p l i a n c e  is m a n d a t o r y  o r  v o l u n t a r y  i s  d i f f e r e n t  f r o m  t h e  
q u e s t i o n  o f  v h e t h e r  t h e r e  ace a n y  c o n s e q u e n c e s  o f  n o t  p r o v i d i n g  
i n f o r m a t i o n ;  i.e., t h e  l a w  may n o t  r e q u i r e  i n d i v i d u a l s  t o  a p p l y  f o r  a 
b e n e f i t  b u t  c l e a r l y ,  f o r  some  t y p e s  o f  v o l u n t a r y  p r o g r a m s ,  t o  a p p l y  
w i t h o u t  s u p p l y i n g  c e r t a i n  m i n i m a l  i n f o r m a t i o n  m i g h t  p r e c l u d e  a n  a g e n c y  
f r o m  mak ing  a n  i n f o r m e d  j u d j m e ~ i t  a n d  t h e r e b y  p r e v e n t  a n  i n d i v i d u a l  
f r o m  o b t a i n i n g  a b e n e f i t .  ( S e e  s u b s e c t i o n  (e) (3)  ( D )  r e g a r d i n g  t h e  
r e q u i r e m e n t  t o  i n f o r m  i n d i v i d u a l s  o f  t h e  e f f e c t s ,  i f  a n y ,  o f  n o t  
p r o v i d i n g  i n f o r m a t i o n . )  

I n  s o m e  i n s t a n c e s  l t  may h e  n e c e s s a r y  t o  i n c l u d e  r e q u i r e d  a n d  o p t i o n a l  
i n f o r m a t i o n  on  t h e  s a m e  d a t a  c o l l e c t i o n  form.  T h i s  s h o u l d  b e  a v o i d e d  
to  t h e  a x t e a t  p o s s i b l e  s i n c e  t h e  l i k e l y  e f f e c t  on  some  r e s p o n d e n t s  may 
b e  c o e r c i v e :  i .e . ,  t h e y  msy f e a r  t h a t ,  e v e n  t h o a q h  p o r t i o n s  o f  a n  
i n f o r m a t i o n  r e q u e s t  a r e  v o l u n t a r y ,  b y  f a i l i n q  t o  r e s p o n d ,  t h e y  may b e  
p c r c e r v e d  t o  be uncooperative a n d  t h e i r  o p p o r t u n i t i e s  w o u l d  t h e r e b y  b e  
p r e j u d i c e d .  ( S e e  4 4  U.S.C. 3511, t h e  F e d e r a l  R e p o r t s  A c t ) .  

s u b s e c t i o n  ( e )  (3) (B)"Tha  p r i n c i p a l  p u r p o s e  o r  p u r p o s e s  f o r  w h i c h .  
t h e  i n f o r m a t i o n  i s  i n t e n d e d  t o  b e  used,:al 

T h e  i n d i v i d u a l  s h o u l d  b e  i n f o r m e d  o f  t h e  p r i n c i p a l  p u r p o s e ( s )  f o r  
v h i c h  t h e  i n f o r m a t i o n  w i l l  b e  u s e d :  e . g . ,  t o  e v a l u a t e  s u i t a b i l i t y ,  t o  
i s s u e  b e n e f i t  p a y m e n t s .  T h e  d e s c r i p t i o n  o f  p u r p o s e ( s )  m u s t  i n c l u d e  
a l l  m a j o r  p u r p o s e s  f o r  w h i c h  t h e  r e c o r t l  v i l l  b e  u s e d  by t h e  a q e n c y  
v h i c h  m a i n t a i n s  i t  a n d  p a r t i c u l a r l y  t h o s e  l i k e l y  t o  e n t a i l  
d e t e r m i n a t i o n s  a s  t o  t h e  i n d i v i d u a l ' s  r i g h t s ,  b e n e f i t s ,  etc. A s  i n  
a l l  o t h e r  p o r t i o n s  o f  t h e  i n f o r m a t i o n  c o l l e c t i o n  p r o c e s s ,  p u r p o s e s  
s h o u l d  b e  s t a t e d  w i t h  s u f f i c i e n t  s p e c i f i c i t y  t o  c o m m u n i c a t e  t o  a n  
i n d i v i d u a l  w i t h o u t  h c i n y  s o  l e n g t h y  a s  t o  d i s c o u r a g ;  r e a d i n g  o f  t h e  
n o t i c e .  G e n e r a l l y ,  t h e  p u r p o s e s  v i l l  b e  d i r e c t l y  r e l a t e d  t o ,  a o d  
n e c e s s a r y  f o r ,  t h e  p u r p o s e  a u t h o r i z e d  b y  t h e  s t a t u t e  o r  e x e c u t i v e  
o r d e r  c i t e d  a b o v e .  

s u b s e c t i o n  ( e )  (3)  (C),  "The r o u t i n e  u s e s  w h i c h  may b e  made o f  t h e  
i n f o r m a t i o n ,  a s  p u b l i s h e d  p u r s u a n t  t o  p a r a g r a p h  (4)  (D) o f  t h i s  
s u b s e c t i o n ;  a n d f 1  

"Uses" c a n  b e  d i s t i n g u i s h e d  f r o m  purpose^'^ i n  t h a t  t ' p u r p o s e s n  
d e s c r i b e  t h e  o b j e c t i v e s  f o r  c o l l e c t i n g  o r  m a i n t a i n i n g  i n f o r m a t i o n ,  
w h e r e a s  n u s e s w  a r e  t h e  s p e c i f i c  v a y s  o r  p r o c e s s e s  i n  w h i c h  t h e  
i n f o r m a t i o n  1s e m p l o y e d  i n c l u d i n g  t h e  p e r s o n s  o r  a y e n c i e s  t o  whom t h e  
r e c o r d  may b e  d i s c l o s e d .  F o r  e x a m p l e ,  t h e  p u r p o s e s  f o r  c o l l e c t i n q  
i n f o r m a t i o n  may b e  t o  e v a l u a t e  a n  a p p l i c a t i o n  f o r  a v e t e r a n s *  b e n e f i t  
a n d  i s s u e  c h e c k s .  I J s e s  m i g h t  i n c l u d e  v e r i f i c a t i o n  o f  c e r t a i n  
i n f o r m a t i o n  w i t h  t h e  D e p a r t m e n t  of D e f e n s e  a n d  r e l e a s e  o f  c h e c k - i s s u e  
d a t a  t o  t h e  T r e a s u r y  D e p a r t m e n t ,  o r  d i s c l o s u r e  t o  t h e  J u s t i c e  
D e p a r t i n e n t  t h a t  t h e  a p p l i c a n t  a p p a r e f i t l y  i n t e n t i o r ~ a l l y  p r o v i d e d  f a l s e  
o r  m i s l e a d i n g  i n f o r m a t i o n .  
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T h e  term " r o u t i n e  u s e f '  i s  d e f i n e d  i n  s u b s e c t i o n  ( a )  ( 7 )  t o  mean t h e  
d i s c l o s u r e  o f  a r e c o r d  " . . . f o r  a p u r p o s e  w h i c h  is c b m p a t i b l e  w i t h  t h e  
p u r p o s e  f o r  w h i c h  i t  w a s  c o l l e c t e d . "  A " r o u t i n e  u s e w  is o n e  w h i c h  is 
r e l a t a b l e ,  a n d  n e c e s s a r y  t o  a  p u r p o s e  d e s c r i b e d  p u r s u a n t .  t o  s u b s e c t i o n  
( e )  (3) ( B ) ,  a n d  i n v o l v e s  d i s c l o s u r e  o u t s i d e  t h e  a g e n c y  u h i c h  m a i n t a i n s  
t h e  r e c o r d .  " R o u t i n e  Uses" m u s t  b e  i n c l u d e d  n o t  o n l y  i n  t h e  p u b l i c  
n o t i c e  a b o u t  t h a  s y s t e m  o f  r e c o r d s  p u b l i s h e d  i n  a c c o r d a n c e  w i t h  
s u b s e c t i o n  ( e ) ( 4 ) ,  b e l o w ,  b u t  a l s o  e s t a b l i s h e d  i n  a d v a n c e  by  i l o t i c e  i n  
t h e  F e d e r a l  ~ e q i s t e r  t o  p e r m i t  p u b l i c  comment .  S e e  s u b s e c t i o n  
(P) (11) , b e l o w .  

T h e  d e s c r i p t i o n  o f  " r o u t i n e  u s e s t 8  p r o v i d e d  t o  t h e  i n d i v i d u a l  a t  t h e  
time i n f o r m a t i o n  is c o l l e c t e d  w i l l  f r e q u e n t l y  b e  a summary o f  t h e  
m a t e r i a l  p u b l i s h e d  i n  t h e  p u b l i c  n o t i c e  p u r s u a n t  t o  s u b s e c t i o n  ( e )  ( 4 )  
( D ) .  A s  w i t h  o t h e r  p o r t i o n s  o f  t h e  n o t i f i c a t i o n  t o  t h e  i n d i v i d u a l ,  

c a r e  s h o u l d  b e  e x e r c i s e d  t o  t a i l o r  t h e  l e n g t h  a n d  t o n e  o f  t h e  n o t i c e  
t o  t h e  c i r c u m s t a n c e s ;  i .e.,  t h e  p u b l i c  n o t i c e  p u b l i s h e d  p u r s u a n t  t o  
s u b s e c t i o n  ( e )  ($) c a n  b e  much m o r e  d e t a i l e d  t h a n  t h e  n o t i c e  t o  t h e  
i n d i v i d u a l  a p p e n d e d  t o  a n  i n f o r m a t i o n  c o l l e c t i o n  f o r a .  

S u b s e c t i o n  ( e ) ( 3 ) ( D )  llThd e f f e c t s  o n  h i m ,  i f  a n y ,  o f  n o t  

p r o v i d i n g  a l l  o r  a n y  p a r t  o f  t h e  r e q u e s t e d  i n f o r m a t i o n ; "  


T h e  i n t e n t  o f  t h i s  s u b s e c t i o n  is t o  a l l o w  a n  i n d i v i d u a l  f r o m  whom 
p e r s o n a l  i n f o r m a t i o n  is r e q u e s t e d  t o  know t h e  e f f e c t s  ( b e n e f i c i a l  a n d  
a d v e r s e ) ,  i f  a n y ,  o f  n o t  p r o v i d i n g  a n y  p a r t  o r  a l l  o f  t h e  r e q u e s t e d  
i n f o r a a t i o o  s o  t h a t  h e  o r  s h e  c a n  make a n  i n f o r m e d  d e c i s i o n  a s  t o  
w h e t h e r  t o  p r o v i d e  t h e  i n f o r m a t i c n  r e q u e s t e d  on  a n  i n f o r m a t i o n  
c o l l s c t i o n  f o r m  o r  i n  a n  i n t e r v i e w .  

T h e  i n d i v i d u a l  s h o u l d  b e  i n f o r m e d  o f  t h e  e f f e c t s ,  i f  a n y ,  o f  n o t  
r e s p o n d i n g .  T h i s  s h o u l d  b e  s t a t e d  i n  a m a n n e r  w h i c h  r e l a tes  t o  t h e  
p u r p o s e s  f o r  w h i c h  t h e  i n f o r m a t i o n  is c o l l e c t e d ;  e . y . ,  t h e  i n f o r m a t i o n  
i s  n e e d e d  t o  e v a l u a t e  d i s a b l e d  v e t e r a n s  f o r  s p e c i a l  c o u n s e l i l ~ g  a n d  
t r a i n i n g  a n d  i f  i t  is n o t  p r o v i d e d ,  n o  a d d i t i o n a l  t r a i n i n g  w i l l  b e  
c o n s i d e r e d  b a r d i s a b i l i t y  a n n u i t i e s  p a y m e n t s  w i l l  c o n t i n u e .  P a r t i c u l a r  
c a r e  m u s t  b e  e x e r c i s e d  i n  t h e  d r a f t i n g  o f  t h e  w o r d i n g  o f  t h e  n o t i c e  t o  
a s s u r e  t h a t  t h e  r e s p o n d e n t  t o  t h e  i n f o r m a t i o n  r e q u e s t  i s  n o t  m i s l e d  o r  
i n a d v e r t e n t l y  c o e r c a ( 1 .  

PUBLICATION OF THE ANN!IAL NOTICE OF S Y Z N S  O F  RECORDS 
I__----------------------------I--

S u b s e c t i o n  ( e )  (4) " S u b j e c t  t o  t h e  p r o v i s i o n s  o f  p a r a g r a p h  (11 )  o f  

t h i s  subsection, p u b l i s h  i n  t h e  F e d e r a l  R e g i s t e r  a t  l e a s t  

a n n u a l l y  a n o t i c e  o f  t h e  e x i s t e n c e  a n d  c h a r a c t e r  o f  t h e  s y s t e m  o f  

r e c o r d s ,  w h i c h  n o t i c e  s h a l l  i n c l u d e - - "  


T h e  p u b l i c  n o t i c e  p r o v i s i o n  i s  c e n t r a l  t o  t h e  a c h i e v e m e n t  o t  o n e  o f  
t h e  b a s i c  o b j e c t i v e s  o f  t h e  Act; f o s t e r i n g  a g e n c y  a c c o u n t a b i l i t y  
t h r o u g h  a s y s t e m  o f  p u b l i c  s c r u t i n y .  T h e  p u b l i c  n o t i c e  p r o v i s i o n  i s  
p r e m i s e d  on  t h e  c o n c a p t  t h a t  t h a r e  s h o u l d  b e  n o  s y s t e m  o f  r e c o r d s  
whose  v e r y  e x i s t e n c e  is secret. 
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T h e  p u r p o s e s  o f  t h e  n o t i c e  a r e  t o  i n f o r m  t h e  p u b l i c  o f  t h e  e x i s t e n c e  
o f  s y s t e m s  o f  r e c o r d s ;  

-	 t h e  k i n d s  o f  i n f o r m a t i o n  m a i n t a i n e d ;  

-	 t h e  k i n d s  o f  i n d i v i d u a l s  o n  whom i n f o r m a t i o n  i s  w a i n t a i n e d ;  

-	 t h e  p u r p o s e s  f o r  w h i c h  t h e y  a r e  u s e d ; a n d  

-	 how i n d i v i d u a l s  c a n  e x e r c i s e  t h e i r  r i g h t s  u n d e r  t h e  Act. 

annl-~_u_b_ljc&g_ofjce.
s e c t i o n s-. - permit a q e n c i e  
s y s t e m s .  T h e y  d o  n o t  e x e m p t  a n y  a b e n c y  f r o m  p u b l i s h i n g  a p u b l i c  
n o t , l c e  o n  a n y  s y s t e m  o f  r e c o r d s ) .  

c a r e  m u s t  b e  e x e r c i s a d  t o  a s s u r e  t h a t  t h e  t o n e ,  l a n g u a g e ,  l e v e l  o f  
d e t a i l  a n d  l e n g t h  o f  t h e  p u b l i c  n o t i c e  a r e  c o n s i d e r e d  t o  a s s u r e  t h a t  
t h e  n o t i c e  a c h i e v e s  t h e  o b j e c t i v e  o f  i n f o r m i n g  t h e  p u b l i c  o f  t h e  
n a t u r e  a n d  p u r p o s e s  o f  a g e n c y  s y s t e m s  o f  r e c o r d s .  

D e f i n i n g  w h a t  c o n s t i t u t e s  a n s y s t e m "  f o r  p u r p o s e s  o f  p r e p a r i n g  a 
n o t i c e  w i l l  b e  l e f t  t o  a g e n c y  d i s c r e t i o n  w i t h i n  t h e  g e n e r a l  g u i d e l i n e s  
c o n t a i n e d  h e r e i n .  ( S e e  a l s o  s u b s e c t i o n  ( a )  ( 5 ) ) .  A s y s t e m  c a n  b e  a  
s m a l l  g r o u p  o f  r e c o r d s  o r ,  c o n c e i v a b l y ,  t h e  e n t i r e  c o m p l e x  o f  r e c o r d s  
u s e d  by  a n  a g e n c y  f o r  a  p a r t i c u l a r  p r o g r a m .  S e v e r a l  f a c t o r s  b e a r  o n  
t h e  d e t e r m i n a t i o n  by t h e  a g e n c y  a s  t o  w h a t  w i l l  c o n s t i t u t e  a  s y s t e m :  

-	 ~ f  e a c h  s m a l l  g r o u p i n g  o f  r e c o r d s  is t r e a t e d  a s  a  s e p a r a t e  
s y s t e m ,  t h e n  p u b l i c  n o t i c e s  a n d  p r o c e d u r e s  w i l l  be r e q u i r e d  f o r  
e a c h .  T h e  p u b l i c a t i o n  o f  n u m e r o u s  n o t i c e s  may h a v e  t h e  e f f e c t  o f  
l i m i t i n g  t h e  i n f o r m a t i o n  v a l u e  t o  e h e  p u b l i c .  

-	 I f  a l a r g e  c o m p l e x  o f  r e c o r d s  is t r e a t e d  a s  a  s i n g l e  s y s t e m ,  o n l y  
o n e  n o t i c e  w i l l  be r e q u i r e d  b u t  t h a t  n o t i c e  a n d  t h e  p r o c a d u r e s  
may b e  c o n s i d e r a b l y  more  c o m p l e x .  

- A g e n c i e s  c a n  e x p e c t  t o  b a  r e q u i r e d  t o  r e s p o n d  t o  i n d i v i d u a l  
r e y u e s t s  f o r  a c c e s s  t o  r e c o r d s  p e r t a i n i n g  t o  t h e m  a t  t h e  l e v e l  o f  
d e t a i l  i n  t h e i r  p u b l i c  n o t i c e s ,  i .e., i f  a n  a g e n c y  t r e a t s  i ts  
r e c o r d s  f o r  a p a r t i c u l a r  p r o g r a m  as  a s i n g l e  s y s t e m ,  it may b e  
c a l l e d  u p o n  by  a n  i n d i v i d u a l  t o  b e  g i v e n  a c c e s s  t o  a l l  
i n f o r m a t i o n  i n  r e c o r d s  p e r t a i n i n g  t o  t h a t  i n d i v i d u a l  i n  t h e  
s y s t e m .  

-	 The  p u r p o s e ( s )  o f  a  s y s t e m  is t h e  m o s t  i m p o r t a n t  c r i t e r i o n  i n  
d e t e r m i n i n g  w h e t h e r  a s y s t e m  is  t o  b e  t r e a t e d  a s  a  s i n g l e  s y s t e m  
o r  s e v e r a l  srstems f o r  t h e  p u r p o s e s  o t  t h e  Act. IF e a c h  o f  

. s e v e r a l  	g r o u p i n g s  of a g e n c y  r e c o r d s  is u s e d  f o r  a  u n i q u e  p u r p o s e  
o r  set o f  p u r p o s e s ,  a s  d e l i n e a t e d  i n  s u b s e c t i o n  ( e )  (3) (B)  a b o v e ,  
e a c h  may a p p r o p r i a t e l y  b e  t r e a t e d  a s  a  s e p a r a t e  s y s t e m .  A g e n c i e s  
s h o u l d  k e e p  i n  mind  t h a t  a m a j o r  p u r p o s e  o f  t h e  Act i s  n o t  t h e  
r e s t r u c t u r i n g  o f  e x i s t i n g  s y s t e m s  o f  r e c o r d s ,  b u t  r a t h e r  t h e  
p u b l i c i z i n g  o f  w h a t  t h o s e  s y s t e m s  a r e  a n d  how t h e y  are  u s e d .  It 

5 2  
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d o e s  n o t ,  o f  c o u r s e ,  p r e c l u d e  s u c h  r e s t r u c t u r i n g  w h e r e  o t h e r w i s e  
n e c e s s a r y  O r  a p p r o p r i a t e  s u c h  a s  t o  r e d u c z  t h e  r i s k  o f  i m p r o p e r  
a c c e s s .  

-	 G e o g r a p h i c  d e c e l l t r a l i z a t i o n  u l l l  11ot i l l  a r ~ d  of i t s e l f  Ire 
c o n s i d e r e d  a  c r i t e r i o n  f o r  v i e w i n q  a s y s t e m  o f  r e c o r d s  a s  s e v e r a l  
s y s t e m s .  An a g e n c y  may t r e a t  a d e c e n t r a l i z e d  s y s t e m  a s  a  s i n g l e  
s y s t e m  a n d  s p e c i f y  s e v e r a l  l o c a t i o n s  a n d  a n  a g e n c y  o f f i c i a l  
r e s p o n s i b l e  f o r  t h a  s y s t e m  a t  e a c h  l o c a t i o n .  see s u b s e c t i o n s  
( e )  (4) ( A )  a n d  (F). W h i l e  t h e  d e v e l o p m e n t  o f  c e n t r a l  i n d e x e s  f o r  
s y s t e m s  w h i c h  d o  n o t  p r e s e n t l y  r e q u i r e  s u c h  i n d e x e s  s h o u l d  b e  
a v o i d e d  w h e r e v e r  p o s s i b l e ,  i n d i v i d u a l s  who s e e k  t o  l e a r n  w h e t h e r  
a g e o g r a p h i c a l l y  d e c e n t r a l i z e d  s y s t e m  o f  r e c o r d s  c o n t a i n s  a 
r e c o r d  p e r t a i n i n g  t o  t h e m  ( s u b s e c t i o n  ( f )  ( 1 ) )  s h o u l d  n o t  b e  
r e q u i r e d  t o  q u e r y  e a c h  l o c a t i c n .  ( I n  d e c i d i n g  w h e t h e r  o r  n o t  t o  
c o n s t r u c t  a n  i n d e x ,  a g e n c i e s  m u s t  w e i g h  t h e  p o t e n t i a l  t h r e a t  o f  
a i s u s e  p o s e d  by  m a k i n g  i n d i v i d u a l  r e c o r d s  m o r e  a c c e s s i b l e  a g a i n s t  
t h e  c a p a b i l i t y  t o  meet t h o  n e e d s  o f  t h o s e  i n d i v i d u a l s  f o r  a c c e s s  
t o  t h e i r  r e c o r d s ) .  I t  may, h o w e v e r ,  b e  p o s s i b l e  t o  g u i d e  
i n d i v i d u a l s  a s  t o  w h i c h  l o c a t i o n  may h a v e  a r e c o r d  p e r t a i n i n g  t o  
t h e m ;  e l q . ,  s y s t e m s  s e g m e n t e d  b y  l o c a t i o n  o f  b i r t h ,  o r  b y  r a n g e  
o f  i d e n t i f i c a t i o n  number ,  I n  a n y  c a s e ,  " i f  a s y s t e m  is l o c a t e d  
i n  m o r e  t h a n  o n e  p l a c e ,  e a c h  l o c a t i o n  m u s t  b e  l i s t e d . "  ( H o u s e  
R e p o r t  93-1416,  p. 1 5 )  S e e  s u b s e c t i o n  ( e )  (4 )  ( A ) .  

A m a j o r  c r i t e r i o n  i n  d e t e r m i n i n g  w h e t h e r  a g r o u p i n y  o f  r e c o r d s  
c o n s t i t u t e s  o n e  s y s t e m  o r  s e v e r a l ,  f o r  p u r p o s e s  o f  t h e  Act, w i l l  b e  
t h e  a b i l i t y  to  b e  r e s p o n s i v e  t o  t h e  r s q u e s t s  o f  t h e  i n d i v i d u a l  f o r  
a c c e s s  t o  r e c o r d s  a n d  q e n s r a l l y  t o  b e  i n f o r m e d .  

S y s t e m s ,  h o w e v e r ,  s h o u l d  n o t  b e  s u b d i v i d e d  o r  r e o r g a n i z e d  s o  t h a t  
i n f o r m a t i o n  w h i c h  wou ld  o t h e r w i s e  h a v e  b e a n  s u b j e c t  t o  t h e  a c t  is n o  
l o n g e r  s u b j e c t  t o  t h e  a c t ,  F o r  e x a m p l e ,  i f  a n  a g e n c y  m a i n t a i n s  a 
ser ies  o f  r e c o r d s  n o t  a r r a n g e d  b y  name o r  p e r s o n a l  i d e n t i f i e r  b u t  u s e s  
a s e p a r a t e  i n d e x  f i l s  t o  r e t r i e v e  r e c o r d s  by name o r  p e r s o n a l  
i d e n t i f i e r  i t  s h o u l d  n o t  t r e a t  t h e s e  f i l e s  a s  s e p a r a t e  s y s t e m s .  

A 	 p u b l i c  n o t i c e  i s  r e q u i r e d  t o  b e  p u b l i s h e d :  

-	 f o r  e a c h  s y s t e m  i n  o p e r d t i o n  o n  S e p t e m b e r  27, 1 9 7 5  o n  o r  p r i o r  
t o  t h a t  d a t e  a n d  t h e  n o t i c e  s h a l l  b e  r e p u b l i s h e d ,  i n c l u d i n g  
a n y  r e v i s i o n s ,  o n  o r  b e f o r e  A u q u s t  30,  e a c h  y e a r  t h e r e a f t e r .  

-	 f o r  new s y s t e m s ,  b e f o r e  t h e  s y s t e m  o f  r e c o r d s  b e c o m e s  
o p e r a t i o n a l ;  i.e., b e f o r e  a n y  i n f o r m a t i a n  a b o u t  i n d i v i d u a l s  i s  
c c l l e c t e d . 

It s h o u l d  b e  n o t e d  t h a t  e a c h  " r o u t i n e  u s e n  o f  a s y s t e m  m u s t  h a v e  b e e n  
e s t a b l i s h e d  i n  a  n o t i c e  p u b l i s h e d  f o r  p u b l i c  comment  a t  l e a s t  10 d a y s  
p r i o r  t o  t h e  d i s c l o s u r e  o f  a r e c o r d  f o r  t h a t  * r o u t i n e  Use9 aa 
s p e c i f i e d  i n  s u b s e c t i o n  (e) ( 1 1 ) .  

F o r  m a j o r  c h a n g e s  t o  e x i s t i n g  s y s t e m s ,  a r e v i s e d  p u b l i c  n o t i c e  is 
r e q u i r e d  b e f o r e  t h a t  c h a n g e  i s  e f f e c t i v e .  I f  t h e  c h a n g e  t o  a n  e x i s t i n g  
s y s t e a  i n v o l v e s  c h a n g e s  t o  " r o u t i n e  u s e s n ,  t h e y  a r e  s u b j e c t  t o  t h e  W 

53 



~ ~ - ~ - ~ ~ 

PRIVACY ACT G U I D E L I ~ E S  - J u l y  1, 1975 

d a y  a d v a n c e  n o t i c e  p r o v i s i o n s  o f  s u b s e c t i o n  (e) ( 1 1 ) .  T h e  n a t u r e  o f  
t h e  c h a n g e s  i n  a s y s t e m  which '  w o u l d  r e q u i r e  t h e  i s s u a n c e  o f  a r e v i s e d  
p u b l i c  n o t i c e  b e f o r e  t h o  n e x t  a n n u a l  p u b l i c  n o t i c e  is d e s c r i b e d  f o r  
e a c h  e l e m e n t  o t  t h e  p u b l i c  n o t i c e  i n  t h e  s u c c e e d i n g  p a r a g r a p h s .  
G e n e r a l l y ,  a n y  chang- .  i n  a s y s t e m  w h i c h  h a s  t h e  e f f e c t  o f  e x p a n d i n g  
t h e  c a t e g o r i e s  of r e c o r d s  m a i n t a i n e d ,  t h e  c a t e g o r i e s  o f  i n d i v i d u a l s  o n  
whom r e c o r d s  a r e  m a i n t a i n e d ,  o r  t h e  p o t e n t i a l  r e c i p i e n t s  o f  t h e  
i n f o r m a t i o n ,  w i l l  r e q ~ l i r e  t h e  p u b l i c a t i o n  o f  a r e v i s e d  p u b l i c  n o t i c e  
b e f o r e  t h e  c h a n g e  i s  p u t  i n t o  e f f e c t .  I n  a d d i t i o n ,  a n y  m o d i f i c a t i o n  
t h a t  a l t e r s  t h e  p r o c e d u r e s  by  w h i c h  i r i d i v i d u a l s  e x e r c i s e  t h e i r  r i g h t s  
u n d e r  t h e  Act (e .g . ,  f o r  g a i n i n g  a c c e s s )  w i l l  r e q u i r e  t h e  p u b l i c a t i o n  -
o f  a r e v i s e d  u o t i c e  b e f o r e  t h a t  c h a n g e  b e c o m e s  e f f e c t i v e .  

C h a n g e s  o f  t h e  t y p e  d e s c r i b e d  a b o v e  w i l l  t y p i c a l l y  a l s o  r e q u i r e  t h e  -
p r e p a r a t i o n  of a t t H e p o r t  o n  New S y s t e m s "  u n d e r  s u b s e c t i o n  ( o ) ,  b e l o w .  
Any o t h e r  c h a n g e  w i l l  b e  i n c o r p a r a t e d  i n t o  t h e  n e r t  a n n u a l  r e v i s i o n  o f  
t h e  n o t i c e .  . 

T h e  ~ e n e r a l  s e r v i c e s  A d m i n i s t r a t i o n  ( O f f i c e  o f  t h e  F e d e r a l  R e g i s t e r )  
w i l l  i s s u e  m o r e  d e t a i l e d  g u i d a n c e  o n  t h e  f o r m a t s  t o  b e  u s e d  by 
a g e n c i e s  i n  p u b l i s h i n g  t h e i r  p u b l i c  n o t i c e s .  T h e  f o r m a t s  p r e s c r i b e d  
by GSA a r e  t o  b e  u s e d  t o  f a c i l i t a t e  t h e  a n n u a l  c o m p i l a t i o n  o f  t h e  
n o t i c e s  a n d  t o  a s s u r e  t h a t  n o t i c e s  are p r o d u c e d  i n  a  c o n s i s t e n t  m a n n e r  
t o  make t h e m  m o r e  u s e f u l  t o  t h e  p u b l i c .  

D E S C R I B I N ~ f ~ ~ , ~ f l EA N D  & ~ ~ ~ ~ ~ ~ - ~ p P ~ ~ - S yPUBLIC NOTICE 

S u b s e c t i o n  (el (U) (A) "The  name a n d  l o c a t i o n  o f  t h e  s y s t e m t 1  

A g e n c i e s  w i l l  s p e c i f y  e a c h  c i t y / t o w n  a n d  s i t e  a t  w h i c h  t h e  s y s t e m  o f  
r e c o r d s  is l o c a t e d .  P o r  a q e o g r a p h i c a l l y  d i s p e r s e d  s y s t e m  e a c h  
l o c a t i o n  s h o u l d  b e  l i s t e d .  A c h a n g e  i n  t h e  l i s t  o f  l o c a t i o n s  v i l l  n o t  
r e q u i r e  p u b l i c a t i o n  o f  a r e v i s e d  n o t i c e .  

w h i l e  t h e  B o u s s  r e p o r t  l a n g u a g e  c i t e d  a b o v e  c l e a r l y  i n d i c a t e d  t h a t  t h e  
l o c a t i o n  o f  e a c h  s i t e  a t  w h i c h  t h e  s y s t e m  is m a i n t a i n e d  is t o  b e  
l i s t e d ,  e x c e p t i o n a l  s i t u a t i o n s  may d i c t a t e  n o t  i n c l u d i n g  t h e  l i s t i n g  
i n  t h e  body  o f  t h e  n o t i c e ;  e . g . ,  m i l i t a r y  p e r s o n n e l  r e c o r d s  w h i c h  are 
k e p t  a t  s e v e r a l  h u n d r e d  i n s t a l l a t i o n s  o r  c e r t a i n  f a r m e r  r e c o r d s  w h i c h  
a r e  k e p t  a t  s e v e r a l  t h o u s a n d  c o u n t y  e x t e n s i o n  a g e n t  o f f i c e s .  To 
i n c l u d e  t h e  list o f  l o c a t i o n s  i n  e a c h  a p p l i c a b l e  n o t i c e  w o u l d  o n l y  
s e r v e  t o  i n f l a t e  t h e  s i z e  a n d  t h e r e b y  r e d u c e  t h e  r e a d a b i l i t y  o f  t h e  
n o t i c e .  I n  t h e s e ~ i n s t a n c e s ,  it may be a p p r o p r i a t e  t o  p u b l i s h  a s i n g l e  
list o f  f i e l d  s t a t i o n s ,  o r  t o  r e f e r  i n  t h e  n o t i c e  f o r  a l l  s y s t e m s  a t  
t h o s e  s i t e s  t o  a  l ist  w h i c h  is g e n e r a l l y  a v a i l a b l e .  

DESCRIBING CATEGORIES OF INDIVIDUALS IN THE PUBLIC NOTICE .............................. 

S u b s e c t i o n  (e! ( 4 ) !B) "The c a t e g a r i e s  o f  i n d i v i d u a l s  o n  whom 
r e c o r d s  a r e  m a i n t a r n e d  i n  t h e  s y s t e m ; "  

"The  p u p p o s e  o f  t h i s  r e q u i r e m e n t  i s  f o r  a n  i n d i v i d u a l  t o  d e t e r m i n e  i f  
i n f o r m a t i o n  o n  h im m i g h t  b e  i n  [ t h e ]  s y s t e m .  T h e  d e s c r i p t i o n  o f  t h e  
c a t e g , o r i e s  s h o u l d  t h e r e f o r e  be c l e a r l y  s t a t e d  i n  n o n - t e c h n i c a l  terms 
u n d e r s t a n d a b l e  t o  i n d i v i d u a l s  u n f a m i l i a r  w i t h  d a t a  c o l l e c t i o n  
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t e c h n i q u e s . "  ( H o u s e  R e p o r t  9 3 - 1 4 1 6 ,  p . 1 5 ) .  F o r  e x a m p l e ,  t h e  n o t i c e  
m i g h t  i n d i c a t e  t h a t  t h e  r e c o r d s  a r e  m a i n t a i n e d  o n  s t u d e n t s  who a p p l i e d  
f o r  L o a n s  u n d e r  a s t u d e n t  l o a n  p r o g r a m ,  n o t  p e r s o n s  who f i l e d  f o r l  X 
or  u h o  a r e  e l i g i b l e  u n d e r  s e c t i o n  ABC-DOC. 

Any c h a n g e  w h i c h  h a s  t h e  a f f e c t  o f  a d d i n g  new c a t a r j o r i e s  o f  
i n d i v i d u a l s  o n  whole r e c o r d s  a r o  m a i n t a i n e d  w i l l  r e q u i r e  p u b l i c a t i o n  o f  
a r e v i s e d  p u b l i c  n o t i c e .  I f ,  i n  t h e  a b s e n c e  o f  a r e v i s e d  ho t i ce ,  a n  
i n d i v i d u a l  u h o  i s  t h e  s u b j e c t  o f  a r e c o r d  i n  t h e  s y s t e m  w o u l d  n o t  
r e c o y n i z ~  t h a t  f a c t ,  a r e v i s i o n  s h o u l d  b e  i s s u e d  b e f o r e  t h a t  c h a n g e  i s  
p u t  i n t . 0  e f f e c t .  A n a r r o w i n g  o f  t h e  c o v e r a g e  o f  t h e  s y s t e m  d o e s  n o t  
r e q u i r e  a d v a n c e  i s s u a n c e  o f  a r e v i s ~ d  n o t i c e .  

s u b s e c t i o n  ( e )  (4) (C) @ # T h ec a t e g o r i e s  o f  r e c o r d s  m a i n t a i n e d  i n  t h e  
s y s t e m ; "  

T h i s  p o r t i o n  o f  t h e  n o t i c e  s h o u l d  b r i e t l y  d e s c r i b e  t h e  t y p e s  o f  
i n f o r m a t i o n  c o n t a i n e d  i n  t h e  s y s t e m ;  e . g . ,  e m p l o y m e n t  h i s t o r y  o r  
e a r n i n g s  r e c o r d s .  A s  w i t h  t h e  p r e v i o u s  item, n o n - t e c h n i c a l  terms 
s h o u l d  b e  u s e d .  T h e  a d d i t i o n  o f  a n y  new c a t e g o r i e s  o f  r e c o r d s  n o t  
w i t h i n  t h e  c a t e j o r i e s  d e s c r i b e d  i n  t h e  t h e n  c u r r e n t  p u b l i c  n o t i c e  w i l l  
r e q u i r e  t h e  i s s u a n c e  o f  a r e v i s e d  p u b l i c  n o t i c e  b e f o r e  t h a t .  c h a n g e  is 
p u t  i n t o  e f f e c t . .  The a d d i t i o n  of a new d a t a  e l e m e n t  c l e a r l y  w i t h i n  
t h o  s c o p e  o f  t h e  c a t e q o c i e s  i n  t h e  n o t i c e  w o u l d  n o t  r e q u i r e  t h e  
i s s u a n c s  o f  a r e v i s e d  n o t i c e .  

DESCRIBING ROUTrNE USES I N  T H B  PUBLIC NOTICE 

Subsection ( e )  ( 4 )  (D) " E a c h  r o u t i n e  u s e  o f  t h e  r e c o r d s  c o n t a i n e d  
i n  t h e  s y s t e m ,  i n c l u d i n g  t h e  c a t e g o r i e s  o f  u s e r s  a n d  t h e  p u r p o s e  
o f  s u c h  u s e ;" 

I n  d e s c r i b i n g  t h e  " r o u t i n e  u s e s u  o f  t h e  s y s t e m  i n  t h e  p u b l i c  n o t i c e ,  
t h e  n o t i c e  s h o u l d  b e  s u f f i c i e n t l y  e x p l i c i t  t o  c o m m u u i c a t e  t o  a r e a d e r  
u n f a m i l i a r  w i t h  t h e  t e c h n i c a l  a s p a c t s  o f  t h e  s y s t e m  o r  t h e  a g e n c y ' s  
p r o g r a m .  

F o r  a more e x t e n s i v e  d i s c u s s i o n  o f  " r o u t i n e  u s e s n ,  see s u b s e c t i o n s  
( a )  ( 7 )  ( d e f i n i t i o n s ) ,  ( b )  (3) ( c o n d i t i o n s  o f  d i s c l o s u r e ) ,  ( e )  (3 ) (C)  
( n o t i f i c a t i o n  t o  t h e  i n d r v i d u a l ) ,  a n d  . ( e )  ( 1 1 )  ( n o t i c e  o f  r o u t i n e  
u s e s )  . 
Any new u s e  o r  s i g n i f i c a n t  c h a n g e  i n  a n  e x i s t i n g  u s e  o f  t h e  s y s t e m  
w h i c h  h a s  t h e  e f f e c t  o f  e x p a n d i n g  t h e  a v a i l a b i l i t y  o f  t h e  i n f o r m a t i o n  
i n  t h e  s y s t e m  w i l l  r e q u i r e  p u b l i c a t i o n  o f  a r e v i s e d  p u b l i c  n o t i c e .  
Any s u c h  c h a n g e  i n  a  r o u t i n e  u s e  m u s t  a l s o  b e  d e s c r i b e d  i n  a n o t i c e  i n  
t h e  F e d e r a l  R e q i s t e r  t o  p e r m i t  p u b l i c  c o m m e n t  b e f o r e  i t  i s  
i m p l e m e n t e d .  

DESCRIBING RECQRES- NANAGEUENT P O L I C I E S  AND PRACTICES I N  THE PUBLIC 
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s u b s e c t i o n  (e) (4 )  ( E )  "The  p o l i c i e s  a n d  p r a c t i c e s  o t  t h e  a g e n c y  
r e J a r d i n y  s t o r a q e ,  r e t r i e v ~ b i l i t y ,  a c c e s s  c o n t r o l s ,  r e t e n t i o n ,  
a n d  d i s p o s a l  o f  t h e  r e c o r d s ; "  

T h i s  p o r t i o n  o f  t h e  p u b l i c  n o t i c e  s h o u l d , d e s c r i b e  how t h e  r e c o r d s  a r e  
m a i n t a i n e d ,  how t h e y  a r e  s a f e y u a r d e d ,  w h a t  c a t e g o r i e s  o f  o f f i c i a l s  
w i t h i n  t h e  a g e n c y  a r e  p e r s i t ' t a d  t o  h a v e  a c c e s s ,  a n d  how l o n g  r e c o r d s  
a r e  r e t a i n e d  b o t h  on  t h e  a g e n c y ' s  p r e m i s e s  a n d  a t  s e c o n d a r y  s t o r a g e  
s i tes .  

I n  d e s c r i b i l l g  r e c o r d  " s t o r a g e t w ,  t h e  a g e n c y  s h o u l d  i n d i c a t e  t h e  medium 
i n  w h i c h  t h e  r e c o r d s  a r e  n a i n t a i n e d  (a . g., f i l e  f o l d e r s ,  m a g n e t i c  
t a p e ) .  n R e t r i e v a b i l i t y w l  c o v e r s  t h e  c a p a b i l i t i e s  i n  t h e  s y s t e m  o f  
r e c o r d s  t o  i n d e x  a n d  a c c e s s  a r e c o r d  (e .g . ,  b y  name, c o m b i n a t i o n s  o f  
p e r s o n a l  c h a r a c t e r i s t i c s ,  i d e n t i f i c a t i o n  n u m b e r s ) .  ttAccess c o n t r o l s w *  
d e s c r i b e s ,  i n  g e n e r a l  t a r n s ,  wha t  m e a s u r e s  h a v e  b e e n  t a k e n  t o  p r e v e n t  
u n a u t h o r i z e d  d i s c l o s u r e  o f  r e c o r d s  ( e . g . ,  p h y s i c a l  s e c u r i t y ,  p e r s o n n e l  
s c r z e n i n g )  a n d  w h a t  c a t e g o r i e s  o f  i n d i v i d u a l s  w i t h i n  t h e  a g e n c y  h a v e  
access. " R e t e n t i o n w w  a n d  n d i s p o s a l n  c o v e r  t h e  r u l e s  on  how l o n g  
r e c o r d s  a r e  m a i n t a i n e d ,  i f  a n d  when t h e y  a r e  moved t o  a F e d e r a l  
R e c o r d s  C e n t e r  o r  t o  t h e  A r c h i v e s ,  i f  a n d  how t h e y  a r e  d e s t r o y e d .  2hg 
-d e s c r i p t i o n  s h a l l  n o t  d e s c r i b e  s e c u r i t y  s a f e g u a r d s  i g  s u c h  d e t a i l  a s  -t o  i p c r e m  t h e  r i s k  of u n a u t h o r i z e d  a c c e s s  t o  t h e  r e c o r d s .  

C h a n g e s  i n  t h i s  item w i l l  n o t  n o r m a l l y  r e q u i r e  i m m e d i a t e  p u t i l i c a t i o n  
o f  a r e v i s e d  p u b l i c  n o t i c e  u n l e s s  t h e y  r e f l e c t  a n  e x p a n s i o n  i n  t h e  
a v a i l a b i l i t y  o f  o r  a c c e s s  t o  t h e  s y s t e m  o f  r e c o r d s .  

I D E N T I F Y I N G  O P P I C I A L ~ S )  RESPONSIBLE FOR T H ~ S Y S T E C II N  T H E  P U B L I ~  
NOTICE 

s u b s e c t i o n  (f?) ( 4 )  (F)  IwThe t i t l e  a n d  b u s i n e s s  a d d r e s s  o f  t h e  
a g e n c y  o f f i c i a l  who is responsible f o r  t h e  s y s t e m  o f  r e c o r d s ; "  

T h i s  p o r t i o n  o f  t h e  n o t i c e  m u s t  i n c l u d e  t h e  t i t l e  a n d  a d d r e s s  o f  t h e  
a g e n c y  o f f i c i a l  v h o  i s  r e s p o n s i b l e  f o r  t h e  p o l i c i e s  a n d  p r a c t i c e s  
q o v e r n i n q  t h e  s y s t e m  d e s c r i b e d  i n  ( e )  ( 4 )  ( E )  , a b o v e .  F o r  
g e o g r a p h i c a l l y  d i s p e r s e d  s y s t e m s ,  v h e r e  i n d i v i d u a l s  m u s t  d e a l  d i r e c t l y  
v i t h  a g e n c y  o f f i c i a l s  a t  e a c h  l o c a t i o n  i n  o r d e r  t o  e x e r c i s e  t h e i r  
r i g h t s  u n d e r  t h e  Act (e .q . ,  t o  g a i n  a c c e s s ) ,  t h e  t i t l e  a n d  a d d r e s s  o f  
t h e  r e s p o n s i b l e  o f f i c i a l  a t  e a c h  l o c a t i o n  s h o u l d  b e  l i s t e d  i n  a d d i t i o n  
t o  t h e  a g e n c y  o f f i c i a l  r e s p o n s i b l e  f o r  t h e  e n t i r e  s y s t e m .  S e e  
z ~ s c u s s i o n  o f  s u b s e c t i o n  ( e )  ( 4 )  (A) ,  a b o v e ,  - f o r  s p e c i a l  t r e a t m e n t  o f  
c e r t a i n  m u l t i p l e  l o c a t i o n  s y s t e m s .  

A r e v i s e d  p u b l i c  n o t i c e  s h a l l  b e  i s s u e d  b e f o r e  t h e  i m p l e m e n t a t i o n  o f  
a n y  c h a n g e  i n  t h e  a d d r e s s  t o  wh ich  i n d i v i d u a l s  may p r e s e n t  t h e m s e l v e s  
i n  p e r s o n  t o  i n q u i r e  w h e t h e r  t h e y  a r e  t h e  s u h j - c t  o f  a r e c o r d  i n  t h e  
s y s t e m  o r  t o  s e e k  a c c e s s  t o  a  r e c o r d  o r  i n  t h e  a d d r e s s  t o  w h i c h  
i n d i v i d u a l s  may m a i l  i n q u i r i e s ,  u n l e s s  t h e  a g e n c y  h a s  e s t a b l i s h e d  
i n t e r n a l  p r o c e d u r e s  t o  a s s u r e  t h a t  m a i l  w i l l  b e  f o r w a r d e d  p r o m p t l y  s o  
t h a t  t h e  a q e n c y  v i l l  b e  a b l e  t o  r e s p o n d  t o  i n q u i r i e s  w i t h i n  t h e  time 
c o n s t r a i n t s  e s t a b l i s h e d  i n  s u b s e c t i o n ( d ) .  G e n e r a l l y ,  c h a n g e s  o f  t h i s  
t y p e  i n  t h e  i n t e r i m  b e t w e e n  t h e  a n n u a l  p u b l i c a t i o n s  o f  t h e  c o m p i l a t i o n  
o f  n o t i c e s  s h o u l d  b e  a v o i d e d  i f  a t  a l l  p o s s i b l e .  I n d i v i d u a l s  a r e  more  
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l i k e l y  t o  r e l y , u p o n  t h e  a n n u a l  c o m p i l a t i o n  a n d  a r e  n o t  a s  l i k e l y  t o  h e  
a w a r e  o f  m o d i f i c a t i o n s  p u b l i c i z d d  o n l y  by m e a n s  o f  s e p a r a t e  n o t i c e  i n  
t h e  F e d e r a l  Rsgister, 
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S u b s e c t i o n  ( e )  ( 4 )  (G) "The  a g e n c y  p r o c e d u r e s  w h e r e b y  a n  i n d i v i d u a l  
c a n  b e  n o t i f i e d  a t  h i s  r a q u e s t  i f  t h e  s y s t e m  o f  r e c o r d s  c o n t a i n s  
a r e c o r d  p e r t a i n i n g  t o  h im;"  

T h i s  p o r t i o n  o f  t h e  n o t i c e  s h o u l d  s p e c i f y  a s  a minimum, t h e  f o l l o w i n g :  

- The a d d r e s s  o f  t h e  a g e n c y  o f f i c e  t o  w h i c h  i n q u i r i e s  s h o u l d  b e  
a d d r e s s e d  o r  a d d r e s s a s  o f  t h e  l o c a t i o n ( s )  a t  w h i c h  t h e  i n d i v i d u a l  
may p r e s e n t  a r e q u e s t  i n  p e r s o n .  i d h e r e v e r  p r a c t i c a b l e ,  t h i s  list 
s h o u l d  b e  t h e  s a m e  a s  t h e  list o f  o f f i c i a l s  r e s p o n s i b l e  f o r  t h e  
s y s t e m  i n  s u b s e c t i o n  ( e )  ( 4 )  (P), a b o v e .  I f  t h i s  is  t h e  case, it 
n e e d  n o t  b e  r e p o r t e d .  

-	 what  i d e n t i f y i n g  i n f o r m a t i o n  is r e q u i r e d  t o  a s  c e r t a i n  w h e t h e r  o r  
n o t  t h e  s y s t e m  c o n t a i n s  a r e c o r d  a b o u t  t h e  i n q u i r e r .  

T h e  a g e n c y  nay  r e q u i r e  p r o o f  o f  i d a n t i t y  o n l y  w h e r e  i t  h a s  made a  
d e t e r m i n a t i o n  t h a t  k n o w l e d g e  o f  t h e  f a c t  t h a t  a r e c o r d  a b o u t  a n  
i n d i v i d u a l  e x i s t s  wou ld  n o t  b e  r e q u i r e d  t o  b e  d i s c l o s e d  t o  a member o f  
t h e  p u b l i c  u n d e r  s i c t i o n  5 5 2  o f  t i t l e  5  o f  t h e  U n i t e d  S t a t e s  C o d e  ( t h e  
F r e e d o m  o f  I n f o r m a t i o n  A c t ) .  F o r  c r a m p l e ,  a n  a g e n c y  may d e t e r m i n e  
t h a t  d i s c l o s u r e  o f  a r s c o r d  i n  a f i l e  p e r t a i n i n g  t o  c o n f l i c t s  o f  
i n t e r e s t s  wou ld  b e  a c l e a r l y  u n w a r r a n t e d  i n v a s i o n  o f  p a r s o n a l  p r i v a c y ,  
w i t h i n  t h e  m e a n i n g  o f  5 USC 5 5 2 ( b )  (6), a n d  i n  t h i s  i n s t a n c e  t h e  a g e n c y  
may r e q u i r e  p r o o f  o f  i d e n t i t y .  

A r e v i s e d  p u b l i c  n o t i c e  w i l l  b e  i s s u e d  b e f o r e  e f f e c t i n g  a n y  c h a n g e  
w h i c h  meets t h e  c r i t e r i a  o u t l i n e d  i n  s u b s e c t i o n  ( e )  ( 4 )  ( F )  , a b o v e .  

T h i s  p o r t i o n  of t h e  n o t i c e  must ,  b e  c o n s i s t e n t  w i t h  a g e n c y  r u l e s  
p r o m u l q a t e d  p u r s u a n t  t o  s u b s e c t i o n  ( f )  ( 1 ) .  Any c h a n g e  i n  t h e s e  
p r o c e d u r e s  is s u b j a c t  t o  t h e  r e q u i r e m e n t s  o f  t h e  ~ d m i d i s t r a t i v e  
P r o c e d u r e  Act a s  s p e c i f i e d  i n  s u b s e c t i o n  ( f )  . 
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S u b s e c t i o n  ( e )  ( 4 )  ( H )  "The a g e n c y  p r o c e d u r e s  w h e r e b y  a n  i n d i v i d u a l  
c a n  h e  n o t i f i e d  a t  h i s  r e q u e s t  how h e  c a n  g a i n  q c c e s s  t o  a n y  
r e c o r d  p e r t a i n i n q  t o  h i m  c o n t a i n a d  i n  t h e  s y s t e m  o f  r e c o r d s ,  a n d  
how h e  c a n  c o n t e s t  i ts  c o n t e n t ;  a n d n  

T h i s  p o r t i o n  o f  t h e  p u b l i c  n o t i c e  m u s t  i n c l u d e  t h e  m a i l i n g  
a d d r e s s  ( e s )  a n d ,  i f  p c s s i b l e ,  t h e  t e l e p h o n e  n u m b e r  ( s )  o f  o f f i c i a l  ( s )  
who c a n  ~ r G v i d e  a s s i s t a n c e ;  a n d  t h e  l o c a t i o n  o f  o f f i c e s , t o  w h i c h  t h e  
5 n d i v i d u n l  may g o  t o  s e e k  i n f o r m a t i o n .  
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T h i s  p r o v i s i o n  d o e s  n o t  s p e c i f i c a l l y  r e q u i r e  t h a t  t h e  a c t u a l  
p r o c e d u r e s  f o r  o b t a i n i n g  a c c e s s  o r  f o r  c o n t e s t i n g  t h e  a c c u r a c y  o f  a 
r e c o r d  b e  i n c l u d e d  i n  t h e  p u b l i c  n o t i c e .  It o n l y  r e q u i r e s  t h a t  
i n d i v i d u a l s  b e  a d v i s e d  o f  t h e  m e a n s  by u h i c h  t h e y  c a n  o b t a i n  
i n f o r m a t i o n  o n  t h o s e  p r o c e d u r e s .  However ,  i t  s h o u l d  b e  n o t e d  t h a t ,  
p u r s u a n t  t o  s u b s e c t i o n  ( f ), a g e n c i e s  a r e  r e q u i r e d  t o  p u b l i s h  r u l e s  
w h i c h  s t i p u l a t e  t h e  p r o c e d u r e s  w h e r e b y  t h e  i n d i v i d u a l  c a n  e x e r c i s e  
e a c h  o f  t h e s e  r i g h t s  a n d  t h a t  t h e s e  r u l e s  a r e  r e q u i r e d  t o  b e  
i n c o r p o r a t e d  i n t o  t h e  a n n u a l  c o m p i l a t i o n  o f  n o f i c e s  a n d  r u l e s  
p u b l i s h e d  by t h e  O f f i c e  o f  t h e  F e d e r a l  R e g i s t e r .  

A r e v i s e d  p u b l i c  n o t i c e  s h a l l  b e  i s s u e d  b e f o r e  e f f e c t i n g  a n y  c h a n g e  
a b o u t  w h i c h  t h e  i n d i v i d u a l  wou ld  h a v e  t o  k n o u  i n  o r d e r  t o  e x e r c i s e  h i s  
o r  h e r  r i g h t s  u n d e r  t h e  Act. C h a n g e s  o f  t h i s  t y p e  i n  t h e  i n t e r i m  
b e t w e e n  t h e  a n n u a l  p u b l i c a t i o n s  o f  t h e  c o m p i l a t i o n  o f  n o t i c e s  s h o u l d  
b e  a v o i d e d  i f  a t  a l l  p o s s i b l e .  

T h i s  p o r t i o n  o f  t h e  n o t i c e  m u s t  b e  c o n s i s t e n t  w i t h  a g e n c y  r u l e s  
p r o m u l g a t e d  p u r s u a n t  t o  s u b s e c t i o n s  ( f )  (2 )  a n d  ( 3 ) .  Any c h a n g e  i n  
t h e s e  p r o c e d u r e s  is s u b j e c t  t o  t h e  r e q u i r e m e n t s  o f  t h e  A d m i n i s t r a t i v e  
P r o c e d u r e  Act a s  s p e c i f i e d  i n  s u b s e c t i o n ( f ) .  
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S u b s e c t i o n  ( e l  (U) (I) "The  c a t e g o r i e s  o f  s o u r c e s  o f  r e c o r d s  i n  t h e  
s y s t e m ; "  

P o r  s y s t e m s  o f  r e c o r d s  w h i c h  c o n t a i n  i n f o r m a t i o n  c b t a i n e d  f r o m  s o u r c e s  
o t h e r  t h a n  t h e  i n d i v i d u a l  t o  whom t h e  r e c o r d s  p e r t a i n ,  t h e  n o t i c e  
s h o u l d  l ist  t h e  t y p e s  o f  s o u r c e s  u s e d ;  e.g.,  

-	 p r e v i o u s  e m p l o y e r s ,  

-	 f i n a n c i a l  i n s t i t u t i o n s ,  

-	 e d u c a t i o n a l  i n s t i t u t i o n s  a t t e n d e d ,  o r  

-	 p e e r  r a v i e w z r s  ( s u c h  a s  i n  c o n n e c t i o n  w i t h  r e c o r d s  o f  t h e  
r e v i e w  o f  p r o p o s a l s  f o r  r e s e a c h  p r o j e c t s )  

T h e  n o t i c e  s h o u l d  i n d i c a t e  i f  t h e  individual t o  whom t h e  r e c o r d s  
p e r t a i n  is  a s o u r c e  o f  t h e  i n f o r m a t i o n  i n  t h e  r e c o r d .  O t h e r w i s e  a l l  
t h e  n o t i c e s  w i l l  a p p e a r  t o  b e  v i o l a t i n g  t h e  r e q u i r e m e n t  t h a t  
i n d i v i d u a l s  b e  t h e  m a i n  s o u r c e  o f  i n f o r m a t i o n  p e r t a i n i n g  t o  t hem.  

s p e c i f i c  i n d i v i d u a l s  o r  i n s t i t u t i o n s  n e e d  n o t  b e  i d e n t i f i e d .  G u i d a n c e  
on  when t h e  i d e n t i t y  o f  a s o u r c e  n a y  b e  w i t h h e l d  is c o n t a i n e d  i n  
s u b s e c t i o n  ( k )  ( 2 ) .  (5) a n d  (7 ) .  

STANDARDS OF ACCURACY 

S u b s e c t i o n  (e) (5) @ ' E l a i n t a i n  a l l  r e c o r d s  u h i c h  a re  u s e d  b y  t h e  
a g e n c y  i n  m a k l n g  a n y  d e t e r m i n a t i o n  a b o u t  a n y  i n d i v i d u a l  w i t h  s u c h  
a c c u r a c p ,  r e l e v a n c e ,  t i m e l i n e s s ,  a n d  c o m p l e t e n e s s  a s  i s  
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r e a s o n a b l y  n e c e s s a r y  t o  a s s u r e  f a i t n e s s  t o  t h e  i n d i v i d u a l  i n  t h e  
d e t e r m i n a t i o n ; "  

T h e  o b j e c t i v e  o f  t h i s  p r o v i s r o n  i s  t o  m i n i m i z e ,  i f  n o t  e l i m i n a t e ,  t h e  
r i s k  t h a t  a n  a g e n c y  w i l l  make a n  a d v e r s e  d e t e r m i n a t i o n  a b o u t  a n  
i n d i v i d u a l  o n  t h e  b a s i s  o f  i n a c c u r a t a ,  i n c o m p l e t e ,  i r r e l e v a n t ,  o r  o u t -
o f - d a t e  r e c o r d s  t h a t  i t  m a i n t a i n s .  S i n c e  t h e  f i n a l  d e t e r m i n a t i o n  a s  
t o  a c c u r a c y  is n e c e s s a r i l y  j u d g m e n t a l ,  i t  i s  p a r t i c u l a r l y  c r i t i c a l  
t h a t  t h i s  judgment  b e  made w i t h  a n  u n d e r s t a n d i n g  o f  t h e  i n t e n t  o f  t h e  
Act. 

T h e  Act r e c o g n i z e s  t h e  d i f f i c u l t y  o f  e s t a b l i s h i n g  a b s o l u t e  s t a n d a r d s  
o f  d a t a  q u a l i t y  by c o n d i t i o n i n g  t h e  r e q u i r e m e n t  w i t h  t h e  l a n g u a g e  I n a s  
is r e a s o n a b l y  n e c e s s a r y  t o  a s s u r e  f a i r n e s s  t o  t h e  i n d i v i d u a l . .  .. n  
T h i s  p l a c e s  t h e  e m p h a s i s  o n  a s s u r i n g  t h e  q u a l i t y  o f  t h e  r e c o r d  i n  
terms o f  t h e  u s e  o f  t h e  r e c o r d  i n  m a k i n g  d e c i s i o n s  a f f e c t i n g  t h e  
r i g h t s .  b e n e f i t s ,  e n t i t l e m e n t s ,  o r  o p p o r t u n i t i e s  ( i n c l u d i n g  
e m p l o y m e n t )  o f  t h e  i n d i v i d u a l .  

A c o r o l l a r y  p r o v i s i o n  ( s u b s e c t i o n  ( e ) ( 6 ) ,  b e l o w )  r e q u i r e s  t h a t  
a g e n c i e s  a p p l y  t h e  s a m e  s t a n d a r d  t o  r e c o r d s  which  a r e  d i s c l o s e d ,  
e x c e p t ,  when t h e y  are d i s c l o s e d  t o  a member o f  t h e  p u b l i c  u n d e r  t h e  
F reedom o f  I n f o r m a t i o n  Act o r  t o  a n o t h e r  a g e n c y .  (An a g e n c y  wou ld  b e  
s u b j e c t  t o  t h e  Act a n d ,  t h e r e f o r e ,  wou ld  h a v e  t o  a p p l y  its own 
s t a n d a r d s  .of a c c u r a c y ,  e tc . )  

A g e n c i e s  may d e v e l o p  t o l e r a n c e s  f o r  ' n a c c u r a c y n  a n d  l n t i m e l i n e s s * B  g i v i n g  
c o n s i d s r a t i o n  t o  t h e  l i k e l i h o o d  t h a t  e r r o r s  w i t h i n  t h o s e  t o l e r a n c e s  
c o u l d  r e s u l t  i n  a n  e r r o n e o u s  d e c i s i o n  w i t h  a d v e r s e  c o n s e q u e n c e s  t o  t h e  
individual ( e . g . ,  d e r l i d l  o f  r i g h t s ,  b e n e f i t s ,  e n t i t l e m e n t s ,  o r  
e m p l o y m e n t ) .  F o r  e x a m p l e ,  f o r  i t s  p u r p o s e s  i n  d e t e r m i n i n g  
e n t i t l e m e n t s  b a s e d  o n  i n c o m e ,  i t  may omly  b e  n e c e s s a r y  f o r  a n  a g e n c y  
t o  r e c o r d  t h e  f a c t  t h a t  i n c o m e  was g r e a t e r  t h a n  o r  l e s s  t h a n  a 
s t i p u l a t e d  l e v e l  r a t h e r  t h a n  t o  a s c e r t a i n  a n d  r e c o r d  + h e  p r e c i s e  
a m o u n t .  I n  q u e s t i o ~ l s h l e  i l ~ s t a n c e s ,  r e v e r i f i c a t i o n  o f  p e r t i n e n t  
i n f o r m a t i o n  w i t h  t h e  individual t o  whom it p e r t a i n s  may b e  
a p p r o p r i a t e .  

U s e f u l  c r i t e r i a  f o r  a s s u r i n g  "relevance" a n d  8 t c o m p l e t e n e s s "  may be  
somewha t  more d i f f i c u l t  t o  d e v e l o p .  T h e  p u r s u i t  o f  n c o m p l e t e n e s s n  
c o u l d  r e s u l t  i r  t h e  c o l l e c t i . o n  of  i r r e l e v a n t  i n f o r m a t i o n  w h i c h ,  i f  
t a k e n  i n t o  a c c o u n t  i n  mak ing  a n  a ,gency  d e t e r m i n a t i o n  c o u l d  p r e j u d i c e  
t h e  d e c i s i o n .  A g e n c i e s  m u s t  l i m i t  t h e i r  r e c o r d s  t o  t h o s ' e  e l e m e n t s  o f  
i n f o r m a t i o n  which  c l e a r l y  D e a r  o n  t h e  d e t e r m i n a t i o n ( s )  f o r  w h i c h  t h e  
r e c o r d s  a r e  i n t e n d e d  t o  b e  u s e d ,  a n d  a s s u r e  t h a t  a l l  e l e m e n t s  
n e c e s s a r y  t o  t h e  d e t e r m i n a t i o n s  a re  p r e s e n t  b e f o r e  t h e  d e t e r m i n a t i o n  
is made. 

VALIDATING RECORDS B E F O R E  DISCLOSURE...................... 

S u b s e c t i o n  ( e )  (6 )  I n p r i o r  t o  d i s s e m i n a t i n g  a n y  r e c o r d  a h o u t  a n  
i n d i v i d u a l  t o  a n y  P a r s o n  o t h e r  t h a n  a n  a g e n c y ,  u n l e s s  t h e  
d i s s e m i n a t i o n ,  is made p u r s u a n t  t o  s u b s e c t i o n  ( b )  (2) o f  t h i s  
s e c t i o n ,  make r e a s o n a b l e  e f f o r t s  t o  a s s u r e  t h a t  s u c h  r e c o r d s  a r e  
a c c u r a t e ,  c o m p l e t e ,  t i m e l y ,  a n d  r e l e v a n t  f o r  a g e n c y  purpose^;^ 
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W h i l e  t h e  Act r e c o g n i Z * S  t h a t  a n  a q e n c y  c a n n o t  g u d r a n t e e  t h e  a b s o l u t e  
a c c u r a c y  o f  i ts  S y s t e m s  o f  r e c o r d s ,  a n y  r e c o r d  d i s c l o s e d  t o  a p e r s o n  
o u t s i d e  t h e  a g e r l c y  ( a x c e p e  a n o t h e r  a g e n c y )  mus t  b e  a s  a c c u r a t e  a s  
a p p r o p r i a t e  f o r  P u r p o s e s  o f  t h e  a g e n c y  w h i c h  m a i n t a i n e d  t h e  r e c o r d .  
( S e e  s u b s e c t i o r l  ( 5 ) ) .  T h e  o n l y  e x c e p t i o n s  t o  t h i s  r e q u i r e m e n t  a re  
f o r  d i s c l o s u r e s  t o  a n o t h e r  a g e n c y  o r  t o  t h e  p u b l i c  u n d e r  t h e  F r e e d o m  
o f  I n f o r m a t i o n  Act w h i c h  may n o t  b e  d e l a y e d  o r  i m p e d e d .  

~ e c o q n i z i n g  t h a t  a n  a g e n c y  p r o p e r l y  disclosing i n f o r m a t i o n  ( p u r s u a n t  
t o  s u b s e c t i o n  ( b ) ,  c o n d i t i o n s  o f  d i s c l o s u r e )  is  o f t e n  n o t  i n  a 
p o s i t i o n  t o  e v a l u a t e  a c c e p t a b l e  t o l e r a n c e s  o f  e r r o r  f o r  t h e  p u r p o s e s  
o f  t h e  r e c i p i e n t  of t h e  i I ' I f O r r I a t i ~ n ,  t h e  p r i m a r y  o b j e c t i v e  o f  t h i s  
p r o v i s i o n  is,  n o n e t h e l e s s ,  t o  a s s u r e  t h a t  r e a s o n a b l e  e f f o r t s  are m a d e  
t o  a s s u r e  t h e  q u a l i t y  of r e c o r d s  d i s c l o s e d  t o  p e r s o n s  who a r e  n o t  
s u b j e c t  t o  t h e  p r 0 v i S i 0 n S  o f  S u b s e c t i o n  ( e ) ( 5 ) .  T h e  a g e n c y  m u s t ,  
t h e r e f o r e ,  make r e a s o n a b l e  e f f o r t s  t o  a s s u r e  t h a t  a r e c o r d  it 
d i s c l o s e s  i s  d s  a c c u r a t e ,  r e l e v a n t ,  t i m e l y ,  a n d  c o m p l e t e  as  wou ld  b e  
r e a s o n a b l y  n e c e s s a r y  t o  a s s u r e  f a i r n e s s  i n  a n y  d e t e r m i n a t i o n  t h a t  i t  
m i g h t  make o n  t h e  b a s i s  o f  t h a t  r e c o r d .  It may, f o r  e x a m p l e ,  b e  
a p p r o p r i a t e  t o  a d v i s e  r e c i p i e n t s  t h a t  t h e  i n f o r n a t i o n  d i s c l o s e d  was  
a c c u r a t e  a s  o f  a  s p e c i f i c  d a t e ,  s u c h  as  t h e  l a s t  d a t e  o n  w h i c h  a 
a e t e r m i n a t i o n  was made  by t h e  a g e n c y  o n  t h e  b a s i s  o f  t h e  r e c o r d  o r  o f  
o t h e r  known limits o n  i t s  a c c u r a c y  e . y . ,  its s o u r c e .  

RECORDS O N  RELIGIOUS OR POLITIChL ACTIVITUE 

S u b s e c t i o n  ( e )  (7 )  " N a i n t a i n  n o  r e c o r d  d e s c r i b i n g  how a n y  
i n d i v i d u a l  e x e r c i s e s  r i g h t s  g u a r a n t e e d  b y  t h e  F i r s t  Amendment 
u n l e s s  e x p r e s s l y  a u t h o r i z e d  b y  s t a t u t e  o r  by t h e  i n d i v i d u a l  a b o u t  
whom t h e  r e c o r d  is m a i n t a i n e d  o r  u n l e s s  p e r t i n e n t  t o  a n d  w i t h i n  
t h e  s c o p e  o f  a n  a u t h o r i z e d  l a w  e n f o r c e m e n t  a c t i v i t y ; "  

W h e r e a s  s u b s e c t i o n  ( e )  ( 1 )  g e n e r a l l y  e n j o i n s  a g e n c i e s  f r o m  c o l l e c t i n g  
i n f o r m a t i o n  n o t  " r e l e v a n t  a n d  n a c e s s a r y  t o  a c c o m p l i s h  a p u r p o s e  o f  t h e  
a g e n c y , "  t h i s  p r o v i s i o n  ' e s t a b l i s h e s  a n  e v e n  m o r e  r i g o r o u s  s t a n d a r d  
g o v e r n i n g  t h e  m a i n t e n a n c e  o f  r e c o r d s  r e g a r d i n g  t h e  e x e r c i s e  o f  P i r s t  
Amendment r i g h t s .  T h e s e  i n c l u d e ,  b u t  a r e  n o t  l i m i t e d  t o  r e l i g i o u s  a n d  
p o l i t i c a l  b e l i e f s ,  f r e e d o m  o f  s p e e c h  a n d  o f  t h e  p r e s s ,  a n d  f r e e d o m  o f  
a s s e m b l y  a n d  p e t i t i o n .  

I n  . d e t e r m i n i n g  w h e t h e r  o r  n o t  a p a r t i c u l a r  a c t i v i t y  c o n s t i t u t e s  t h e  
e x e r c i s e  o f  a r i g h t 8 '  g u a r a n t e e d  by  t h e  P i r s t  Amendmentn,  a g e n c i e s  w i l l  
a p p l y  t h e  b r o a d e s t  r e a s o n a b l e  i n t e r p r e t a t i o n .  

R e c o r d s  d e s c r i b i n g  t h e  e x e r c i s e  o f  t h e s e  r i g h t s ' m a y  b e  m a i n t d i n e d  o n l y  
i f  o n e  o f  t h e  f o l l o w i n g  c ~ n d i t i o n s  i s  met: 

-	 A s t a t u t e  s p e c i f i c a l l y  a u t h o r i z e s  it. S p e c i f i c  a u t h o r i z a t i o n  
m e a n s  t h a t  a s t a t u t e  e x p l i c i t l y  p r o v i d e s  t h a t  a n  a q e n c y  may 
m a i n t a i n  r e c o r d s  o n  a c t i v i t i e s  w h o s e  e x e r c i s e  is c o v e r e d  by  t h e  
P i r s t  Amendment; n o t  m e r e l y  t h a t  t h e  . a g e n c y  is  a u t h o r i z e d  t o  
e s t a b l i s h  a s y s t e m  o f  r e c o r d s .  However ,  t h e  s t a t u t e  n e e d  n o t  
a d d r e s s  i t s e l f  s p e c i f i c a l l y  t o  t h e  m a i n t e n a n c e  o f  r s c o r d s  o f  
P i r s t  Amendment a c t i v i t i e s  i f  i t  s p e c i f i e s  t h a t  s u c h  a c t i v i t i e s  
a r e  r e l e v a n t  t o  a d e t e r m i n a t i o n  c o n c e r n i n g  t h e  i n d i v i d u a l .  F o r  
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e x a m p l e ,  s i n c e  t h e  I m m i g r a t i o n  a n d  N a t i o n a l i t y  Act m a k e s  t h e  
p o s s i b i l i t y  o f  r e l i g i o u s  o r  p o l i t i c a l  p e r s e c u t i o n  r e l e v a n t  t o  a 
s t a y  o f  d e p o c t d t i o n ,  t h e  i n f o r m a t i o n  o n  thr!;c s u b j e c t s  may h e  
a d m i t t e d  i n  e v i d e n c e ,  drld t h e ~ t ? f o r c  woul( l  n o t  b e  p r o h i b L t c ? d  hy 
t h i s  p r o v i s i o n .  

-	 The i n d i v i d u a l  e x p r e s s l y  a u t h o r i z e s  it; e .g . ,  a member o f  t h e  
a r m e d  f o r c e s  may i n d i c a t e  a  r e l i g i o u s  p r e f e r e n c e  s o  t h a t , - i f  
s e r i o l l s l y  i n j u r e d  o r  k i l l e d  w h i l e  o n  d u t y ,  t h e  p r o p e r  c l e r g y m a n  
c a n  be  c a l l e d .  The  . i n J i v i d u a l  may a l s o  v o l u n t e e r  s u c h  
i n f o r m a t i o n  a n d  i E  h e  d o e s  s o ,  t h e  a g e n c y  i s  n o t  p r e c l u d e d  f r o m  
a c c e p t i n g  a n d  r e t a i n i n g  i t .  T h u s ,  i f  a n  a p p l i c a n t  f o r  p o l i t i c a l  
a p p o i n t m e n t  s h o u l d  list h i s  p o l i t i c a l  a f f i l i a t i o n ,  a s s o c i a t i o n  
m e a b e r s h i p s ,  a n d  r e l i g i o u s  a c t i v i t i e s ,  t h e  a y e n c y  may r e t a i n  t h i s  
a s  p a r t  o f  h i s  a p p l i c a t i o n  f i l e  o r  i n c l u d e  it i n  a n  o f f i c i a l  
b i o g r a p h y .  S i m i l a r l y ,  i f  a n  i n d i v i d u a l  v o l u n t e e r s  i n f o r m a t i o n  on  
c i v i c  o r  r e l i g i o u s  a c t i v i t i e s  i n  o r d e r  t o  e n h a n c e  h i s  c h a n c e s  o f  
r e c e i v i n g  a h e n e f i t ,  s u c h  a s  e x e c u t i v e  c l e m e n c y ,  t h e  a g e n c y  n a y  
c o n s i d e r  i n t o r m a t i o n  t h u s  v o l u n t e e r e d .  ~ o u e v e r ,  n o t h i n q  i n  t h e  
p g u e s t  f o r  i ~ f o r m a t i o n  s h o u l d  i n  a n y  way s u u q e s t  t h a t  
i n f o r m a t i o n  on  a n  r n d i v i d u d l ' s  P i r s t  Amendment a c t i v i t i e s  is.............................. 

r e q u i r e d .  

-	 he r e c o r d  is r ? q u i r e d  by  t h e  a g e n c y  f o r  a n  a u t h o r i z e d  l a v  
e n f o r c e m e n t  f u n c t i o n .  

I n  t h e  d i s c u s s i o n s  on  t h e  f l o o r  of t h e  ; l o u s e  r e q a r d i n g  t h e  a u t h o r i t y  
t o  m a i n t a i n  s u c h  r e c o r d s  f o r  l a w  e n f o r c e m ~ n t  p u r p o s e s ,  i t  w a s .  s t a t e d  
t h a t  t h a  o b j e c t i v e  o f  t h e  l aw  e n f o r c e m e n t  q u a l i f i c a t i o n  o n  t h e  g e n e r a l  
p r o h i b i t i o n  was  " t o  n a k e  c e r t a i n  t h a t  p o l i t i c a l  a n d  r e l i g i o u s  
a c t i v i t i e s  a r e  n o t  u s e d  a s  a c o v e r  f o r  i l l e g a l  o r  s u b v e r s i v e  
a c t i v i t i e s . "  However ,  i t  was  a g r e e d  t h a t  Itno f i l e v o u l d  b e  k e p t  o f  
p e r s o n s  who a r e  m e r e l y  e x e r c i s i n g  t h e l r  c o n s t i t u t i o n a l  r i g h t s . . . "  a n d  
t h a t  in a c c e p t i n g  t h i s  ~ u a l i f i c a t i o n  " t h e r e  mas n o  i n t e n t i o n  t o  
i n t e r f e r e  w i t h  P i r s t  Amendment r i g h t s "  1 C o n q r e s s i o n a l  R e c o r d ,  November  
2 0 ,  1 9 7 4 ,  A10892 a n d  November 2 1 ,  1 9 7 4 ,  H10952)  

NOTIFICAI'ION POR DISiLOSOSES UNDER CbflPULSORY LEGAL PROCESS .................................... 

S u b s e c t i o n  (e)  (8) "?lake r e a s o n a b l e  e f f o r t s  t o  s e r v e  n o t i c e  on  a n  
i n d i v i d u a l  when a n y  r e c o r d  o n  s u c h  i n d i v i d u a l  is  made a v a i l a b l e  
t o  a n y  p e r s o n  u n d e r  c o m p u l s o r y  l e g a l  p r o c e s s  uhen s u c h  p r o c e s s  
b e c o m e s  a m a t t e r  o f  p u b l i c  r e c o r d ; "  

When a r e c o r d  is d i s c l o s e d  u n d e r  c o m p u l s o r y  l z g a l  p r o c e s s  ( n . g . ,  
p u r s u a n t  t o  s u b s e c t i o n  ( b )  ( l l ) ) ,  a n d  t h e  i s s u a n c e  o f  t h a t  o r d e r  o r  
s u b p o e n a  is made p u b l i c  by t h e  c o u r t  o r  a y e n c y  w h i c h  i s s u e d  i t ,  

- a g e n c i e s  m u s t  make r e a s o n a b l e  e f f o r t s  t o  n o t i f y  t h e  i n d i v i d u a l  t o  whom 
t h e  r e c o r d  p e r t a i n s .  T h i s  may b e  a c c o m p l i s h e d  by n o t i f y i n g  t h e  
i n d i v i d u a l  b y  m a i l  a t  h i s  o r  h e r  l a s t  known a d d r e s s .  The m o s t  r e c e n t  
a d d r e s s  i n  t h e  a g e n c y ' s  r e c o r l s  w i l l  s u f f i c e  f o r  t h i s  p u r p o s e  a n d  n o  
s e p a r a t e  a d d r e s s  r e c o r d s  a r e  r e q u i r e d .  Upon b c i n q  s e r v e d  w i t h  a n  
o r d e r  t o  d i s c l o s e  a r e c o r d ,  t h e  a g s n c y  s h o u l d  e n d e a v o r  t o  d e t e r m i n e  
w h e t h e r  t h s  i s s u a n c e  o f  t h e  o r d e r  is a m a t t e r  of p u b l i c  r e c o r d  a n d ,  i f  
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i t  is n o t ,  s e e k  t o  bn a d v i s e d  when it b e c o m e s  p u b l i c .  An a c c o u n t i n g  
o f  t h e  d i s c l o s u r e ,  p u r s u a n t  t o  s u b s e c t i o n  ( c )  ( I ) ,  is a l s o  r e q u i r e d  t o  
b e  made a t  t h e  t i m e  t h e  a q e n c y  c o m p l i e s  w i t h  t h e  o r d e r  or  s u b p o e n a .  

SGs OF CON D~J~lo~-!5~PP~~g& 

S u b s e c t i o n  ( e l  ( 9 )  " E s t a b l i s h  r u l e s  o f  c o n d u c t  f o r  p e r s o n s  
i n v o l v e d  i n  t h e  d e s i g n ,  d e v e l o p m e n t ,  o p e r a t i o n ,  o r  m a i n t e n a n c e  o f  
a n y  s y s t e m  o f  r e c o r d s ,  o r  i n  n a i n t a i n i n g  a n y  r e c o r d ,  a n d  i n s t r u c t  
e a c h  s u c h  p e r s o n  w i t h  r e s p e c t  t o  s u c h  r u l e s  a n d  t h e  r e q u i r e m e n t s  
o f  t h i s  s e c t i o n ,  i n c l u d i n g  a n y  o t h e r  r u l e s  a n d  p r o c e d u r e s  a d o p t e d  
p u r s u a n t  t o  t h i s  s e c t i o n  a n d  t h e  p e n a l i t i e s  f o r  n o n ~ o m p l i a n c e ; ~  

E f f e c t i v e  c o m p l i a n c e  w i t h  t h e  p r o v i s i o n s  o f  t h i s  Act w i l l  r e q u i r e  
i n f o r m e d  and  a c t i v e  s u p p o r t  o f  a b r o a d  c r o s s  s e c t i o n  o f  a g e n c y  
p e r s o n n e l .  I t  is  i m p o r t a n t  t h a t  a l l  p e r s o n n e l  who i n  a n y  way h a v e  
a c c e s s  t o  s y s t e m s  o f  r e c o r d s  o r  who a r e  e n g a g e d  i n  t h e  d e v e l o p m e n t  o f  
p r o c e d u r e s  o r  s y s t e m s  f o r  h a n d l i n g  r e c o r d s ,  b e  i n f o r m e d  o f  t h e  
r e q u i r e n e n t s  o f  t h e  Act a n d  be  a d e q u a t e l y  t r a i n e d  i n  a g e n c y  p r o c e d u r e s  
d e v e l o p e d  t o  i m p l e m e n t  t h e  Act. P e r s o n n e l  w i t h  p a r t i c u l a r  c o n c e r n s  
i n c l u d e ,  b u t  a r e  n o t  l i m i t e d  t o ,  t h o s e  e n g a g e d  i n  p e r s o n n e l  
management ,  p a p s r w o r k  manage ' aen t  ( r e p o r t s ,  f o r m s ,  r e c o r d s ,  a n d  r e l a t e d  
f u n c t i o n s ) ,  c o m p u t e r  s y s t e m s  d e v e l o p m e n t  a n d  o p e r a t i o n s ,  
c o m m u n i c a t i o n s ,  s t a t i s t i c a l  d a t a  c o l l e c t i o n  a n d  a n a l y s i s ,  a n d  p r o g r a m  
e v a l u a t i o n .  (The C o m m u n i c a t i o n s  Act o f  1934 p r e s c r i b e s  s t a n d a r d s  a n d  
p e n a l t i e s  f o r  p e r s o n l l e l  e n g a g e d  i n  h a n d l i n g  i n t e r s t a t e  c o m m u n i c a t i o n s  
a n d  s h a l l  a l s o  b e  c o n s u l t e d ,  w h e r e  a p p l i c a b l e ,  when a g e n c y  r u l e s  o f  
c o n d u c t  a r e  b e i n g  d e v e l o p e d ) .  

~ c t i v i t i e s  u n d e r  t h i s  p r o v i s i o n  w i l l  i n c l u d e  

- t h e  i n c o r p o r a t i o n  o f  p r o v i s i o n s  o n  p r i v a c y  i n t o  a g e n c y  s t a n d a r d s  
o f  c o n d u c t ;  

-	 t h e  d i s c u s s i o n  o f  i n d i v i d u a l  e m p l o y e e  r e s p o n s i b i l t i e s  u n d e r  t h e  
Act i n  g e n e r a l  p e r s o n n e l  o r i e n t a t i o n  p r o g r a m s ;  a n d  

-	 t h e  i n c o r p o r a t i o n  o f  t r a i n i n q  o n  t h e  s p e c i f i c  p r o c e d u r a l  
r e q u i r e m e n t s  o f  t h e  Act i n t o  b o t h  f o r m a l  a n d  i n f o r m a l  ( o n - t h e -
j o b )  t r a i n i n g  p r c q r a m s .  

C o n c u r r e n t l y ,  t h o s e  a g z n c i e s  w i t h  b r o a d  p o l i c y  d e v e l o p m e n t  a n d  
t r a i n i n g  r e s p o n s i b i l i t i e s  ( e .g . ,  t h e  G e n e r a l  S e r v i c e s  A d m i n i s t r a t i o n ,  
t h e  C i v i l  S e r v i c e  C o m m i s s i o n )  w i l l  a l s o  be r e v i s i n g  t h e i r  p r o g r a m s  a s  
a p p r o p r i a t e  t o  a u g m e n t  a g e n c y  a c t i t i t i e s  it. t h i s  a r e a .  

T h i s  p r o v i s i o n  is  a l s o  i m p o r t a n t  i n  e n s u r i n g  t h a t  i n d i v i d u a l s  who a r e  
p o t e n t i a l l y  c r i m i n a l l y  l i a b l e  o r  whose  a c t i o n s  c o u l d  e x p o s e  t h e  a g e n c y  
t o  c i v i l  s u i t  ( u n d e r  s u b s e c t i o n s  ( i )  a n d  ( g ) ,  r e s p e c t i v e l y )  a r e  f u l l y  
i n f o r m e d  o f  t h e i r  o b l i g a t i o n s  u n d e r  t h e  Act. 

ADUIWISTRAPIVE, TECHNICAL AND PilYSICAL SAFEGUARDS 

S u b s e c t i o n  ( e )  (10 )  l l E s t a b l i s h  a p p r o p r i a t e  a d m i n i s t r a t i v e ,  
t e c h n i c a l ,  a n d  p h y s i c a l  s a f e g u a r d s  t o  i n s u r e  t h e  s e c u r i t y  a n d  

62 



--------- -------------- 

PRIVACY ACT GUIDELINES - J u l y  1, 1975 

c o n f i d e n t i a l i t y  o f  r e c o r d s  a n d  td>p r o t e c t  a g a i n s t  a n y  a n t i c i p a t e d  
t h r e a t s  o r  h a z a r d s  t o  t h e i r  s e c u r i t y  o r  i n t e g r i t y  wh ich  ' c o u l d  
r e s u l t  i n  s u b s t a n t i a l  h a r m ,  e m b a r r a s s m e n t ,  i n c o n v e n i e n c e ,  o r  
u n f a i r n e s s  t o  a n y  i n d i v i d u a l  o n  whom i n f o r m a t i o n  is m a i n t a i n e d ; * l  

T h e  d e v e l o p m e n t  Of a p p r o p r l d t e  a d m i n i s t r a t i v e ,  t e c h n i c a l ,  a n d  p h y s i c a l  
s a f e g u a r d s  w i l l ,  n e c e s s a r i l y ,  h a v e  t o  b e  t a i l o r e d  t o  t h e  r e q u i r e m e n t s  
o f  e a c h  s y s t e m  o f  r e c o r d s  a n d  o t h e r  r e l a t e d  r e q u i r e m e n t s  f o r  s e c u r i t y  
a n d  c o n f i d e n t i a l i t y .  T h e  n e e d  t o  a s s u r e  t h e  i n t e g r i t y  o f  a n d  t o  
p r e v e n t  u n a u t h o r i z e d  a c c e s s  t o ,  s y s t e m s  o f  r e c o r d s  w i l l  b e  d e t e r m i n e d  
n o t  o n l y  by t h e  r e q u i r e m e n t s  o f  t h i s  Act b u t  a l s o  by o t h e r  f a c t o r s  
l i k e  t h e  r e q u i r e m e n t  f o r  c o n t i n u i t y  o f  a g e n c y  o p e r a t i o n s ,  t h e  n e e d  t o  
p r o t e c t  p r o p r i e t a r y  d a t a ,  a p p l i c a b l e  a c c e s s  r e s t r i c t i o n s  t o  p r o t e c t  
t h e  n a t i o n a l  s e c u r i t y ,  a n d  t h e  n e e d  fo,r a c c u r a c y  a n d  r e l i a b i l i t y  o f  
a g e n c y  i n f o r m a t i o n .  

W h i l e  t h e  t e c h n o l o q y  o t  s y s t e m  s e c u r i t y  ( b o t n  f o r  c o m p u t e r - b a s e d  a n d  
o t h e r  s y s t e m s  o f  r e c o r d s )  i s  well d e v c l o p e d  a s  it r e l a t e s  t o  m a t e r i a l s  
c l a s s i f i e d  f o r  r e a s o n  o f  n a t i o n a l  d e f e n s s  o r  f o r e i g n  p o l i c y ,  f e w  
s t a n d a r d s  c u r r e n t l y  e x i s t  t o  g u i d e  t h e  n c i v i l "  a g e n c y  i n  t h i s  a r e a .  
U n t i l  s u c h  s t a n d a r d s  a r e  d e v e l o p e d  a n d  p r o m u l g a t e d ,  a g e n c i e s  w i l l  b e  
r e q u i r e d  t o  a l ~ a l y z e  e a c h  s y s t e m  a s  t o  t h e  r i s k  o f  i m p r o p e r  d i s c l o s u r e  
o f  r e c o r d s  a n d  t h e  c o s t  a n d  a v a i l a b i l i t y  o f  m e a s u r e s  t o  m i n i m i z e  t h o s e  
r i s k s .  The D e p a r t m e n t  o f  Commerce ( N a t i o n a l  B u r e a u  o f  S t a n d a r d s )  
w i l l  b e  i s s u i n g  guidelines a n d  s t a n d a r d s  t o  a s s i s t  a g e n c i e s  i n  
e v a l u a t i n q  v a r l o u s  t e c h n o l o g i c a l  a p p r o a c h e s  t o  p r o v i d i n g  s e c u r i t y  
s a f e g u a r d s  i n  t h e i r  s y s t e m  a n d  f o r  a s s e s s i n g  r i s k s .  

NOTICE POX NEYLREVISED ROUTINE USES 

S u b s e c t i o n  (e) ( 1 1 )  ' * A t  l e a s t  30 d a y s  p r i o r  t o  p u b l i c a t i o n  o f  
i n f o r m a t i o n  u n d z r  p a r a g r a p h  ( 4 )  ( D )  o f  t h i s  s u b s e c t i o n ,  p u b l i s h  i n  
t h e  F e d e r a l  R e y i s t e r  n o t i c e  o f  a n y  new u s e  o r  i n t s n d e d  u s e  o f  t h e  
i n f o r m a t i o n  i n  t h e  s y s t e m ,  a n d  p r o v i d e  a n  o p p o r t u n i t y  f o r  
i n t e r e s t e d  p e r s o n s  t o  s u b m i t  w r l t t e n  d a t a ,  v i e w s ,  o r  a r g u m e n t s  t o  
t h e  a g e n c y .  

A g e n c i e s  a r e  r e q u i r e d  t o  p u b l i s h  i n  t h e  F e d e r a l  R e q i s t e y  a n o t i c e  o f  
t h e i r  i n t e n t i o n  t o  s s t a b l i s h  " r o u t i n e  u s e s * '  f o r  e a c h  o f  t h e i r  s y s t e m s  
o f  r e c o r d s .  A l t h o u q h  t h i s  p r o v i s i o n  i s  d e s i g n e d  t o  s u p p l a n t  t h e  
i n f o r m a l  r u l e - m a k i n g  p r o v i s i o n s  o f  5 USC 553, t h e  a c c o m m o d a t i o n  o f  t h e  
p u b l i c  c o m m e n t s  i n  t h e  j u d i c i a l  r e v i e w  o f  t h e  r u l e - m a k i n g  e x e r c i s e  was  
i n t e n d e d  w h e r e v e r  p r d c t i c a b l e .  A g e n c i e s  s h o u l d  f u r n i s h  a s  c o m p l e t e  a n  
e x p l a n a t i o n  o f  t h e  r o u t i n e  u s e s  a n d  a n y  c h a n y e s  made o r  n o t  made a s  a  
r e s u l t .  o f  t h e  p u b l i c  comment  a s  p o s s i b l e  s o  t h a t  t h e  p u b l i c  w i l l  b e  
f u l l y  i n f o r m e d  o f  t h e  p r o p o s e d  u s e .  T h i s  is t o  g i v e  t h e  p u b l i c  a n  
o p p o r t u n i t y  t o  comment  o n  t h e  a p p r o p r i a t e n e s s  o f  t h o s e  u s a s  - b e g o r e  
t h e y  come  i n t o  e f f e c t .  T h i s  n o t i c e  s h o u l d  b e  p ~ ~ b l i s h e d  s u f f i c i e r l t l y  i n  
a d v a n c e  o f  t h e  p r o p o s e d  e f f e c t i v e  d a t e  o f  t h e  u s e  t o  p e r m i t  time f o r  
t h e  p u b l i c  t o  comment  a n d  f o r  t h e  a g e n c y  t o  r e v i e w  t h o s e  comment s ,  b u t  
i n  n o  c a s e m a y a  lieu " r o u t i n e  u s e S *  b e  u s e d  a s  t h e  b a s i s  f o r  a 
d i s c l o s u r e  less t h a n  30 d a y s  a f t e r  t h e  p u b l i c a t i o n  o f  t h e  " r o u t i n s  
u s e w  n o t i c e  i n  t h e  F e d e r a l  Register A r e v i s e d  p u b l i c  n o t i c e  
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( s u b s e c t i o n  ( e )  ( 4 ) )  m u s t  b e  p u b l i s h e d  h e f o r e  a " r o u t i n e  u s e n  is p u t  
i n t o  e f f e c t :  1.e.. b e f o r e  a r e c o r d  i s  d i s c l o s e d  f o r  s u c h  a u s e .  

~t i s  c l e a r l y  p e r m i s s i b l e  t o  p u b l i s h  t h e  e n t i r e  s y s t e m  n o t i c e  
( p r e s c r i b e d  by s u b s e c t i o n  ( e )  (4)) a s  t h e  n o t i c e  o f  " r o u t i n e  u s e n  
p r o v i d e d  t h a t  s u c h  " r o u t i n e  u s e s "  a r e  n o t  p u t  i n t o  e f f e c t  u n t i l  t h e  
r e y u i r e d  30 d a y  n o t i c e  p e r i o d .  I f  a n  e n t i r e  s y s t e m  n o t i c e  is n o t  
p u b l i s h e d ,  t h o  n o t i c *  Of " r o u t i n e  u s e w  i s s u e d  p u r s u a n t  t o  s u b s e c t i o n  
( e )  (11) m u s t ,  a s  a  minimum, c o n t a i n  

-	 t h e  name o f  t h e  s y s t e m  o f  r e c o r d s  f o r  w h i c h  t h e  " r o u t i n e  u s e "  is 
t o  b e  e s t a b l i s h e d ;  

-	 w h e r e  f e a s i b l e ,  t h e  a u t h o r i t y  f o r  t h e  s y s t e m  ( s e e  d i s c u s s i o n  o f  
s u b s e c t i o n  ( e )  ( I ) ,  a n d  t h e  r e q u i r e d  n o t i c e  t o  t h e  i n d i v i d u a l  i n  
s u b s e c t i o n  ( e )  ( 3 )  (A) ) , a b o v e ) ; 

-	 t h e  c a t e g o r i e s  o f  r e c o r d s  m a i n t a i n e d ;  

-	 t h e  p r o p o s e d  " r o u t i n e  u s e ( s ) " ;  

-	 a n d  t h e  c a t e g o r i e s  o f  r e c i p i e n t s  f o r  e a c h  p r o p o s e d  " r o u t i n e  u s e n .  

F o r  new " r o u t i n e  u s e s n  o f  s y s t e m s  f o r  w h i c h  a p u b l i c  n o t i c e  u n d e r  
s u b s e c t i o n  ( e ) ( 4 )  h a s  a l r e a d y  b e e n  p u b l i s h e d ,  r e f e r e n c e  s h o u l d  b e  made 
t o  t h a t  p u b l i c  n o t i c e .  

A n o t i c e  i n  t h e  F e d e r a l  R e g i s t e r  i n v i t i n g  p u b l i c  comment  o n  a, p r o p o s e d  
new " r o u t i n e  u s e "  i s  r e q u i r e d  

-	 f o r  a l l  e x i s t i n q  s y s t e m s  o f  r e c o r d s  n o t  l a t e r  t h a n  A u g u s t  2 8 ,  
1 9 7 5 .  ( S i n c e  30 d a y s  a d v a n c e  n o t i c e  o f  a " r o u t i n e  u s e w  is 
r e q u i r e d ,  a n  a q e n c y  t h a t  f a i l s  t o  p u b l i s h  n e c e s s a r y  n o t i c e s  f o r  
e x i s t i n g  s y s t e m s  on o r  p r i o r  t o  A u g u s t  28  may f i n d  t h a t  it is 
p ~ e c l u d e d  f r o m  n a k i n q  n e c e s s a y  i n t e r a g e n c y  t r a n s f e r s  u n t i l  it h a s  
c o m p l i e d  w i t h  t h i s  p r o v i s i o n )  ; 

-	 f o r  a n  e x i s t i n q  s y s t e m  o f  r e c o r d s ,  w h e n e v e r  a new * # r o u t i n e  u s e w  
is p r o p o s e d .  A new " r o u t i n e  u s e e *  i s  o n e  w h i c h  i n v o l v e s  
d i s c l o s u r e  o f  r e c o r d s  f o r  a new p u r p o s e  c o m p a t i b l e  w i t h  t h e  
p u r p o s e  f o r  wh ich  t h z  r e c o r d  is m a i n t a i n e d  o r  t o  a new r e c i p i e n t  
o r  c a t e q o r y  o f  r e c i p i e n t s  ( e v e n  i f  o t h e r  u s e s  a r e  c o n c u r r e n t l y  
c u r t a i l e d )  ; a n d  

-	 f o r  a n y  new s y s t e m s  o f  r e c o r d s  f o r  u h i c h  ' r o u t i n e  u s e s n  a r e  
c o n t e a p l a t . e d .  
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S e c t i o n  ( f )  

AGENCY POLES 

S u b s e c t i o n  ( f )  " I n  o r d e r  t o  c a r r y  o u t  t h e  p r o v i s i o n s  o f  t h i s  
s e c t i o n ,  e a c n  a g e n c y  t h a t  m a i n t a i n s  a .  s y s t e m  o f  r e c o r d s  s h a l l  
p r o m u l g a t e  r u l e s ,  i n  a c c o r d a n c e  w i t h  t h e  r e q u i r e m e n t s  ( i n c l u d i n g  
g e n e r a l  n o t i c e )  o f  s e c t i o n ,  553 o f  t h i s  t i t l e ,  w h i c h  s h a l l - - "  

A g e n c i e s  m u s t  p r o m u l g a t e  r u l e s  t o  i m p l e m e n t  t h e  p r o v i s i o n s  o f  t h e  A c t  
i n  a c c o r d a n c e  w i t h  t h e  r e g u i r e m e n t s  o f  s e c t i o n  553 o f  t i t l e  5 o f  t h e  
U n i t e d  S t a t e s  c o d e  i n c l u d i n g  p u b l i c a t i o n  o f  t h e  r u l e s  i n  t h e  F e d e r a l  
g e q i s t e r  s c  t h a t  i n t e r e s t e d  p e r s o n s  c a n  h a v e  a n  o p p o r t u n i t y  t o  
comment .  A ' * r u l e n  is d e f i n e d  as  " t h e  w h o l e  or  a p a r t  o f  a n  a g e n c y  
s t a t e m e n t  o f  g e n e r a l  o r  p a r t i c u l a r  a p p l i c a b i l i t y  a n d  f u t u r e  e f f e c t  
d e s i g n e d  t o  i m p l e m e n t ,  i n t e r p r e t ,  o r  prescribe l a w  o r  p o l i c y  or 
d e s c r i b i n g  t h e  o r g a n i z a t i o n ,  p r o c e d u r e s ,  o r  p r a c t i c e  r e q u i r e m e n t s  o f  
a g e n c y . . .  " ( 5  U.S.C. 5 5 1 ( 4 ) ) .  F o r m a l  h e a r i n g s  a r e  n o t  r e q u i r e d  v i t h  
r e s p e c t  t o  r u l e s  i s s u e d  u n d e r  t h i s  s e c t i o n .  Howcver ,  f o r m a l  h e a r i n g s  
a r e  n o t  p r e c l u d e d  by t h i s  s e c t l o n  a n d ,  I n  p a r t i c u l a r  i n s t a n c e s ,  
a g e n c i e s  may e lect  t o  u s e  t h e  f o r m a l  h e a r i n g  p r o c e d u r e .  

Two d i s t i n c t  o b j e c t i v e s  m u s t  b e  s a t i s f i e d  b y  t h e  r u l e s  p r o m u l g a t e d  
p u r s u a n t  t o  t h i s  s u b s e c t i o n :  

-	 t h e y  m u s t  p r o v i d e  t h e  p u b l i c  w i t h  s u f f i c i e n t  i n f o r m a t i o n  t o  
u n d e r s t a n d  how a n  a g e n c y  i s  c o m p l y i r ~ g  w i t h  t h e  l a w ;  a n d  

-	 t h e y  m u s t  p r o v i d e  s u t f  i c i e n t  i n f o r m a t i o n  f o r  i n d i v i d u a l s  t o  
e x e r c i s e  t h e i r  r i g h t s  u n d e r  t h e  Act. 

R u l e s  p r o m u l q a t e d  u n d s r  t h i s  s u b s e c t i o n  d i f f e r  f r o m  n o t i c e s  u n d e r  
s u b s e c t i o n  ( e )  i n  s e v e r a l  ways: 

-	 R u l e s  p r o m u l g a t e d  u n d e r  t h i s  s u b s e c t i o n  a r e  s u b j e c t  t o  
r e q u i r e m e n t s  o f  s e c t i o n  553 o f  t h e  A d m i n i s t r a t i v e  P r o c e d u r e  Act 
g o v e r n i n g  t h e  p u b l i c a t i o n  o f  p r o p o s e d  r u l e s  f o r  p u b l i c  comment  
b e f o r e  i s s u i n g  them a s  f i n a l  r u l e s .  

-	 R u l e s  must  o n l y  h e  p u b l i s h e d  t w i c e - a s  n o t i c e  o f  r u l e  m a k i n g  a n d  
uhen  t h e y  a r e  p r o m u l g a t e d  a s  f i n a l  r u l e s - u n l e s s  t h e y  a r e  
s u b s e g u e n t l y  m o d i f i e d .  (They  w i l l ,  h o w e v e r ,  b e  i n c l u d e d  i n  a n  
a n n u a l  c o n p i l a t i o r i  p u b l i s h e d  by, GSA.) 

-	 A s e p a r a t e  se t  o f  r u l e s  n e e d  n o t  b e  p u b l i s h e d  f o r  e a c h  s y s t e m  o f  
r e c o r d s  t h a t  a n  a g e n c y  m a i n t a i n s .  T h e  d e v e l o p m e n t  o f  a s i n g l e  
set  o f  a g e n c y  r u l e s  i s  e n c o u r a g e d  w h e r e v e r  a p p r o p r i a t e .  

A g e n c i e s  a r e  r e q u i r e d  t o  p u b l i s h  p r o p o s e d  r u l e s  u n d e r  t h i s  s u b s e c t i o n  
a l l o w i n g  a t  L e a s t  30 d a y s  f o r  p u b l i c  comment  p r i o r  t o  p u b l i s h i n g  them 
a s  f i n a l  r u l e s .  ( F o r  s y s t e m s  w h i c h  w i l l  b e  i n  u s e  o n  S e p t e m b e r  27, 
1975, a q e n c i e s  w i l l  h a v ~t o  p u b l i s h  r u l e s  n o t  l a t e r  t h a n  A u g u s t  28, 
1975.)  No f u r t h e r  r e p u b l i c a t i o n  o f  a g e n c y  r u l e s  i s  r e q u i r e d  ( o t h e r  
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t h e n  t h e i r  i n c l u s i o n  i n  t h a  a n n u a l  c o m p i l a t i o n  p u b l i s h e d  by  t h e  o f f i c e  
o f  t h e  F e d e r a l  R e g i s t e r )  u n l e s s  a c l ~ a n q eis  p r o p o s e d .  

T h e  l a n y u d q e  n t  s u b s e c t i o n  ( f )  e x p l i c i t l y  r e q u i r e s  " g e n e r a l  n o t i c e ; "  
i . e . ,  s e c t i o n  5 5 3  ( b )  o f  t i t L e  5 w h i c h  p e r m i t s  a g e n c i e s  n o t  t o  p u b l i s h  
a g e n e r a l  n o t i c e  i t  " p e r s o n s  s u b j e c t  t h e r e t o  a r e  named a n d  e i t h e r  
p e r s o n a l l y  s e r v e d  o r  o t h e r w i s e  h a v e  a c t u a l  n o t i c e . . . . "  s h a l l  n o t  
a p p l y  t o  r u l e s  p r o s u l g a t e d  u n d e r  t h i s  s u b s e c t i o n .  A g e n c i e s  s h o u l d  
a l s o  b e  a w a r e  o f  t h e  f a c t  t h a t ,  a l t h o n g h  t h e  p r e s u m p t i o n  i s  o f  t h e  
v a l i d i t y  o f  t h e  p r o p o s e d  r u l e ,  j u d i c i a l  r e v i e w ,  u n d e r  t h e  
A d m i n i s t r a t i v e  P r o c e d u r ?  Act w i l l  b e  a v a i l a b l e  t o  a s s u r e  a g a i n s t  
a r b i t r a r y  o r  c a p r i c i o u s  a c t i o n s .  

RULES FOR D E T E R P l I N I N G  I F  A N  INDIVIDUAL I S  THE SUBJECT OF A RECORD 

S u b s e c t i o n  ( f )  ( 1 )  t ' E s t a b l i s h  p r o c e d u r e s  w h e r e b y  a n  i n d i v i d u a l  c a n  
b e  n o t i f i e d  i n  r e s p o n s e  t o  h i s  r e q u e s t  i f  a n y  s y s t e m  o f  r e c o r d s  
named b y  t h e  i ~ i d i v i d u a l  c o n t . a i n s  a r e c o r d  p e r t a i n i n g  t o  him:" 

T h e  p r o c a d u r e s  f o r  i n d i v i d u a l s  t o  d e t e r m i n e  i f  a s y s t e m  o f  r e c o r d s  
c o n t a i n s  r e c o r d s  p e r w i n i n q  t o  t h e m  s h o u l d  b e  k e p t  a s  s i m p l e  a s  
p o s s i b l e .  T h e  p u b l i s h e d  p r o c e d u r e s  s h o u l d  s p e c i f y  -

-	 t o  whom t h e  r e q u e s t  s h o u l d  b e  d i r e c t e d .  A s  d i s c u s s e d  a b o v e  
( s u b s e c t i o n  ( e )  (ll)) , f o r  q e o g r a  p h i c a l l y  d e c e n t r a l i z e d  s y s t e m s ,  
t h e  i n d i v i d u a l  s l l o u l d  n o t  b e  r e q u i r e d  t o  q u e r y  e a c h  l o c a t i o n  
u n l e s s  t h e  i n d i v i d u a l  c a n  r e a s o n a b l y  b e  e x p e c t e d  t o  b e  a b l e  t o  
d i s c e r n  w h i c h  l o c a t i o n  w o u l d  h a v e  a  r e c o r d  i f  o n e  e x i s t e d ;  e .q . ,  
by  p l a c e  o f  b i r t h ,  p l a c e  o f  e m p l o y m e n t .  U h l l e  t h e  d e v e l o p m e n t  o f  
c e n t r a l  i n d e x e s  t o  s a t i s f y  t h e  r e q u i r e m e n t s  o f  t h i s  p r o v i s i o n  is 
d i s c o u r a g e d ,  s u c h  i n d e x e s  may b e  n e c e s s a r y  i n  somz i n s t a n c e s .  

- t h e  i n f o r m a t i o n  n e c e s s a r y  t o  i d e n t i f y  t h e  r e c o r d .  U h e r e  t h e  
s y s t e m  e m p l o y s  a s p e c i a l i z e d  i d e n t i f i c a t i o n  s c h e m e ,  t h e  
i n d i v i d u a l  s h ~ u l d  n o t  b e  r e q u i r e d  t o  p r o v i d e  s u c h  a n u m b e r  o r  
s y m b o l  a s  a n  a b s o l u t e  r e q u i r e m e n t ,  a l t h o u g h  t h e  i n d i v i d u a l  m i g h t  
b e  r e q u e s t e d  t o  s u p p l y  i t  i f  h e  o r  s h e  c a n  r e a S 0 n a D l y  b e  e x p e c t e d  
t o  know it. I n s t e a d ,  a l t a r n a t i v e  c o m b i n a t i o n s  o f  p e r s o n a l  
c h a r a c t e r i s t i c s  may bz u s e d  t o  i d e n t i f y  i n d i v i d u a l s  who may h a v e  
l o s t ,  f o r g o t t e n ,  o r  a r e  u n a w a r e  o f  t . h e i r  i d e n t i f i c a t i o n  n u m b e r s  
o r  s y m b o l s .  F o r  e r a m p l e ,  t h e  c o m b i n a t i o n  o f  name, d a t e  o f  b i r t h ,  
p l a c e  o f  b i r t h ,  a n d  f a t h e r ' s  f i r s t  name may b e  s u f f i c i e n t  t o  
i d e n t i f y  a n  i n d i v i d u a l  w i t h o u t  t h e  u s e  o f  a  s y s t e m  i d e n t i f i c a t i o n  
number .  A s  was  s u g g e s t e d .  a b o v e ,  t h e  d e v e l o p m e n t  o f  new r e t r i e v a l  
a n d  i n d e x i n g  c a p a b i l i t i e s  is n o t  e n c o u r a g e d ,  r a t h e r  a g e n c i e s  
s h o u l d  e x p l o i t  e x i s t i n g  c a p a b i l i t i e s  t o  s e r v e  i n d i v i d u a l  n e e d s .  
a e s t r i c t i o n s  o n  t h e  u s e  o f  t h e  S o c i a l  S e c u r i t y  Number as  a n  
i d e n t i f i e r  e s t a b l i s h e d  b y  S e c t i o n  7 o f  t h i s  A c t  s h o u l d  a l s o  b e  
n o t e d  w h e r e  a p p l i c a b l e .  

-	 a n y  r e q u i r e m e n t s  f o r  v e r i f i c a t i o n  o f  i d e n t i t y .  T h e s e  may o n l y  b e  
i m p o s e d  when t h e  f a c t  o t  t h e  existence o f  a r e c o r d  wou ld  n o t  b e  
r e q u i r e d  t o  h e  d i s c l o s e d  u n d e r  t h e  F r e e d o m  o f  I n f o r m a t i o n  A c t  (5.  
U.S.C. 552). 
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Agency  p r o c e d u r e s  s t i o u l d  p r o v i d e  f o r  &cknowledyrmt?n t  o f  t h e  i n q u i r y  
w i t h i n  1 0  d a y s  ( e x c l u d i n ( j  S a t u r ~ l a y s ,  S u r ~ d a y s ,  a n d  l e q a l  p u l ~ l i c  
h o l i d a y s ) .  

RULES FOR H A ~ ~ ~ _ C - R B Q q I S ~ S - P O R A C C E S S  

S u b s e c t i o n  ( f l  ( 2 )  'Def irie r e a s o n a b l e  times, . p l a c e s ,  a n d  
r e q u i r e m e n t s  f o r  i d e n t i f y i n g  a n  i n d i v i d u a l  who r e q u e s t s  h i s  
r e c o r d  o r  i n f o r m a t i o n  p e r t a i n i n g ' t o  h im b e f o r e  t h e  a g e n c y  s h a l l  
make t h e  r e c o r d  or i n f o r m a t i o n  a v a i l a b l e  t o  t h e  i n d i v i d u a l ; "  

T h e  d e v e l o p m e n t  o f  p r o c e d u r e s  f o r  i n d i v i d u a l s  t o  i d e n t i f y  t h e m s e l v e s  
f o r  t h e  p u r p o s e s  o f  g a i n i n g  a c c e s s  t o  t h e i r  r e c o r d s  w i l l  n e c e s s a r i l y  
v a r y  d e p e n d i n g  o n  t h e  n a t u r e ,  l o c a t i o n ,  a n d  s e n s i t i v i t y  o f  t h e  r e c o r d s  
i n  t h e  s y s t e m .  C a r e  m u s t  b e  e x e r c i s e d  t o  a s s u r e  t h a t  t h e  r e q u i r e m e n t s  
f o r  v e r i f i c a t i o n  o f  i d e n t i t y  a r e  n o t  s o  c u m b e r s o m e  a s  t o  p r e v e n t  
i n d i v i d u a l s  f r o m  g a i n i n g  a c c e s s  t o  r e c o r d s  t o  w h l c h  t h e y  a r e  e n t i t l e d  
t o  h a v e  a c c e s s .  The  r e q u i r e m e n t s  p e r t a i n i n g  t o  v e r i f i c a t i o n  o f  
i d e n t i t y  c o n t a i n e d  i n  s u b s e c t i o n  ( f )  ( I ) ,  a b o v e ,  s h o u l d  a l s o  b e  n o t e d .  

w R e a s o n a b l e n e s s f ~w i l l  be m e a s u r e d  i n  terms o f  

-	 t h e  r i s k  o f  a c c e s s  b e i n g  g r a n t e d  t o  a n  i n d i v i d u a l  who is n o t  
e n t i t l e d  t o  a c c e s s  w e i g h e d  a g a i n s t  t h e  p r o b a b l e  harm ( i n c l u d i n g  
e m b a r r a s s m e n t )  t o  t h e  i n d i v i d u a l  t o  whom t h e  r e c o r d  p e r t a i n s  
w h i c h  wou ld  r e s u l t  t r o m  u n a u t h o r i z e d  a c c e s s :  a n d  

- t h e  s t a n d a r d s  f o r  v e r i f i c a t i o n  o f  i d e n t i t y  w h i c h  a t y p i c a l  
i n d i v i d u a l  a h o u t  whom r e c o r d  i s  m a i n t a i n e d  c o u l d  b e  e x p e c t e d  t o  
meet. 

When a g e n c i e s  s p e c i f y  t h a t  i n d i v i d u a l s  may ( o r  m o s t )  p r e s e n t  
t h e m s e l v e s  i n  p e r s o n  t o  v e r i f y  t h e i r  i d e n t ~ t y ,  h o u r s  a n d  l o c a t i o n s  
s p e c i f i e d  s h o u l d  t a k a  i n t o  a c c o u n t  t h e  k i n d s  o f  i n d i v i d u a l s  a b o u t  whom 
r e c o r d s  a r e  m a i n t a i n e d .  POL e x a m p l e ,  i t  may b e  a p p r o p r i a t e  t o  a s k  a 
c u r r e n t  e m p l o y e e  who s e e k s  a c c e s s  t o  11s r e c o r d  t o  p r e s e n t  h i m s e l f  t o  
t h e  a g e n c y  p e r s o n n e l  o f f i c e  d u r i n g  n o r m a l  w o r k i n g  h o u r s .  No 
r e q u i r e m e n t s  may b e  e s t a b l i s h e d  w h i c h  w o u l d  h a v e  t h e  e f f e c t  o f  
i m p e d i n g  a n  i n d ~ v i d u a l  i n  e x e r c i s i n g  h i s  o r  h e r  r i g h t  t o  a c c e s s .  

A q e a c i e s  w h i c h  m a i n t a i n  s y s t e m s  o f  r e c o r d s  o n  u i d e l y  d i s p e r s e d  g r o u p s  
o f  i n d i v i d u a l s  a n d  which  h a v e  f i e l d  o f f i c e s  e q u i p p e d  t o  d o  s o ,  a r e  
e n c o u r a g e d  t o  ' u s e  t h o s e  o f f i c e s  a s  s i tes  a t  w h i c h  a n  i n d i v i d u a l  c a n  
p r e s e n t  a r e q u e s t  f o r  a c c e s s  e v e n  t h o u g h  h i s  o r  h e r  r e c o r d s  n a y  n o t  b e  
m a i n t a i n e d  a t  a n y  o n e  o f  t h o s e  f i e l d  o f f i c e s .  The ,  i n f o r m a t i o n  
n e c e s s a r y  t o  i d e n t i f y  i n d i v i d u a l s  s h o i l l d  b e  k e p t  t o  t h e  a b s o l u t e  
minimum a n d  n e i t h e r  t h i s  p r o v i s i o n  n o r  a n y  o t h e r  p r o v i s i o n  o f  t h e  Act 
s h o u l d  b e  u s e d  f o r  t h e  p u r p o s e  o f  a c q u i r i n g  a n d  s t o r i n g  a d d i t i o n a l  
i n f o r m a t i o n  a b o u t  a n  i a d i v i d u a l .  

The  p u b l i s h e d  r u l e s  p r e s c r i b i n g  p r o c e d u m s  f o r  v e r i f i c a t i o n  o f  
i d e n t i t y  w i l l  i n c l u d e - -

-	 a list o f  t h e  l o c a t i o n s  a n d / o r  m a i l i n g  a d d r e s s e s  o f  1 o c a t . i o n s  t o  
w h i c h  t h e  r e q u e s t  may b e  p r e s e n t e d ;  

67 
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-	 when i n - p e r s o n  v e r i f i c a t z o n  i s  r e q u i r e d  o r  permitted, t h e  h o u r s  
whan t h o s e  l o c a t i o n s  a r e  o p e n  ( i n c l u d i n g  t h e  d a t e s  o f  h o l i d a y s  on  
w h i c h  t h e y  a r e  c l o s e d )  ; a n d  

-	 d o c u m e n t s  w h i c h  t h e  a q e n c y  w i l l  ' r e q u i r e ,  i f  a n y ,  t o  e s t a b l i s h  t h e  
i d e n t i t y  o f  t h e  i n d i v i d u a l  ( s p e c i f y i n g  a s  many a l t e r n a t i v e s  a s  
p o s s i b l e ) .  

RULES FOR GRANTING' nCCESS TO RECORDS 

S u b s e c t i o n  ( f ) (3) I 8 B s t a b l i s h  p r o c e d u r e s  f o r  t h e  disclosure t o  a n  
i n d i v i d u a l  u p o n  h i s  r e q u e s t  o f  h i s  r e c o r d  o r  i n f o r m a t i o n  
p e r t a i n i n g  t o  h i m ,  i n c l u d i n g  s p e c i a l  p r o c e d u r e  [s ic] ,  i f  d e e m e d  
n e c e s s a r y ,  f o r  t h e  d i s c l o s u r e  t o  a n  i n d i v i d u a l  o f  m e d i c a l  r e c o r d s  
i n c l u d i n g  p s y c h o l o q i c a l  r e c o r d s ,  p e r t a i n i n g  t o  h i s ;  

I n d i v i d u a l s  may b e  g r a n t e d  access t o  t h e i ;  r e c o r d s  e i t h e r  i n  p e r s o n  o r  
by h a v i n g  c o p i e s  m a i l e d  t o  t hem.  T h e  n a t u r e  o f  t h e  s y s t e m  a n d  o f  t h e  
i n d i v i d u a l s  o n  whom r e c o r d s  a r e  m a i n t a i n e d  w i l l  d e t e r m i n e  w h i c h  m e t h o d  
is a p p r o p r i a t e .  I f  a n  a g e n c y  d e t e r m i n e s  t h a t  i t  c a l l  g r a n t  access t o  
r e c o r d s  ' o n l y  by p r o v i d i n g  a c o p y  o f  t h e  r e c o r d  t h r o u g h  t h e  m a i l  
b e c a u s e  i t  c a n n o t  p r o v l d e  ' 8 ~ e a s o n a b l a "  m e a n s  f o r  i n d i v i d u a l s  t o  h a v e  
a c c e s s  t o  t h e i r  r e c o r d s  i n  p e r s o n ,  i t  may n o t  c h a r g e  a  f e e  f o r  m a k i n g  
t h e  c o p y .  

T h e  i s s u e  o f  a c c e s s  t o  m e d ~ c a l  r e c o r d s  was  t h e  s u b j e c t  o f  e x t e n s i v e  
d i s c u s s i o n  d u r i n g  t h e  d s v e l o p m e n t  o f  t h e  Act. A s  w r i t t e n ,  t h e  Act 
p r o v i d e s  t h a t  i n d i v i d u a l s  h a v e  a n  u n q u a l i f i e d  r i g h t  o f  a c c e s s  t o  
r e c o r d s  p e r t a i n i n g  t o  t h a n  ( w i t h  c e r t a i n  e x c e p t i o n s  s p e c i f i e d  i n  
s u b s e c t i o n s  ( j )  a n d  ( k ) ,  b e l o u )  b u t  t h a t  t h e  p r o c e s s  by w h i c h  
i n d i v i d u a l s  a r e  g r a n t e d  a c c e s s  t o  m e d i c a l  r e c o r d s  may, a t  t h e  
d i s c r e t i o n  o f  t n e  a g e n c y ,  b e  m o d i f i e d  t o  p r e v e n t  ha rm to  t h e  
i n d i v i d u a l .  [ See s u b s e c t i o n  ( d )  ( 1 )  . 
As a minimum, r u l e s  i s s u e d  p u r s u a n t  t o  t h i s  s u b s e c t i o n  s h a l l  b e  
c o n s i s t e n t  w i t h  t h e  r e q u i r e m e n t s  o f  s u b s e c t i o n  ( d )  (1 )  a n d  s h o u l d  
i r ~ c l u d e - -

-	 s o m e  i n d i c a t i o n ,  f o r  r e q u e s t s  p r e s e n t e d  i n  p e r s o n ,  a s  t o  w h e t h e r  
t h e  i n d i v i d u a l  c a n  e x p e c t  t o  b e  g r a n t e d  i m m e d i a t e  a c c e s s  t o  t h e  
r e c o r d  a n d ,  f o r  u r i t t e n  r e q u e s t ,  t h e  e x p e c t e d  time l a g ,  i f  a n y ,  
b e t w e e n  r e c e i p t  o f  a r e q u e s t  f o r  a c c e s s  a n d  t h e  g r a n t i n g  o f  t h a t  
a c c e s s  ( s e e  s u b s e c t i o n  (d )  (2 )  f o r  g u i d a n c e  o n  maximum r e s p o n s e  
times) ; a n d  

-	 t h e  l o c a t i o n s  a t  w h i c h  i n d i v i d u a l s  w i l l  h e  g r a n t e d  a c c e s s  t o  
t h e i r  r e c o r d s  o r  t h e  f a c t  t h a t  access w i l l  b e  g r a n t e d  by  
p r 3 v i d i n y  c o p i e s  by m a i l ;  

-	 n o t i c e  t h a t  a n  i n d i v i d u a l  when r e v i e u i n y  a r e c o r d  i n  p e r s o n ,  may 
b e  a c c o m p a n i e d  b y  a n o t h e r  i n d i v i d u a l  o f  h i s  o r  h e r  c h o o s i n g  a n d  
t h e  a g e n c y ' s  r e q u i r e m e n t s ,  i f  a n y ,  f o r  a w r i t t e n  s t a t e m e n t  
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a u t h o r i z i n g  t h a t  i n d i v i d u a l S s  p r > s e n c e .  S u c h  a u t h o r i z a t i o n  
s t a t e a s t i t s ,  i f  e m p l o y e d ,  s h o u l d  b e  a s  b r i e f  a s  p o s s i b l e .  

RULES FOR AnENDlNG UECORDS 

S u b s e c t i o n  ( f )  (4 )  " E s t a b l i s h  p r o c e d u r e s  f o r  r e v i e w i n g  a r e q u e s t  
f r o m  a n  i n d i v i d u a l  c o n c e r n i n g  t h e  amendmerit o f  a n y  r e c o r d  or 
i n f o r m a t i o n  p e r t a i n i n g  t o  t h e  i n d i v i d u a l ,  f o r  m a k i n g  a 
d e t e r m i n a t i o n  o n  t h e  r e q u e s t ,  f o r  a n  a p p e a l  v i t h i n  t h e  a g e n c y  o f  
a n  i n i t i a l  a d v e r s e  a g e n c y  d e t a r m i n a t i o n ,  a n d  f o r  w h a t e v e r  
a d d i t i o l ~ a l  means  may b e  n e c e s s a r y  f o r  e a c h  i n d i v i d u a l  t o  b e  a b l e  
t o  e x e r c i s e  f u l l y  h i s  r i g h t s  u n d e r  t h i s  s e c t i o n ; "  

R q e n c y  p r o c e d u r e s  f o r  p e r m i t t i n g  a n  i n d i v i d u a l  t o  r e q u e s t  amendment  o f  
a r e c o r d  s h a l l  b e  c o n s i s t e n t  w i t h  s u b s e c t i o n s  (d) (2) a n d  (3) a n d  s h a l l  
a s  a  minimum, s p e c i f y - -

-	 t h e  o f f i c i a l , ( s )  t o  whom t h e  r e q u e s t  is t o  b e  d i r e c t e d :  

- t h e  i d e n t i f y i n g  i n f o r m a t i o n  r e q u i r e d  t o  r e l a t e  t h e  r e q u e s t  t o  t h e  
a p p r o p r i a t e  r e c o r d  ; 

-	 t h e  o f f i c i a l ( s )  t o  vhom a r e q u e s t  f o r  a r e v i e w  o f  a n  i n i t i a l  
a d v e r s e  d e t e r m i n a t i o n  o n  r e q u e s t  t o  amend may b e  t a k e n ;  a n d  

- o f f i c e s / o f f i c i a l s  f r o m  vhom a s s i s t a n c e  c a n  b e  o b t a i n e d  i n  
p r e p a r i n g  a r e q u e s t  t o  amend a r e c o r d  o r  t o  a p p e a l  a n  i n i t i a l  
a d v e r s e  d e t e r m i n a t i o n  o r  t o  l e a r n  f u r t h e r  o f  t h e  p r o v i s i o n s  f o r  
j u d i c i a l  r e v i e w .  

If t h e  a q e n c y  d e e m s  i t  a p p r o p r i a t e ,  t o  e s t a b l i s h  ( o r  a l r e a d y  h a s )  a 
f o r m a l  r e v i e u i n g  mechan i sm f o r  a s s e s s i n g  t h e  a c c u r a c y  o f  its r e c o r d s  
o r  f o r  r e c o n c i l i n g  d i s p u t e s ,  t h a t  m e c h a n i s m  o r  b o a r d  s h o u l d  b e  
d e s c r i b e d  i n  i ts r u l e s  p u b l i s h e d  p u r s u a n t  t o  t h i s  s u b s e c t i o n .  T h i s  
p r o v i s i o n  d o e s  n o t  r e q u i r e  t h e  e s t a b l i s h m e n t  o f  new, s e p a r a t e  r e v i e w  
m e c h a n i s a s  v h e r e  s u c h  c a p a b i l i t i e s  e x i s t  a n d  a r e ,  o r  c a n  b e  m o d i f i e d  
t o  b e ,  i n  c o n f o r m a n c n  w l t h  t h i s  Act. 

RULES REGARDING FEES 

S u b s e c t i o n  ( f )  ( 5 )  " E s t a b l i s h  t e e s  t o  b e  c h a r g e d ,  i f  a n y ,  t o  a n y  
i n d i v i d u a l  f o r  m a k i n g  c o p i e s  o f  h i s  r e c o r d ,  e x c l u d i n g  t h e  c o s t  o f  
a n y  s e a r c h  f o r  a n d  r e v i e w  o f  t h e  r e c o r d . "  

P e e s  may b e  c h a r g e d  t o  a n  i n d i v i d u a l  u n d e r  t h i s  s e c t i o n  o n l y  f o r  t h e  
makiny o f  c o p i e s  o f  r e c o r d s  when r e q u e s t e d  b y  t h e  i n d i v i d u a l .  A s  
s t a t e d  a b o v e  ( s u b s ~ c t i o n ( f )  ( 3 ) ) .  when c o p i e s  a r e  made b y  t h e  a g e n c y  
i n c i d e n t  t o  g r a n t i n g  a c c e s s  t o  a  r e c o r d ,  a f e e  may n o t  b e  c h a r g e d .  
( I t  s h o u l d  b e  n o t e d  t h a t  t h e  p r o v i s i o n s  on f e e s  c h a r g e d  t o  a n  
i n d i v i d u a l  u n d e r  t h i s  Act d i f f e r  f r o m  t h o s e  g o v e r n i n g  f e e s  c h a r g e d  t o  
t h e  p u b l i c .  S e e  5  L7.S.C 5 5 2 ,  a s  a m e n d e d ,  t h e  F reedom o f  I n f o r m a t i o n  
Act. f o r  g u i d a n c e  on  f e e s  f o r  c o p i e s  of  r e c o r d s  made a v a i l a b l e  t o  t h e  
p u b l i c . )  
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' * [An]agency  may n o t  c h a r y e  t h e  i n d i v i d u a l  f o r  time s p e n t  s e a r c h i n g  f o r  
r e q u e s t e d  r e c o r d s  o r  f o r  t i m z  s p e n t  i n  r e v i e v i n q  r e c o r d s  t o  d e t e r m i n e  
i f  t h e y  f a l l  w i t h i n  t h e  d i s c l o s u r e  r e q u i r e m e n t s  o f  t h e  Act.'* ( H o u s e  
R e p o r t  9 3 - 1 4 1 6 ,  p . 1 7 )  Uhen a n  i n d i v i d u a l  r e q u e s t s  a c o p y  o f  a r e c o r d ,  
p u r s u a n t  t o  s u b s e c t i o n  ( d )  (1) ( a c c e s s  t o  r e c o r d s ) ,  t h e  f e e  c h a r q e d  may 
n o t  e x c e e d  t h e  d i r ~ c t  c o s t  o f  m a k i n g  t h e  c o p y  ( p r i n t i n g ,  t y p i n g ,  o r  
p h o t o c o p y i n y  a n d  r s l a t e d  p e r s o n n e l  a n d  e q u i p m e n t  c o s t s )  a n d  may n o t  
i n c l u d e  a n y  c o s t  o f  r e t r i e v i n g  t h e  i n f o r m a t i o n ,  I n  e s t a b l i s h i n g  fee 
s c h e d u l e s ,  a g e n c i e s  s h o u l d  a l s o  c o n s i d e r  t h e  c o s t  o f  c o l l e c t i n g  t h e  
F e e  in d e t e r m i n i n y  when f e e s  a r e  a p p r o p r i a t e .  

ANNUAL PUBLICATION OF NOTICES A N D  RIILES.......................... 

S u b s e c t i o u  ( f )  ( f i n a l  p a r a g r a p h  - u n n u m b e r e d )  * 'The O f f i c e  o f  t h e  
F e d e r a l  R e g i s t e r  s h a l l  a n n u a l l y  c o m p i l e  a n d  p u b l i s h  t h e  r u l e s  
p r o m u l g a t e d  u n d e r  t h i s  s e c t i o n  a n d  a g e n c y  n o t i c e s  p u b l i s h e d  u n d e r  
s e c t i o n  ( e )  (4 )  o f  c h i s  s e c t i o f .  i n  a f o r m  a v a i l a b l e  t o  t h e  p u h l i c  
a t  l o w  c o s t "  

T h e  a n n u a l  c o m p i l a t i o n  o f  p u b l i c  n o t i c e s  ( s u b s e c t i o n  ( e ) ( 4 ) )  a n d  
a g e n c y  r u l e s  ( s u b s e c t i o n  ( f )  ( 1 )  t h r o u g h  (5 ) )  w i l l  b e  p r o d u c e d  i n  a 
f o r m  which  p r o m o t e s  t h e  e x e r c i s e  o f  i n d i v i d u a l  r i g h t s  u n d e r  t h i s  Act. 

T h e  G e n e r a l  S e r v i c e s  A d m i n i s t r a t i o n  w i l l  i s s u e  g u i d a n c e  on  t h e  f o r ' m a t  
a n d  t i m i n g  f o r  s u b m i s s i o n  o f  r u l e s  a n d  n o t i c e s  t o  r e d u c e  t h e  cost o f  
p r e p a r i n g  a n d  p u b l i s h i n g  t h e  r u l e s  a n d  n o t i c e s ,  t o  m i n i m i z e  r e d u n d a n c y  
w h e r e v e r  p o s s i b l e ,  a n d  o t h e r w i s e  t o  e n h a n c e  t h e  u t i l i t y  o f  t h e s e  
p u b l i c a t i o n s .  P o r  e x a m p l e ,  t h e  v a r i o u s  p r o v i s i o n s  o f  s u b s e c t i o n  ( e )  (4 )  
a n d  (E) ( 1 ) .  t h r o u g h  ( 4 )  c a l l i n g  f o r  lists o f  n a m e s  a n d  a d d r e s s e s  n e e d  
n o t  b e  t r e a t e d  a s  s a p a r a t e  p o r t i o n s  o f  t h e  a n n u a l  n o t i c e  f o r ' e a c h  
s y s t e m .  
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S u b s e c t . i o n  ( g )  

C I V I L  -REMEDIES 

T h i s  s u b s e c t i o n  p r e s c r i b e s  t h e  c i r c u m s t a n c e s  u n d e r  w h i c h  a n  i n d i v i d u a l  
may s e e k  c o u r t  r e l i e f  i n  t h e  e v e n t  t h a t  a F e d e r d l  a g e n c y  v i o l a t e s  a n y  
r e q u i r e m e n t  o f  t h e  P r l v a c y  Act o r  a n y  r u l e  o r  r e g u l a t i o n  p r o m u l g a t e d  
t h e r e u n d e r ,  t h e  b a s i s  f o r  j u d i c i a l  i n t e r v e n t i o n ,  a n d  t h e  r e m e d i e s  
w h i c h  t h e  c o u r t s  may p r e s c r i b e .  I t  s h o u l d  b e  n o t e d  t h a t  ari. i n d i v i d u a l  
may h a v e  g r o u n d s  f o r  a c t i o n  u n d e r  o t h e r  p r o v i s i o n s  o f  t h e  l a w  i n  
a d d i t i o n  t o  t h o s e  p r o v i d e d  i n  t h i s  s e c t i o n .  F o r  e x a m p l e  -
-	 An i n d i v i d u a l  may s e e k  j u d i c i a l  r e v i e w  u n d e r  o t h e r  p r o v i s i o n s  o f  

t h e  A d m i n i s t r a t i v e  P r o c e d u r e  Act (APA). 

-	 An i n d i v i d u a l  may f i l e  a c o m p l a i n t  a l l e g i n g  p o s s i b l e  c r i m i n a l  
m i s c c n d  u c t  u n d e r  s e c t i o n  (i), b e l o w .  

-	 A F e d e r a l  e m p l o y e e  may f i l e  a g r i e v a n c e  u n d e r  p e r s o n n e l  
p r o c e d u r e s .  I t  s h o u l d  a l s o  be  n o t e d  t h a t  a n  a g e n c y / e m p l o y e e  
r e s p o n s i b l e  f o r  a n  a d v e r s e  a c t i o n  a g a i n s t  a n  i n d i v i d u a l  may b e  
p e r s o n a l l y  s u b j e c t  t o  c i v i l  s u i t ,  p a r t i c u l a r l y  w h e r e  t h e  
a g e n c y / e m p l o y e e  a c t e d  i n  a m a n n e r  t h a t  w a s  i n t e n t i o n a l  o r  
w i l l f u l .  

J u d g m e n t s ,  c o s t s ,  a n d  a t t o r n e y ' s  f e e s  a s s e s s e d  a g a i n s t  t h e  U n i t e d  
S t a t e s  u n d e r  t h i s  s u b s e c t i o n  w o u l d  a p p e a r  t o  b e  p a y a b l e  f r o m  t h e  
p u b l i c  f u n d s  r a t . h e r  t h a n  a g e n c y  f u n d s .  2 8  U.S.C. 2414 a n d  31 U.S.C. 
7 2 4 a  ( P a y m e n t  o f  J u d g e m e n t s ) ;  2 8  U.S.C. 1 9 2 4  ( C o s t s ) .  Y h i l e  i t  is n o t  
t h e  p u c p o s e  o f  t h e s c  q u i d e l i n e s  t o  d i s c u s s  t h e  j u r i s d i c t i o n  o f  t h e  
d i s t r i c t  c o u r t s  o r  t h e  p r o c e d u r e s  i n  s u c h  c a s e s ,  it s h o u l d  b e  n o t e d  
t h a t  mos t  c a s e s  a r i s i n g  u n d e r  s u b s e c t i o n  ( g )  w i l l  be  h a n d l e d  b y  t h e  
G e n e r a l  L i t i g a t i o n  S e c t i o n  o f  t h e  C i v i l  D i v i s i o n  o f  t h e  D e p a r t m e n t  o f  
J a s t i c e .  I n  t h e s e  c a s e s ,  upon  r e c e i p t  o f  a  c o p y  o f  t h e  summons a n d  
c o m p l a i n t  s e r v e d  upon  t h e  A t t o r n e y  G e n e r a l  an.d n o t i f i c a t i o n  o f  i ts 
f i l i n g  by t h e  U n i t e d  S t a t e s  A t t o r n e y  ( s e e  R u l e  4. F e d e r a l  R u l e s  o f  
C i v i l  P r o c e d u r e ) ,  t h e  G e n e r a l  L i t i g a t i o n  S e c t i o n  w i l l  r e q u e s t  t h e  
a g e n c y  t o  f u r n i s h  a l i t i g a t i o n  r e p o r t .  

Some a g e n c i e s  a r e  a u t h o r i z e d  t o  c o n d u c t  t h e i r  own l i t i g a t i o n .  Y h e r e  
i t s  a u t h o r i t y  permits, t h e  a g e n c y  may d e c i d e  t o  h a n d l e  its own c a s e s  
u n d e r  t h i s  Act. I n  v i e w  o f  t h e  g e n e r a l  l i t i q a t i o n  r e s p o n s i b i l i t y  
u h i c h  t h e  D e p a r t m e n t  o f  J u s t i c e  h a s  f o r  a l l  o t h e r  d e p a r t m e n t s  a n d  
a g c n c i e s  i n  t h e  e x e c u t i v e  b r a n c h ,  i t  is i m p o r t a n t  t h a t  a g e n c i e s  
h a n d l i n g  t h e i r  own l i t i g a t i o n  u n d e r  t h i s  Act k e e p  t h e  D e p a r t m e n t  o f  
J u s t i c e  c u r r e n t l y  i n f o r m e d  o f  t h e i r  p r o g r e s s ,  a n d  f o r w a r d  t o  t h e  C i v i l  
D i v i s i o n  c o p i e s  o f  s i g n i f i c a n t  d o c u m e n t s  w h i c h  a r e  f i l e d  i n  s u c h  
c a s e s .  

Each  a j e u c y  s h o u l d  m a i n t a i n  a c o m p l e t e  a n d  c a r e f u l  r e c o r d  o f  t h e  
a d m i n i s t r a t i v e  p r o c e d u r e s  f o l l o w e d  i n  p r o c e s s i n g  t h i s  s t a t u t e .  T h e  
r e c o r d  s h o u l d  be  m a i n t a i n e d  s o  t h a t  i t  c a n  b e  r e a d i l y  c e r t i f i e d  a s  t h e  
c o m p l e t e  a d m i n i s t r a t i v e  r e c o r d  o f  t h e  p r o c e e d i n g s  a s  a b a s i s  f o r  
p o s s i b l e  u s e  i n  l i t i g a t i o n .  

GROUNDS FOR ACTION S u b s e c t i o n  (g )  ( T )  " C i v i l  R e m e d i e s .  Wheneve r  a n y  
a g e n c y "  

7 1 
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T h e  s u h s e c t i o n  a u t h o r i z i n g  c i v i l  d c t i o ~ i s  b y  i n d i v i d u a l s  is d e s i g n e d  t o  
a s s u r e  t h a t  a n  i n d i v i d u a l  who (1) w a s  u n s u c c e s s E ~ i l i r i  a n  a t t e m p t  t o  
h a v e  a n  d g e n c y  a m e n d  h i s  or h e r  r e c o r d :  ( 2 )  w a s  i m p r o p e r l y  d e n i e d  
a c c e s s  t o  h i s  o r  h e r  r e c o r d  or to  i n f o r m a t i o n  a b o u t  h i m  or  h e r  i n  a 
r e c o r d ;  ( 3 )  w a s  a d v e r s e l y  a f f e c t e d  by  a n  a g e n c y  a c t i o n  b a s e d  u p o n  dn 
i m p r o p e r l y  constituted r e c o r d ;  o r  ( U )  w a s  o t . h e r w i s e  i n j u r e d  h y  a n  
a g e n c y  a c t i o n  i n  v i o l a t i o n  o f  t h e .  Act w i l l  h a v e  a r e m e d y  l n  t h e  
F e d e r a l  D i s t r i c t  c o u r t s .  

REFUSAL TO A M E N D  A RECO3D 

S u b s e c t i o n  ( g )  ( 1 )  ( A )  " M a k e s  a d e t e r m i n a t i o n  u n d e r  s u b s e c t i o n  
( d )  (3) o f  t h i s  s e c t i o n  n o t  t o  a m e n d  a n  i n d i v i d u a l ' s  r e c o r d  i n  
a c c o r d a n c e  w i t h  h i s  r e q u e s t ,  o r  f a i l s  t o  m a k e  s u c h  r e v i e w  i n  
c o n f o r m i t y  w i t h  t h a t  s u b s e c t i o n : "  

An i n d i v i d u a l  may s e e k  j u d i c i a l  r e v i e w  of a n  a g e n c y ' s  d e t e r m i n a t i o n  
n o t . t . 0  a m e n d  a r e c o r d  p u r s u a n t  t o  a  r e q u e s t  t i l e d  u n d e r  s u b s e c t i o n  
( d )  ( 2 )  u n d e r  e i t h e r  o n e  o f  t w o  c o n d i t i o n s - -  

-	 t h e  i n d i v i d u a l  h a s  e x h a u s t e d  h i s  o r  h e r  r e c o u r s e  u n d e r  t h e  
p r o c e d u r e s  e s t a b l i s h a d  b y  t h e  a g e n c y  p u r s u a n t  t o  s u b s e c t i o n  
( d )  ( 3 )  ( a p p o a l s  o n  t h e  a g e n c y 8 s  r e f u s a l  t o  a m e n d )  a n d  t h e  
r e v i e w i n y  o f f i c i a l  h a s  a l s o  r e f u s e d  t o  a m e n d  t h e  r e c o r d ,  o r  

-	 t h ?  i n d i v i d u a l  c o n t e n d s  t h a t  t h e  a g e n c y  h a s  n o t  c o n s i d e r e d  t h e  
r e q u a s t  t o  r e v i e w  i n  a t i m e l y  m a n n e r  o r  o t h e r w i s e  h a s  n o t  
a c t e d  i n  a m a n n e r  c o n s i s t e n t  w i t h  t h e  r e q u i r e a e n t s  o f  
s u h s ~ c t i o n  ( d )  ( 3 ) .  S u c h  a n  a c t r o n  c o u l d  p r e s u m a b l y  i n v o l v e  a 
c h a l l e n g e  e i t h e r  t o  t h e  a q e n c y ' s  p r o c e d u r e s  p u b l i s h e d  u n d e r  
s u b s e c t i o n  ( f )  ( 4 )  o r  t o  t h e  a g e n c y  h e a d ' s  d e c i s i o n  t o  e x t e n d  
t h e  p e r i o d  o f  r e v i e w  " f o r  g o o d  c a u s e  s h o v n l '  u n d e r  s u b s e c t i o n  
I d )  ( 3 ) .  

An i n d i v i d u a l  may a l s o  b r i n g  a c i v i l  a c t i o n  b a s e d  o n  a l l e g e d l y  
i n a c c u r a t e  r e c o r d s  i f  i t  c a n  b e  s h o w n  t h a t  a  d e c i s i o n  a d v e r s e  t o  t h e  
i n d i v i d u a l  r e s u l t e d  f r o m  t h a t  i n a c c u r a c y .  S e e  s u b s e c t i o n  ( g )  ( 1 )  (C). 
H o w e v e r ,  n o  t e s t  o f  i n j u r y  is r e q u i r a d  t o  h r i n g  a n  a c t i o n  u n d e r  
s u b s e c t i o n  ( g )  (1) ( A ) .  

T h e  b a s i s  f o r  j u d i c i a l  r e v i e w  a n d  t h e  a v a i l a b l e  r e m e d i e s  i n  a c r i o n s  
b r o u g h t  u n d e r  t h i s  s u b s e c t i o n  a r e  f o u n d  i n  s u b s e c t i o n  ( g )  ( 2 ) .  

DENIAL OF ACCESS TO A RRCORD...................... 


S u b s e c t i o n  (g) ( 1 )  ( B )  " R e f u s e s  t o  c o m p l y  w i t h  a n  i n d i v i d u a l  
r e g u e s t  u n d e r  s u b s e c t i o n  (d)  ( 1 )  o f  t h i s  s e c t i o n ;  I' 



PRIVACY ACT GUIDELINES - J u l y  1 ,  1 9 7 5  

U n d e r  t h i s  s u b s e c t i o n ,  i n d i v i d u a l s  may c h a l l e n g e  a d e c i s i o n  t o  d e n y  
t h e m  n c c e s s  t.o r e c o r d s  t o  w h i c h  t h e y  c o n s i 4 r : r  t h t . m s e l v n s  t ? n t i t l e d  
( u n d e r  sub';4?ctio11 (11) ( 1 ) ) . TI&(- a c t  i o n  ( l i v i n , ~  c l s r !  t o  t h e  3t1l.t lnny ba 
t h e  d q e n c y  h ~ a d ' s  d c t e r m i ~ ~ a t i o r ~  ( p u r s u a n t  t o  s u b s e c t i o l l  ( k )  , :-;P*!c~f i c  
e x e m p t i o n s )  t o  e x e m p t  a s y s t e m  of c e c o r J s  f r o m  t h e  r e q u i r e m e n t s  t h a t  
i n d i v i d u a l s  b e  g r a n t e d  a c c e s s .  " S i n c e  a c c e s s  t o  a f i l e  i s  t h e  key  t o  
i n s u r i n g  t h e  c i t i z e n ' s  r i q h t  o f  a c c u r a c y ,  c o m p l e t e n e s s ,  a n d  r e l e v a n c y ,  
a d e n i a l  o f  a c c e s s  a f f o r d s  t h e  c i t i z e n  t h e  r i q h t  t o  r a i s e  t h e s e  i s s u e s  
i n  c o u r t .  T h i s  mou ld  b e  t h e  moans  b y  w h i c h  a  c i t i z e n  c o u l d  c h a l l e n g e  
a n y  e x e m p t i o n  f r o m  t h e  r e q u i r e m e n t s  o f  [ t h e  Act 1. " ( S e n a t e  R e p o r t  93-  
l 1 8 3 ,  p. 8 2 ! .  It s h o u l d  b e  n o t e d  t h a t  s y s t e m s  o f  r e c o r d s  c o v e r e d  
u n d e r  .subsection ( j )  ( g e n e r a l  e x e m p t i o n s )  a r e  p e r m i t t e d  t o  b e  
e x e m p t e d  f r o m  t h i s  p r o v i s i o n .  

T h i s  p r o v i s i o n  i s  a l s o  t h e  o n e  hy w h i c h  i n d i v i d u a l s  map c o n t e s t  a n  
a g e n c y ' s  r e f u s a l  t o  g r a n t  a c c e s s  a s  a  r e s u l t  o f  its i n t e r p r e t a t i o n  o f  
t h e  d e f i n i t i o n s  i n  t h e  Act a s  t h e y  a p p l y  t o  i n f o r m a t i o n  m a i n t a i n e d  by 
a n  a g e n c y  a n d  f o r  t h e  e x c l u s i o n  set f o r t h  i n  s u b s e c t i o n  ( d )  ( S ) ,  d e n i a l  
o f  a c c e s s  t o  r e c o r d s  c o m p i l e d  i n  r e a s o n a b l e  a n t i c i p a t i o n '  o f  
l i t i q a t i o n .  No t e s t  of i n j u r y  i s  r e q u i r e d  t o  b r i n g  a c t i o n  u n d e r  
s u b s e c t i o r ~  (y )  (1 )  ( B ) .  T h e  b a s i s  f o r  j u d i c i a l  r e v i e w  a n d  a v a i l a b l e  
~ e m e d i e sa r e  f o u n d  I n  s u b s e c t i o n  ( q )  ( 3 ) .  

- F A I ~ R ~ ~ ~ - n A I N T A IA RECORD ACCU RAT ELL.,N 

S u b s e c t i o n  ( 9 )  ( 1 )  (C)  " P a i l s  t o  m a i n t a i n  a n y  r e c o r d  c o n c e r n i n g  a n y  
i n d i v i d u a l  w i t h  s u c h  a c c u r a c y ,  r e l e v a n c e ,  t i m e l i n e s s ,  a n d  
c o m p l e t e n e s s  a s  is n e c e s s a r y  t o  a s s u r e  f a i r n e s s  i n  a n y  
d e t e r m i n a t i o n  r e l a t i n g  t o  t h e  q u a l i f i c a t i o n s ,  c h a r a c t e r ,  r i g h t s ,  
o r  o p p o r t u n i t i e s ,  o f ,  o r  b e n e f i t s  t o  t h e  i n d i v i d u a l  t h a t  may b e  
made o n  t h e  b a s i s  o f  s u c h  r e c o r d ,  a n d  c o n s e q u e n t l y  a 
d e t e r m i n a t i o n  i s  s a d e  w h i c h  is a d v e r s e  t o  t h e  i n d i v i d u a l ;  o rn  

An i n d i v i d u a l  may b r i n g  a n  a c t i o f i  u n d e r  t h i s  s u b s e c t i o n  o n l y  i f  i t  c a n  
b e  s h o w n  t h a t  t h e  d e f i c i e n c y  i n  t h e  r e c o r d  r e s u l t e d  i n  a n  a d v e r s e  
d e t e r m i n a t i o n  b y  t h e  a g e a c y  w h i c h  m a i u t a i n e d  t h e  r e c o r d ,  on t h e  b a s i s  
o f  t h e  r e c o r d .  "An a c t i o n  a l s o  l i e s  i f  t h e  a g e n c y  m a k e s  a n  a d v e r s e  
d e t e r m i n a t i o n  b a s e d  upon  a r e c o r d  w h i c h  is i n a c c u r a t e ,  u n t i m e l y ,  o r  
i n c o m p l e t e .  However ,  i n  o r d e r  t o  s u s t a i n  s u c h  a c t i o n ,  t h e  i n d i v i d u a l  
m u s t  d e m o n s t r a t e  t h e  c a u s a l  r e l a t i o n s h i p  b e t w e e n  t h e  a d v e r s e  
d e t e r m i n a t i o n  a n d  t h e  i n c o m p l e t e n e s s ,  i n a c c u r a c y ,  i r r e l e v a n c e  o r  
u n t i m e l i n e s s  o f  t h e  r e c o r d . "  ( H o u s e  R e p o r t  3 3 - 1 4 1 6 ,  p. 17 )  

An a d v e r s e  a c t i o n  is o n e  r e s u l t i n g  i n  t h e  d e n i a l  o f  a r i g h t ,  b e n e f i t ,  
e n t i t l e m e n t ,  o r  e m p l o y m e n t  b y  a n  a g e n c y  w h i c h  t h e  i n d i v i d u a l  c o u l d  
r e a s o n a b l y  h a v e  b e e n  e x p e c t e d  t o  h a v e  b e e n  g i v e n  i f  t h e  r e c o r d  h a d  n o t  
b e e n  d e f i c i e n t .  T h i s  p r o v i s i o n ,  i n  e s s e n c e ,  a l l o w s  a n  i n d i v i d u a l  t o  
t e s t  t h e  a g e n c y ' s  c o m p l i a n c e  w i t h  s u b s e c t i o n  ( e )  ( 5 ) .  

I t  s h o u l d  a l s o  b e  n o t e d  t h a t ,  u n d e r  t h i s  s u b s e c t i o n ,  a n  a g e n c y  may b e  
l i a b l e  as a c o n s e q u e n c e  o f  i t s  f a i l u r e  t o  m a i n t a i n  a r e c o r d  a c c u r a t e l y  
o n l y  i f  it is s h o w n  t h a t  its f a i l u r e  h a s  b e e n  " i n t e n t i o n a l  o r  w i l l f u l 1 @  
( s u b s e c t i o n  ( g )  ( 4 ) ) .  (No s u c h  test  i s  r e q u i r e d  u n d e r  t h e  p r o v i s i o n s  o f  
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s u b s e c t i o n  ( q )  ( 1 )  ( A ) ,  a b o v e ,  u n d e r  w h i c h  a n  i n d i v i d u a l  c a n  s e e k  a 
r e v i e w  o f  t h e  a c c u r a c y  o f  a r e c o r d )  

N e i t h e r  t h i s  s u b s e c t i o n  n o r  s u b s e c t i o n  ( g )  ( 1 )  (A) was  i n t e n d e d  t o  
p e r m i t  a n  i n d i v i d u a l  c o l l a t e r a l l y  t o  a t t a c k  i n f o r m a t i o n  i n  r e c o r d s  
p e r t a i n i n g  t o  him w h i c h  h a s  a l r e a d y  b e e n  t h e  s u b j e c t  o f  o r  f o r  w h i c h  
a d e q u a t e  j u d i c i a l  r e v i e w  i s  a v a i l a b l e .  F o r  e x a m p l e ,  t h e s e  p r o v i s i o n s  
v e r e  n o t  d e s i q u e d  t o  a f f o r d  a n  i n d i v i d u a l  a n  a l t e r n a t e  f o r u m  i n  w h i c h  
h e  c a n  c h a l l e n g e  t h e  b a s i s  f o r  a  c r i m i n a l  c o n v i c t i o n  o r  a n  a s s e r t e d  
t a x  d e f i c i e n c y .  

T h e  b a s i s  f o r  j u d i c i a l  r e v i e w  a n d  a v a i l a b l e  r e m e d i e s  are f o u n d  i n  
s u b s e c t i o n  (9) (4 )  . 
...........................OTHER FAILURES TO C O U F L Y  WITH THE ACT 


S u b s e c t i o n  ( q )  ( 1 )  ( D )  " F a i l s  t o  c o m p l y  w i t h  a n y  o t h e r  p r o v i s i o n  o f  
t h i s  s e c t i o n ,  o r  a n y  r u l e  p r o r n ~ ~ l g a t e d  t h e r e u n d e r ,  i n  s u c h  a way 
a s  t o  h a v e  an a d v n r s e  e f f e c t  on  a n  i n d i v i d u a l , "  

I n  a d d i t i o n  t o  t h e  y r o u n d s  s p e c i f i e d  i n  s u b s e c t i o n s  ( g )  ( 1 )  ( A )  
t h r o u q h  (C) a b o v e ,  a n  i n d i v i d u a l  may b r i n y  a11 a c t i o n  f o r  a n y  o t h e r  
a l l e g e d  f a i l u r e  by a n  a g e n c y  t o  c o m p l y  w i t h  t h e  r e q u i r e m e n t s  o f  t h e  
A c t  o r  f a i l u r e  t o  c o m p l y  w i t h  a n y  r u l e  p u b l i s h e d  by t h e  a g e n c y  t o  
i m p l e m e n t ' t h e  Act ( s u b s e c t i o n  ( f ) )  p r o v i d e d  i t  c a n  b e  shown  t h a t - -  

- t h e  a c t i o n  was  f 9 i . n t e n t i o n 3 1  o r  ~ i l l f u l ~ ~ ;  

- t h e  a g e n c y 9 s  a c t i o n  h a d  a n  " a d v e r s e  e f f e c t "  u p o n  t h e  i n d i v i d u a l ;  a n d  

- t h e  " a d v e r s e  e f f e c t u  was  c a u s a l l y  r e l a t e d  t o  t h e  a g e l l c y ' s  a c t i o n s .  

T h e  b a s i s  f o r  j u d i c i a l  r e v i e w  a n d  a v a i l a b l e  r e m e d i e s  p r o v i d e d  by t h i s  
Act a r e  f o u n d  i n  s u b s e c t i o n  (g) ( 4 ) .  

BRSIS FOR JIJDICIAL R:!?LEgEAND R2fiEDIZS FOR REEOSAL TO ANEND A RECORD 

S u b s e c t i o n  (g) ( 2 ) I 1 ( A )  I n  ally s u i t  b r o u g h t  u n d e r  t h e  p r o v i s i o n s  o f  
s u h s c c t i o n  ( q )  ( 1 )  (A) o f  t h i s  s e c t i o n ,  t h e  c o u r t  may o r d e r  t h e  
a g e r i c y  t o  amend t h e  i n d i v i d u z l ' s  r e c o r d  i n  a c c o r d a n c e  w i t h  h i s  
r e q u e s t  o r  i n  s u c h  o t h e r  way a s  t h e  c o u r t  may d i r e c t .  I n  s u c h  a 
c a s e  t h e  c o u r t  s h a l l  d e t e r m i n e  t h e  m a t t e r  d e  novo .  

" ( 0 )  T h e  c o u r t  may a s s e s s  a q a i n s t  t h e  U n i t e d  S t a t e s  r e a s o n a b l e  
a t t o r n e y  f e e s  a n d  o t h e r  l i t i g a t i o n  c o s t s  r e a s o n a b l y  i n c u r r e d  

i n  a n y  c a s e  u n d e r  t h i s  p a r a g r a p h  i n  w h i c h  t h e  c o m p l a i n a n t  h a s  
s u b s t a n t i a l l y  p r e v a i l e d . "  

When a n  i n d i v i d u a l  s e e k s  j u d i c i a l  r e v i e w  o f  t h e  a c c u r a c y ,  t i m e l i n s s s ,  
c o m p l e t e n e s s ,  o r  r e l e v a n c e  o f  a r e c o r d  e i t h e r  a s  a r e s u l t  o f  a 
c h a l l e n g e  t o  t h e  a g e n c y ' s  r e f u s a l  t o  amend  a  r e c o r d  o r  b e c a u s e  t h e  

7 4  
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i n d i v i d u a l  a l l e g e s  t h a t  t h e  a g e n c y ' s  p r o c e s s  f o r  r e v i e w  d o e s  n o t  
c o n f o r m  t o  s u b s e c t i o n  (d )  ( 3 ) .  t h e  c o u r t ' i s  r e q u i r e d  t o  r e v i e w  t h e  
matter a s  i f  i t  were a n  i n i t i a l  d e t e r m i n a t i o n  ( d e  n o v o ) .  Such  a r e v i e w  
may e x t e n d  t o .  t h e  a g e n c y ' s  c r i t e r i a  e s t a b l i s h e d  i n  c o n f o r m a n c e  w i t h  
s u b s e c t i o n s  ( e ) (1 )  a n d  (5) f o r  " a c c u r a c y ,  r e l e v a n c e ,  t i m e l i n e s s ,  .and 
c o m p l e t e n e s s "  a s  t h e y  r e l a t e  t o  t h e  p u r p o s e s  f o r  wh ich  t h e  a g e n c y  
m a i n t a i n s  t h e  r e c o r d .  

U n l i k e  t h e  j u d i c i a l  r e v i e w  of a d e n i a l  o f  a c c e s s  t o  a r e c o r d ,  i n  a 
r e v i e w  o f  r e f u s a l  t o  amend a r e c o r d  t h e  b u r d e n  t o  j u s t i f y  i t s .  a c t i o n  
is n o t  e x p r e s s l y  p l a c d  upon t h e  a g e n c y  by t h e  P r i v a c y  A c t .  T h i s  w a s  
i n t e n d e d  t o  r e s u l t  i n  p l a c i n g  t h e  b u r d e n  o f  c h a l l e n g i n g  t h e  a c c u r a c y  
o f  t h e  r e c o r d  upon t h e  i n d i v i d u a l .  A s  a r e s u l t ,  a g e n c i e s  s h o u l d  n o t  
m a i n t a i n  a d d i t i o n a l  r e c o r d s  s o l e l y  f o r  t h e  p u r p o s e  o f  v a l i d a t i n g  t h e  
a c c u r a c y ,  t i m e l i n e s s ,  a n d  c o m p l e t e n e s s  or  r e l q v e n c e  o f  o t h e r  r e c o r d s  
t h e y  m a i n t a i n .  

I f  	t h e  c o u r t  f i n d s  f o r  t h e  i n d i v i d u a l  a g a i n s t  t h e  a g e n c y  it may 

-	 d i r e c t  t h e  a g e n c y  t o  amend  t h e  r e c o r d  or t o  t a k e  s u c h  o t h e r  
s t e p s  a s  it d e e m s  a p p r o p r i a t e .  

-	 r e q u i r e  t h e  a g e n c y  to  p a y  c o u r t  c o s t s  a n d  a t t o r n e y  f e e s .  "It 
i s  i n t e n d e d  t h a t  s u c h  a w a r d  o f  f e e s  n o t  b e  a u t o m a t i c ,  b u t  
r a t h e r ,  t h a t  t h e  c o u r t s  c o n s i d e r  t h e  c r i te r ia  a s  d e l i n e a t e d  i n  
t h e  e x i s t i n g  b o d y  o f  l a w  g o v e r n i n g  t h e  a w a r d  o f  f e e s . "  (House  
R e p o r t  93 -1416 ,  p. 1 7 )  

BASIS POR JUDICIAL REVIEY A N D  REHEDIES FOR DENIAL OP ACCESS 

S u b s e c t i o n  (g)  (3) " (A) I n  a n y  s u i t  b r o u g h t  u n d e r  t h e  p r o v i s i o n  
(g)  ( 1 )  (8 )  o f  t h i s  s e c t i o n ,  t h e  c o u r t  may e n j o i n  t h e  a g e n c y  f r o m  
w i t h h o l d i n g  t h e  r e c o r d s  a n d  o r d e r  t h e  ~ r o d u o t i o n  t o  t h e  c o m p i a i n a n t  o f  
a n y  a g e n c y  records i m p r o p e r l y  w i t h h e l d  f r o m  h i m .  I n  s u c h  a c a s e  t h e  
c o u r t  s h a l l  d e t e r m i n e  t h e  m a t t e r  d e  novo .  a n d  may e x a m i n e  t h e  c o n t e n t s  
o f  a n y  a g e n c y  r e c o r d s  i n  c a m e r a  t o  d e t e r m i n e  w h e t h e r  t h e  r e c o r d s  o r  
a n y  p o r t i o n  t h e r e o f  may b e  w i t h h e l d  u n d e r  a n y  o f  t h e  e x e m p t i o n s  s e t  
f o r t h  i n  s u b s e c t i o n  ( k )  o f  t h i s  s e c t i o n ,  a n d  t h e  b u r d e n  is o n  t h e  
a g e n c y  t o  s u s t a i n  its a c t i o n .  

* (8)  T h e  c o u r t  may a s s e s s  a g a i n s t  t h e .  U n i t e d  States r e a s o n a b l e  
a t t o r n e y  f e e s  a n d  o t h e r  l i t i g a t i o n  costs r e a s o n a b l y  i n c u r r e d  i n  
a n y  c a s e  u n d e r  t h i s  p a r a g r a p h  i n  w h i c h  t h e  c o m p l a i n a n t  h a s  
s u b s t a n t i a l l y  p r e v a i l e d . "  

I n  c o n d u c t i n g  i ts  r e v i e w ,  " [ t J h e  c o u r t  is  r e q u i r e d  t o  d e t e r m i n e  s u c h  
matters d e  n o v o l m l o e  a n d  t h e  b u r d e n  o f  p r o o f  is u p o n  t h e  a a e n c v  t o  
s u s t a i n  t h e  e x e ~ e g o n . ~  [House  R e p o r t  93-1416.  D. 1 7 )  I n  v i e w  o f  t h g
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P R I V A C Y  ACT I;IJII)EI.INES - J u l y  1, 1 ' ) l ' r  

s e n s i t i v & y  of s o m e  o f  t h e  r e c o r d s  tg w h i c h  a c ~ e : ~ . ~ j ~ ~ ~ ~ I ! e ~ ~ e ! ! ~ h 1 . 1 ~ - t h 0. . 
~ 2 ~ i , - i g - - g a E l ~ l ~ q - - t h o ~ - - & ~ ~ 0 r d ~  	 -"A-&rso_kmay d o  : jo-&-~amgra: 

s e e k i n g  a c c e s s  t o  a f i l e  w k ~ i c h  h e  h a s  r e a s o n  t o  e l i e v c - 4 s - b e i n q  

m a i n t a i n e d  o n  h i m  f o r  t h e ~ u r p o s e so f  d e t e r m i n i  i t s  a c c u r a c L 2 n . d  

_ c o g l e t e n e s s ,  f o r  e x a m p l e .  or t o  t a k c q d v a n t a q e  o f  t h e  ! A @ & - a f f o r d e d  

h i m  , . . c o u l d  r a i s e  t h e  q u e s t i o n - o f - t k g r o p r i e t v  o f  t h e  e x e m p t i o n  

w h i c h  d e n i e s  h i m  a c c e s s  toh_is-i&ee,-In d e c i d i n w h e t h e r t h e  c i t i z e n  

h a s  a r i g h t....................... w h e t h e r  a a e n c v  a
------ t o  see h i s  f i l e  o r  t o  l e a r n  t h e  h a s  f i l e  
o n  h i m ,  t h e  c o u r t  w o u l d - o f  n e c e s s i t y - h a v e  t o  d e c i d e  t h e  l o q i t i m a c v  7z2 
t h e  a q e n c v ' s  r e a s o n s  f o r  t h s  d g n i a l  o f  a c c e s s ,  or r e f u s a l  o f  a n  
a n s w e r .  T h e  C o m m i t t e *  i u t n d p  t h a t  a n y  c i t i z e n  who is  d e n i e d  a r i q h t  
of a c c e s s  - u n d e r  t h e  Accr may h a v e  a c a u s e  o f  a c t i o b  w i t h o u t  t h e  
n e c e s s i t y  o f  h a v i n g - f o s h o w  t h a t  a d e c i s i o n  h a s  b e e n  m a d e  o n  t h e  b a s i s  
of it. a n d  w i t h o u t  h a v i n q  t o  s h o w  some f u r t h e r  i n j u r y ,  s u c h  a s  l o s s  of 
j o b  o r  o t h e r  b e n e f j t .  t h a t - m i q h t  v t e m  f r o m  t h e  d e n i a l  o f  a c c e s s . "  
l s ~ n a t eR e p o r t  9 3 - 1 1 R 3 L L g .  82). I f  t h e  c o u r t  f i n d s  f o r  t h e  i n d i v i d u a l  
a g a i n s t  t h e  a g e n c y ,  it may--

-	 d i r e c t  t h e  a q c n c y  t o  g r a n t  t h e  i n d i v i d u a l  a c c e s s  a s  p r o v i d e d  

u n d e r  s u b s e c t i o n  ( d )  ( 1 )  , a b o v e .  


-	 r e q u i r e  t h e  a y e n c y  t o  p a y  c o u r t  c o s t s  a n d  a t t o r n e y  f e e s .  "It 

i s  i n t e n d e d  t h a t  s u c h  a w a r d  o f  f e e s  n o t  b e  a u t o n a t i c ,  b u t  

r a t h e r ,  t h a t  t h e  c o u r t s  c o n s i d e r  t h e  c r l t e r i a  a s  d e l i n e a t e d  i n  

t h e  ~ x i s t i n y  b o d y  o f  l a w  g o v e r n i n g  t h e  a w a r d  o f  f e e s . '  ( H o u s e  

R e p o r t  9 3 - 1 U 1 6 ,  p. 17) 


g A S 1 S  FOR JUDICIAL R E V I E W  AND RElHgW&--pOR ADVERSE DETERL'IINATON AND 
OTHER FAILURES TO COMPLY 

S u b s e c t i o n  ( g )  ( 4 )  " I n  a n y  s u i t  b r o u y h t  u n d e r  t h e  p r o v i s i o n s  o f  

s u b s e c t  i o n  ( g )  ( 1 )  (C) or ( D )  o f '  t h i s  s e c t i o n  i n  w h i c h  t h e  c o u r t  

d e t e r m i n e s  t h a t  t h e  a g e n c y  a c t e d  i n  a  m a n n e r  w h i c h  w a s  

i n t e n t i o n a l  o r  w i l l t u l ,  t h e  U n i t e d  S t a t e s  s h a l l  b e  l i a b l e  t o  t h e  

i n 4 i v i d u a l  i n  a n  a m o u n t  a q u a 1  t o  t h e  s u m  o f - - 


" ( A )  A c t u a l  d e m a q e s  s u s t a i r ~ e d  b y  t h c  i ~ ~ d i v i d u a la s  a r e s u l t  o f  

t h e  r e f u s a l  o r  f a i l u r e ,  b u t  i n  fio c a s e  s h a l l  a p e r s o n  e n t i t l e d  t o  

r e c o v e r y  r e c e i v e  less  t h a n  t h e  sum o f  $ 1 , 3 0 0 ;  a n d  


" ( a )  T h e  cos t s  o f  t h e  a c t i o l r  t o g e t h e r  w i t h  r e a s o n a b l e  a t t o r n e y  

f e e s  a s  d e t e r m i n e d  b y  t h e  c o u r t . "  


I n  a n y  3 c t i o n  b r o u g h t  f o r  f a i l u r e  t o  c o m p l y  w i t h  t h e  p r o v i s i o n s  o f  t h e  
Act, o t h e r  t h a n  t h o s e  c o v e r e d  i n  s u b s e c t i o n  (g.) ( 1 )  (A) a n d  ( 0 )  
( r e f u s d l  t o  a m e n d  a r e c o r d  o r  d e n i a l  o f  a c c e s s )  l t  m u s t  b e  s h o w n  
t b a t - -

- t h e  f a i l u r e  o f  t h a  a g o n c y  t o  c o m p l y  w a s  " i n t e n t i o n a l  or 

- t h e r e  w a s  i n j u r y  or h a r m  t o  t h e  i n d i v i d u a l ;  a n d  

- t h e  i n j u r y  w a s  c a u s a l l y  r e l a t e d  t o  t h e  a l l e g e d  a q e n c y  f a i l u r e .  
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As i n d i c a t e d  a b o v e ,  t h e s e  c r i t e r i a  d o  n o t  a p p l y  t o  : ; u i t s  b r o u y h t  t o  
a m e n d  a r e c o r d  p u r s u a n t  t o  s u b s c c t i o f i  ( y  ( 1 )  (R) so t h a t  a n  
i n d i v i d u a l  may, u n d e r  c e r t a i n  c i r c u m s t a n c e s ,  p r o p e r l y  b r i n g  an a c t i o u  
e i t h e r  u n d e r  s u b s e c t i o n s  (y) ( 1 )  ( A )  o r  ( g )  ( 1 )  ( C ) .  

Vhen t h e  c o u r t  f i n d s  t h a t  a n  a g e n ' c y  h a s  a c t e d  w i l l f u l l y  o r  
i n t e n t i o n a l l y  i n  v i o l a t i o n  of t h e  Act In s u c h  a  m a n n e r  a s  t o  h a v e  a n  
a d v e r s e  e f f e c t  u p o n  t h e  i n d i v i d u a l ,  t h e  U n i t e d  S t a t e s  w i l l  b e  r e q u i r e d  
t o  p a y  

- a c t u a l  d a m a g e s  or 8 1 , 0 0 0 ,  w h i c h e v e r  is  g r e a t e r  

- c o u r t  cos ts  a n d  a t t o r a e y  f e e s .  

U n l i k e  s u b s e c t i o n s  ( q )  ( 2 )  a n d  ( 3 )  a b o v e ,  w h i c h  m a k s  t h e  a w a r d  o f  c o u r t  
c o s t s  a n d  a t t o r n e y  fees d i s c r e t i o n a r y  i n  s u c c e s s f u l  s u i t s  b r o u g h t  
u n d e r  s u b s e c t i o n s  ( q )  ( 1 )  ( A )  a n d  ( B )  , s u c h  a w a r d s  a r e  r e q u i r e d  t o  b e  
m a d e  i n  a c t i o n s  i n  w h l c h  t h e  individual h a s  p r e v a i l e d  u n d e r  
s u b s e c t i o n s  ( q )  ( 1 )  (C) a n d  (D). S e e  H o u s e  R e p o r t  9 3 - 1 0 1 6 ,  p p .  1 7 - 1 8  
a n d  t h e  C o n q r e s s i o n a l  R e c o r d ,  D e c e m b e r  1 8 ,  1 9 7 4 ,  P. H. 1 2 2 4 0 5  for 
f u r t h e r  d i s c u s s i o n  o f  t h i s  p o i n t .  

--------JUaISDICTION AND TIME LIMITS 

S u b s e c t i o n  ( g )  ( 5 )  "An a c t i o n  t o  e n f o r c e  a n y  l i a b i l i t y  c r e a t e d  
u n d e r  t h i s  s e c t i o n  may b e  b r o u g h t  i n  t h e  d i s t r i c t  c o u r t  o f  t h e  
U n i t e d  S t a t e s  i n  t h e  d i s t r i c t  i n  w h i c h  t h e  c o m p l a i n a n t  r e s i d e s ,  
o r  h a s  h i s  p r i n c i p a l  p l a c e  o f  b u s i n e s s ,  o r  i n  w h i c h  t h e  a g e n c y  
r e c o r d s  a r e  s i t u a t e d ,  o r  i n  t h e  D i s t r i c t  o f  C o l u m b i a ,  w i t h o u t  
r e g a r d  t o  t h e  a m o u n t  i n  c o n : r o v e r s y ,  w i t h i n  two y e a r s  f r o m  t h e  
d a t e  o n  w h i c h  t h e  c a u s e  o f  a c t i o n  a r i s e s ,  e x c e p t  t h a t  w h e r e  a n  
a g e n c y  h a s  m a t e r i a l l y  a n d  w i l l f u l l y  m i s r e p r e s e n t e d  a n y  
i n f o r m a t i o n  r e l u i r e d  u n d e r  t h i s  s e c t i o n  t o  b e  d i s c l o s e d  t o  a n  
i n d i v i d u a l  a n d  t h e  i n f o r m a t i o n  s o  m l s r e p r e s e n t e d  is m a t e r i a l  t o  
e s t a b l i s h m e n t  o f  t h e  l i a b i l i t y  o f  t h e  a g e n c y  t o  t h e  i n d i v i d u a l  
u n d e r  t h i s  s e c t i o n ,  t h e  a c t i o n  may b e  b r o u g h t  a t  a n y  time w i t h i n  
two y e a r s  a f t e r  d i s c o v e r y  b y  t h e  i n d i v i d u a l  o f  t h e  
m i s r e p r e s e n t a t i o n .  Y o t h l n g  i n  t h i s  s e c t i o n  s h a l l  b e  c o n s t r u e d  t o  
a u t h o r i z e  a n y  c i v i l  a c t i o n  b y  r e a s o n  o f  a n y  i n j u r y  s u s t a i n e d  a s  
t h e  r e s u l t  o f  a d i s c l o s u r e  o f  a r e c o r d  p r i o r  t o  t h e  e f f e c t i v e  
d a t e  o f  t h i s  s e c t i o n . "  

A c t i o n  may b e  b r o u g h t  i n  t h e  d i s t r i c t  c o u r t  f a r  t h e  j u r i s d i c t i o n  i n  
w h i c h  t h e  i n d i v i d u a l  r e s i d e s ,  or h a s  a  p l a c e  o f  b u s i n e s s ,  o x  i n  w h i c h  
t h e  a g e n c y  r e c o r d s  a r e  s i t u a t e d ,  o r  i n  t h e  D i s t r i c t  o f  C o l u m b i a .  

" T h e  s t a t u t e  o f  l i m i t a t i o n s  i s  t w o  y e a r s  f r o m  t h e  d a t a  u p o n  w h i c h  t h e  
c a u s e  o f  a c t i o n  a r i s e s ,  e x c e p t  f o r  c a s a s  i n  w h l c h  t h e  a g e n c y  h a s  
m a t e r i a l l y  or u i l l f u l l y  m i s r e p r e s e n t e d  a n y  i n f o r m a t i o n  r e q u i r e d  t o  b e  
d i s c l o s e d  a n d  w h e n  s u c h  m i s r e p r a s e n t a t i o n  is m a t e r i a l  t o  t h e  l i a b i l i t y  
o f  t h e  a g e n c y .  I n  s u c h  c a s e s  t h e  s t a t u t e  o f  l i m i t a t i o n s  i s  two y e a r s  
f r o m  t h e  d a t e  o f  d i s c o v e r y  b y  t h e  i n d i v i d u a l  o f  t h e  
m i s r e p r e s e n t a t i o n . "  ( H o u s e  R e p o r t  9 3 - 1 4 1 6 .  p. 1 8 )  
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P R I V A C Y  ACT G U I D E L I N E S  - J u l y  1 ,  1 9 7 5  

A s u i t  nay n o r  b e  b r o u g h t  o n  t h e  b a s i s  o f  l n j u r y  w h i c h  may h a v e  
o c c u r r e d  a s  a r e s u l t  o f  d n  a g e n c y ' s  d i s c l o s u r e  o f  a r e c o r d  p r i o r  t o  
S e p t e m b e r  2 7 ,  1 9 7 5 ;  e .q . ,  d i s c l o s u r e  w i t h o u t  t h e  c o n s e n t  o f  t h e  
i n d i v i d u a l  o r  an a d v e r s e  a c t i o n  r e s u l t i n g  f r o m  a d i s c l o s u r e .  T h i s  
l a n g u a q e  is i n t e n d e d  t o  p r e c l u d z  a g e n c i e s  f r o m  b e i n g  h e l d  l i a b l e ,  
u n d e r  t h i s  l a w ,  f o r  a c t i o n s  t a k s n  p r i o r  t o  i t s  e f f e c t i v e  d a t e .  



-- 

-
PRIVACY ACT GOIDELINES J u l y  1, 1975 

S u b s e c t i o n  ( h )  

RIGHTS OF LEGAL GUIRDIANS 

S u b s e c t i o n  (h)  "?or t h e  p u r p o s e s  o f  t h i s  s e c t i o n ,  t h e  p a r e n t  o f  
a n y  m i n o r ,  o r  t h e  l e g a l  g u a r d i a n  o f  a n y  i n d i v i d u a l  who h a s  b e e n  
d e c l a r e d  t o  b e  i n c o m p e t e n t  d u e  t o  p h y s i c a l . o r  m e n t a l  i n c a p a c i t y  
o r  a g e  b y  a c o u r t  o f  c o m p e t e n t  j u r i s d i c t i o n ,  may a c t  o n  b e h a l f  o f  
t h e  i n d i v i d u a l .  

T h i s  s e c t i o n  i s  i n t e n d e d  t o  e n s u r e  t h a t  m i n o r s  o r  i n d i v i d u a l s  who h a v e  
b e e n  d e c l a r e d  t o  b e  l e g a l l y  i n c o m p e t e n t  h a v e  a means  o f  e x e r c i s i n g  
t h e i r  r i g h t s  u n d e r  t h e  A c t .  It a l s o  h a s  t h e  e f f e c t  o f  mak ing  
i n d i v i d u a l s  a c t i n g  innloco p a r e n t i s  t o  m i n o r s ,  p a r e n t s ,  l e g a l  
g u a r d i a n s ,  a n d  c u s t o d i a n s  t h e  s a m e  a s  t h e  i n d i v i d u a l  f o r  p u r p o s e s  o f  
g i v i n g  c o n s e n t  f o r  d i s c l o s u r e  ( s u b s e c t i o n  (b)) a n d  b e i n g  i n f o r m e d  of 
t h e  p u r p o s e s  f o r  w h i c h  r e c o r d s  a r e  m a i n t a i n e d  ( s u b s e c t i o n  (e) ( 3 ) ) .  

I t  s h o u l d  b e  n o t e d  t h a t  t h i s  p r o v i s i o n  is d i s c r e t i o n a r y  a n d  t h a t  
i n d i v i d u a l s  who a r e  m i n o r s  a r e  a u t h o r i z e d  t o  e x e r c i s e  t h e  r i g h t s  g i v e n  
t o  t h e m  by t h e  P r i v a c y  Act or ,  i n  t h e  a l t e r n a t i v e ,  t h e i r  p a r e n t s  or  
t h o s e  a c t i n g  i n  l o c o  p a r e n t i s  may e x e r i s e  t h e m  i n  t h e i r  b e h a l f .  



S u b s e c t i o n  ( i )  

T h i s  s u b s e c t i o n  e s t a b l i s h e s  c r i m i n a l  s a n c t i o n s  f o r  t h r e e  p o s s i b l e  v i o l a t i o n s  -	 O n a u t h o r ized d i s c l o s u r e .-	 F a i l u r e  t o  p u b l i s h  a p u b l i c  n o t i c e  o r  a s y s t e m  

o f  r e c o r d s  s u b j e c t  t o  t h e  A c t . 
-	 O b t a i n i n g  a c c e s s  t o  r e c o r d s  u n d e r  f a l s e  p r e t e n s e s .  

T h e  f i r s t  two a r e  d i r e c t e d  a t  a c t i o n s  o f  o f f i c e r s  a n d  e m p l o y e e s  of 
P e a e r a l  a g e n c i e s  a n d  ( p u r s u a n t  t o  s u b s e c t i o n  ( m ) )  c e r t a i n  c o n t r a c t o r  
p e r s o n n e l .  A g e n c i e s  s h o u l d  e n s u r e  t h a t  a l l  p e r s o n n e l  are i n f o r m e d  o f  
t h e  r e q u i r e m e n t s  o f  t h e  Act a n d ,  p u r s u a n t  t o  s u b s e c t i o n  ( e )  ( 9 ) ,  r u l e s  
o f  c o n d u c t ,  a r e  g i v e n  p e r i o d i c  t r a i n i n g  i n  t h i s  a r e a .  

CRIMINAL PENALTIES FOR ONAUTAORIZED DISCLOSUB_E 

S u b s e c t i o n  ( i )  (1) "Any o f f i c e r  o r  e m p l o y e s  o f  a n  a g e n c y ,  who b y  
v i r t u e  of  h i s  e m p l o y m e n t  o r  o f f i c i a l  p o s i t i o n ,  h a s  p o s s e s s i o n  o f ,  
o r  a c c e s s  t o ,  a g e n c y  r e c o r d s  w h i c h  c o n t a i n  i n d i v i d u a l l y  
i d e n t i f i a b l e  i n f o r m a t i o n  t h e  d i s c l o s u r e  o f  w h i c h  is p r o h i b i t e d  b y  
t h i s  s e c t i o n  o r  by r u l e s  o r  r e g u l a t i o n s  e s t a b l i s h e d  t h e r e u n d e r ,  
a n d  who knowing  t h a t  d i s c l o s u r e  o f  t h e  s p e c i f i c  material is s o  
p r o h i b i t e d ,  w i l l f u l l y  d i s c l o s e s  t h e  material i n  a n y  m a n n e r  t o  a n y  
p e r s o n  o r  a g e n c y  n o t  e n t i t l e d  t o  r e c e i v e  it, s h a l l  b e  g u i l t y  o f  a 
m i s d e m e a n o r  a n d  f i n e d  n o t  more  t h a n  S5.000." 

It is  a c r i m i n a l  v i o l a t i o n  o f  t h e  p r o v i s i o n s  o f  t h e  A c t  i f  a n  
e m p l o y e e ,  knowing  t h a t  d i s c l o s u r e  is p r o h i b i t e d ,  v i l l f a l l y  d i s c l o s e s  
a r e c o r d  w i t h o u t  t h e  w r i t t e n  c o n s e n t  o f  t h e  i n d i v i d u a l  t o  uhom it 
p e r t a i n s ,  a t  h i s  o r  h e r  r e q u e s t ,  o r  f o r  o n e  o f  t h e  r e a s o n s  set  f o r t h  
i n  s u b s e c t i o n s  (b )  (1 )  t h r o u g h  (11)  , c o n d i t i o n s  of d i s c l o s u r e .  

C R I U I l A L  PENALTIES FOR FAILURE TO PUBLIZB A PUBLIC N O W  

S u b s e c t i o n  ( i )  ( 2 )  "Any o f f i c e r  or  e m p l o y e e  o f  a n y  a g e n c y  who 
w i l l f u l l y  m a i n t a i n s  a s y s t e m  of r e c o r d s  w i t h o u t  m e e t i n g  t h e  
n o t i c e  r e q u i r e m e n t s  o f  s u b s e c t i o n  ( e )  (U) o f  t h i s  s e c t i o n  s h a l l  b e  
g u i l t y  o f  a m i s d e m e a n o r  a n d  f i n e d  n o t  m o r e  t h a n  95,000.* 

A s  was d i s c u s s e d  i n  c o n n e c t i o n  w i t h  s u b s e c t i o n  ( e )  (4), a b o v e ,  a b a s i c  
o b j e c t i v e  o f  t h e  Act i s  t o  a s s u r e  t h a t  t h e r e  i s  n o  s y s t e m  o f  r e c o r d s  
whose  v e r y  e x i s t e n c e  is k e p t  secret. An a g e n c y  is r e q u i r e d  t o  
p u b l i s h  a p u b l i c  n o t i c e  a b o u t  e a c h  s y s t e m  o f  r e c o r d s  which  i t  
m a i n t a i n s .  I t  i s  a c r i m i n a l  v i o l a t i o n  o f  t h e  Act w i l l f u l l y  t o  m a i n t a i n  
a s y s t e m  o f  r e c o r d s  a n d  n o t  t o  p u b l i s h  t h e  p r e s c r i b e d  p u b l i c  n o t i c e .  
T h e  e x e m p t i o n  p r o v i s i o n s ,  s u b s e c t i o n s  (j) a n d  (k), d o  n o t  a l l o w  a n  
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a g e n c y  h e a d  t o  e x e m p t  a n y  s y s t e m  o f  r e c o r d s  f r o m  t h e  r e q u i r e m e n t  t o  
p u b l i q h  a p u b l i c  n o t i c e  o f  i ts  e x i s t e n c e ,  a l t h o u g h  t h a t  n o t i c e  may b e  
s o m e w h a t  a b b r e v i a t e d .  ( S e e  s u b s e c . t ' l o n s  ( a )  (5) ,  d e f i n i t i o n s ,  a n d  
( e )  (4), p u b l i c  n o t i c e .  f o r  g u i d e l i n e s  o n  w h a t  c o n s t i t u t e s  a s y s t e m . )  
I t  s h o u l d  b e  n o t e d  t h a t ,  u n d e r  a g e n c y  p r o c e d u r e s .  t h e  o f f i c e r  o t  
e m p l o y e e  v h o  m a i n t a i n s  t h e  s y s t e m  may n o t  b e  t h e  o n e  who is 
r e s p o n s i b l e  f o r  p u b l i s h i n g  t h e  n o t i c e .  Agency p r o c e d u r e s  s h o u l d  make 
t h e  r e s p o n s i b i l i t i e s  o f  e a c h  c l e a r .  T h e  o f f i c e r  or  e m p l o y e e  who 
m a i n t a i n s  t h e  s y s t e m  h a s  a n  o b l i g a t i o n  t o  n o t i f y  t h e  o n e  r e s p o n s i b l e  
f o r  p u b l i s h i n g  t h e  n o t i c e .  S i m i l a r l y  t h e  o f f i c e r  o r  e m p l o y e e  
r e s p o n s i b l e  f o r  p u h l i s h i n q  t h e  n o t i c e ,  o n c e  n o t i f i e d  o f  t . he  e x i s t e n c e  
o f  a s y s t e m ,  m u s t  make t h a t  f a c t  p u b l i c .  

CRInINAL PENALTIES FOR OBTAIN=-RECORDS UNDER FALSE PRETENSES 

S u b s e c t i o n  ( i )  (3) "Any p e r s o n  who k n o w i n g l y  a n d  v i l l f u l l y  
r e q u e s t s  o r  o b t a i n s  a n y  r e c o r d  c o n c e r n i n q  a n  i n d i v i d u a l  f r o m  a n  
a g e n c y  u n d e r  f a l s e  p r e t e n s e s  s h a l l  b e  g u i l t y  o f  a m i s d e a e a n o r  a n d  
f i n e d  n o t  mote t h a n  $5,000.n 

T h i s  p r o v i s i o n  m a k e s  it a c r i m i n a l  a c t  k n o u i n g l y  a n d  w i l l f u l l y  t o  
r e q u e s t  or g a i n  a c c e s s  t o  a r e c o r d  a b o u t  a n  i n d i v i d u a l  u n d e r  f a l s e  
p r e t e n s e s .  It is l i k e l y  t h a t  t h e  p r i n c i p a l  a p p l i c a t i o n  o f  t h i s  
p r o v i s i o n  w i l l  b e  t o  d e t e r  i n d i v i d u a l s  f r o m  a a k i n g  f r a u d u l e n t  r e q u e s t s  
u n d e r  s u b s e c t i o n  (d )  ( I ) ,  a c c e s s  t o  r e c o r d s .  
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S u b s e c t i o n s  (j) a n d  (k) 

The  d r a f t e r s  o f  t h e  Act r e c o g n i z e d  t h d t  t h i .  a f ) ( , l i c : d t i o n  o f  ,311 of t h e  
r e q u i r e m e n t s  oi t h e  Act t o  c e r t a i n  c a t e y o r i e : :  o f  u\bcor$lt; u r r l ~ l d  h n v a  
h a d  u n d e s i r a b l e  a n J  o f t e n  u n a c c e p t n b l e  e f f e c t s  u p o n  a g e n c i e s  i o  t h e  
c o n d u c t  o f  n e c e s s a r y  p u b l i c  b u s i n e s s .  

T W O  c a t e q o r i e s  o f  e x e m p t i o n s  a r e  e s t a b l i s h e d :  g e n e r a l  e x e m p t i o n s  
( s u b s e c t i o n  ( j ) )  a n d  s p e c i f i c  e x e m p t i o n s  ( s u b s e c t i o n  (k)). T h e  
p r i n c i p a l  d i f f e r e n c e  b e t w e e n  t h e  t w o  c a t e g o r i e s  is t h a t  s y s t e m s  o f  
r e c o r d s  e x e m p t e d  u n d e r  s u b s e c t i o n  ( j )  may b e  e x e m p t e d  f r o m  m o r e  
p r o v i s i o n s  o f  t h e  Act ' t h a n  t h o s e  e x e m p t e d  u n d e r  s u b s e c t i o n  ( k ) .  
E x e m p t i o n s  u n d e r  s u b s e c t i o n  (j) may b e  e x e m p t e d  f r o m  t h e  c i v i l  
r e m e d i e s  provision a n d ,  i n  p a r t i c u l a r ,  t h e  j u d i c i a l  r e v i e w  u n d e r  
s u b s e c t i o n s  (y )  ( 1 )  (8) dlid ( 9 )  ( 3 ) .  c i v i l  r e m e d i e s .  

I n  a p p l y i n g  a n y  o f  t h e  e x e m p t i o n  p r o v i s i o n s  o f  t h e  Act, i t  is 
i m p o r t a n t  t o  r e c o g n i z e  t h e  f o l l o w i n g :  

-	 No s y s t e m  o f  r e c o r d s  is a u t o m a t i c a l l y  e x e m p t  f r o m  a n y  
p r o v i s i o n  of  t h e  Act. T o  o b t a i n  a n  e x e m p t i o n  f o r  a s y s t e m  
f r c m  a n y  r a y u i r e m e n t  o f  t h c  Act, t h e  h e a d  o f  t h e  a g e n c y  t h a t  
m a i n t a l n s  t h e  s y s t e m  mus t  make a  d e t e r m i n a t i o n  t h a t  t h e  s y s t e m  
f a l l s  w i t h i n  o n e  o f  t h e  c a t e g o r i e s  o f  s y s t e m s  w h i c h  a r e  
p e r m i t t e d  t o  b e  e x e m p t e d ,  a n d  p u b l i s h  t h e  d e t e r m i n a t i o n  a s  a 
r u l e  i n  a c c o r d a n c e  w i t h  t h e  r e q u i r e m e n t s  ( i n c l u d i n g  g e n e r a l  
n o t i c e )  o f  s e c t i o n  553 o f  t h e  A d m i n i s t r a t i v e  P r o c e d u r e  Act. 
T h a t  n o t i c e  m u s t  i n c l u d e  t h e  s p e c i f i c  p r o v i s i o n s  f r o m  v h i c h  
t h e  s y s t e m  is p r o p o s e d  t o  b e  e x e m p t e d  a n d  why t h e  a g e n c y  
c o n s i d e r s  t h e  e x e m p t i o n  n e c e s s a r y .  

-	 T h e  r e q u i r e n e n t  t o  p u b l i s h  a p u b l i c  n o t i c e  ( s u b s e c t i o n  
( e )  ( U ) ,  a b o v e )  a p p l i e s  t o  a l l  s y s t e m s  o f  r e c o r d s  m a i n t a i n e d  b y  
a n  a g e n c y .  C e r t a i n  o t h e r  p r o v i s i o n s  s u c h  a s  c o n d i t i o n s  o f  
d i s c l o s u r e  ( b ) ,  a c c o u n t i n g  f o r  d i s c l o s u r e s ( ( c )  ( 1 )  a n d  (2),) a n d  
r e s t r i c t i o n s  011 m a i n t a i n i n g  r e c o r d s  o n  F i r s t  Aaendmen t  
a c t i v i t i e s  ( ( e )  ( 7 ) )  a l s o  a p p l y  t o  a l l  s y s t e m s  o f  r e c o r d s .  
R g e n c i e s  may n o t  e x a m p t  a n y  s y s t e m ,  a s  d e f i n e d  i n  s u b s e c t i o n  
( a )  (5) f r o m  a n y  o f  t h e s e  r e q u i r e m e n t s .  

I n  some  i n s t a n c e s ,  s y s t e m s  may c o n t a i n  r e c o r d s  w h i c h  a r e  s u b j e c t  t o  
e x e m p t i o n  u n d e r  more  t h a n  o n e  s u b s e c t i o n  i n  s u b s e c t i o n s  ( j )  o r  ( k )  . 
I n  t h o s e  c a s e s  t h e  n o t i c e s  c l a i m i n g  e x e m p t i o n  s h o u l d ,  i f  p o s s i b l e ,  
s p e c i f y  w h i c h  t y p e s  o f  r e c o r d s  a r e  s u b j e c t  t o  v h i c h  e x e m p t i o n .  

Agency  r e c o r d s  w h i c h  a r e  p a r t  o f  a n  e x e m p t e d  s y s t e m  n a y  b e  
d i s s e m i n a t e d  t o  o t h e r  a g e n c i e s  a n d  i n c o r p o r a t e d  i n t o  t h e i r  n o n - e r e s p t  

. r e c o r d s  s y s t e m s .  T h e  p u b l i c  p o l i c y  w h i c h  d i c t a t e s  t h e  n e e d  f o r  
e x e m p t i ~ ~ gr e c o r d s  f r o m  s o m e  o f  t h e  p r o v i s i o n s  o f  t h e  Act is h a s e d  o n  
t .he  n e e d  t o  p r o t e c t  t h e  c o n t e n t s  o f  t h e  r e c o r d s  i n  t h e  s y s t e m  -- n o t  
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t h e  l o c a t i c n  o f  t h e  r o c o r d s .  C o n s e q u e n t l y ,  i n  r e s p o n d i n g  t o  a  r e q u e s t  
for  access w h e r e  d o c u m e n t s  o r  a n o t h e r  a g e n c y  a r e  i n v o l v e d ,  t h e  a g e n c y  
r e c e i v i n g  t h e  r e q u e s t  s h o u l d  c o n s t i l t  t h e  o r i g i n a t i n g  a g e n c y  t o  
d e t e r m i n e  if t h e  r c c o r d s  i n  q u e s t i o n  h a v e  b e e n  e x e m p t e d  f r o m  
p a r t i c u l a r  p r o v i s i o n s  o f  t h e  Act. A c o p y  o f  t h e  r e q u e s t  may be 
f o r w a r d e d  t o  t h e  o r i y i n a t l n y  a g s m c y  f o r  h a n d l i n q  o f  i t s  d o c u m e n t s  
w h e r e  s u c h  a p r o c e d u r e  u o u l d  r e s u l t  i n  a  m o r e  r a p i d  r e s p o n s e  t o  t h e  
r e q u e s t  f o r  a c c e s s  but t h e  a g e n c y  r e c e i v i n g  t h e  r e q u e s t  r e m a i n s  
r e s p o n s i b l e  f o r  a s s u r i n g  a  p r o m p t  r e s p o n s e .  

A g e n c i e s  v h i c h  e l ec t  t o  i n v o k e  e x e m p t i o n s  are e n c o u r a g e d  t o  a d o p t  
p r o c e d u r e s  s i m i l a r  t o  t h o s e  p r e s c r i b e d  b y  t h e  Act w h e r e v e r  
a p p r o p r i a t e .  F o r  e x a m p l e ,  i t  may be a p p r o p r i a t e  t o  s e e k  a n  e x e m p t i o n  
f r o m  t h e  a c c e s s  p r o v i s i o n  ( ( d )  (1) ) f o r  c e r t a i n  p r i s o n e r  r e c o r d s  
b e c a u s e  t h e y  c o n t a i n  c o u r t  c o n t r o l l e d  p r e - s e n t e n c e  r e p o r t s ,  b u t  a m o r e  
l i a i t e d  a c c e s s  p r o c e d u r e  may b e  a p p r o p r i a t e .  



PRIVACY ACT GUIDELINES - J u l y  1, 1 9 7 5  

....................................................................... 

S u b s e c t i o n  (j) 

GENERJL--------EXEMPTIONS 
APPLICALIILITY A N D  NOTICE REQUIREBENTS 

S u b s e c t i o n  ( j )  '*The h e a d  o f  a n y  a g e n c y  may p r o m u l g a t e  r u l e s ,  i n  
a c c o r d a n c e  w i t h  t h e  r e q u i r e m e n t s  ( i n c l u d i n g  q e n 6 r a l  n o t i c e )  o f  
s e c t i o l i s  5 5 3  ( b )  ( 1 ) ,  ( 2 ) .  a n d  ( 3 ) ,  ( c ) ,  a n d  ( e )  o f  t h i s  t i t l e ,  t o  
e x e m p t  a n y  s y s t e m  o f  r e c o r d s  w i t h i n  t h e  a g e n c y  f r o m  a n y  p a r t  o f  
t h i s  s e c t i o n  e x c e p t  s u b s e c t i o n s  ( b ) ,  ( c )  ( 1 )  a n d  ( 2 ) :  ( e ?  ( 4 )  ( A )  
t h r o u g h  (P), ( e )  ( 6 ) .  ( 7 ) .  (91, (LO) ,  a n d  ( T I ) ,  a n d  (I) lf t h e  
s y s t e m  o f  r e c o r d s  IS--

" A t  t h e  time r u l e s  a r s  a d o p t e d  u n d e r  t h i s  s u b s e c t i o n ,  t h e . a g e n c y  
s h a l l  i n c l u d e  i n  the s t a t e m e n t  r e q u i r e d  u n d e r  s e c t i o n  5 5 3 ( c )  o f  
t h i s  t i t l e ,  t h e  r e a s o n s  why t h e  s y s t e m  - o f  r e c o r d s  is t o  b e  
e x e m p t e d  f r o m  a  p r o v i s i o n  o f  t h i s  s e c t i o n . "  

T h i s  s e c t i o n  p e r m i t s  a g e n c y  h e a d s  t o  e x e m p t  s y s t e m s  o f  r e c o r d s  v h i c h  
a r e  m a i n t a i n e d  by  t h e  C e n t r a l  I n t e l l l g e n c a  Agency  o r  f a r  c r i m i n a l  l a w  
e n f o r c e m e n t  p u r p o s e s ,  a s  f u r t h e r  d i s c u s s e d  i n  s u b s e c t i o n s  ( j ) (1) a n d  
( 2 ) ,  b e l o w ,  f r o m  a l l  p r o v i s i o n s  o f  t h e  Act e x c e p t ! m l o e  t h e - -

! m s i n q l e  - c o n d i t i o n s  o f  d i s c l o s u r e ,  ( ( b ) )  ; 

-	 a c c o u r i t i n g  f o r  d i s c l o s u r e s  a n d  r e t e n t i o n  o f  t h e  a c c o u n t i n g ,  
( ( c )  ( 1 )  arid ( 2 ) ) ; 

-	 a n n u a l  p u b l i c  n o t i c e  e x c e p t  f o r  p r o c p d u r e s  f o r  i d e n t i f y i n g  a 
r e c o r d ,  g a i n i n g  a c c e s s  t o  i t ,  c o n t e s t i n g  i t s  a c c u r a c y ,  a n 9  
i t k n t i f y  i n g  t h e  s o u r c e s  o f  r e c o r d s ,  ( ( e ) ( 4 )  (A) t h r o u g h  (P)  ) ; 

-	 o b l r q a t i o n  t o  c h e c k  t h e  a c c u r a c y ,  r e l e v a n c e ,  t i m e l i n e s s ,  a n d  
c o m p l e t e n e s s  o f  r e c o r d s  b e f o r e  disclosing t h e m  t o  a p e r s o n  
o t h e r  t h a n  a n o t h e r  a g e n c y  o r  t o  t h e  p u b l i c  u n d e r  t h e  F r e e d o m  
o f  I n f o r m a t i o n  Act, ( e )  ( 6 ) ) ;  

-	 r e s t r i c t l o n s  o n  n a i n t a i n l n q  r e c o r d s  o n  F i r s t  Amendment 
a c t i v i t i e s ,  ( ( e )  ( 7 )  ) ; 

-	 e s t a b l i s h m e n t  o f  r u l e s  o f  c o n d u c t  a n d  a d m i n i s t r a t i v e ,  
t e c h n i c a l ,  a n d  p h y s i c a l  s a f e g u a r d s ,  ( ( e )  (9)  a n d  ( l o ) ,  
r e s p e c t i v e l y )  ; 

-	 p u b l i c a t i o n  o f  l t r o u t i n e  use* '  n o t i c e s  ( ( e )  ( 1 1 )  ) ;  a n d  

-	 c r i m i n a l  p e n a l  t i e s ,  ( ( i )  ) . 
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When t h e  h e a d  o f  a n  a g e n c y  d e t e r m i n e s  t h a t  a s y s t e m  o f  r e c o r d s  
t n a i n t a i n e d  hy t h e  a g e l ~ c y  s h o u l d  b e  e x e r q p t e d  f r o m  c e r t a i n  p r o v i s i o n s  o f  
t h e  Act, a n o t i c e  m u s t  b e  p u b l i s h e d  i n  t h e  E p l f r &  R e q i s t e r  w h i c h  
s p e c i f i e s ,  a s  a  minimum: 

-	 t h e  name o f  t h e  s y s t e m  ( T h i s  s h o u l d  b e  t h e  s a m e  a s  t h a t  g i v e n  
i n  t h e  a n n u a l  p u b l i c  n o t i c e  u n d e r  s u b s e c t i o n  ( e )  ( 4 )  ) ; a n d  

-	 t h e  s p e c i f i c  p r o v i s i o n s  o f  t h e  A c t  f r o m  w h i c h  t h e  s y s t e m  is t o  
b e  e x e m p t e d  a n d  t h e  r e a s o n s  t h e r e f o r .  A s e p a r a t e  r e a s o n  n e e d  
n o t  b e  s t a t e d  f o r  e a c h  p r o v i s i o n  f r o m  w h i c h  t h e  s p s t e m  is 
b e i n g  e x e m p t e d ,  w h e r e  a  s i n q l e  e x p l a n a t i o n  w i l l  s e r v e  t o  
e x p l a i n  t h e  e n t i r e  e x e m p t i o n .  

T h e  a g e n c y  h e a d ' s  d e t e r m i n a t i o n  is c o n s i d e r e d  t o  b e  a r u l e  u n d e r  t h e  
A d m i r ~ i s t r a t i v e  P r o c e d u r p  Act (APA) a n d  i s  s u b j e c t  t o  t h e  r e q u i r e m e n t s  
o f  g e n e r a l  n o t i c e  a n d  p u b l i c  comment  o f  t h a t  Act, 5 U.S.C. 553. W h i l e  
g e n e r a l  n o t i c e  o f  a p r o p o s e d  r u l e  i s  n o t  r e q u i r e d  u n d e r  t h e  APA when 
" p e r s o n s  s u b j e c t  t h e r e t o  a r e  named  a n d  e i t h e r  p e r s o n a l l y  s e r v e d  o r  
o t h e r w i s e  h a v e  a c t u a l  n o t i c e  t h e r e o f . . . ; "  t h e  u s e  o f  t h e  p h r a s e  
" i n c l u d i n g  g e u e e a l  n o t i c e M  m e a n s  t h a t  i n d i v i d u a l  n o t i f i c a t i o n s  w i l l  
n o t  s u f f i c e .  

T h e  s y s t e m s  o f  r e c o r a s  a n d  t h e  n u m b e r  o f  r e c o r d s  ( i . e . ,  i n d i v i d u a l s )  
i n  e a c h ,  w h i c h  w e r e  e x e m p t e d  f r o m  a n y  o f  t h e  p r o v i s i o n s  o f  t h e  Act 
u n d e r  t h i s  s u b s e c t i o n  w i l l  b e  r e q u i r e d  t o  b e  i n c l u d e d  i n  t h e  a n n u a l  
r e p o r t  p r e p a r e d  a s  r e q u i r e d  by s u b s e c t i o n  ( p ) .  I t  s h o u l d  b e  
e m p h a s i z e d  t h a t  t h e  e x e m p t i o n  p r o v i s i o n s  are p e r m i s s i v e ;  i .e. ,  a n  
a q e n c y  h e a d  is a u t h o r i z e d ,  b u t  n o t  r e ~ ~ g g d ! m l o e .  t o  e x e m p t  a s y s t e m  
f r o m  a l l  o r  a n y - ~ r t i o n  o f  s e l e c t e d  p r o v i s i o n s  o f  t h e  Act when h e  o r  
s h e  deems  i t  t o  b e  i n  t h e  b e s t  i n t e r e s t  o f  t h e  a o v e r n m e n t  a p d  
.......................c o n s i s t e n t  w i t h  	 -------------I n  c o m m e n t i x - o n  -----
t h e  Act a n d  t h e s e d u d e l i n e s .  	 t h i s. .
provisionr-the H o u s e  C o i p m i t t e e  n o t e d ;  

"The  C o m m i t t e e  a l s o  w r s h e s  t o  s t ress  t h a t  t h i s  s e c t i o n  is n o t  
i n t e n a e d  t o  r e q u i r e  t h e  C.I.A. a n d  c r i m i n a l  j u s t i c e  a g e n c i e s  t o  
w i t h h o l d  a l l  t h e i r  p e r s o n a l  r e c o r d s  f r o a  t h e  i n d i v i d u a l s  t o  whom 
t h e y  p e r t a i n .  ide u r g e  t h o s e  a g e n c i e s  t o  k e e p  o p e n  w h a t e v e r  f i l e s  
a r e  p r e s e n t l y  o p e n  a n d  t o  make a v a i l a b l e  i n  t h e  f u t u r e  w h a t e v e r  
f i l e s  c a n  b e  made a v a i l a b l e  w i t h o u t  c l e a r l y  i n f r i n g i n g  o n  t h e  
a b i l i t y  o f  t h e  a g e n c i e s  t o  f u l f i l l  t h e i r  m i s s i o n s . "  ( H o u s e  R e p o r t  
93 -1416 ,  p. 1 9 )  

To t h e  e x t e n t .  p r a c t i c a b l e ,  r e c o r d s  p e r m i t t e d  t o  b e  e x e m p t e d  f r o m  t h e  
Act s h o u l d  b e  s e p a r a t e d  f r o m  t h o s e  w h i c h  a re  n o t .  F u r t h e r .  w h i l e  t h e  
l a n g l l a g e  p e r m i t s  a q e n c y  h e a d s  t o  e x e m p t  s y s t e m s  o f  r e c o r d s ,  a g e n c i e s  
s h o u l d  e x e m p t  o n l y  p o r t i o n s  o f  s y s t e m s  w h e r e v e r  i t  is p o s s i b l e .  
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GENERAL EXENPTION FOR P H E  CENTRAL INTELLIGENCE _A(;g&Y s u b s e c t i o n  
( j ) ( 1 )  " R a i n t a i n e d  b y  t h e  C e n t r a l  I n t e l l i g e n c ~  


Agency ;  orn 
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S u b s e c t i o n  (j)(2 )  " N a i n t a i n e d  by a n  a g e n c y  o r  c o m p o n e n t  t h e r e o f  
w h i c h  p e r f o r m s  a s  i ts  p r i n c i p a l  f u n c t i o n  a n y  a c t i v i t y  p e r t a i n i n g  
t o  t h e  e n f o r c e m e n t  o f  c r ' a i n a l  l a w s ,  i n c l u d i n g  p o l i c e  e f f o r t s  t o  
p r e v e n t ,  c o n t r o l ,  o r  r e d u c e  c r i m e  o r  t o  a p p r e h e n d  c r i m i n a l s ,  a n d  
t h e  a c t i v i t i e s  o f  p r o s e c u t o r s ,  c o u r t s ,  c o r r e c t i o n a l ,  p r o b a t i o n ,  
p a r d o n ,  o r  p a r o l e  a u t h o r i t i e s ,  a n d  w h i c h  c o n s i s t s  o f  ( A )  
i n f o r m a t i o n  c o m p i l e d  f o r  t h e  p u r p o s e  o f  i d e n t i f y i n g  i n d i v i d u a l  
c r i m i n a l  o f f e n d e r s  a n d  a l l e g e d  o f f e n d e r s  a n d  c o n s i s t i n g  o n l y  o f  
i d e n t i f y i n g  d a t a  a n d  n o t a t i o n s  o f  a r res ts ,  t h e  n a t u r e  a n d  
d i s p o s i t i o n  o f  c r i n i n a l  c h a r g e s ,  s e n t e n c i n g ,  c o n f i n e m e n t ,  
r e l e a s e ,  a n d  p a r o l e  a n d  p r o h a t i o n  s t a t u s ;  (8) i n f o r m a t i o n  
c o m p i l e d  f o r  t h e  p u r p o s e  o f  a c r i m i n a l  i n v e s t i g a t i o n ,  i n c l u d i n g  
r e p o r t s  o f  i n f o r m a n t s  a n d  i n v e s t i g a t o r s ,  d n d  a s s o c i a t e d  w i t h  a n  
i d e n t i f i a u l e  i n d i v i d u a l ;  o r  (C) r e p o r t s  i d e n t i f i a b l e  t o  a n  
i n d i v i d u a l  c o m p i l e d  a t  a n y  s t a g e  o f  t h e  p r o c e s s  o f  e n f o r c e m e n t  o f  
t h e  c r i m i n a l  l a w s  f r o m  a r r l s t  o r  i n d i c t m e n t  t h r o u g h  r e l e a s e  f r o m  
s u p e r v i s i o n .  
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S u b s e c t i o n  ( k )  

S P E C I P I C  EXEH'PTIONS 

APPLICABILITY AND NOTICE HWIREHENTS 

S u b s e c t i o n  (k )  "The  h e a d  o f  a n y  a q e n c y  may p r o m u l y a t e  r u l e s ,  i n  
a c c o r d a n c e  w i t h  t h e  r e q u i r e m e n t s  ( i n c l u d i n g  g e n e r a l  n o t i c e )  o f  
s e c t i o n s  5 5 3  ( b )  (11 ,  (21, a n d  ( 3 1 ,  ( c )  , a n d  ( e )  o f  t h i s  t i t l e ,  t o  
e x e m p t  a n y  s y s t e m  o f  r e c o r d s  w i t h i n  t h e  a g e n c y  f r o m  s u b s e c t i o n s  
( c )  ( 3 ) ,  (a). ( e l  (1). ( e )  (lo 6 ) .  (HI, a n d  ( I )  a n d  ( f )  of t h i s  s e c t i o n  
i f  t h e  s y s t e m  o f  r e c o r d s  is--" 

" A t  t h e  time r u l e s  a r e  a d o p t e d  u n d e r  t h i s  s u b s e c t i o n ,  t h e  a g e n c y  
s h a l l  i n c l u d e  i n  t h e  s t a t e m e n t  r e q u i r e d  u n d e r  s e c t i o n  5 5 3 ( c )  o f  
t h i s  t i t l e ,  t h e  r e a s o n s  why t h e  s y s t e m  o f  r e c o r d s  is t o  b e  
e x e m p t e d  f r o m  a  p r o v i s i o n  o f  t h i s  s e c t i o n . $ '  

T h i s  s u b s e c t i o n  p e r m i t s  a g e n c y  h e a d s  t o  e x e m p t  s y s t e m s  o f  r e c o r d s  f r o m  
a l i m i t e d  number  o f  p r o v i s i o n s  o f  t h e  Act. I n  a d d i t i o n  t o  t h e  
p r o v i s i o n s  f rom u h i c h  n o  s y s t e m  may b e  e x e m p t e d  u n d e r  s u b s e c t i o n  (j), 
a s y s t e m  w h i c h  f a l l s  u n d e r  a n y  o n e  o f  t h e  s e v e n  c a t e g o r i e s  l i s t e d  i n  
t h i s  s u b s e c t i o n  m y  n o t  b e  e x e m p t e d  f r o m  t h e  f o l l o w i n g  p r o v i s i o n s :  

-	 i n f o r m i n g  p r i o r  r e c i p i e n t s  o f  c o r r e c t e d  o r  d i s p u t e d  r e c o r d s ,  
( (c) (4) ; 

-	 c o l l e c t i n g  i n f o r s a t i o l i  t o  b e  u s e d  i n  d e t e r m i n a t i o n s  a b o u t  a n  
i n d i v i d u a l  d i r e c t l y  f r o m  t h e  i n d i v i d u a l  t o  whom i t  p e r t a i n s ;  
( ( e l  ( 2 ) )  ; 

- i n f o r m i n g  i n d i v i d u a l s  a s k e d  t o  s u p p l y  i n f o r m a t i o n  o f  t h e  
' a u t h o r i t y  b y  a n d  p u r p o s e s  f o r  w h l c h  i t  i s  c o l l e c t e d  a n d  

w h e t h e r  o r  n o t  p r o v i d i n g  t h e  i n f o r m a t i o n  i s  m a n d a t o r y ,  
((el ( 3 ) )  ; 

-	 m a i n t a i n i n g  r e c o r d s  w i t h  s u c h  a c c u r a c y ,  c o a p l e t a n e s s ,  
t i m e l i n e s s ,  a n d  r e l e v a n c e  a s  i s  r e a s o n a b l e  f o r  t h e  a g e n c y ' s  
p u r p o s e s .  ( ( e l  ( 5 )  ) ; 

-	 n o t i f y i n g  t h e  s u b j e c t s  o f  r e c o r d s  d i s c l o s e d  u n d e r  c o m p u l s o r y  
p r o c e s s ,  ( ( e )  (8 )  ) ; a n d  

8 7 
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- c i v i l  r e m e d i e s ,  ( g ) . 

A S  w i t h  s u b s e c t i o n  (j),, upon  d e t e r m i n i n y  t h a t  a s y s t e m  is  t o  b e  
e x e m p t e l l  u n d e r  t h i s  s e c t i o n ,  t h e  a g e n c y  h e a d  i s  r e q u i r e d  t o  p u b l i s h  
t h a t  d e t e r m i n a t i o n  a s  d r u l e  u n d e r  t h e  A d m i n r s t r a t i v e  P r o c e d u r e  Act 
s u b j e c t  t o  p u b l i c  comment .  T h a t  n o t i c e  m u s t ,  a s  a  minimum, s p e c i f y  

- t h e  name o f  t h e  s y s t e m  ( a s  i n  t h e  a n n u a l  n o t i c e  u n d e r  
s u b s e c t i o n  ( ( e ) (U) ) ; a n d  

- t h e  s p e c i f i c  p r o v i s i o n s  o f  t h e  A c t  f r o m  w h i c h  t h e  s y s t e m  i s  t o  
b e  e x e m p t e d  a n d  t h e  r e a s o n  t h e r e f o r .  

T h e  a g e n c y  h e a d ' s  d e t ~ r r a i n a t i o ni s  c o n s i d e r e d  t o  b e  a r u l e  u n d e r  t h e  
A d m i n i s t r a t i v e  P r o c e d u r e  Act (APA) a n d  i s  s u b j e c t  t o  t h e  r e q u i r e m e n t s  
o f  g e r l e r a l  n o t i c e  a n d  p u b l i c  comment  o f  t h a t  Act, 5 U.S.C. 553. W h i l e  
g e n e r a l  n o t i c e  o f  a p r o p o s e d  r u l e  is n o t  r e q u i r e d  u n d e r  t h e  APA when 
* * p e r s o n s  s u b j e c t  t h e r e t o  a r e  named  a n d  e i t h e r  p e r s o n a l l y  s e r v e d  o r  
o t h e r w i s e  h a v e  a c t u a l  n o t i c e  t h e r e o f . .  .", t h e  l a n g u a g e  " i n c l u d i n g  
g e n e r a l  n o t i c e "  m e a n s  t h a t  i n d i v i d u a l  n o t i f i c a t i o n  w i l l  n o t  s u f f i c e .  

I n  a d d i t i o n ,  t h e  s y s t e m s  o f  r e c o r d s  a n d  t h e  n u m b e r  o f  r e c o r d s  i n  e a c h ,  
w h i c h  were e x e m p t e d  f r o m  a n y  o f  t h e  p r o v i s i o n s  o t  t h e  Act u n d e r  t h i s  
s e c t i c n  w i l l  b ~  r e q u i r 2 d  t o  b e  i n c l u d e d  i n  t h e  a n n u a l  r e p o r t  r e q u i r e d  
by s u b s e c t i o n  ( p ) .  

It s h o u l d  a l s o  b e  n o t e d  t h a t  t h e  e x e m p t i o n  p r o v i s i o n s  are p e r m i s s i v e ;  
i .e . ,  a n  a g e n c y  h e a d  i s  a u t h o r i z e d ,  b u t  n o t  re9gjr~p.  t o  e x e m p t  a 
s y s t e m  when h e  o r  s h e  d e e m s  it t o  b e  i n  t h e  b e s t  i n t e r e s t  o f  t h e  
g o v e r n m e n t  a n d  c o n s i s t e n t  w i t h  t h e  Act a n d  t h e s e  g u i d e l i n e s .  " A l s o  a s  
w i t h  s e c t i o n  (j) r e c o r d s ,  t h e  C o m m i t t e e  u r y e s  a g e n c i e s  m a i n t a i n i n g  
s e c t i o n  (k)  r e c o r d s  t o  o p e n  t h o s e  d o c u m e n t s  t o  t h e  i n d i v i d u a l s  named 
i n  t h e m  i n s o f a r  a s  s u c h  a c t i o n  w o u l d  n o t  i m p a i r  t h e  p r o p e r  f u n c t i o n i n g  
o f  t h o s e  a g e n c i e s . '  ( H o u s e  R e p o r t  9 3 - 1 4 1 6 ,  p. 20 )  

I n  t h e  p r o c e s s  o f  u t i l i z i n g  a n y  o f  t h e s e  e x e m p t i o ~ i s ,  a g e n c i e s  s h o u l d ,  
w h e r e v e r  p r a c t i c a b l e ,  s e g r e g a t e  t h o s e  p o r t i o n s  o f  s y s t e m s  f o r  w h i c h  a n  
e x e m p t i o n  i s  c o n s i d e r e d  n e c e s s a r y  s o  a s  t o  h o l d  t o  t h e  minimum t h e  
a m o u n t  o f  m a t e r i a l  w h i c h  is e x e m p t e d .  W h i l e  t h e  l a n g u a g e  p e r m i t s  
a q e n c y  h e a d s  t o  e x e m p t  e n t i r e  s y s t e m s  o f  r e c o r d s ,  t h e  l a n g u a g e  o f  
c e r t a i n  o f  t h e  s p e c i f i c  p r o v i s i o n s  b e l o w  s u g g e s t s  t h a t  i t  may, i n  s o m e  
i n s t a n c e s ,  b e  a p p r o p r i a t e  t o  e x e m p t  o n l y  p o r t i o n s  o f  s y s t e m s  w h e r e  i t  
is n o t  p o s s i b l e  t o  s e g r e g a t e  e n t i r e  s y s t e m s .  F o r  e x a m p l e ,  r e c o r d s  
c o n t a i n i n q  c l a s s i f i e d  m a t e r i a l  t o  w h i c h  a c c e s s  may b e  d e n i e d  u n d e r  
(k) (1) s h o u l d  b e  s c r e e n e d  t o  p e r m i t  a c c e s s  t o  u n c l a s s i f i e d  m a t e r i a l ,  

a n d  o n l y  t h e s e  p o r t i o n s  o f  i n v e s t i q a t i v e  m a t e r i a l  w h i c h  m e e t  a l l  o f  
t h e  c r i t e r i a  i n  ( k )  ( 2 )  o r  ( 5 )  s h o u l d  b e  w i t h h e l d .  However ,  i n  t h e  
c a s e  o f  r e c o r d s  w h i c h  s r e  p e r m i t t e d  t o  b e  e x e m p t e d  t o  t h e  e x t e n t  t h a t  
t h e i r  d i s c l o s u r e  wou ld  r e v e a l  t h e  i d e n t i t y  o f  a c o n f i d e n t i a l  s o u r c e ,  
e x t r e m e  c a r e  s h o u l d  b e  e x e r c i s e d  t o  e n s u r e  t h a t  t h e  c o n t e n t  o f  a n y  
r e c o r d s  b e i n g  s e g r e g a t e d  d o e s  n o t  d i s c l o s e  t h e  i a e n t i t y  o f  t h e  s o u r c e .  

EXEMPTION FOB CLASSIFIED RATERIAL 
88  



----- 

------ 

PRIVACY ACT GUIDELINES - J u l y  1 ,  1 9 7 5  

S u b s e c t i o n  ( t i )  (1)  " S u b j e c t  t o  t h e  p r o v i s i o n s  o f  s e c t i o n  5 5 2  ( b )  (1 )  
o f  t h i s  t i t l e ; "  

T h i s  s u b s e c t i o n  p e r m i t s  a g e n c y  h e d d s  t o  e x e m p t ,  f r o m  c e r t a i n  
p r o v i s i o n s  o f  t h e  A c t ,  t h o s e  s y s t e m s  o f  r e c o r d s  w h i c h  a r e  " ( A )  
s p e c i f i c a l l y  a u t h o r i z e d  u n d e r  c r i t e r i a  e s t a b l i s h e d  by  a n  E r e c u t i v e  
o r d e r  t o  be  k e p t  s e c r e t  i n  t h e  i n t e r e s t  o f  n a t i o n a l  d e f e n s e  o r  f o r e i g n  
p o l i c y  a n d  ( B )  a r e  i n  f a c t  p r o p e r l y  c l a s s i f i e d  p u r s u a n t  t o  s u c h  
E x e c u t i v e  O r d e r . "  ( 5  U.S.C. 5 5 2 ( b )  ( I ) ,  a s  a m e n d e d  by P u b l i c  Law 9 3 -
5 0  2) 

T h e  F r e e d o m  o f  I n f o r m a t i o n  Act, a s  a m e n d e d  b y  P.L. 9 3 - 5 0 2 ,  a u t h o r i z e s  
d e  n o v o  j u d i c i a l  r e v i e w  o f  a n  a g e n c y ' s  d e c i s i o n  t o  c l a s s i f y  a 
d o c u m e n t ,  i n c l u d i n q i n  c a m e r a  e x a m i n a t i o n  o f  t h e  d o c u m e n t  when t h e  
c o u r t  d e e m s  i t  n e c e s s a r y  t o  r e s o l v e  a d i s p u t e  a s  t o  w h e t h e r  a d o c u m e n t  
is p r o p e r l y  b e i n g  u i t h h e l d  u n d e r  t h e  p r o v i s i o n s  o f  s u b s e c t i o n  (b)  (1) 
o f  t h e  F r e e d o m  o f  I n f o r m a t i o n  A c t .  S e e  t h e  C o n f e r e n c e  R e p o r t  o n  H,.R. 
1 2 4 7 1 ,  House  R e p o r t  9 3 - 1 3 8 0 ,  p p  8-9. 

U s e f u l  g u i d a n c e  i n  t h e  a p p l i c a t i o n  o f  t h i s  p r o v i s i o n  is f o u n d  i n  t h e  
S e n a t e  C o m m i t t e e  r e p o r t  d i s c u s s i o n  o f  a similar p r o v i s i o n  o n  
c l a s s i f i e d  m a t e r i a l s :  : 

"The  p o t e n t i a l  f o r  s e r i o u s  damage  t o  t h e  n a t i o n a l  d e f e n s e  o r  
f o r e i g n  p o l i c y  c o u l d  a r i s e  i f  t h e ,  n o t i c e  d e s c r i b i n g  a n y  
i n f o r m a t i o n  s y s t e m  i n c l u d e d  c a t e g o r i e s  o r  s o u r c e s  o f  
i n f o r m a t i o n . . .  o r  p r o v i d e d  i n d i v i d u a l s  a c c e s s  t o  f i l e s  m a i n t a i n e d  
a b o u t  t hem. .  . 
"The C o m m i t t e e  d o e s  n o t  by  t h i s  l e g i s l a t i o n  i n t e n d  t o  j e o p a r d i z e  
t h e  c o l l e c t i o n  o f  i n t e l l i g e n c e  i n f o r m a t i o n  r e l a t e d  t o  n a t i o n a l  
d e f e n s e  o r  f o r e i g n  p o l i c y ,  o r  o p e n  t o  i n s p e c t i o n  i n f o r m a t i o n  
c l a s s i f i e d  p u r s u a n t  t o  E x e c u t i v e  O r d e r  1 1 6 5 2  t o  p e r s o n s  who d o  
n o t  h a v e  a n  a p p r o p r i a t e  s e c u r i t y  c l e a r a n c e  o r  n e e d  t o  know. 

" T h i s  s e c t i o n  is n o t  i n t e n d e d  t o  p r o v i d e  a b l a n k e t  e x e m p t i o n  t o  
a l l  i n f o r m a t i o n  s y s t e m s  o r  f i l e s  m a i n t a i n e d  by a n  a g e n c y  w h i c h  
d e a l  w i t h  n a t i o n a l  d a f e n s e  a n d  f o r e i g n  p o l i c y  i n f o r m a t i o n .  Many 
p e r s o n n e l  f i l e s  a n d  o t h e r  s y s t e m s  may n o t  he s u b j e c t  t o  s e c u r i t y  
c l a s s i f i c a t i o n  o r  may n o t  c a u s e  d a m a g e  t o  t h e  n a t i o n a l  d e f e n s e  o r  
f o r e i q n  p o l i c y  s i m p l y  by  p e r m i t t i n g  t h e  s u b j e c t s  o f  s u c h  f i l e s  t o  
i n s p e c t  t h e n  a n d  s e e k  c h a n q e s  i n  t h e i r  c o n t e n t s  u n d e r  t h i s  Act." 
( S e n a t e  R e p o r t  9 3 - 1 1 8 3 ,  p .  7 4 )  

EXEMPTION FOR INVESTIGATORY MATERIAL COHPILED FOR L A W  ENFORCEHENT.................................. 

PURPOSES 

S u b s e c t i o n  ( k )  (2 )  t @ I n v e s t i g a t o r y  m a t e r i a l  c o m p i l e d  f o r  l a w  
e n f o r c e m e n t  p u r p o s e s ,  o t h e r  t h a n  m a t e r i a l  w i t h i n  t h e  s c o p e  o f  
s u b s e c t i o n  ( j ) ( 2 )  o f  t h i s  s e c t i o n :  P r o v i d e d .  h o w e v e r ,  t h a t  i f  
a n y  i n d i v i d u a l  i s  d e n i e d  a n y  r i g h t ,  p r i v i i e g e .  o r  b e n e f i t  t h a t  h e  
w o u l d  o t h e r w i s e  b e  e n t i t l e d  by F e d e r a l  l a w ,  o r  f o r  w h i c h  h e  w o u l d  
o t h e r w i s e .  b e  e l i g i b l e ,  a s  a r e s u l t  o f  t h e  m a i n t e n a n c e  o f  s u c h  
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m a t e r i a l ,  s u c h  n i a t e r i a l  s h a l l  b e  p r o v i d e d  t o  :such i n d i v i d u a l ,  
e x c e p t  t o  t h e  e x t e n t  t h a t  t h e  d i s c l o s u r e  o f  s u c h  m a t e r i a l  w o u l d  
r e v e a l  t h e  i d e n t i t y  o f  a s o u r c e  who f u r n i s h e d  i n f o r m a t i o n  t o  t h e  
G o v e r n m e n t  u n d e r  a n  e x p r e s s  p r o m i s e  t h a t  t h e  i d e n t i t y  o f  t h e  
s o u r c e  w o u l d  b e  h e l d  i n  c o n f i d e n c e ,  o r ,  p r i o r  t o  t h e  e f f e c t i v e  
d a t e  o f  t h i s  s e c t l o n ,  u n d e r  a n  i m p l i e d  p r o m i s e  t h a t  t h e  i d e n t i t y  
o f  t h e  s o u r c e  w o u l d  b e  h e l d  i n  c o n f i d e n c e ; ' *  

T h i s  p r o v i s i o n  a l l o w s  a g a n c y  h e a d s  t o  e x e m p t  a  s y s t e m  o f  r e c o r d s  
c o m p i l e d  i n  t h e  c o u r s e  o f  a n  i n v e s t i g a t i o n  o f  an  a l l e g e d  o r  s u s p e c t e d  
v i o l a t i o n  o f  c i v i l  l a w s ,  i n c l u d i n g  v i o l a t i o n s  o f  t h e  u n i f o r m  C o d e  o f  
n i l i t a r y ,  J u s t i c a  a n d  a s s o c i a t e d  r e g u l a t i o n s ,  e x c e p t  t o  t h e  e x t e n t  t h a t  
t h e  s y s t e m  is m o r e  b r o a d l y  e x e m p t  u n d e r  t h e  p r o v i s i o n  c o v e r i n g  r e c o r d s  
m a i n t a i n e d  b y  a n  a g e n c y  whose p r i n c i p a l  f u n c t i o n  p e r t a i n s  t o  t h e  
e n f o r c e m e n t  o f  c r i m i ~ a l  l a w s  ( s u b s e c t i o n  (j)( 2 ) ) .  T h i s  e x e m p t i o n  w a s  
d r a f t e d  b e c a u s e  " [ i ] n d i v i d u a l  a c c e s s  to c e r t a i n  l a w  e n f o r c e m e n t  f i l e s  
c o u l d  i m p a i r  i n v e s t i g a t i o n s ,  p a r t i c u l a r l y  t h o s e  w h i c h  i n v o l v e  c o m p l e x  
a n d  c o n t i n u i n g  p a t t e r n s  o f  b e h a v i o r .  I t  w o u l d  a l e r t  s u b j e c t s  o f  
i n v e s t i q a t i o n s  t h a t  t h e i r  a c t i v i t i e s  a r e  b e i n g  s c r u t i n i z e d ,  a n d  t h u s  
a l l o w  t h e m  time t o  t a k e  m e a s u r e s  t o  p r e v e n t  d e t e c t i o n  o f  i l l e g a l  
a c t i c n  o r  e s c a p e  p r o s e c u t i o n .  " ( H o u s e  R e p o r t  93-11416,  p. 19) 

The  p h r a s e  s l i n v e s t i g a t o r y  m a t e r i a l  c o m p i l e d  f o r  I.aW e n f o r c e m e n t  
p u r p o s e s s 1  i s  t h e  s a m e  p h r a s e  a s  o p e n e d  e x e m p t i o ~ l  ( b )  ( 7 )  t o  t h e  F r e e d o m  
o f  I n f o r m a t i o n  Act p r i o r  to i ts  r e c e n t  amendmen t  ( P u b l i c  Law 93-502), 
w i t h  t h e  e x c e p t i o n  o f  t h e  u s e  o f  t h e  word ' l m a t e r i a l "  i n  t h a  P r i v a c y  
~ c tf o r  t h e  word " f i l e s "  i n  t h e  now amended  F r e e d o m  o f  I n f o r m a t i o n  Act 
a x e m p t i o n .  The  i n t e n t  was  t o  h a v e  t h e  s a m e  m e a n i n g  g i v e n  t o  t h i s  
p h r a s e  i n  t h e  P r i v a c y  Act a s  h a d  b e e n  g i v e n  t o  i t  i n  t h e  F r e e d o m  o f  
I n f o r m a t i o n  Act e x c e p t  t h a t  t h e  p h r a s e  u o u l d  a p p l y  t o  m a t e r i a l  a s  
o p p o s e d  t o  e n t i r e  f i l e s .  The  c a s e  l a w ,  t h e n ,  w h i c h  h a d  i n t e r p r e t e d  
" i n v e s t i g a t o r y "  a n d  t v c o m p i l e d l l  a n d  " l aw  e n f o r c e m e n t  p u r p o s e s t 1  f o r  t h e  
now amended  p o r t i o n s  o t  e x e m p t i o n  (b )  (7)  o f  t h e  F r e e d o m  o f  I n f o r m a t i o n  
~ c ts h o u l d  b e  u t i l i z e d  i n  d e f i n i n g  t h o s e  t e r u s  a s  t h e y  a p p e a r  i n  
s u b s e c t i o n  ( k )  ( 2 )  o f  t h e  P r i v a c y  Act. 

I t  w a s  f u r t h e r  r e c o g n i z e d  t h a t  n d u e  p r o c e s s n  i n  b o t h  c i v i l  a c t i o n  a n d  
c r i m i n a l  p r o s e c u t i o n  u l l l  a s s u r e  t h a t  individuals h a v e  a r e a s o n a b l *  
o p p o r t u n i t y  t o  l e a r n  o f  t h e  e x i s t e n c e  o f ,  a n d  t o  c h a l l e n g e ,  
i n v e s t i g a t c r y  r e c o r d s  wh ich  a r e  t o  b e  u s e d  i n  l e g a l  p r o c e e d i n g s .  

To t h e  e x t e n t  t h a t  s u c h  a n  i n v e s t i g a t o r y  r e c o r d  i s  u s e d  a s  a  b a s i s  fo r  
d e n y i n q  a n  i n d i v i d u a l  a n y  r i g h t ,  p r i v i l e g e ,  o r  b e n e f i t  . ( i n c l u d i n g  
e m p l o y m e n t )  t o  w h i c h  t h e  i n d i v i d u a l  w o u l d  b e  e n t i t l e d  i n  t h e  a b s e n c e  
o f  t h a t  r e c o r d ,  t h e  i n d i v i d u a l  m u s t  b e  g r a n t e d  a c c e s s  t o  t h a t  r e c o r d  
e x c e p t  t o  t h e  e x t e n t  t h a t  a c c e s s  wou ld  r e v e a l  t h e  i d e n t i t y  o f  a 
c o n f i d e n t i a l  s o u r c e .  

T h e  l a n q u a g e  p e r m i t t i n g  a n  a g e n c y  t o  w i t h h o l d  r e c o r d s  u s e d  a s  a  b a s i s  
f o r  d e n y i n q  a b e n e f i t  t o  t h e  e x t e n t  t h a t  t h e  r e c o r d  w o u l d  r e v e a l  t h e  
i d e n t i t y  cf a n  i n d i v i d u a l  who f u r n i s h e d  i n f o r m a t i o n  i n  c o n f i d e n c e  is 
v e r y  n a r r o w l y  d r a w n  a n d  m u s t  b e  t r e a t e d  c a r e f u l l y  ( s e e  a l s o  
s u b s e c t i o n s  (k) (5) a n d  ( 7 ) ,  b e l o w ) .  F o r  i n f o r m a t i o n  c o l l e c t e d  o n  o r  
s u b s e q u e n t  t o  t h e  e f f e c t i v e  d a t e  o f  t h i s  s e c t i o n  ( S e p t e m b e r  27,  1975) 
a r e c o r d  may o n l y  b e  w i t h h e l d  t o  p r o t e c t  t h e  i d e n t i t y  o f  a s o u r c e  i f  
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-
 a n  e x p r e s s  q u a r a n t e e  w a s  mads  t o  t h e  s o u r c e  t h a t  h i s  o r  h e r  
i d e n t i t y  would n o t  b e  r e v e a l e d .  ( S u c h  g u a r a n t e e s  s h o u l d  b e  
made on a s e l e c t i v e  b a s i s ;  i .e., i n d i v i d u a l s  f r o m  whom 
l n f o r m a t l o n  i s  s o l i c i t e d  f o r  l a w  e n f o r c e m e n t  p u r p o s e s  s h o u l d  
b e  a d v l s e d  t h a t  t h e i r  i d e n t i t y  may b e  d i s c l o s e d  t o  t h e  
i n d i v i d u a l  t o  whom t h e  u e c o r d  p e r t a i n s  u n l e s s  a s o u r c e  

. 	e x p r e s s l y  r e q u e s t s  t h a t  h i s  o r  h e r  i d e n t i t y  n o t  b e  r e v e a l e d  a s  
a c o n d i t i o n  o f  f u r n i s h i n g  t h e  i n f o r m a t i o n . )  ; a n d  

-	 t h e  r e c o r d ,  i f  s t r i p p e d  o f  t h e  i d e n t i t y  o f  t h e  s o u r c e  w o u l d  
n o n e t h e l e s s  b y  i t s  c o n t e n t  r e v e a l  t h e  i d e n t i t y  t o  t h e  s u b j e c t .  

It was  r e c o g n i z e d  t h a t  t h e  t y p e  o f  i n v e s t i q a t o . r y  r e c o r d  c o v e r e d  by 
s u b s e c t i o n  ( k ) ( 2 )  c u r r e n t l y  c o n t a i n s  s u b s t a n t i a l  i n f o r m a t i o n  w h i c h  w a s  
o b t a i n e d  w i t h  t h e  t a c i t  u n d e r s t a n d i n g  t h a t  t h e  i d e n t i t y  o f  t h e  s o u r c e  
w o u l d  n o t  b e  r e v e a l e d .  F o r  t h i s  r e a s o n  t h e  Act p r o v i d e s  t h a t  
i n f o r m a t i o u  i n  s u c h  r e c o r d s  t h a t  was c o l l e c t e d  p r i o r  t o  t h e  e f f e c t i v e  
d a t e  o f  t h e  Act may b e  w i t h h e l d  f r o m  t h e  i n d i v i d u a l  t o  whom i t  
p e r t a i n s  t o  t h e  e x t e n t  t h a t  i t  w a s  c o l l e c t e d  u n d e r  a n  i m p l i e d  p r o m i s e  
t h a t  its s o u r c e  wou ld  n o t  b e  r e v e a l e d  a n d  d i s c l o s i n g  i t  w o u l d  r e v e a l  
t h e  i d e n t i t y  o f  t h e  s o u r c e .  

T h e  p h r a s e  " t o  t h e  e x t e n t  t h a t w  is p a r t i c u l a r l y  i m p o r t a n t .  A s  i m p l i e d  
a b o v e ,  if a r e c o r d  c a n  b e  d i s c l o s e d  i n  s u c h  a  way a s  t o  c o n c e a l  i ts 
s o u r c e ,  a p r o m i s e  o f  c o n f i d e n t i a l i t y  t o  t h e  s o u r c e  is n o t  s u f f i c i e n t  
g r o u n d s  f o r  w i t h h o l d i n g  i t .  O b v i o u s l y ,  t h e  c o n t e n t  o f  c e r t a i n  r e c o r d s  
is s u c h  t h a t  it r e v e a l s  t h e  i d e n t i t y  o f  t h e  s o u r c e  e v e n  i f  t h e  name o f  
t h e  s o u r c e  o r  o t h e r  i d e n t i f y i n g  p a r t i c u l a r s  a r e  r e m o v e d ;  e .g . ,  t h e  
r e c o r d  c o n t a i n s  i n f o r m a t i o n  t h a t  c o u l d  o n l y  h a v e  b e e n  f u r n i s h e d  b y  o n e  
i n d i v i d u a l  known t o  t h e  s u b j e c t .  O n l y  i n  t h o s e  c a s e s ,  may t h e  
s u b s t a n c e  o f  t h e  r e c o r d  b e  w i t h h e l d  t o  p r o t e c t  t h e  i d e n t i t y  o f  a 
s o u r c e  a n d  t h e n  o n l y  t o  t h e  e x t e n t  n e c e s s a r y  t o  d o  s o .  It is 
r e c o g n i z e d ,  h o w e v e r  t h a t  i t  may i n  s o m e  i n s t a n c e s  b s  v e r y  d i f f i c u l t  
f o r  a n  a g e n c y  t o  know w h e t h e r  t h e  c o n t e n t  o f  a r e c o r d  w o u l d ,  i n  a n d  o f  
i t s e l f ,  r e v e a l  its s o u r c e .  T h e r e f o r e ,  i t  may b e  a p p r o p r i a t e  i n  l i g h t  
o f  t h e  i n t e n t  u n d e r l y i n q  t h i s  e x e m p t i o n ,  t o  e x e m p t  a r e c o r d  when a n y  
r e a s o n a b l e  d o u b t  e x i s t s  a s  t o  w h e t h e r  i t s  d i s c l o s u r e  wou ld  r e v e a l  t h e  
i d e n t i t y  o f  a c o n f i d e n t i a l  s o u r c e .  

A d d i t i o n a l  g u i d a n c e  o n  t n e  c i r c u m s t a n c e s  u n d e r  w h i c h  a n  a g e n c y  may 
w i t h h o l d  a r e c o r d  on  t h s  g r o u n d s  t h a t  i t s  d i s c l o s u r e  wou ld  r e v e a l  t h e  
i d e n t i t y  o f  a s o u r c e  who p r o v i d e d  i n f o r m a t i o n  u n d e r  a p l e d g e  o f  
c o n f i d e n t i a l i t y  i s  f o u n d  i n  S e n a t o r  E r v i n ' s  s t a t e m e n t  o n  t h e  
c o m p r o m i s e  h i l l  o n  t h e  f l o o r  o f  t h e  S e n a t e .  

"The  c o m p r o m i s e  p r o v i s i o n  f o r  t h e  m a i n t e n a n c e  o f  i n f o r m a t i o n  
r e c e i v e d  f r o m  c o n f i d e n t i a l  s o u r c e s  r e p r e s e n t s  a n  a c c e p t a n c e  o f  
t h e  H o u s e  l a n g u a g e  a f t e r  r e c e i v i n g  a n  a s s u r a n c e  t h a t  i n  n o  
i n s t a n c e  w o u l d  t h a t  l a n g u a g e  d e p r i v e  a n  i n d i v i d u a l  f r o m  k n o w i n g  
o f  t h e  e x i s t e n c e  o f  a n y  i n f o r m a t i o n  m a i n t a i n e d  i n  a  r e c o r d  a b o u t  
him w h i c h  w a s  r e c e i v e d  f r o a  a  ' c o n f i d e n t i a l  s o u r c e . '  Tho  a g e n c i e s  
mou ld  n o t  b e  a b l e  t o  c l a i m  t h a t  d i s c l o s u r e  o f  e v e n  a s m a l l  p a r t  
o f  a p a r t i c u l a r  item would  r e v e a l  t h e  i d e n t i t y  o f  a c o n f i d e n t i a l  
s o u r c e .  T h e  c o n f i d e n t i a l  i n f o r m a t i o n  wou ld  h a v e  t o  b e  
c h a r a c t e r i z e d  i n  s o m e  g e n e r a l  may. T h e  f a c t  o f  t h e  i t a m ' s  
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e x i s t e n c e  a n d  a g z n e r a l  c h a r a c t e r i z a t i o n  o f  t h a t  item w o u l d  h a v e  
t o  b e  made  knowr~  ta t h e  i n d i v i d r l a l  i n  e v e r y  c a s e .  

" F u r t h e r m o r e ,  t h e  a c c e p t a n c e  o f  t h i s  s e c t i o n  i n  n o  way p r e c l u d e s  
a n  i n d i v i d u a l  f r o m  k n o w i n q  t h e  s u b s t a r i c e  a n d  s o u r c e  o f  
c o n f i d e n t i a l  i n f o r m a t i o n ,  s h o u l d  t h a t  i n f o r m a t i o n  h e  u s e d  t o  d e n y  
him a p r o m o t i o n  i n  n q o v e r n m e n t  j o b  o r  a c c e s s  t o  c l a s s i f i e d  
i n f p r m a t i o n  o r  some  o t h e r  r i q h t ,  b e n e f i t  o r  p r i v i l e g e  f o r  w h i c h  
h e  was  e n t i t l e d  t o  b r i n g  l e g a l  a c t i o n  when t h e  g o v e r n m e n t  w i s h e d  
t o  b a s e  a n y  p a r t  o f  i ts l e g a l  c a s e  o n  t h a t  i n f o r m a t i o n .  

" F i n a l l y ,  it. is i m p o r t a n t  t o  n o t e  t h a t  t h e  H o u s e  p r o v i s i o n  w o u l d  
r e q u i r e  t h a t  a l l  f u t u r e  p r o r i s e s  o f  c o n f i d e n t i a l i t y  t o  s o u r c e s  

o f  i n f o r m a t i o n  b e  e x p r e s s e d  a n d  n o t  i m p l i e d  p r o m i s e s .  U n d e r  the 
a u t h o r i t y  t o  p r e p a r e  g u i d e l i n e s  f o r  t h e  a d m i n i s t r a t i o n  o f  t h i s  act  it 
i s  e x p e c t e d  t h a t  t h e  O f f i c e  o f  f l a n a g e m e n t  a n d  B u d g e t  w i l l  work  c l o s e r  
w i t h  d q e n c i e s  t o  i n s u r e  t h a t  F e d e r a l  i n v e s t i g a t o r s  make s p a r i n g  u s e  o f  
t h e  a b i l i t y  t o  make e x p r e s s  p r o m i s e s  o f  c ~ n f i d e n t i a l i t y . ~ ~  
~ g m g r e s s i o I ? a l  R e c o r d ,  December  1 7 ,  1 9 7 4 ,  p. S 2 1 8 1 6 )  

The  f o r e g c i n j  d i s c u s s i o n  w i t h  r e s p e c t  t o  confidentiality o f  s o u r c e s  is 
a l s o  a p p l i c a b l e  t o  t h e  p r o v i s i o n s  o f  s u b s e c t i o n s  (k )  (5)  a n d  ( 7 ) ,  
be low.  , 

EXEflPTION FOR RECORDS MAINTAINED T O  PROVIDE PROTECTIVE SERVICES 

S u b s e c t i o n  ( k )  (3 )  " f l a i n t a i n e d  i n  c o n n e c t i o n  u i t h  p r o v i d i n g  
p r o t e c t i v e  s e r v i c e s  t o  t h e  P r e s i d e n t  o f  t h e  U n i t e d  S t a t e s  o r  
o t h e r  i n d i v i d u a l s  p u r s u a n t  t o  s e c t i o n  3056 o f  t i t l e  1 8 ; "  

T h i s  e x e m p t i o n  c o v e r s  r e c o r d s  u h i c h  a r e  n o t  c l e a r l y  w i t h i n  t h e  s c o p e  
o f  l a w  e n E o r c n m e c t  r e c o r d s  c o v e r e d  u n d e r  s u b s e c t i o n  ( k )  (2) b u t  w h i c h  
a r e  n e c e s s a r y  t o  a s s u r i n g  t h e  s a f e t y  o f  i n d i v i d u a l s  p r o t e c t e d  p u r s u a n t  
t o  1 8  U.S.C. 3056. 

I t  was  n o t e d  t h a t  " a c c e s s  t o  S e c r e t  S e r v i c e  i n t e l l i g e n c e  f i l e s  o n  
c e r t a i n  i n d i v i d u a l s  wou ld  v i t i a t e  a c r i t i c a l  p a r t  o f  S e c r e t  S e r v i c e  
work wh ich  w a s  s p e c i f i c a l l y  r ecommended  by  t h e  X a r r e n  C o m m i s s i o n  t h a t  
i n v e s t i g a t e d  t h e  a s s a s s i n a t i o n  o f  P r e s i d e n t  Kennedy  a n d  f u n d e d  b y  
C o n g r e s s . "  ( H o u s e  R e p o r t  93- 1 4 1 6 ,  p. 1 9 )  

EXEMPTION FOR STATISTICAL XECOROS 

S u b s e c t i o n  ( k )  ( 4 )  " R e q u i r e d  by s t a t u t e  t o  b e  m a i n t a i n e d  a n d  u s e d  
s o l e l y  a s  s t a t i s t i c a l  r e c o r d s ; "  
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A m s t a t i s t i c a l  r e c o r d i m  is d e f i n e d  i n  s u b s e c t i o n  ( a )  (4 )  a s  "a r e c o r d  i n  
a s y s t e m  o f  r e c o r d s  m a i n t a i n e d  f o r  s t a t i s t i c a l  r e s e a r c h  o r  r a p o r t i n q  
p u r p o s e s  o n l y  a n d  n o t  u s e d  i n  w h o l e  o r  i n  p a r t  i n  v a k i n y  a n y  
d e t e r m i n a t i o n  a b o u t  a n  i d e n t i f i a b l e  i n d i v i d u a l ,  e x c e p r  a s  p r o v i d e d  by 
s e c t i o n  R c f  t i t l e  1 3 . "  

I t  is t h e  i n t e n t  o f  t h l s  p r o v i s i o n  t o  p e r m i t  e x e m p t i o n s  f o r  t h o s e  
s y s t e m s  o f  r e c o r d s  w h i c h  by o p e r a t i o n  o f  s t a t u t e  c a n n o t  b e  u s e d  t o  
make a d e t e r m i . 1 d t i o n  a b o u t  a n  i n d i v i d u a l .  

T h i s  p r o v i s i o n  p e r m i t s  a n  a g e n c y  h e a d  t o  e x e m p t  a s y s t e m  o f  r e c o r d s  
w h i c h  is u s e d  o n l y  f o r  s t a t i s t i c a l ,  r e s e a r c h ,  o r  p r o g r a m  e v a l u a t i o n  
p u r p o s e s ,  a n d  w h i c h  is n o t  u s e d  t o  make d e c i s i o n s  o n  t h e  r i g h t s ,  
b e n e f i t s ,  o r  e n t i t l e m e n t s  o f  i n d i v i d u a l s  e x c e p t  a s  p e r m i t t e d  by  
S e c t i o n  8 o f  T i t l e  13. T h e  u s e  o f  t h e  l i n g u a y e  " r e l u i r e d  by s t a t u t e  t o  
h e  m a i n t a i n e d  ... o n l y "  s u g g e s t s  t h a t .  s y s t e s s  o f  r e c o r d s  wh ich  q u a l i f y  
t o  b e  e x e m p t e d  u n d e r  t h i s  p r o v i s i o n  a r e  t h o s e  c o m p o s e d  e x c l u s i v e l y  o f  
r e c o r d s  t h a t  by  s t a t u t s  a r e  p r o h i b i t e d  f r o m  b e i n g  u s e d  f o r  a n y  p u r p o s e  
i n v o l v i n g  t h e  m a k i u g  o f  a d e t e r m i n a t i o n  a b o u t  t h e  i n d i v i d u a l  t o  whom 
t h e y  p e r t a i n ;  riot m e r e l y  t h a t  t h e  a g e n c y  d o e s  n o t  e n g a g e  i n  s u c h  u s e s .  

n D i s c l o s u r e  o f  s t a t i s t i c a l  r e c o r d s  [ t o  t h e  i n d i v i d u a l ]  i n  m o s t  
i n s t a n c e s  w o u l d  n o t  p r o v i d e  a n y  b e n e f i t  t o  a n y o n e ,  f o r  t h e s e  r e c o r d s  
d o  n o t  h a v e  a d i r e c t  e f f e c t  o n  a n y  g i v e n  i n d i v i d u a l ;  i t  w o u l d ,  
h o u e v e r ,  i n t e r f e r e  w i t h  a l e g i t i m a t e ,  C o n g r e s s i o n a l l y - s a n c t i o n e d  
a c t i v i t y . "  ( H o u s e  R e p o r t  9 3 - 1 4 1 6 ,  p .19)  

....................................EXEflPTION FOR INVESTIGATORY MATERIAL COMPILED FOR DETERHINLNC 
SUITABILITY FOR FEDERAL EMPLOYRENT OR MILITARY SERVICE .................................... 


S u b s e c t  i o n  ( k )  (5)  " I n v e s t i g a t o r y  m a t e r i a l  c o m p i l e d  s o l e l y  f o r  t h e  
p u r p o s e  o f  d e t e r m i n i n j  s u i t a b i l i t y ,  e l i g i b i l i t y ,  o r  
q u a l i f i c a t i o n s  f o r  F e d e r a l  c i v i l i a n  e m p l o y m e n t ,  m i l i t a r y  s e r v i c e ,  
F e d e r a l  c o n t r a c t s ,  o r  a c c e s s  t o  c l a s s i f i e d  i n f o r m a t i o r l ,  b u t  o n l y  
t o  t h e  e x t e n t  t h a t  t h e  d i s c l o s u r a  o f  s u c h  m a t e r i a l  w o u l d  r e v e a l  
t h e i d e n t i t y  o f  a s o u r c e  who f u r n i s h e d  i n f o r m a t i o n  t o  t h e  
G o v e r n m e n t  u n d e r  a n  e x p r e s s  p r o m i s e  t h a t  t h e  i d e n t i t y  o f  t h e  
s o u r c e  w o u l d  b e  h e l d  i n  c o n f i d e ~ ~ c e ,  o r ,  p r i o r  t o  t h e  e f f e c t i v e  
d a t e  o f  t h i s  s e c t i o n ,  u n d e r  a n  i m p l i e d  p r o m i s e  t h a t  t h e  i d e n t i t y  
o f  t h e  s o u r c e  w o u l d  b e  h e l d  i n  c o n f i d e n c e ; "  

T h i s  p r o v i s i o n  p e r m i t s  a n  a g e n c y  t o  e x e m p t  m a t e r i a l  f r o m  t h e  
i n d i v i d u a l  a c c e s s  p r o v i s i o n  o f  t h e  Act u h i c h  w o u l d  c a u s e  t h e  i d e n t i t y  
o f  a.  c o n f i d e r r t i a l  s o u r c e  t o  b e  r e v e a l e d  o r ~ l y  i f  a!,o f  t h e  f o l l o w i n g  
c o n d i t i o n s  a r e  met: 

-	 t h e  m a t . e r i a 1  is m a i n t a i n e d  o n l y  f o r  p u r p o s e s  o f  d e t e r m i n i n g  a n  
i n d i v i d u a l ms q u d l i f  i c a t i o n s ,  e l i q i b i l i t y  o r  s u i t a b i l i t y  f o r  
m i l i t a r y  s e r v i c a ,  e m p l o y m e n t  i n  t h e  c i v i l i a n  s e r v i c e  o r  o n  a  
F e d e r a l  c o n t r a c t , .  o r  a c c e s s  t o  c l a s s i f i e d  m a t e r i a l .  By 
i m p l i c a t i o n ,  e m p l o y m e n t  w o u l d  i n c l u d e  a p p o i n t m e n t s  t o  F e d e r a l  
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a d v i s o r y  c o m m i t t e e s  o r  t o  m ~ m t ~ e r s h i pa q e n c l a s ,  w h e t h e r  o r  n o t  
s a 1 a r i c . d ;  

-	 t h e  m i l t e r l a l  is  c o n s i d e r r t l  elav avant - a n d  n e c e s s a r y  t o  m a k i n g  a 
j u d i c i o u s  ~ i e t + r a i n a t i o n  a s  t o  q u a l i f i c a t i o n s ,  e l i g i b i l i t y  or 
s u i - t a t ~ i l i t y  anci c o u l d  o n l y  be o b t a i n e d  by p r o v i d i n q  a s s u r a n c e  
t o  t h e  : ;oucce t h a t  h i s  o r  h e r  i d e n t i t y  would n o t  b e  r e v e a l e d  
t o  t h e  s u b j e c t  o f  t h e  r e c o r d ;  e . g . ,  f o r  " c r i t i c a l  s e n s i t i v e  
p o s i t i o r l s ; 1' a n d  

-	 d i s c l o s u r e  o f  t h e  r e c o r d  w i t h  t h e  i d e n t l t y  o f  t h e  s o u r c e  
r e m o v e d  w o u l d  l i k e l y  r e v e a l  t h e  i d e n t i t y  o f  t h e  s o u r c e ;  e. q . ,  
t h e  r e c o r d  c o n t a i n s  i n f o r s a t i o n  w h i c h  c o u l d  o n l y  h a v e  b e e n  
f u r n i s h e d  by o n e  o f  s e v e r a l  i n d i v i d u a l s  known t o  t h e  s u b j e c t .  

( S i n c e  i r ~ f o r m a t i o r i  c o l l e c t e d  p r i o r  t o  t h e  e f f e c t i v e  d a t e  o f  t h e  A c t  
may h a v e  b e e n  g a t n e r e d  u n d e r  a n  i m p l i e d  p r o m l s e  o f  c o n f i d e n t i a l i t y ,  
t h a t  p l e d g e  may b a  h o n o r e d  a n d  t h o s e  r e c o r d s  e x e m p t e d  i f  t h e  o t h e r  
c r i t e c i a  a r e  met). 

S e e  s u b s e c t i o n  (k )  (2) .  a b o v e ,  f o r  a m o r e  e x t e n s i v e  d i s c u s s i o n  o f  t h e  
c i r c u m s t a n c e s  u r ~ d e r  w h i c h  r e c o r d s  a a y  b e  w i t h h e l d  t o  p r o t e c t  t h e  
i d e n t i t y  o f  a c o n f i d e n t i a l  s o u r c e .  

T h i s  l a n g u a g e  was i n c l u d e d  t o  t a k e  i n t o  a c c o u n t  t h e  f a c t  t h a t  t h e  
s c r e e n i n g  o f  p e r s o n n e l  t o  a s s u r e  t h a t  o n l y  t h o s e  who a r e  p r o p e r l y  
q u a l i f i e d  a n d  t r u s t w o r t h y  a r e  p l a c e d  i n  g o v e r n m e n t a l  p o s i t i o n s  w i l l ,  
£ r o d  timr t o  t i m e ,  r e q u i r e  i n f o r m a t i o n  t o  b e  c o l l e c t e d  u n d e r  a p l e d g e  
o f  c o n f i d e n t i a l i t y .  S u c h  p l e d g e s  w i l l  b e  l i m i t e d  o n l y  t o  t h e  most 
c o m p e l l i n g  c i r c u m s t a n c e s ;  i .e.,  

-	 w i t n o u t  t h e  i n f o r m a t i o n  t h u s  o b t a i n e d ,  u n q u a l i f i e d  o r  
o t h e r w i s e  u n s u i t a b l e  i n d i v i d u a l s  m i g h t  b e  s e l e c t e d ;  o r  

-	 t h e  p o t e n t i a l  s o u r c e  w o u l d  b e  u n w i l l i n g  t o  p r o v i d e  n e e d e d  
~ n f o r m a t i o n  w i t h o u t  a g u a r a n t e e  t h a t  h i s  o r  h e r  i d e n t i t y  w i l l  
n o t  b e  r e v e a L e d  t o  t h e  s u b j e c t ;  o r  

-	 t o  be o f  v a l u e  i n  t h e  p e r s o n n e l  s c r e e n i n g  a n d  o f t e n  h i g h l y  
c o m p e t i t i v e  a s s e s s m e n t s  i n  w h i c h  l t  w i l l  b e  u s e d ,  t h e  
i n f o r m a t i o n  B u s t  b e  o f  s u c h  a  d e g r e e  o f  f r a n k n e s s  t h a t  it c a n  
o n l y  b e  o b t a i c ~ d  u n d e r  a n  e x p r e s s  p r o m i s e  t h a t  t h e  i d e n t i t y  o f  
i t s  s o u r c e  w i l l  n o t  b e  r e v e a l e d .  

The  C i v i l  S e r v i c e  C o m m i s s i o n  a n d  t h e  D e p a r t m e n t  o f  D e f e n s e  ( f o r  
m i l i t a r y  p e r s o n n e l )  w i l l  i s s u e  r e g u l a t i o n s  e s t a b l i s h i n g  p r o c e d u r e s  f o r  
d e t e r m i n i n g  when a p l e d g e  o f  c o n f i d e n t i a l i t y  is t o  b e  m a d e a n d  
o t h e r v i s e  t o  i m p l e m e n t  t h i s  s u b s e c t i o n .  T h e s e  r e g u l a t i o n s  a n d  a n y  
i m p l e m e n t i n g  p r o c e d u r e s  w i l l  p r o v i d e  t h a t  a l l  i n f o r m a t i o n  
c o l l e c t e d  o n  i n d i v i d u a l s  b e i n g  c o n s i d e r e d  f o r  a n y  p a r t i c u l a r  c a t e g o r y  
o f  p o s i t i c n s  w i l l  a u t o m a t L c a l l y  b e  c o l l e c t e d  u n d e r  a g u a r a n t e e  t h a t  
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t h e  i d e n t i t y  o f  t h e  s o u r c e  w i l l  n o t  b e  r e v e a l e d  t o  t h c  s u b j e c t  o f  t h e  
r e c o r d .  

T h i s  p r o v i s i o n  h a s  b e e n  a m o n g  t h r  most m i s u n d e r s t o o d  i n  t h e  Act. I t  
s h o u l d  h e  n o t e d  t h a t  i t  g r a n t s  authority t o  e x e m p t  r e c o r d s  o n l y  u1111t.r 
v e r y  l i m i t e d  c i r c u m s t a n c e s .  " I t  w i l l  n o t  b e  t h e  c u s t o m a r y  t h i n g  t o  
m a k e  t h e s e  p r o m i s e s  o f  c o n f i d e u t i a l i t y ,  s o  t h a t  most a l l  o f  t h e  
i n f o r m a t i o n  [ i n  i n v e s t i g a t o r y  r e c o r d s  ] w i l l  b e  mad* a v a i l a b l e . "  
l C o n q r e s s i o n a 1  R e c o r d  , N o v e m b a r  20, 1 9 7 4 ,  p .  1 0 8 8 7 ) .  

T h e  term " F e d e r a l  c o n t r a c t s n  c o v e r s  i n v e s t i g a t o r y  m a t e r i a l  o n  
i n d i v i d u a l s  b e i n g  c o n s i d e r e d  f o r  e m p l o y m e n t  o n  a n  e x i s t i n g  F e d e r a l  
c o n t r a c t  a s  well a s  i n v e s t i g a t o r y  m a t e r i a l  c o m p i l e d  t o  e v a l u a t e  t h e  
c a p a b i l i t i e s  o f  f i r m s  b e i n g  c o n s i d e r e d  i n  a c o s p e t e t i v a  p r o c u r e m e n t .  

EXENPTION FOR T E S T I g G  OR EXAnINATION !!ATERIAL......................... 


Subsection (k) ( 6 )  " T e s t i n g  o r  e w a a i n a t i o n  m a t e r i a l  u s e d  s o l e l y  t o  
d e t e r m i n e  i n d i v i d u a l  q u a l i f i c a t i o n s  f o r  a p p o i n t m e n t  o r  p r o m o t i o n  
i n  t h e  F e d e r a l  s ; r v i c e  t h e  d i s c l o s u r e  o f  w h i c h  w o u l d  c o m p r o m i s e  
t h o  o b j e c t i v i t y  o r  f a i r n e s s  o f  t h e  t e s t i n g  or e x a m i n a t i o n  
p r o c e s s ;" 

T h i s  p r o v i s i o n  p e r m i t s  a n  a g e n c y  t o  e x e m p t  t e s t i n g  o r  e x a m i n a t i o n  
m a t e r i a l  u s e d  t o  a s s e s s  t h e  q u a l i f i c a t i o n s  o f  a n  i n d i v i d u a l  f o r  
a p p o i n t n e n t  o r  p r o m o t i o n  i n  t h e  m i l i t a r y  o r  c i v i l i a n  s e r v i c e  o n l y  i f  
d i s c l o s u r e  o f  t h e  r e c o r d  t o  t h e  i n d i v i d u a l  w o u l d  r e v e a l  i n f o r m a t i o n  
a b o u t  t h e  test in,^ p r o c e s s  w h i c h  w o u l d  p o t e n t i a l l y  g i v e  a n  i n d i v i d u a l  
a n  u n f a i r  c o m p e t i t i v e  a d v a n t a g e .  F o r  e x a m p l e ,  t h e  C i v i l  S e r v i c e  
C o m m i s s i o n  a n d  t h e  m i l i t a r y  d e p a r t m e n t s  g i v e  w r i t t e n  e x a m i n a t i o n s  
w h i c h  c a n n o t  b e  r e v i s e d  i n  t h e i r  e n t i r e t y  e a c h  time t h e y  a r e  o f f e r e d .  
Access t o  t h e  a x a u i n a t i o n  q u e s t i o n s  a n d  a n s w e r s  c o u l d  g i v e  a n  
i n d i v i d u a l  a n  u n f a i r  a d v a n t a g e .  T h i s  l a n g u a q e  a l s o  c o v a c s  c e r t > a i n  o f  
t h e  m a t e r i a l s  u s e d  i n  r a t i n g  i n d i v i d u a l  q u a l i f i c a t i o n s .  T h i s  
s u b s e c t i o n  p e r m i t s  t h e  a g e n c y  t o  w i t h h o l d  a r e c o r d  o n l y  t o  t h e  e x t e n t  
t h a t  i ts d i s c l o s u r e  w o u l d  r e v e a l  o r  a n s w e r s  o rt e s t  q u e s t i o ~ ~ s  t e s t i n g  
p r o c e d u r e s .  

I t  w a s  n o t  t h e  i n t n n t  o f  t h i s  s u b s e c t i o n  t o  p e r m l t  e x e m p t i o n s  o f  
i n f o r m a t i o n  w h i c h  a r e  r e q u l r e d  t o  b e  m a d e  a v a i l a b l e  t o  e m p l o y e e s  o r  
m e m b e r s  o r  a r e ,  i n  f a c t ,  mdde  a v a i l a b l e  t o  t h e m  a s  a  m a t t e r  o f  c u r r e n t  
p r a c t i c e .  T h e  p r e s e n c e  o f  e x e m 2 t i o n  ( k )  (7) is  a n  i n d i c a t i o n  o f  t h e  
i n t e n d e d  n a r r o w  c o v e r a q e  o f  t h e  e x e m p t i o n s  s e t  f o r t h  i n  (k) ( 6 )  a n d ,  
s i m i l a r l y ,  t h e  s x e m p t i o n s  o f  (k) (7) a n d  (k) (6) i n d i c a t a  t h e  i n t e n d e d  
n a r r o w  c o v e r a q e  o f  t h e  2 x e m p t i o n  se t  f o r t h  is s u h s e c t i o n  ( k )  ( 5 ) .  

EXEMPTION PO3.....................HATEHIAL USED TO EVALUATE POTENTrAL 
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S u b s e c t i o n  (k) (7 )  " E v a l u a t i o n  m a t e r i a l  u s e d  t o  d e t e r m i n e  
p o t e n t i a l  f o r  p r o m o t i o n  i n  t h e  a r m e d  s e r v i c e s ,  b u t  o n l y  t o  t h e  
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e x t e n t  t h a t  t h e  d i s c l o s u r e  o f  s u c h  m a t e r i a l  w o u l d  r e v r d l  t h o  
i d e n t i t y  of a s o u r c e  who f u r n i s h e d  in for ma ti or^ t o  t h e  G o v e r n m e n t  
u n d e r  a n  e x p r e s s  p r - o m i s e  t h a t  t h e  i d e n t i t y  o f  t h c ,  s o u r c e  w o u l d  b e  
h e l d  i n  c o i ~ f i r l e n c ~ ,  o r ,  p r i o r  t o  - t h e  e f f e c t i v e  d a t e  o f  t h i s  
s e c t i o l ~ ,  u n d e r  d n  i m p l i e d  p r o m i s t -  t h a t  t h e  i d e n t i t y  o f  t h e  s o u r c e  
w o u l d  b e  h e l d  i n  confidence." 

T h e  d i s c u s s i o n s  o f  s u b s e c t i o n  ( k )  ( 2 )  a n d  ( 5 ) .  a b o v e ,  s h o u l d  b e  
r e v i e w e d  i n  a p p l y i n g  t h i s  p r o v i s i o n .  T h e  s a m e  r a t i o n a l e  r e g a r d i n g  
when a n d  how t h e  c o n f i d e n t i a l i t y  o f  s o u r c e s  may b e  p r o t e c t e d  a p p l i e s  
h e r e .  

T h e  m i l i t a r y  d e p a r t n e n t s  w i l l  p u b l i s h  r e g u l a t i o n s  s p e c i f y i n g  t h o s e  
c a t e g o r i e s  of  p o s i t i o n s  i n  t h e  R r m e d  S e r v i c e s  f o r  w h i c h  p l e d g o s  of 
c o n f i d e n t i a l i t y  may be m a d e  when o b t a i n i n g  i n f o r m a t i o n  o n  a n  
i n d i v i d u a l ' s  s u i t a b i l i t y  f o r  p r o m o t i o n .  T h e s e  c a t e g o r i e s  w i l l  b e  
n a r r o w l y  d r a w n .  



-------------- 

PRIVACY ACT GUIDELINES - J u l y  1, 1975  

S u b s e c t i o n  (1) 

ARCHIVAL RECORDS 
T h i s  s u b s e c t i o n  a d d r e s s e s  t h e  m a i n t e n a n c e  o f  t h o s e  r e c o r d s  w h i c h  a r e  
t r a n s f e r r e d  t o  t h e  G e n c r a l  S e r v i c e s  A d m i n i s t r a t i o n .  I t  s h o u l d  b e  
n o t e d  t h a t  t h e r e  i s  a s u b s t a n t i a l  d i f f e r e n c e  b e t w e e n  

-	 r e c o r d s  w h i c h  h a v a  b e e n  p l a c e d  i n  r e c o r d s  c e n t e r s  o p e r a t e d  by 
t h e  A d m i n i s t r a t o r  o f  G e n e r a l  S e r v i c e s  f o r  " s t o r a g e ,  p r o c e s s i n g  
a n d  s e r v i c i n g 1 *  p u r s u a n t  t o  S e c t i o n  3 1 0 3  o f  T i t l e  44 ;  and 

-	 r e c o r d s  w h i c h  a r e  a c c e p t e d  b y  t h e  A d m i n i s t r a t o r  o f  G e n e r a l  
S e r v i c e s  " f o r  d e p o s i t  i n  t h e  N a t i o n a l  A r c h i v e s  o f  t h e  U n i t e d  
S t a t e s  [ b e c a u s e  t h e y ]  h a v e  s u f f i c i e n t  h i s t o r i c a l  o r  o t h e r  
v a l u e  t o  w a r r a n t  t h e i r  c o n t i n u e d  p r e s e r v a t i o n  by t h e  U n i t e d  
S t a t e s  G o v e r n m e n t R  p u r s u a n t  t o  S e c t i o n  2 1 0 3  o f  T i t l e  44.  

The f o r m e r ,  t h o s e  f o r  w h i c h  t h e  G e n e r a l  S e r v i c e s  A d m i n i s t r a t i o n  i s  
e s s e n t i a l l y  a c u s t o t l i a n ,  a r e  a d d r e s s e d  i n  s u b s e c t i o n  ( 1 )  ( 1 ) .  T h e  
l a t t e r ,  a r c h i v a l  r e c o r d s  w h i c h  h a v e  b e e n  t r a n s f e r r e d  t o  t h e  A r c h i v e s  
a n d  a r e  m a i n t a i n e d  by t h e  A r c h i v i s t ,  a r e  a d d r e s s e d  i n  s u b s e c t i o n s  
( 1 )  ( 2 )  a n d  ( 1 )  ( 3 ) .  

RECORDS STORED I N  GSA RECORDS CENTERS 

S u b s e c t i o n  (1)(1) "Each  a g e n c y  r e c o r d  u h i c h  i s  a c c e p t e d  b y  t h e  
A d a i n i s t r a t o r  of  G e n e r a l  S a r v i c e s  f o r  s t o r a g e ,  p r o c e s s i n g ,  a n d  
s e r v i c i n g  i n  a c c o r d 3 n c e  w i t h  s e c t i o n  3103 o f  t i t l e  4 4  s h a l l ,  f o r  
t h e  p u r p o s e s  o f  t h i s  s e c t i o n ,  b e  c o n s i d e r e d  t o  b e  m a i n t a i n e d  by 
t h e  a g e n c y  w h i c h  d e p o s i t e d  t h e  r e c o r d  a n d  s h a l l  b e  s u b j e c t  t o  t h e  
p r o v i s i o n s  o f  t h i s  s e c t i o n .  T h e  A d m i n i s t r a t o r  o f  G e n e r a l  
S e r v i c s s  s h a l l  n o t  d i s c l o s e  t h e  r e c o r d  e x c e p t  t o  t h e  a q e n c y  u h i c h  
m a i n t a i n s  t h e  r e c o r d ,  o r  u n d e r  r u l e s  e s t a b l i s h e d  by t h a t  a g e n c y  
w h i c h  a r e  n o t  i n c o n s i s t e n t  w i t h  t h e  p r o v i s i o n s  o f  t h i s  s e c t i ~ n . ~  

R e c o r d s  w h i c h  a r e  s e n t  t o  t h e  G e n e r a l  S e r v i c e s  A d m i n i s t r a t i o n  f o r  
s t o r a g e  a s  a  r e s u l t  o f  a d e t e r m i n a t i o n  by  t h e  a q e n c y  h e a d  t h a t  t o  d o  
s o  u o u l d  " e f  f  ect s u b s t a n t i a l  e c o n o m i e s  o r  i n c r e a s e  o p e r a t i n g  
e f f i ~ i e n c y , ~ '  (44 U.S.C 3103), a r e  deemed t o  b e  p a r t  o f  t h e  r e c o r d s  o f  
t h e  a g e n c y  w h i c h  s e n t  t h e m  a n d  a r e  s u b j e c t  t o  t h e  Act t o  t h e  s a n e  
e x t e n t  t h a t  t h e y  wou ld  b e  i f  m a i n t a i n e d  o n  t h e  a g e n c y ' s  p r e m i s e s .  

T h i s  l a n q u a y e ,  i n  e f f e c t ,  c o n s t i t u t e s  a c l a r i f i c a t i o n  o f  t h e  t e r m  
" m a i n t a i n "  ( s u b s e c t i o n  ( a )  ( 3 ) )  w i t h  r e s p e c t  t o  r e c o r d s  w h i c h  h a v e  b e e n  
p h y s i c a l l y  t r a n s f e r r e d  t o  GSA f o r  s t o r a g e .  W h i l e  r e c o r d s  a r e  s t o r e d  
i n  a r e c o r d s  c e n t e r ,  t h e  a g e n c y  w h i c h  s e n t  t h e m  t o  s t o r a g e  r ~ m a i n s  
a c c o u n t a b l e p f o r  t h e m  a n d  t h e  G e n e r a l  S e r v i c e s  A d m i n i s t r a t i o n  
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e f f e c t i v e l y  f u n c t i o n s  a s  a n  a g e n t  o f  t h a t  a g e n c y  a n d  m a i n t a i n s  t h e m  
p u r s u a n t  t o  r u l e s  e s t d b l i s h e d  b y  t h a t  a g e n c y .  

R e c o r d s  s t o r e d  i n  r e c o r d s  c e n t e r s  o f t e n  c o n s t i t u t e  t h e  i n a c t i v e  
p o r t i o n  o f  s y s t e m s  o f  r e c o r d s ,  t h e  r e m a i n d e r  o f  w h i c h  a r e  k e p t  o n  
a g e n c y  p r e m i s e s ;  e . q . ,  a g e n c y  p a y r o l l  a n d  p e r s o n n e l  r e c o r d s .  W h e n e v e r  
p r a c t i c a b l e ,  t h e s e  A n a c t i v e  r e c o r d s  s h o u l d  h e  t r e a t e d  a s  p a r t  o f  t h e  
t o t a l  s y s t e m  o f  r e c o r d s  a n d  b e  s u b j e c t  t o  t h e  s a m e  r u l e s  a n d  
p r o c e d u r e s .  I n  n o  c a s a  may t h e y  b e  s u b j e c t  t o  r u l e s  w h i c h  a r e  
i n c o n s i s t e n t  w i t h  t h e  P r i v a c y  Act. 

T O  a s s u r e  t h e  o r d e r l y  a n d  e f f e c t i v e  o p e r a t i o n  o f  t h e  r e c o r d s  c e n t e r  
a n d  c o n s i s t e n t  w i t h  i t s  a u t h o r i t y  t o  i s s u e  r e g u l a t i o n s  g o v e r n i n g  
F e d e r a l  a g e n c y  r e c o r d s  m a n a g e m e n t  p o l i c i e s  ( u n d e r  t i t l e  4 4  o f  t h e  
U n i t e d  S t a t e s  C o d e ) ,  t h ~P r i v a c y  Act a n d  t h e s e  g u i d e l i n e s ;  t h e  G e n e r a l  
S e r v i c e s  Administration s h a l l  i s s u e  g e n e r a l  g u i d e l i n e s  t o  t h e  a g e n c i e s  
o n  p r e f e r r e d  m e t h o d s  f o r  h a n d l i n g  s y s t e m s  o f  r e c o r d s  s t o r e d  i n  P e d e r a l  
r e c o r d s  c e n t e r s .  I n  v i e w  o f  t h e  i n t e n t  u n d e r l y i n q  t h i s  p r o v i s i o n ,  
a g e n c i e s  may c o n s i d e r  t h a t  t h e  r e c o r d s  s t o r e d  i n  F e d e r a l  r e c o r d s  
c e n t e r s  a r e  t r a n s f e r r e d  i n t r a - a g e n c y  a n d  n e e d  n o t  p u b l i s b  n o t i c e  o f  
" r o u t i n e  u s e s 1 '  t o  e n a b l e  t h e s e  t r a n s f e r s .  

RECORDS ARCHIVED PRIOR TO SEPTEMBER 27. 1 9 7 5  

S u b s e c t i o n  ( 1 )  ( 2 )  " E a c h  d g e n c y  r e c o r d  p e r t d i n i n g  t o  a n  
i d e n t i f i a ~ l ei n ~ l i v i d u d l  w h i c h  v a s  t r a n s f e r r e d  to t h e  N a t l o n a l  
A r c h i v e s  o f  t h e  U n i t e d  S t a t e s  G o v e r n m e n t  a s  a  r e c o r d  w h i c h  h a s  
S u f f i c i e ~ i t  h i s t o r i c a l  o r  o t h e r  v a l u e  t o  w a r r a n t  it.s c o n t i n u e d  
p r e s e r v a t i o n  by  t h e  U n i t e d  S t a t e s  G o v e r n m e n t ,  p r i o r  t o  t h e  
e f f e c t i v e  d a r e  o f  t h i s  s e c t i o n ,  s h a l l ,  f o r  t h e  p u r p o s e s  o f  t h i s  
s e c t i o n ,  h e  c o l t s i d e r e d  t o  b e  m a i n t a i n e d  b y  t h e  N a t i o n a l  A r c h i v e s  
a n d  s h a l l  n o t  b e  s u b j e c t  t o  t h e  p r o v i s i o n s  o f  t h i s  s e c t i o n ,  
e x c e p t  t h a t  a s t a t e m e n t  g e n e r a l l y  d e s c r i b i n g  s u c h  r e c o r d s  
( m o d e l a 1 1  a f t e r  t h e  r e ~ u i r e n e n t s  r e l a t i n g  t o  r e c o r d s  s u b j e c t  t o  

s u b s e c t i o n s  ( e ) ( 4 ) ( A )  t h r o u g h  (G) o f  t h i s  s e c t i o n )  s h a l l  b e  
p u b l i s h e d  i n  t h e  F e d e r a l  R e g i s t e r . "  

R e c o r d s  t r a n s f e r r e d  t o  t h e  A r c h i v e s  f o r  ' l p r e s e r v a t i o n ' l  p u r s u a n t  t o  4 4  
u.s.C. 2 1 0 3 ,  p r i o r  t o  S e p t e m b e r  2 7 ,  1 9 7 5  a r e  c o n s i d e r e d  t o  b e  
m a i n t a i n e d  by t h e  A r c h i v e s  b u t  a r e  n o t  s u b j e c t  t o  o t h e r  p r o v i s i o n s  o f  
t h e  A c t .  

H o u e v e r ,  t h e  N a t i o n a l  A r c h i v e s  is r e q u i r e d  t o  i s s u e  g e n e r a l  n o t i c e s  
d e s c r i b i n g  i t s  c u r r e n t  h o l d i n g s  w h i c h  c o v e r ,  t o  t h e  e x t e n t  a p p l i c a b l e ,  
t h e  e l e m e n t s  s p e c i f i e d  i n  s u b s e c t i o n  ( e )  ( 4 ) .  T h e s e  s h o u l d  i n c l u d e ,  a s  
a s i n i n u m  -

- t h e  c a t e g o r i e s  o f  individuals o n  whom r e c o r d s  a r e  m a i n t a i n e d ;  - t h e  t y p e s  o f  i n f o r m a t i o n  i n  t h c s e  r e c o r d s ;  a n d  - p o l i c i e s  g o v e r n i n g  a c c e s s  a n d  r e t r i e v a l .  

"It is i n t e n d e d  t h a t  t h e  n o t i c e  p r o v i s i o n  n o t  b e  a p p l i e d  s e p a r a t e l y  
a n d  s p e c i f i c a l l y  t o  e a c h  o f  t h e  many t h o u s a n d  o f  s e p a r a t e  s y s t e m s  o f  
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r e c o r d s  t r a n s f e r r e d  to  t h e  A r c h l v e s  p r i o r  t u  t h e  e f f e c t i v e  d a t e  o f  
t h i s  Act, h u t  r a t h e r  t h a t  a m o r e  ~ j e n c ~ r a l ' d e s c r i p t i o nb e  p r o v i d e d  wh ich  
p e r t a i n s  tcr m ~ a n i n y f u l  g r o u p i n g s  o f  r e c o r d  s y s t e m s . "  [Conuressjooal 
---Recscj , December  lfl,  1 9 7 4 ,  p. H12245)  

I f ,  f o r  a n y  r e a s o r l ,  a r e c o r d  c u r r e n t l y  i n  t h e  A r c h i v e s  is d i s c l o s e d  t o  
an  a q e n c y  f o r  u s e  by t h a t  a g e n c y  i n  m a k i n g  a  d e t e r m i n a t i o n  a s  t o  t h e  
r i g h t s ,  b s n e f i t s ,  o r  e n t i t l e m e n t s  of a n  i n d i v i d u a l ,  i t  b e c o m e s  s u b j e c t  
t o  t h e  p r o v i s i o n s  o f  t h a  Act t o  t h e  s a m e  e x t e n t  a s  a n y  o t h e r  r e c o r d  
m a i n t a i n e d  b y  t h a t  a g e n c y .  

RECORDS ARCHIVED ON OR AFTER SEPTEMBER 27. 1 9 7 5  

S u b s e c t i o n  ( 1 )  3 "Each  a g e n c y  r e c o r d  p e r t a i n i n g  t o  a n  
i d e n t i f i a b l e  individual w h i c h  i s  t r a n s f e r r e d  t o  t h e  N a t i o n a l  
A r c h i v e s  o f  t h e  U n i t e d  S t a t e s  a s  a  r e c o r d  w h i c h  h a s  s u f f i c i e n t  
h i s t o r i c a l  o r  o t h e r  v a l u e  t o  w a r r a n t  i ts c o n t i n u e d  p r e s e r v a t i o n  
by t h e  U n i t e d  S t a t e s  G o v e r n m e n t ,  o n  o r  a f t e r  t h e  e f f e c t i v e  d a t e  
o f  t h i s  s e c t i o n ,  s h a l l ,  f o r  t h e  p u r p o s e s  o f  t h i s  s e c t i o n ,  b e  
c o n s i d e r e d  t o  b e  m a i n t a i n e d  b y  t h e  N a t i o n a l  A r c h i v e s  a n d  s h a l l  b e  
e x e m p t  f r o m  t h e  r e y u i r e m e n t s  o f  t h i s  s e c t i o n  e x c e p t  s u b s e c t i o n s  
( e )  (4 )  (A) t h r o u g h  ( G )  a n d  ( e )  (9)  o f  t h i s  s e c t i o n . "  

R e c o r d s  t r a n s f e r r e d  t o  t h e  A r c h i v e s  p u r s u a n t  t o  4 4  U.S.C. 2103 ( f o r  
n p r e s e r v a t i o n n )  on  o r  a f t e r  S e p t e m b e r  2 7 ,  1 9 7 5  a r e  c o n s i d e r e d  t o  b e  
m a i n t a i n e d  by t h e  A r c h i v e s  f o r  p u r p o s e s  o f  t h e  Act b u t  a r e  o n l y  
s u b j e c t  t o  s e l e c t e 3  p r o v i s i o n s  o f  t h e  A ~ t . ~ [ T h e y ]  a r e  s u b j e c t  o n l y  t o  
t h o s e  p r o v i s i o n s  o f  t h i s  Act requiring a n n u a l  p u b l l c  n o t i c e  o f  t h e  
e x i s t e n c e  a n d  c h a r a c t e r  o f  t h e  i n f o r m a t i o n  s y s t e m s  m a i n t a i n e d  by t h e  
A r c h i v e s ,  e s t a b l i s h m e n t  o f  a p p r o p r i a t e  s a f e g u a r d s  t o  i n s u r e  t h e  
s e c u r i t y  a n d  i n t e g r i t y  o f  p r e s e r v e d  p e r s o n a l  i n f o r m a t i o n ,  a n d  
p r o m u l g a t i o n  a n d  l m p l e m e n t a t l o n  o f  r u l e s  t o  i n s u r e  t h e  e f f e c t i v e  
e n f o r c e m e n t  o f  t h o s z  safeguard^.^ 1 C o n q r e s s i o n a l  R e c o r d  , December  18, 
1 9 7 4 ,  p. H122U5).  

T h e  n o t i c e  r e q u i r e d  f o r  t h e s e  r e c o r d s  i s  o n  a  s y s t e m  b y  s y s t e m  b a s i s .  
" S i n c e  t h e  r e c o r d s  wou ld  a l r e a d y  h a v e  b e e n  organized i n  c o n f o r m i t y  
w i t h  t h e  r e q u i r e m e n t s  o f  t h i s  s e c t i o n  b y  t h e  a g e n c y  t r a n s f e r r i n g  t h e m  
t o  t h e  A r c h i v e s ,  m a i n t a i n i n g  t h e m  i n  c o n t i n u e d  c o n f o r m i t y  w i t h  t h i s  
lam w o u l d  n o t  r e q u i r e  a n y  s p e c i a l  e f f o r t . .  ( H o u s e  R e p o r t  9 3 - 1 4 1 6 ,  p. 
20 

T h e  e x c l u s i o n  o f  a r c h i v a l  r e c o r d s  f r o m  t h e  p r o v i s i o n s  o f  t h e  Act 
e s t a b l i s h i n g  t h e  r i g h t  t o  h a v e  a c c e s s  o r  t o  amend a r e c o r d  w a s  a l s o  
d i s c u s s e d  i n  t h e  H o u s e  R e p o r t :  

" R e c o r d s  u n d e r  t h e  c o n t r o l  o f  t h e  A r c h i v e s  wou ld  n o t ,  h o w e v e r ,  b e  
s u b j e c t  t o  t h e  p r o v i s i o n s  o f  t h i s  l a w  w h i c h  p e r m i t  c h a n g e s  i n  
d o c u m e n t s  a t  t h e  r e q u e s t  o f  t h e  i n d i v i d u a l  named i n  them.  A 
b a s i c  a r c h i v a l  r u l e  h o l d s  t h a t  a r c h i v i s t s  may n o t  r e m o v e  o r  amend 
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i n f o r m a t i o n  i n  a n y  r e c o r d s  p l a c e d  i n  t h e i r  c u s t o d y .  The  
p r i n c i p l e  o f  maintaining t h e  i n t e g r i t y  o f  r e c o r d s  is c o n s i d e r e d  
o n e  o f  t h o  m o s t  i m p o r t a n t  r u l e s  o f  p r o f e s s i o ~ i a l  c o n d u c t .  It is 
i m p o r t a n t  b e c a u s e  h i s t o r i a n s  q u i t e  p r o p e r l y  wan t t o  l e a r n  t h e  
t r u e  c o n d i t i o n  o f  p a s t  q o v e r n m e n t  r e c o r d s  when d o i n g  r e s e a r c h ;  
t h e y  f r e q u e n t l y  f l n d  t h e  f a c t  t h a t  a r e c o r d  was  i n a c c u a r a t e  is a t  
l e a s t  a s  i m p o r t a n t  a s  t h e  f a c t  t h a t  a r e c o r d  was a c c u r a t e .  

"The C o m m i t t e e  b s l i e v e s  t h a t  t h i s  r u l e  is e m i n e n t l y  r e a s o n a b l e  
a n d  s h o u l d  n o t  b e  b r e a c h e d  e v e n  i n  t h e  c a s e  o f  i n d i v i d u a l l y  
i d e n t i f i a b l e  r e c o r d s .  O n c e  t h o s e  d o c u m e ! i t s  a r e  g i v e n  t o  t h e  
A r c h i v e s ,  t h e y  a r e  n o  l o n g e r  u s e d  t o  make  a n y  d e t e r m i n a t i o n  a b o u t  
a n y  i n d i v i d u a l ,  s o  amendmen t  o f  t h e m  wou ld  n o t  a i d  a n y o n e .  
F u r t h e r m o r e ,  t h e  A r c h i v e s  h a s  n o  way o f  k n o w i n g  t h e  t r u e  s t a t e  o f  
c o n t e s t e d  i n f o r m a t i o n ,  s i n c e  i t  d o e s  n o t  a d m i n i s t e r  t h e  p r o g r a m  
f o r  w h i c h  t h e  d a t a  was  c o l l e c t e d ;  i t  c a n n o t  make j u d g m e n t s  a s  t o  
w h e t  h e r  r e c o r d s  s h o u l d  b e  a l t e r e d . "  ( H o u s e  R e p o r t  93- 1416, 
P.21). 

T h e  A r c h i v i s t  i s  r e q u i r e d  t o  e s t a b l i s h  r u l e s  o f  c o n d u c t  f o r  GSA 
p e r s o n n e l  t o  a s s u r e  t h a t  r e c o r d s  i n  t h e  A r c h i v e s  a r e  u s e d  o n l y  i n  a 
m a n n e r  c o n s i s t e n t  w i t h  44 U.S.C. 2103 a n d  t h a t  A r c h i v e s  p e r s o n n e l  are 
p r o p e r l y  i n s t r u c t e d  i n  t h a  r u l e s  g o v e r n i n g  a c c e s s  t o  a n d  u s e  o f  
a r c h i v a l  r e c o r d s .  

However ,  uherl a r n c o r d  w h i c h  h a s  b e e n  d e p o s i t e d  i n  t h e  A r c h i v e s  i s  
d i s c l o s e d  t o  a n  a q e n c y  a n d  b e c o m e s  p a r t  o f  a n y  a g e n c y ' s  r e c o r d s  w h i c h  
c o u l d  b e  u s e d  i n  m a k i n g  a d e t e r l o m a t i o n  a b o u t  a n  i n d i v i d u a l ,  t h a t  
r e c o r d  w o u l d  a o a i n  b e  s u b j e c t  t~ t h e  o t h e r  a p p l i c a b l e  p r o v i s i o n s  o f  
t h e  Act. 
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S u b s e c t i o n  ( 0 )  

GOVERNNBNT CONTRACTORS 


S u b s e c t i o n  (m) "Yhen a n  a g e n c y  p r o v r d e s  by a c o n t r a c t  f o r  t h e  
o p e r a t i o n  b y  o r  on  b e h a l f  o f  t h e  a g e n c y  o f  a s y s t e m  o f  r e c o r d s  t o  
a c c o m p l i s h  a n  a g e n c y  f u n c t i o n ,  t h e  a g e n c y  s h a l l ,  c o n s i s t e n t  w i t h  
its a u t h o r i t y ,  c a u s e  t h e  r e q u i r e m e n t s  o f  t n i s  s e c t i o n  t o  b e  
a p p l i e d  t o  s u c h  s y s t e m .  F o r  p u r p o s e s  o f  s u b s e c t i o n  ( i )  o f  t h i s  
s e c t i o n  a n y  s u c h  c o n t r a c t o r  a n d  a n y  e m p l o y e e  o f  s u c h  c o n t r a c t o r ,  
i f  s u c h  c o n t r a c t  i s  a g r e e d  t o  o n  o r  a f t e r  t h e  e f f e c t i v e  d a t e  o f  
t h i s  s e c t ~ o n ,  s h a l l  b e  c o n s i d e r e d  t o  b e  a n  e m p l o y e e  o f  a n  
a g e n c y .  

T h e  e x t e n t  t o  w h i c h  t h e  p r o v i s i o n s  o f  t h e  A c t  wou ld  a p p l y  t o  r e c o r d s  
o t h e r  t h a n  t h o s e  p h y s i c a l l y  m a i n t a i n e d  b y  P e d e r a l  a g e n c y  p e r s o n n e l  was  
o n e  o f  t h e  p r i n c i p a l  a r e a s  o f  d i f f e r e n c e  b e t w e e n  t h e  S e n a t e  a n d  H o u s e  
p r i v a c y  b i l l s  (S. 3 4 1 8  a n d  H. R. 1 6 3 7 3 ) .  

"The  S e n a t e  b i l l  wou ld  h a v e  e x t e n d e d  i t s  p r o v i s i o n s  o u t s i d e  t h e  
F e d e r a l  g o v e r n m e n t  o n l y  t o  t h o s e  c o n t r a c t o r s ,  g r a n t e e s  o r  
p a r t i c i p a n t s  I n  a g r e e m e n t s  w i t h  t h e  P e d e r a l  g o v e r n m e n t ,  w h e r e  t h e  
p u r p o s e  o f  t h e  c o n t r a c t ,  g r a n t  or a g r e e m e n t  was  t o  e s t a b l i s h  o r  
a l t e r  a n  i n f o r m a t i o n  s y s t e m .  I t  a d d r e s s e d  a c o n c e r n  o v e r  t h e  
p o l i c y  g o v e r n i n g  t h e  s h a r i n g  o f  F e d e r a l  c r i m i n a l  h i s t o r y  
i r r f o r m a t i o n  w i t h  S t a t e  a n d  l o c a l  g o v e r n m e n t  l a w  e n f o r c e m e n t  
a g e n c i e s  and  f o r  t h e  a m o u n t  o f  money w h i c h  h a s  b e e n  s p e n t  t h r o u g h  
t h e  Law E n f o r c e m e n t  A s s i s t a n c e  A d m i n i s t r a t i o n  f o r  t h e  p u r c h a s e  o f  
S t a t e  a n d  l o c a l  g o v e r n m e n t  c r i m i n a l  i n f o r m a t i o n  s y s t e m s .  

"The  c o m p r o m i s e  amendmen t  wou ld  now p e r m i t  P e d e r a l  l aw  
e n f o r c e m e n t  a g e n c i e s  t o  d e t e r m i n e  t o  w h a t  e x t e n t  t h e i r  
i n f o r m a t i o n  s y s t e m s  w o u l d  b e  c o v e r e d  by t h e  A c t - a n d  t o  w h a t  
e x t e n t  t h e y  w i l l  e x t e n d  t h a t  c o v e r a g e  t o  t h o s e  w i t h  w h i c h  t h e y  
s h a r e  t h a t  i n f o r m a t i o n  o r  r e s o u r c e s .  

W R t  t h e  s a m e  t i m e  it is r e c o g n i z e d  t h a t  many P e d e r a l  a g e n c i e s  
c o n t r a c t  f o r  t h e  o p e r a t i o n  o f  s y s t e m s  o f  r e c o r d s  o n  b e h a l f  o f  t h e  
a g e n c y  i n  o r d e r  t o  a c c o m p l i s h  a n  a g e n c y  f u n c t i o n .  I t  was 
p r o v i d e d  t h e r e f o r e  t h a t  s u c h  c o n t r a c t s  i f  a g r e e d  t o  o n  o r  a f t e r  
t h e  e f f e c t i v e  d a t e  o f  t h i s  l e g i s l a t i o n  s h a l l  p r o v i d e  t h a t  t h o s e  
c o n t r a c t o r s  a n d  a n y  e m p l o y e e s  o f  t h o s e  c o n t r a c t o r s  s h a l l  b e  
c o n s i d e r e d  t o  b e  e m p l o y e e s  o f  a n  a g e n c y  a n d  s u b j e c t  t o  t h e  
p r o v i s i o n s  o f  t h e  l e g i s l a t i ~ n . ' ~  ~ C o n u r e s s i o n a l  R e c o r d  , Dec. 1 7 ,  
1 9 7 4 ,  p. S 2 1 8 1 8 )  

I t  was a l s c  a g r e e d  t h a t  t h e  P r i v a c y  P r o t e c t i o n  S t u d y  C o m m i s s i o n  s h o u l d  
b e  d i r e c t e d  t o  s t u d y  t h e  a p p l i c a b i l i t y  o f  t h e  p r o v i s i o n s  o f  t h e  
P r i v a c y  A c t  t o  t h e  p r i v a t e  s e c t o r  a n d  make r e c o m m e n d a t i o n s  t o  t h s  
C o n y r e s s  a n d  t h e  P r e s i d e n t  (SeB s u b s e c t i o n  5 ( b )  o f  t h e  Act). 
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T h e  e f f e c t  o f  t h i s  p r o v i s i o n  i s  t o  c l a r i f y ,  f u r t h z r ,  t h e  d e f i n i t i o n  o f  
t h e  term " m a i n t a i n "  a s  it e s t a b l i s h e s  a g e n c y  a c c o u n t a b i l i t y  f o r  
s y s t e m s  c f  r e c o r d s .  (See s u b s e c t i o n  ( a )  ( 3 I t  p r o v i d e s  t . h a t  
s y s t e m s  o p e r a t e d  u n d e r  3 c o n t r a c t  w h i c h  a r e  d e s l q a a d  t o  a c c o m p l i s h  a n  
a q e n c y  f u n c t i o n  a r e ,  i n  e f f e c t ,  deemed  t o  b e  m a i n t a i n e d  by t h e  a g e n c y .  
I t  w a s  n o t  i n t e n d e d  t o  c o v e r  p r i v a t e  s e c t o r  r e c o r d  k e e p i n g  s y s t o m s  b u t  
t o  c o v e r  d e  f a c t g  a s  w a l l  a s  &?-jgg F e d e r a l  a g e n c y  s y s t e m s .  

" c o n t r a c t "  c o v e r s  a n y  c o n t r a c t ,  w r i t t e n  or o r a l ,  s u b j e c t  t o  t h e  
P e d e r a l  P r o c u r e m e n t  R e g u l a t i o n s  ( F P R g s )  o r  Armed S e r v i c e s  P r o c u r e m e n t  
R e g u l a t i o n s  (ASPR1s ) ,  h u t  o u l y  t h o s e  w h i c h  p r o v i d e  'I.. . f o r  t h e  
o p e r a t i o n  by  o r  o n  b e h a l f  o f  t h e  a g e n c y  o f  a s y s t e m  o f  r e c o r d s  t o  
a c c o m p l i s h  a n  a g e n c y  f u n c t i o n  ..."a r e  s u b j e c t  t o  t h e  r e q u i r e m e n t s  o f  
t h e  s u b s e c t i o n .  W h i l e  t h a  c o n t r a c t  n e e d  n o t  h a v e  a s  i t s  s o l e  p u r p o s e  
t h e  o p e r a t i o n  o f  s u c h  3 s y s t e m ,  t h e  c o n t r a c t  would n o r m a l l y  p r o v i d e  
t h a t  t h e  c o n t r a c t o r  o p e r a t e  s u c h  a s y s t e m  f o r m a l l y  a s  a s p e c i f i c  
r e q u i r e m e n t  o f  t h e  c o n t r a c t .  T h e r e  may b e  some  o t h e r  i n s t a n c e s  when 
t h i s  p r o v i s i o n  w i l l  b e  a p p l i c a b l e  e v e n  t h o u g h  t h e  c o n t r a c t  d o e s  n o t  
e x p r e s s l y  p r o v i d e  f o r  t h e  o p e r a t i o n  o f  a s y s t e m ;  e . g . ,  w h e r e  t h e  
c o n t r a c t  c a n  b e  p e r f o r m e d  o n l y  by t h e  o p e r a t i o n  o f  a s y s t e m .  T h e  
r e q u i r e m e n t  t h a t  t h e  c o n t r a c t  p r o v i d e  f o r  t h e  o p e r a t i o n  o f  a s y s t e m  
was i n t e n d e d  t o  e a s e  administration o f  t h i s  p r o v i s i o n  a n d  t o  a v o i d  
c o v e r i n g  a c o n t r a c t o r ' s  s y s t e m  u s e d  a s  a  r e s u l t  o f  h i s  m a n a g e m e n t  
d i s c r e t i o n .  . F o r  e x a m p l e ,  i t  was n o t  i n t e n d e d  t h a t  t h e  s y s t e m  o f  
p e r s o n n e l  r e c o r d s  m a i n t a i n e d  by l a r g e  d e f e n s e  c o n t r a c t o r s  b e  s u b j e c t  
t o  t h e  p r o v i s i o n s  o f  t h e  Act. 

Not o n l y  must. t h e  terms o f  t h e  c o n t r a c t  p r o v i d e  f o r  t h e  o p e r a t i o n  ( a s  
o p p o s e d  t o  d e s i g n )  o f  s u c h  a  s y s t e m ,  b u t  t h e  o p e r a t i o n  o f  t h e  s y s t e m  
m u s t  b e  t o  a c c o m p l i s h  a n  a g e n c y  f u n c t i o n .  T h i s  was  i n t e n d e d  t o  l i m i t  
t h e  s c o p e  o f  t h e  c o v e r a g e  t o  t h o s e  s y s t e m s  a c t u a l l y  t a k i n g  t h e  p l a c e  
o f  a ? e d e r a l  s y s t e m  w h i c h ,  b u t  f o r  t h e  c o n t r a c t ,  u o u l d  h a v e  b e e n  
p e r f o r m e d  by a n  a g e n c y  a n d  c o v e r a d  by  t h e  P r i v a c y  Act. I n f o r m a t i o n  
p e r t a i n i n g  t o  i n d i v i d u a l s  may b e  m a i n t a i n e d  by  a n  a g e n c y  ( a c c o r d i n g  t.o 
s u b s e c t i o n  ( e )  (1))  o n l y  i f  s u c h  i n f o r m a t i o n  is r e l e v a n t  a n d  n e c e s s a r y  
t o  a p u r p o s e  o f  t h e  a g e n c y  r e q u i r e d  t o  b e  a c c o m p l i s h e d  by s t a t u t e  o r  
E x e c u t i v e  o r d e r  o f  t h e  P r e s i d e n t .  A l t h o u g h  t h e  s t a t u t e  o r  E x e c u t i v e  
o r d e r  n e e d  n o t  s p e c i f i c a l l y  r e q u i r e  t h e  c r e a t i o n  o f  a s y s t e m  o f  
r e c o r d s  f r o m  t h i s  i n f o r m a t i o n ,  t h e  o p e r a t i o n  o f  a s y s t e m  o f  r e c o r d s  
r e q u i r e d  by c o n t r a c t  m u s t  h a v e  a d i r e c t  n e x u s  t o  t h e  a c c o m p l i s h m e n t  o f  
a s t a t u t o r y  o r  P r e s i d e n t i a l l y  d i r e c t e d  q o a l .  

I f  t h e  c o n t r a c t  p r o v i d e s  f o r  t h e  o p e r a t i o n  o f  a s y s t e m  o f  r e c o r d s  t o  
a c c o m p l i s h  a n  a g e n c y  f u n c t i o n ,  t h e n  "... t h e  a g e n c y  s h a l l ,  c o n s i s t e n t  
w i t h  i ts a u t h o r i t y ,  c a u s e  t h e  r e y u i r e m e n r s  3 f  t h i s  s e c t i o n  t o  b e  
a p p l i e d  t o  s u c h  s y s t e m . "  

T h e  c l a u s e  t g . . . c o n u l s t e n t  w i t h  i t s  a u t h o r i t y  ..."m a k ~ sit c l e a r  t h a t  
t h e  s u b s e c t i o n  d o e s  n o t  g i v e  a n  a g e n c y  a n y  new a u t h o r i t y  a d d i t i o n a l  t o  
w h a t  it o t h e r w i s e  u s e s .  T h e  s u b s a c t i o n  c l e a r l y  i m p o s e s  new 
r e s p o n s i b i l i t i e s  upoa  a n  a g e n c y  b u t  d o e s  n o t  c o n f e r  a n y  n e u  a u t h o r i t y  
t o  i m p l e m e n t  it. A l t h o u q h  t h e  me thod  b y  wh ich  a g 2 n c i e s  c a u s e  t h e  

, r r y u i r e m e n t s  o f  t h e  s e c t i o n  t o  b e  a p p l i e d  t o  s y s t e m s  is n o t  s e t  f o r t h ,  
t h e  m a n n e r  o f  d o i n g  s o  m u s t  b e  c o n s i s t e n t  w i t h  t h e  a q e n c y l s  a x i s t i n q  
a u t h o r i t y .  The  m e t h o d  o f  c a u s i n g  was  e n v i s i o n e d  t o  b e  a c l a u s e  i n  t h e  
c o n t r a c t ,  b u t  a s  w i t h  t h e  'lRuy Amer i ca1*  p r o v i s i o n  i n  G o v e r n m e n t  
c o n t r a c t s ,  t h e  b r e a c h  o f  t h e  c l a u s e  w a s  n o t  n e c e s s a r i l y  i n t e n d e d  t o  
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r e s u l t  i n  a  t e r m i n a t i o n  o f  t h e  c o n t r a c t .  I n  a d d i t i o n ,  s e v e r a l  o f  t h e  
r e q u i r e m e n t s  o f  t h e  P r i v a c y  Act a r e  s i m p J y  n o t  a p p l L c a b l e  t o  s y s t e m s  
m a i n t a i n e d  by c o n t r a c t o r s ,  a n d  t h i s  c l a u s e  w a s  a m e t h o d  o f  i n d i c a t i n g  
t h a t  a n  a g e n c y  was  n o t  r e q u i r e d  t o  i m p o s e  t h o s e  new s t a n d a r d s .  
R g e n c i e s  were g i v e n  some d i s c r e t i o n  i n  d e t e r m i n i n g  t h e  m e t h o d  o r  
m e t h o d s  by  w h i c h  t h e y  wou ld  c a u s e  t h e  o t h e r w i s e  a p p l i c a b l e  
r e q u i r e m e n t s  t o  b e  a p p l i e d  t o  a  s y s t e m  m a i n t a i n e d  u n d e r  c o n t r a c t .  
T h i s  s u b s e c t i o n  d o e s  n o t  m e r e l y  r e q u i r e  t h a t  a n  a g e n c y  i n c l u d e  
p r o v i s i o n s  c o n s i s t e n t  w i t h  t h e  P r i v a c y  Act i n  i t s  c o n t r a c t s .  It 
r e q u i r e s , .  i n  a d d i t i o n ,  t h a t  t h e  a g e n c y  c a u s e  t .he r e q u i r e m e u t s  o f  t h e  
Act t c  b e  a p p l i e d ,  l i m i t e d  o n l y  by i t s  a u t h o r i t y  t o  d o  s o .  B e c a u s e  o f  
t h i s  a g e n c y  a c c o u n t a b i l i t y - - w h i c h  u n d e r l i e s  many o f  t h e  p r o v i s i o n s  o f  
t h e  P r i v a c y  A c t - - t h e r e  s h o u l d  b e  a n  i n c e n t i v e  f o r  a n  a g e n c y  t o  c a u s e  
its c o n t r a c t o r s  who are  s u b j e c t  t o  t h i s  s u b s e c t i o n  t o  a p p l y  t h e  
r e q u i r e m e n t s  o f  t h e  s e c t i o n  i n  a  m a n n e r  w h i c h  i s  e n f o r c e a b l e .  
O t h e r w i s e ,  t h e  a g e n c i e s  may e n d  u p  p e r f o r m i n g  t h o s e  f u n c t i o n s  i n  o r d e r  
t o  s a t i s f y  t o e  - a c t i v i t y  o f  t h e  " c a u s e "  r e q u i r e m e n t .  

T h e  d e c i s i o n  a s  t o  w h e t h e r  t o  c o n t r a c t  f o r  t h e  o p e r a t i o n  o f  t h e  s y s t e m  
o r  t c  p e r f o r m  t h e  o p e r a t i o n  l m i n - h o u s e m was n o t  i n t e n d e d  t o  b e  a l t e r e d  
by t h i s  s u b s e c t i o n .  F u r t h e r m o r e ,  t h i s  s u b s e c t i o n  w a s  n o t  i n t e n d e d  t o  
s i g n i f i c a n t l y  a l t e r  GSA a n d  OHB a u t h o r i t y  u n d e r  t h e  B r o o k s  Act (P.L. 
R9-306)  o r  E x e c u t i v e  O r d e r  No. 11717 d a t e d  Hay 9. 1973, c o n c e r n i n g  t h e  
m e t h o d  o f  ADP p r o c u r e m e n t .  The  p r i n c i p l e s  c o n c e r n i n g  r e l i a n c e  upon  t h e  
p r i v a t e  s e c t o r  i n  OMB C i r c u l a r  No. A-76, a n d  r e l a t e d  p r o v i s i o n s  were 
a l s o  n o t  i n t e n d e d  t o  b e  c h a n g e d .  

T h e  p r o v i s i o n s  wou ld  a p p l y  t o  a l l  s y s t e m s  o f  r e c o r d s  w h e r e ,  f o r  e x a m p l e -  . t h e  d e t e r m i n a t i o n s  o n  b e n e f i t s  are made b y  F e d e r a l  a g e n c i e s :  . t h e  r e c o r d s  a r e  m a i n t a i n e d  f o r  a d m i n i s t r a t i v e  f u n c t i o n s  o f  t h e  

. F e d e r a l  a g e n c y  s u c h  a s  p e r s o n n e l ,  p a y r o l l ,  e t c ;  or 
h e a l t h  r e c o r d s  b e i n g  m a i n t a i n e d  b y  a n  o u t s i d e  c o n t r a c t o r  e n g a q e d  t o  
p r o v i d e  h e a l t h  s e r v i c e s  t o  a g e n c y  p e r s o n n e l .  

The  p r o v i s i o n s  w o u l d  n o t  a p p l y  t o  s y s t e m s  o f  r e c o r d s  where :  

, 	 r e c o r d s  a r e  m a i n t a i n e d  by t h e  c o n t r a c t o r  on i n d i v i d u a l s  whom t h o  
c o n t r a c t o r  e m p l o y s  i n  t h e  p r o c e s s  o f  p r o v i d i n g  g o o d s  a n d  s e r v i c e s  
t o  F e d e r a l  g o v e r n m e n t .  

a n  a g e n c y  c o c t r d c t s  w i t h  a s t a t e  o r  p r i v a t e  e d u c a t i o n a l  
o r g a n i z a t i o n  t o  p r o v i d e  t r a i n i n g  a n d  t h e  r e c o r d s  g e n e r a t e d  on  
c o n t r a c t  s t u d e l i t s  p u r s u a n t  t o  t h e i r  a t t e n d a n c e  ( a d m i s s i o n  f o r m s ,  
g r a d e  r e p o r t s )  a r e  s i m i l a r  t o  t h o s e  m a i n t a i n e d  o n  o t h e r  s t u d e n t s  
a n d  a r e  c o m i n g l e d  w i t h  t h e i r  r e c o r d s  o n  o t h e r  s t u d e n t s .  

Uhen a s y s t e m  o f  r e c o r d s  is t o  be  o p e r a t e d  by  a c o n t r a c t o r  o n  b e h a l f  
o f  a n  a g e n c y  t o r  a n  a g e n c y  f u n c t i o n ,  t h e  c o n t r a c t u a l  i n s t r u m e n t  m u s t  
s p e c i f y ,  t o  t h e  e x t e n t  c o n s i s t e n t  w i t h  t h e  a g e n c y ' s  a u t h o r i t y  t o  
r e q u i r e  it, t h a t  t h o s e  r e c o r d s  b e  m a i n t a i n e d  i n  a c c o r d a n c e  w i t h  t h e  
Act. h g e n c i e s  w i l l  m o d i f y  t h e i r  p r o c u r e m e n t  p r o c e d u r e s  a n d  p r a c t i c e s  
t o  e n s u r e  t h a t  a l l  c o n t r a c t s  a r e  r e v i e w e d  b e f o r e  a w a r d  t o  d e t e r m i n e  
w h e t h e r  a s y s t e m  o f  r e c o r d s  w i t h i n  t h e  s c o p e  o f  t h e  Act is b s i n g  
c o n t r a c t e d  f o r  a n d ,  i f  s o ,  t o  i n c l u d e  a p p r o p r i a t e  l a n y u a g e  r e g a r d i n g  
t h e  m a i n t e n a n c e  o f  a n y  s u c h  s y s t e m s .  
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? o r  s y s t e m s  o p e r a t e d  u n d e r  c o n t r a c t s  a w a r d e d  o n  o r  a f t e r  S e p t e m b e r  27, 
1 9 7 5 ,  c o n t r a c t o r  e m p l o y e e s  may b e  s u b j e c t  t o  t h e  c r i m i n a l  p e n a l t i e s  o f  
s u h s e c t i o n s  ( i )  (1)  a n d  ( 2 )  ( f o r  d i s c l o s i n g  r e c o r d s  t h e  d i s c l o s u r e  o f  
w h i c h  is p r o h i b i t e d  by  t h e  Act o r  f o r  f a i l u r e  t o  p u b l i s h  a p u b l i c  
n o t i c e ) .  A l t h o u g h  t h e  l a n q u a q e  is n o t  c l e a r  on t h i s  p o i n t ,  it is 
a r g u a b l e  t h ' a t  s u c h  c r i m r n a l  l i a b i l i t y  o n l y  e x i s t s  t o  t h e  e x t e n t  t h a t  
t h e  c o n t r a c t u a l  i n s t r u m e n t  h a s  s t i p u l a t e d  t h a t  t h e  p r o v i s i o n s  o f  t h e  
Act a r e  t o  b e  d p p l i e d  t o  t h e  c o n t r a c t u a l l y  m a i n t a i n e d  s y s t e m .  
However ,  a n  a g e n c y  w h i c h  f a i l s ,  w i t h i n  t h e  limits o f  i ts  a u t h o r i t y ,  t o  
r e g u i r c  t h a t  s y s t e m s  o p e r a t e d  o n  i t s  b e h a l f  u n d e r  c o n t r a c t s ,  may b e  
c i v i l l y  l i a b l e  t o  i n d i v i d u a l s  i n j u r e d  a s  a c o n s e q u e n c e  o f  a n y  
s u b s e q u e n t  f a i l u r e  t o  m a i n t a i n  r e c o r d s  i n  c o n f o r m a n c e  w i t h  t h e  Act. 
T h e  r e f e r e n c e  t o  c o n t r a c t o r s  a s  e m p l o y e e s  i s  i n t e n d e d  o n l y  f o r  
p u r p o s e s  o f  t h e  r e q u i r e m e n t s  o f  t h e  Act a n d  n o t  t o  s u g g e s t  t h a t ,  by 
v i r t u e  o f  t h i s  l a n g u a g e ,  t h e y  a r e  e m p l o y e e s  f o r  a n y  o t h e r  p u r p o s e s .  

. , 
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s u b s e c t i o n  ( n )  

HAILING LISTS 

S e c t i o n  (11) "Au i n d i v i d u a l s ~name a n d  a d d r e s s  may n o t  b e  s o l d  o r  
r e n t e d  by d n  a g e n c y  u n l e s s  s u c h  a c t i o n  i s  s p x i f i c a l l y  a u t h o r i z e d  

l a w .  T h i s  p r o v i s i o r i  s h a l l  n o t  b e  c o n s t r u e d  t o  r e q u i r e  t h e  
t i t h h o l d i n g  o f  n a m e s  a n d  a d d r e s s e s  o t h e r w i s e  p e r m i t t e d  t o  b e  made 
p u b l i c .  " 

T h e  l a n g u a g e  i n  t h i s  s e c t i o n  i s  s u s c e p t i b l e  o f  v a r i o u s  i n t e r p r e t a t i o n s  
a n d  m u s t  b e  r e a d  i n  t h e  c o n t e x t  o f  r e l e v a n t  l e g i s l a t i v e  h i s t o r y .  I t  
is c l e a r ,  h o w e v e r ,  t h a t  t h i s  p r o v i s i o n  s e e k s  t o  r e a c h  t h e  s a l e  o r  
r e n t a l  o f  lists o f  n a m e s  a n d  a d d r e s s e s  f o r  c o m m e r c i a l  o r  o t h e r  
s o l i c i t a t i o n  p u r p o s e s  n o t  r e l a t e d  t o  t h e  p u r p o s e s  f o r  w h i c h  t h e  
i n f c r m a t i c n  was  c o l l e c t e d .  

" L a n g u a g e  i n c l u d e d  i n  t h e  l e q i s l a t i o n  w o u l d  p r o h i b i t  t h e  s a l e  or 
r e n t a l  o f  m a i l i n g  lists, n a m e s  a n d  a d d r e s s e s ,  by F e d e r a l  a g e n c i e s  
m a i n t d i n i n g  them.  The p h i l o s o p h y  b e h i n d  t h i s  amendmen t  is t h a t  
t h e  F e d e r a l  G o v e r n m e n t  is n o t  i n  t h e  m a i l i n g  l i s t  b u s i n a s s ,  a n d  
i t .  s h o u l d  n o t  b e  F e d e r a l  p o l i c y  t o  make a p r o f i t  f r o m  t h e  r o u t i n e  
b u s i n e s s  o f  q o v a r n m e n t ,  p a r t i c u l a r l y  when t h e  r e l e a s e  o f  s u c h  
l i s t s  h a s  b e e n  a u t h o r i z e d  u n d e r  +.he F r e e d o m  o f  I n f o r m a t i o n  Act. 
I n  o t h e r  w o r d s ,  s u c h  lists c a n  n o t  b e  w i t h h e l d  b y  a n  a g e n c y ,  
u n l e s s  i t  d e t e r m i n e s  t h a t  t h e  r e l e a s e  w o u l d  c o n s t i t u t e  a c l e a r l y  
u n w a r r a n t e d  i n v a s i o n  o f  p r i v a c y  u n d e r  s e c t i o n  5 5 2  ( b )  (6) o f  t i t l e  
5, U n i t e d  S t a t e  Code .  

" T h q s ,  t h e  l a n g u s g a  o f  t h e  b i l l  b e f o r e  u s  d o e s  n o t  b a n  t h e  
r e l e a s e o f  s u c h  lists w h e r e  e i t h s r  s a l e  o r  r e n t a l  i s  n o t  
i n v o l v e d . t 1  ~ C o n q c e s s i o n a l  R e c o r d  , December  18, 1974 p. H 12246)  

? W h i l e  t h a  r e f e r + n c e  t o  t h e  POIA s p e a k s  o n l y  o f  n a  c l e a r l y  
u n w a r r a n t e d  i n v a s i o n  o f  p e r s o n a l  p r i v a c y t s  ( s e e  5 U.S.C. 552 (b )  ( 6 ) )  
a g e n c i e s  may p r e s u m a b l y  w i t h h o l d  l ists o f  n a m e s  a n d  a d d r e s s e s  f r o m  t h e  
p ~ ~ b l i c  a n y  o f  t h e  e x e m p t i o n s  t o  t h e  POIA (5 U.S.C. 552 (b) )  whenu n d e r  
t h e y  deem it a p p r o p r i a t e  t o  d o  s o .  

I t  is a p p a r e n t  t h a t  w h a t  is p r o h i b i t a d  is " s a l e  o r  r e n t a l m s  o f  s u c h  
lists a n d  t h e  l a n y a q e  m a y  b e  r e a d  t o  p r o h i b i t  " t h e  s a l e  o r  r e n t a l  o f- .  
lists o f  n a m e s  a n d  n d i r e s s e s  b y  ~ e d e r a l  a g e n c i e s  u n l e s s  t h e  s a l e  o r  
~ e n t a li s  s p e c i f l c a & Q  a u t h o r i z e d  by l a w  . [ e m p h a s i s  a d d e d ] . "  ( S e n a t e  
R e p o r t  93 -1183 ,  p. 31 )  

T h e  S e n a t e  r e p o r t ,  when r e a d  i n  c o m b i n a t i o n  w i t h  t h e  House  f l o o r  
d i s c u s s i o n  c i t e d  a b o v e ,  s u g g e s t s  t h a t  a g e n c i e s  may n o t  s e l l  o r  r e n t  
m a i l i n g  lists f o r  c o m m e r c i a l  o r  s o l i c i t a t i o n  p u r p o s e s  u n l e s s  t h e y  a r e  
a u t h o r i z e d  s p e c i f i c a l l y  b y  l a w  t o  se l l  o r  r e n t  s u c h  lists. I t  is 
e q u a l l y  a p p a r e n t  t h a t  t h i s  l a n g u a g e  i n  n o  way creates a n  a u t h o r i t y  t o  
w i t h h o l d  a n y  r e c o r d s  o t h e r w i s e  r e q u i r e d  t o  b e  d i s c l o s e d  u n d e r  t h e  
P r e e d o m  o f  I n f o , r a a t i o u  Act (5. U.S.C 5 5 2 ) .  It is p r o b l e m a t i c  w h e t h e r  
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t h e  l a n g u a g e  "may n o t  b e  s o l d  o r  r e n t e d "  p r e c l u d e s  t h e  c h a r g i n g  o f  
f e e s  a u t h o r i z e d  u n d e r  t h e  F r e e d o m  o f  I n f o r m a t i o n  A c t .  I t  u o u l d  seem 
r e a s o n a b l e  t o  c o n c l u d e  t h a t  f e e s  p e r m i t t e d  t o  b e  c h a r q e d  f o r  m a t e r i a l s  
r e q u i r e d  t o  h e  d i s c l o s z d  u n d e r  t h e  F r e e d o m  o f  I n f o r m a t i o n  Act a r e  n o t  
p r e c l u d e d  a n d  t h a t  lists, s u c h  a s  a y r n c y  t e l e p h o n e  d i r e c t o r i e s ,  w h i c h  
a r e  c u r r e n t l y  s o l d  t o  t h e  p u b l i c  h y  t h e  S u p e r i n t e n d e n t  o t  D o c u m e n t s  
c a n  c o n t i n u e  t o  b e  s o l d .  

F i n a l l y ,  t h i s  p r o v i s i o n  a p p e a r s  n o t  t o  h a v e  b e e n  i n t e n d e d  t o  r e a c h  t h e  
d i s c l o s u r e  o f  n a m e s  a n d  a d d r e s s e s  t o  a g e n c i e s  o r  o t h e r  o r g a n i z a t i o n s  
o t h e r  t h a n  f o r  c o m m e r c i a l  o r  s o l i c i t a t i o n  p u r p o s e s .  O t h e r  d i s c l o s u r e  
(e .q . ,  t h e  d i s c l o s u r e s  o f  n a m e s  a n d  a d d r e s s e s  f o r  a s t a t i s t i c a l  s t u d y  
o r  t o  i s s u e  c h e c k s )  u o u l d  be s u b j e c t  t o  t h e  r e q u i r e m e n t s  o f  s e c t i o n  
Ib)  
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S e c t i o n  (0 )  
R E P O Q  ON NEW SY'STEHS 

S e c t i o n  (0)  "Each  a g e n c y  s h a l l  p r o v i d e  ar1equat.e a d v a n c e  n o t i c e  t o  
C o n g r e s s  a n d  t h e  o f f i c e  o f  Uanaqemen t  a n d  B u d g e t  o f  a n y  p r o p o s a l  
t o  e s t a b l i s h  o r  a l t e r  a n y  . s y s t e m  o f  r e c o r d s  i n  o r d e r  t o  p e r m i t  
a n  e v a l u a t i o n  , o f  t h e  p r o b a b l e  o r  p o t e n t i a l  e f f e c t  o f  s u c h  
p r o p o s a l  or: t h e  p r i v a c y  a n d  o t h e r  p e r s o n a l  or p r o p e r t y  r i g h t s  o f  
i n d i v i d u a l s  o r  *.he d i s c l o s u r e  o f  i n f o r m a t i o n  r e l a t i n g  t o  s u c h  
i n d i v i d u a l s ,  a n d  i ts . e f f e c t  o n  t h e  p r e s e r v . a t i o n  o f  t h e  
c o n s t i t u t i o n a l  p r i n c i p l e s  o f  f e d e r a l i s m  a n d '  s e p a r a t i o n  o f  
FCwerS. " 

T h i s  s u b s e c t i o n  i s  i n t e n d e d  t o  a s s u r e  t h a t  p r o p o s a l s  t o  e s t a b l i s h  o r  
m o d i f y  s y s t e m s  o f  r e c o r d s  a r e  made known i n  a d v a n c e  s o  t h a t  

-	 t h e r e  is a b a s i s  f o r  m o n i t o r i n g  t h e  d e v e l o p m e n t  o r  e x p a n s i o n  o f  
a g e n c y  r e c o r d - k e e p i n q  a c t i v i t y .  

-	 t h e  C o m m i s s i o n  e s t a b l i s h e d  by  s e c t i o n  5 c a n  r e v i e w  t r e n d s  i n  t h e  
u s e  o f  p e r s o n a l  i n f o r m a t i o n  a n d  t h e  a p p l i c a t i o n  o f  t e c h n o l o g y .  

T h i s  p r o v i s i o n  r e s u l t e d  f r o m  t h e  d i s c u s s i o n s  s u r r o u n d i n g  t h e  n e e d  f o r  
a n  i n d e p e n d e n t  a g e n c y  t o  r e g u l a t e  a n d  o v e r s e e  t h e  i m p l e m e n t a t i o n  o f  
t h e  Act: 

"The  c o m p r o m i s e  dmendment .  s t i l l  mould r e q u i r e  t h a t  a g e n c i e s  
p r o v i d e  a d e q u a t e  a d v a n c e  n o t i c e  t o  t h e  C o n g r e s s  a n d  t o  t h e  O f f i c e  
o f  l l a l ~ a g e m e n t  a n d  B u d g e t  o f  a l ly  p r o p o s a l  t o  e s t a b l i s h  o r  a l t e r  a 
s y s t e m  of r e c o r d s  i n  o r d e r  t o  p e r m i t  a n  e v a l u a t i o n  o f  t h e  p r i v a c y  
i m p a c t  o f  t h a t  p r o p o s a l .  I n  a d d i t i o n  t o  t h e  p r i v a c y  i m p a c t ,  
c o n s i d e r a t i o n  s h o u l d  b e  g i v e n  t o  t h e  e f f e c t  t h e  p r o p o s a l  may h a v e  
o n  o u r  P e d e r a l  s y s t e m  a n d  o n  t -he  s e p a r a t i o n  o f  p o w e r s  b e t w e e n  t h e  
t h r e e  b r a n c h e s  o f  g o v e r n m e n t .  T h e s e  c o n c e r n s  a r e  e x p r e s s e d  i n  
c o n n e c t i o n  w i t h  r e c e n t  p r o p o s a l s  by t h e  G e n e r a l  S e r v i c e s  
A d m i n i s t r a t i o n  a n d  D e p a r t m e n t  o f  A g r i c u l t u r e  t o  e s t a b l i s h  a g i a n t  
d a t a  f a c i l i t y  t o r  t h e  s c o r i n g  a n d  s h a r i n g  o f  i n f o r m a t i o n  b e t w e e n  
t h o s e  a n d  p e r h a p s  o t h e r  d e p a r t m e n t s .  T h e  l a n g u a g e  i n  t h e  S e n a t e  
r e p o r t  r e f l e c t s  t h e  c o n c e r n  a t t a c h e d  t o  t h e  i n c l u s i o n  o f  t h i s  
l a n g u a g e  i n  S. 3 4 1 8 . 1  ( S e n a t e  R e p o r t  9 3 - 1 1 8 3 ,  p a g e  6 4 - 6 6 ) .  

"The  a c c e p t a n c e  o f  t h e  c o m p r o m i s e  a m e n d m e n t  d o e s  n o t  q u e s t i o n  t h e  
m o t i v a t i o n  o r  u e e d  f o r  i m p r o v i n g  t h e  P e d e r a l  g o v e r n m e n t l s  d a t a  
g a t h e r i n g  a n d  h a n d l i n g  c a p a b i l i t i e s .  I t  d o e s  e x p r e s s  a  c o n c e r n ,  
h o w e v e r ,  t h a t  t h e  s f f i c e  c h a r g e d  w i t h  c e n t r a l  managemen t  a n d  
o v e r s i q h t  o f  F e d e r a l  a c t i v i t i e s  a n d  t h e  C o n g r e s s  h a v e  a n  
o p p o r t u n i t y  t o  e x a m i n e  t h e  i m p a c t  o f  new o r  a l t e r e d  d a t a  s y s t e m s  
o n  o u r  c i t i z e n s ,  t h e  p r o v i s i o n s  f o r  c o n f  i d o n t i a l i t y  a n d  s e c u r i t y  
i u  t h o s e  s y s t e m s  a n d  t h e  e x t e n t  t o  w h i c h  t h e  c r e a t i o n  o f  t h e  
s y s t e m  w i l l  a l t e r  o r  c h a n g e  i n t e r a g e n c y  o r  i n t e r g o v e r n a e n t a l  
r e l a t i o n s h i p s  r e l a t e d  t o  i n f o r m a t i o n  proqrams.~jConqress ional  
R e c o r d  , December  1 7 ,  1 9 7 4 ,  p .  S  21818)  
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A r e p o r t  i s  r e q u i r z d  t o  b e  s u b m i t t e d  f o r  e a c h  p r o p o s e d  new s y s t e m  o f  
r e c o r d s  a n d  f o r  c h a n q e s  t o  e x i s t i n g  s y s t e m s .  T h e  c r i t e r i a  f o r  
d e t e r m i n i n g  w h a t  c o n s t i t u t e s  a c h a n q e  i n  a n  e x i s t i n g  s y s t e m  r e q u i r i n q  -
t h e  p r e p a r a t i o l ~  o f  a r e p o r t  u n d e r  t h i s  s u b s e c t i o n  a r e  s u b s t a n t i a l l y  
t h e  s a m e  a s  t h o s e  d i s c u s s e d  u n d e r  s u b s e c t i o n  [ e )  (4), t h e  p u b l i c  
n o t i c e ;  n a m e l y  a n y  c h a r ~ q e  wh ich :  

-	 i n c r e a s e s  t h e  n u m b e r  o r  t y p e s  o f  i n d i v i d u a l s  o n  whom r e c o r d s  
a r e  m a i u t a i n e d ;  

-	 e x p a n d s  t h e  t y p e  o r  a m o u n t  o f  information m a i n t a i n e d :  

-	 i n c r e a s e s  t h e  number  o r  c a t e g o r i e s  o f  a g e n c i e s  o r  o t h e r  . 
p e r s o n s  who may h a v e  a c c e s s  t o  t h o s e  c e c o r d s ;  

-	 a l t e r s  t h e  m a n n e r  i n  w h i c h  t h e  r e c o r d s  a r e  o r g a n i z e d  so a s  t o  
c h a n q e  t h e  n a t u r e  o r  s c o p e  o f  t h o s e  c e c o r d s ;  e .g . ,  t h e  
c o m b i n i n g  o f  t w o  o r  more  e x i s t i n g  s y s t e m s ;  

-	 m o d i f i e s  t h e  way i n  w h i c h  t h e  s y s t e m  o p e r a t e s  o r  i t s  
l o c a t i o n  ( s )  i n  s u c h  a m a n n e r  a s  t o  a l t e r  t h e  p r o c e s s  b y  w h i c b  
i n d i v i d u a l s  c a n  e x e r c i s e  t h e i r  r i g h t s  u n d e r  t h e  Act; e .q . ,  t o  
s e e k  a c c e s s  o r  r e q u e s t  amendmen t  o f  a r e c o r d ;  o r  

-	 c h a n g e s  t h e  e q u i p m e n t  c o n f i g u r a t i o n  o n  w h i c h  t h e  s y s t e m  is  
o p e r a t e d  s o  a s  t o  c r e a t e  t h e  p o t e n t i a l  f o r  g r e a t e r  a c c e s s ;  
e . g . ,  a d d i n g  a t e l e c o m m u n i c a t l o n s  c a p a b i l i t y .  

T h e  r e p o r t s  r e q u l r e d  u n d e r  t h i s  s e c t i o n  a r e  t o  b e  s u b m i t t e d  t o  t h e  
C o n g r e s s ,  t o  t h e  D i r e c t o r  o f  t h e  O f t i c e  o f  Management  a n d  B u d q e t  
( A t t n :  I n f o r m a t i o n  S y s t e m s  D l v l s i o n )  a n d  t o  t h e  P r l v a c y  P r o t e c t i o n  
s t u d y  C o m m i s s i o n .  

T h e  O f f i c e  o f  n a n a j e n e n t  a n d  B u d g e t  w l l l  i s s u e ,  u n d e r  s e p a r a t e  c o v e r ,  
m o r e  d e t a i l e d  g u i d a n c e  o n  t h e  f o r m a t ,  t l m i n q ,  a n d  c o n t e n t  o f  t h e  
r e p o r t s .  
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S u b s e c t i o n  ( p )  

ANNUAL REPORT 

S u b s e c t i o n  ( p )  "The  P r e s i d e n t  	 S p e a k e r  o f  s h a l l  s u b m i t  t o  t h ~  t h e  
H o u s e  a n d  t h e  P r e s i d e n t  o f  t h e  S e n a t e ,  b y  J u n e  3G o f  e a c h  
c a l e n d a r  y e a r ,  a c o n s o l i d a t e d  r e p o r t ,  s e p a r a t e l y  l i s t i n g  f o r  e a c h  
F e n e r a 1  a g e n c y  t h e  n u m b e r  o f  r e c o r d s  c o n t a i n e d  i n  a n y  s y s t e m  o f  
r e c o r d s  w h i c h  w e r e  e x e m p t e d  f r o m  t h e  a p p l i c a t i o n  o f  t h i s  s e c t i o n  
u n d e r  t h e  p r o v i s i o n s  o f  s u b s e c t i o n s  (j) a n d  (k )  o f  t h i s  s e c t i o n  
d u r i n g  t h e  p r e c e d i n g  c a l e n d a r  y e a r ,  a n d  t h e  r e a s o n s  f o r  t h e  
e x e m p t i o n s ,  a n d  s u c h  o t h e r  i n f o r m a t i o n  a s  i n d i c a t e s  e f f o r t s  t o  
a d m i n i s t e r  f u l l y  t h i s  s e c t i o n . "  

T h i s  s u b s e c t i o n  p r o v i d e s  t h a t  t h e  P r e s i d e n t  s u b m i t  t o  t h e  C o n g r e s s  a 
l i s t  o f  s y s t e m s  e x e m p t e d  f r o m  t h e  Act u n d e r  t h e  terms o f  s e c t i o n  (j) 
o r  ( k ) .  " A l s o  t o  b e  i n c l u d e d  i n  t h e  a n n u a l  r e p o r t  wou ld  b e  t h e  
r e a s o n s  f o r  s u c h  e x e m p t i o n s  a n d  o t h o r  i n f o r m a t i o r  i n d i c a t i n g  e f f o r t s  
t o  c o m p l y  w i t h  t h e  l a w .  I t  is  h o p e d  t h a t  a l l  s u c h  i n f o r m a t i o n  woulc? 
b e  made  p u h l i c .  I f ,  h o w e v e r ,  t h e  n a t u r e  o f  a n y  s u c h  e x e m p t i o n  
r e q u i r e s  a s e c u r i t y  c l a s s i f i c a t i o n  m a r k i n g ,  i t  s h o u l d  b e  p l a c e d  i n  a 
s e p a r a t e  p a r t  of t h e  r e p o r t  s o  a s  n o t  t o  a f f e c t  t h e  r e m a i n d e r  o f  t h e  
a n n u a l  r e p o r t . "  ( H o u s e  R e p o r t  9 3 - 1 4 1 6 ,  p. 2 1 ) .  

A g e n c i e s  w i l l  b e  r e q u i r e d  t o  p r e p a r e  r e p o r t s  t o  t h e  O f f i c e o f  
I a n a g e m e n t  a n d  R u d g e t  ( A t t n :  I n f o r m a t i o n  S y s t e m s  D i v i s i o n )  by A p r i l  30 
o f  e a c h  y e a r  ( b e g i n n i n g  A p r i l  3 n ,  1 9 7 6 )  c o v e r i n g  t h e i r  a c t i v i t i e s  
u n d e r  t h e  A c t  d u r i n g  t h e  p r e c e d i n g  c a l e n d a r  y e a r .  The  O f f i c e  o f  
Management  a n d  B u d q e t  w i l l  a n a l y z e  d a t a  c o n t d i n e d  i n  t h e  a g e n c y  
r e p o r t s  a n d  p r e p a r e  t h e  r g q u i r e d  P r e s i d e n t i a l  r e p o r t  t o  t h e  C o n g r e s s .  
The  i n f o r m a t i o n  r e q u i r e d  i n  t h e  i n d i v i d u a l  a g e n c y  r e p o r t s  w i l l  i n c l u d e  
n o t  o n l y  t h e  minimum i n f o r m a t i o n  r e q u i r e d  f o r  i n c l u s i o n  i n  t h e  r e p o r t  
t o  C o n g r e s s  b u t  a l s o  s u c h  i n f o r m a t i o n  a s  i s  n e e d e d  t o  e v a l u a t e  t h e  
o v e r a l l  e f f e c t i v e n e s s  o f  t h e  P r i v a c y  A c t  i m p l e m e n t a t i o n ,  i d e n t i f y  
a r e a s  i n  w h i c h  i m p l e m e n t i n g  p o l i c i e s  o r  p r o c e d u r e s  s h o u l d . b e  c h a n g e d ,  
a n d  assess t h e  i m p a c t  o f  F e d e r a l  d a t a  a a n a g e m e n t  a c t i v i t i e s .  

Aqency  r e p o r t s  s h a l l  i n c l u d e  b u t  n o t  b e  l i m i t e d  t o  t h e  f o l l o w i n g :  

-	 Summary - A b r l e f  a a n a g e m e n t  summary  o t  t h e  s t a t u s  o f  a c t i o n s  
t a k e n  t o  c o m p l y  w i t h  t h a  A c t ,  t h e  r a s u l t s  o f  t h e s e  e f f o r t s ,  
a n y  p r o b l e m s  e n c o u n t e r e d  a n d  r e c o m m e n d a t i o n s  f o r  a n y  c h a n q e s  
i n  l e g i s l a t i o n ,  p o l i c i e s  o r  p r o c e d u r e s .  

-	 A c c o m p l i s h m e n t s  - A summary  o f  m a j o r  a c c o m p l i s h m e n t s ;  i . e . ,  
i m p r o v e m e n t s  i n  a g e n c y  i n f o r m a t i o n  p r a c t i c e s  a n d  s a f e g u a r d s .  

-	 P l a n s  - A summary  o f  m a j o r  p l a n s  f o r  a c t i v i t i e s i n  t h e  
u p c o m i n g  y e a r ,  e . g . ,  a r e a  o f  e m p h a s i s ,  a d d i t i o n a l  s e c u r i n g  o f  
f a c i l i t i e s  p l a n n e d .  
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-	 E x e m p t i o n s  - A list o f  s y s t e m s  w h i c h  a r e  e x e m p t e d  d u r i n g  t h e  
y e a r  f r o m  a n y  o f  t h e  o p e r a t i v e  p r o v i s i o n s  o f  t h i s  l a w  
p e r m i t t e d  u n d e r  t h e  terms o f  s u b s e c t i o n s  (j) a n d  [k), w h e t h e r  
o r  n o t  t h e  e x e m p t i o n  was  o b t a i n e d  d u r i n g  t h e  y e a r ,  t h e  number  
o f  r e c o r d s  I n  e a c h  s y s t e m  e x e m p t e d  f r o m  e a c h  s p e c i f i c  
p r o v i s i o n  a n d  r e a s o n s  f o r  i n v o k i n g  t h e  e x e m p t i o n .  

-	 l u m b e r  o f  s y s t e m s  - A b r i e f  summary  o f  c h a n g e s  t o  t h e  t o t a l  
i n v e n t o r y  o f  p e r s o n a l  d a t a  s y s t e m s  s u b j e c t  t o  t h e  p r o v i s i o n s  
o f  t h e  Act i n c l u d i n g  r e a s o n s  f o r  m a j o r  c h a n g e s ;  e . g .  t h e  
e x t e n t  t o  w h i c h  r e v i e w  o f  t h e  r e l e v a n c e  o f  a n d  necessity f o r  
r e c o r d s  h a s  r a s u l t r d  i n  e l i m i n a t i o n  o f  a l l  o r  p o r t i o n s  o f  
s y s t e m s  o f  r e c o r d s  o r  a n y  r e d u c t i o n  i n  t h e  number  o f  
i n d i v i d u a l s  o n  whom r e c o r d s  a r e  m a i n t a i n e d .  A g e n c i e s  w i l l  
a l s o  b e  r e q u e s t + d . t o  p r o v i d e  O n 0  w i t h  a d e t a i l e d  l i s t i n g  o f  
a l l  t h e i r  s y s t e m s  o f  r e c o r d s ,  t h e  number  o f  r e c o r d s  i n  e a c h  
a n d  c e r t a i n  o t h e r  d a t a  t o  f a c i l i t a t e  o v e r s i g h t  o f  t h e  
i m p l e m e n t a t i o n  o f  t h e  Act. ( D e t a i l e d  r e p o r t i n g  p r o c e d u r e s  w i l l  
b e  i s s u e d  u n d e r  s e p a r a t e  c o v e r . )  

-	 O p e r a t i o n a l  e x p e r i e n c e s  - A g e n e r a l  d e s c r i p t i o n  o f  o p e r a t i o n a l  
e x F e r i e n c e s  i o c l u d i n y  e s t i m a t e s  o f  t h e  number  o f  i n d i v i d u a l s  
( i n  r e l a t i o n  t o  t h e  t o t a l  n u m b e r  o f  r e c o r d s  i n  t h e  s y s t e m )  
r e q u e s t i n g  i n f o r m a t i o n  o n  t h e  e x i s t e n c e  o f  r e c o r d s  p e r t a i n i n y  
t o  t h e m .  r e f  u s i n g  t o  p r o v i d e  i n f o r m a t i o n ,  r e q u e s t i n g  a c c e s s  t o  
t h e i r  r e c o r d s ,  a p p e a l i n g  i n i t i a l  r e f u s a l s  t o  amend  r e c o r d s ,  
a n d  s e e k i n g  r e d r e s s  t h r o u q h  t h e  c o u r t s .  

More e x t e n s i v e  d a t a  w l l l  b e  r e q u e s t e d  o n  t h o s e  c a s e s  w h e r e  t h e  a g e n c y  
v a s  u n a o l e  t o  c o m p l y  w i t h  t h e  r e q u i r e m e n t s  o f  t h e  Act o r  t h e s e  
q u i d e l i a e s ;  e . q . ,  a c c e s s  was  n o t  g r a n t e d  o r  a r e q u e s t  t o  amend c o u l d  
n o t  b e  a c k n o w l e d g e d  w i t h i n  p r e s c r i b ~ d  time l i m i t s .  

Nore d e t a i l e d  i n s t r u c t i o n s  o n  t h e  f o r m a t ,  c o n t e n t  a n d  t i m i n q  o f  t h e s e  
r e p o r t s  v i l l  b e  i s s u e d  b y  O N B .  
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S e c t i o n  (q)  

S u b s e c t i o n  (q) "No a g e r l c y  s h a l l  r e l y  o n  a n y  e x e m p t i o n  c o n t a i n e d  
i n  s e c t i o n ' 5 5 2  o f  t h i s  t i t l e  t o  w i t h h o l d  f r o m  a n  i n d i v i d u a l  a n y  
r e c o r d  wh ich  i s  o t h e r w i s e  a c c e s s i b l e  t o  s u c h  i n d i v i d u a l  u n d e r  t h e  
p r o v i s i o n s  o f  t h i s  s e c t i o n . "  

T h i s  p r o v i s i o n  m a k e s  i t  e x p l i c i t  t h a t  a n  i n d i v i d u a l  may n o t  b e  d e n i e d  
a c c e s s  t o  a  r e c o r d  p a r t d i n i n g  t o  h im u n d e r  s u b s e c t i o n  (d )  ( 1 ,  a c c e s s  
t o  r e c o r d s ,  b e c a u s e  t h a t  r e c o r d  i s  p e r m i t t e d  t o  b e  v r t h h e l d  f r o m  
m e m b e r s  o f .  t h e  p u b l i c  u n d e r  t h e  F r e e d o m  o f  I n f o r m a t i o n  A c t .  T h e  o n l y  
q r o u n d s  f o r  d e n y i n g  a n  i n d i v i d u a l  a c c e s s  t o  a r e c o r d  p e r t a i n i n g  t o  him 
a r e  t h e  e x e a p t i o n s  s t a t e d  In t h i s  Act, s u b s e c t i o n s  (j) a n d  ( k ) ,  a n d  
s u b s e c t i o n  (1) a r c h i v a l  r e c o r d s .  I n  a d d i t i o n  c o n s i d e r a t i o n  may h a v e  
t o  b e  g i v e n  t o  o t h e r  s t a t u t o r y  p r o v i s i o n s  v h i c h  may g o v e r n  s p e c i f i c  
a g e n c y  r e c o r d s .  



GOVEIIP;!.1INT OPLRAIIONS COYM. 
EXECUTIVE OFFICE OF THE PRESIDWT 

OFFICE OF MANAGEMENT AND BUDGET 

w ~ n ~ n o r o n .  mwrD.C. 

CIRCULAR PO. A-108 
Transmittal Manorandurn No. 1 

TO THE HEADS OF EXECUTIVE DEPARTPIEUTS AND ESTABLISAMBNTB 


SUBJECT: 	Responsibilities for the maintenance of.. records 

about individuals by Federal agencies 


1. Put r . Thie supplement to OMB Circular A-108 dated 

July* 5 provider guidance to Federal agenebs regarding 

the preparation and eubmission of reports of their intention 

to establish or alter systems of perronal records as 

required by the Privacy Act of 1974 (P.L. 93-579, 5 U.S.C. 

552a(o)). These procedures supersede preliminary guidance 

on preparing the Report on New Systems contained in the OMB 

Privacy Act Guidelines dated July 1, 1975 (Federal Regirter, 

July 9, 1975, p. 28977). 


\ 
2. Reporting requirements. 


a. A Report on New Systems must be submitted when: 
(1) A new s stem of ersonal records eub ect to the 


Privac ~ c tiT T %GaT ~ n ; w  systemTTYZEo&ject to 

-!i-----%t e new system report ng requirement is one for which no 

public notice consistent with the provisions of subsection 

(e)(4) is currently published in the Federal Register. 


If a public notice for any specific system of records is 

withdrawn, suspended, cancelled, or terminated and 

subsequently reinstated, the subject system of records shall 

be considered a new system and subject to the new system 

reporting requirement at such time that it is reinstated. 


(2) A chane to system ersonal
g 2 of records 

~ubject to thg Pr vac; A= is propoyd.-A & system report 

1s requiredxr any c ange to an ex sting system which meets 
- .  
any of the following criteria. 


(No. A-108) 



(a) Increase or chadge the number or types of 

individuals on whom records are maintained. Changes 

involving the number (rather than the types) of individuals 

about whom records are kept need only be reported when that 

change significantly alters the character and purpose of the 

system of records, e.g., normal increases in historical 

files or other increases in the number of records in a file 

which can be attributed to normal growth patterns need not 

be reported. A change resulting from a change in the scope 

of the population covered; e.g., a system which only covered 

a portion of the work force ie expanded to cover all, is 
required to be reported. 

(b) Expand the type or categories of 
information maintained. For example, if an employee payroll 

file is expanded to include data on education and training, 

this would be considered an expansion of the "type or 

categories of information" maintained, and would have to be 

reported. 


(c) Alter the manner in which the records are 

organized or the manner in which the records are indexed or 

retrieved so as to change the nature or scope of those 

records. For example, the combining of'two or more existing 

systems or splitting an existing system into two or more 

different systems such as might occur in a centralization or 

decentralization of organizational responsibilities would 

require a report. 


(dl Alter the purposes for which the 
information is used. For example, a proposal that files 
currently used as historical military service records are.to 
be used for making determinations on eligibility Sor 
disability benefits would require a report. A proposal to 
establish or change the "routine uses" of the system will 
not require the submission of a Report on New System if such 
use is compatible with the purposes for which the system;is 
maintained; i.e., does not, in effect, create a new purpose. 
Any hew or changed "routine use" would, however, be subject 
to the requirements to give 30 days prior notice of such 
change in the Federal Register (5 U.S.C. 552a(e) (1 1 )  ) . 

(e) Change the equipment configuration (i.e., 

hardware and/or software) on which the system is operated so 

as to create the potential for either greater or easier 

xcess. For example, the addition of a telecommunications 
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- - 

capability which could increase the risk of unauthorized 

access would require a report. 


b. Content of the Report. The agency, report on 

proposed new systems, or proposal to modify exiating systems 

shall consist of a brief narrative description, supporting 

documentation and an update of the inventory of Federal 

personal data systems as outlined below: 


( 1 )  Narrative Statement - A brief statement, 
normally not to exceed four pages in length, which: 

describes the purposes of the system of 
records. 

- - identifies the authority under which the 
syst& of records is to be maintained. 


-- provides the agency's evaluation of "the 
probable or potential effect of such proposal on the privacy 
and other personal or property rights of individuals or the 
disclosure Of information relating to such individuals and 
its effect on the preservation of the constitutional 
principle of federalism and separation of power," and 

-- provides a brief description of steps 
taken by the agency to minimize the risk of unauthorized 
access to the system of records including a discussion of 
higher or lower risk alternatives which were considered for 
meeting the requirements of the system. A more detailed 
assessment of the risks and specific administrative, 
technical, procedural, and physical safeguards established 
shall be available on request. 

The narrative statement should make reference, as 

appropriate, to information in the supporting documentation 

rather than restate such information. 


Where changes to computer installations, communications 

networks, or any other general changes in information 

collection, handling, storage or dissemination are made 

which affect multiple systems of records; a single 

consolidated new system report may be submitted. In such 

cases, the narrative statement should address the overall 

privacy implications of the proposed change, identify all 

systems of records affected by the change and briefly 

describe any unique impacts on any specific system of 




-- 

records. Supporting documentation, as defined in the 

subsequent paragraphs, shall be provided for each system of 

records. 


(2) SU ortin Documentation - The following shall*be appended to a new system reports: 

(a) ad of the new or revised 
notice (cons= w3t t G  provisions 3 5 U.S.C. 
( V h ' i c h  the agency proposes to publish for the new 


or altered system(s). For proposed alterations of existing 

systems the documentation should be provided in the same 

fez. as the agency proposes to publish the public notice of 
such changes. If the agency proposes to publish changes in 
the form of a revision to the public notice, a copy of the 
proposed notices of revision should be provided. If the 
agency plans to supersede the entire existing notice, 
changes from the currently published notice shall be 
highlighted by underlining all new or revised portions. 

(b) An advance copy of any new rules 
changes. to ubli~edrules(conslst~twith the p=ions 
of 5 U.S.C. 5 ' m )  ~ ( f) ) agencywhich the proposes 

to issue for the new,or altered system. If no change-to 

existing rules are required for the proposed new or altered 

system, the report shall so state. Proposed changes to 

existing rules shall be provided in a manner similar to that 

described for the system notices. 


(c) 5 advance of % prop~sed rules 
settin forth the reasons wh the system is to e exem- 
d-i & X i i T r - 30iiZstent w i 5  FFie~rovisSons 
of 5 U.S.&jhrif the agency head plans to 

invoke any exemptions for the new or altered systems. 


( 3 )  Update of Federal Inventor of Personal Datq 
Systems - OMB in cooperation w d a t ~ n a ~  Archives and 

Records Service is developing a perpetual inventory of all 

systems of records subject to the Act. \The detailed plans 

for this inventory are still being developed. It is 

anticipated, however, that agencies will be requested to 

provide a simple report to facilitate maintenance of the 

Federal inventory. This portion of the report on new 

systems is not in effect until such time as further 

instructions are issued. 




c. Report Format. 


(1 )  Narrative Statement. No standard format has 
been established for the narrative statement. Agencies 
should present the information requested in the most concise 
fashion possible. 

( 2 )  Su ortin Documentation. The format of the 
docmentation-&?where applicable, be consistent with 
the publication requirements established by the Office of 
the Federal Register of the General Services Administration. 

( 3 )  U date of Federal Inventor Personal 
Systems. F o r m i i i i ~m e +  

d. Distribution of Re ort. Two copies of each new 

systemsreport shall &tad to each of the following: 


( 4 )  Speaker of the House. 

(2) President of the Senate. 


( 3 )  The Privacy Protection Study Commission during 
the period of its existence as set forth in Section 5 ( g )  of 
the Privacy Act. 

(4) Office of Management and Budget. 


e. Timin . A report on a proposed new or altered 
system &cords shall be submitted no later than the 
following dates, whichever is earlier: 

( 1 )  Sixty (60) days before any issuance of data 
collection forms and/or instructions; or 

(2) Sixty (60) days before any public issuance of a 

Request for Proposal or an Invitation to Bid for computer 

and/or communications systems or services intended to 

support the system of records. 


3. Effective Date. The provisions of this Transmittal 
Memorandum are effective upon issuance. 



4. In uiries. Inquiries concerning this Transmittal 

M e m o b a y  be addressed to the Information systems 

Division, Office of MatIagement and Budgat, Room 9002, NEOB, 

Washington, D.C. 20503, 


u JAMES T. LYNN 
DIRECTOR 

(No. 8 - 1 0 8 )  



OFFICE O F  MANAGBMEINT AND BUDGEYJ? 

SUPPLEMENTAEY GUIDANCE 

NOVEMBEB21,1975. 
This material is provided to address comments and questions of general in- 

terest raised since the release of the Office of Management and Budget's guide- 
lines for implementing section 3 of the Privacy Act of 1974. (FEDERAL REGISTER, 
Volume 40, Number 132, dated July 9, 1975, pp. 28949-28978.) 

Additional supplements will be issued a s  necessary. 
JAMES T. LYNN,Director. 

1. Definition, of system of Records ( 5  U.S.C.552a(a) (5)  ). On page 28952, 
third column, after line 27, add : 

"Following a re  several examples of the use of the term 'system of records'; 
"Telephone directories. Agency telephone directories a re  typically derived 

from files (e.g., locator cards) which are, themselves, systems of records. For  
example, agency personnel records may be used to produce a telephone directory 
which is  dis t~ibuted to personnel of the agency and may be made available to  
the public pursuant to 5 U.S.C. 55% ( b )  (1 )  and (2) ,  (intra-agency and public 
disclosure, respectively). I n  this case the directory could be a disclosure from 
the system of records and, thus, would not be a separate system. On the other 
hand, a separate directory system would be a system of records if it contains 
personal information. A telephone directory, in  this context, is a list of names, 
titles, addresses, telephone numbers, and organizational designations. An agency 
should not utilize this distinction to avoid the requirements of the Act including 
the requirement to  report the existence of systems of records which i t  maintains. 

"Mailing lists. Whether or not a mailing list is a system of records depends 
on whether the agency keeps the list a s  a separate system. Mailing lists derived 
from records compiled for other purposes (e.g., licensing) could be considered 
disclosures from that  system and would no be systems of records. I f  the sys- 
tem from which the list is produced is  a system of records, the decision on the 
disclosabilitv of the list would have to be made in terms of subsection (b)  (con- 
ditions of disclosure) and subsection ( n )  (the sale or rental of mailing lists). 
A mailinq list may, in some instances, be a stand-alone system (i.e., subscription 
lists) and could be a system of records subject to the Act if the list is  main- 
tained separatelv by the agency, it consists of records (i.e., contains personal in- 
formation), and information is  retrieved by reference to name or some other 
identifying. particular. 

"Libraries. Standard bibliographic materials maintained in agency libraries 
such a s  librarv indexes, Who's Who volumes and similar materials a re  not 
considered to be systems of records. This is  not t o  suggest that  all  published 
materiaql is, by virtue of that  fact, not subiect to the Act. Collections of news- 
paper clippings or other ~ublished matter about a n  individual maintained other 
than in a conventional reference library would normallv be a system of records." 

2. Routinp U.~es-Intra-agencg disdosures ( 5  U.S.C. 552a ( a )  (7) ) 

On nage 28951, first column. after line 17. add : 

"Intra-agency transfer need not be considered routine uses. Earlier versions 


of Honse privarv bills, from which the routine use concept derives, permitted 
aerencies to disclose records within t h ~  apencs to personnel who had a need for 
s i ~ c h  access in  the course of their official duties thns permitting intra-agency 
disclosure without the consent of the individunl. The concent of routine was 
developed to permit other than intra-agenev disclosures after it became ap- 
parent that  a substantial unnecessary workload would result from having t o  
seek the consent of the si1hiect of a record earh time a transfer was made 
for a nlimns@'. . . cfirnn~tihl@with the 1)urpoz.e for which [the record1 was col- 
lected' ( 5  TT.S.C. 552ala) (7)  ). To deter ~romiscuous use of this concept, a 
futher provision wss added requiring that  routine uses be subject to public 
notice. ( 5  T7.S.C. 522a(e) (TI) . )  It is  our view tha t  the concept of routine 
use was devised to cover disclosures other than those to  officers or employees 
who have a need to for  the recold in  the performance of their official duties 
within the agency. 



"It is not necessary, therefore, to include intra-agency transfers i n  the portion 
of the system notice covering routines uses ( 5  U.S.C. 522a(e) (4) (D)) but agen- 
cies may, a t  their option, elect to do so. The portion of the system notice 
covering storage, retrievability, access controls, rentention and disposal ( 5  
U.S.C. 522a(e) (4 )  (E))should describe the categories of agency officials who 
have access t o  the system." 

3. Consent for  access i n  rseponse to congressional inquiriev (5  U.S.C. 522a(b) 
(9)  )

On page 28955, third column, after line 18, add : 
To assure that  implementation of the Act does not have the unintended 

effect of denying individuals the benefit of congressional assistance which they 
request, i t  is recommended that  each agency establish the following as  a 
routine use for all  of its systems, consistent with subsections ( a )  (7 )  and 
( e )  (11) of the Act : 

Disclosure may be made to a congressional office from the record of a n  indi- 
vidual in  response to an inquiry from the congressional office made a t  the request 
of that  individual. 

The operation of this routine use will obviate the need for the written con- 
sent of the individual in  every case where a n  individual requests assistance 
of the Member which would entail a disclosure of information pertaining to 
the individual. 

I n  those cases where the congressional inquiry indicates that  the request is 
being made on behalf of a person other than the individual whose record is  to 
be disclosed, the agency should advise the congressional office that  the  written 
consent of the subject of the record is required. The agency should not contact 
the  subject unless the congressional office reqeusts it to do so. 

I n  addition to the routine use, agencies can, of course, respond to many
congressional requests for assistance on behalf of individuals without disclosing 
personal information which would fall within the Privacy Act, e.g., a congres-
sional inquiry concerning a missing Social Security check can be answered by 
the agency by stating the reason for  the delay. 

Personal information can be disclosed in response to a congressional inquiry 
without written consent or operation of a routine nse- 

If the information would be required to  be disclosed under the Freedom of 
Information Act (Subsection ( b )  (2)  ) ; 

If  the Member requests that the response go directly to  the individual to 
whom the record pertains ; 

I n  "compelling circumstances affecting the health or safety of a n  individ- 
ual  * * *" (Subsection (b)  (8)  ) ;or 

To  either House of Congress, or to the extent of matter within i ts  jurisdiction, 
any committee or subcommittee thereof * * *" (Subsection ( b )  (9)). 

The routine use recommended above and disclosures thereunder are, of course, 
subject to the 30 day prior notice requirement of the Act (Subsection (e )  (11)). 
I n  the interim, ho-ivever, it should be possible to respond to most inquiries by 
using the provisions cited in the previous paragraph. Furthermore, when the 
congressional inquiry indicates that  the request is being made on the basis of 
a written request from the individual to whom the record pertains, consent can 
be inferred even if the constituent letter is not provided to the agency. 

"This standard for implied consent does not apply to other than congressional 
inquiries." 

4. Describing the purpose i n  the accoulztino of disclosures (Subsection (c)  (1)) 

On page 28956, first column, after line 42, add : 

"Agencies which submit inquiries to other agencies in connection with law 


enforcement or pre-employment investigations (e.g.. record checks) are  reminded 
to include the purpose in  their record check in order to  preclude having record 
checks returned to them to ascertain the purpose of the checlr. I t  is noted that 
this is  npcessarv whether the inquirv is  mnde nnrsuant to the subsection (b)  (3)  
or (b )  (7) ('routine use' or law enforcement di~closnres).  At a minimum. the 
innuiring agency must describe the purpose a s  either a background or law enforce- 
ment check." 

5. A J I ~ C Z Iprocedzlres for review of appeals of denials of requests to amend a 
record (Suhswtion ( d )  (3)) 

On Page 28959, second column. a f t w  line 39, add : 
"This does not mean that  the officer on appeal must be a justice or judge. 



Rather, the reviewing official designated by the agency head my be a justice or 
judge (unlikely in  this case) or any other agency official who meets the criteria 
in  5 U.S.C. 2104a ( l ) ,  (2 ) ,  and (3)." 

6. Correcting records released to a n  indiuidual (Subsection (e )  (6) ) 

On page 28965, second solumn, after line 6, add : 

"While this language requires that  agencies make reasonable efforts t o  assure 


the accuracy of a record before i t  is  disclosed, when a n  individual requests 
access to his or her record, pursuant to subsection (d)  (1 ) ,  above, the record 
must be disclosed without change or deletion except a s  permitted by subsections 
( j )  and ( k ) ,  exemptions. To avoid requiring individuals to file unnecessary re-
quests for amendment, however, the agency should review the record and 
annotate any material discolsed to indicate that  which i t  intends to amend or 
delete." 

7. Rights of parents and legal guardians (Subsection ( h )  ) 

On page 28970, second column, after line 59, add : 

"This is not intended to suggest that  minors are  precluded from exercising 


rights on their own behalf. Except a s  otherwise provided in the Act (e.g., general 
or specific exemptions) a minor does have the right to access a record pertaining 
to him or herself. There is no abosolute right of a parent to have access to a 
record about a child absent a court order or consent." 

8. Relationships to the Freedom of Information Act (Subsection (q)  ) 

On page 28978, third column, after the last line, add : 

"In some instances under the Privacy Act an agency may (1) exempt a system 


of records (or a portion thereof) from access by individuals in accordance with 
the general or specific exemptions (subeection (j) or ( 1 ~ )  ) ;or (2) deny a request 
for access to  records compiled in  reasonable anticipation of a civil action or 
proceeding or archival records (subsection (d)  (5 )  or (1)). I n  a few instances 
the exemption from disclosure under the Privacy Act may be interpreted to be 
broader than the Freedom of Information Act ( 5  U.S.C. 552). I n  such instances 
the Privacy Act should not be used to deny access to information about an 
individual which would otherwise have been required to be disclosed to tha t  
individual under the Freedom of Information Act. 

"Whether a request by a n  individual for access to his or her record is  to be 
processed under Privacy Act or Freedom of Information Act procedures involves 
several considerations. For  example, while agencies have been encouraged to 
reply to requests for access under the Privacy Act within ten days wherever 
practicable, consistent with the Freedom of Information Act (FOIA), the Pri-
vacy A& does not establish time limits for responding to requests for  access. 
(See discussion of subsection ( d )  ( l ) . )  The Privacy Act also does not require 
an administrative appeal on denial of access comparable to  tha t  under FOIA 
although agencies are  encouraged to permit individuals to request a n  cidminis- 
trative review of initial denials of access to avoid, where possible, the need 
for unnecessary judicial action. I t  can also be argued that  requests filed under 
the Privacy Act can be expected to  be specific as  to the system of records to which 
access is solight whereas agencies a re  required to respond to an FOIA request 
onlv if i t  'reasonably describes' the records sought. Further, the Freedom of 
Information Act permits charping. of fees for search a s  well as  the making of 
copies while the Privacy Act permits charging only for the direct cost of making 
a cwv upon request. 

"It  is our view that  asencies should treat requests by individuals for informa- 
tion pertaining to themsehes which specifv either the FOIA or the Privacy Act 
(hut not both) under the procedures established pursuant to the Act specified 
in the refluest. When the request snwifies. and mav be processed under, both the 
FOIA and the Privrlcv Act, or s~ecifies neither Act. Privacy Act procedures should 
be emnloved. The individual shoiild be advised. however. that  the agency has  
elected to use Privacv Act ~rocerlures. of the existence and the general effect of 
the Freedom of Informntion Act, and of the differenceq, if anv, between the 
aeencv'q procedures under the two Act) (e.g., fees, time limits, access and 
apwnls) .  

"The net effect of thiq annrnach should be to assure the individuals do not, a s  
a consequence of the Privacv Act. have less access to information pertaining to 
themselves than they had prior to its enactment." 

[FRDOC.75-32297 Filed 12-3-75 ;8 :45 am] 
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October 6 .  1975 

Dear Colleague: 


The Privacy Act of 1974 (Public Law 93-579) went 

into effect on September 27, 1975. This law significantly 

guards the right of privacy of all Americans and protects 


,,, the millions of people who are the subject of government 
C !  'I: files from unwarranted disclosure. 
::I.,. . ,  . 
< . I  

Immediate concern has been expressed by many of 

I 

.., I , . our colleagues regarding the effect of the Privacy Act 


.> - on the smooth processing of constituent case work by 

2


i :  Members of Congress. The Office of Management and Budget, .. F which is authorized to develop guidelines for implementa- . L 

?; ( "  -iin of the Act., ha3 previously advised agencies on the 
c > 	

, jx! relationship of the Act to Congressional inquiries on 
. ,;:, behalf of constituents. There has been confusion as to 

the appropriate method for handling Congressional case ... , work under the Act. 
L' 

Meetings were held during the past week with 
representatives of the Office of Management and Budget, 
+-he Department of Health, Education and Welfare, the 
Department of Defense and the Veterans Administration 
regarding their procedures for dealing with case work 
problems. A memorandum for heads of Executive Departments 
and Agencies reflecting an understanding which was reached 
at those meetings was issued today by OMB Director James 
Lynn stating the interim procedures that should be used 
in implementing the Act until more permanent procedures 
can be developed. This memorandum supercedes the September 
26 memorandum from OMB on this subject. 

The enclosed October 3 memorandum provides that in 

most eases during this interim, agencies may give certain 

categories of information to Congressional case workers 

because that information is not protected by the Act. For 

example, this might include the reason for the delay of a 


' 	 social security check and assurance it will be acted upon 
or given attention. Of the 2000 current cases being handled 
by the Army, DoD estimates only 50 would involve information 
protezted by the Act. 



October 3, 1975 
Page Two . 

In other instances, information may be provided 

as a result of an exception from individual consent 

already set forth in the Act, either because of compell.ing 

circumstances affecting the health or safety of an 

individual or because the information would be required 

to be disclosed under the Freedom of Information Act. 

All three agencies have agreed to provide each Congression- 

al office with categories of information which they can 

give out without written request. 


When an oral Congressional inquiry indicates that 

a request is being made onthe basis of a written letter 

from the individual to whom the record pertains, consent 

should be inferred even if the constituent letter is not 

provided to the agency. In the case of an oral request to 

the Congressional office, the agency will proceed to process 

work on the problem and ask that the Congressional office 

obtain consent from the constituent or the agency should 

offer to transmit the information directly to the constituent 

with a letter indicating that it is being sent at the request 

of the Member of Congress. 


We are hopeful that this procedure will substantially 

reduce any delay in the handling of case work for your 

cor.stituents and that we can successfully begin to implement 

the Privacy Act. 
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Mr. Speaker: 

When the Privacy Act  o f  1974 went i n t o  e f f e c t  on Sept. 27, 1975, 

t he  c a p a b i l i t y  o f  Members o f  Congress t o  perform services f o r  t h e i r  

1 const i tuents  was brought t o  a near ha l t .  It i s  my view t h a t  some agencies 

g de l i be ra te l y  i n te rp re ted  t he  law t o  exclude access by Members t o  in format ion 

! $ on i nd i v j dua l s ,  
t 2 
B b Congress, i t s  comnit>ees and subcomi t tees, t he  a c t  says, have 
I R 
I -
: :% access t o  personal ly i d e n t i f i a b l e  in format ion i f  t h a t  in format ion 
j E 

. f a l l s  w i t h i n  t he  j u r i s d i c t i o n  o f  t he  body. ' Members o f  Congress ac t i ng  , , 
i n d i v i d u a l l y  received no r i g h t  under the a c t  t o  see personal in format ion 

from an i nd i v i dua l ' s  record. Execut ive branch I n t e r p r e t a t i o n  prevented 

congressional o f f i c e s  from represent ing the very const i tuents  we are  
! 

e lec ted t o  serve by stopping our access t o  agency records wi thout  

s p e c i f i c  w r i t t e n  author iza t ion from the sub jec t  o f  t he  records. 

The act.does prov ide t h a t  agencies can release i n f o n a t i o n  t o  

persons o ther  than the sub jec t  o f  t he  record  i f  such release i s  r o u t i n e l y  

made and the 'dec is ion t o  r o u t i n e l y  release such in format ion i s  publ ished 

i n  the Federal Register.  On Oct. 3, 1975, James Lynn, D i rec to r  o f  OMB, 

iss"ed the f o l l ow ing  guide1 i n e  f o r  agency considerat ion: 

mailto:@ln.iteb
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Disclosure may tie made t 0 . a  congressional o f f i c e  from 

the record o f  an i nd i v i dua l  i n  response t o  an i n q u i r y  from the 

congressional o f f i c e  made a t  the request o f  the i nd i v i dua l  

Under t h i s  guidel ine, congressional o f f i c e s  need no t  w r i t e  agencies f o r  

in format ion nor show the  agencies proof  t h a t  a request has been received 

by t h a t  o f f i c e .  A t  the same time, t he  federa l  agencies are ab le  t o  respond 

imnediately t o  t he  congressional i n q u i r i e s  w i thout  obta in ing t he  

i nd i v i dua l  's consent and wi thout  the need t o  respond t o  the congressional 

o f f i c e  i n  w r i t i ng .  I n  substance,, the  OM0 guide1 ine, i f  observed by 

federal  agencies simply al lows congressmen t o  cont inue he lp ing const i tuents  

as we had done before Sept. 27, 1975. 

Unfortunately,  t roub les  developed i n  t he  implementation o f  t h i s  OMB 

guidel ine, e i t h e r  because employees o f  execut ive branch agencies had no t  

gotten t he  word t h a t  such release should be made, o r  because agencies 

refused t o  comply w i t h  t he  OMB gu ide l ine .  

As chairwoman o f  the Subcommittee on Government In format ion and 

Ind i v i dua l  Rights. Iwrote t o  each federa l  agency a t  t he  end of 1975 urg ing 

compliance w i t h  t he  OM0 guide l ine .  I f an agency f e l t  i t  was impossible t o  

be i n  conformity w i t h  t he  OMB guidel ine. Iasked f o r  an explanat ion as t o  

why not. 

A sample copy o f  t he  l e t t e r  i s  appended. 
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Ihave received responses from 49 federa; agencies ou t  o f  a 

t o t a l  150 l e t t e r s  sent. Notably, the on l y  Cabinet l e v e l  department t h a t  f a i l e d  

t o  respond t o  rny query i s  the Department o f  State. Others outstanding f o r  

t h e i r  lack  of response are  t he  CIA, t he  SEC and the numerous boards, 

committees and commissions. 

Of the agencies t h a t  responded t o  my inqu i ry ,  the  S e l e c t i t e  Service 

Admin is t ra t ion  i s  t he  on l y  agency t h a t  has refused o u t r i g h t  t o  comply w i t h  

the guidel ine, based on i t s  need t o  keep r e c r u i t i n g  in format ion i n  

s t r i c t e s t  confidence. The agency d i d  s t a t e  i t s  des i re  t o  be responsive t o  

a l l  w r i t t e n  congressional i nqu i r i es .  

Four agencies hedged by saying they are  studying the guidel ine, or t ha t  

they won't  re fuse t o  deal w i t h  congressional i nqu i r i es .  These were the 

Federal Power Conmission, the C i v i l  Rights Commission, the Federal Home 

Loan Board and the Federal Mari t ime Commission. 

The chairman o f  t h i s  l a s t  body has "d i rec ted the Commission s t a f f  t o  d r a f t  

an appropriate " rout ine use" p rov i s i on  t o  permit  oisclosures from the records 

o f  t h e i r  const i tuents  i n  response t o  a w r i t t e n  request from members o f  

Congress made on beha l f  o f  such const i tuents."  

Four agencies had s i m i l a r  prov is ions i n  t h e i r  gu ide l ines already. 

For instance, the Commodity Futures Trading Comnission makes 

information "ava i lab le  t o  any Member o f  Congress who i s  ac t i ng  i n  

h i s  capac i ty  as a Member o f  Congress." 
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The Comuni ty  Services Admin is t ra t ion  discloses in format ion rou t i ne l y  

" t o  a  member o f  Congress seeking in format ion concerning t he  i nd i v i dua l ,  

but  on ly  when the i nd i v i dua l  i s  a  const i tuent  o f  the member and 

had requested assistance from the member w i t h  respect t o  the sub jec t  matter 

o f  the record." 

The Nat ional Science Foundation and the  Occupational Safety and 

Health Review Conmrission a lso  make in format ion rou t i ne l y  ava i l ab le  

t o  Members o f  Congress. 

F ive  agencies sa id  the gu ide l ine  i s  not  necessary o r  app l icab le  t o  

t h e i r  operat ion. The Appalacian Regional Commission "does no t  make 

grants o r  provide o ther  funds t o  i nd i v i dua l s ,  therefore, we f e e l  the regu la t ions 

t o  which you r e f e r  do no t  apply t o  t h i s  agency." 

The Federal Mediation and Conc i l i a t i on  Service has concluded t h a t  

the agency can respond f u l l y  t o  " in f requent  Congresslonal i n q u i r i e s  i n  

these o ther  areas w i t h i n  the ra t i ona le  o f  t he  OMB recomnendations wi thout  

amending our ex i s t i ng  regu la t ion . "  The serv ice  w i l l  ask f o r  a  copy o f  the 

cons t i t uen t ' s  l e t t e r  asking f o r  a i d  o r  f o r  assurance t h a t  the request from 

the const i tuent  was i n  w r i t i ng ,  presumably, a l l  contained i n  a  w r i t t e n  i nqu i r y  

from the congressional o f f i c e .  This i s  a  p a r t i c u l a r l y  innovat ive  evasion o f  

the quest ion and completely unresponsive t o  the OMB guidel ine, no t  even 

showing a need f o r  w r i t t e n  congressional i nqu i r i es .  

The Ind ian Claims Commission simply s ta ted t h a t  t he  on l y  records i t  maintains 

pe r ta i n i ng  t o  i nd i v i dua l s  are  commission employee personnel records. No 

discussion was made o f  i n t e n t i o n  t o  comply w i t h  the OMB guidance. 
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Although the Smithsonian I n s t i t u t e  has n o t  seen f i t  t o  pub l ish  any 

Privacy Act  gu ide l ines i n  t he  Federal Register t o  date, Ihave been 

assured the OMB gu ide l ine  has been c i r c u l a t e d  t o  several persons i n  t he  

i n s t i t u t e  so no. problems should a r i s e  regarding const i tuent  casework. 

The Nat ional Mediat ion Board s ta tes  t h a t  i t s  p o l i c y  since t he  

establishment o f  t he  board i s  t o  respond f u l l y  t o  a l l  congressional 

i n q u i r i e s  and i t  w i l l  cont inue to, so no s p e c i f i c  r egu la t i on  

i s  needed. 

A l l  o ther  responding agencies are  i n  some stage o f  implementing the 

guidef ine. Fourteen o f  these a're i n  the process o f  adopt ing the 

gu ide l ine  as an agency regu la t i on  and 17 have already done so. This 

includes HEW and i t s  component, the  Social  Secur i ty  Administrat ion, 

t he  e n t i r e  Department o f  Defense, the VetrLmns Admin is t ra t ion  and 

the  General Services Admin is t ra t ion  which cont ro ls  t he  M i l i t a r y  Personnel Records 

f a c i l i t y  and the Nat ional Personnel Records Center, both  i n  St.  Louis. 

NASA has agreed t o  implement t he  OMB guidance w i t h  t he  cond i t i on  t h a t  the 

congressional i n q u i r y  be made i n  w r i t i n g .  No mention was made by NASA 

t h a t  the const i tuent  i nqu i r y  should be i n  w r i t i n g  also. 

Iam i n  hopes t h a t  those agencies de1inquer.t i n  responding t o  my i n q u i r y  

w i l l  r e a l i z e  the importance o f  es tab l i sh ing  a un i form p o l i c y  o f  responding 

t o  congressional inqu i ry .  
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k n  the meantime, any agency t h a t  does no t  t h i nk  i t  can prov ide the 

congressional o f f i c e s  w i t h  personal in format ion i s  a t  l i b e r t y  

t o  gather in format ion requested through the congressional o f f i c e  and 

forward i t  d i r e c t l y  t o  t he  i nd i v i dua l  who i s  the sub jec t  o f  the record  

and request. 

Congressional o f e s  repo r t  t h a t  they have had few problems a t t r i b u t a b l e  

d i r e c t l y  t o  t he  Privacy Act  i n  obta in ing in format ion from agencies since 

the implementation o f  the rou t i ne  use regu la t ion .  Problems w i t h  the I m i g r a t i o n  

and Na tu ra l i za t i on  Service, Department o f  the Navy and o ther  agency components 

have been-quickly solved by r e f e r r i n g  agency o f f i c i a l s  t o  t h e i r  own pr ivacy 

regu la t ions,  o r  by con fe r r i ng  w i t h  pr ivacy p o l i c y  makers w i t h i n  the 

agencies. 

Iam r e f e r r i n g  copies o f  a l l  agency rescor.-es t o  my survey t o  t he  

OMB f o r  support i n  asking a l l  agencies t o  comply w i t h  the Oct. 3 gu ide l ine .  

Further, t he  Department o f  Jus t i ce  has declared i t s  support  o f  the gu ide l ine  

and i t s  i n t e n t i o n  t o  ask a l l  agencies t o  comply should there  be any agency 

t h a t  seeks t o  exclude i t s e l f  from the government-wide po l  i c y .  

One purpose o f  the Privacy Act o f  1974 i s  t o  ensure 

t h a t  in fonnat ion co l l ec ted  by federa l  agencies w i l l  be used only f o r  the 

purposes f o r  which 'it was co l lec ted.  The rou t i ne  use does not  enable congressional 

o f f i c e s  t o  c o l l e c t  in format ion t h a t  has no t  been s o l i c i t e d  by the sub jec t  o f  

the information. Should any congressional o f f i c e  knowingly and w i l l f u l l y  obta in  

a record on an i nd i v i dua l  from an agency under f a l s e  pretenses, the person 

responsible i n  t he  congressional o f f i c e  i s  g u i l t y  o f  a misdemeanor and sub jec t  

t o  a f i n e  o f  up t o  $5,000. * 
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I n  January, my s t a f f  conducted a survey of 'congressional o f f i c e s  t o  

discover how many are  c o l l e c t i n g  evidence t h a t  a request from the const i tuent  

has been received. Such evidence--a l e t t e r ,  s ignature form o r  o ther  authorizat ion-- 

i s  valuable f o r  the congressional o f f i c e  t o  have i n  i t s  f i l e s  should the sub jec t  

o f  any records request l a t e r  c l a im  he never made the request. Of course, under 

t he  OM0 gu ide l ine  as implemented by 31 agencies, t h i s  w r i t t e n  evidence need 

no t  be presented t o  t he  agency concerned. 

S ix ty -n ine representa t ives '  presented over 90 d i f f e r e n t  forms t o  

t he  subcon i t t ee .  Several others ,always ask const i tuents  t o  w r i t e  a 

l e t t e r  descr ibing, t h e i r  d i f f i c u l t y .  Many congressmen a lso make w r i t t e n  request5 
' 

t o  agencies about par t icu lar l ' y  sens i t i ve  cases. Only one o f f i c e  reported 

i t  never asks f o r  something w i t h  the const i tuents  signature attached. 

The forms used range from simple mimeographed consent forms asking 

on l y  the const i tuents  signature t o  detal:eo forms asking the const i tuent  t o  

present h i s  problem, support ing data and author iza t ion t o  t he  congressional 

o f f i c e  i n  order t o  pursue h i s  case w i t h  a p a r t i c u l a r  agency. A few o f f i c e s  

wise ly  note  where t he  request was received, on what date and who handled the 

request. 

Icomend these o f f i c e s  f o r  t h e i r  des i re  t o  comply w i t h  the Privacy Act 

t o  the f u l l e s t  and t h e i r  i n i t i a t i v e  i n  determfning t h a t  a requester i s  

who he claims t o  be. 

Facsimiles o f  several good forms w i l l  soon be ava i l ab le  i n  the 

Congressional Handbook publ ished by the J o i n t  Conunittee on Congressional 

Operations. 
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The subconunittee w i l l  cont inue t o  moni to r  the  cons t i t uen t  casework 

problem. Should any congressional o f f i c e  f i n d  an agency t h a t  i s  no t  

complying w i t h  the  OMB guidel ine, o r  i t s  own regu la t ion ,  I would appreciate 

having t h a t  in format ion  brought t o  nW a t t en t i on .  S im i l a r l y ,  I hope 

federa l  agencies w i l l  appr ise  me o f  problems they encounter i n  implementing 

t he  , regu la t ion .  
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 Gotrgres's' of tbe mniteb States' 

GOVERNMENT INFORMATION AND INDIVIDUAL RIGHTS 

SUBCOMMIITEE 


OF THE 

COMMIITEE ON GOVERNMENT OPERATIONS. 

December 22. 1975 

Honorable Roderick Hi1 1s 

Chairman 

Secur i t ies  and Exchange Comnission 

500 North Capi to l  S t ree t  

Washington, D. C. 20549 


Dear Chairman H i l l s :  

It .has recen t l y  come t o  w a t t e n t i o n  t h a t  many agencies have 
n o t  y e t  implemented the O f f i c e  o f  Management and Budget gu ide l ine  f o r  
the Privacy Act o f  1974 regarding congressional i n q u i r i e s  on beha l f  o f  
const i tuents. These agencies are  no t  re leas ing in format ion i n  response 
t o  telephone c a l l s  from congressional o f f i c e s  which a f f i r m  t h a t  a con- 
s t i t u e n t  request has, i n  f ac t ,  been received. I n  some cases, agencies 
are re fus ing t o  respond t o  i n q u i r i e s  even when the cons t i t uen t ' s  l e t t e r  
request ing help, o r  a form signed by the consr i tuent  author iz ing t he  
congressman t o  help, has been forwarded t o  t he  appropr ia te  d i v i s i o n  
w i t h i n  the agency. 

When the Privacy Act  became e f f e c t i v e  on September 27 o f  t h i s  year,  
t h i s  Subcorni t tee was overwhelmed w i t h  complaints from Members o f  Congress 
because execut ive agencies were re fus ing  t o  deal w i t h  congressional 
i nqu i r i es  and were c i t i n g  t he  Privacy Act  as t he  reason. 

As a r e s u l t  o f  over a week o f  meetings between nlyself, congressional 
representat ives, t he  OMB, and agency representat ives, Or18 D i rec to r  James 
Lynn issued the f o l l ow ing  d i r e c t i v e  on October 3: 

Disclosure may be made t o  a congressional o f f i c e  from 
the record  o f  an i nd i v i dua l  i n  response t o  an I nqu i r y  
Prom the congressional o f f i c e  made a t  the request o f  t h a t  
i nd i v i dua l .  

1. 
The guidel ine, a copy o f  which i s  enclosed, appeared i n  the 

Con ress io  a1 Record o f  October 6, 1975. and t he  Federal Register o f  
t & E $ T 9 7 5 .  

Representatives o f  t he  Defense Department, t he  Veterans Administrat ion, 
and the Department o f  Health. .Education. and Welfare qu i ck l y  assured me 
t h a t  t h e i r  departments would amend t h e i r  regu la t ions t o  permi t  release o f  



Honorable Roderick H'ills -2- December 22, 1975 

a cons t i t uen t ' s  personal data t o  congressianal o f f i c e s  upon telephonic assur- 
ance t h a t  the request f o r  congressional help had been made by the const i tuent .  

I am w r i t i n g  now t o  ask whether your agency i s  complying w i t h  the 
OM9 guidel ine. As you may know, the gu ide l ine  provides t h a t  i f  a 
const i tuent  has asked f o r  assistance, the Representative should in form 
the agency o f  t h a t  f ac t .  The gu ide l ine  does no t  r equ i re  t h a t  the 
request be I n  w r i t i ng ,  o r  t h a t  i t  be presented t o  the agency. 

' 
Please supply t he  Subcomnittee w i t h  a copy o f  your agency's 

regu la t i on  implementing the OMB gu ide l ine .  I f you have no t  y e t  implemented 
the OM0 language, please in form the  Subcomnittee o f  your reasons f o r  n o t  
having done so. 

Thank you f o r  your prompt a t t en t i on  t o  t h i s  important matter.  

s incerely.  ., 

BELLA 5. ABZUG 
Chairwoman 

cc: 	 James Lynn, D i rec to r  
O f f i c e  o f  Management and Budget 

Enclosure 



OFFICE OF THE ASSISTANT SECRETARY OF DEFENSE 

WASHINGTON. D.C. 20301 


MENORANDJM FOR Secretaries of the Military Departments 
Chairman of the Joint Chiefs of Staff 

Director of Defense Research & Engineering 
Assistant Secretaries of Defense 

General Counsel 

Director, Telecommu.~ications and Command 


and Control System 

Assistants to the Secretary of Defense 

Mrectors of the Defense Agencies 


SUEUTCT: Defense Privacy Board Decision Memorandum 76-1 


The purpose of this Decision Memorandum is to prdae Privacy 
Board determinations regarding specific questions involving the 
Privacy Act - and in certain cases the Freedom of Information Act -
to all Ikpartment of Defense Coqonents for their information in 
implementing the Privacy Act of 1974 (P.L. 93-579, 5 U.S.C. 5528). 
The attached numbered determinations represent a cor@ilation of 
various issues concerning the Privacy Act that have been ?resented 
for resolution to the Defense Frivacy Board bg Components. Only 
those determinations sre included which appear to have commonality 
to all Com~onents and as further Privacy Act questions are presentea 
and resolved in the future, the additional determinations of general 
interest will be issued as a continuing series. 

a u / &  

D. 0. Cooke 

Deputy,Assistant Secretary of Defense 

Attachments - 23 



PRIVACYACT - PRovmmG WAGE AND E ~NINGSTATEMENTS(w-2 FORMS) FOR 
MILITARY PERSONNEL TO STATE AND MCAL TAX AUTHORITIES 

The question presented is whether the Privacy Act permits the dis- 

semination of wage and earning information on W-2 Forms to state, local 

and other taxing authorities. The information contained on W-2 Forms 

pertaining to members and employees is required to be disclosed to state 

and local taxing authorities under the Freedom of Information Act, 5 U.S.F 

552. No accounting of such disclosures is required. To the extent that'. 

the dissemination of such data could be considered an invasion of personal 

privacy, on the balance, any potential harni which may be sufferedpy a 

military member is far outweighed by the public interest in the dissemira- 

tion of such data. 




PRIVACY ACT - APPLICABILITYTO DECEASED PERSONS 

The question presented is whether data concerning deceased service 

members/employees such as: dates of service, date and place of birth, 

date and geop-aohical location of death, place of burial and service 

number, may be released under the Privacy Act. 


The Privacy Act, as interpreted in the OMB guidelines of July 9, 
1975, does not protect the records of deceased individuals from disclosure. 
Generally, in the case of decedents, this information may be disclosed. 
The Freedom of Information Act, however, authorizes withholding of some 
data to protect the privacy of next-of-& in unusual circumstances not 
aadressea here. 



PRIVACY ACT - DISCLOSURE OF PERSOIW R?XORDS OF PERSONS MISSING M ACTION, 
OR OTHERIJISE UNACCOUNTZD FOR CONTAINED IN A SYSTEM OF RECORDS TO THEIR 
NEXT-OF-KIN , 

The question presented is what personal information relating to persons 
miselng in action or Otherwise unaccounted for may be disclosed under Uta-
Privacy Act. If a legal guardian has been appointed by a court of competent 
jurisdiction for a member who is missing in action or othelrise unacco 
for, then the -dian would be in the position of the member and h a v e d  .., 
same rights of access to records as the member would have. See 5 U.S.C. 
552a(h). If a guardian has been appointed, personal records which are con- 
tained in a system of records and relate to the missing member should not 
be disclosed to other persons without the written consent of the guardian, 
unless disclosure is otherwise authorized by Section (b) 5 U.S.C. 552a. In 
those instances where no guardian has been appointed, only that information 
which is required to be disclosed under the Freedom of Information Act m y  
be provided to a primary next-of-kin under the provisions of the Privacy Act. 
In determining exactb what information must be disclosed, under the Freedom 
of Inlormation Act, a balancing test which weighs the public interest of 
disclosure against the potential invasion of personal privacy must be made 
in each instance, which considers the particular rircumstances of each case. 
Because the facts and needs will differ in each c . . e ,  the balancing test 
may require disclosure of information in one circ.:stance but deny disclo- 
sure of the same information in another circumstance. See Getman v. E, 
450 F. 2d 670 (M:Cir 1971), app'l for stay of order denied-u, S. 1204 
(1971); Robles v. Environmental Protection Agency, 484 F. 2d 843 (4th Cir 
1973); ~ m b b y ,  United States Bureau of Alcohol, Tobacco USA, Inc. v. 
and Firearms, 502 F.2d 133 (3rd Cir 1974). &ch instance where personal 
information is requested muat be considered on a case-by-case basis. Be-
cause of the unusual circumstances involved when a aervice member is missing 
ln action or otherwise unaccounted for, considering the balancing of interests, 
the Freedom of Information Act would generally require disclosure of personal 
information to the next-of-kin of members missing in action. Although dis- 
closure of personal information to next-of-kin would be req~ired, it is believed 
that the intereets of privacy would greatly outweigh the need to disclose this 
ssme information to other third parties. Hence, such information should not 
be disclosed to other than the next-of-kin unless specifically authorized 
under 5 U.S.C. 552s(b). 



- ?  -

PRIVACY ACT - CORRECTIONS OF MILITARY RECOW PERMITTED UNDER TIIE ACT 

This addresses the question of when requests for correction of records 
should be processed under the Act and when an individual must go to the 
Bosrd for Correction of Military or Kaval Records. The question to be pre- 
eented is whether 5 U.S.C. 552a(d)(2) permits an individual to request all 
corrections he believes warranted in his records, that are maintained in 
a system of records, under the Privacy Act. This question bears on the ,-,.. 
relationship of Privacy Act amendment process to the statutorily crest& , 1 '-
Board for Correction of Military or Naval Records proaess. One of the 
mein purposes of the Privacy Act was to insure that personal records re- 
lating to individuals were maintained accurately so that informed decisions 
based upon those records could be mede. The Privacy Act amendment prwision 
permits an individual to request factual amendments in his records which are 
maintained in a system of r e c o r d s m o e s  not ordinarily permit correction 
of judgmental decieions such as efficiency reports; selection and'promotion 
board reports. These judgmental decisions should be challenged at the Board 
for the Correction of Military or Naval Records which by statute, 10 U.S.C. 
1552, is authorized to mke these determinations. While factual amendments 
may be sought under both the Privacy Act and the Board for Correction of 
Military or Naval Records, corrections other than factual natters ordinarily 
fall outside of the provisions of the Privacy Act and are in the purview of 
the bard for Correction of Military or Naval Records. If a factual matter 
is corrected under the Privacy Act procedures, any subsequent judgmental 
decisions that may have been affected by the factual correction, if contested, 
should be considered by the Board for the Correction of Military or Naval 
Records. 

- A 



PRIVACY ACT - APPLICABILITY TO NATIONAL GUARD RECORDS , 

The question presented is whether the Privacy Act applies to records 
maintained by the National Guard. As used in the Privacy Act, "maintain" 
connotes the various records keeping functions to which the Act applies, i.e., 
maintaining, collecting, using, and disseminating as well as control over 
and hence the responsibility and accountability for systems of records (oMB 
C i r .  No. A-108, 40 FR 23948, 28954 (1975)). c' * *  ;', -? 

Section 275, title 10, United States Code, requires that each armed 
force maintain personnel records on each member of its reserve components. 
The reserve components of the Anqy and the Air Force include the Arry and 
Air National Guards of the United States respectively, (10 U.S.C. 261), 
which are composed of federally recognized units and organizations of the 
Amy or Air National Guard and members of the Army or Air National Guard 
who are also Reserves of the Amy or Air Force respectively (10 U.S.C. 
3077 and 8077). The mandate of section 275, title 10, United States Code, 
requires the Depariments of the Army and the Air Force to maintain personnel 
records on all mexbers of the federally recognized units and organizstions 
of the Amy and Air National Guards and on all members of the Army or Air 
National Guards who are also reserves of the Army and Air Force and are 
'bintained" by the Aroly or Air Force for the purposes of the Privacy Act. 
It is noted that these records are not all located at the National Guard 
Bureau. Some are located at the state and physically maintained b~the 
state adjutant general. It is not, however, necessary that the records be 
physically located in the agency for them to be maintained by the agency 
(see OMB Cir. No. A-108, supra). The records located at the state level 
are under the direct control of the A r q  or Air Force in that they are 
maintained by the state as prescribed by regulations (NGR 600-200 and AFR 
35-44)which implement section 275, title 10, United States Code, and are 
promulgated pursuant to the authority of the Secretaries of the Army and the 
Air Force (10 U.S.C. 280). These records are therefore, Army or Air Force 
records and subject to the provisions of the Privacy Act.. 

The determination that these records are subject to the Privacy Act 
does not mean that they cannot be used by the members of the state national 
guards unless such use is listed as a routine use and an accounting is kept. 
m e  state officials who use and maintain these records are members of the 
reserves (members of the Army or Air Force National Guard of the United 
States), and disclosure to them for the performance of their duties is a 
disclosure within the Department of Defense'which does not require a routine 
use or an accounting. 



- 6 -

PRIVACY ACT - FEE ASSESSMENT TO CONGRESSMW OR RECORDS FURNISHED WHICH 
ARE SU5JECT TO THE PRIVACY ACT 


The question presented is whether members of Congress should be charged 

for records provided at their request under the guidance contained in DoD 

Directive 5400.11. Section (f)(5) of the Privacy Act states that each agency 

shall "establish fees to be charged, if aoy, to any individual for making 

copies of his record...". OMB guidance and DoD Directive 5400.11 both point 

out that if a fee is charged, only the direct cost of making the copy may 

be collected. This guidance also states that if copying is the only means 

whereby the record can be made available to the individual, reproduction 

fees will not be assessed. 


Therefore, the charging of a fee is a discretionary matter on the part 

of the agency. In view of this, it is proposed that fros a policy stand- 

point, DoD not charge Congressmen for records furnished when requested under 

the Privacy Act, unless the charge would be substantial. In no event should 

a fee below $25.00 be determined substantial. It is reconmended that in 

constituent inquiries where the fce is v~totcntial, a suggestion should be 

made that the Congressman advise his constituent that the information may 

be obtained by writing the appropriate office and payment of the cost of 

reproduction. Additionally, the record may be examined at no cost if the 

constituent wishes to visit the custodian of the record. 


http:5400.11


PRIVACY ACT - R E W E  OF HOME OF RECORD TO MEMBERS OF CONGRESS 

The question presented is the propriety under the Privacy Act of 1974 
(5 U.S.C. 552a), of releasing a service member's 'home of record" from his 
service record to an inquiring Member of Congress or Congressional staff 
member. The new routine use provisions for DoD Systems of Records published 
on 9 October 1975 (40 FR 47748) which became effective on 8 November 1975- - -
are sufficiently broad to permit the release of home of record informa r""..: . 
to a Member of Congress or Congressional staff member who is =king an inppirg '-
of a DoD Component at the request of the subject service member, even if the 
subject member's request did not concern that particular portion of the ser- 
vice record. 

It should be noted, however, that the service.record entry for home'of 
record is intended only to reflect the service member's home at the time 
of entry into the service or call to active duty. It may not reflect the 
member's current legal residence or domicile for voting purposes, and the 
Member of Congress or Congressional staff member may be more interested in 
the subject service member's legal residence as entered on a W-4 form by 
the service member and as reflected by the member's pay record. Any release 
of home of record information to a Member of Congress or to a Congressional 
staff member should be caveated with the notation that it only reflects the 
home address at the time of entry into the service or call to active duty. 



PRIVACY ACT - DISCLOSURF: ACCOUNTING FOR REO& DISCLQSED THROUGH MILITARY 
LEGISLATIVE LIAISON CHANNEIS 

The question presented is what procedures and divisions of responsi- 
bility should be established by military departments to ensure the prepara- 
tion of required disclosure accountings where information concerning indi- 
viduals is disclosed to Members of Conaess through departmental legislative 
liaison channels from records maintained by other activities, with the ossmi?. 
of the individuals concerned, pursuant to the newly effective DoD "rougne . , 
use." It is noted that, under subsection (c) of the h-ivacy Act of 1974 
(5 U.S.C. 55%) disclosure accountings apparently are required in instances 
of consensual disclosures and disclosures made pursuant to subsection (b) (3). 

Where a disclosure is msde directly to a Member of Congress by an acti- 

vity having custody of the record that is disclosed, no substantial. question 

exists under present DoD policy as to that activity's responsibility for 

maintaining an appropriate record of the disclosure for future accenting 

purposes in accordance with that activity's procedures implementing the 

FTivacy Act. A more difficult administrative problem arises, harever, where 

the requested information is transmitted by the custodial activity to the 

legislative liaison activity for retransmittal -- possibly in a form that 
deletes some data furnished by the custodial activity, or that consolidates 
the information with information from records in the custody of other acti- 
vities -- to the requesting Member of Congress. In the latter situation, 
it might frequently be impossible for the custodial activity to discharge 

the systems manager's res~onsibility of compiling and maintaining an accurate 

record of what was actually disclosed to the requesting Congressional office 

unless the custodial activity receives feedback from the legislative liaison. 


It is questionable whether an attempt should be made to resolve the 

problem on a DoD-wide scale, because the formulation of specific procedures 

and responsibilities in connection with maintafning records reqiaired for 

disclosure accounting purposes apparently will involve consideration of a 

number of factors which will vary among the different military departments 

and other DoD Components, such as internal organizational relationships, a 

Component's prescribed methods and responsibilities for responding to Con- 

gressional inquiries and possibly the characteristics of the particular 

records and record systems involved. 


It is recommended that the liaison activity prepare a disclosure accoun-

tingto be maintained by the custodial activity. In each case where information 

is disclosed as a routine use, a record of disclosure should be made and main- 

tained for five years or the life of the record, whichever is longer. There-

fore the discloser of the information should make a record of disclosure 




vhich contains, as a minimum, the name, rank, grade or rating, social 

necurity number of the person from whose record disclosufe is made; the 

date, nature and purpose of the disclosure; and the name of the person to 

whom the disclosure is made, and the Member of Congress for whom he works. 

The name, rank, grade or rating, duty station, and where applicable, office 

title of the person making the disclosure should also be included. This 

record of disclosure should then be forwarded to the person who maintains 

the record from which the disclosure is made, or such activity as is desig- 

nated by competent authority. 




PRIVACY ACT - DEFINITION'OFA "MINOR" 

!l%e question presented is who is a 'Mnor" for purposes of the Privacy 

Act. The Privacy Act provides that the parent of any minor may act on be- 

half of that individual., OMB guidelines stress that this provision is in the 

alternative and permissive and thereby not construed as limiting the minor's 

right to access. 


Under common law, a minor is a Inale or female child under 21. This 
definition is generally accepted unless modified by state law or unless the 
minor is emancipated by agreement between the parent and child, by enlistment 
in the military, by marriage, or by court order. In the view of the hivacy 
Board, the determination of minority wodd normally be dependent upon the 
state Law where the minor is located. Determination therefore must be made 
on B case by case basis. In making these determinations, close attention 
should be given to the growing body of law allowing minors to make medical 
decisions about themselves without parental consent and the implied or express 
right of privacy of the minor contained therein. 

Members of the armed forces are considered emsncipated for purposes 

of the Privacy Act. 




PANACi ACT - THE W E  07 ~ ~ N A T I O ~FROM CONF'IDEMTAL SOEXES BY INVESTI-
GATIVE ACTIVITIZS IN L3ZLATIOBTO 0146 WIDEL-

The qllestion resented is whether the OI4B guidance on section (k)(2) of 
the privazy Act reqlires.disclosure of a confidential source if the individual 
concerned was denied a right, benefit or privilege as a result of the infar- 
mation received. Normally, investigative activities will list interviewees,-:-- 
companies, firm or agencies as confidential sowces in reports of inwiea- j
tion when the releasor of the informatian specifically requests confiddntiilb* 
88 a condition precedent to providing the information. 

Subsection (k)(2) of the Office .of Elaasgement and Budget (OMB) Privacy 

Act Implementation Guidelines states, in part, the following concerning con-

fidential source information: 


"Rarthenaore, the acceptance of this section in no way precludes an in-
dividual from knowing the substance and source of confidential information, 
should that information beTsed to denjr him a promotion in a government job, 
or access to classified information or some other right, benefit, or privilege 
for which he was entitled to bring legal action when the goverment wished 
to base any part of its legal case on that informtion. " (emphasis ~li~~lied) 

Investigative activities are coscerned about the possibility of ah indi-

vidual reqaestor taking adverse action based upon confidential source infomtion 

in the report of investigation which could result in having to divulge the 

identity of the oonfidential source. 


That portion of the quoted OMB language relating to an individual ". . . 
knouing the substance and source of confidential information..." appears to 
be in direct conflict w i t h z f  the preceding language of subsection (k)(2) 
of the guidelines, which aroviaes very clearly forwithholding the identity 
of a source in a proper case. OMB was queried concerning this apparent conflict 
and advised that the quoted section of Senator Ervin's statement relates not 
to the administrative process of declining to identify a source pursllant to 
to a u b s ~ c ~ ~ @ ~ o f  the Act, but to the requestor's judicial remedies 

afforded by the Discovery Rules and subsection (g)(3)(~)ofthe~ct. 


In view of the foregoing, no objection is perceived as to the current 

administrative procedures of investigative aotivlties of utilizing confidential 

sources in reports of investigations, which appear to be consistent with the 

Privacy Act and the OM.guidelines. 




PRIVACY ACT - APPLICATION OF ACT TO INF'ORMATPON FROM HCSPITAL COMMITPITEE 
MIN(JTES 


The question presented is whether hospital committee minutes must be 

provided to patients or physicians under the Privacy Act. Hospital committee 

minutes such as medical audit, tissue, utilization, medical records and 

credentials, are not filed and indexed under the name or identifying number 

of the patient or physician. These minutes are not systems of records which 

are subject to the requirements of the Privacy Act. Therefore, access to 

these minutes need not be granted to the patient/physician under the hivacy 

Act. 




PRIVACY ACT - ACCOUNTING .FOR MASS DISCLOSURES OF PERSONAL INFORMATION TO 
m m  AGENCIES 

m e  question presented is whether inter-agency support agreements could 

be negotiated which would negate the requirement to account where "mass" 

disclosures are made to other specific agencies such as GAO. 5 U.S.C. 552a(c) 

requires that, except for intra-agency disclosures made pursuant to the Freedom 

of Information Act (FOIA), each agency keep an accurate accounting of all 

disclosures made from systems-of records under its control. Generally, mass 

disclosures made to other government agencies fall under this requirement 

and an accounting is required. 


Neither the Act nor OMB guidelines, however, specify a form for main- 

taining this accounting. They require only that an accounting be msintained, 

that the accounting be available to the individual named in the record and 

for use to advlse of corrections of records and that it be maintained in 

such a way that a disclosure of records may be traced to the records disclosed. 

Specific records need not be marked to reflect disclosure unless necessary 

to satisfy this tracing requirement. 


Accordingly, with respect to mass disclosure, if the disclosure is of all- 
records or all of a category of records or of records released at the request 
of the individuals, e.g., with transmittal of payroll checks to banks, it 
should be satisfactory simply to identify the category of records disclosed 
Including the other information required under 5 U.S.C. 552a(c) on some com- . 
prehensible form and make that form available, as necessary, to satisfy the 
accounting of disclosure provisions of the Act. SMlarly, if the disclosures 
occur at fixed intervals, a statement to this effect, as opposed to a statement 
at each occasion of release, should satisfy the accounting requirement. If the 
mass disclosure is not of a complete category of records but, for exwqle, a 
random selection within a category, then the above information with a list of 
the individuals' records disclosed could be maintained. Apprwriate officials 
could then review this list, as necessary, to provide information to satisfy 
the accounting provisions of the Act. 

It is not deemed appropriate to enter into inter-support agreements wlth 
the General Accounting Office (GAO) since they are not an executive agency and 
the requirement to account for disclosure to GAO is specifically provided for 
in the Privacy Act. However, inter-agency support agreements may be entered 
with other executive agencies as specified in DoD Directive 4000.19 and 
authorized by the OMB guidelines. 



PRIVACY ACT - REZEASE OF PERSONAL INFORMATION TO STATE AG!3iV.XES TO VALIDATZ 
UN~PLOYMENTCOMPZNSATION CLAIMS OF FORMER mmL EMPLOYEESAND MILITARY 
MEmERS 

The question presented is the propriety under the Privacy Act of 1974 

U.S.C. 552a) of releasing information from employment or service records 

req~ired by 5 U.S.C. 8506 and 8523 to State agencies administering unem-

ployment compensation claims. The latter two sections require Federal agen-. 
cies, under suecified circumstances, to provide to appro3riate State enciei; 2 
personal information, including the period of Federal or military ser*~, 
if any, the pay grade or amount of Federal wages and allowances, the reasons 
for termination of Federal service or discharge from military service, and the 
conditions under which a military discharge or resignation occurred. 

Portions of the required information m y  be released to any requestor 

pursuant to the Freedom of Information Act and subsection (b)(2) of the Privacy 

Act of 1974, such as the period of Federal or military service and the pay 

grade and aount of wages and allowances received (see subparagraph B.2. of 

enclosure 5 of DoD Directive 5400.11 of August 4, 1975, Subj: Personal 

Privacy and Rights of Individuals Regarding Their Personal Records). Infor-

mation concerning the reasons for termination or discharge and the conditio~s 

of discharge could only be released pursuant to the advance written consent 

of the subject individual provided by the State agency under subsection (b) 

of the Privacy Act of 1974, or pursuant to a routine us5 established for the 

appropriate systems of records ~ursuant to subsections (b) (3), (e)(4)(~) and 

(e)(ll) of the Privacy Act of 1974. It should be noted that DoD Components 

have published routine uses of personal records systems which are sufficient 

to permit this disclosure. 


Likewise, the routine use provisions of the Civil Service Commission 

System Notice for "General Personnel Records---CSC" published on 27 August 

197.5 (40FR 3945) contain the following statement, "Information in these 
systems is used or may be used . . . (for disclosure to a) state, county 
(or) municipal, or other publicly recognized agency of information needed to 
adjudicate a claim for benefits under the BRIOH or the recipient's benefit 
program . . ." 



PRIVACY ACT - R E W E  OF GEOGRAPHICAL LOCATION OF PLACE OF DUTY 

The question ?resented is whether.the geogcaphical location of an 
individual's place of assignment m y  be disclosed under the Privacy Act. 
DoD Directive 5400.11 provides that certain personal information is re- 
leasable without an unwarranted invasion of privacy, examples include: 
"salary, present and past duty assignments, future assignments which have 
been finalized, office phone numbers. .." Civilian employees of the Military 
Departments are subject to the release of their office address under the 
same directive, as provided by the Federal Peraonnel Manual. "Duty assign- 
ment" of current directives is interpreted to include: office address, duty 
station address and geographical location. Therefore, a request under the 
Freedom of Information Act for informstion about the geographical location 
of assignments is releasable unless classified. 



~ ~ ~ ~ 

-- 

PRIVACY ACT - RFLEASE OF INFORMATION COEPTAIXED IN MILITARY PERSONNEL RECORDS 

The question presented is what information from personnel records is 

releasable to the public. 


Decedents: The definition of the term "individual" in the Privacy Act 
clearly implies that the status only applies to living persons. 

#, "-,3L >W I B t e  of Birth) : Generally releasable under the FOIA exceptibn (GI.., 
There is little to commend an argument that releasing this data would consti- 
tute an unwarranted invasion of privacy. Public records gertaining to age 
are legion, including officer lineal listings. It has been traditional 
practice to release this information in news stories. 

Home of Record: No general rule for the disclosure of an individual's 
home of record can be adopted because of the wide differing circumstances 
that are present in requests for this item of informtion. As the facts and 
needs will differ in each particular circumstance, a balancing test aust be 
made on a csbe by case basis. See Getman v. NLJSB, 450 F. 28 670 ( ~ 3 - C i r  1971), 
app'l for stay of order denied, 404-u.S.1204(1971) . Robles v. En. .:.onmental 
hotection Agency, 484 F. 2d 843 (4th Cir 1973); 'ding E & x  ~ s . 4 
United States Bureau of Alcohol, Tobacco & ~irear-02 F. 2d 133 (3rd Cir 
194). However, home of record may usually be released if no street address 
is given. In most cases, in response to questions, an individual's present 
geographical location, i.e., Cleveland, Ohio, may be provided but not the 
individual's street address. The street address may not be released without 
individual consent or a determination of overriding public interest. 

Whenever feasible, the desires of the individual or next-of-kin with 
regard to disclosure of the home of record should be ascertained and con- 
sidered. In many instances consent to release may be obtained thus obviating 
the problem. However, the desires of the individual or next-of-kin arc not 
necessarily controlling and when a n  objection to release is made, a balancing 
of interests under the FOIA may still require disclosure. 

Mrital Status: i.e. married or not married, is disclosable as it is 8 

matter of public record and is disclosable under FOX. 

Dependents: Names, sex, age and number of dependents may be disclosed 

under FOIA. 


Awards and Decorations: Generally releasable under the FOIA exception 
or source other than official record. The presentation of an award or decora- 
tion is generally a public event, usually the subject of some publicity in 
the local facility newspaper, and in the case of u n y  awards and decorations 



there is a visible token thereof worn upon the uniform. There is simply 

no basis to claim an unwarra~ted invasion of privacy. 


-g : Generally releasable under FOIA exception. DoD 
Directive 5 00 11 provldes in paragraph B. 2., enclosure 5, that such infor- 
mation may be released. Information as to the major area ofsatudy,-schoal, 
year of graduation and degree are generally releasable under the FOIA. 

kace: To release information departmental records regarding race may 
constitute an unwarranted invasion of privacy. While the relevance Of rac 
to a news story ap2ears to be qdestionable, and routinely providing such 
information would appear to be questionable as a matter of sound policy, 
it is recognized that on occasion a specific request may be made for such 
information in circumstances in which it is relevant - - e.g., a racially 
oriented protest or altercation. If it is essential to respond to a media 
query and the information may be obtained from sources (racial categories 
often are discernible upon sight) other than official records, there would 
appear to be no legal prohibition to its release. 

Character of Discharge: In the case of discharges resulting from sd- 
ministrative processing, the character of discharge is not a matter of public 
record, and the procedures and/or hearing leading to discharge are not public. 
The Department of Defense has gone .to peat lengths to preserve the confiden- 
tiality of the character of discharge - - e.g., removal of SPN numbers from 
the DD-214. The release of this information to the general public has thus 
been viewed as an unwarranted invasion of privacy and not releasable under 
the Privacy Act unless the individual provides his written consent. In the 
case of discharges premised under courts-martial, the proceedings and record 
are exempt from the restrictions of the Erivacy Act by virtue of the fact that 
the Act incorporates the definition of "agency" found at 5 U.S.C. 551(1) which 
specifically excludes courts-martial (see 5 U.S.C. 551(l) (f ) )  . The proceedings 
are public. Therefore, the approved sentence and subsequent clemency action, 
if any, are releasable under the FOIA. 

Duty Status at a Given Period of Time: This is releasable under the 

FOIA exception. Paragraph B.2. enclosure 5, DoD Directive 5400.11, speci- 

fically permits the release of information regarding duty status as specified 

in appropriate Component directives. Release of information such as the fact 

of unauthorized absence/desertion, hospitalization, in hands of civil authori- 

ties awaiting trial, and confinement by military authorities awaiting trial 

is permitted. When an individual is hospitalized, it is oermissable to disclose 

his general condition, i.e., critically ill, good cohdition, etc. 


Decisions of Personnel Boards (release after decision by highest-authority) : 
Releasable under FOIA exception, if the board action applies to a category of 
persons, as opposed to an individual. Otherwise unreleasable. There are a 
v i a d  of personnel board actions which are accomplished each year. Some affect 

http:5400.11


groups of persons, e.g., promotion boards, auguebtation boards, others 

affect individuals, e.g., administrative discharge boards, aviator flight 

boards. Results of the former group have traditionally been released to 

the press. DoD Directive 5400.11 implicitly recognizes the public nature of 

such boards by including promotions and by analogy other similar board actions 

as being a matter within the public domain and releasable. See paragraph B.2. 

of enclosure 5. The results of the latter category of boards have not been 

traditionally released, the board proceedings are not public, and the nature 

of the action taken, often adverse, warrants preservation of its confidentiality. 

Information may be confirmed which has become a matter of public knowledge 

by the action of the individual or his counsel. 




PRIVACY ACT - PROVIDING INFORMATION ON FEDERAL EMPLOYEES AND MILITARY 
MEMBERS M FINANCIAL INSTITUTIONS 

What information may be provided concerning Federal employees and mili- 

tary members in response to a credit investigation inquiry by a credit bureau 

or other representative of the credit granting industry? 


Subparagraph B.2. of enclosure 5 of DoD Directive 5400.11 of August . . 
4, 1975, Subj : Personal Privacy and Rights of Individuals Regarding ~hfir' ,: , 2 
Personal Records, provides that information concerning a military member 2 

rank, date of rank, salary, present and past duty assignments, future assiga- 
ments Which have been finalized, office phone number, and office address m y  
be provided to any member of the public pursuant to the Freedom of Inf?rmation 
Act (5 U.S.C. 552) and subsection (b)(2) of the Privacy Act. This information 
as well as other similar information such as the member's length of military 
service and duty status may be provided by any DoD activity unless the infor- 
mation has been classified in the interest of national defense or foreign 
policy. 

It is further noted in this regard that subchapter 7 of chapter 294 of 

the Federal Personnel Man-~ai 
authorizes the release of information concerning 

a Federal civilian employee's present and past position titles, grades, salaries, 

and duty stations (including office address) to the public if the information 

is not classified and is not being sought for political or commercial solicitation 

purposes. The cited aubchapter further provides that credit firms may be pro- 

vided more detailed infomation concerning tenure of employment, Civil Service 

status, length of service in the agency and the Federal Government, and certain 

information concerning the separation of an employee. It is considered that 

the Federal Personnel Wnu& provisions are consistent with the provisions of 

the Privacy Act and Freedom of Information Act in this regard. 


Where release of particular information requested by a credit bweau would 

not be authorized under the provisions described above, any personal information 

may be disclosed from military or civilian personnel records by DoD Components, 

pursuant to subsection (b) of the Privacy Act, when there is written consent 

of the subject employee or military member specifically authorizing the release 

of the requested information. 


See also a notice concerning Military Bsnking Facilities in the Federal 

Register of 13 February 1976 (41 FR 6779). 




PRIVACY ACT - DISCLOSURE OF PHOTOGRAPHS IN '&E CUSTODY OF THE DEPAR-
OF DEFENSE 


I h e  question presented is whether official photographs in the custody 
of the Department of Defense m y  be released to the public and if a Privacy 
Act advice must be given'when a photograph is taken. Photographs taken for 
official puqoses of members of the armed forces and DoD employees are gen- 
erally releasable under the Freedom of Information Act, 5 U.S.C. 552a(b)(2) 
unless the photograph depicts matters that if disclosed to 2ublic view would 
constitute a clearly unwarranted invasion of personal privacy. Generally, 
award ceremony photographs, selection file photographs, chain of command 
photographs and similar photographs are releasable. When such photographs 
are taken, it is not the collection of information contemplated by section 
(e)(3) of the Privacy Act and no Privacy Act advice is required. 



PRIVACY ACT - DISCLOSURE' OF RECORE FROM SYSTEMS OF RECORDS TO A COITI'RACTOR 
PURSUANT TO A CONTRACT 

The question presented is whether disclosure of personal records from 

a system of records to a contractor for the performance of a contract may 

be disclosed under section (b)(l) of the Privacy Act. The disclosure of 

records from system of records to a contractor pursuant to sections 3(b)(l) 

and 3(m) of the Privacy Act requires neither consent of the individual nor 

maintenance of a disclosure accounting record. 


Section 3(m) of the Privacy Act, as interpreted by the Office of knage- 
ment and Budget implementation guidelines (~ederal Register, Volume 40, Number 
132, pages 28975-23976) sets forth the ~iecessary guidance in this matter. 
It provides that a system of records operated under contract to accomplish 
an agency function, is in effect deemed to be maintained by the agency. Under 
these guidelines, disclosures of personal information between an agency and 
its contractors fall under subsection 3(b)(l) of the Act, i.e., "to those 
officers and employees of the agency which maintains the record who have a 
need for the resord in the performance of their duties." The Frivacy Act 
does not impede disclosure of information to a contractor and system notices 
do not reqlire any change to reflect use by a contractor. 



PRIVACY ACT - APPLICATION OF LAW ENFORCEMENT PROVISIONS TO STATE AND LQCAL 
PROBATION, PAROLE OFFICERS, PENAL, MENTAL, AND/OR CORRECTIONAL INSTITUTIONS 

UNDER THE PRIVACY ACT 


The question presented is whether state and local penal, mental and 

correctional institutions as well as probation and parole officers are 

law enforcement agencies within the provisions of the Privacy Act. Criminal 

law enforcement agencies and criminal justice means any activity pertaining 

to crime prevention, control or reduction, or the enforcement of the criminal 

law, including, but not limited to police efforts to prevent, control, or 

reduce crime or to apprehend criminals, activities of courts having criminal 

jurisdictions and related agencies (including prosecntorial and defender 

service), activities of cerrectional, probation, or parole authorities, and 

pro@xms relatingto the prevention, control, or reduction of juvenile de- 

linquency or narcotic addiction. 


Criminal law enforcemen* agencies are those local, state, or federal 

agencies thereof, such as those described above, including probation officers, 

which perform the administration of criminal justice pursuant to lawful 

authority. 




PRIVACX ACT - FORMAT FOR 'PFXVACY ACT STA-

The question presented is what format should be followed i n  pr in t ing  
Privacy Act statements. The placement of the  Fi-ivacy Act statement i n  a 
form should be in the fojlowing order of precedence: 

1. Enclofied i n  t he  body of t he  form, preferably below the  t i t l e  and 
poSiti0ned i n  such a manner t h a t  the  individual w i l l  be advised of t he  in- 
formation required by the  Act, or a statement shoving the  location of t h i s  
information before he begin6 t o  Avnish any of t he  information requested. 

2. Placed on the  reverse of t he  form with an appropriate notation 
under t he  t i t l e  of its location. .' 

3. Attached t o  the  form a s  a tear-off sheet. 

4. Issuea a s  a separate supplement t o  t he  form. 



PRIVACY ACT - PRIVACY ACT STATEXWE FOR INSPECTOR GETEWL COMPLAINT FQk3 

!be question presented is whether or not a bivacy Act advice (5 U.S.C. 

552a, (e)(3)) is required for Inspector General Complaint forms. This 
question arises because the Component does not initiate a request for infor- 
mation from the individual, but only asks for certain information in order 
to respond to a complaint which was voluntarily initiated by the individual 
himself. The initiation of a course of action by the voluntary action of an 
individual does not preclude theneed for a Privacy Act statement. The purpose 
of providing a Privacy Act statement is the notion of informed consent since 
an individual should be provided with sufficient information about the request 
for information so he m y  make an informed decision as to wnether or not to 
respond. See OrIB Guidelines, (40FR 28?61), dated July 9,197.5. The intent 
of the Privacy Act is to, in all instances, advise individuals whenever they 
are requested to provide personal information as to the authority for collec- 
tion of the information, the uses to be made of the information, whether it 
Is voluntary or mandatory to provide the information, and the consequences 
of not providing the information. Whenever a Component asks for information, 
a h-ivacy Act statement must be provided. We perceive no difference Sekrecs 
an Inspector General coqlaint which triggers a 2equest for information and 
medical forms which are completed only after the individual voluntarily 
initiates a req~est for treatment. It has been determined by all agencies . 
that all medical forms req~ire a Privacy Act advice. 



PRIVACY ACT - RECRUITMENT ADVERTISEMENTS I N  THE PUBLIC MEDIA 

Ihe question presented is whether recruitment advertisements in news- 

papers, etc., requires the publishing of a Privacy Act statement if a mail 

in coupon is provided for those individuals who desire further information. 


Insofar as the published coupons and business return postcards merely 
provide the individual a vehicle with which he can request information 
the military service concerning a particular recruiting program, no z--.j 
Act statement is required, as the service has not solicited information r'rom 
the individual up to that point. The coupon or postcard used as a vehicle 
for the individual's solicitation of the service could include blanks for the 
individual's name, address, phone nuyber, and other blocks for the in'ividual 
to indicate his interest in a particular program and/or to provide information 
regarding his or her eligibility for a particular program (i.e,, age, education 
level and sex). The individual's SSN does not appear to serve a significant 
purpose in the process of providing appropriate informtion to interested 
persons. If it is necessary for internal accounting purposes to include a 
b l a ~ kfor the inciividual's SSN, then a Privacy Act statement similar to the 
one below would be sufficient if it reflects the uses to be made of the SSN. 

"We will be happy to provide you more information about the Army oppor-
tunities as authorized by 10 U.S.C. 503. The information voluntarily submitted, 

including your social security number, will be used for recruiting purpoae. 

Failure to provide sufficient information may preclude action on your inquiry." 




PRIVACY ACT - RFQUI3IDECiT FOR PRIVACY ACT S!F&TENRJT WHEN INFORMATION 
FIEQUESTED IS I N  PUBLIC DOMAIN 

The question presented i s  whether t he  Privhcy Act advice specified 
under section (3)(3) of the  ac t  must be given when the  only information 
sought must be disclosed under the  FOIA. Paragraph B, enlcosure 6, DoD 
Directive 5400.11 requires t ha t  Privacy Act advice be given whenever an 
individual i s  requested t o  supply personal information. The Privacy Ac+ . -
requirement, 5 U.S.C. 552a (e) (3) ,  i s  not necessary when the  only info&tiop, ' 
requested i s  tha t  which i s  required t o  be disclosed by the FOIA, providing 
the  disclosure of such information does not inferent ia l ly  disclose other 
personal information not releassble under the  FOIA. Examples of such infor- 
mation are, but not limited to, nane, grade, organization, duty assigdnent, 
and o f f i c i a l  telephone number. 



[From the Congressional Record-Senate, Oct. 9, 19751 

FREEDOM OF INFORMATION AND THE PRIVACY ACT 

Mr. KENNEDY.Mr. President, last fall Congress enacted two bills 
designed to have a, significant impact on the Federal Government's 
handling of information: the Privacy Act, and the Frcedoni of In- 
formation Amendments of 1974. The Privacy Act created a right of 
access for- individuals to their own files, a right to correct mistakes 
contained in those files, and a responsibility on the part of the Govern- 
ment to protect personal information from misuse and disclosure 
which constituted an invasion of the privacy of the subject of that 
information. The Freedom of Information Act amendments speeded 
access by the public to Government records, strengthened the rights 
of the public to obtain disclosnre of public information and limited 
the scope of the Government's authority to withhold certain liinds 
of information. 

Both of these laws serve important and coordinate purposes. They 
help the public obtain ready access to information which should be 
available; and they p a r d  against disclosure of information which 
shoulcl not be made public. These laws are not conflicting in intent 
or purpose. The Freedom of Information Act had always recognized 
the Govenlment's authority to withhold information whose disclosure 
would constitute a clearly unwarranted invasion of personal privacy. 
And the Privacy Act was drafted to avoid interference with tlie free 
flow of information to the public required to be released by the Free- 
dom of Information Act. They were enacted but a few weeks apart 
hy a Congress dedicated both to an opening of the Federal Govern- 
m e n t s ~recently tainted by the effects of the Watergate scandal- 
and to a protecting of the rights to personal privacy of each citizen 
who became the subject of a government file. 

Nonetheless, with the need to enact the Freedom of Information 
Act amendments over the veto of President Ford, and with the need 
to complete work on the Privacy Act in the closing days of the 93d 
Congress, the two laws do not appear to mesh as easily as might have 
been desired. Two different committees in the Senate worked on the 
different bills; and while the Office of Management and Budget was 
pressing hard for enactment of privacy legislation, the Justice De-
partment was pressing equally hard to defeat of Freedom of Informa- 
tion legislation. 

On September 27 the Privacy Act became effective, and it is thus 
now necessary for agencies to determine how they will treat problenis 
arising where that law and tlie Freedom of Information Act inter- 
face. In  resolving these problems, the Justice Department and the: 
Office of Management and Budget play central roles. For the In- 
formation Act recognizes that Justice must play a leadership role 
in insuring agency implementation of that act, while tlie Privacy 
-4ct places OMB in the leadersliip position. The Justice Department's 
legal advice is still crucial under the Privacy Act, since Justice must 
defe.nd ally litigation arising under that law. 

Mr. President, the Justice Department got off to a rather disquiet- 
ing start when on July 30 it sent out a letter advising tlie general 
counsel of one agency that the Privacy Act impliedly repealed cer- 



tain disclosure reclnirements of the Freedon? of Information Act. I n  
the Department's view, ac.wrding to the letter signed by a Deputy 
Assistant Attorney General, the Privacy Act was "exclusively appli- 
cable to all records in whicli an individual requests records from a 
system of records covered by" that act. This meant that an agency 
decision to exempt systems of records from public access under the 
Privacy ,4ct also exempted them from disclosnre under the Freedom 
of Information A c t a  conclusion unsupported bv the language 01 
the laws or the intent of Congress, in my view. I will insert this letter 
in the Record at the end of my remarks as exhibit 1. 

I wrote the Attorney General requesting his review of this matter, 
suggesting that the preliminary conclusion by Justice "could prom 
perilicious and destructive if allowed to become the official Justice 
Department interpretation of the law." (See exhibit 2.) 'I pointed 
out that the logical implications of the earlier position would mean 
a third party would have more rights than the subject of a file, and 
that the language of the Privacy Act appeared clearly to recognize 
the continued application of the full force of the Freedom of In- 
formation Act wherever the Privacy Act did not apply. I observed : 

It appears clearly intended tha t  access under the Privacy Act is to be com- 
plete, and not subjwt to  FOIA exemptions, where the Privacy Act grants access. 
B u t  where the Privacy Act does not grant access, the FOIA-and its exemp- 
tions-appl y. 

I subsequently sent the Attorney General a Library of Congress 
analysis I h id  requested, which examined in great detail the Depart- 
ment's initial conclusion on this issue. That analysis concluded, as 
I had, that the Privacy Act is not an exclusive means of gaining ac- 
cess to personal information contained in a system of records: 

It' flies i n  the face of the  whole'legislative effort in  this area to  construe the 
Privacy Act a s  a backhanded method to limit individual access to  records 
while at the same time preserving potentially greater access rights to third 
parties. 

The Library of Congress study is included below as exhibit 3. 
Last week I received a response to  my letter, from Deputy Attorney 

General Harold Tyler. (Exhibit 4.) Mr. Tyler indicated that he 
and others at Justice shared my concern, and he proposed that an 
amendment to the Department's privacy regulations mould respond 
adequately t o  that concern. They respond, but clearly not adequately. 

Mr. President, the Justice Department, in its proposed new regula- 
tion, meets the most important element of my objections: it provides 
as a practical matter that records exempted from application of the 
Privacy Act will nevertheless be available to a requester if he would 
'otherwise have been entitled to  them under the Freedom of Informa- 
tion Act. "To the extent that the individual seeks access to records 
from systems of records which have been exempted from the pro- 
visions of the Privacy Act," reads section 16.57(b) of the proposed 
new regulation, 

The individual shall receive, in  addition to access to  those records he is 
entitled to  receive under the Privacy Act and a s  a matter of discretion . . ., 
access to all records within the scope of his request t o  which he would have 
been entitled under the Freedom of Information Act . . . but for  the enactment 
of the Privacy Act and the exemption of the pertinent systems of records pur- 
suant thereto. 



This resolution of the issue effectively guarantees, at least temporar- 
ily, the substantive access rights provided the public under the Free- 
dom of Information Act. But that is precisely what the law requires. 
The Department's actioil therefore falls short, in three ways, of com- 
plying with the letter and spirit of the Freedom of Information Act. 

First, Justice has decided to p a n t  access consistent with the Free- 
dom of Information Act only as a matter of agency discretion-as a 
matter of grace. It seems thereby to try to duck resolution of the issue 
squarely as being mandated by the lam. The Information Act in 1966 
was passed with primary objeotive of removing Govenlment secrecy 
from the realm of official discretion for the most part; the only infor- 
mation which could be withheld was to be that "specifically" authorized 
by the act to be withheld. The law says : 

This section does not authorize withholding of information or limit the avail- 
ability of records to the public, except as specifically etated. 

Courts subsequently held that they had no discretion to allow the 
withholding of information required to be disclosed by the act, even 
under their traditional equitable powers. But now the Justice De- 
partment, though agreeing that the Privacy Act does not curtail the 
public's rights under the Freedom of Information Act, says that i t  is 
carrying out this conclusion "at the sole discretion of the Deputy 
Aktorney General." Under this approach the next Deputy Attorney 
General might change his mind. 

Second, because of its resolution of this3ssue as a matter of grace 
rather than law, the Justice Department has abrogated its general 
responsibilities as lawyer for the executive branches and its specific 
duty under the Information Act to "encourages agency compliance 
with" the act. It has now told another agency, last July, that the 
agency can refuse access requiredfby the Freedom of Information 
Act, tho~zgh at the same time it is saying that the Department itself 
would never do such a thing. While it may be hoped that the Office 
of, Management and Budget will- live up to its role in guiding the 
agencies oa their duties under the law, I would urge Justice itself to  
provide more persuasive guidance to the agencies. After all the Jus- 
tice Department will be defending those agencies in court, and I am 
all too confident it will lose i7ks case in defending any agency that 
chooses-in exercising its discretion-to take what Justice leaves open 
as an alternative route 'for handling information requests. 

Third, the Department has chosen to handle requests under privacy 
procedures, though it recognizes the need to apply Freedom of In- 
formation substantive standards. This deprives the requester of a 
timely response-within 10 working days-and other procedum1 
benefits conferred by the Freedm of Information Act. I am wdI 
aware of the more direct codiots between the two laws on questions 
of procedure. But it seems 'to me that where records have been 
exempted from disclosure under the Privacy Act, but remain subject 
to mandatory disclosure under the Freedom of Information Act, the 
procedures of the latker law shodd govern. 

Mr. President, there hasxalready been substantial litigation under 
the Freedom of Information Ad. Over the past few weeks I have 
placed in the Record lengthy lists of cases pending and decided under 
that act. I think that agencies must do all that they can to avoid 



litigation. and I mould not encourage the public to resort to the courts 
where patience and perseverance can bring results at  the agency level. 
So while I believe the Justicc! Department has reached the right results 
in deciding to release information concurrently under the Privacy and 
Information Acts, the manner in which it has done so borders on the 
i~.responsible-and it is bound to cause additional litigation involving 
the hundreds of other agencies of government who may be going their 
o~vil may. 

The Privacy Act has its purposes and objectives. The Freedom of 
Information Act also has its own. The two sets of purposes and objec- 
tives are entirely consistent and complementary. I t  is the responsibility 
of the agencies to work out procedures which are likewise. For Con- 
gress is committed to a responsible, acmuntable, and open govern- 
ment, as well as to protection of personal privacy by the Government. 
The Freedom of Information Act and the Privacy Act strike the bal- 
ance. I t  is up to the Government agencies who administer those laws 
to maintain it. 

I ask unanimous consent that the documents referred to above be 
printed in the Record. 

There being no objection, the documents were ordered to be printed 
in the Record, as follows : 

EXHIBIT 1 
J a y  30, 1975. 


RIEADE WHITAKER, Esq.,
Chief Counsel, Internal Revmue Service, 
WasMngtolz, D.C. 

DEARMR. WHITAEEB:I n  a letter dated April 14, 1976, Harold T. Flanagan, 
Director of your Disclosure Division, requested our views a s  to whether the 
Privacy Act of 1974,P.L. 93-579,is  the exclusive avenue available to a n  indi- 
ridnal who seeks government records a b u t  himself, or whether the Freedom 
of Information Act would also be available for this purpose.

Neither the literal language of the two Acts nor their legislative histories 
provide a clear answer to  this question. The Freedom of Information Act pro- 
vides that  government records a r e  available to  "any person" who requests them 
nnless they fit into one of nine exempt categories, in which case the agency
may, but need not, refuse disclosure. T,he Privacy Act authorizes "an individual" 
t o  request records pertaining to himself and seek correction of those records, 
subject to  two general and seven specific exemptions. The Freedom of Informa- 
tion Act, 'having been passed and amended first, makes no reference t o  the 
Privacy Act. The Privacy Act makes only t l o  direct references to  the Preedom 
of Information Act. New section 5 U.S.C. 552a (mb) (2 )  permits disclosure of 
records about a n  individual without his prior consent if disclosure would ,be 
rcqz~iredby the Freedom of Information Act. Subsection (q)  of the same section 
qpecifies that a n  agency may not use a Freedom of Information Act exemption 
to deny a n  individual access to files about him that  would be available under 
the Privacy Act. No mention is  made of the possibility tha t  an individual might 
seek records under both Acts. 

I t  should be noted that  a n  earlier version of the privacy bills did address this: 
question. Section 206(b) of H.R. 16373,a s  i t  passed the Senate on November 22, 
1974,specified: 

"Nothing i n  this Act shall be construed t o  permit the  withholding of any
personal information which is  otherwise required to  be disclosed by law o r  any 
regulation thereunder." 

This language would have assured that  information available under the 
Freedom of Information Act would Contitlue to be available, to the individual 
RS well a s  to third parties, despite any broader exemption i n  the Privacy Act. 
The omission of this language from the final enactment suggests that  Congress 
uItimately decided that  the Privacy Act exemptions should govern exclusively, 
although the omission is  not explained in the legislative history of the version 
tha t  finally passed. 



Since no clear reason is given for the omission of this language in the legis- 
lative history, i t  might be argued that the two Acts were nevertheless intended 
to provide alternate or duplicate remedies for an  individual who seelrs access 
to records about himself. In  QUr  view, however, a reading of the two Acts a s  
a whole and consideration of their practical application leads to a contrary
conclusion, namely, that the Privacy Act is the exclwive remedy for an indi- 
vidual who seeks records about himself contained in a system of records 
covered by the Privacy Act. 

ALTEENATNE APPLIOATIgN 

There would be no difflcultp in harmoniaing application of the two Acts to 
the same request if the effect of the Privacy Act were merely to expand access 
which the FOI Act already provides. Then one might reasonably assert that 
a requester was free to proceed under the older legislation-but could obtain 
still more by proceeding under the newer. I t  i s  true that in most respects the 
Privacy Act expands access by the person seeking his own records; but in 
sevral signidcant dspects, the Privacy Act also permits or requires limitations 
upon access, beyond what the FOI Act would authorize. 

For example, under the FOI Act an  Agency could provide personal files to 
a person claiming to be their subject without requiring him to produce solid 
proof of his identify ; subsection ( f )  (2)  of the Privacy Act, however, authorizes 
the establishment of verification procedures. Similarly, under the FOI Act an 
agency would not be able to withhold medical information from its subject 
merely because i t  determined that disclosure would be harmful to him; where- 
as subsection (f)  (3) of the Privacy Act permits an agency to restrict certain 
disclosures to the requesting subject's physician rather than making them to 
the subject himself. Finally, mention might be made of the Privacy Act's pro- 
hibition on access to information compiled in anticipation d a civil proceeding. 
Subsection (d)  (5). I t  is entirely implausible that such substantial protections 
as these were intended only to apply to the incremental access which the 
Privacy Act provides beyond that of the FOI Act---so that they could be entirely 
avoided if the FOI Act alone were the basis of the request. I t  seems clear that 
they were enacted a s  desirable provisions in and of themselves, rather than as 
mere limitations upon the relatively small broadening of access achieved by 
the Privacy Act. If they are to be given such independent effect, they must 
be held applicable to all requests by file subjects and not just those citing the 
Privacy Act rather than the FOI Act. 

Another substantial obstacle to the theory that the FOI Act and the Privacy 
Act afford alternate forms of procedures is the fact that neither Act requires 
the requester to identify the statutory provisions under which his request is 
made-and in fact many (if not most) current FOI requests do not contain 
such identification. Without specification, i t  would be impossible to determine 
which Act a particular request relied upon; and it is utterly implausible that 
Oongress intended substantial effects to attach not mereIy to a Code citation, but 
to an executive or judicial surmise concerning which citation the reauester 
would have used if he had used one. 

CONCWgENT APPLICATION 

Of course the foregoing objections could be overcome if the Privacy Act 
were to be considered not merely an  alternative to the FOI Act but a supple- 
ment to it-that is, if both the FOI Act and the Privacy Act were to be con- 
sidered applicable simultaneously to all requests by file subjects. Other pro- 
visions make i t  clear, however, that the two acts simply cannot be read entirely 
together.

For example, the Privacy Act, while prescribing time limits for the correction 
of records, prescribes no limits on the agency decision to grant or deny access 
to records. The FOI $t, on the other hand, sets rigid limits on the decision to 
grant or deny access. Furthermore, the FOI Act provides that no exhaustion 
of administrative remedies is required if i ts  time limits are llot met; the 
Privacy Act, being silent on the subject, presumably requires exhaustion of 
administrative remedie~.~ accessThe FPI Act requires notice, upon denial of 

Compare 5 U.S.C. 552a(d) (1) with 5 U.S.C. 552(a) (6) .  

a Compare 5 U.S.C. 552(a) ( 6 ) (C) with 5 U.S.C. 552a(d) (1). 




to records, that  the individual may appeal that  decision within the. agency. The 
Privacy Act requires neither the internal appeal itself nor any notice of further 
rights after denial.3 .A party denied records under the  FOI Act may obtain 
injunctive relief and costs and attorneys fees; no specific s tatute  of limitations 
i s  provided. Similar relief is available undbr the Privacy Act but there is a 
two-year Statute of limitations.' , 

Of course one might maintain tha t  the  two Acts were meant to  be cumulative 
where not inconsistent, but where inconsistent the provisions of the later Act 
would prevail. Such a n  interpretation is cast into doubt by subsection ( q )  of 
t h e  Privacy Act which specifically states tha t  the FOI Act exemptions from dis-
closure cannot be used to deay a n  individual access t o  files about himself. 
There would be no need for  such a provision' if a l l  inconsistencies between 
the  two acts were to be resolved i n  favor of the later.6 

Attempting to read the two acts a s  cumulative, a t  least i n  part, creates a 
scheme of enormous complexity. If they a re  to  be read a s  complementary, except 
where inconsistent, i t  becomes necessary to determine when that inconsistency
exists. For  example, is the Privacy Act provision permitting speCial disclosure 
restrictions on medical records-limiting disclmure, to a physician-consistent
with the  FOI provision on disclosure? Does 5 U.S.C. 552a (q) mean not only that  
the  (b )  (5) exemption of FOI cannot be used a s  a basis for denying records but 
also that  the (b )  (3)  exemption for statutory restrictions on disclosure is  un- 
available? @ Does the fact tha t  the Privacy Act does not require a n  administrative 
appeal from a denial of access overrule the FOI requirements that  such a n  ap- 
peal be provided and notice of i ts  availability be given the requester? Reading 
the  acts cumulatively, when would the administrative remedies he exhausted for 
purposes of seeking judicial review? If records are  provided t o  the individual, 
what fees may be charged? 

Courts and administrators should not be cast upon this sea of uncertainty 
without a clear expression of congressional intent to that  effect. Tha t  does not 
exist i n  the present case. To the contrary, in our view the Privacy Act bears 
every evidence of having been regarded a s  a selfacontained unit, embodying all  
requirements that Congress intended from definitions to provisions of judicial 
review. It is, in our view, intended to be exclusively applicable to all  cases in  
which a n  individual requests records from a system of records covered by
the Privacy Act, after a date on which it comes into effect. 

Sincerelv." .  
MARYC. LAWTON, 

Deputy Assistant Attorney General, Ofice of Legal Counsel. 

EXHIBIT 2 
U.S. SENATE, 

Washington,D.C., August 26,1975.
Hon. EDWARDH. LEVI, 
Attornell General, Depart?nent of Justice, Wa,skington, D.C. , , 

DEAR MR. A T T O R ~ Y  Management and Budget has GENERAL: The Office of 
recently circulated t o  all federal agencies a Jrac1rag.e of materials characterized 
a s  "helpful to your efforts to implement tbe Privacy Act of 1974." I n  thig pad<-
age, however, is a letter which clearly does not help agency efforts to implement 
the Privacy Act. This letter, written by Deputy- Assistant.httorney General Mary 

3 Con~pare  5 U.S C. 552(a)  (6)(A)  ( i )  wlth 5 D.S.C. 552a(d)  (1).
Compnre 5 U.S.C. 552(.a) ( 4 )  with 5 U.S.C. 5526(a)  (5 ) .  

W f  course. t he  provjslon 1s also somewhat sunerfluous under  the  theorv t h a t  the  Pi-i- 
v a v  Art  i s  e+clusivc. but i t  seemst to  he less ~ o . - J f  a n  int r icate  system were beinc estab- 
lished, hereby some provisions of ,the l a t e r  Act would supersede those of the  earlier, but 
otliers n.ou1t-l not one would expect more thnn u sinale expression of the  practical oper- 
ntion of suoh suGersedure. Assumin?. however, t h a t  t he  entire Privacv Act wns regrnrrled 
a s  exfflclusive. subsection (4)call be seen ns n somewhat superfluous but understandable 
afflr~nationof exclusivitv in a narticulnrlv imnortant  area. 

@Under  the  Veterans-Admlnistrntion S ta t i~ te .38 U S  C. 3301(1) records a re  not avnil-
~ h l eto  the  veteran if disclos~ire wollld be ininrious t o  h i s  physical or  mental health. Un- 
der  FOT. slich recbriis wanld be exemnt 4;am disclosure u h e r  5 U.S C. 552(b)  (3)-
records eq:empt by s t a tu te  Whnt  is their  availability under Privacy Act?  .

Thp F O I  Act 'permits fee.: to  be chnrrrrd fo r  the  costs of both search and  dupHcation 
5 TJ S C1 % ( a )  (4) .  TTndes the  Privacy Act only duplicntion fees "euclu,!ling search') ma; 
bc charfed. 552a(f)  ( 5 ) .  



Lawton, could prove pernicious and destructive if allowed to become the official 
Justice Department interpretation of the law. 

Under the Freedom of Information Act the Department of Justice has,a special 
leadership role i n  encouraging "agency compliance" with the FOIA. (5 U.S.C. 
3 BBS(d).) Miss Lawton's letter reflects a pervei~ion of that  role. I a m  thus 
appealing to you to review thissmatter and to issue guidance consistent with 
the congressional intent in  both the privacy and Freedom of Information laws. 

The question raised is mbether the Privacy Act of 1974 is  the exclukive avenue 
available to a person requesting government records about himself, or whether 
the Freedom of Information Act F a y  be applicable to such request. The Freedom 
of Information Act and its 1974 Amendments were enacted prior to final Rassage 
of the Privacy A d  and therefore contain no reference to any possible interplay 
or conflict between the two laws. And it is true that  the Privacy Act does not 
clearly address all  aspects of the interface between them.' Yet, regardless of 
specific inconsistencies between the provisions of the two laws, it would be 
manifestly unreasonable to conclude that Congress intended i n  the Privacy Act 
to carve out large implied exceptions to  the ~equirements of the Freedom of 
Information Act. Generally supporting this observation a r e  the  following points : 

1.The Freedom of Information Act exempts from mandatory disclosure mat- 
ters "specilfca2ly exempted from disclosure by statute." ( 5  U.S.C. $522(b)  
( 3 ) . )  If the Privacy Act's exclusion of certain agencies or records does not 
"specifically" exempt them "from disc.losure"-as opposed to merely exempting 
them from the application of certain Privacy Act provisions, then a n  exception 
to application of the FOIA's disclosure requirements cannot be sustained. 

2. The Privacy Act was passed by Congress shortly after passage of the FOIA 
Amendments, which significantly strengthened disclwure requirements under 
the 1967 FOIA. (Further, the same House Committee--and Members-were 
responsible for managing both bills.) Implied repeal of statutory provisions a r e  
not generally favored : it would be especially unusual t o  conclude t h a t  Congress 
impliedly emasculated a public right in  one bill tha t  it had invigorated jus! 
a few weeks earlier. 

3. Both House and Senate Reports on the Privacy Act refer with approval 
frequently to the FOIA. The final Piivacy Act excepts from the disclosure lim- 
itations of section 552a(b) records required to be disclosed "under section 582 
of this title" ( the FOIA). It further provides in section 552a(q) that  FOIA 
exemptions may not be invoked "to withhold from a n  individual any record 
mhich is otherwise accesible" to him under the Privacy Act. These clauses 
strongly imply that  on the most basic questions-disclosure to  a third party of 
government information about a n  individual, and disclosure to  a n  individual 
of illformation about himself-Congress intended tha t  FOIA and Privacy Act 
will be coordinated and applied consistently. ( I  should note tha t  neither l aw 
requires its provisions to be invoked by reference. So it becomes even more 
important for the agencies themselves to  initiate a n  integrated handling of 
requests under both.) 

Miss Lawton's letter examines some of the procedural pmblems of applying 
the Privacy Act and FA01 alternatively or concurrently. She does not examine 
the more substantive problems of applying the Privacy Act exclusively: 

1.Exclusive application of the Privacy Act would allow a blanket exemption 
from FOIA application for  the entire CIA and F B I  and for  investigatory files 
i a  other agencies. Yet not only did Congress reject (both in  1966 and 1974) 
excluding the F B I  and CIA from FOIA requirements, the FOIA Amendments 
expand public access, under carefully delineated to investigatory and 
improperly classified documents. The Senate Judiciary Committee debated the 
question of applying the Act t o  the F B I  and CIA. Much of t h e  Senate floor 
debate v a s  directed toward assessing the need for and implications of apnly- 
iug a n  amended seventh exemption (relating to investigatory files) t o  the FBI. 
And morlification of the seventh exemption of the FOIA in Conference involved 
direct participation of the F B I  with the staff of the managers. I t  is therefore 
ullre~sonable to conclude that, in  view of the time and effort given moulding 
the FOIA to t h e  unique problems of the FBI,  Congress would have turned 
around and allowed that  agency t o  be exempted completely from the Act with- 
out explicitly saying so. 

2. One specially ludicrolls rwhlt  mould ensue f ~ o m  treatinf: the Privacy Act 
a s  exrlnqiue as to  covered records systems : a third party would be able t o  obtain 
more information from an investigatory file than the subject of that file himself. 



For while the record could be exempt from access by the  subject under the 
Privacy Act (sections 552a ( j ) - (k)  ), i t  would still be reachable under the JWIA. 
Moreover, if the requester obtained a n  affidavit from the subject, disclowre 
would not even constitute a n  "unwarranted invasion" of the subject's privacy 
(sections 552(b) (6)-(7)( c )). The Privacy Act's apparent exclusion (under
this reading) could thus be simply circumvented by use of a straw-man. 

I note tha t  Miss Lawton concedes the possibility that  the two Acts could be 
read "to be cumulative where not inconsistent" (page 4). She reasons, however, 
that if they were so read there would be no need for the Privacy Act to state 
that the FOIA exemptions "cannot be used to deuy a n  iqdividual access tp files 
about himself." (Section 552a (q).) This is not only a superficial basis, on which 
to reject cumulative application of the two laws; it actually provides support 
for  the opposite conclusion. The full clause reads : 

''NO agency shall rely on any exemption contained in section 552 of this title 
to  withhold from a n  individual any record which i s  otherwise accessible to szlch 
ilzdividuat under the proz;isiolts of t M s  section." (Emphasis added.) 

I t  appears clearly intended that  access under the Privacy Act is to be com- 
plete, and  not subject to FOIA exeml~tionn, where the Privacy Act grants access. 
But  where the Privacy Act does not grant access, the FOIA-and its exemp- 
tion+apply.

This, i t  seems to me, prorides a coherent and rational approach for integrating 
the two laws substantively. Any other would do injury t o  the  congressional 
purpose and national policy underlying each Act, 

Once this substantive compatibility is accepted, there nonetheless remain com- 
plex and challenging procedural issues involving the interaction of the two 
laws. These may be resolved more readily if the objectives of both laws-broad 
access, agency responsiveness, and effective judicial review-are used t o  guide 
their resolution. I and the staff of the Subcommittee on Administrative Practice 
and Procedure stand ready to assist you and your staff in developing a coherent 
procedural framework, for agency handling of information requests, that  is 
faithful to  the requirements of both the Privacy Act and the Freedom of 
Information Act. 

I f ,  after the effective date  of the  Privacy Act, the FBI, OIA, IRS, o r  other 
agency refuses to provide information covered by the ,Reedom of Information Act 
on the grounds that  the information is in record systems exempted from appli- 
cation of the Privacy Act, and that  the Privacy Act is exclueive i n  that  regard, 
I believe t h a t  refusal will ultimately be found to be arbitrary and capricious 
by the courts. These issues should not, in any event, have t o  await litigation 
for  their resolution. 

Since the Privacy Act becomes effective next month, and agencies a r e  pres- 
ently actively planning to implement that  Act, your opinion on this issue of 
exclusivity is critically needed a s  soon a s  possible. I will look forward to yonr 
response.

Sincerely, 

- EDWARDM. KENNEDY. 

HxHIBIT 3 

LIBRARYOF CONGREES,~NQREBBIONAT. RESEAAOH SERVICE, 
washing to^,, D.C.,8eptembw 8,1875. 

To : Senate Subcommittee on Administrative Practice & Procedure. 

From : American Law D i W o n .  

Subject : Relationship of the Freedom of Information Act and the Privacy Act; 


Exclusivity of Remedies. 
This is in response to  your request for a critical analysis of the  Justice 

Department's position regarding the relationship of the Freedom of Information 
Act ( 5  1J.S.C. 552) and t h e  recently enacted Privacy Act (5  U.S.C. 562a). I t  is  
the Department's posi.tion, a s  s h t e d  in  a July 30,1975 letter fromDeputy Assist- 
an t  Attorney General MAry Lawton to the Chief Counsel, Internal Rwenue Serv- 
ice, t,hhst the Privacy Act after its effective da te  of September 27, 1975, is "the 
exclusive remedy for an individual who seeks records about himself contained in 
a system of records covered by the Privacy Act." 



The Department's letter notes various provisions in  the Privacy Act which 
limit access to  a n  individual's files i n  arguing tha t  the Privacy Act is not a n  
alternative procedure to  the Freedom of Information Act. Procedural variations 
between the two acts a r e  pointed to a s  indicating "that ithe two acta simply 
cannot be read entirely together." Furthermore, according to the letter, ''[alt- 
tempting to read the two acts a s  cumulative, at least i n  part, creates a scheme 
of enormous complexity." The letter concludes : 

"Courts land administrators should not be cast dpon this sea of uncertainty 
without a clear expression of congrasional intent t o  that  effect. Tha t  does not 
exist in  the present case. To the contrary, i n  our view the Privacy Act bears 
every evidence of having been regarded as a self-contained unit, embodying all 
requirements that  Congress intended, from definitions to  provisions of judicial 
review. It is, in  our view, intended to be exclwively applicable t o  all  oases in 
which a n  individual requests records from a system of records covered 'by the 
Privacy Act, af ter  the date on whioh it comes into effect." 

The Privacy Act is a comprehensive law relating primarily to the  safeguard- 
ing, management, compilation and dissemination of records maintained by the 
federal government on individuals and which a r e  retrievalble bp the name of the 
individual or some other identifying particular assigned to the individual. See, 
5 U.S.C. 55% ( a )  (5).  The principal a im h m e  protection of the privacy of the 
individual by controlling the disclosure of records pertaining to him and assuring 
that  files are  maintained accurately, with the individual's knowledge, and for a 
proper purpose. Access by a n  individual to records pertaining to him is  accorded 
under subsection d ( 1 )  of the Act and means a re  prorided by which amendments 
and corrections of the records can be made. 5 U.S.C. 552a ( d )  (2 ) .  Exemptions 
from the access and modification provisions, as well a s  other provisions of the 
Act, a re  permitted the agencies. 5 U.S.C. 552(a) ( j )  and ( k ) .  

The Freedom of Information Act (FOIA), 5 U.S.C. 552, is a disclosure law. It 
provides, inter alia, f i a t  upon request for records by any  person, agencies shall 
make such records available unless they fall  within the  terms of nine e x e m p  
tions to  the Act. 5 U.S.C. 552(b). The exemptions relate to  the subdtance of the 
records and permit the withholding of such matters as classified material, inter- 
agency memoranda, investigatory files, fiersonnel and medical records, and rec- 
ords specifically exempt from disclosure by statute. 

An individual can request records pertaining to him under the terms of both 
acts. The Privacy Act specifically grants him access under 5 U.S.C. 552a(d) (1).  
An individual is  clearly "any person" under the FOIA and so long a s  the records 
a re  "reasonably described" ( 5  U.S.C. 552(a) (3)(A) ) he can seek such records 
pertaining to hiniself under that  act. The question is whether the Privacy Act is 
the exclusive mean8 of obtaining access to  records pertaining t o  the individual 
requester when such records a re  contained in a system of records as defined in 
the Privacy Act. 

The Privacy Act contains four references to the Freedom of Information Act, 
none of which resolve the question of exclusivity of remedies. Section (b)  (2)  
prohibits disclosure of any individually identifiable record to  any person of 
agency, without prior request by or consent of the  individual concerned, unless 
disclosure would be "required under section 552 of this title." 5 U.S.C. 552a 
( b )  (2). Disclosures under ( b )  (2) a r e  also exempt from the requirement that  
such records be "accurate, complete, timely, and relevant for  agency purposes" 
before they a re  disseminated t o  any  person other than a n  agency. 5 U.S.C. 552a 
( e )  (6). Among the specific exemptions in the Act (which permit agency heads 
to exempt certain systems of records from various provisions of the Act) a re  
systems of records "subJect to the provisions of section 552(b) (1)of this title." ' 
5 U.S.O. 552a(k) (1).  Finally, the Freedom of Information Act is mentioned in 
section (q)  which prohibits a n  agency from relying on exemptions in  the FOIA 
to withhold records from a n  individual otherwise accessible under the Privacy 
Act. 5 U.S.C. 552a (q) .  

Thp legislative history of the Privacy Act is similarly unilluminating on 'the 
question of the relationship of the remedies provided in both the Privacy Act and 

113 U.S.C. 5!52(b) (1) la tbe dtst exemptioh of the Fieedom of Information Act relat- 
1u.e to matter8 that are "speCi5cally autbori3ed under criteria established bv an Executive 
order to be kent seetet In the interest Of natlonal defeny or foteign policy and are in 
fact pl'operly elaseifled pursuant to such Executive Order. 



the FOIA? Congress was not oUlivious to  the requirements of the Freedom of 
Information Act, however, during consideration of the Privacy Act. I n  fact, 
the President's veto of amendments to the FOIA designed to facilitate disclosure 
of records was ovenridden on the same day the Privacy Act was approved. The 
veto override vote in  the House came within minutes of the debate and passage 
of the House version of the Privacy Act. 

A version of the Privacy Act which pawed the Senate on November 22, 1974 
contained a provision that "[nlothing i n  this Act shall be construed to permit 
the withholding of any personal information which is otherwise 'required to  be 
disclosed by law or  any regulation thareunder." See, 120 Cong. Rec. S 19900 
(daily ed. Nov. 22, 1974). This provision was omitted from the final version with- 
out explanation. Sections (b) (2)  and (q)  were instead added to the bill which 
became the  Privacy Act. The Analysis of House and Senate Compromise Amend- 
ments t o  the Federal Privacy Act submitted in  lieu of a conference report 
explains, somewhat ambiguously : 

"The Senate bill reflected the position of a n  earlier draf t  of the House meas- 
ure in  Section 2%(b) where it provided tha t  nothing i n  the act shall be con- 
strued to permit the withholding of any personal information which is otherwise 
required to  be disclosed by law or any regulation thereunder. This section was 
intended a s  specific recognition of the need to permit disclosure under the Free- 
dom of Information Act. 

"The compromise amendment would add a n  additional condition of disclosure 
to  the House bill which prohibits disclosure without written request of a n  in- 
ciividual unless disclosure of the record would be pursuant to Section 55.2 of the 
Freedom of Information Act. This compromise is designed to preserve the status 
quo as  interpreted by the courts regarding the disclosure of personal information 
under that  section. 

"A related amendment taken from the Senate bill wo~llcl prohibit any agency 
from relying upon any  exemption contained i n  Section 552 to  withhold from an 
individual any record which is otherwise accessible- to  such individual under the 
provisions of this section." 120 Gong. Rec. S. 21817 (daily ed., Dec. 17, 1974): 

Thus, the intention of the compromise amendments described above was to 
"preserve the status quo a s  interpreted! by the courts regarding the disclosure 
of personal information under [the FOIAI." Since the status quo included the 
possibility of individual access to  his own file under the EY)IA, i t  can hardly be 
persuasively argued t h a t  the omission of the language of the Senate-passed bill 
in the final version and its replacement with the compromise amendments "s~ig-
gests that Conqess ultimately decided that  the Privacy Act exemrtions should 
govern exclusively . . ." While i t  is true that  the effect of the compromise 
amendments differs from that  of the Senate-passecl bill, i t  is the intent of the 
Congress a s  an interpretative device which is important. Silence on t h e  omission 
of a provision and a n  intent to preserve the statute quo vis-a-vis the FOIA re- 
specting other provisions can not be read to mean that  Omgress intended to 
replace the FOIA u i t h  the mechanisms of the Privacy Act regarding individual 
access to his own file. 

Speculation over Cbngressional intent is risky, particularly in the case of a 
comples bill passed rather hurriedly a t  the end of a legislative session. Those 
who argue that  the Privacy Act preempts the FOIL4 in cases d individuals seek- 
ing their own records contained in a systerq of records, however, must overcome 
some basic tenets of statutory interpretation. 

The Justice Department arglimcnt is that  the Privacy Act implicitly worlrecl 
a n  amendment or repeal of the FOIA in that  class of cases involving a n  indivicl- 
nal seeking disclos~ire of a record pertaining to him contained in a system of 
records a s  defined i n  the Act. However, repeals or amendments: by implication 
are  llot favored. ReqionaZ Rail8Reorqanixation Act Cases, 419 U.S. 102, 133 
(1974) ;Morton v. Manxari, 417 U.S. 535, 550 (1974) ; Posadas v. NationaZ City 

2 T h ~  Senqte reported a nrfvacv hill. S. 3418. OF. Septemher 20. 1974. R. Rent. No. 93- 

11'2.3. The Bouse versjon. H p. 1637.3, mas reported on October 2. 1974. H. Rept. No. 93- 

1416 T ~ Pbills were debated hv both houses on Novemb~r 20 nnd 21, 1974 nnd dlverent 
oerciona were nasserl by the Honse and Senate on November 21. See. 120 con^ R w .  FI 
10884-10902 S 19823' 19826-19882 R 10950-10972 (da ih  ed. Nov; 20 21, 1974). A 
mnf'erence whs not helh on the diffe;ing bills but n staff compromis~ was' pre,qpnterl nnd 
dphated on Derember 17 nnd 18. 1974. See. '120 Gong Rec. s 21808-21823, R 12242-

1224. S ?-oQC.-91996 (daily ecl. Dec. 17, 18, 1974). The Privacy Act became ,lam on 

December 31.1974. 


8 Lawson letter, p. 2. 



Conk,  296,U.S. 497, 503 (1936). "I11 the absence of some affirmative showing of 
a n  intention to repeal, the only per~nissible justification for a repeal by implica- 
tion is  when the earlier and later statutes a re  irreconcilable." Morton v. Jia~zcuri, 
417 U.S. 535, 550 (1974)).The Supreme Court, i a  the Regional Rail Reosga?zixa- 
tion Act Cases, agreed with the District Courts' formulation of the rule: 

"A new statute will not be read a s  wholly or even partially amending a prior 
one unless there exists a "positive repugnancyv between the provisions of the new 
and those of the old that  cannot be reconciled. . . . Before holding that the re- 
sult of Lhe earlier consideration has been repealed or qualified, i t  is reasonable 
for a court to  insist on the leaislature's using lannuaae showing that i t  has made 
a considered determination t; that  end." 413 u.%?la,134 quoting 384 F. Supp. 
895,946 ( Sp. Ct. 1974).

The question in the rail reorganization cases cited above was whether the Rail 
Act, wfih i ts  own remedy and scheme of compensation, preempted the general 
Tucker Act remedy for unconstitutional talrings of property. See 419 U.S. 102, 
136. The Supreme Court held that  i t  did not: As a general rule, remedial statutes 
nre given a harnlonious collsltruction if possible and "the enactment of a new 
statutory remedy does not operate to  repeal other statutory remedies, but the 
new remedy .isconstrued as  cumulative and to coexist with the existing rnethods 
of enforcement." Sutherland, Btatutory Constrtlotio?z $ 23.27 (4th ed. 1974) ; see, 
,Jones v. &layer Go., 392 U.S. 409, 416 (1868) ; Sullivun v. Little Hunting PurL, 
396 U.S. 229, 237 (1969).

The Department of Justice points to  several differences in  the access provi- 
sions of the Privacy Act as opposed to the E'OIA as creatin2 a "sea of Uncertainty" 
and evincing an intent on the part  of Congress to  replace the FOIA remedy with 
the Privacy Act remedy, "a self-contained unit, embodying $1 requirements that  
Congress intended, from definitions to provisions of judicial review." As noted 
above, it is difficult to argue that  Congress intended such a drastic remedial modi- 
fication *itbout saying a word about i t  and on the same day it overwhelmingly
overrode a Presidential veto of a strengthened version of the dery act i t  is 11oW 
argued was modified. Furthennore, an examination of the "inconsistencies" ilis-
cussed is the Department's letter does not demonstrate the degree of irrecon- 
cilability and "repugnancy" necessary on which to base a conclusion of q~mlifica- 
tioil or repeal by implication. See, Sutherland, supra $23.10;Posadas v. Natior,al 
Citu Bank, 296 U.S. 497, 504 (1936) ; Regional Rail ReorgnlzOatidn Act Cases. 
419-0.s. 102, 134. 

The Demrtment's letter mentions three ~rovisions of the Privaev Act which 
serve to limit access to information and a r iues  that  such limitations, contained 
a s  they are in the newer statute, preclude alternative use of the older FOIA. 
However, exemptions or limitations contained in later remedial statutes do not 
necessarily evidence an intent to  occupy the ,field to the exclusion of earlier 
remedial statutes on the same snbjed. See, Jones v. illaver Go., 392 U.S. 409, 
416 (1968) ; Bullivan v. Little Hunti'l~g Park, 396 U.S. 229 (1969): Furthermore, 

4 I n  analyzing egislative history which is relatively more illuminating than  tha t  a ~ a i l -  
able on the similar question i n  the context of the Privacy Act and the FOIA, the Court 
concluded : 

"In sum, we cannot find tha t  the legislative history supports the arguments tha t  the  
Rail Act should be construed t o  withdraw the  Tucker Act remedy. The  most than can 
he said 1s t h a t  the Rail Act is ambimous on the cluestion. I n  tha t  circumstance. annli- 
cable canons of statutory constrnctfoh require u s  6 conclude t h a t  the  Rail Act is-not  
to he read to withdraw fhe remedv under the Tucker Act." 419 U.S. 102: 133. 

6 Title VIII  of the Civil Bights ~ c t  of 1968 did not affect 42 U.S.C. 5 1982, desaite the  
fact  tha t  the former contains exem~t ions  and time limits not contained in the  latter. 
Tbe Court stated : 

"At oral argument. the Attorney General expressed the view that ,  if Congresq should 
enact the pending bill. 5 1982 would not be affected in any way but "wo~lcl stand inde- 
pendently." Tha t  is, of course, correct. The Civil Rights Act of 1968 does not mention 42 
V.S.C. 5 1982, and me cannot assume t h a t  Con$~ess intended to  effect any change, either 
substantive or procedural, In the prior statute. 392 U.S 409 416 n. 20. 

See also, Fred v. Kokinokos, 347 I?. Supp. 942. (E.D. 3.y.i972).
OCivil Rights Act of 1964 did not supersede 42 U.S.C. 5 1982. The court i n  Tsoqj v. 

Shell O i l  C o m p a ~ y ,378 F. Supp. 1042.1047 (ED.Mich. 1974) elaborated : 
"The dis t inct~on between a Title VII  claim and a claim bottomed on the Civil Rights 

Act of 1866 is significant. A claimant under the  la t ter  is not burdened with the proce- 
dural prerequisites of Title VII. Although the kinds of discrimination covered by the two 
statutes overlap to some extent the  courts have nevertheless refused to  hold tha t  the  
older s tatute  was preempted b i  Title VIII. The remedies thev create are indepnclent
and unaffected by the other's existence. . . . Thus, when discriniination of the type cov-
ered bv both statutes is involved, relief may be availabIe under %.1?81e t  seq. which is not  
available under Title VI I  berause of a failure to exhaust administrative remedies." 

See also, Penn v. Schlesinger, 497 F. 2d 970 (6th Cir. 1974). 



administrative interpretations of two of the three provisions result in no incom-
patibility with the FOIA. 

For instance, the Department's letter notes that agencies may impose identity
verification requirements on individuals seeking access to their records under 
the Privacy Act. 5 U.S.C. 552a(f) (2). The* is no similar requirement under 
FOIA. However,. OMB has recommended regarding ( f )  (2) verification that the 
"requirements pertaining to verification of identity contained in subsection ( f )  (1) 
[notification of an individual that a record pertaining to him exists]: above, should 
also be noted." OMB Guidelines 28967. Subsection ( f )  (1)verification procedures
"may only be imposed when the fact of the existence of a record would not be 
required to be disclosed under the Freedom of Information Act ( 5  U.S.0. 552)." 
OMB Guidelines 28967;see OMB Guidelines 28964. 

Thus, an effort is made to mesh the two acts. Furthermore, as a practical 
matter, verification procedures are likely to be employed in FOIA requests for 
such individually identifiable records. The disclosure of a record to someone other 
than the subject of that record may "constitute a clearly unwarranted invasion 
of personal privacy" (5  U.S.C. 552(b) (6 ) ,  while disclosure to the individual 
himself may not. Thus, some verification procedure is necessary to determine the 
applicability of the FOIA exemption. See also, 5 U.S.C. 552(b) (7) (C)?

The Department's letter also points to the supposed conflict between the FOIA 
and subsection (f)(3) of the Privacy Act which, in its view, "permits an  agency 
to restrict certain disclosures to the requesting subject's physician rather thhn 
making them to the subject himself." OMB does not seem to take such an  
either/or position nor do the terms of the A d  reflect such a position. Subsection 
( f )  (3) does permit special procedures "if deemed necessary", but these special
procedures are for "the disclosure to am imdividuat of medlcal records." (Em-
phasis supplied). The OMB Guidelines similarly provide : 

"As written, the Act provides that individuals have an unqualified right of 
access to records pertaining to them (with certain exceptions specified in sub-
sections ( j )  and (k), below, but that the process by which individuals are 
granted access to medical records may, a t  the discretion of the agency,be modified 
to prevent harm to the individual." OMB Guidelines 28967 (Emphasis added).

Finally, +he Department views subsection (d) (5) a s  a limitation making alter-
native application of the Privacy Act and the FOIA impossible. Subsection (d)
(5) provides that "nothing in this section shall allow an individual access to any
information compiled in reasonable anticipation of a civil action or proceeding." 
5 U.S.C. 552a(d) (5). The Department concludes (apparently with regard to this 
subsection and the obhers discussed above) that "it is entirely implausible that 
such substantial protections as these were intended only to apply to $he incre-
mental access which the Privacy Act provides beyond that of the FOI Act-so 
that they coulid be entirely avoided if the FOI Act alone were the basis of tme 
request."

Initially, i t  might be said that entirely avoiding the restrictions of (d) (5) by 
means of the FOIA may be difficult in many, if not most, situations as exemp-
tion 7 of the FOIA may well apply to such records. Secondly, the O.MB Guidelines 
interpret subsection (d)  (5) within the framework of the FOIA : 

"This provision is not intended to preclude access by an individual to records 
which are available to that individual under other procedures (e.g. pretrial
discovery). It is intended to preclude establishing by this Act a basis for access 
to material being prepared for use in litigation other than that established under 
other processes such as the Freedom of Information Act or the rules of civil 
procedure." OMB Guideline 28960. 

7 In discussing this portion of exemption 7 of the FOIA in the Conference Report on 
the 1974 amendments, it was stated that the conferees "wish to make clear that dis-
closure of information about a person to that person does not constitute an invasion of 
his privacy." Some identlta verification procedures would seem to be necessary In order 
to detennine the applicability of this exemption. The Attornev General also states thnt 
"when information otherwlae exempt under clause (c) i s  soueht by a requester claiming
to he the subject of the information, the agency mny require ap~ropriateveriflcntion of 
identity." Attorney General's Memorandum on the 1974 Amendments to the Freedom 
of Tnformntlon Act 10 (1975).

T,%wtonletter, page 3.'Id. 



Thus, subsection (d) (5) would seem to leave the FOIA unimpaired. 
Other procedural variations between the two Acts are noted by the Depart- 

ment in arguing bhat the Privacy Act and the FOIA are incapable of concurrent 
application. The Privacy Act prescribes no time limits on the agency decision to 
grant or deny access to records unlike the FOIA which sets limits. Neither does 
i t  require an administrative appeal of the denial of access torecords. A two-year 
statmte of limitations is applicable to civil relief under the Privacy Act. The 
FOIA has no specific statute of limitations provision. 

Regarding the time limits, OMB has recommended that agencies reply to a 
request for access within 10 days, the same as under FOIA, OMB Guidelines 
28957. Furthermore, the fact that the Privacy Act dispenses with the necessity 
of administrative appeal and has no set exhaustion of remedies schedule as in 
the FOIA does not preclude harmonizing the two Acts. As the Department's letter 
recognizes, ''[tlhere would be no difficulty in harmonizing application of the two 
Acts to the same request if the effect of the Privacy Act were merely to expand
access which the FOI Act already provides. Then one might reasonably assert 
that a requester was free to proceed under the older legislation-but could obtain 
still more by proceeding under the newer!' lQ 

An alternative interpretation-and a means to harmonize the two Acts-would 
be to impose the. FOIA procedural requirements (time limits, appeal rights) on 
requests for records in a system of records. Qongressional silence could mean 
that i t  intended such limits to apply. Access is not a new remedy provided by the 
Privacy Act ancl the machinery of the FOIA, in terms of administrative handling 
of requests, is already in existence. On the other hand, Congress did feel i t  neces- 
sary to prescribe time limits in the newer legislation when it provlded for a new 
remedy, namely, the correction of individual records. 5 U.S.C. 552a(d) (2).A 
request for one's record contained in a system of records comes d t h i n  the term8 
of the FOIAU and nothing: in the Privacy Act explicitly prohibita application of 
a e  general terms of the FOIA. 

I t  woulcE seem that the procedural variations between the Privaey Act an& 
the FOIA do not pose insurmountable barriers to a harmoIYlzSng interpretation 
and application of me two acts. They certainly do not point to a complete super- 
sedure by the Privacy Act of the FOIA with respect to individuals' requests Pox 
their o m  r e m a  contained in a system of records. An examination af the sub- 
stantive prod8i~ns  of the Act-partimlarly the operation of the PPivaey Ace8 
exemptions in retation to FOIA requests f s r  simizar reeordt+-demonstmCe~ bhe 
absurd consequences of viewing the Privacy Act a@ the exduslve meana of gain- 
ing acceasl to one's own mrds. 

SecEions (j) a& (k) of the Priva Act. permit agencies to exempt eert~m 
systems of records from varions proxsioas of. the bct, lneludimg (dl(11, 
access provision. The general exemptions i& wbion (j) sllow inMtutiam1 
exemptions for files maintained by the CIA and law enforcement agencies. The. 
seetion Qk) specifle exemptloss relate to the substance of the records and include 
records snbject to Cb) (1) of the FOIA Iclassified national security mattem)., 
inpestigatopg, r e w r d ~ ~records maintained in conneetian with pmtwtion of the 
President, p r e b  statktim1 m r & ,  and records,relating to qualification, testing, 
promotion,, m & t m e a t  foxvadous farms 00 federal service. 

Thememptione &not appl~rto wction (b) of the Privacy Act,, wblch outliaes 
condttiong of diwllosu~e to tllir& parties of an indipidnd'~ reeords. S-a (b,) 
~rohthitsswa d%cktsIm without prior request or  consent of the individual 
unlw diwbsum wouId be 'kequired w d e r  section 552 oE this title [FOILI]!~ 
6 U.8.C. =(b) 42). Thus, a thkd party could gain access toan indiuidnal's 
rewrd c o m e  in 8 mtem of reeorda if none of the. exempttons of the E'OU 

10*Eawton letter, pace 2. 
5 U,S.C 582(a) (3$previ@e@:

"Except with respect to the records made available under paragrapha (1) and (2) eP 
this aubsedion, eaoB agency, upon am9 request f i r  recorrle whf& (A) reasonably de-
scribes such reccrra and ('B)is  made in-aceardance wit6 published rules stating the time 
place, fees (if any), and procedures to be followed, shall make the recards promgtli 
avnilable to any person.** 

The FOTA spenks in term@ of "any requestU fao record#, not just requePlts for recor& 
purswmt to thIs seo0lon. 



applied to the records." The anomaly of greater third-party access to a n  indi-
vidual's file hhan the individual himself could thus result if the Privacy Act 
exemptions a re  broader than the FOIA exemptions and the Privacy Act is deemed 
the  exclusive vehicle for individual access to his own records. 

'or example, assuming the Justice Departrhentts position that  the Privacy Act 
is exclusive, records maintained by the CIA, regardless of their content, may 
be exempt from the access provision of the Privacy Act. 5 U.S.C. W a ( j )  (1). 
However, if the substance of t h e  records does not entitle them to comeunder any 
of the nine exemptions of the FOIA, a third party would have access to the  
records pursuant t o  the FOIA and se,ction (b)  (2 )  of the Privacy Act." 
.The breadth of some of the specific exemptions might also contribute to the 

anomaly described above. F o r  example, records "maintained and used solely a s  
statistical records" could be denied the individual (5 U.S.C. 55a(k) (3)), but 
be available to third parties under the FOIA, assuming no FOIA exemption 
applied. Similarly with records "maintained i n  connection with providing pro- 
tective services to  the President of the United States or other individuals", a 
broad exemption not lreyed to the specific content of a record. 6 U.S.C. 552a(k) 
(4). Exemption 2 of the specific Privacy Act exemptions covers "investigatory 
material compiled for law enforcement purposes", a much broader exemption 
than the colnparable law enforcement exemption of the E'OIA.'' Since exemption 
7 is a frequently invoked exemption in FOIA cases, it is likely that  the third 
party versus individual access question may arise in this context. 

The difference between third-party and individual access a s  a result of the 
Justice Depaktment's interpretation of the exclusivity of remedies also points 
t o  the ease which the ligitations resultant from exclusivity may be circum-
vented. If a n  individual is denied access to  records which would be available 
under the FOIA, all he  need do, assuming he  is precluded from pursuing a n  
FOIA remedy himself, is t o  ask a friend to request them for  him. The records 
would have to be disclosed-pursuant to  section (b) of the Privacy Act, either 
hecause the individual has  submitted a written request that  they be  disclosed 
to the third party or because. they a re  required to  be disclosed under section 
552 ( F o I a ) .  5 U.S.C. 552a (b)  (2). 
- The absurdity of the abave results-greater third-rparty access and the promo- 
tion of circumventibn-probably argues more persuasively against We exclusivity 
arkument oP the Justice Department than a n  effort to mcpn$ile the  .minutiae 
of differing procedural, requirements. Statutes will not be interpreted to reach 
absurd results.16 Since there is no provision prohibitiag recourse to the M,IA 
remedy nor legislative his torr  indicating thqt  the FOIA rqmMg hga been super- 
seded; the Brivacy Act remedy should not be coqstrued in a Tanner  which wilL 
d e u l t  in  the anorrialies described above. I : i  . , 

, . 
I / 

, dl o n e  '09 the exemntionfi. (b) (6) ,  of the FOIA permits the wtthholdipg of "personnel 
medicaltfiles a n d  similar files the dialosure of wbich would cons,t~tute a eleqrly un- 

wnrrnnted inynsion of personal privacy." 5 U.S.C. 552(b) (6). 
compromise final version of the Privacy Act rejected a roviaion~of the  Rouse bill 

~ X i c h  mowld have made diaolosure of al l  individually identlfla\le fnfa~matlpn in govern- 
ment  files a "c lea r l~  i~nwarranted invasion of ersonal privacy" and thug exempt from db-
closure under FOIA. See, 120. Conrr. R ~ c .  ~218?" tdail? ed., Dee, 17, 1974 .Thus, it is pos- 
sible t h ~ t  some individual!^ ~dentiflable records would not be exempt uhber the  standards 
or 5 I1.S.C 552(b) (6) dnd thus required to  be disclo~ed (assuming -other FOJA exemp- 
tions mere pot applicaMe) to third partiea under (b) (2)  of the. Prfaacy Act. 

I n  addition, ~t would not seem t h a t  the  Privacy Act is a - s t a t u t e  under the terms of 
exemption 3 of the  'FOIA which permits withholding of mattere '%pM£icdly exempted
frdm disclosure by gtdtute.;' 5: U.S.C. 552 (b) (3). The exemptions Iff tife.Pri+acy Act a r e  
permissive and  an \acenev 1s not  reeazre& to  withhold records within sthe purview of the 
exemptions See OMB Ciidelitles 28971. Thus any exemptrons from diselos~rb linder the  
Privacy A% i s  "the creature of the  administiator and does not fall within the meaning 
of the words 'speciflcallv exempted . . . by statute.'" People of Btate of Calkfornaa v. 
Wrinbrrger, 505 F. 2d 767 (9th Cir. 1974) ; see, M A  AdmCMrata r  v, Robertson, 45 L. 
Ed Bd'164 (1975 

1; I t  1s likely tka t  agenciee will not  exempt records from the terms of the  Privacy Act 
if the7 would be auailnble under FOEA, according to  a n  OMB o l c i a l  wnneeted with the  
draf t ing of the  guidelines. 

14Access to  such investigatory records is expanded if "any individual is denied any
~ i c b t ,  privilege or  benefit' t h a t  he would otherwise be'entitled by Federal law. or for 
which h; n~oirld otherwise be eligible, a s  a result of the maintenance of , such .mate- 
r i a l  . . . 5 U.S.C. 552a(k) (2).

Yo snrli showing of inlilrv is renilired for access under the FOIA. 
=Wee, 7 3  Am. Jur. 2d Statutes, 5 265. 



C O ~ O L U ~ I O N  

There is nothing in the terms of the Privacy Act or its legislative history 
which indicates that the Privacy Act is the exclusive means by which an indi- 
vidual can gain access to his own records contained in a system of records. Many 
of the so-called "inconsistencies" listed in the Justice Department's letter have 
been reconciled with the FOIA in the OMB guidelines issued pursuant to the 
Privacy Act. Furthermore, they do not seem to constitute the clear repugnancies 
which are necessary before a court will hold that one statute has implicitly 
repealed or superseded another. 

The primary purpose of the Privacy Act is the protection of individual privacy 
by controlling the collection, management, and dissemination of individually 
identifiable records. Access to such records by the individual is one method by 
which control is achieved and is a necessary adjunct to the accurate maintenance 
of records. I t  flies in the face of the whole legislative effort in this area to 
construe the Privacy Act a s  a backhanded method to limit individual access to 
records while a t  the same time preserving potentially greater access rights to 
third parties. 

RICHAFCDEHLKE, 

- Legislative Attorney. 

OFFICEOF THE DEPUTY ATTORNEY GENERAL, 
Washington, D.C., October 1, 1975. 

Hon. EDWARDM. KENNBDY, 
U.S.Benate, W a 8 h g t m ,  D.C. 

'DEAR SENATOR I recently received a copy of your letter to Attorney KENNEDY: 
General Levi expressing your concern about Deputy Assistant Attorney General 
Lawton's letter and the Justice Department's interpretation of the Privacy Act 
as ostensibly expressed in her letter. 

lSome weeks before I saw your letter, I and others here had concerns sub- 
stantially similar to yours. Hence we discussed and drafted an additional pro- 
rision to be added to our Privacy Act regulations. We think this provision, a 
copy of which is  enclosed, serves to meet what you suggest. 

That is not to say, however, that this provision will resolve all of the difficult 
procedural issues posed by the various sections of the h o  Acts. For that reason, 
I welcome your suggestion for a cooperative effort and have so notified' my 
principal advisors. The Chief 'Counsel of your Subcommittee will be contacted 
shortly in this regard. 

Bincerely, 
HAROLDR, T m ,Jr., 
Deputy Attop- General. 

SECTION16.57. RELATIONSHIP ACT AND THE FREEDOMOF PRIVACY OF INFORMATION 
Am 

(a )  Issuance of this section and actions considered or taken pursuant hereto 
are not to be deemed a waiver of the Government's position that the materials 
in question are subject to all of the exemptions contained in the Privacy Act. By 
providing for exemptions in the Act, Congress conferred upon each agency the 
option, a t  the discretion of the agency, to grant or deny access to exempt materials 
unless prohibited from doing so by any other provision of law. Releases of rec- 
ords under this section, beyond' those mandated by the Privacy Act, are a t  the 
sole discretion of the Deputy Attorney General and of those persons to whom 
authority hereunder may be delegated. Authority to effect such discretionary 
releases of records and to deny requests for those records as an initial matter is 
hereby delegated to the appropriate system managers as per the Notices of Sys- 
tems of Records published in 40 Federal Register 167, pages 38'70338801 (August 
27, 1975). 

~ ( b )  Any request by an individual for information pertaining to himself shall 
be processed solely pursuant to Subpart D of these regulations. To the extent 
that the individual seeks access to records from systems of records which have 
been exempted from the Provisions of the Privacy Act, the individual shall re- 



ceive, in  addition to access to  those recaras Re is entitled to receive under the Pri- 
vacy Act and a s  a matter of discretion a s  set forth in  subsection ( a ) ,  access to 
al l  records within the scope of his request to  which he  would have been entitled 
under the Freedom of Information Act, 5 U.S.C. 552, but for  the enactment of 
the  Privacy Act and the exemption of the pertinent systems of records pursu- 
a n t  thereto. Only those fees set forth i n  section.16.46 of this Title may be charged 
a requester a s  to any records to  which access is granted pursuant to the pro- 
visions of the subsection. 

(c )  When a n  individual requests access to  records pertaining to criminal, 
national security or civil investigative activities of the Federal Bureau of In- 
vestigation which a r e  contained in systems of records exempted under provi- 
sions of the Privacy Act, such requests shall be processed a s  follows : 

(1)Where the investigative activities involved here have been reported to F.B.I. 
Headquarters, records maintained in the F.B.1.k Central Eled will be processed ; 
and  

(2) Where the  investigative activities involved have not been reported to  
F.B.I. Headquarters, records maintained in files of the Field Office identified by 
the requester will be processed. 
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[From Federal gar Journal (Vol. 3 4 ;  279), Spring 19751 

THE PRIVACYACT O F  EXCE EXCEPTIONS AND EXEMPTIONS 

(By James H. D4zvidson)l 

The Privacy Aot of 1974 reflects a Congressional effolrt (to establish a "Code 
of Fair  Information Practices" which applies to each agency of the Federal 
Government. That code mandates that  the public a s  well a s  individual record 
subjects will play an important role in future personal information practices. 

Without exception, agencies must make public a description of each system 
of records which they maintain about individuals. Beyond this requirement, 
however, there a re  few provisions of the Act which a re  not subject to  some 
esceptions.

There a r e  rules for  the transfer of personal information between or outside 
Federal agencies, including a requirement that  material transferred to someone 
other than a Federal agency must be checked for accuracy, relevance, timeliness 
a n d  completeness. Tha t  does not apply, however, in  the case of a transfer under 
the Freedom of Information AcLa 

Other provisionb of the Act grant indrividuals the right of access and  challenge 
to information about them in Federal files. This  too is limited by more detailed 
exemptions for  certain kinds of information such a s  that pertaining to national 
security, law enforcement and information obtained from "confidential $ources." 

I t  i s  i m p ~ r t a n t  to understand the.operation of these exceptions and exemp- 
tions and, the Congressional intent behind them in order to  deal with the  Act 
as a whole. 

The forces seeking greater disclosure of government ohrat ions and informa- 
tion often a re  found in opposition t~ forces seeking protection of individual 
privacy, Some of the leading cases interpreting theFreedom of Information Act 
deal with the kinds. oP information about individual dtizens which can be re 
leased without invading their privacy. 

I n  hearings on the ,Privacy Act, former HEW Secretary Elliot L. Richardson, 
who commissioned the study sponsored by that  Department entftled "Records, 
Computers and the Rights of Citizens," outlined, the elements af this conflict: 

"Public policy about the management of information must embrace three 
policy objectives," freedom of expression ; perponal privacy ;, apd the  public's 
right to know. I n  a free society these three objectives a re  always .in ,contention, 
and  the challenge 'to public policy is to strike a proper balance among them. 
No public policy on the manageplent of recorded information about people caa 
Ire formulated that  will accommodat'e a l l  three of these objectives if the right of 
persogal privacy is mde~stodd.a s  the r g h t  to be  let alone, Freedom bf expression 
qnd the public's right t a  know require trafficking in i n f ~ r m a t i ~ ni n  ways tha t  
iuipact on people. The issues that  arise i n  achieving these bbjectives relate tg 
how people will be affected-not whether they ,will be affected. Records abopt 
people a r e  matle to mediate and reflect actions affecting them.;'d 

By a n  accident of scheduling, the override of-the President's veto of the 1974. 
Amendments to  the Freedom of Informationr Act and the Privacy Act were 
debated on the same days-in the House a.hd Senate. I n  many instadm, Senators, 
Congressmen, and the staff invol'ved in one, played important roles in  €he adop- 
tion of the- other,. It -was not .without rcansiderable. deliberation.. therefore, that  
the mechanism i n  section b (2) of t h e  Act was chosen to d l o w  p m t  case law" 
t o  control in  the balance between requests fo r  public disclosure of information 
held by the government and the need to protect the privacy of individual citizens. 

;Counsel Senate Govern'hent Operatiofis Subcommittee on 1nteri:avernmental Relatibns. 
-Public Law 9 3 6 7 9  'Section e(6).  
3 Hearings, Ad Hoe kbcommittee on Privacy and Information Systb'ems bf the Committee 

on Government Operations and the Subcommittee on Consntutional Rights, Committee 
on the Judiciary, United States S.eyte, 93d Conk., 2d sess. Part I (1974). 

(1191) 



Section b(2) states that: "No agency shall disclose any record which is con- 

tained in a system of records by any means of communication to any person, or 

te another agency, except pursuant to a written request by, or with the prior 

consent of the individual to whom the record pertains unless disclosure of the 

record would be required under section 552 of this title." ' 


In  other words, if information about an individual would be released under 

an FOI Act request, i t  could be released under b(2) of the Privacy Ad. The 

standard for release under the FOI Act is in Section b(6) which permits the 

withholding of informtaion the release of which would constitute a "clearly

unwarranted invasion of personal privacy." 


Under that test the courts have granted to law professors the lists of labor 

union members for a study of union voting.' In another case, a court of appeals 

ordered a U.S. District Judge to grant a law student cacess to those portions of 

Air Force Academy honor code proceedings which the District Judge reviewed 

and determined would not identify the subjects.' In yet another, a company

producing wine-making kits was denied 9 e  right to see IRS lists of persons 

allowed to make wine without paying a tax. 


Finally, a plaintiff pursuing a class action against an airline sought i n  a sepa- 

rate FOI suit the names and addresses from customs declarations of all pas- 

sengers of that airline who had flown for several months to one area of hhe 

world. In (ienying that request last July, the District Court for the District of 

Columbia seemed to equate a "substantial" invasion of privacy with the statutory 

standard of a "c1early unwarra~uted invasion" and also a swted  that the fa& 

the information was possible to obtain in other forms would support the with- 

holding in that case? 
 # 

Only fourmonths earlim a U.S. District Court in Florida ordered disclosure of 

similar forms, holding that to fall wi%hin the exemption t h q  "must have the 

same characteristics of coqfldentialiby that ordinarily attach to information in 

medial  or personnel files ;'that;ie to such extent a% .they containL' in t i~a te 
details 
of a highly personal nature ;they are within the full wnbreNa of the excep t i~n . "~~  

Whille the case law has not hen  ccms.isthe?lt in all instan-, i t  suggests that de- 

cisions on wh& in fomt ian  to release and what to withhold should be determined 

on a case-bp-case Ws.  In adopting the l?riv@cyAct, &mgress Bet out broad 

guidelines for the handling Q??information about imdlviduals by Fedeml agencies 

Legislation prohibiting the di.%?hXu~e of qpwifiq types of i n fomt ion  shoula be 

approached on a subject-by-subject basis after  more experience is gained in the 

implementation gf this new law. 


UvtiL mare preche limitittima can be flwhioned for certain eategerfee af tn- 

farmation, 0 0 4 g e ~ send~rsed the groteqtion accord& personal informamtionby 

the,q W s ,  under section b(6) of the Freedom of InMmation A& 


That sectipn is unique among the categories of exempted material under the 
FQI Act, It as the only exemgticm tar wbioh the Congress specifically called for 
a balawing of iaterest5-3Chat of public disclosure on tbe one hand, and the gri- 
vacy @f We, indiddual oq the ~ther .  

The Senate report on tbe 1966 FOP Act states: ' e~ phrase 'clearly unwar- 
rantea mvasion of persanQ privacy' enunciates a policy that will involve a 
brl.I@~.~ci%of interest8 between tbe prstection of an indivictnal's private affairs 
4om wseceaeaq public ecrutlny, an4 the preservation of the public's right to 
govemraestal information. The application of this policy sho~ld. lend itself 
particularly to those Go~ernmental agmciee where pernow are required to sub- 
mit vast amounts ~f personal data usually far limited purpases. . . ."" 

Wlrile the lemslative history speaks of a balance between the protection of 
a s  indhidual'e private @aim and the preservation of the publlc right to govern- 
rsental information, tbe cases have varie4 is their aeflnitioh of the public 

iRk?$?tm(4n., the Court of Appeal. for the District of Columbia said that t?e 
requirement to balance interests under b(6) was in unavoidable canflict mth 

4 Pobllc Law 93-579. Section b(2). 

6U.S.C. 552 (b) (6) . 
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7Ro!e v. Department ot  the Aor Force, 495 "F.2d 261 (2dCfr .19~4);.

Wme BIabBy U.#.A., Ina P. U M c 4  b'tate* IItternaZ Wevema b'wvioa, 502 F.2d 133 (3d
Cir. 197~4). 
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the purpose of the 1967 Freedom of Information Act to limit agency discretion 
not to disclose by abandoning the former ground rule that a person requesting 
information show he was "properly and directly concerned." " 

The Court made i t  plain that its ruling for the law professors should not be 
understood automatically to compel the Board in the future to give out Excelsior 
lists to all other applicants, and for other elections. "A request by less well 
qualified applicants, or applicants with a less carefully designed or more dis- 
ruptive study would require a new balancing and might be found to involve a 
'clearly unwarranted invasion of personal privacy' which would justify non-
disclosure." la 

Similar reasoning was adopted by the Third Circuit last year when it denied 
a request by Wine Hobby USA, Inc. for the names and addresses of taxpayers 
granted exemptions to produce home-made wine, asserting : 

"Wine Hobby advanced no direct or indirect public interest purpose in dis- 
closure of these lists and indeed, we can conceive of none. The disclosure of 
names of potential customers for commercial business is wholly unrelated to 
the purposes behind the Freedom of Information Act and was never contem-
plated by Congress in enacting the act." ' 

In Wine Hobby, the Third Circuit also specifically chose to ignore the reason- 
ing of the Fourth Circuit in a 1973 decision, Robles v. EPA, granting access to 
the names and addresses of homeowners whose property had been built on 
radioactive landfill. In  Robles the Court said that since the 1967Act, the public 
interest and not the interest of the requestor was controlling." 

I believe that Getman and Wine Hobby do not carry forward the intent ex- 
pressed in the 1967 FOI Act and refirmed by the 1974 Amendments, that i t  is 
the public internst and not the interest of the requestor which sJmuPd be 
decisive in granting a request. Both of these cases could have been decided 
within that principle and still have protected the names of the individual 
citizens involved. 

Robles is important for another element of the decision-the decision to release 
the names and addresses rested in part on the fact that these names also were 
available by arrangement with the Colorado Department of Health, although 
the degree of availabilility is not clear from the decision. 

As with any law of this breadth, there must be a procedare for the protection 
of information which is sensitive to the national security, to the operation of 
law enforcement agencies or for other limited reasons. 

Section ( j )  permits the head of a federal agency to use informal rulemaking 
procedures under the Administrative Procedures Act to exempt those systems 
of records which are maintained by the CIA or for criminal law enforcement. 
In  so doing, the agency head must include the reasons for the exemption from 
any provision of the Act. 

The exemptions permitted under section ( j )  and those under section (k)
are framed in general terms. The categories could not be drafted with the kind 
of precision'that would assure their most limited applications. By requiring 
open rule making with the receipt Of comments and an agency statement explain- 
ing the exception for certain categories of records, the Congress was trying to 
avoid creation of a loophole which would permit entire agencies to avoid 
compliance with the Act. 

There still is no exemption permitted By agencies from sections of the Act 
which prescribe the conditions for disclosure or exchange of information, which 
require accounting for rjuch disclosures and the establishment of administrative 
rules and safeguards for personal information, which restrict the keeping of 
records on first amendment aativimties or which require an annual public n&ce 
listing all systems of records maintained by the agency, among others. 

This is not an invitation to an agency to announce a carte blancle exemption 
for other portions of every record in its files. Rather they are urged to continue 
present policies of disclosure of records to their subjects and to expand those 
policies where possible. 

These exemptions follow closely the House version of the bill. The Senate 
bill would have permitted exemptions only for certain law enforcement investi- 
gative and intelligence files. The broader exemption for systems of records 

u Getman at 677, n.24. 

Wlne Hobbv USA Inc. u IRS.at 137 
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maintained by any agency or component whose qrincipal function pertains t o  
criminal law enforcement was accepted in deferelice to  still active efforts in  both 
the  House and Senate to  pass criminal justice information legislationn.la 

T h e  CIA exemption was broadened from a protection i n  the Senate bill of 
national defense and foreign poIicy material only afler an agreement was 
reached to pursue further the a p p r ~ p r i a t e  type of exemption for the protection 
of intelligence sources and methods. 

Agency head$ may apply for more narrow exemptions from the act under 
section (k) where a system of records falls within one of the following seven 
categories : 

Material which may be withheld for  national defense and  foreign policy 
reasons under the first exemption of the Freedom of Information Act. Under 
the  new amendments to  tha t  act such documents must be both properly 
classilied and "classifiable" ; 

Material compiled for  law enforcement. This is  to  include that  material 
used by various agencies for civil law enforcement which would not be 
covered by the (j ) exemption ; 

Records maintained by the Secret Service for the protection of the 
President ; 

Records maintained for statistical or reporting purposes and not used 
in making a determination about a n  identifiable individual; 

Investigatory material compiled for determining puitability for federal 
employment or military service ; 

Testing or examination material the revelation of which would com-
promise the federal testing procedures and give some competitors a n  unfair 
advantage; and 

Material used to evaluate potential for promotion in the armed services. 
I n  addition to  the requirements which agencies that  exercise the ( j )  exemp- 

tion must meet with regard to  those excepted systems of records, records ex- 
empted under (k )  must also comply with the following requirements : 

Inform prior recipients of corrected gr disputed records ; 
To collect information to the greatest extent gracticable from the indidd- 

ual to whom i t  pertains ; 
To inform individuals asked to supply information whether i t  is mandatory

they comply with the request and the purpose for which the information 
will be used : 

To maintain records with such accuracy, completeness, timeliness, and 
relevance as  is reasonable for the agency's purposes ; 

TOnotify the subjects-of records which have been disclosed pursuant; to 
compulsory process once that  process has become a matter of public record ; 
and 

The civil remedies and sanctions for violations of the act. 
By making a distinction between the general ( j )  and specific (k )  exemptions,

the Congress indicated its view that  the latter would involve a much-smaller per- 
centage of a n  agency's total system of records than would the CIA and criminal 
law enforcement exemptions. 

Particular mention should be accorded three categories of the (k) exemp-
tion-those for civil law enforcement, for suitability investigations and for 
armed services promotion evaluations. 

Agencies may promulgate rules to withhold information falling within these 
categories only to the extent that  the disclosure of material would reveal the 
identity of a source who furnished inforn~ation to the Government under a n  
express promise that  the identity of the source would be held in confidence. Prior 
to September 27, 1975, the effective date of this Act, information received unrley 
a n  implied promise of confidentiality will support the vyithholding. 

Access to civil law enforcement investigatory material would be permitted 
under these conditions only when a n  individual has been denied a right, benefit, 
or privilege to which he otherwise would be eligible because of agency use of 
the material. 

The Hquse language governing confidential source protection was ,agreed to 
only ,after considerable debate between the chairmen and ranking niinority men]- 
bers of the Senate Government O~era t ions  Committee and the House Snbcom- 
mittee on Foreign Operations and dovernment Information. 

' ' 
10 See S. 1427, S. 1428 and H.R. 62, introduced in the 4th Congress. 



I t  was included in this Act to assure individual access to files which in part 
have been accorded great secrecy but which bear the potential for great harm to 
the subject. It was the intent of the Congress to encourage the collection of only 
that  investigatory information essential to a proper evaluation of a person's
employability o r  advancement. I f  irt is determined ito be necessary to obtain in- 
formation from another party, an express promise of confidentiality should be 
given only when there is no other way to obtain the third-party view. 

Finally, a n  individual should be granted access to all portions of such in- 
vestigatory material except those which would reveal the identity of the source. 
The intent that  this exemption is to be greatly limited can be seen in a colloquy 
between Cbngressmen Alexander and Erlenborn i n  a discussion of the language 
agreed to in the Privacy Act by the House and Senate : 

"Mr. ALEXANDER.I n  some instances, I suppose, agencies might claim that  dis-
closure of any part  of a particuIar item would reveal the identity, of a con-
fidential source. In  those instances, could the agencies conceal even the fact of the 
item's existence from the citizen who wishedbo see his file?" 

"iMr. ERLENBORN. Absolutely not. The fact that a confide~ltial derogatory state- 
ment exists in  someone's file, and that  the statement could be characterized in 
some general way, most assuredly would not reveal the identity of a confidential 
source. The fact of the item's existence and a general characterization of that  
item would have to be made known to the individual in every case."" 

While this language may be difficult to apply in  every case, i t  should mark a n  
important turning point in the conduct of background checks and the quality 
of information gathered for employment and promotion evaluations. 

, JUSTICE OF BECOMESMAJORREPORT/PROTECTION CITIZENS' PRWACY 
FEDERALQONCERN. 

(By ~ i c h a r d  E. Cohen) . 

A concern that  government and business accumulate too much data on pri- 
vate citizens is  making the protection of individual privacy a n  issue high on 
the priority list of scores of government policy makers. 

While part  of the rush to action is in'response-to abuses of government power 
documented i n  the Watergate scandals, i t  also is an inevitable result of the rapid 
growth of governmenl:, record keeping made possible by the increasingly sophis- 
ticated use of computers. A three-year study by the staff of the Senate Judi- 
ciary Constitutional Rights Bubcommittee revealed the existence of S5S federal 
data  banks containing 1.246 billion separate records of American citizens. 

Under the leadership of a White House committee chaired by Gerald R. Ford 
when he was Vice President, government agencies have been strongly encouraged 
to deal with a broad variety of privacy invasions. The issues range from the 
use of medical and employment records t o  the implications of a "cashless society." 

This review of the government's impact on privacy may bear results similar i n  
scope to those generated five years ago by the concern for protecting the en- 
vironment. And, a s  with the ecolo,~ boom,.privacy may be a n  issue that  is easy 
to  support in  general terms but raises complex policy and cost questions when 
the s~ecifics a re  analvzed. Action also has been frustrated bv bureaucraic inertia 
i n  many federal age&-es. 

One result has been a difficulty in securing agreement on legislation whose 
goals both conmessional and executive branch officials say they support but whose 
provisions may  affect a gamut of unrelated areas. 

And some Members of Congress who have been i n  the forefront of the pri- 
vacy movement have begun to question the motjves of the Administration ini- 
tiative, wondering whether it is designed primarily to  serve the White Honse's 
political interests rather than to buckle down on agency abuses. 

lBackground: Until about a year ago, privacy was a n  issue that  drew scant 
public or congressional attention. A few Members of Congress used their com- 
mittee leadership posts to hold hearings on subjects such a s  wiretapping and 
other electronic eavesdropping, consumer credit practices, and the use of lie 
detector tests. Widespread fear  about the  creation of a "national data bank" 
arose i n  the mid-1960s, but faded after the glare of publicity shined on the 
proposal. 

17 120 Cong.Ree. H.12247 (Dee. 18, 1974). 



Without any discussion of policy or attempt to set operating standards, the 
steady growth of federal data banks continued unabated. The only guidelines 
on federal computer use came from the Office of Management and Budget and 
the General Services Administration who were interested primarily in procure 
ment practices. 

The abuses of individual libek-ties documented by Watergate have dramati- 
cally changed that pictnre. 

"Watergate has made i t  easier to get the interest and votes of other Members 
of Congress on privacy issues because they are concerned about the 'plumbers 
unit' and the use of Internal Revenue !Service records, and are respondhg to it," 
said Rep. William S. Moorhead, D-Pa., chairman of the Foreign Operations and 
Government Information Sukommittee of the Government Operatiolls Com- 
mittee. 

"There was a crisis for the past few years in communicatiotls and data col- 
lection. I t  took awhile for the counterforce t o  catch up, but, Watergate made 
people more receptive to the issue of what the government is collecting," said 
Henry Goldberg, general counsel for the White House Office of Telecommunica- 
tions Policy. 

Coincidentally, the Member of Congress with the longest and most active in- 
terest in privacy regulation is Sen. Sam J. Ervin Jr., D-N.C., chairman of the 
Senate Select Committee on Presidential Campaign Activities, which uncovered 
many of the Watergate abuses. As chairman of the Senate Government Opera- 
tions Committee and the Judiciary Subcommittee on Constitutional Rights, he 
has been in a unique legislative position to secure privavy legislation prior to 
his retirement a t  the end of 1974. 

Ervin's two principal bills ,are designed to regulate the use of criminal history 
information and provide rules for *the gathering and disclosing of nonqriminal 
information by government agencies. His position #as .a principal nemesis of the 
Nison White House and Justice Deparhent $added political complications to 
the passage of those bills, but his staff has intensified efforts on each of them 
since the resignation of President Nixon. 

FQBD COMMITTEE 

Acting to anticipate further danger to civil liberties posed by the perv$siveness 
of government has proved Zo be a task easier said than done. A few legislative 
and ladminisbative steps already have been taken, with increased intensity
since the Aug. 9 resignation of Nison, but many problems will continue to be 
studied while a m w i n e  corm of government ~r ivacv ewet ts  attemots to set 
more definite ata&ards ?or identlfyyng privacy pbbleks a i d  providing~olutions. 

Until seven months ago, the executive bpanch lacked an  identifiable individual 
or institutional leader to study privacy issues and coordinate proposed initiatives. 
Responding to the increadng public interest in privacy, President Nixon Peb. 23 
created the Domestic Oouncil Committee on the Right of Privacy and named 
then Vice President F ~ r d  as its chairman. 

Geoffrey C. 'Shepard, associate director of the Domestic Council and the initial 
coordinator of the privacy committee concept, said following its creation that 
the commitkee "will not establish a broad philosophy but will produce a ~ e r i e s  
of recommendations and actions that pursue the theme of restricting the govern- 
ment's demand of information from individoak." 

Ford, who demonstrated little interest in the privacy issue during his 25 
years in the House, seized the opportunity and appointed his own staff to run 
the committee. He soon bad the committee studying more than a dozen areas 
and he made several speeches focusing on the need for government action to 
protect privacy. 

I n  la June 26 speech to the National ,Broadcast Editorial Association, Vice 
President Ford sa5d "the problem of insuring personal privacy in a computerized 
society which threatens to open the most personal affairs of each of us to anyone 
with access to computer-stored information" is one of the "most serious" and 
"least realized" problems facing the nation. 

In  the committee's early months, Ford succeeded in having President Ninon 
rescind an  executive order permittifig the Agriculture Department to review the 
income tax returns of farmers and strongly criticiged a General Services Admin- 
istration (GSA) pkn  to develop a data network with the capability of linking 
federal agencies. The GSA plan was subsequently shelved by Administrator 



Arthur F. Sampson. (Fov baclcgroq~rd 0%tho 6 8 4  "Ped??et"proposal, see VoZ. 6, 
No. 23, p. 856.) -

Committee operations : In  addition to the Vice President, Nixon appointed sir 
Cabinet members and  four sub~cabinet  officials to the committee and asked the 
committee to give him "a series of direct, enforceable measures" within four 
months. The committee members included the Secretaries of Treasury, Defense, 
Commerce, Labor and HEW, the Attorney General, the  chairman of the Civil 
Serv-ice Oommission, and directors of the Office of Management and Budget, 
Office of Telecommunications Policy and Office of Consumer Affairs. 

The committee held i t s  Erst meeting at the White House Feb. 26, three days 
Following Nixon's nationwide radio address. According to Shepard, Nixon at-
tended 70 per cent of the two-hour meeting and told the group the government 
collects too much information that  it has no reason .to have and oannot use. 

Initial activity-Ford appointed Philip W. Buchen, his close friend and former 
Grand Rapids law partner, as the committee's executive director. It was the first 
significant government post for Buchen, who Ford named his counsel shortly 
after he  became President. 

With the assistance of a staff of three professionals, Buchen supervised the 
selection of the  committee's initial targets. Task forces were established con-
taining representatives of the  agencies involved i n  a specific problem area. The 
task forces were told to  meet as  often aspossible i n  order to  develop firm Admin- 
istration policy i n  the 14 areas initially identified by the staff and endorsed by 
the committee. 

Although the committee members did not meet again until July 10,and have 
not met since then, the committee's over-all progress is reviewed once every 
three or  four weeks by a "liaison group" of assistants to the 11committee 
members. 

According to Carole W.Parsons, a committee staff member, the existence of 
the committee, i ts  creation of task forces and the elevation of i ts  first chairman 
to the presidency have caused "agencies al l  over the executive branch to &lie 
notice of t h e  privacy issne and begin to address it." She estimated 200 to 300 
persons lare directly involved i n  committee projects. 

Douglas W. Metz, deputy executive director of the committee and the principal 
staff officer since Buchen became counsel to  the president, m i d  the committee 
views i t s  role a s  providing "leadership i n  the implementation and coordination 
of the  initiativee which it has endorsed." 

One 'agency official, who is familiar with the work of t h e  committee, said i t  
has been handicapped because its small staff has had to rely heavily on the 
agencies whose policies a r e  being reviewed. "The big difficulty has been the 
lack of aggressive leadership from Mr. Ford, who has not had enough time, 
and Mr. Buchen who has been understandably cautious because he  is not a n  
expert on these issues." 
OMB r o l e W h i l e  the  Domestic Oouncil committee developed initiatives and 

supervised the task forces seeking t o  find solntions to  the problems, the Office 
of Management land Budget played a key role in coordinating the  Increased 
executive branch activity a n  a number of privacy issues. 

Robert H. Marik, OMB associate director for management and operations, 
played down the importance of Watergate a s  a n  explanation for the accelerated 
government interest i n  privacy regulation. H e  attributed the increased interest 
to a July 1973 report of the HEW Department's Advisory Uommittee on Auto- 
mated Personal Data Systems. 

Tha t  study, initiated i n  1972 by HEW 'Secretary (1970-73)Elliot L. Richasd-
son, was the  first significant departmental review of the implications of govern- 
ment computer technology and i t  contained a number of recommendations 
desimed t o  ensure personal privacy. (For  a review of the  HEW report, see 
Vol. 5, No. 43, p. 1602.)

According to Marik, who was HEW assistant secretary for administration and 
management before he  joined OMB in February 1974,"We saw a t  HEW tha t  it 
was not possible fo r  only HEW .to set  privacy rules because we were only one 
part of the  federal family, so  we searched for  a central government vehicle to 
which all  federal agencies could relate, but we could not find it." 

Nixon's establishment of the Domestic Council commiMee provided the  vehicle 
for coordinating new policies. OMB's .traditional m l e  of serving as a clearing-
house for agency views on proposed legislative and administrative action, Marik 
said. "placed us in  the  position of reflecting the  attitude t h a t  we walk before 
we run. 



"We know some changes must be made i n  government use of information but 
the operation of the data systems is a very costly and sophisticated process. To 
impose on the Process significant regulations is  a major undertaking." 

Walter W. Haase, ORIB deputy associate director for information systems and 
a principal assistant to  Marik, has  participated actively in  the development of 
many Domestic Council committee initiatives. H e  said the creation of the  com- 
mittee was a n  important step in  providing an organization with lead responsibility 
for privacy concerns within the execlrtive branch and a focal point to carry out 
President Ford's privacy interests. 

He said OhfB complements the committee's efforts in  coordinating a n  Admin- 
istration position by balancing the  privacy concerns with other factors such 
a s  budgetary considerations and statutory obligations of the  agencies. 

ATew president-At its July 10 meeting t h e  Domestic Council committee for- 
mally recommended action i n  14 areas. Vice President Ford prepared a report
for  the President on t h e  committee's proposals. Nixon did not discuss ithe matter 
with Ford in  the  next month and on Bug. 9, Ford found .the recommendations 
still resting on "the president's desk." Since then, the committee has operated 
on the assumption that  the 14 initiatives represent presidential policy. 

When Ford announced Aug. 20 his nomination of Nelson A. Bockefeller a s  
Vice President, he said that  one of Rockefeller's duties, if confirmed by Congress, 
vould be to serre  a s  chairman of the privacy committee. Rockefeller would be 
expected to bring his own brand of leadership to  the  committee and perhalps 
modify some of its earlier actions. 

Douglas Metz, currently the  committee's operations director, said he favored 
a more formal structure for  t h e  committee outside the contjnes of the Domestic 
Council. Metz reviews the progress of the  committee's work regularly rwihh 
Geoffrey Shepard of the council and its executive director, Kenneth R. Cole, Jr. 
Rtetz said the committee also needed more resources and staff capability. 

I n  the interim, the commi'ttee staff and task forces have been working actively 
on the implementation of the 14 initiatives, 'and have added eight new ones. 

Early initiatives : Ford chaired the July 10 privacy committee meeting, which 
endorsed progress on eight intra-executive branch proposals. Al'though several 
of the propmals have been or a r e  likely to be the  subject +f congressional con- 
cern, action on these initiatives is  designed t o  lead only to administrative rather 
than statutory action. 

Privacy impact statemozts-OMB is  directing the preparation of a circular 
with criteria for agencies t o  use i n  developing or  acquiring new da ta  systems 
or  capabilities. The objective of the initiative is t o  ensure thak personal privacy 
rights receive "systematic consideration" in  the planning of data  systems, includ- 
ing the filing of "privacy impact statements" for public inspeotion 30 days before 
starting the design and ,procurement of the new system. I 

Haase said acceptance of the proposal would result in."an evaluation of the 
privacy implications of proposed systems at each &age of the  development proc- 
ess." ORIB has set November as  a target for adoption of the circular throughout 
the .executive branch. 

A draft copy of the circular obtained by NJR includes a requirement ithat each 
federal agency establish a n  "office of record for privacy safeguard plans" which 
mill determine whether proposed systems meet the applicable principles for 
data  systems. 

Confidentialitu standards-The National Bureau of Standards is directing a 
s tudr  to develop standards for  the use of sensitive data  and will match 6hese 
to the security safeguards and economics of computer technology. The study is 
schecluled to be completed in  April 1975. 

Although several legislative bills already have proposed a comparable set of 
stanclards, a s  have some executive branch proposals, the ~ t u d y  is  a n  attempt t o  
bridge the gap between policy makers 'and the technicians who eventually will 
be responsible for ensuring the proper enforcement of new lams. 

'Cons?rmcr tra9fsaction.v-The Office of Consumer Affairs, directed by Virginia 
H. IZnauer, has prepared a "fair information user code" for  whiah i t  is seeking
the voluntary endorsement of a cross section of businesses. The standards a re  
designed to set principles for  protecting in the markebplace the privacy of per- 
sonal information. 

Subscribers t o  the code would "pledge to be responsive" to seven principles, in- 
clnding : I 

To collect only necessary information ; 
To use only legitimate methods Co obtain such information ; 



To take reasonabIe steps to  assure tha t  the information is reliable; 

To inform the  consumer what general uses may be made of the information. 

S. John Byfngton, deputy director of the office, said ithere would be no enforw- 

merit power to  the code, but "this does not mean the public o r  Congress or Fed- 
eral Trade Commission c-ah't aslr a business what i t  has done to meet the code 
standards." 

He said a draft of >the code has been circulated among 15 major companies 
for their comments, and 10 to 12 of them .dealing in retailing, credit reporting, 
insurance, consumer finance and credit cards have looked a t  the  proposed code 
in an "agreeable way." 

CaMe television-The Cabinet Committee on Gable Communications remm-
mended proposals in  January 1974 for federal regulation of cable television. The 
legislation has been under study a t  the White House since then. 

The privacy committee recommended that  the Administration proposal include 
zi section prohibiting cable operators from disclosing personally identifiable 
information about a cable subscriber without his consent or a court order. 

Henry Goldberg, general counsel of the Office of Telecommunications Policy, 
said the draf t  bill includes comparable language. He added t h a t  the  only agency 
holding up final action on the bill by the White House is the Federal Communica- 
tions Commission, but that  he is  hopeful a bill can be referred to Congress within 
a month. 

Mailing lists-OMB is  directing a study of the use of mailing lists by the federal 
government. Pending the conclusion of the study. Haase said OMB hopes to issue 
in the next month a n  interim policy giving citizens the option of preventing their 
names from being added to new federal mailing lists. 

The Treasury Department recently won its appeal of a case i n  the U.S. Circuit 
Court of Appeals for the District of Columbia in  which i t  challenged the right of 
a manufacturer of winemaking equipment to have access to  a Treasury list of all 
businesses authorized to process 200 gallons of wine each year. 

Tax returns-Increased concern about the confidentiality of t ax  returns, par- 
ticularly following revelation of White House use of Internal Revenue Service 
files to attack i t s  "enemies," led the Treasury Department to  tighten i ts  rules on 
records access. 

A key step in this process was President Ford's Sept. 20 executive order 
permitting inspection of IRS records only by the President or his aides upon 
written request signed by the President. I n  addition, Treasury prepared legisla- 
tion setting more formal rules for  access to  I R S  returns by other government 
agencies.

Sen. Lowell P. Weicker, Jr., R-Conn., and Rep. Jerry Litton, D-Mo., authors 
of legislation ( S  3982, HR 16602) t o  protect the confidentiality of tax returns, 
said presidential accessibility to tax returns, "is better preserved by statute than 
left to the unpredictable course of a n  executive order." Thev also have indicated 
dissatisfaction with the proposed Treasury Department bill.-"~he Administration 
bill is  full of loopholes," said Litton. 

Public queries-OMB has prepared a n  executive order for President Ford set- 
ting agency procedures to assure citizens the right to discover what information 
the government is  collecting about them. Broader legislation i n  this area h a s  
been approved by the House and Senate Government Operations Committees 
and should a bill be enacted this year, it would vitiate the initiative. 

Electrolvic funds transfer-The.Commerce Department, with assistance from 
banking agencies including the Federal Reseive Board. Federal Home Loan Bank 
Board and the Treasury Department and the Office of Telecommunications Policy, 
is  studying the implications of movement in  the financial community toward a 
"cashless society." 

In the 'past, federal policy has encouraged experimentation with electronic 
funds transfer but there has been no study of the potentially significant impact 
this mould have on privacy a s  a result of the accumulation of large centralized 
dossiers of personal financial data. 

Legislative initiatives : Six of the priracy commij-tee's original initiatives were 
in  response to bills already introduce& in Congress. The committee staff has  served 
both to monitor congressional developments aria sCirnu1aC.e federal agencies to  
prepare groposals responsive to the legislative concerns. 

Privacg standards-The legislation that  had atfra:ct'eltihe~most interest in both 
Congress and the executive branch is  a prgp6sal stating general guidelines 
for agei~cies on the collection and use of data  and providing citizens with a num- 
ber of rights to ensure the accuracy and confidentiality of the records. 



Separate bills (HR 16373, S 3418) have been cleared by the House and Senate 
Government Operations Committee and floor action is considered likely on each 
prior to the final adjournment of Congress. Both the privacy committee and 0AfB 
staff have met formally and informally with congressional staffers in  order to 
resolve conflicting views. They voice greater approval of the House committee 
bill, calling S 3418 a "drafting horror" and "over broad." 

A staff lawyer on the Senate Government Operations Committee said that  the 
committee has not received satisfactory assistance from the White House in 
the  preparation of its bill. "We invited their participation all the way down the 
line, but they didn't think we were serious about the bill. As a result, their re- 
sponses have not been comprehensive or the kind of in-depth analysis we mould 
like to see," he said. 

Military sumeillanee-The Senate Subcommittee on Constitutional Rights has  
reported to the Judiciary Committee S 2318, a bill prohibiting the armed forces 
from conducting surveillance of civilians. The privacy committee recommended 
passage of an "acceptable revision" of the bill. 

The Defense Department, which had earlier submitted views in opposition to 
the bill, was designated a s  the agency to implement the initiative. A Pentagon 
attorney said "there has been some change in the position of both sides but no 
meeting of the minds." 

Since the subcommittee held i t s  hearings in 1971 on military surveillance prac- 
tices, the Defense Department has issued department regulations ending i ts  
domestic intelligence operations, but the subcommittee believes permanent legis- 
lation is needed to forestall changes in executive policy. 

Federal mplofjees-The C i ~ i l  Service Commission has been designated a s  the 
lead agency for preparing legislation to protect the privacy of civilian employees 
oftheexecutivebranch. 

The matter has  been the subject of legislation sponsored by Sen. Ervin and 
passed by the Senate on several occasions i n  the past decade but with no final 
House action. The bill's prorisions have included a ban on the use of polygraph 
tests for federal employees and prohibition of practices forcing employees to buy 
bonds or disclose their assets. The movt recent Senate action on the proposal was 
passage of S 1688 on March 7. 

I n  the House, the Post Office and Civil Serrice Committee has had a comparable 
bill pending for several weeks. The House draft i s  weaker than the Senate bill 
because i t  would exempt additional agencies and remove the right of counsel. 

Donald F. Terry, staff director qnd counsel for the Subcommittee on Retire- 
ment and Employee Benefits of the Post Office and Civil Service Committee said 
the Civil Service Commission has not softened its opposition to  the tougher sec- 
tions of the Senate bill in  spite of the privacy committee's initiative. I-Ie said that  
Anthony L. Mondello, general counsel of the commission, and Douglas Metz of 
the privacy committee approached.him a month ago with a draft bill outlining 
the Administration's position representing "no real change." 

BchooT records-The one legislative initiative that  has been enacted is a pro- 
vision calling for the protection of the privacy of school records. The committee 
announced i ts  support for  a n  amendment to the 1974 elementary and secondary 
education bill sponsored by Sen. James L. Buckley, Con-R..N.Y. The provision 
requires schools and colleges obtaining federal funds to give parents and college 
students the right to inspect pupils' ~chool  records and to limit further disclosure. 

As signed into lam (88 Stat  484) by President Ford, the so-called Bnckley 
amendment guarantees access to  school records by parents and college students, 
and limits access by third parties that do not have parent or student consent. 
John D. Kwapisz, legislative assistant to  Buckley, said the privacy committee 
"played no great role but lent moral support" to  passage of the amendment. The 
HEW Department continued i ts  strong opposition to the amendment in spite of 
the  priracy committee's position. 

Bank secreog-The Treasury Department has  been assigned the responsibility 
for  drafting legislation to  protect the confidentiality of bank transactions. I t  is 
not likely that  the  bill will be completed before the end of this Congress. 

Sen. Alan Cranston, D-Calif., has  proposed S 2200, which would impose a ban 
on most practices of financial institutions giving their customer records to fed- 
eral  agencies. The privacy committee announced its support of that  "basic 
concept" but according to a stafP member of the  Senate Banking, Housing nnd 
Urban Affairs Cammittee, the provision is "violently opposed" by the Internal 
Revenue Service and FBI. 



Fair  credit reporting-Congress enacted in 1970 the Fair Credit Reporting 
Act (84 Stat 1128) regulating the activities of consumer reporting agencies. 
Sen. William Proxmire, D-Wis., the principal sponsor of the act, has filed S 2360, 
which would require additional disclosure of information by credit agencies and 
right of access by consumers. Following hearings last year, the bill was tabled 
4 2  by the Senate Banking Subcommittee on Gonsumer Uredit. However, 
Proxmire is expected to push for action again when he becomes banking com- 
mittee chairman next year. 

The privacy committee designated the Office of Consumer affairs to develop an 
alternative to S 2360. A task force, headed by John Byington, has completed its 
report and sent it to the committee for further action. Among its recommenda- 
tions are a modiflcation of the current exemption for medical records. 

New ilzitiatives: Since the July 10 meeting, the privacy committee staft' and 
liaisons have studied eight additional initiatives, many of which are still in the 
planning stages. 

Social Security number-Increased use of the social security number as an  
identifier by both government and private agencies is  one of the most controver- 
sial and publicly discussed privacy issues. 

A task force has been established under the direction of the HEW Department 
to study possible limitations on its use. Two principal options of the task force are 
to permit use of the number if the agency has adopted a fair information prac- 
tices code, and to authorize that an individual be lpenalized for not giving a 

number only where the requester has authority to use it. 
David B. H. Martin, who was executive director of the earlier HEW advisory

committee on privacy, is  preparing a policy paper for proposed HEW action. 
Once the department adopts a position, it will be reviewed ,with other federal 

agencies.
Research data--0MB is supervising a study on the means to protect the con- 

fidentiality of data coilected strictly for research purposes. According to Carole 
Parsons of the privacy committee staff, the proposal is  designed to "insulate 
sensitive records from compulsory process." One unresolved question, she said, 
is the extent of research efforts that should be covered. 

Health records-An HEW project has been established to review existing 
departmental practices on the use of health and medical records, including the 
keeping of records in compIiance with the statutes dealing with medicare, medi- 
caid, and the cost and quality of medical services, 

National security--'l Defense Department has initiated a study of the suit- 
ability investigations by federal agencies to determine whether individuals are 
qualified for employment, contracts and access to classified information of a na- 
tional security character, 

Sooial Security Administration-This study by Social Security officials is  
reviewing the agency's internaI fair information practices on the use of Social 
Security records, not the use by others of the social security numbers. 

En~gloyers records-The Labor Department is supervising a study of personal 
data by private employer8 in hiring and promotion decisions. J. Michael Taylor, 
an attorney in the solicitor's office, said the committee will attempt to "balance 
the employee's right to  be left alone with the employer's need to know if the 
em~ployee is qualified and honest!' Among the practices to be studied are use of 
arrest records, lie detector tests, insurance records and credit reports. 

information colZectiol~The privacy committee staff is formulating a study of 
the amount and type of information that  is collected by federal agencies. 

According to Ms. Parsons, "this is on: of the most difficult issues to get a handle 
on. and we're not sure how to proceed. 

The subject is  of special interest to small businesses which have complainer1 
about excessive federal reporting procedures. The House Oct. 7 approved without 
dissent HR 16424, a. bill to establish a Commission on Federal Paper Work to 
study similar problem. 

Privacy R&D-The committee staff is also considering proposals to encourage 
research programs on privacy issues by federal agencies, and to designate a fed-
eral office to make known the government's interest in the subject to private 
researchers. 

PRIVACY STANDARDS 

The most significant action on privacy legislation by Congress this year is 
lil<ely to be enactment of a bill setting general standards for federal use of 
citizens' records in its data banks. The legislation has been referred to as a 
federal "fair information practices code." 



The principal features of the bill a r e  likely to  be guidelines requiring Chat, 
with respect to most federally operated data  banks : 

The information not be disseminated t o  another agency without the written 
consent of each individual whose record would be transferred ; 

The record be accurate, relevant and timely; 
The individual know of the record, have access to  it, and be permitted to 

request a correction when h e  claims there is a mistake, with a n  ultimate right 
of court review ; 

Civil penalties be available to the individual i n  case of government violation 
of the regulations. 

Whether the 93rd Congress will enact a privacy bill 'MIL essentially be a ques- 
tion of time. Supporters of the proposal i n  each chambec attempted to have the 
House and Senate consider the  separate bills prior to  the scheduled Oct. ' l l  s tar t  
of the election recess. The bills a re  sufficiently complicated and the differences 
between them a r e  such tha t  a conference committee will almost assuredly be 
necessary.

Assuming the cengresaional leadership adheres to  its current plan of a post- 
election session, there probably would be  enough time for the conferees to resolre 
the differences between the two chambers and send the agreement to President 
Ford prior to  final adjournment. If Congress does not pass a bill, Ford's aides 
say he will issue a n  executive order containing many of the proposed actions. 

House: The Government Operations Gommibtee Sept. 24 approved without dis- 
sent HR 16373, the Privacy Act of 1974. The  bill was drafted over a period of sev- 
eral monbhs ,by the Foreign Operations and Government Information Subcommit- 
tee, chaired !by Rep. Moorhead, with considerable assistance fromthe two ranking 
submmmittee Republicans, Reps. John N. Erlenborn of Illinois and Paul N. Mc-
Closkey Jr. of California. 

The bill, which has as  i ts  principal aim the  limitation of the use of personal 
records by the government, was d ~ a f t e d  a s  a n  amendment to the ,Freedom of 
Information Act of 1966 (80 Stat. 383). Ironically, t h a t  law is designed to enconr- 
age the government to make public more inforbtition. Norman G. Cornish, tshe 
subcommittee's d e ~ u t v  staff director. ex~la ined  that  the draftina decision was 
made on the basis-that the 1966 law is the only current federal la% dealing with 
information practices. , , 

According to the committee's report ~6companying!the bill, the legislation "rec- 
omizes the legtimate need of the federal gbvernment to collect. s b r e .  use and 
&are among various agencies certain typesof personal datav but provides safe- 
guards to  remedy ml'sust of the information, and "r&!sert ehefundameptal rights 

' of personal privacy of all Americans." 
'The keystone to the bil1,is that, with limited exceptions, a federal agency can- 

not divulge t o  another agency personal information & o u t  a n  individual without 
his consent. Among the exceptions a r e  the act ivi t ie~ of law enforcement agencies, 
the Census Bureau's official surveys, emergency ~ittiatiims'hhd information needed 
by Congress for legislative and investigative reasons. 

I n  a n  interview, Rep. Erlenborn said the bill is  important bbause  "technology 
has progres~ed to the point where a government agency can push a butbon and get 
a mass of information on almost anyone: Thexe shou1,d be an assurance that  the 
information is used only for  the purpose for which it was -collected." He added 
that  while there have been some abuses in the pkst, passage of the bill is necessary 
primarily lbecause of "a fear of bhe future." 

Cornish said that  "for the first time in the country'& history, Americans will 
have some control over how the federal goverhment utilizes information eoncern- 
ing them and can ensure that  the information is used by the government only for 
the purpose for  which i t  was knowingly submitted." 

White House assistance-The drafting of HR 16373 was noteworthy for  
what all sides acknowledged was a substantiall.and generally amicable contribu- 
tion by President Ford's privacy committee and the Office of Management and 
Budget.

Subcommittee Chairman Moorhead said :"We don't want to interfere with good 
management of government. The privacy committee staff and OMB were helpful 
to us  and we resolved a number of issues with them." Erlenborn said he had 
"never seen better cooperation" between OMB and a congressional committee on 
the drafting of legislation. 

A%;ociate Director Marik said there was a "magnificent working relation- 
ship" between the subcommittee and $he White House, and that  the subcommittee 



was "very responsive" to the points made by OMB. With the exception of one 
section, he said he supported enactment. Metz of the privacy committee expressed 
similar views. 

Federal employees-The principal outstanding point of contention between the 
su~bcommittee and the White House is whether the bill should be applicable to the 
records of federal employees and whether, for example, they sthould be entitled to 
review their employment records. 

During the committee debate, Eilenborn said that unless the exemption Kere 
adopted, "the (bill will wipe out the confidentiality of the civil service system and 
compromise the commission's testing process." Rep. Dante B. Fascell, D-Fla., re- 
sponded that "case after case has shown that  you can't get to the root of why a n  
individual employee is not qualified without access to his records." The committee 
rejected Erlenborn's amendment to add the federal employees exemption by a n  
11-22 ~ o t e .  

One controversial section t h a t  was struck from the House subcommittee bill 
would have permitted court awarding of puilitive damages against the govern- 
ment in case .of a violation of the act. The bill's principal supporters conceded 
that such a provision would likely provide a n  unprecedented citizen remedy 
against the government but argued that  it was a necessary "cl~~b' '  against the 
government.

Senate : The Senate Government Operations Committee Aug. 20 unanimously
approved S. 3418. Although much of the bill is structured similar to HR 16373,the 
drafting process has been considerably more strenuous and has lacked the cooper- 
ation with the Administration that  marked the House action. 

The committee's report is more critical of current government abuses of privacy 
than is  the House committee report. "The lack of self-restraint" by some agencies 
"has demonstrated the potential throughout government for imposing coercive 
information !burdens on citizens or for invading areas of thought, belief o r  per- 
sonal life which should be beyond the reach of the federal data  collector," t h e  
report said. 

The bill, introduced by Chairman Ervin and co-sponsored by Sens. Edmund S. 
Muskie, D-Maine, and Charles H. Percy, R-Ill., had three days of hearings in June 
and the  one committee markup session in August. In both cases, the House com- 
mittee gave the bill significantly more lengthy attention. 

Criticism-According to several Administration critics of the bill, this quick 
action reflected the bill's vaguenes and inadequate attention to specifics. One 
White House aide said "there is a genuine commihent  amopg Senators to  the bill, 
but the  problem is  that  the bill needs considerable tightening.'' 

A private attorney who observed the committee's markup session and did not 
wish to speak for  attribution said: "I had a stronq feeling t h a t  the Senators and 
staff did not understand the bill and i ts  implications." H e  said that  he sympa- 
thized with the staff because of the "enormously coinplex problems" and suggested 
that  legislation may not now be the answer to the privacy concern. 

Lawrence M. Baskir, chief counsel and Staff direcbor of Ervin's Constitutional 
Rights Subcommittee, who participated in the drafting of the bill, disagreed that  
S. 3418was more unusual or complex than other legislation approved bv Congress. 
"All of the proposals in the 'bill have been discussed since a t  least 1970.Our staff is  
very familiar with them and has been working on privacy longer than anyone i n  
the executive 'branch," he said. 

H e  was particularly critical of what he  called "last minute qnibbling sugges- 
tions" from the White House. "The executive branch is good in suggesting changes 
but i t  still has  not prepared i t s  final position even though the bill has been pending 
for several months," he said Sept. 25. 

A 35-page memo commenting on the bill was sent Sent, 16 to the Government 
Operations Committee staff by Mets. Two davs later, the committee received' a 
seven-page listing of "major concerns" from OMB Director Roy L. Ash. 

Com&ssio+A principal point of dispute i n  S. 3418 is i ts  proposal to establish 
a Privacy Protection Commission a s  a n  independent agency. I t s  purpose wo~ild 
be two-fold-to adopt a ide l ines  to assist government agencies in  implementing 
the acts, and study 'federal data  bank practices and recommend necessary 
changes to Congress and the President. 

James Davidson, counsel to Muskie's intergovernmental relations subcommit- 
tee, said the commission is necessary because of both the need for R central point 
of expertise in  implementing privacy rules and the fact that  there has never been 
a full-fledged study of privacy problems in both the public and private sectors. 



The White House response to the Senate committee is  that  the commission 
would be "another layer of bureaucracy" that  would slow the initiation of the 
new regulations, and might also be "a handy excuse for delaying the implementa- 
tion of some important privacy safeguards." 

TV71.ite House: I n  the event that  the House, and Senate do not reach agreement 
on a federal privacy standards bill before the 93rd Congress finishes its work, 
President Ford will issue a n  executive order modeled on the standards of the 
pending legislation. 

Metz said the executive order would be "nearly identical" to the House com- 
m%e bill. "We a r e  committed to action-either executive or legislative-to
show the good faith of the Administration to act." 

Metz said there was no White I-Iouse preference for a n  executive order instead 
of legislation and that  Ford and his aides mill continue to  push for a bill until i t  
is clear that  there is "no opportunity for legislative action in this Congress." 

Baskir, Ervin's chief aide on privacy legislation, criticized the White House 
for  having an executive order ready to be issued in lieu of the legislation. He said 
this and the "last-minute criticisms" of S. 3416 led him and others in Congress 
to  believe "the Administration position on privacy is to cooperate but still ob- 
struct progress i n  order to  prevent the bill from being passed." 

The result, he said, would be that  the Democratic Congress would pass no pri- 
vacy legislation and the President could issue his own executive order and "steal 
the thunder." 

Baskir's contention was denied by ONB's Marik who said Ford's intentions 
a r e  "genuine." 

ASSESSMENT 

A review of privacy developments during the first nine months of 1974 dem-
onstrates the involvement of a substantial number of executive and congressional 
ofticials in  the struggle to develop regulations to  deal with the real and potential 
threats to individual liberties posed by the growth of computer technology. 

President Ford has several times since he became President referred to  his 
abiding interest,in the privacy issue and he gives every indication that  he  intends 
to  keep the issue alive. Nelson Rockefeller may give new direction to the White 
House privacy committee but it is probably too late to move i t  in the direction of 
less activity rather than more. 

Key questions remain, however, a s  to the extent to which the White House can 
and will attempt to  budge the often recalcitrant agencies from their traditional 
pofiitions of adhering to "tried and true" bureaucratic practices. 

There is also the  question a s  to  the extent Ford is willing to share the privacy 
limelight with Congress. 

Rep. Litton of Missouri, a principal supporter of greater collfidentiality of tax 
returns, said B'ord and Buchen were extremely interested in  his proposal during 
the  summer. This changed after Ford became President, Litton said. 

"The more they looked a t  the issues,.the more they realized i t  wasn't so easy as  
they thought, and the pressure from the agencies got to them," he said. 

Norman Cornish of the House Government Operations Committee staff empha- 
sized that  OMB and the White House were cooperative with his committee in 
trying to work out legislative problems. 

But he said "the Administration inclination to turn to executive orders is  a 
bad omen" of a possible lack of full cooperation between the President and 
Congress.

Whichever way the initiatives and working relationships turn, officials a t  both 
ends of Pennsylvania Avenue agree that  privacy will remain a live issue in  the 
post-Watergate climate and that  bureaucrats in  every part of the government will 
have to adjust their practices on the handling of citizen records. 

They also indicate that  the results of the federal privacy regulation program 
will help dictate future regulation of privately operated data banks. OMB asso- 
ciate director Marik said "the privacy concerns on federal data  systems are  cer- 
tainly applicable in  the private sector," but added that  the federal government 
should first "put i ts  own house in  order and determine the impact of the regula- 
tions so that  the private sector is  not impaired by costly o r  cumbersome 
proposals." 



SUPPORTERSFIND OF PROPOSAL FILLEDDRAFTING CRIMINALFILES A PATH WITH 
BOTTLENECKSAND COMPLEXISSUES 

Securing agreement on a bill to regulate the use of F B I  criminal history rec- 
ords has consumed thousands of hours of attention from congressional, White 
House and Justice Department officials and staff. But most participants agree 
that  they a re  no closer to passage of a meaningful bill than they were a year ago 
when they began the agonizing effort. They may even be farther apart  as  a 
result of the greater understanding of the issues which they have gained. 

The drafting process also has been a victim of the Watergate scandal which 
brought a new Attorney General and Deputy Attorney General who did not feel 
themselves bound to the earlier Justice Department position on the key issues, 
consumed the time and attention of the Senator with the most ardent interest in  
the bill, and made i t  impossible for  the House Judiciarg Committee and i t s  staff 
to consider the proposal during the past six months. 

The legislation (S. 2963, S. 2964, H.R. 9783) i s  designed to set the first national 
rules on the use and dissemination of criminal justice information and impose 
restrictions on the exchange of criminal records between the Federal Bureau of 
Investigation (FBI)  and thousands of police departments across the country. 
Interest in the bill was aroused by the absence of specific laws on the subject, 
leading many critics to cite a serious threat to personal privacy. (For background 
on the controversy and details of the proposals, see Vol. 5, No. 43, p. 1599, and 
Vol. 6, No. 7, p. 246.) 

Negotiations : The effort to move ahead on the legislation has been marked by 
a continual series of meetings between congressional and Justice Department 
staff, attempts to put on paper what tentatively was agreed to orally, and renego- 
tiations of supposedly final provisions. 

"When the crunch comes, the Justice Department is not making decisions, and 
the White House is  not there to push i t  along. Either the ~dministration's con- 
cern for privacy is a 'paper tiger' or there is  a calculated effort to stymie action. 
In either rase, there would be the same result of Congress's inability to act," said 
Lawrence M. Baskir, chief counsel and staff director of the Senate Judiciary 
Subcommittee on Constitutional Rights, chaired by Sen. Sam. J. Ervin Jr., 
D-N.C. (Baskir plans to resign soon and become general counsel of the Presi- 
dential Clemency Board. ) 

Deputy Attorney General Laurence H. Silberman, who has headed the Justice 
Department's review of the bill since his March confirmation by the Senate, dis- 
agreed with Baskir. "We have been working hard for  the past month to reach 
an Administration position. With President Ford's accession to the presidency, 
the issue became of greater importance, and i t  became possible to get a n  admin- 
istration position. That was difficult under President Nixon because an attempt 
was tried earlier and it failed." 

Silberman was referring to the drafting last fall  of the original Justice Depart- 
ment bill (S. 2964) under the direction of Associate Deputy Attorney General 
(1973-74) Martin B. Danziger. The bill was sent to Congress a s  a "Justice 
Department bill" because of the inability to resolve opposition of several agen- 
cies, including the Civil Service Commission and Defense and Treasury Depart- 
ments. Silberman said that  the recent review of the bill has resulted in a change 
in the Justice Department's position in S. 2964. 

Staff meetings-The first extended discussions on the bill between congressional 
and Justice Department staff were 60 to 80 hours of meetings in May and June 
between Mark H. Gitenstein, counsel of the Senate subcommittee, and Mary C. 
Lawton, deputy assistant attorney general (Office of Legal Counsel). 

They redrafted Ervin's bill, S. 2963, in order to make i t  more amendable to the 
Justice Department. However, when Ms. Lawton forwarded the proposed com- 
promise to others a t  Justice, she found "parts of the department were not happy 
with the result." I n  a n  interview, Silberman said she was only giving the con- 
gressional aides "technical help" without indicating the Administration's 
position.

Several weeks later, a delegation of officials from the FBI, led by John B. 
Hotis, an FBI attorney who serves a s  its liaison for legislative issues, went to the 
Senate subcommittee staff with suggested changes on many of the issues that  had 
been earlier discussed. "We were upset, 'as was Sen. Ervin," said Gitenstein. 

Silberman meetings-In an Aug. 15 letter to Silberman, Sens. Ervin and 
Roman L, Hruska, ranking Republican on the Judiciary Committee, said the 





by police officials where a n  individual is subsequently charged with a more serious 
offense or as  the result of a court order. 

I?ztelligence files-Another controversial issue is dissemination of intelligence 
and investigative information, which includes confidential reports compiled by 
police officers. The revised Ervin bill has relaxed its previous proposal by per- 
mitting the exchange of such information anlong law enforcement agencies where 
a "need to know" or "right to know" has been demonstrated by the requestor, or 
if "rational inferences . . . warrant the conclusion that  the individual has com- 
mitted or is about to commit a criminal act and that  the information may be 
relevant to that  act." 

House: While the House Judiciary Subcommittee on Civil nights and Con- 
stitutional Rights held hearings on the subject last winter, i ts  members and staff 
have been so preoccupied with the impeachment inquiry and the confirnlation 
of Nelson A. Rockefeller as  vice president that they have not had sufficient time to 
participate actively in efforts to reach a compromise. 

Subcommittee Counsel Alan A. Parker said Chairn~an Don Edwards, D-Calif., 
still supports a less complicated bill such a s  H.R. 188,which he introduced, setting 
restrictions on use of arrest records. 

Rep. Charles E. Wiggins, R-Calif., ranking Republican on the subcommittee, 
said privacy legislation is a "priority" item for the subcommittee but predicted 
there would not be time to act before the next Congress convenes. Wiggins has 
stressed that  the bill should not endanger the policeman on the street by de- 
priving him of needed information. 

Outlook: Although there is practically no chance that  congressional, Justice 
Department, and administration officials will be able t o  reach a final agreement 
this year on legislation to set standards for the use of criminal history records, 
their efforts this year have made more likely enactment of a proposal by the 94th 
Congress. Many of the participants in  the drafting process privately voiced 
frustration with the pace of their toils but continued hope for long-term success. 

REPUBLICANS OWNAGENDAPREPARE 
At the same time that  the executive branch mas studying initiatives to protect 

individual privacy, a task force on privacy of the House Republican Research 
Committee prepared i ts  agenda for  legislative action. 

Task force Chairman Barry &I.Goldwater Jr., R-Calif., said "privacy rights 
have become subservient to  concerns of utility and pragmatism." The task force 
report was intended to increase public awareness of privacy concerns in  the 
hope that  specific reforms will be adopted, he said. 

Some of the report's recommendations are  similar to the initiatives that a re  
being pursued under the direction of the Domestic Council Committee on the  
Right of Privacy. The similarities include support for greater protection of the 
privacy of bank records and consumer credit information, and scaling down of 
government information requirements. 

On several issues, the GOP task force proposed steps that would go considerably 
beyond proposals now being studied by the White committee: 

The use of the social security number should be limited1 to the  operation of 
old-age, survivors, disability ins~uance and other programs a s  required by 
federal law. 

No surveillance or wiretapping of any citizen should be permitted without a 
court order. 

Tougher steps should be taken to guarantee the confidentiality of census 
Bureau information. 

Juvenile court records should be disseminated only to officials directly con- 
nected with the child's welfare and rehabilitation. 

No arrest records without a conviction may be used in a federally-supported 
computerized system. 

A federal "privacy protection agency" should be established to enforce the 
proposed legislation. 



[From the National Journal Reports, Jan. 4,19751 

JUSTICE REPORT/NEWPEIVACY IMPACT DATALAW To HAVE M ~ J O R  ON GOVERNMENT 

(By Richard E. Cohen) 

Legislation passed in the closing days of the 93rd Congress provides the first 
statutory requirement that  government record keeping and data  bank practices 
guarantee protection of a n  individual's right of privacy. Administration spokes- 
men believe i t  will have a major impact on the kinds of in~ormation the federal 
government collects. 

Although the bill, which was signed into law by President Ford .on Dec. 31, 
falls short of the goals espoused by some privacy advocates in  Congress, i t  repre- 
sents a beginning to them toward attaining more stringent restrictions, both 
legislative and judicial. 

Supporters compare the emerging state of privacy law with that  in  the area 
of "freedom of information," where the first federal law was passed i n  1966 
(80 SWt 250). That initial law brought a series of citizens' suits to test the 
outer reaches of its applicability and a 1974 law, passed over Ford's veto, to 
correct what supporters felt were loopholes in  the original law. 

The new privacy law will put the burden on citizens to gain the maximum 
effectiveness from i ts  provisions. Congressional drafters believe i t s  most im- 
portant section is a requirement that  all  federal agencies annually publish in 
the Federal Register notice of the existence and character of their records sys- 
tems, including the categories of individuals on whom records are  maintained 
and the uses to which those records are put. 

The drafters dropped from the final bill a section approved by the Senate to 
esbablish minimum standards for the handling and processing of personal in- 
formation in federal data banks. Instead the law will require only that  the 
information be "accurate, relevant and timely" when a n  agency uses i t  to de- 
termine a n  individual's rights, benefits and privileges under federal programs. 
Even that  requirement is weakened by a section exempting "routine uses" of 
the information, such as  the maintenance of social security records or the com- 
nilation of payroll information by the Treasury Department. 

I n  addition to citizen interest, the impact of the new primacy law will be 
determined by the extent to which White House policy makers and management 
experts see that  normally recalcitrant agencies change Iheir existing practices 
to  conform with it. The law authorizes the Office of Management and Budget 
(OMB) to develop guidelines and regulations for implementing i t  and to provide 
continuing assistance to the agencies and oversight of them. 

One Administration official suggested there may be l~roblems with the law's 
implementation because "no one has encyclopedic knowledge" about what speci- 
fically is required. "Creativity will be needed to make sure agencies continue 
to  operate their data  systems with the same speed. They will need good guidance, 
especially from OAIB," he said. 

I n  addition the Domestic Council Committee on the Right to Privacy or, per- 
haps a new White House office, will continue to coordinate Administration policy 
on privacy issues. The Committee, which was established by former President 
Nixon in February 1974, first was headed by then-Trice President Ford and now 
will be led by Vice President Nelson A. Rockefeller. The committee had pre- 
pared privacy regulations which would have been issued by President Ford if  
the bill had not passed. 

FINAL AGREEMENT 

A half dozen staff members of the Senate and House Government Operations 
Committees were the key participants in  the negotiations leading to a n  agree- 
ment. Separate privacy bills ( S  3418, H R  16373) were passed Nov. 21 by the 
Senate and House but contained significant differences in  emphasis and m-
forcement. (For  background on priwacl~ legislation, see Vo7. 6, No. 41, p. 1521.) 

The more limited House bill, which was drafted in cooperation with TVliite 
House aides, was considered a "first step" toward preventing government power 
from invading personal privacy, according to the bill's supporters. "The House 
bill would establish for the first time a framework for the collection, use. main- 
tenance and disclosure of federal records of American citizens," said Norman G. 
Cornish, deputy staff director of the House Government Operations Subcom-
mittee on Foreign Operations and Government Information. 



The Senate bill raised strong objections from Administration aides who said 
that much of i t  was vague and would result in  administrative n igh tmres  fo r  
bureaucrats. Government Operations Committee aides worked for more than 
a month to retine and clarify i t s  language after the committee umnimously 
approved the bill Aug. 20. 

The Senate bill e~empted  fewer agencies than H R  16373, placed a greater reL 
sponsibility on them tor assuring that  records were correct and relevant and 
established a powerful conunission to make sure that the bill would be enforced 
throughout the government. 

Settlement.-Because of the technical complexity of the two bills and t h e  
difficulty in  getting Senators to attend conterence meetings, most of the de- 
liberations to resolve the differences were held on the staff level. One unusual 
factor ~mrlcing the negotiations was that Sen. Sam J. Ervin Jr., D-N.C., who 
has been the Senate's leading figure in  support of privacy legislation and was 
ending his Senate career, was represented by James Davidson, counsel to the 
Intergovernmental Relations Subcommittee, chaired by Sen. Edmund S. Muskie, 
D-Maine, because Ervin's principal privacy aides either had retired or were 
busy with other matters. 

The staff aides held a series of meetings the first two weeks in December, 
including one meeting of approximately four hours with the four key congres- 
sional principals-Reps. William S. Moorhead, D-Pa., and John N. Erlenborn, 
R-Ill., ranking members of the House Foreign Operations and Government In- 
formation Subcommittee, and Sens. Ervin and Charles H. Percy, R-Ill., ranking 
members of the Senate Government Operations Committee. The final staff agree- 
ment was reached Dec. 16 and the bill mas sent to President Ford Dec. 19. 

Issues: After a n  initial stand-off, the Senate staff aides gave way on most of 
the principal issues dividing the participants-the extent of the government's 
burden to make sure records a re  accurate and relevant, exemption of criminal 
justice and private data banks and establishment of a commission to enforce the 
new law. OMB officials worked in close coordination with congressional aides i n  
the final negotiations. 

Both the House and Senate bills included sections giving citizens a right to see 
most records about themselves stored by government agencies and a right to chal- 
lenge any incorrect listing. Each bill also provided a citizen the right to sue for  
damages in federal court if a n  agency failed to maintain correct files about him 
and imposed criminal penalties against federal officials for willful violation of 
the law. 

Applicability.-HR 16373 applied the accuracy and relevance standards to  
"use" of the records and did not require that standing files be maintained prop- 
erly. The Senate bill required that  whenever a federal official went to a file or 
placed something in it, the record should be accurate. Also, the House bill 
gave the agencies flexibility to disclose freely information for a purpose "com- 
patible" with the reason for its collection; the Senate bill did not provide such 
freedom. 

Senate aide Davidson said "we recognize the difficulty in defining how agen- 
cies use information, but they should a t  least provide some standards to allow a n  
individual some control over the information." House aide Cornish said "the 
government mould grind to a halt if there were no exemption for routine use. Our 
bill is  concerned with non-routine transfers but we force the agencies t:, identify 
what a re  the routine uses and malce them subject to further challenge. 

The final agreement on this section was primarily the House version. 
Criminal records.-A key issue splitting the conferees mas whether the bill 

should apply to the collection of records by criminal law enforcement agencies. 
The House and Senate Judiciary Committees, which had been considering legis- 
lation in this area, did not complete action in 1974. (For  a report on criminal 
records bills, see Vol. 6, No. 41, p. 1528.) 

Because Sen. Ervin, who chaired the Senate Judiciary Subcommittee on Con- 
stitutional Rights which considered the criminal records issue, did not want 
S 3418 to exempt criminal records, i t  included provisions which would have been 
interim requirements pending passage of a more comprehensive bill. House sub- 
committee leaders, however, insisted that  House rules required them to yield 
to the Judiciary Committee on this issue. 

The House conferees won their point, with the exception that  law enforcement 
agencies, including the Federal Bureau of Investigation, are  required to identify 
annually all  their data banks and the purposes for which they are  used. 



Private files.-The final agreement deleted two Senate provisions governing 
the collection of records by businesses. 

The Erst would have permitted a citizen to require a business maintaining a 
mailing list to remove his name and address from such a list. The second would 
have prevented a business from discriminating against a n  individual because he 
refused to disclose his social security number. 

Enforcement.-A major provision of the Senate bill would have established 
a n  independent Privacy Protection Commission to develop model guidelines and 
assist agencies in  implementing the law, and to receive and investigate charges 
of violations and report them to the proper officials. The Senate report said "there 
is an urgent need for a staff of experts somewhere in  government which is sensi- 
tive both to the privacy interest of citizens and the informational needs of govern- 
ment and which can furnish expert assistance to both the legislative and execu- 
tive branches." 

House Members opposed the creation of a commission on the basis that i t  
would create a n  extra layer of bureaucracy and that  Congress and the executive 
branch already have adequate expertise. The Administration also opposed the 
commission idea preferring a n  approach which President Ford said "makes 
federal agencies fully and publicly accountable for legally mandated privacy 
protections."

The conferees agreed to establish a two-year seven-member Privacy Protection 
Study Commission (two of the members each to be appointed by the Spealrer of 
the House and President of the Senate) to study issues not dealt mith by the 
bill. The commission would be expected to give much of its attention to problems 
i n  state and local government and the private sector. 

A former Ervin staff member said that  failure to establish a n  over-all enforce- 
ment agency significantly weakened the bill because of the difficulty in depending 
on existing institutions to uncover improper data banks. He said that i t  required 
the objections of several prominent congressional leaders a s  well as  then Vice 
President Ford to force the General Services Administration (GSA) to drop its 
plans to develop "FEDNET." a giant computer system linking GSA and the Agri- 
culture Department. (For  details, see VoZ. 6, No. 23, p. 856.)

However, Stephen M. Daniels, Republican aide to the House committee, said 
publication in the Federal Register of the existence of all federal data banks as  
well as  continued oversight by congressional committees, OMB and the press will 
provide adequate assistance that  the law mill be enforced. 

IMPLEMENTATION 

Because the final law does not give the commission enforcement responsibilities, 
federal agencies will have the primary responsibility for making sure the new 
privacy requirements a r e  met. 

However, the law authorizes OMB to monitor enforcement and assist the 
agencies and requires each agency to inform OMB land Congress of any pro- 
posals to establish or alter any records system. 

"We know that  several OMB people who have been working on this bill are  
well motivated and interested i n  seeing the law enforced," said Davidson. "Their 
job will be a difficult one and i t  remains to be seen what bhey oan do to mforce 
the law." 

J1onitorinq.-Walter W. Haase, OAIB deputy associate director for information 
systems, said OMB will attempt to establish "interpretive criteria" for the 
agencies. "Our main theme will be to place on !the agencies the responsibility 
for enforcement and make sure tlilat the rules for the data  systems lare debated 
publicly. OMB would act only in a n  exceptional case." 

H e  said that  this role mould be consistent with ORIB's effort of holding
agencies accountable for their actions and intervening "in bhe event something 
goes amiss." 

Co*zflicts.-Administratio11 and congressional aides said enforcement of the 
new lam will confliot mith the purpose of several other federal laws and practices 
designed to promote government efficiency and could cause strains in the early 
period of the law's implemenkation. They listed the follo~ving potential areas of 
conflict : 

The Freedom of Information Act (FOIA) mandates that, with cerkain excep- 
tions, all government records should be available for public inspection. While 
the new privacy law does not specific all^ change the FOIA, i t  prohibits the dis- 
closure of material "which would constitute a clearly unnpar~al~ted invasion of 



personal privacy" unless that  disclosure would be required ,by the FOIA under 
Eurrent court interpretations. 

The Federal Reports Act of 1942 (56 Stat  1078) a'btempts to  minimine the 
federal paperwork burden'on businesses by permitting government agencies to 
exchange among themselves information collected from one source for different 
purposes.

In  recent years federal agencies determining the impact of soci~al legislation 
have increasingly conducted studies using personal data  to evaluate the programs' 
effectiveness. 

There has been a 'trend toward consolidating information, both within an 
,agency and among several agencies, in (the interest of efficiency. 

According to the OMB's Hanse, "a lot of balancing will have to  be done among 
these various objectives and concerns, many of which a re  not crystal clear." 

STATE UNITS EXAMINE POLICIES 

State (and local governments, which hold f a r  more records on c i t i m s  than 
does the fedella1 government, are  beginning to examine their policies on the use 
of the records and the need to protect them from a'bbuse of individual priwcy. 

At a conference i n  Washington Dec. 15-17, 150 state and local government 
representatives discussed the  need for state legislation to  regulate the general 
use of d~a ta  banks, public employees' records and criminal justice information. 

The conference was sponsored jointly by the Domestic Council Committee on 
the Right of Privacy and the Council .on State Governments. Aceording t o  
Douglas W. Metz, acting executive director of the White House committee, 
numerous local officials have expressed an interest in federal privacy programs 
and their responsibility for protecting the privacy of local records. 

J. Keith Dysart, general counsel of the Council of Stlate Governmenb, said 
"state governments a r e  awakening to the  problems of privacy and want t o  do 
something: they recognize that  some state programs arbuse privacy rights." 
Several sbate legislatures mill consider broad privacy legislation in 1975, he said. 

One mock legislative committee a t  the conference studied over-all state and 
local regulation of record keeping and concluded "comprehensive ominbus legis- 
lation . . . is necessary." The panel proposed that  s ta te  legislation blar secret 
record Ireeping, compel disclosure of the use of information, permit the viewing 
and correction of records and safeguard the accuracy and reliability of daita. 
The committee was divided evenly over whether state legislation should cover 
the private sector. 

Two other committees studied the colleotion of records about public employees 
and criminals or suspected criminals. Both committees discussed the  principles 
that should apply t o  the use of such data  but made no specific recommendations. 

One common poinlt of interest to each group mas the financilal impact. Willis 
H. Ware, researcher of the  Rand Corp., said "there is  no hard data  on the costs 
of privacy protection but i t  will not come free." H e  cited estimates by the OEce 
of Management and Budget that  the recently passed federal pr iwcy legislation 
will cost approximately $200 million a yeaT i n  operational expenses. 

[From the National Journal Reports, May 24, 19751 

(By Richard E. Cohen) 

Federal agencies are  drafting rules to govern their use of personal data tha t  
will bring substantial changes in federal record keeping practices. Government 
personnel chiefs, data specialists and lawyers are  developing the standards in 
compliance with the Privacy Act of 1974 (88 Stat 1896), designed to guarantee 
citizens that personal information will be accurate and used only for the purpose 
for which i t  was collected. 

The drafting process is being coordinated by the Office of Management and 
Budget (OMB), which already has disssemimted a 114 page set of guidelines 
to the agencies to assist them in meeting the Sept. 27 deadline for the act's im- 
plementation. OMB also will review plans forlnulated by each agency to make 
sure that all i ts records systems meet the criteria of the law. 



An OMB official who is  involved in this process said the agencies will retain 
the ultimate authorimty for meeting the law and that the best monitor of agency 
responsibility is "public scrutiny." OMB, nevertheless, has  broad power as keeper 
of the federal budget to bring reluctant agencies in  line with both the spirit and 
letter of the law. I t  has designated three agencies with government-wide responsi- 
bilities a s  lead drafters of rules to facilitate and synchronize the inlplementation 
process, which began Dec. 31, 1974 when President Ford signed the Privacy Act. 

An official of one of these agencies said one result of the new law is that fewer 
records will be kept by the government, partly because the law carries civil and 
criminal penalties for federal employees who violate its terms. "People will think 
twice of the consequences before they put anything into a n  automated file in 
order to make sure there is a statutory right," said Sidney Weinstein, assistant 
commissioner of the automated data and telecommunications service of the Gen- 
eral Services Administration (GSA). The law also will affect private businesses 
and individuals, particularly government contractors, who supply records systems 
for  federal use. 

Weinstein and others said one immediate consequence of the law will be that  
federal officials will destroy millions of records rather than bring them into com- 
pliance with the new law when i t  becomes effective on Sept. 27. 

The law was passed in the final days of the 93rd Congress after growing con- 
gressional concern that  automated record keeping permits f a r  more collection, 
storage and exchange of information about citizens by the government, which 
may result in  some uses that were not intended or authorized when the citizen 
originally provided the data. (For  background on the law, see VoL 7, No. 1, 
p. 20.)

Then-Vice President Ford gave much attention to privacy issues in early 1974 
a s  chairman of the Domestic Council Committee on the Right to Privacy and, 
a s  President, he has continued Do stress protection of privacy a s  one means of 
restoring public confidence in  government. (For  a report on the Ford Administra- 
tion's privacy initiatives, see Vol. 6, No. 41, p. 1521.) 

OMB ROLE 

OMB's role as  the lead agency in the implementation of the Privacy Act was 
mandated by Oongess in  the law, when i t  gave the White House office responsi- 
bility for developing agency guidelines and regulations and providing continuing 
assistance and oversight of the agencies. 

OAIB was assigned this role after Administration and House leaders objected 
to a Senate proposal that  would have established a n  independent Privacy Pro- 
tection Commission with advisory and monitoring functions. 

The officials who have the responsibility for supervising the implementation 
a r e  Walter W. Haase, OlJIB deputy associate director for information systems, 
and Franklin S. Reeder, a n  aide to Haase. Both participated in the drafting of 
the law. 

Shortly after the law was enacted, Haase said OMB would give government 
agencies the prime responsibility for making sure they are  in compliance and 
that  OMB would provide "interpretative criteria" to amist them. Because of the 
magnitude of the law's coverage and the number of federal records systems, OMB 
determined that  direct supervision of the agencies was impossible and that its 
more realistic role was to "change bureaucratic behavior" through the existing 
institutions. 
Systems identification 

An early prerequisite of the law forced the agencies to  identify and list all  
s ~ s t e m s  of records which they maintain, both manual and computer. The law 
requires annual publication in the Federal Register of the existence and charac- 
ter of each system of records about citizens, including the name and location of 
the system, the categories of individuals and records maintained, the uses of 
the records and agency practices governing storage, access and disposal. 

A draft of the OAIB guidelines, which is scheduled lo  be made final in late 
May, and said the public notice requirement is central to achieving one of the 
law's basic objectives-"fostering agency accountability through a system of 
public scrutiny." Public notice of the systems is  required this year by Sept. 27. 

Many federal agencies, particularly Cabinet departments, are identifyillg all  
their systems for the first time, and their officials clairn i t  is a lengthy and tedious 
bureaucratic process. The Senate Judiciary Subcommittee on Constitutional 
Rights conducted a survey between 1971-74 of all federal data banks of indi- 



viduals. I t s  1974 report concluded that the 54 agencies surveyed reported 858 data 
banks with 1,246 billion records on individuals. 

Several persons said the new inventory will reveal a fa r  larger number of data 
banks, partly because the survey is required by law, not by a congressional sub- 
committee request. One GSA employee, who did not want to be identified, said 
the Defense Department alone may have a s  many a s  5,000 records systems. I t  
revealed 497 systems in the Senate survey. 

Guidelines: 
Once the agencies have identified and described each of their records systems, 

they will have to make sure that the records meet the legal requirements. The 
rules include details on proper disclosures, accounting of certain disclosures, 
access by an individual to  his own record, assuring the infoirmation is "relevant 
and necessary" to accomplishing an agency purpose and setting rules to protect 
the confidentiality of the records. 

03IB Director James T. Lynn sent a memorandum to each federal agency head 
March 12, providing them with them the set of proposed guidelines and request- 
ing the  agencies to submit to 0AfB by April 7 their plans for implementing the 
provisions of the act. 

Lynn's memorandum was sent to nearly 100 agencies, approximately half of 
which had not responded by mid-May. An O&IB aide said all  but two of the 
Cabinet departments, which he would not identify, responded close to the April 
7 deadline. Kone of the agency plans has been made available for public 
inspection. 

Haase and Reeder will review each of the plans to get a "feel" of their content 
and to see whe~ther the agencies need more hdp.  Their intent is tm give the 
agencies some discretion within the paranleters of the general interpretive 
guidelines so that the agencies can meet the special needs of their own records 
and the different groups they serve. 

Rozctine use 
A key factor in the implementation of the act is the extent to which agencies 

characterize use of the records as  "routine." Although the law requires public 
notice of all systems of records, i t  permits an agency to exclude records from the 
other requirements of the la\v in the event of a "routine use," defined a s  a use 
"compatible with the purpose for which it  was collected." Agencies a re  required 
to give public notice of all "routine uses" of each records system. 

The OJIB draft guidelines refer to a congressional staff analysis of the law, in  
describing "routine use" : 

"This act is not intended to impose undue burdens on the transfer of infor- 
mation to the Treasury Department to complete payroll checks (or)  the receipt 
of information by the Social Security Administration to con~plete quarterly 
posting of account. . . . I t  is, however, intended to discourage the unnecessary 
exchange of information to other persons or to agencies who may not be as  sen- 
sitive to the collecting agency's reasonls for using and interpreting the material." 

AGENCIES 

In  addition to issuing guidelines and reviewing agency plans, OMB has desig- 
nated three agencies to set regulations that will be incorporated into the pro- 
cedures of all federal agencies. Officials of these three agencies are  coordinating 
their efforts with Haase and Reeder but they have final legal authority to impose 
many of their rules. 

Civil Service 
Because of its role a s  personnel manager of the federal bureaucracy, the Civil 

Service Oommission is  rewri,ting the rules on the types of data that may be 
kept on federal employees. Since the commission also maintains a file on every 
federal civilian employee, i t  will be modifying its own internal procedures. 

Gary D. Bearden, director of the Bureau of hIanpower Information Systems, 
said the commission will provide privacy training courses for some employees 
in  all  federal agencies and will integrate a privacy concern in  all  i ts  future 
management, supervision and data processing courses. The commission also will 
have a continuing responsibility to make sure that  agencies comply with federal 
personnel rules. 

The commission has prepared a 22 step approach for all i ts bureaus to follow 
to carry out the law. A background paper said the review of the commission's 



file systems "demands the greatest degree of involvement of all organizational 
components." The Privacy Act exempts from its coverage employee test materials 
and the source of investigatory records used i n  employment checks. 
GgA 

As manager of federal property and records, the General Services Administra- 
tion has been assigned several roles i n  supervising the implementation of the 
Privacy Act. 

Equipment use 
GSA has  supervisory authority for the purchase of all  government computers 

and telecommunications equipment. Sidney Weinstein of the automated data and 
telecommunications service said GSA is preparing privacy regulations for agency 
procurement and sharing of such equipment on the basis that "the proper time 
to tell a n  agency how to use the equipment is  when the system is being designed, 
not when i t  is acquired 6 to 12months later." 

GSA Administrator Arthur F. Sampson issued a regulation in 1974 requiring
executive branch agencies to submit for i t s  prior approval all  new data  process- 
ing and telecommunications machines in  order to ensure they adequately protect 
citizen privacy. 

Contractors 
I n  coordination with the Office of Federal Procurement Policy, an arm of 

OMB, GSA is setting rules for federal contractors. An OMB aide said Congress 
applied the Privacy Act to federal contractors in  order to prevent agencies from 
using "laundered" information to avoid the law. 

GSA and OMB officials a re  uncertain about the impact of this section and the 
number of private f i m ~ s  affected. However, Weinstein said "few businesses yet 
understand this section and that  i t  will be a significant requirement imposing 
additional administrative and technical burdens." GSA officials intend to solicit 
industrial comments before the final contractor rules a re  made effective in  
September.

The OMB draft guidelines said the law covers contractor records systems 
"maintained to support direct management of a federal program by a federal 
agency" but does not cover a program or activity financed in whole or in  part 
by the federal government but managed by a local government or non-federal 
agency. 

Archives 
GSA's National Archives and Records Service sets rules on the storage of all 

agency records. Under new privacy regulations, agencies will be required to iden- 
tify for the archives service all  records kept in  federal records centers and pro- 
vide GSA a copy of their privacy rules before the service provides them copies 
of the records. The purpose of this regulation will be to assure that  only author- 
ized agencies have access to the records. 

The archives service also supervises the Federal Register, which is required
to publish the annual notice .of f d e r a l  records systems as  well a s  all new rules 
governing their use. It is preparing rules governing the format of these notices. 
National Bureau of Standards 

The Commerce Department's Bureau of Standards recently studied the protec- 
tion of computer security and is advising agencies on how to prevent inadver- 
tent disclosure intentional misuse, bad data and other problems. 

Ruth M. Davis, director of the Institute for Computer Sciences and Tech- 
nology, is  supervising the drafting of regulations that will apply to all federal 
agencies. Congressional aides said she is concerned that  OMB has not given 
the Bureau of Standards adequate time or funds to implement the act. Davis 
was not available for comment. 

COMPLIANCE 

While there is  no uniform pattern for implementation of the Privacy Act by 
individual agencies and i t  is  too early to measure the extent of compliance, many 
large government departments have created offices setting agency information 
policy. Some officials have pointed to possible problems and conflicts in  imple- 
menting the law. 
Commerce 

James N. Ravlin, special assistant to the Commerce Department general 
counsel, said the department has begun an inventory of i ts  records systems but 



is awaiting the final OMB guidelines before i t  begins to apply the new rules to 
the systems and to educate the staff. 

Ravlin said the department has discussed with OMB several questions on the 
law's interpretation including whether i t  covers persons whose records are  kept 
for requirements, such a s  equal employment opportunity, having nothing to do 
with them individually, and those who are references for job applicants. 

He also said "there is some inconsistency in the OMB guidelines on how much 
help an agency should give a n  individual in locating his record and how specific 
an agency should be in reporting the purpose of which the record is collected." 
Labor 

Sofia P. Peters, Labor Department counsel i n  the division of legislation and 
legal counsel, said the department is  reviewing each of i ts  nearly 20 divisions to 
identify precisely each of its records systems. Because of the law's broad cover- 
age, she said, records snch a s  federal employee compensation and data on black 
lung compensation will be available to the individual described. 

She said the preliminary response from the divisions indicates "some of the 
officials don't understand the total problem. I n  many cases, they have not 
identified for us records systems about individuals that a re  not easily retrieveable 
or catalogued by a person's name." She said one beneficial result of the nelv 
law will be more organized record keeping systems. 
HEW 

The Health, Education and Welfare Department's (HEW) fair  information 
practices office is supervising the implementation of the law throughout the 
department. Thomas S. &1cB7ee, HETV deputy assistant secretary for adminis- 
tration and management, said the act may be too unn7ieldy if "interpreted
literally." As an esample, AIcFee said HETIT will not Beep a recorcl of each 
individual access to a record but will maintain records that permit an "audit 
trail" for anyone seeking such access 

HEW prepared the first detailed report on federal record keeping in 1973 
when it  issued a series of recommendations on computer handling of records, 
including a proposed "code of fair information practices." Many of the recom- 
mendations have senred a s  a guide in  subsequent congressional and adminis 
trative action. (For  a report on the HETV study, see Vol. 5, No. 43, p. 1602.) 

Justice 
Although the Privacy Act requires public notice of all criminal information 

systems, i t  permits an agency to exempt most criminal records from the other 
procedural requirements of the lam-. Justice Department and congressional aides 
have worked for  two years on separate legislation governing these files and 
hope a law will be enacted later this year. 

Mary C. Lawton, deputy assistant attorney general (Office of Legal Counsel). 
told a n  April 16 meeting of state criminal justice officials that the new law is 
"bound to impact on local criminal justice agencies," citing their use of records 
from non-law enforcement agencies. 

She said the Justice Department mill not apply the act literally "because we 
have interpreted that  Congress is not intending the ludicrous even though the 
law would permit the ludicrous." 
Congressional oversigl~t 

Several House and Senate aides who participated in the drafting of the 
Privacy Act have kept a close watch on its implementation. They are  satisfied, 
for the most part, n-ith OUB's performance but express some concern whether 
there mill be full compliance by Sept. 27. 

A group of seven congressional aides met April 29 with Haase and Reeder 
for more than two hours. "OhlB might be doing things in  a different way but 
there is movement that  is going in the right direction," said James Davidson, 
counsel to the Senate Government Operations Subcommittee on Intergovern-
mental Relations. 

He said Haase reported some difficulties with agency compliance but gave 
them no details. 

An OhlB official said that  50 of the nearly 100 agencies, including all  Cabinet 
departments, had submitted their plans for compliance by May 12, five week? 
after the OMB deadline. He said OMB plans to send a follow-up letter to  the other 
agencies urging prompt compliance. 

Josenh A. Overton 111, legislative assistant to Rep. Barry M. Goldwater Jr., 
R-Calif., said Goldwater Jr., R-Calif., said Goldwater is concerned that OMB's 



guidelines so f a r  "are more description than proscription." Overton said Haase 
assured the group that OMB would become increasingly diligent in  supervising 
implementation. Overton also expressed concern that  "some agencies have so f a r  
responded in a totally unsatisfactory manner," according to the general com- 
ments of the OMB officials. 

Stephen M. Daniels, assistant minority counsel for the House Government 
Operations Committee, said OMB is  in the best position to "direct the activities" 
of other government agencies and that  iix performance so f a r  has been satis- 
factory. H e  added that  the public will have the ultimate right to take recalcitrant 
agencies to court. 

IMPACT 

Most officials interviewed said the new privacy lam will have a significant im- 
pact on federal record keeping practices. While the act will probably cause a 
short-term reduction in the amount of records that  are  kept, i t  is likely to  in- 
crease the cost of maintaining them and i ts  procedures will increase the amount 
of bureaucratic paperwork. 

By forcing more organized handling of federal records systems, the long-term 
effect of the law is likely to be increased computerization and a n  even greater 
ability of federal officials to secure access to individual data. 

I n  contrasl to the 1966 Freedom of Information Act (80 Stat. 383), which 
forces a n  agency to respond only when a citizen asks to view a public document, 
the Privacy Act places more active responsibility on federal agencies to see tha t  
record keeping practices a re  respected. 

Cost estimates of the first year's implementation a re  uncertain, but they range 
a s  high as  $300 million with annual costs of $100 million thereafter. 

Gary Bearden of the Civil Service Commission said when the law was passed, 
"there was more fiction than fact" in the agencies about i t s  impact. As they have 
begun "to put their shoulder to the wheel," he said, agency officials have recog- 
nized the need for and praetiaality of compliance. He said Ithat once the initiafl 
operating changes are  completed, there will not be a significant impact on agency 
procedures.

Davidson of the Senate Intergovernmental Relations Subcommittee staff said 
a key factor in  the successful implementation of the law will be whether admin- 
istrative policy officials rather than technical data  processing experts o r  lawyers 
with general interest supervise agency enforcement of the law. So far,  OMB has 
preferred to allow each agency to make its own decision on which office is given
the  enforcement power because of i ts  view that  each agency is best equipped to 
make its own decision. 

Calendar for Complimce 

The Office of Management and Budget (OMB) has issued a calendar to guide 
federal agencies in  the implementation of the Privacy Act of 1974. OMB officials 
have said they intend to monitor the plan closely, although they may grant some 
leeway on everything but the final implementation date, which is manlated by 
the  act. Following are  the key dates with which agency officials have been asked 
to comply : 

May 30: OMB issues a circular spelling out the basic policies and responsi- 
bilities to be met by the agencies, a s  well as  detailed guidelines on the specific 
terms of the Privacy Act. 

June 1 : Civil Service Commission begins t o  introduce training on privacy 
practices into i ts  courses for federal employees. 

June 1 :  General Services Administration begins to train agency employees on 
new records management procedures. 

June 15 : Agencies complete for OMB the draft version of their public notices 
of their records systems and rules governing their use. 

July 15: Agencies complete their plans for implementing the new law, issue 
changes, to their internal operating procedures and begin intensive employee 
training.

Aug. 27: Agencies publish for public comment in the Federal Register their 
rules for use of records systems and which systems will be exempted from 
coverage of the law. 

Sept. 27: Agencies publish in  the Federal Register final rules and guidelines 
for their records systems and give public notice of all  records systems which they 
maintain, regardless of whether they must be publicly available. The Privacy Aot 
goes into effect. 



PRIVACY AND THE FREEDOM 
OF INFORMATION ACT 

Mary Iiulett 

he sccond session of the 9Srd Congress devoted substantial atte~triantb 
bills which would restrict disclosure of governrnmt illformation and 

- .others which could require disclosure of the same information. This 
Congress passed, over the President's veto, amendments to the Freedom of 
Information Act substantially strengthening the disclosure requirements of 
that Act.' The Congress also considered over 100 privacy bills: the House 
passed the hloorhrad Billz and the Senate passed the Ervin Bill.' As a 
compromise, the Congress passed the Privacy Act of 1974' enacted as an 
amendment to the Moorhead Bill and substituted 'for the Ervin Bill. While 
the requiren~entsof privacy and of access are in many ways consistent. 
there is a point of clear conflict where privacy taken alone would require 
that personal' material held by a government agency never be disclosed 
and access would require that any material held by a government agency 
must always be disclosed. Obviously, neither privacy nor access can ever be , 

considered alone; both must be considered in relation to other needs and in, ' 

relation to each -other. Unfortqnately, the Congress has not clearly 

*Tl,ird-year student. the ~ a t i o n a lLaw Center. George Washington Univenicy. 

'H.R.12471 (1974) amending 5 U.S.C. 552 (1966) (hereinafter FOIA and FOIA amend-
ments). 

'H.R. 16373. Rep. No. 93-1416.9SrdCong. PdSess. (1974)(hcreinafter the hlmrhcad BIII). 
'S. 3418. Rep. No. 93-1183, 93rd Cong. Zd Scss. (1974) (hereinafter the Ervin Bill). 
*Pub. L.No. 93.579.93rd Gong. 2d Scss. (Dec. 51, 1974) (hereinafter The Privacy Act). 
'Privacy. for the purpars  of this paper. relen only to personal privacy of individuals with 

no conrideration whether corporations can claim a right to privacy.
.? 



addressed this conflict. The result is conflicting rcaquircments on 
government agencies ant1 a statutory pattern that docs not clearly provide 
for the needs of eithe* access or privacy. 

I 'his conflict is made more real for federal agencies and federal 
employees f.lced with 1naki11g decisions on FOIX requests that include 
personal infornlation Xgenc): ~>c.rsolir~rl ain short time period.6 with 
inadcquatc suidelincs] are fo,rrr.d to dcridr. ivhrthcr material is rcquirrd to 
be disclosed under FOI;\ or ~)rotcctcd from disclosure under the Privacy 
Act. The problcln is ir~rmsificd by the possible tiisciplinary and contempt 
proceedings. for improper refusal to disclose as requircd by FOIA.' While 
S c ~ ~ a t o rErvin ;isscrtc({ that the Privacy Act maintains the status quo wit11 
respect to the privacy'cscmption of the FOIr\.' an analisis of both Acts 
does not support that cpnclusion. The FOlA crlcouraged agencics to err on 
the side of disclosilre 1;). never forbidding disclosure while the privacy Act 
permits disclosure only cvhen i t  is " r~qu i r ed . "~  

i 
. . 

I 

RIGI-IT OF PRIL'ACY 

The gwatcst difficuit) i n  this area is the ambiguous nature of privacy. 
iVhi!e much has been writtcn on the subject, it docs not include a clcar. 
working dcfinition. I$erc is agreement on the existence of a constitutional 
right to privacy.1° al:though privacy is not esplicitly mentioned in the 
Constitution. Privacy is a newly emerging constitutional right without clcar 
legal definition. I 

Non-legal dcfinitions arc no Inorc clcar. Some definitions arc: "The 
essence of privacy is no more, and certainly no Irss, that) the freedom of the 
individual to pick and choose for hirnsclf the time and circumstances under 
which, and most importantly, thc extent to which, his attitudes, beliefs. 
behavior and opinions are to't)e shared or withllel(i from others. The right 
to privacy is, tllttrefofc. a positive claim to a status of personal dignity-a 
claim to frcedoni. if you will, but freedom of a very special kind."" 
"Privacy is the claim f individuals to determine for themselves when, how.9 

I 
' 5  17.S.C. 552 (a)(lj)(r\) amendins 5 U.S.C. 552 (a)(Y). 
'5 U.S.C. 554 (a)(.i)(E) amcnding 5 11.S.C. 554 (a)(3). 
'11'0 Casc. Rrc. S 21817 (daily cd. Dec. 17. 1971). 
'Pub. L. No. 93.579. 5 L1.S.C. 55Va(b)(Z). 
'aGriswoldv. Conneciicut. 381 U.S.479.85 S. Ct. 1678 (1965): Einsradt v. Baird. 92 S.Ct. 

1029~19i2):  Sta~llcy v. Gtvrgia. 394 U.S. 557 (1969): Roe v.,Wade. 410 U.S.113 (1973): Dm 
v. Bolton. 419 U.S. 173 (1973). 

"Ruebhausem and Brim. Ri~ucyand Beha+ral Research, 65 COLUM.L. REV. 1184. 1189 
(1965). 
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and to what extent information about them is communicated to othen."lt 
"Privacy is not simply an absence of information about us in the minds of- 
others. Rather it is the control we have over information about 
ou~sclves."~~But none of the definitions address the basic question of what 
kinds of requests offend personal privacy. The factors that need to be 
adtlressed are requests for what kinds of information; who is making the 
requests, and under what kinds of surrounding circumstances. Few would 
claim that all requests for disclosures at all times violate personal privacy, 
but the nature of the parameters of privacy are undefined. 

What does seem to be agreed upon is that privacy is not the absence of 
disclosure but the elenwnt of control over the disclosures. This element of 
control is a two-step process. First, it is the control over whether or not to 
make the disclosure, and secondly, having mad4 the initial disclosure, 
control over any further use to be made of the information. Since 
constitutional rights are in fact only proscriptions against government 
action, the right of privacy means that the government is limited in its 
ability to require the individual to give up informttion about himself and is 
further limited in what the government might do with that information 
once given up. These two steps are frequentiy distinguished as privacy, the 
collection of the information in the first instance, and confidentiality. ".-
status of the information once collected. 

Privacy is not an absolute right, it is a right to be balanced against other 
needs in iin organized society. "The individual's desire for privacy is never 
absolute, since participation in society is an equally powerful desire."" 
"For any one individual, privacy, as a value. is not absolute or constant: its 
significance can vary with time, place. age and other circumstances. There 
is even more variability among groups, of individuals. As a social value. 
furthermore, privacy can easily collide with others. most notably free 
speech, freedom of the press, and -the public's 'right to know."'" In the 
area of conflict between right of privacy and freedom of the press. Justice 
Corley has said, "A consideration of the limits of the right of privacy 
requires the exercise of a nice discrimination between the private right 'to 
be let alone' and the public right to news and information; there must be a 
weighing of the private interest as against the public 

I*WUTIN. PRIVACYAND FREEDOM 7 (1967). 
"Fried, Rivocy 37 YALE LJ 475. 482 (1968). 
)*WESTIN.~ I V A C YAND FREUW)M7 (1967). 
1 a S e ~ e t ~ y 3  on Aufomatcd HLw. R-nm (Adrirory Comm. Personal Dora System, 

COMPUTEB~ OF C ~ Z E N SAN0 THC ~ G H T J  38 (1975). 
Warble v. Fawmc Pqb. Inc.. 40 Cal. Rptr. 405 (Q. App. 1969). ! 

i 
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I 

RIGHTTO KNOW 

One of the interpsts' to be balanced against the right of privacy is the 
interest in an informed citizenry, in the citizen's "right to know." The free 
flow of information fr{m a governmcnt to its citizenry is the "life blood of 
democracy" and infohat ion is the currency of p o ~ e r . ~ ' T h e  old motto 'And 
the truth shall make you free' has a critical political application. Although 
the truth may not, by itself, be quite sufficient to make or keep anyone free, 
the full and free flow gf truthful information is clearly necessary to social 
and political freedom . I 8  

It has been argued that the "right to know" is a consti~utional right em- 
bodied in and necessary to the right of a free press and the right of free 
speech.lg The Supremf! Court said in Grosjean v. American Press Co.,xo in 
reference to freedom df the press. "In the ultimate, an informed and en- 
lightened public opinion was the thing at stake.".Any argument for a con- 
stitutional right to knob includes the words of James Madison. Chairman of 
thecommittee which qrafted the first amendment. "A popular government 
without popular information, or the meansof acquiringit, is but a Prologue 
to a Farce or a Tragcdy; or, perhaps both. Knowledge will forever govern 
ignorance. And the people who mean to be their own governors, must arm 
themselves with the pPwer, which knowledge $ves."" 

I THE FREEDOM OF 
;INFORMATION ACT AND 

PRIVACY 

Congress reco,pized the basic idea of a right to know in the passage of the 
FOIA in 1966. In providing a statutory right,of access, a possible conflict 
with privacy was recognized. The House comrnittee'repoit on the FOlA 
states: "The right of the individual ta be able to find out how his 
Government is operating can be just as important to him as his right to -
privacy and his right to confide in his This bill strikes a 
balance considering all these interests."'? "[Ilt is necessary to protect 

"Nadcr. Fretdom From Information: The Act and the Agencies, 5 HAR.Civ. REV-CIV. 
Lls. L. REV. 1 (1970). 

a'Allson. THEINFORLIATION WARIX (1970). 
I'See Acceu to Government Information and the ClmYication Process-Is There a Reht  

to Know?. 17 N.Y.L.F. 814 (1971): Kurner. Freedom of InJonnotion: Due Process of the 
Right to Know. 18 C A T H ~  50 (1972).LAW. 

'0295 U.S.235 11936). 
llLeirer fromjam" hi4disonto W.T. Barry. Aug. 4.1822, ~ T H L  MADWN 357 COMPLETE 

(1955). ' I 
**SUICOMM.os AD~IX.,PRACCICE FREEDOM INFORMAT~NAND PROCEDURE. OF Am SOURCE 

Boor. S. Doc. rYo:98-88. 93rd Cong..2nd Scsa. 4 (1974). 
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certain equally important rights of privacy with respect to certain infor- 
mation. . . .It is also necessary for the very operation of our government to 
allow it to keep confidential certain material. . . . It is not an easy task to 
balance the opposing interests, but it is not an impossible one either. . . . 
Success lies in providing a workable formula which encompasses, balances, 
and protects all interests, yet places emphasis on the fullest responsible dis- 
c l ~ s u r e . " ~ V ndiscussing exemption @X6), the House Committee report 
goes on to say: "The limitation of a 'clearly unwarranted invasion of per- 
sonal privacy' provides a proper balance between the protection of an  
individual's right of  privacy and the preservation of the public's'right to 
government information by excluding those kinds of files the disclosure of 
which might harm the ind iv id~a l . "~~  

This approach was praised by some for recognizing a right of privacy and 
providing for it at a time when few were concerned about informational 
privacy. At the same time, it has been criticized for requiring disclosure 
under circumstances that would be an "unwarranted invasion of personal 
privacy" but not "clearly" so. For others, there seemed to be an  
inconsistency between the notion of a "right of privacy" and the notion of a 
"warranted" invasion of that privacy. 

Privacy concerns have been argued in the courts under both the bJZ5 and 
b6" exemptions. The argument under the b4 exemption has centered on 
"privileged or confidential." Many have argued that this should include 
material given to the government under a good faith understanding of 
confidentiality. Prof. Davis has said. "Obviously, the good faith 
understanding that the information will be kept confidential should be 
honored. But the statutorywords clearly limit the exemption to'commercial 
or financial information.' "" While the Attorney General's Memorand~rn2~ 
and the legislative history both indicate a broader reading of b4, the courts 
have followed the fairly clear literal meaning of the statute." Even when 
the material is commercial or'financial, a promise of confidentiality is not 

-

"SENATECOMM.ON THE JUDICIARY. C W R I ~ I N C  THE RIGHTAND P R O T E ~ N G  OF THE PUBUC 
TO INFORMATION. AND FOR OTHERPURPOSU.S. REP. NO.815.89th Cong.. 1st Scu. 5 (1965). 

"Supra note 22. 
lsb4 Trade secrets and commercial or financial information obtained from a person m d  

privileged or confidential. 
l'b6 Personnel and medical film and similar film the disclasure of which would constitute a 

clearly unwarranted invasion of pemnal privacy. 
"Davis, The Information Acl: A Rel imimry  Anolyu. 34 U.'CHI. L. dm. 761, 787 

(1967). 
1*20 AD. LAW REV.265. 500 (1%8). 
'%~onrumer Union of URi~cdStater. Inc. v. Veterans Admlniuntion. 301 F. Supp. 7% 

(S.D.N.Y. 1969). appd &missed cu moot, 436 F.4d 1563 (1971).-
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. 	 > ..-- ,kfqrmation fik+y td ha& either of the  following effects: 1)to impair 'the 
-.-govern&&t's ability to obtain necessary information in'thh future;,or 2) to 

* .
cause substantial harm to thecompetitive position of the pe;soh from whom 

the information was ~btainecl."~~~~xernption '
b4 has been found to apply to 
'individuaf, personal financial information as distinguished from corporate -
,pr business information but only within the narrow confines' of the court's . * - 3  


interpretationeof b4.S2 . -.: 6. - . , 
7 i r  

=
 , 

1 Most FOIA cases argued on pri,vacy grounds are argucd under the b6 
cxemption. The courts have had difficul~y with "clearly unwarranted -, 
invasion of privacy." The approach now followed by the D.C. Circuit, the + 

Second Circuit.J3 and the Third Circuits is the balancing tkst originally put , 
forth in Gefrnan v .  National Lab07 Relations board.'^ In that decision 

'Judge Skelly Wright said, " ~ x e m ~ i i o n  a court reviewing.the 6 iiqui;es A-

matter de novo to balance the right of privacy of affectedindividuals against . 
-? .  

the right of the public to be informed; and the staiutory language 'clearly 
.	&warranted5 instructs the court to tilt the balance in favor of d i s c l ~ s u r e . " ~ ~ ,  

In tifz'rleHobby U.S.A. v. ~ t 2 t e d  States ~ n t k m a l  ~ e v e n u eSen,ice the Third ' . 
Circuit noted that the ba~anc in~done  'by the Getma" court refers only to the 
b6 exemption. "Only non-exempt material is available to  'any person-.' , 

There is nothing that precIudes balancing to determine whether particular 
infornlation is within a statutory e x e m p t i ~ n . " ~ ~  , - i. - ,:--

As this test has bccil applied by the courts that .have followed the D.C. 
Circuit, thrle have been two considerations: 1) whether there is an invasion 
of privacy; and 2) whether that invarion is "warranted" by the use the 
requestor of the information is going to make of i t .  In C ~ l n l h nthe release 
of the rlamcs and addresses sf  employees was found to invade the privacy 
of the employees, but the significant nature of the research project 
involved "warranted" that minor invasion. There have been two other 
cases involving the release of names and addresscs. In Ditlow zr. S c h u l t ~ ' ~  
the court foundlthe usc unwarrantcd because it was not clear that the 

'OSears. Roebuck and Co. v. GS.4. 384 F. Supp. 996 (D.D.C. 1974); Petkas v. Staats. 501 
F.2d 887. (D C.  Cir. 1974). 


"Kational Parks and Concrnat~on Ass'n v. Morton. 488 F.2J 765 (D.C. Cir. 1974). 

"Rural Housing Alliance v. U.S. Dept. of Agr.. 498 F.2d 73 (D.C. Clr. 1974): D~tlow v. 


Schultz, 379 F. Supp. 326 (D.D.G. 1974). 

"Row v. Departnlent of 1116 Air Force, 495 F.2d 261 (1974). 

"Wine Hobby U.S.A. .  Inc. v United Stares Internal Rev. Serv.. 502 F.2d 133 (1974). 

"450 F.& 670 (D.C. Cir. 1971), app'lfor stay or order dented. 404 L'.S 1204 (1971). 


"Supra note 34. 

-379 F supp526 cD.n.c. i9i-o 
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b - 7 % - ,A.-.The- degree of the,in"asidn of wa's far mote s=rious in two ~th$~?&6. 
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:cases. ,In ~ ; r a l  ,Housing Alliance ?. ' united states bepartmcnt ,@" 

' ~ ~ r & u l t i r e , : ~ - t h e  *'detailed ;nd 
iaormation 'sought ;a;- "intimi?&,casg;, 

histories of,specified named individuals." In R o s e  v D e M r t r n e n t  $t& e&: 

F o r c e , 4 Lth; material &&ht was case's";mmGies of 14onsr a d  Ethis's Code
- ,>- . 
adjudications 'it the Air Force Acaaemy. In both c&es it was argued 

- strenuously that there was no way to d&te identifying material sufficiently,- 
, to piotect the priva'iy, ?f ~L:+bsfrrpoited indiGdusls. In both cascit th2'eourti b+ 

..:. r&ma~ided a.s% i t>ivith~instructions'to a t t em~tb ;dc l e t e  identifying derails. +,3;;!. 
- In Roblcs &. ~ n v i r o t ~ m e n t a l ~ r o t e c t i o d ~ e r r c ~the Fourth ~i,rc"itclid na;i 

.consider the proposed usc'of t he  'ieques;ed-smate;ial a ' h d 3 , , & ~ ~ c s " s ~ ~  
disavowed balancin~.  "As Prsfessqr %Divis has-so con%ihcingly'~mphasized;+ 

the earlie; piovision in - the ~ d m i n i s ~ r ~ r i v e - ~ r ~ c r d u r e  r ~ r. Act 'yrov: 1 2  

disclos@e to persons plope~ly and dire,gityconcer?ed.' That was changed -.to-
I 
'any p;non', dembnstrating beyobd arg%rnenithat &closu<e war never ty,,, 

'depend i1~6;;(he interest or lack of interest df the part)' seeking &s- _ 

closure.' "4ylVhilc the court found there weresig&ficant privarj 


'tlle court concludcd that' they did not reach ':,$earlyc unwarranted'' 

. protmrtiohs. ~ o s t  iignifiiant to this court was that no householder had ob-


,ejected t o  the disclosure. . . > , 

7 -

2 

- ,,
" - ..". .

T H E  ABSOLUTE TEST FOR PRIVACY 

O r ~ cway to assure privacywithin the FOIA is to determine what materials 

should be protected from disclosure for *privacy reasons, designate them 

clearly, and.excmpt them from disclosure by statute. Such material would 

bc protected from disclosure under FOIA by thc b3 exemption "specifically 

exempted from disclosure by statute." This approach fits with the general 


-

"Supra note 54. 

40498F.2d 75 (D.C. Cir. 1974). 

"495 F.2d 261 (2nd Cir. 1974). .-

41184 F.2d 845, 847 (1973); see also Note. Inuzsiotr of Aiuacy and the Frcedom of 


Information A c l  Cetman v. NLRB, 40 G.W.L.REV.527 (1972). for a critical review of the 

balaticing rrst used bv the Getrnan'court. 
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approach that Congress, not the agencies or the courts. should make tne 
decisions on how to balance the interests between disclosure and tile privacy 
concerns of individufls and the government. Congress rejected the 
equitable tests of the prior Public Information section of the Administrative 
Procedure Act" for a policy that requires release of requested material 
except for material pecifically exempted from disclosure. CongressBweighed the interests rnvolved and determined which materials to exempt 
from the disclosure requirement originally and can, in its concern for 
individual privacy, specifically exempt more material. 

If Congress by statite were to exempt certain material from disclosure, 
the court's only functibn in ruling on a challenge to order disclosure would 
be to determine that such a statute did exist and that the material sought fell 
within the statute. This approach has been called the per se approach 
because the court does not consider the merits of disclosure or exemption." 

The primary advantage of this approach is its ease of implem~ntation. 
-	 Agency personnel should be able to understand what material is included 

and. therefore, what material is to be disclosed. The recent FOIA amend- 
ments are primarily directed toward more prompt agency compliance; if 
this goal is to be achieved. the clearest possible standards must be given. 
Currently, intcrpretation of the court-made standards as to privacy and the 
FOIA require agency attention at the highest level and. generally, referral to 
the Justice ~ c ~ a r t m e - t  Comlnittee of FOIA for a legal opinion, obviously a 
time-consuming proc~ss. '~  

Illc other major aHvantage of the tbsolutc test is that it assures the 
confidentiality of particular data. The President's Commission on Fedcral 
Statistics concludcd: "The only way to assure the confidentiality of 
particular data is by a statute rcquiring that those data be held in 
confidence. In such a case. the statute requires thc agcnry to resist a request 
for the data, and it cqn justify its refusal in a suit brought under the Act on 
the grounds of the third exemption."'* Any test which balances intcrcsts 
might not succeed in guaranteeing the confidentiality of any particular 
data. ' I 

I I le  difficulty wit): this method is specifying what matcrial should be 
exempted. As has bcfn noted before, thcre is no clear definition of what is 
private information / deserving confidential treatment. One method to 
accommodate the ncecls of confidentiality on a case-by-case basis is to give 

"Srr. 3 ADS~~SWRA~IVE ACT a.s amended by Pub. L.89.481.PUOCED~RE 
**Note.The F Q I A i  Inrrstigatory File Erempion. 42 G.W.L.REV. 87 (1974). 
*'Sakschia. Administering the FOIA: An Insider'r View, in GOVERNMENTSrcrm m 

AMERICA:NONEOF Yokr B ~ I N ~ I  192 (1974). 

"1 P~CS~DL%T'S ON FEDERAL STATU~IQ. FED-
.&WMUSION 	 STATIST~CS409 (1971). 
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agency heads the authority to declare certain material confidential. A 
variation on this method is to provide an exemption if agencies have 
promised confidential treatment at the time of collection pf the 
information. This method has the obvious problem that it gives to agencies 
the very discretion with regard to disclosure that the FOIA attempts to 
remove from agencies. The courts have generally been unwilling to accept 
such agency determinations .as not providing a sufficiently specific 
exemption as required by b3." 

Another casc-by-case approach is where Congress excludes specific 
material from disclosure by statute. The Census Law, for example, exempts 
all material furnished under the provisions of thc Act from any type of 
disclosure by which any particular establishment or individual can be 
identified.48 In addition the Ccnsus Law limits the use of the material to 
statistical purposes and further limits who may examine the individual 
rep0rts.4~ The problefn with this approach is that Congress would have to 
identify each of those federal programs which require such an exemption 
from FOIA disclosure, a possible unworkable prospect. 

An example of an effort to take a broader, more inclusive approach to the 
problem was that taken by the Moorhead While the Moorhead Bill. 
as here analyzed, was not enacted into law, an analysis of it is helpful tu dir 

understanding of the way in which an absolute test for privacy would relate 
to FOIA." The Moorhead Bill used an absolute test for privacy by 
specifically exempting from disclosure by statute (under (bX3)) all 
personally identifiable material contained in record systems. The proposed 
act "permits an individual to prevent records pertaining to him obtained by 
the agencics for a particular purpose from being used or made available for 
anothcr purpose without his consent."" This obviously conflicted with 
FOIA access and yet thereseems to be onlyslight recognition of this conflict. 
There is one reference in the Committee Report to thc FOIA disclosure 
requirerncnts. "H.R. 16373 would make all individually identifiable 
information in government files exempt from public disclosure."5' The 

\ 

"Cutler v. Civil Aeronau~ics Bd., 375 F. Supp. 722 (D.D.C. 1974); Stretch v. i%'einbcrger. 
495 F.2d 639. (3rd Cir. 1974). Bristol-Mjrn Company v. Federal Trade Commission. 424 
F.2d 935 (D.C. Cir. 1970). ccrf.den. 400 U.3.824 (1970); Consumen Union of United States. 
Inc. v. Vrtcrans Administration. 301 F. Supp. 7% (S.D.N.Y. 1969) app. &sm. or moot, 436 
F.2d 1363 (1971). 

''CENSUSLAW13 U.S.C. 9(a)(2)(1954). 
"Id. 13 U.S.C. 9(aY1) and (3M1954). 
"I1.R. 16373. 
"All rcfcrcncerarc tothe Moorhead Bill H.R. 1637Sasit appeardon h'ov. 21.1974. w h m  it 

war discussed, amended. and pasrd by'thr H o w  (140 CONG.Ru. NO.163 H 10950.711. 
"H.R. 16371 -proposed 554a(aX4). 
"H.R. REP. No. 9s-1416, 93rd Cong.. 2nd Sclr. 4 (1974). 
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report goes on to say that "The Committee does not desire that agencies 
cease making indikidually identifiable records open to the public, including 
the press, for inspectiin and copying. On the contrary it believes the public 
interest requires the disclosure of some personal information. . . .The 
Committee merely intends that agencies consider the disclosure of this typo 
of information on a cat gory-by-category basis and allorv by published rule Fonl!. those disclosures which would not violare the spirit of the FOIA by 
constituting 'clearly unwarranted invasions of personal privacy.' " This last 
reference is to the "routine use" provision of the bill which required the 
agenrics to publish in :the Federal Rg i s t e r  all of the uses to which thcir 
records will be put in ~hlcnormal course of business.54 Transfer of the rccord 
for any purpose not so indicated rrould requirc the written consent of the 
individual to whom thc record pertained. 

IV11ilci t  seems clear that any personally identifiable material would have 
been eselnpt from' mandatory disclosure. the Commirtee Report indicates 

- their desire for voluntary disclosure. However, the mechanism for 
voluntary disclosure scems ill suited to that end. Tile publication in the 
~ e d e r a l~ i ~ i s t e rof pcrrnitted dibclosurcs which would not violate the spirit 
of the FOIA by corlstituting "clearly unwarranted i~lvasions of personal 
privacy" is not compatible wit11 the definition used o l  that phrase by most 
courts. As has been noied, most courts have followed the D .C. Circuit test in 
Gctnlan rt. Sntiorznl Labor Rclat io~u Boczrds5 which involves balancing the 
ix~tcrcstsof the rcqucs5or of thc information with the intcrcst in protecting 
individual privacy. When the agency publishes an intent to rckase material 
pursuant to FOIA requests as a "routine use" they do not know who will 
request the material and what use will be made of the material. 
H.K.16373 did pcrmit the release of individually identifiable material 

contained in a system of records with the prior written consent of the 
individual to whom the record pertains. While the mechanism for obtaining 
this writtcn consent was not specified, it presumably could be arranged. 
But, therc may well be situations where the public right to know should 
supercede the individual's unwillingness to give consent. The most obvious 
situation is where thegovernment's trcatmcnt of an individual or a group of 
individuals has been ipappropriatc but favorable to those individuals. It is 
not realistic to rely op those favored individuals to give conscnt to the 
disclosure. 

An absolute test for privacy, such as that used by the ~ o o r h e a d  Bill, 
protects privacy at the expense of FOIA access. The significant advantage 

"H.R. 16973 S(2MD). 

'%O F.2d 670 (D.C. Cir. 1971) opp'lfor stay or order denicd. 404 U.S. 1404 (1971). 
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of the approach is its ease of application. The decision to err on the side of 
privacy and confidentiality is entirely consistent with a basic constitutional 
right of privacy. The obvious disadvantage is that it prohibits the disclosure 
of any material within th; classification, even material not necessarily 
private. Such prohibition of disclosure in this area is inconsistent with the 
right to know. 

THE RELATIVE TFST FOR PRIVACY -
The Privacy Act of 1974 

Another method to reconcile the connict between the desire to provide 
access to government information and the desire to keep confidential 
pcrsonal information-in government files is to provide. by statute. a 
balancing tcst between these two interests. This approach recognizes what 
I'rofcssor Davis has described as "[l'ltie customary practice of normal 
people. who often disclose to those who have a special reason for knowing 
and withhold from those who do not. Privatc practices frequently depend on 
the difference between disclosure to the public and disclosure to onc person 
or a rcstrictcd few."56 Prc-viding such a test requires defining the interest. iir 

be considered and the weight to be given to these factors. In order for such a 
balancing test to be functional it would be necessary tp provide direction in 
cases where the interests arc relatively equal. whether to err on the side of 
access to information or on the side of confidentiality. As seen before most 
courts currently apply the FOIA (bX6) exemption as a balancing test, but a 
clcarer test would enlarge @)(G) to include all invasions of privacy, not just 
those related to "perschnel and medical files and similar files." Also a test 
must clarify for the agencies and courts the congressional intent of the use 
of the  expression "clearly unwarranted invasion of personal privacy." . 

Finally, it would be necessary to require that information :he disclosure of 
which would constitute an ikasion of privacy is not only exempt but is 
prohibited from disclosurc. -

The FOIA itself has been used in a few cases to prohibit disclosure. In 
these 'reverse' FOlA cas.cs an action is brought by th,e party seeking to 
prohibit disclosure. While at firskthe courts were hesitant to find 
jurisdiction unticr FOIA to prohibit disclosure," in more recent cases the 
courts have found jurisdiction to prohibit disclosure of information which 

HDavk. The In/4mtofion Act: A Prelirni~tyA ~ I j w 3 ,W U. CHI. L. RLI. 761. :65 
' (1967). 

"Charles River Park "A"Inc. v. Dcpt. of l#auring and I'rban Drvrlopmrrw. 360 F k p p  
412 (D.D.C. 1913); Sean Rokbuck & Co.v. G.S.A.. 384 F.Supp 9% (1974) 
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fell within the (bX.1) and @ X G )  e s c ~ n p t i o n s . ~ ~iV11ilc. the result of thcsc 
decisions is probably appropriate. the reasoning is btrained. Under no 
circumstances does the FOIX itself, as written, deny access. It merely 
defines the circumstances undcr which agencies are permitted to refuse 
access. Some of thc interests protected by thcse cscmptions, such as 
personal privacy, are significant enough to warrant the further protection of 
a mechanism for prohibiting disclosure. 

An interesting approach to providing a balancing test which does 
prohibit disclosure was that taken by the Ervin Bill and adopted by the 
Privacy Act. The Privacy Act exempts from the nontlisclosurt. prov'isions of 
the Act those disclosures required under FOIA.59 'Ihc rcsult of this is a 
balancing test to see if material is required to be released; for, as seen 
before, most circuits are now following the balancing or relative test 
developed in C c t ~ n a r z . ~ ~If the material is not required to be released by 
FOIA. it is prohibiter1 from relcasc by the Privacy Act unless it  satisfies 
another exemption of the Act. 

The Privacy Act of 1974=' has four main requirements for federal 
agencies: limit the collection and maintenance of data: index and publish a 
guide to all record systcms; grant access to record systcms: and limit 
discloa~rcofinformation in a record system. The Act is the product of a last-
minute co~npromisr bytween tile Ilouse and Scl~nte which did not go 
through the normal ~confcrcnce committee procedure. Rather, the 
compromise was \wrkyd out bctwr.cn the two committee staffs and thc 
principal sponsors in'the House and Senate. For this reason there is not a 
co~~fe re~ l cecommittee rcport or1 the Act, but rather a document which was 
introduced into thc rccsrd at the time the compromise bill was offered as an 
amendment to the pending privacy bills before the House6z and Senate.'jS 

The most effective portion of the Privacy Act is probably the requirement 
to publish annually a description of each system of records.64 There is no 
exemption to  this requirement based on the idea that there should be no 
system of records whose very existence is seiret. While the index itself will 
no doubt be pondereus =nd of primary interest to the student of 
government, it is widely felt that this requirement, along with the access 

I 	 \ 

'*.\fcCoy v. Wcinbcrprrr. 3 6 F. Supp. 501 (197-1): Neal-Cooper Grain Co. v. iiirsingcr. S85 
F. Supp. 769 (1974); l lughe Aircraft Co. v. Schlesingcr. 384 F. Supp. 494 (1974). 

''5 U.S.C. 552a(b)(2). . 
*bCetrnanv. Narional Labor Relations Board. 150 F.2d 670 (D.C.C. 1971). app't forstay of 

order denied. 401 U.S. 1204%(1971). 
-	 *'Pub. L. 93.299. 552a. 1 

"140 COXC.REC. H. 12249 (daily ed. DEE.18. 1974). 
"120 CONC.RTC.S. 41815 (daily ed. Drc. 17. 1971). 

L. 93.599. ~ 5 : ~ g a  (Ck4). 
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rcq~~irrrnc:nts, may c;~usc govcrnrnent agencies to evaluate their 
informati.on needs and eliminate and consolidate many existing systems of 
recorcls. 

The Privacy Act limits the government's ability to collect information by 
requiring no record describing how any individual exercises his First 
Amcndrncnt rights unless expressly authorized by statute or by the 
individual about whom the record is maintained or pertinent to an 
authorized law enforcenlent activity.c5 The Act also requires that agencies 
maintain only such information about an individual as is necessary to 
accomplish a purpose that tlle agency is required to accomplish by statute or 
executive order of the P r e ~ i d e n t . ~ ~  The enforcement procedures for existing 
systems are weak but ncw record systems must be reported to the Office of 
Management and Budget and the Congress prior to implementati~n.~' 

111e Act requircs that agencies establish procedures to give an indi- 
vidual access to records about himself and to allow him to challenge the 
information. Exemptions can be invoked for the records of the CIA. 
criminal law enforcement agencies, classified material, investigatory files 
for law cnforccment purposes, protective service records, statistical records. 
and investigatory filcs for frderal cmploymcnt or tnilitary service 7 r  
yromotio~~but only to the extent necessary to prevent revealing a 
confidential s ~ u r c c . ~ ~In addition to these exemptions this requirement does 
not fillfill the necd of an individual to know what material about him is in 
govcrnmcnt filrs because only information in a system of records is covered 
and only if that information is retrieved by reference to the named 
individual. If information about someone appears in any other file such as 
one about a different person or a business file, the person would not have 
access to it undcr the Privacy Act. 

The Act also limits the disclosure of information in a system of records 
and requires an accounting of most disclosures. This is probably the 
weakest provision because of the number of exemptions. Disclosure of 
information in a system of records without the consent of the individual is 
not permitted unless one of the exemptions are met. The first exemption is 
for disclosure within the agency to those officers and employees of the 
agency who have a need for the record in the performance of their duties." 
The key to this provision is the definition of agency; the smaller the subunit. 
obviously, the more limited the diclosure possibilities. The definition of 

**Id. (eN7). 

*'Id. (exl). 

"Id.  (0). 


'@Id.(j) and (k) (1-7). 

*'Id. (bX1). 
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agency is the same as the FOIA. There is a suggestion' in a letter fr 
Assistant Attorney General that the definitions of agency may be differe Y 
for different portions of the Act.'O 

Disclosure is permiited for a routine use71 defined as a use of a record for 
a purpose which is compariblcwitl~the purpose for which it  was c o l l e c ~ e d , ~ ~  
if that routine use has been ide~ltified in the annual public notice.7s 
Disclosure is also permitted for release to the Bureau of the Census, for 
statistical and research purposes, to the National Archicvcs, for law enforce- 
ment purposes. under cmcbrgcrlry circumstances, to Congress and any Con- 
giessional Committrr, to tllc General .L\ccountin~ Office. pursuant to a 
court ordcr anti if rcqnirrc! b y  FOIA." 

LVith refcrencc to tlle disclosure excnlptiorl for FOIA. tllc repor1 szys 
"Perhaps the most difficult task in drafting federal privacy legislation was 
that of drtcrrrlirling thr proper balance between the public's right to know 
about thr conduct-of their government and their ecjually importantrigl~t to 
have information which is personal to rlic~n maintainrd with the grcatc8st 
degrcc of confidcnce by fedcr a1 agencies. . . .?his compromise is designed 
to prrscrvc the status quo as inrerprcted by the courts regarding the disclo- 
sure of personal informatior1 under that section."75 

IVhile the committee report suggests that this provision maintains the 
status quo, it  clearly does not. The FOIA taken alone requires disclosure 
unless i t  would be a "clearly unwarranted invasion of personal privacy" 
and. even thrn. disclosure is allorved. Thegeneral tenor of FOIA is always to 
err on the side of disclosure, to encourage disclosure in the close case. 
However, the Privacy Act only permits disclosure when it is required by the 
FOIA.Thestatus quo iyould have been maintained by the provisions of the 
original Envin Bill. which sirnply cxcmptcd from the requirements of the 
privacy bill material required or pernlitted to be released under the FOIA.76 
Without the additional word "permitted." the grey area has been removed 
and in its place is an absolute line; disclosure is either required by the FOIA 
o r  forbidden by the Privacy Act. 

The Act does not indicate which side to favor in the close case, and both 
the Act and the FOIA provide for civil and criminal penalties if agencies 
don't comply. The Privacy Act does require a "willful or i n t e n t i ~ n a l " ~ ~  

iy*Lcttcr from Antonin ScaIia. Office of Legal Counsel. Department of Justice to J a m a  T. 
L t i ~ n .  Director. Office of Blanagcmrnt and Budget. April 14. 1975. 
"Pub. L. 93.599. 55?a(b)(3). 
?lid. (a)(;). /
"Id. (eI(l1). 

' "Id. (b) (4-1 1) (b)(2). 
'%120CONC.REC.S. 21816 (daily cd. Dcc. 17. 1974). 
"S. 3418 20?(c). 1 .
yy55Pa(g)(4). I 
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failurc on thc part of the agency to comply with the Act, to impose civil o r  
\"criminal liabilities; under circumstances of a direct conflict between the two 
Acts, it seems unlikely a court would find that standard met. If the court did 
not agree that the case was close. the court could impose court costs 
including attorneys' fees on the agency, and civil costs for damages 
sustained. 

Not all cases under @)(G)of the FOIA will be covered by the Privacy Act; 
and, to that matcrial not covcred by the Act, the status quo will be 
maintaincd, I h c  definitions of ttie Act are important to FOIA not only 
bccausc they define how much of the (b)(G) exemption is covered by the 
I'rivacy .Act but bccause thcy also arc an indication of the congressional 
limits ut' privacy. l'hc l'livacy Act refers to "records" and "system of 
records." "[TJhe tern1 record means any item. collection or grouping of in- 
forit~arion ~ l ~ o u t  ;in inrlititfual that is maintained by an agency, including 
but not li~iiitcti to, his rtlucation, financial transactions. medical history. 
and crir~iirial or crnploymc~~t history and that contains his name or the 
identifying number, s)mbol, or other identifying particular assigned to the 
individual, such as a finger or voice print or ph~tograph."~ '  "The staff 
compromisc defines records as including not only collections of inform-::,... 
about individuals but also an 'item' of information about an ind;~idual." '~ 
"[Tlhe term 'system of records' means a group of any records under the 
control of any agency from which information is retrieved by the name of 
the individual or by some identifying member. symbol. or other identifying 
particular assigned to the i n d i v i d ~ a l . " ~ ~  There has been some debate as to 
whether this means "actually is retrieved by identifier" or "can be retrieved 
by idcntifier." While it would seem that Congress clearly intended to use 'is 
retricvcd' and not 'can be retrievcd.' it seems an u~~r~ccessarily difficult 
test. Docs "is retrieved" mean that it  was once so retricved; what if that 
oncc was this week, three weeks ago, three years ago? 

Even when matcrial is within the matcrial covered by the Privacy Act. and 
it is not required to be disclosed under FOIA, it might still not be prohibited 
from disclosure by the Privacy Act. Under the Act material can be disclosed 
either with the prior written consent of the subjectm or if the agency makes 
disclosure pursuant to a FOIA request for a "routine of the material. 
It sccms unlikely that agencies would make such disclosure a 'routine use' 
but if they did, the Privacy.Act would not prohibit disclosures under FOIA 

"552a(a)(4). 

"140 CONG.REC. S.21822 (daily cd. Dcc. 17. 1974). 

'O552a(a)(5). 

01552a(b). 

0z552a(b)(3). 
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of c\en those disclosures which would be a "clearly unwarranted invasion of 
personal privacy." 

Thc Act provides that: if a n  agency is required to provide personal 
information about an  indi\idual pursuant to com~)ulsory legal proccss, thc 
agency shall make reasinable efforts to srrvc atlvancc notice on th r  
indiiidual before it mikes  available the l11ei ~ i f o r m a t i o n . ~ ~  Senatc 
Comnlittce Report notrs that the purpose of this srction is to allow the 
individual advance notice so  that he may take appropriate lrgal strps to 
suppressthe subpoena and also to assure that the individual will be able to 
cscrcise rights under this Act to check thcdata  for a c c ~ r a c y . ~ '  1he only way 
to reconcile the lack of rkquiring such rlotice for FOl.4 disclosurc.~ is to 
assume that  the FOIA itbeif protc-cts personal privacy while c o m l ~ u l s o s ~  
lcgal process has no sucli rrquircment. I t  would seem appropriate for 
agencies and coults to use the esanlplc of the latter pro\ision to rcquire 
advancc notice in some ins t~nces  of disclosure uridcr I:OIA even though the 
Act escludes F O l A  from such a require~nrnt .  It would not be appropriatc in 
cascs ir.hcrr there were veky large ~iumbers  of data  subjccts ;ir~d the privacy 
concrrn was minimal. but i t  might rvcll be appropri.itc in cases whcrc the 
privacy concern was very great and  the number of intlividuals involved not 
p r o h i b i t i v ~ . ~ ~  I .

1 l i e . k t  prohibits the rcntlllg or  selling of mailing lists ~ ~ n l c s s  specifically 
authorized by la\\.. "'I'hi? provision shall not be conztrucci to require thc 
I\-ithholding of nsnies a'nd addrcsscs othcrwisc pcrmitted to bc made 
public."u6 " ln  othcr \v\.ords. such lists can not be rvittilicltl I)y a n  agclicy, 
unlcss it determines that t lie release would constitutc 'a clearly urlwarrnntcd 
invasion of pr i~ac)" .  . . .-Thus. thc language of th r  bill before us docs riot 
ban the rclcasc of sucli lists whcrr cithcr sale or  rcntnl is not involvcd. . . . 
?his measure now brfore us would prcsrrve the currcnt prac~iccs and  
interpretations of this part of the 1;OIA (by th r  fedcral courts) as they clral 
\sit11 fcctrral agcncy nailing lists."87 T h c  pririciplc casc dcaling with the 
relcasc of mailing lists in n commcrcial setting is a Third Circuit casc. I h c  
court thcre found that such a request rvas a n  unwarranted invasion of 
privacy sincc "commcrci~l  exploitation is wholly unrclatcd to the purposcs 
of  F01;S."'8 

's552a(c)(S). 
'5.REP. SO.93-1183. 93rd Gong.. 2d Srss. 6fi.tii (1974) 
"Sce Rablrs v. Environmmtal Protection Agcncy. 484 F.2d RJS (4th Cir. 1973); Rural 

Housing Allial~cc \.. LfniredStates Dept, of Agr.. 498 F.2d 73 (D.C. Cir: 1974); Rose v. Dept. 
of Air Force. 495 F.2d 261 (2d Cir. 1974) for cxanlplcs of cases whcrc i t  might he appropriarc. -

.'5j?a(n). -
"12OCosr.. REC.H.122Jb !daily ed. Drc. 18.1974). (Remarks of Congressman Moorhead). 

"\Vine Hobby 1I.S.A.. 1n;. v. Internal Rewnuc Sew., 502 F.2d 133 (1974). 
! 
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'Tlie I'rivacy Act provides for the public interest in disclosure of certain 
personal information. Under the FOIA if the public need for the 
information is dcmonstratcd. then the invasion of pcrsonal privacy caused 
t)y t l ~ cdisclosure of personal information may be warrantcd. Under this 
j ~ o w d u r r  a vcry strong showing of public need may justify a very large 
invasion of privacy. l 'hr fcar that the FOIA does not sufficiently protcct 
pc~so~ l ;~ lprivacy was expressed by Prcsidcnt Ford when he signed the 
1'1iv;icy Act. "1 ;mi rlisal>j)ointed that the provisions for disclosure of 
persorial infornlation by agencic:~ make no substantive change in the 
currrnt law. -1hc lattcr in my opinion docs not adequately protect the 
inclivitlual agilirist unnecessary disclosurcs of personal information."'g 

In acldirion to this fcar the most serious defect of thc approach of the 
Privirry Act is that it would appear to subjcct almost all requests for 
tlisclosurc of pc~sonal information to court test. Even if  the original 
statutory languagr of "pcrmittcd disclosures" had rcmaincd. agency 
prrso~lnrl ivoulcl have a difficult task to apply tile balancing test; what 
ronstitutcs a "warrantcd" invasion of privacy is not clear. The only ones 
ablc to achicvc accrss to matcrial in this arca will be those with thc time and 
the nioney to pursuc. tllc necessary court challenge. Gcncrally. thr c i w i t  
courts have rcquircd an indexing of all thc material involicd in the 
controversy, an rtemi~cd justification for refusal to disclose keyed to the 
irltlcx. arid in cnnlcra inspcctiorl of the material by the court to determine if 
thc refilsal was justified. Thc District Court for thc District of Columbia, on 
the rcmirnd of I'arlghn v. R ~ s e n , ~ Odeveloped a record to indicate just how 
tirnc corlsu~ning this requirement can bc. 7hc  material involvcd in that case 
would 1 r . r ~ ~fillrd 17 standartl-sizctl five-dralvcr filing cabinets and thc time 
to i~lclcs thr ~iiatcrial noilltl take 10.257.1 man hours or 4.93 man years at a 
total co\t of S96.176.00. In that casr thc court, instcad, uscd nine rcprescn- 
tativc samplcs with thc conscnt of all partics. 

For a balancing or relative test to be workable. Congress will have to 
makc more drcisions than they did in the Privacy Act. The first rnust be 
whrtlirr tlic Congress wants to make the courts an instrument for the 
irr~plcnicntation of thc Act or whcther a means for implrmenting the Act 
outside the court is to bc developed. ?he second is the really hard question 
of thc close case, shoulrt the agencics err on the side of disclosure or  
rron-disclosure? 14opcfully Congrcss could also address more clearly just 
what type of material is to bc protected. Perhaps thc Privacy Study 
Conin~ission.~~established by the Act, will help define the terms more 

"1 l W Y E ~ L Y  OF PRESIDE~TIAL 7. (KO.1.Jan. I .  1975).COS~PII.ATIOS DOCUMENTS 
-383 F. Supp., 1049 (1979) on remand from 48q F.Pd 820 (D.D.C.1973). crrb denied, 411 

U.S. 977 (1975). 
"552a 5(a)(l). 

http:S96.176.00
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clearly. Even with a congressional approach that attempted to deal with 
these issues. a balancing test would still be a difficult standard to apply 
because it is a relative standard of elements not easily defined. 

I 

One of the most obvious ways to reconcile the conflict between access and 
privacy in a nurnber of;cases is to provide a mechanism for deleting 

' 

identifiable nlatcrial andIproviding a means for the release of segregable 
portions of filcs. ?he FOlA provides that "To the extent llccessary to 

' 	prevent a clearly unwarrdltcd invasion of personal privacy, an agency may 
delete identifying details when it makes available or publishes an opinion. . 
statement of policy, intcrdretation. or staff manual or i n s t ru~ t ion . "~~  In the 
interest of privacy a further refinement might require that whenever the 
material involves any pc.r;onally identifiable material that the idc~ltifiable 
material be deleted whencver the requestor's purpose can be served by 

Idcictcd form. Evrn thib us,r (cf delctiou has the problem of raising suspicions 
on the part of the information recipients that more than just identifying 
details were drleted. To protect against this and other possiblc abuses of the 
deletion tool. courts have ordered that all proposed delctions be submitted 
to the court for in ca1nc;lra inspection, obviously a very time-corlsuming 
process for the courts and the agencies. 

?'he two most significarit criticisms of deletions is that it may not succeed 
in protecting the privacy of the individual involvedn and that it makes 
compliance with F01A much more complicated, therefore more expensive 
and more time consuming. Congress has made clear its intent to require the 
release of any reasonablesegregable portion of a record after the deletion of 
portions which may be exempted by the addition of this specific 
requirement in the 1954 amendments. Deletions and segregation make 
conlpliance morc difficult, requiring attention from higher level personnel. 
and thcrcfore make general access much slowcr and morc expensive. 
~or,.ever, without delctions there would not be any access to this body of 
information. or it would, be released with the concommitant invasion of 
privacy. 

It is not clear whether the Privacy Act al1o~r.s for deletions as a way of 
rcconcili~lg these interests. It permits the release of material in a non-
idcntifiablc form if i t  will be used solcly as a statistical research or reporting 
record.y4 This appcars to bc the only rcleasc specifically permitted for 

I 
I 

" . 

*'5 U.S.C. 552 (a)(?). I , 

''lnfra at norm 45. 54. 1 

-559a(bHS). 
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material to be disclosed in a non-identifiable form. No committee report 
makes clear whether the intent was to limit release of non-identifiable 
material only to statistical and research use or  to limit disclosures for 
statistical and research use only to non-identifiable information. For FOIA 
purposes the question is a definitional one: does a record under the Privacy 
Act cease being such when it is reassembled in its deletedor scrubbed form? 
Logic should compel the re3ult that it is no longer a record under the Act 
even if the reassembled record was made only to fulfill an FOIA request. 
The only reason for not permitting releases of material in non-identifiable 
form out of concern for the right of privacy is the conclusion that it cannot 
be done without some fear that the individual's privacy will still be 
compromised; in other words, that the non-identifiable form is still 
identifiable. While this may be true in some limited cases. in the vast 
majority it would not seem to be a serious con~ern . '~  

THETASK FOR CONGRESS 

The FOIA has been frequently criticized for imprecise draftsrn.2 
ship-most recently by Judge Gesell. "Accordingly. as is usually the case 
where the court must attempt to apply this imprecise and poorly drafted 
statute to a situation apparently never contemplated by the Congress. it 
becomes necessary to resolve the controversy by reliance on the high gloss 
which tlic learneddecisions of this circuit have been required to place on the 
leg is la t i~n ."~~Privacy legislation could have assisted the agencies and the 
courts in the applicationof the (bX6)exemption of the FOIA but the Privacy 
Act of 1974 fails to address the issues. Unless there is a clear recognition of 
the relationship between the right of privacy and the right to know neither 

-will be well served. 
There is agencral recognition that the Privacy Act of 1974 is a first effort 

and a great hope that experience with this legislation will help clarify these 
issues and improve future attempts to refine this legislation. It must be 
hoped'that Congress will soon recognize their responsibility to legislate 
more clearly the relationship between the right of privacy and the right of 
access. The current Privacy Act succeeds only in drawing a Iine and 
requiring disclosure on one side of the line and forbidding it on the other. 

But the difficult question of where that line should be drawn. of what 
factors should be considered, of what weight should be given to the 
considerations of privacy and access have been left to the agencies and 

*sLcgal Aid Society of Alamcda County v. Schultz. 349 F. Supp. 771 (N.D. Ca1. 19721.. 
*'Washington Research Proj.. Inc. v. rlept. of H.E.W..366 F. Supp. 929 (D.D.C. 1973). 

rev'd i n  purl on other grounds, 5.04 F.4d 238 (D.C.Cir. 1974). . , 
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' 	
ultimately the courts. Congress chose a relative test for the relationship 
between the right of priiacy and the right of access. While a relative test is 
more reflective of the elements of privacy, an absblute test, such as that 
proposed by the ~ ~ o o r h h a d  Bill, may be a practical necessity. It would take 
an incredible degree of'refinenient to fashion a relative test that could be 
implemented readily by agency personncl. An absolute test with clearly 
defined terms could be, implemrnted. 

There is not one correct way of relating and reconciling the two; rather 
thcrr is a range of choicts to be made. An ahsolutc privilege from disclosure 
for all personal information has a major advantage in its case of admiuistra- 
tionand thcvirtue ofclearly protecting privacy. A balancing test recognizes 
the demands of both anh provides for the maximum access compatible with 
protectingprivacy. It hps the advantage of recognizing the citizen's need t o .  
know the information (upon which the government is making de~isions. 

Both the Privacy Ait of 1974 and the FOIA arc important pieces of 
legislation that need to work and need workable definitions so that they can 
be implemented outside of the courtroom. If the legislators do not make 
these decisions. thc courts will t)c forced to. This has the double dis- 
advantage of turning judges into legislators and making the courts an

Iagency for the implementation of the Privacy Act and the FOIA. This is not 
a workable method for the implementation of either of these Acts. Both the 

' 	right of privacy and the right to know are important values; but legislation in 
this area must recognize the two togcthcr, where they are compatible and 
where they conflict. 



[From the Wall Street Journal, Nov. 13, 19741 

(By Arlen J. Large) 

WASHINGTON-Barry Golmdwater Jr., a California Congressman and the Sena- 
tor's son, boasts that  the almost-ended 93rd Congress will be known a s  he 
Privacy Congress." 

All year, members of Congress have been making speeches and holding hearings 
on the virtues of curbing the computerized snoopers of big government and big 
business. "A society numbered, punched and filed by government cannot be free," 
is one of the snappy 1974 sayings of Sen. Sam Ervin. 

Complaints about a numbered society focus on the ubiquitous Social Security 
number, which is being used increasingly as  a "universal identifier" in  business 
and government, including state and local government. When your number gets 
into computers used variously for phone-company billing, drivers licenses, voting 
rosters, income-tax records and bank accounts there'll be no place to hide. 

So one of the privacy-protection bills introduced earlier this year provided that  
unless some federal law requires it, a s  with an income-tax return, nobody could 
make you give out your Social Security number a t  all. 

There's a good chance that  a privacy-protection bill will be enacted by Congress 
during the lame-duck session this year. But  i t  won't include any restriction on 
current government or business use of Social Security numbers in  data banks. 
The Senate committee considering the bill had second thoughts and took out the 
provision after being told i t  would have a devastating effect on data-bank costs 
throughout the economy. 

The backdown on Social Security numbers shows how hard it is  for "The 
Privacy Congress" to go much beyond speechmaking on the evils of data banks 
that know too much about everybody. The federal bureaucracy would be a t  least 
potentially affected by the pending privacy bill, but it naturally doesn't want to be 
inconvenienced and is resisting the legislation. Sen. Ervin recalls that  when he 
tried to make an inventory of data banks in federal agencies, he met "evasion, 
delay, inadequate and cavalier responses, and all too often a laziness born of a 
resentment that  anyone should be inquiring about their activities." 

But in  many cases federal agencies ask people all those nosy questions to  carry 
out laws passed by Congress itself. In  a recent discussion of privacy problems 
Associate Supreme Court Justice William Rehnquist observed that  when Congress 
sets up, say, a student loan program, the government automatically wants more 
dope on the student. Justice Rehnquist continued : 

"I think few would disagree with the proposition that  the government is 
present in  the lives of all  of us today in a may that  would have been inconceivable 
even 50 years ago. From this there flows a t  least a rebuttable presumption that  
the government will know more about each of us Wan it did 50 years ago, and that  
in  a very real sense we will have that  much less privacy." 

WHEN CONGRESS ACTS 

When Congress tries to solve a problem, i t  sometimes authorizes giant invasions 
of privacy a s  a consequence. I n  1970, in pursuit of big-time swindlers and t a x  
cheats, i t  gave Treasury agents authority to trace checks drawn on personal bank 
accounts and to otherwise run barefoot through a person's financial records. And 
deciding that  secret political fund-raising is bad. Congress in  1971 required public 
disclosure of the name of everyone who gives a federal candidate more than 
$100. That  has had some very salutary effects on the behavior of politicians 
and donors alike, but some legal experts think the invasion of privacy is so 
gross a s  t o  be unconstitutional. 

Moreover, Congress seems no more willing than the bureaucracy t o  inconven- 
ience itself on privacy matters. Among other things, the pending privacy bill 
is  intended to make i t  easier for sonleone to find out if he's mentioned in a 
federal file or data bank somewhere, to inspect what i t  says about him and to 
make corrections. The idea is  borrowed from a 1970 law giving people access to 
their own files kept by private credit-reporting companies. The perfectly sensible 
point is to keep errors in  someone's file from swirling through computer af ter  
computer in  government and business, making t h a t  person's Social Security 
number a red flag of misery. 



Some of the juiciest files the government maintains on people are  kept by the 
House Internal Security Committee, which tries to monitor persons with sus- 
picious politics. Someone who thinks his name is in that  file might understandably 
be curious about what it says, and whether it's the truth. But if he asks the 
committee to see his file he's turned away, unless he can get the information 
through his own Congressman. The new privacy bill wouldn't change that. Con- 
gress doesn't like pests. 

Executive Branch resistance to  privacy legislation doesn't have t o  be very 
strong for the lawmakers to cave in. Sen. Ervin has been pushing a statutory 
ban on the kind of Army spying on civilians tha t  occurred during the 1960s, but 
the Army says the bill isn't needed because the spying ha8 stopped. The bill is 
dead. Another Ervin bill would forbid the Civil Service Commission to ask 
federal job applicants impertinent questions about their sex lives and religious 
beliefs; the bill has  repeatedly passed the Senate, but Civil Service officials 
always persuade the House to kill it. 

The Justice Department itself has proposed legislative restrictions on the wag 
old arrest and conviction records can be taken from federal-state data banks on 
criminals and passed around to employers and banks. But  there's disagreement 
in  the department over the bill's details. The F B I  doesn't like the idea of 
keeping old criminal records from police officers, and news organizations worry 
that  reporters might be denied access to court records. With all that  trouble, the 
bill is  bogged down. 

Yet the atmosphere is ripe for  some kind of action on legislation with a 
"privacy" label, and the catalyst, of course, is  Watergate. What the Nixon 
White House did to the privacy of a California psychiatrist, and others, was 
already against the law, but it raised such a stark spectre of Big Brother govern- 
ment that  more law is felt necessary. "In a certain way, I suppose that  Richard 
Nixon may go down in history a s  the patron saint of privacy legislation," said 
Alan Westin, a Columbia University professor of government, in  testimony before 
a Senate committee this year. 

Both the House and Senate Government Operations Committees have drafted 
companion privacy bills that  a re  similar, and floor action is scheduled i n  both 
houses after the current election recess. More legislating is required t o  produce 
a final product, but its main points look fairly clear. 

The final bill undoubtedly will require every federal agency that  keeps files 
or computerized data on citizens to confess i t  publicly, and to explain what the 
information is for. This would carry out a dictum of President Ford, who's shown 
enthusiasm for the privacy-protection effort, that  "the federal government should 
not maintain any record-keeping system whose very existence is  secret from either 
the elected representatives of the people or the public a t  large." 

Congress earlier this year was startled tu, learn that  plans were afoot t o  link 
the computers of several departments into a scary new system called Fednet. 
Portests from Congressmen and others, including Mr. Ford, then-Vice President, 
caused this plan to be shelved. 

The bill also would let a n  individual inspect a n  agency's records about him and 
make corrections, but there are  i m p r t a n t  exceptions. An investigatory file is 
ap t  to be what a person most wants to see, but that  would be kept shut, as would 
files dealing with defense and foreign policy. And drafters excluded corporations, 
fearing big companies would be forever getting into fights with the Justice De-
partment over material accumulated in files for potential antitrust cases. 

FIRST AMENDMENT GUIDELINE8 

The final bill probably will set out new guidelines for federal agencies that 
poke into First Amendment areas, asking questions about religion or politics but 
those questions won't be banned entirely. And agencies will face new restrictions 
on transferring among themselves data-bank information about citizens. In  
some cases, such as  when the Small Business Administration wants to see a 
credit rating kept on a loan applicant by the Federal Housing Administration. 
the applicant could deny permission for the data transfer. 

The Senate committee's version of the bill also would set up a n  independent 
new federal privacy commission to study things like the control of Social Security 
numbers and to receive complaints about government invasions of privacy. This 
is  strongly opposed by the administration. Whether the House will go along with 
creation of such a commission is perhaps the main unresolved feature of the 
privacy bill. 



I n  all, it 's a fairly modest piece of legislation, compared with the heat of the 
rhetoric about protecting privacy. The bill won'c really require federal agencies 
to make any big retrenchment in  their current data-collecling. "I don't think it's 
going to stop them from doing what they're doing now, observes Douglass Lea 
director of the American Civil Liberties Union Privacy Project. 

But Mr. Lea and some Congressmen say a hold-the-line bill is especially timely. 
Coming for sure are  new generations of computers to handle national health in- 
surance records, the files of a revamped welfare system and expanded crimtnal 
records. Colunlbia's P~~ofessorWestin argues that  both government question- 
aslrers and computer engineers need firm privacy-protection ground rules now, 
before all those new questionnaires and computers are  designed. 

Senators Charles Percy of Illinois and Barry Goldwa ter of Arizona also think 
i t  would be a good idea to hold the line now on the use of Social Security numbers. 
Though the Government Operations Committee shrank from ordering a rollback 
of traffic in  Social Security numbers, the two Senators intend to offer on the 
Senate floor a n  amendment that  would allow government and business data banks 
to keep using the unmbers if they're doing so now, but to prevent any new users 
from discriminating against people who wont give out their numbers. The amend- 
ment, for example, would forbid a phone company from trying to enforce any new 
data system based on Social Security numbers by charging a higher fee to a n  
uncooperative customer. 

Hold-the-line tactics like that,  says the ACLU's Mr. Lea, will a t  least make 
government and business data planners think anew about the easy drift toward 
universal numbers that  "make i t  easy to do a full field checlc." And he thinks the 
pending bill a t  least will let more people challenge the sometimes casual way the  
bureaucracy throws questions a t  people for no very good reason. 

"It's the beginning of a process of democratizing the may the government col- 
lects i ts  infromation," he says. "At some point somebody's going to be able to  use 
this law by telling a n  agency: 'Hey, you don't need that  doggoned data. Cut i,t 
out.' " 

[From the Wnll Street Journal, Dee. 19,19741 

(By Arlen J. Large) 

WASHINGTON.-Congress finished work on a "privacy" protection bill that  
reflects the federal bureaucracy's ability to defuse legislation that threatens it. 

The final bill also withdraws a proposed barrier to the use of Social Security 
idendfying numbers by banks and other private businesses, and i t  omits a mail- 
ing-list provision that  was seen a s  a threat by commercial mailers, who lobbied 
hard against it. 

The legislation, distilled from a flurry of initial ideas on how to protect the 
privacy of individuals from federal snoopers and data banks, by unanimous con- 
sent was given final approval by the House yesterday. The Senate passed i t  Tues- 
day by a vote of 77 bo 8, with the opposition coming from members who thought 
the bill would hamper federal law enforcement. There was little complaining 
from the sponsors about how much the legislation had been watered down from 
earlier versions. 

Both the House and Senate earlier had passed bills aimed a t  the same general 
objective: Every federal agency that  operates a computer data bank or physical 
file containing information about individuals must publicly disclose that  fact, and 
say what it's used for. Individuals then mould have the right to inspect the file 
and make corrections, lest damaging falsehoods spread to other agency data  
banks or into computers outside the government. 

The final compromise bill still makes that  general requirement, and sponsors 
hope i t  will tighten up federal procedures for gathering and maintaining records 
about people. But the measure contains a number of loopholes insisted upon by 
federal agencies that feared a challenge to existing practices. 

For example, the bill contains a general rule that  one federal agency can't send 
data on a n  individual to another agency without that  person's permission. How- 
ever, there can be "routine" exchanges, such a s  giving government employes' 
names to the Treasury for paycheck purposes. The Internal Revenue Service 



feared that  earlier versions of the bill would keep i t  from exchanging income-tax 
data  with state tax authorities. The IRS won assurances from Sen. Sam Ervin 
(D., N.C.) , a principal sponsor, that  the exchanges could continue. 

The bill contains a broad exemption forbidding people to see data kept on them 
by federal law-enforcement agencies. The FBI  insisted on that, and i t  was mor- 
ried about another proposal a s  me!l. An earlier version borbad federal agencies 
to  collect any information on how people exercise their First Amendment lights 
of free speech, religion and assembly, unless a statute requires i t  or a n  individual 
gives his permission. The F B I  moil the inclusion of a n  additional exemption for 
Firs t  Amendment surveillance that  is  "pertinent to and within the scope of a n  
authorized lam-enforcement activity." 

Earlier versions of the bill made a stab a t  controlling the use of Social Security 
numbers for identity purposes. I n  one of the few parts of the legislation affecting 
private business, i t  would have been illegal for anyone to discriminate against 
a person "in the course of any business or commercial transaction" because of his 
refusal to disclose his Social Security number. The provision was prompted by 
reports that  some banks are  enforcing their Social Security-based data systems 
by lodging penalty fees against customers who mou.dn't disclose their numbers. 

The final bill omits this provision. However, i t  does retain a curb against the 
spread of Social Security number identity systems used by state and local govern- 
ments. After next Jan. 1,state and local officials would be prevented from requir- 
ing people to give their Social Security numbers a s  a condition for registering a 
car, getting a driver's license, or voting in an election. Government identity sys- 
tems in effect before Jan. 1would be exempt from this rule, however. 

An earlier version of the bill would have required business maintaining mailing 
lists to remove a person's name if he requested i t  in  writing. This aIarmed direct- 
mail advertisers, and the provision was removed from the final bill. Retained, 
however, was a prohibition against the sale or rental of mailing lists kept by fed- 
eral agencies. 

The original Senate bill would have set up a new five-member Privacy Protec- 
tion Commission to investigate suspected violations of the new privacy law by 
federal agencies and draft privacy-protecting guidelines for federal officials to 
follow. The proposed commission was strongly opposed by the Ford 
administration. 

The final bill sets up a seven-member Privacy Protection Study Commission to 
study privacy problems for two years. With that  change, President Ford is 
expected to sign the bill. 

[From 'the Columbia Human Rights Review, Vol. 4, No. 1 (1972) 1 

THE FIRSTAMENDMENT I N  THE COMPUTER: A LIVING THOUGHT AGE' 

(By Sam J. Ervin, Jr.*) 

Sherwood Anderson wrote words about America a s  true today a s  they were 
i n  the third decade of this century : 

"America ain't cemented and plastered yet. They're still building it .  . . . A11 
America asks is to loo$ a t  i t  and listen to i t  and understand i t  if you can. Only 
the understanding ain't important either ; the important thing is to believe in i t  
even if you don't understand it, and then try to tell it, put i t  down. Because 
tomorrow America is going to be something different, something more and new 
to watch and listen to and try to understand; and, even if you can't understand, 
believe." 

Anyone seeking to understand contemporary America must deal with our 
national experience with computer technology. They must understand that  i t  
has become an essential tool in the "cementing and plastering" of our nation. 
They must understand that  i t  has a t  once presented our country its greatest 
hope and its greatest challenge; lreeping faith with our historical heritage and 
commitment to freedom, while enjoying the fruits of a rich industrirrlized society 
under a democratic constitution. 

Throughout our nation the people involved with computer technology have 
charge of a great national resource which will affect the course of our economic 

* U.S. Senator, North Carolina. 
1 Based on a n  address before the Spring Joint Computer Conference of the Federation 

of Information Processings Societies, Atlantic City, N.J.. May 20, 1971. 



and social progress. More important, insofar a s  i t  affects the exercise of gov- 
ernmental power and the power of large special interest groups, the new tech- 
nology may help determine the course of freedom and human rights in  our land. 

I n  the process, I believe Americans could find wisdom in Sherwood Anderson's 
advice "to believe" in  America. I say this because, a s  we grasp for the new 
computer technology and seek theories of systems analysis for our social prob- 
lems, Americans may tend to forget to look to their own history. Some, in  their 
haste to solve today's problems, may fear to translate America's promise of 
freedom into the program language of the computer age. 

Those who are initiated into the technological mysteries of computer hard- 
ware and software may take great pride. Through their deeds and genius they 
have helped people go to the moon, produce music, create ar t ,  conduct off-track 
betting, run railroads, and administer welfare systems. They help maintain our 
national defense and they keep our economy running. They aid in  catching crim- 
inals and they establish instant credit. They locate marriage-mates for people 
and they prejudge elections almost before the votes are  cast. 

A tape storage system has been described which will make i t  possible to store 
a dossier on every living person in the United States and to retrieve any one of 
them in a maximum of 28 seconds. With such feats to their credit, these people 
know better than anybody that in  the application of their knowledge, they plea 
a major role in the economic and social well-being of our society. They a re  
responsible for bringing to our nation all the wondrous blessing of computer 
technology, especially scientific methods of processing information. 

They can bend these machines to their will and make them perform feats un-
dreamed of ten or even five years ago. 

They have a special understanding of the new information flow charts for the 
vast data  systems in our government. 

They hold the access code to control over the technology a s  it affects the indi- 
vidual in our society. 

They may hold the key to the final achievement of the rule of law which is  
the promise of our constitution. 

With this body of knowledge, therefore, they bear special responsibility for 
the preservation of liberty in our country. That they have accepted this respon- 
sibility is clear from the Primacy themes of many recent conferences of computer 
professionals, equipment manufacturers, and computer users in  the governmental 
and private sectors. 

Their power is not limited to their technical expertise, but is augmented by -
the sheef numbers in  the computer-related 

Advertisements on TV, radio, in  newspapers, and even on buses daily remind 
the public of the inducements and rewards of a career in computer and data  
processing fields. 

I n  the Federal Government, their numbers a re  growing. An inventory of auto- 
matic data processing equipment shows that  in  1952 there were probably two 
computers in  government. I n  1971, there mere 5,961.' 

I n  1960, there were 48,700 man-years used in federal automated data  processing 
functions. This includes systems analysis and design, programming, equipment 
selection and operation, key punching, equipment maintenance and administra- 
tive support. In  1970, there were about 136,504 nian-years used in direct ADP 
work. 

A recent illuminating report by the National Association for State Information 
Systems shows that  in  35 states in  1971, over twenty-four and a half thousand 
people mere engaged in ADP. Twenty-eight states together spent 181 million 
dollars of their budgets on such per~onne l .~  

To glance through their professional journals, newspapers and bulletins each 
month is to be constantly amazed a t  the breadth and reach of the theories and 

2Inventory of Automated Da ta  Processing Equipment in the  United States Fiscal Year 
1971.General Services Administration, a t  15.A report providing information on the  digital 
electronic computers installed throughout the  U.S. Government, which defines "computer" 
a s  a configuration of E D P E  components which includes one central processing system
concept which recognizes the growing importance of configurations with more than  one 
central processing unit. This report responds to  requirements of P.L. No. 89-306, Stat .  
(Oct. 30, 1965) and S. Doc. No. 15 (1965), Report to  the  President on the  Management 
of Automatic Data  Processing i n  the  Federal Government. 

1970 NASIS Report. Information Systems Technology in State  Government a t  18, de-
veloped by the  State  of Illinois and  the  National Association fo r  S ta t e  Information Sys-
tems, Council of Sta te  Governments. 



accomplishments? I t  also deepens a layman's wonder a t  the complex language 
which sometimes defies translation into ordinary English. 

For all of these reasons, the general public stands in  superstitious awe of the 
skills and knowledge, the machines and instruments, and the products derived 
and transmitted by them. For  the uninitiated, the computer print-out bears a 
mystique and a n  aura of scientific rationality which makes i t  appear infallible. 
This is true for most lawyers and probably for most people in  political life. 

There is  a theory abroad today in academic circles that  America is  divided 
into two worlds. One of them is the world of science and technology,G inhabited 
by people who a re  part of a technological and electronic revolution. In  the other 
world a re  said to live all  the rest of the people whose ideas and values are  based 
on an earlier age. 

I n  accordance with their theory, some have tried to stamp the scientist with 
motives and values different from those of other Americans ; with goals oriented 
only toward efficiency or shorn of compassion, or, alternatively, with exclusive 
ability to determine social priorities. I cannot agree with this analysis, for I 
believe there is  a yearning in every human heart for liberty, and for the freedom 
to express oneself according to the dictates of conscience. Despite a man's com- 
mitment to a chosen profession, he wants the freedom to fulfill himself as  a n  
individual and to use his God-given faculties free from the coercion of 
government.

So I do not believe Americans dwell in two worlds. Regardless of our origins, 
I believe we share a common heritage and a common destiny in that  we a re  all  
engaged in searching for freedom. We share, according to the mandates of the 
Constitution, a common understanding tha t  the best protection for that  freedom 
rests on the limitations on the power of government and on the division of that  
power. 

I cannot agree with such a n  analysis for  another reason. Since the Senate 
Constitutional Rights Subcommittee began its study of computers, data banks 
and the Bill of Rights, I have received many letters from computer specialists, 
systems designers, engineers, programmers, professors and others in the scientific 
community which prove that  despite, and perhaps because of their professions, 
they share the same concern about invasion of privacy a s  al l  other Americans, 
the same apprehensions about excesses of governmental surveillance and in- 
quiries. Above all, they realize, perhaps better than others, that  while the infor- 
mation technology they deal with can extend the intellect of man for  the 
betterment of society, it also extends the power of government a million-fold.' 

I t  makes i t  possible for government to administer more efficiently and to offer 
vastly better services to the taxpayers. 

At the same time, i t  extends and unifies official power to  make inquiries, 
conduct investigations, and to take note of the thoughts, habits and behavior of 
individuals. Of course, government has always had such power, but on a much 
smaller scale than today. Similarly, men possessing the power of government 
have always had the capacity for bad motives, simple errors or misguided pur- 
pose. There have always been problems with errors in  the manual files. Now, 
computers may broadcast the image of these errors throughout a national infor- 
mation system. 

What the electronic revolhtion has done is to magnify any adverse affects 
flowing from these influences on the life of the individual and on his proper 
enjoyment of the rights, benefits and privileges due a free man in a free society. 

I reject the notion of division of Americans on the basis of scientific and tech- 
nological values. If I had the unhappy and well-nigh impossible task of distin- 
guishing two types of Americans, I believe I would distinguish between those 

4Sce  cenerallv Com~ute rwor ld  ( a  weeklv neriodical servicing t h e  comnuter commu-
nityj-:- &tamation i D$a MnnageGent ; and ~ u s i n e s s  Automation. 

6 See e.g Brezezlnksl Bet-ween Two Ages. America's Role I n  the  Technotronic E r a  al-
though' nl1"authors do ' no t  engage- - i n  such distinctions wi th  t b e  same judgments' o r  
purposes.

OHenrings on  Federal Data Banks Computers and  t h e  Bill of Rights Before t h e  Sub- 
comm. on Constitutional Rights of thh Senate Comm. on the  Judiciary. 92d Cong.. 1 s t  Sess. 
[Feb. 23-25 and Mar. 2-4, 9-11, 1 5  and  1 7  (1971) l  [hereinafter cited a s  a s  1971 Hear-
ings.] Testimony of Robert Bigelow attorney describing concern of professional computer 
organizations and Dress, id. a t  680'; ~ i b l i o g ; a ~ h ~ ,  public discussions on privacyl is ts  of 
and  computers in the  United S ta t e s  and  abroad, id. a t  692 e t  s e . .  Testimony of professor 
Caxton Foster,  University of Mass., Department of Computer a d d  Information Sciences, 
id. a t  707. 



who understand the proper limits and uses of governmental power and those 
who do not. 

However much we try to rationalize decisions through the use of machines, 
there is one factor for which the machine can never allow. That  is the insatiable 
curiosity of government to know everything about those i t  governs. Nor can i t  
predict the ingenuity applied by government officials to find out what they think 
they must know to achieve their ends. 

I t  is  this curiosity, combined with the technological and electronic means of 
satisfying it, which has recently intensified governmental surveillance and official 
inquiries that  I believe infringe on the constitutional rights of individuals. 

Congress received so many complaints about unauthorized government data  
banks and information programs that  the Subcommittee undertook a survey 
to discover what computerized and mechanized data banks government agencies 
maintain on people, especially about their personal habits, attitudes, and political 
behavior. We have also sought to learn what government-wide or nation-wide 
information systems have been created by integrating or sharing the separate 
data bases. Through our  questionnaire, we have sought to learn what laws and 
reguladons govern the creation, access and use of the major data banks in  
g~vernrnen t .~

The replies we a r e  receiving are  astounding, not only for the information they 
a re  disclosing, but for the attitudes displayed toward the right of Congress and 
the American people to know what Government is  doing. 

In  some cases, the departments were willing to  tell the Subcommittee what 
they were doing, but classified i t  so no one else could know.' In one case, lhey 
were willing to tell all, but classified the legal authority on which they relied 
for their information power." 

Some reports are  evasive and misleading. Some agencies take the attitude tha t  
the information belongs to  them and that the last person who should see it is 
the individual whom i t  is about." A few departments and agencies effectively deny 
the information by not responding until urged to do so.= 

They reflect the attitude of the Army captain who knew Congress was investi- 
gating the Army data banks and issued a directive stating : 

"The Army General Counsel has re-emphasized the long-standing policy of 
the Executive Branch of the Government . . . that  all files, records and informa- 
tion in the possession of the Executive Branch is  privileged and is not releasable 
to any part of the Legislative Branch of the Government without specific direc- 
tion of the President." " 

So, on the basis of this study, and on the withholdings of information from the 
American people which the Subcommittee has experienced,= I have concluded 
that the claim of the Government departments to their own privacy is  greatly 
overstated. The truth is that they have too much privacy in some of their infor- 
mation activities. They may cite the Freedom of Information Act l4a s  authority 
for keeping files secret from the individual as  well a s  from the Congress. They 
then turn around and cite "inherent power"15 or "housekeeping authority"le 

7 For a sample of questionnaire sent to all agencies and departments with slight alter- 
ations, see Letter to Secretary of Defense Melvin Laird, July 20, 1970 1971 Hearings a t  
1182, and to Attorney General Mitchell, June 9. 1970. Id. a t  1212. 

8 See, e g., State  Ilepartnieut response to questionnaire, concerning i t s  "Lookout File." 
See Letter of Sept. 9, 1970 to Subcommittee Chairman from Assistant Secretary of De-
fense Robert Afoot, and list of classified enclosures. 1971 Hearings a t  1186. 

Kavy Department response, Aug. 13, 1970. citing a Roosevelt Executive memorandum 
assigning responsibilities for  intelligence activities. Id. a t  1201. 

loCepartment of Transportation response. Testimony of Secretary Volpe. Id. a t  720. 
Many other agencies will inform the individual of the general contents of his life, if he 
is denied some right, benefit or privilege and regulations permit a hearing or righr. of con-
frontation or  cross-examination-but not before 

l1 Department of Health, Education, and Welfare, series of letters over a two year period 
on file with .Subcommittee, a ~ d  as  of March, 1972, no response has been received contain- 
ing substantive answers. 

=Directive, ICGP-G-S3, Jan. 9, 1971, Release of Official Information to Legislative
Branch of Government. 1971 Hearings, a t  1179. 

13Ervin, Secrecy in a Free Society, 213 Nation 454 (1971). See generally Hearings on 
Executive Privilege Beforr the Subcomm on Separation of Powers of the Senate Comm. 
on the Judiciary, 92d Cong., 1s t  Sess. (1971). Testimony by Senator Tunney a t  381 and 
William Rehnquist a t  420. 

l4 5 U S.C. § 552 (1970). 
I q e e ,  e.g., 1971 Hearlngs a t  375 431 385. Testimony of Assistant Secretary of Defense 

Froehlke. Id. a t  602, 599 ; 'tcstimohy oi  Assistant Attorney General Rehnquist, note 13, 
supra. 

loSee, ex., Justice Department response to  Subcommittee questionnaire. 



a s  a reason for maintaining data banks and computerized files on certain individ- 
uals; o r  they may cite the conclusions of independent Presidential factfinding 
commissions." 

So f a r  the survey results show a very wideranging use of such technology to 
process and store the information and to exchange i t  with other federal agencies, 
with state and local governments and, sometimes, with private agencies. 

Most of this is done in connection with administration of Government's service 
programs. However, a number of these data banks and information programs 
may partake of the nature of largescale blacklists. This is so because they may 
encompass masses of irrelevant, outdated or even incorrect investigative informa- 
tion based on personalities, behavior and beliefs. Unwisely applied or loosely 
supervised, they can operate to deprive a person of some basic right. 

For  instance, Federal Communications Commission response1' shows that 
the FCC uses computers to aid i t  in  keeping track of political broadcast time, in 
monitoring and assigning spectrums, and in helping i t  make prompt checks on 
people who apply for licenses. The Commission reported that  i t  also maintains 
a Check List, which now has about 10,900names. This Check List, in the form of 
a computer print-out, is circulated to the various Bureaus within the Commission. 
I t  contains the names and addresses of organizations and individuals whose 
qualifications a r e  believed to require close examination in the event they apply 
for  a license. A name may be put on the list by Commission personnel for a 
variety of reasons, such a s  a refusal to pay a n  outstanding forfeiture, unlicensed 
operation, license suspension, the issuance of a bad check to the Commission or 
stopping payment on a fee check after failing a Commission examination. 

I n  addition, this list incorporates the names and addresses of individuals and 
organizations appearing in several lists prepared by the Department of Justice, 
other Government agencies, and Congressional committees. For example, the list 
contains information from the "FBI Withhold List," which contains the names 
of individuals or organizations which are  allegedly subversive, and from the 
Department of Justice's "Organized Crime and Racketeering List," which con- 
tains the names of individuals who are or have been subjects of investigation 
i n  connection with activities identified with organized crime. Also included in the 
list are names obtained from other Government sources, such as  the Internal 
Revenue Service, the Central Intelligence Agency, and the House Committee on 
Internal Security. According to the Commission, the use of the data  arose in  
1964 because during the course of Senate Hearings chaired by Senator Mc- 
Clellan, it was discovered that  a reputed racketeering boss i n  New Orleans, 
Lou,isiana, held a Commission license. I n  order that  such licensing not take place 
i n  the future, the Commission established liaison with the responsible divisions 
within the Department of Justice to be kept current on persons who might have 
such affiliations. 

The Civil Service Commission maintains a "security file" in  electrically powered 
rotary cabinets containing 2,120,000 index cards.'' According to the Commission, 
these bear lead information relating to possible questions of suitability involv- 

17 For Defense Department reliance on the  findings of the  National Advisory Commis-
sion on Civil Disorders (Kerner Commission), see testimony of Assistant Secretary of De- 
fense Froehlke, 1971 Hearings, a t  379; noting the  Commission's finding t h a t  the "absence 
of accurate infor~nat iou both before and during disorder has created special control prob- 
lems for police," and the  recommendation t h a t  " ~ e d e i a l - s t a t e  planning should ensure 
t h a t  Federal troops a r e  prepared to provide aid to  cities. . . ." 

The Department also cited a report filed by Corpus Vance following the  Detroit 1967 
disturbances, 1971Hearings, s t  378. 

F o r  law enforcement reliance on the  Kerner Commission and similar commissions 
see e x . ,  testimony of Richard Velde fo r  the  Law Enforcement Assistance ~dmin i s t r a t ion :  
1971,Hearlngs a t  608 : 

Several Sta tes  also developing with  LEAA funds information systems related t o  civil 
disorders. Most of these systems have a s  their objective either tension detection and fore- 
casting or  providing support to tactical units. It should be noted t h a t  the ICerner Commis- 
sion studied this  proble~n carefully and recommended t h a t  the police develop adequate 
intelllgence for tension-detecting a s  well a s  on-the-scene information for tactical units. 
Many of t h e  systems L E A A  SUPDOrtS in  the  civil disorders a rea  arose out of the  recom-
mendations of the  Kerner Commission and similar commissions established by the  States. 

For  reliance on Warren Commission finding of information gaps, see response to  Sub-
committee questionnaires by the  Secret Service Nov. 21 1969 reprinted a t  115 Cong. 
Rec. 39,114 (1969) and by the  S ta t e  ~ e p a r t m k n t  Jan.  4 a n d ' ~ a r .10, 1970; both re-
sponses in  ~ubcommi t t ee  file. 

Response to questionnaire, in Subcommittee files, Mar. 25, 1971. 
Is Id. Aug. 18, 1970. 



ingloyalty and subversive activity. The lead information contained in these 
files has been developed from published hearings of Congressiollal committees, 
s ta te  legislarive committees, public investigative bodies, reports of investiga- 
tion, publications of subversive organizations, and various other newspapers and 
periouicals. This file is not new, but has  been growing since World War I1. 

The Commission chairman reported : 
"Investigative and intelligence officials of the various departments and 

agencies ot tlle Federal Government make extensive official use of the file througll 
their requests for searches relating to investigations they are  conducting." 

I n  another "security investigations index" the Commission maintains 10,- 
250,000 index cards filed alphabetically covering personnel investigations made 
by the Civil Service Commission and other agencies since 1939. Records in this 
index relate to incumbents of Federal positions, former employees, and appli- 
cants on whom investigations were made or are  in  process of being made. 

Then, the Commission keeps a n  "investigative file" of approximately 625,000 
file folders containing reports of investigation on cases illvestigated by the 
Commission. In  adaition, about 2,100,000 earlier investigative files a re  main- 
tained a t  the Washing~on National Records Center in  security storage. These 
a re  kept to avoid duplication of investigations or for updating previous investi- 
gations.

The Housing and Urban Development Department is  considering automation 
of a depar~meiltal system which would integrate records now included in FHA's 
Sponsor Identification File, Department of Justice's Organized Crime and Rack- 
ets File, and HUD s Adverse lnformation A data bank consisting of ap- 
proximately 325,000 3 x 5 index cards has been prepared covering any individual 
or firm which was subject of or mentioned prominently in, any investigations 
dating from 1954 to the present. This includes all FBI  investigations of housing 
matters a s  well. 

I n  the area of law enforcement, the Bureau of Customs has installed a central 
automated data processing intelligence network which is a comprehensive data  
bank of suspect informalion available on a 24-hour-a-day basis to Customs 
terminals throughout the c ~ u n t r y . ~ '  

According to the Secretary of the Treasury: 
"These records indude current information from our informer, fugitive and 

suspect lists that  have been maintained throughout the Bureau's history a s  a n  
enforcement tool and which have been available a t  all  major ports of entry, 
though in much less accessible and usable form. With the coordinated efforts 
of the Agency Service's intelligence activities, steady growth of the suspect files 
is  expected." 

There is the "Lookout File" of the Passport Office and the Bureau of Security 
and Consular Affairs.= This computerized file illustrates the "good neighbor" 
policy agencies observe by exchanging information in order to keep individuals 
under surveillance for intelligence and law enforcement purposes. Maintained 
apart from the twenty million other passport files, i ts basic purpose is t o  
assist in  screening passport applicants to make certain they a re  citizens of the 
United States and that  they a re  eligible to receive passports. Requests for entry 
into this system are received from component agencies of the Department, from 
other government agencies, o r  in  the limited category of child custody, from a n  
interested parent or guardian. 

The Department assured the Subcommittee that  data recorded in this "Look- 
out File" is  not disseminated. Rather, i t  serves a s  a "flag" which, if a "hitw 
or suspect is recorded, is furnished to the original source of the lookout and 
consists of the name Of the individual and the fact that  he has applied for a 
Passport. The individual is not told that  he is  in the file until the information 
is used adversely against him. Then, according to the report, "he is  fully in-
formed and given a n  opportunity to explain or rebut the information on which 
the adverse action is  based." 

Among some of the reasons listed for  people being in the Lookout File a r e  
the following : 

If the individual's actions do not reflect to the credit of U.S. abroad; 

20 Id. June 22 1970 

Id. Mas 28 '1970.' 


Za Id. Jan. 4, 1970. 




I f  he is  wanted by a law enforcement agency i n  connection with criminal 
activity ; 

If a court order restricting travel is  outstanding or the individual is involved 
i n  a custody or desertion case ; 

"If he  is a known or suspected Communist or subversive; 
"If he is  on the Organized Crime and Rackets List or is a suspected delinquent 

in  military obligations." 
The Defense Industrial Security Clearance Office is preparing to computerize 

i t s  card files on over one and a half million private citizens who a re  employees 
of businesses doing classified con~rac t  work for the Federal Government." 

The Federal Deposit Insurance Corporation maintains information on people 
now associated with banks insured by the FDIC or who have been associated 
with such banks in  the past." I t  keeps a file on the names of individuals gained 
from newspapers and other public sources if they a re  characterized a s  having 
a n  unsatisfactory relationship with any insured bank or any closed insured bank. 
This also includes information supplied to the Corporation by other investiga- 
tive or regulatory agencies on persons connected with a n  insured bank. 

The Army maintains the U.S. Army Investigative Records Repository 
(USAIRR) which contains about 7,000,000 files relating principally to security 
and criminal investigations of former and present members of the Army, civilian 
employees and employees of private contractors doing business with the Army. 
The other services maintain similar investigative files." 

There is a Defense Central Index of Investigation operated by the Army for 
the entire Defense Department. The Index is  designed to locate any security or 
criminal investigative file for any Defense agency and will be computerized 
shortly. It contains identifying data  such a s  name, date of birth and social se- 
curity number on people who have ever been the subject of inves t iga t i~ns .~~  

There are  all the data  banks and computers in the Department of Justicen 
for intelligence, for civil disturbance prevention; for "bad checks passers;" 
for organized crime surveillance ; and for federal-state law enforcement coopera- 
tion through the computerized National Crime Information Center. 

On the basis of our investigation of complaints reviewed by Congre~s,~' I am 
convinced that  people throughout the country a re  more fearful than ever before 
about those applications of computer technology and scientific information 
processing which may adversely affect their constitutional rights. Furthermore, 
my study of the Constitution convinces me tnat  their fears are  well founded. 

First, they a re  concerned that  through a computer error they may be denied 
basic fairness and due process of law with respect to benefits and privileges for 
which they have applied. 

Id. Aug. 1970. See also 1971 Hearings, a t  375, Froehlke testimony on this and other 
Defense Department records svstems. 

24Response to questionnaiie, Feb. 22, 1972. See also 1 2  U.S.C. 5 1811 e t  seq. (1964),
Amendments to Federal Deposit Insurance Act, requiring bank recording and reporting t o  
Internal Revenue Service transactions, S. Rep. 91-1139 and H.R. Rep. 91-975. 

2i. Roe nnte !?R snnrn--- --- -- -- -- --. 
2aResponse to Subcommittee questionnaire Aug. 1970. Also described in Froehlke testi- 

mony note 23 supra and in Army ~ndersecketary Beal letter of Mar. 20 1970, reprinted 
in 19bl  ~ear i ' nas .  P a r t  I 1  a t  1051. and a t  116 Conr. RAC. 26327-51 (1970).

= F o r  descript-ions snd citations to supporting stat;tes and regulations, sei! response to 
Subcommittee qu~stionnires, 1971 Hearings, P a r t  I 1  a t  1312-68. See also discussion in 
testimony nf Justice Department officials. Id. P a r t  I a t  597. 849. 

28For descriptions and sum.maries of some of these complaints and concerns. Remarks 
of Senator Ervin 116 Cong. Rec. 30,797 41 751 43 944 and 117 Cong. Rec. S. 985 (daily 
ed. Peb. 8, 1971'). In particular, note'ope'nin$ stbtements by Subcommittee Chairman 
each day of 1971 Hearings outlining issues of concern for the day. Of interest here 
i s  a Dec. 1971 report, A National Survey of the Public's Attitude Toward Computers spon-
sored by the American Federation of Information Processing Societies and Time ~ a ' g a z i n e  
notinc tha t  : 

There is major concern about the use of large computerized information files. Thirty- 
eight percent of those surveyed believe computers represent a real threat  to people's pri- 
vacy as opposed to fifty-f?ur percent who disagreed. Sixty-two percent are  concerned 
t h a t  some large organlzatlons keep, information about millions of people. In  addition 
fifty-three percent believe computerized information files might be used to destroy in! 
dividual freedoms; fifty-eight Percent feel computers will be used in the future to keep 
people under survillance; and forty-two percent believe there is no way to find out if 
information about you stored in a computer is accurate. I n  general, the public believes 
rovernment should make increased usage of computers in a number of areas tha t  such 
usage will make government more effective, and tha t  there will, and should be, increas- 
ing governmental involvement in the way computers are  used. 



Secondly, they are  concerned about illegal access and violation of confiden- 
tiality of personal information which is obtained about them by government or 
industry.

These are  actions which for any one individual or for entire groups may lead 
to a loss of the ability to exercise that  "pursuit of happiness" which the Decla- 
ration of Independence declares is one of the unalienable rights of man. 

These are  actions which, by producing erroneous reports, may limit or deny 
a person's economic prospects and thereby impair that  liberty which under the 
5th and 14th amendments government may not impair without due process of 
law. 

ARREST RECORDS 

This possibility is illustrated by a letter" I received from a man who describes 
the effect on his life of an incident which occurred when he was fifteen years 
of age. I n  connection with a locker theft, he \vas taken tb the police station, 
finger-printed, questioned and then he left, cleared of charges. He was not in- 
volved in any incident subsequently except a few minor traflic violations. H e  
served 11years in the armed services and held the highest security clearances. 
After gaining employment with a city goveniment, he discovered that the youth- 
ful incident was, 15 years later, part of an FBI file and distributed to employers 
on request. He was asked to explain the incident for personnel records and to 
state why he withheld the information. Although he was unaware of the record, 
he believes the failure to list the incident mas a factor in  not gaining employment 
in several instances, and he was told he would have to institute court action to 
have the record expunged. 

The problem he and millions of others face with respect to their records is 
illustrated by a regulation issued by the Attorney General last year restating 
the goal of the Federal Bureau of Investigatino "to conduct the acquisition, 
collection, exchange, classification, and preservation of identification records . . . 
on a mutually beneficial basis." 30 Among the agencies listed as eligible to  receive 
and supply information were railroad police, banking institutions and insur- 
ance companies. 

I n  Washington, D.C., a young man who was a n  innocent bystander during a 
campus demonstration was arrested by police and then released. Knowing that  
the FBI  could distribute such records to employers, he hired a lawyer and spent 
large sums of money in a suit to have his arrest record expunged. The lower 
court denied his request, but the Court of Appeals ruled that, in the District of 
Columbia a t  least, arrest records should be expunged for innocent bystanders 
caught up in mass police arrests.31 

In  another case, a young man was arrested on probable cause and fingerprinted 
in California. When the police could not connect him with the case, he was 
released. H e  sought to have his arrest record expunged, or alternatively, to have 
strict limitations placed on its dissemination to prospective employers and others 
by the Federal Bureau of Investigation. While the U.S. District Court denied his 
request for expungement, it did say that  his arrest record may not be revealed 
to prospective employers except in the case of any Federal agency when he seeks 
employment with that  agency. However, i t  could be distributed for law enforce- 
ment purposes. Congress later restored this power to the FBI  temporarily in  a n  
annual appropriation bill. 

Letter,  identity withheld, in  Subcommittee files with comment by the  Director of t h e  
Federal Bureau of Investigation. 

30 28 C.F.R. (i 0.85 (b)  ; codifying rulings by the  Attorney General pursuant  to  28 U.S.C. 
§ 534 which provides : 

(a) The Attorney General ehall- 
(1)  acquire collect classify and preserve identification crime and other records. and  

exchange thesk record's with, ahd for  the  official use of, au'thorised officials of the  ~ d d e r a l  
Government, t he  States, cities, and penal and other institutions. 

( b )  The exchange of records authorized by subsection ( a )  ( 2 )  of th is  section i s  subject 
to  cancellation if dissemination i s  made outside the  receiving departments or  related 



Judge Gesell's comments i n  this case of Menard  v. Mitchel l" are significant for 
the issue of arrest records, but also for the Army's computer surveillance program 
and for many other government intelligence systems now being designed. H e  
stated that  while "conduct against the state may properly subject a n  individual 
to  limitations upon his future freedom within tolerant limits, accusations: not 
proven, charges made without supporting evidence when tested by the judicial 
process, ancient or juvenile transgressions long since expiated by responsible con- 
duct, should not be indiscriminately broadcast under governmental auspices." 
H e  also said: 

"The increasing complexity of our society and technological advances which 
facilitate massive accumulation and ready regurgitation of farflung data  have 
presented more problems in this area, certainly problems not contemplated by the 
framers of the Constitution. These developments emphasize a pressing need to 
preserve and to redefine aspects of the right of privacy to insure the basic free- 
doms guaranteed by this democracy. 

"A heavy burden is  placed on all branches of Government to maintain a proper 
equilibrium between the acquisition of information and the necessity to safeguard 
privacy. Systematic recordation and dissemination of information about indi- 
vidual citizens in a form of surveillance and control which may easily inhibit 
freedom to speak, to work, and to move about in  this land. If information avail- 
able to  Government is misused to publicize past incidents in  the lives of i ts  citi- 
zens the pressures for conformity will be irresistible. Initiative and individuality 
can be suffocated and a resulting dullness of mind and conduct will become the 
norm. We are f a r  from having reached this condition today, but surely history 
teaches that  inroads a re  most likely to occur during unsettled times like these 
where fear or the passions of the moment can lead to excesses." 

There a re  many similar cases pending throughout the states. Present laws are  
not sufficient to assure that  a n  individual will be judged on his merit and not by 
inaccurate arrests records distributed by a national law enforcement computer.a3 

SaMenard v. Mitchell, 430 F. 2d 486 (D.C. Cir. 1970). decision upon remand, 328 F. 
Supp. 718 (D.D.C. 1971). The Court construed 28 U.S.C. g 534 narrowly to avoid the con- 
stitutional issues raised by Menard and found t h a t  : 

It is abundantly clear tha t  Congress never intended to, or in  fact did authorize dis- 
semination of arrest records to any s tate  or local agency for purposes of 'employment or 
licensing checks. 

I t  found certain faults with the present system: (1)  State  and local agencies receive 
criminal record data  for employment purposes whenever authorized by local enactment, 
and these vary s tate  by s tate  and locality by loyality. (2)  The Bureau cannot prevent im- 
proper dissemination and usn of the material it supplies to hundreds of local agencies. 
These are  no criminal or civil sanctions. Control of the  da ta  will be made more difficult 
and opportuntties for improper use will increase with the  development of centralized state 
information centers to be linked by computer to the Bureau. (3 )  The arrest record mate- 
rial is incomplete and hence often inaccurate yet no procedure exists to enable individuals 
to  obtain correct or  supplant the criminal' record information used against them nor 
indeed i s  'there any assurance t h a t  the  individual even knows his employment applicbtion 
is affected by an FBI  fingerprint check. 

The Court invited Congressional action, noting t h a t :  with the  increasing availability 
of fingerpr~nts, technological developments, and the enormous increase in  population, the 
system is out of effective control. The Bureau needs legislative guidance and there must be 
a national policy developed in this area which will have built into i t  adequate sanctions 
and administrative safeeuards. 

A discussion of the philosophical, constitutional and legal issues and problems re-
lated to such a computerized system is found with bibliographies in Security and Privacy 
Consideration in Criminal History Informatoh Systems, ~ e c h n i c a i  Rept. No. 2, July, 1970, 



LAW ENFOBCEMENT INTELLIGENCE RECOBDS 

Such threats to privacy and liberty arise with special force in  the area of 
intelligence records. The Subcommittee study reveals two serious problems which 
have acquired national urgency through the introduction of computer technology. 
First, the problem of safeguarding intelligence information from improper release 
by government itself, and secondly, the problem of confining its coJlection to appro- 
priate areas and subjects. 

Government has, and should have, power to collect information, even raw, 
unverified intelligence information, in fields in which government has a lawful, 
legitnuate interest. But  this great power imposes a solemn responsibility to see 
that  no one is given access to that information, except the Government itself fo r  
some legitimate purpose. There could never, for instance, be justification for 
Government to disclose intelligence gathered about citizens pursuant to i ts  
powers, to other citizens for their own personal or financial aggrandizement. Nor 
should Government through disclosure of confidential documents aid and abet the 
writing of sensational articles in  private journals operated for commercial profit. 

Nevertheless, the Subcommittee received testimony and evidence about two 
cases, which illustrate the misuse of confidential intelligence in6ormation for  
such purposes. 

One involved a man in political life, the mayor d San Francisco, who was 
the subject of a n  article in  Look Magazine purporting to  establish that  he asso- 
ciated with persons involved in organized crime. When the Mayor sued the 
magazine for libel, he undertook through subpoena power to learn the basis for 
such charges and where and how the authors obtained their information. H e  
learned that  they had received confidential information and documents from 
intelligence data banks. The information came from files and computer print- 
outs of a number of major Federal, state and local government law enforcement 
agencies. They involved the U.S. Attorney General's Office, the Federal Bureau 
of Investigation, Internal Revenue Service, Federal Bureau of Narcotics, the  
Customs Bureau, the Immigration and Naturalization Service, the California 
Criminal Identification and Investigation Bureau, the California State Depart- 
ment of Justice, and the Intelligence Unit of the Los Angeles Police Department. 
By their own testimony for the case, the authors 'of the article admitted that  they 
examined, obtained or borrowed originals or copies of such law enforcement 
records containing much raw unevaluated in.telligence information on numerous 
people including the names of three U.S. Presidents, the state Governor, a num- 
ber of Senators, and many private law-abiding citizens, not accused of any crime. 
These documents were obtainable despite the fact that  many of them were 
stamped "Confidential" or "Property of U.S. Goevernment For official use only. 
May not be disseminated or contents disclosed without permission. . . ." 

There is more about these and other disclosures i n  the hearing record, but 
I believe the Mayor's testimonya illustrates many of the dangers to  privacy 
in this age of large investigative networks and instant computerized dossiers. 
I t  also illustrates the lack of sufficient criminal, civil, or administrative sanc- 
tions against unwarranted sharing and disclosure of such confidential informa- 
tion. To my knowledge, no punitive action was taken except for a disciplinary 
personnel action filed against a n  agent of the Federal Bureau of Investigation, 
who was then allowed to retire. 

by Project SEARCH Califorr~la Crime Technological Research Foundation funded by the  
Law Enforcement Assistance Administration, Department of Justice. ~ i s o  pertinent is 
the testimony of LEAA officials on the use of information and intelligence systems by 
criminal justice agencies. 1971 Hearings, on the National Crime Information Center. Id. 
a t  91% 

For a model s tate  act proposed for criminal offender record information, see generally 
Technical Memorandum No. 3, May 1971 by Project SEARCH. 

As we have a highly mobile population so we have a highly mobile criminal population 
which requires tha t  governments be abl i  to share rapidly the information in their d a t i  
banks in the interest of law enforcement. The problem is determining what agencies and 
~ b ~ to5cials should control what information. 
a See 1971 Hearings a t  493-530. Testimony of Joseph Alioto, Mayor of San Francisco 

and exhibits submitted. For  response of Justice Department officials. see testimony o i  
William Rehnqyist, id. a t  60.1. 878-88, and a,series of memoranda from the Federal Bu- 
reau of Investigation, the Bureau of Narcotics and Dangerous Drugs. which memoranda 
were submitted by Assistant General Rehnquist with the caveat that. 

Under the traditional notions of separation of powers i t  seems to  me probable tha t  t h e  
Department could justifiably decline to furnish portion's of this information . . . Id. a t  
1371. 



The weakness of any applicable regulations is  demonstrated by the report of 
the Bureau of Narcotics and Dangerous Drugs that  i ts  current disclosure order 
"would not cover the release of collateral intelligence information, information 
contained in dead files, or information on nondefendants, such as  that  disclosed 
in the Alioto testimony." The Bureau further stated that  under the provisions 
of its new Agents Manual it is only a "breach of integrity" to make unauth,or- 
ized disclosure of files which a re  restricted to official use." 

MISUSE OF MILITARY INTELLIGENCE RECORDS 

Another case illustrates how the Army's investigative intelligence services 
and files were put to private use to obtain the dismissal of a n  employee of a 
private business. I n  this instance a n  Army intelligence agent whose routine 
duties involved security investigations and surveillance for the Army's civil 
disturbance prevention program described to the Subcommittee how he was 
ordered by his superiors. to conduct a n  investigation of the bank loan records, 
police and court records of the private citizen and was told to give the resulting 
information to the employee's supervisor. H e  later learned that the investigation 
had been ordered by a n  intelligence officer as  a personal favor for an official of 
the company. When the agent reported this to his superiors, he was told in a 
classified letter that  the matter involved "national security." A year later, 
following his separation from the service, the agent reported the incident to the 
Inspector General of the Assistant Chief of Staff for the Pentagon, who began 
a n  investigation. A11 of his allegations were confirmed and firm disciplinary 
actions were taken against the guilty officers. It was too late, however, for the 
subject of the Army investigative report, who had already been dismissed. 

These cases illustrate the concerns over political administrative and technical 
problems of access, confidentiality and purging of erroneous or  outdated records 
in  computer systems. But  these a r e  issues which have long concerned legislatures, 
bar ass80ciations and others. 

The major rea6on for  public apprehension about computer technology and 
information sciences is the use of them to acquire, process, analyze and store 
information about activities and matters which a re  protected by the First 
Amendment. 

What people writing to Congress fear most is  the uses to which this technology 
may be put by men of little understanding but great zeal. They know that, 
applied to unlawful or unwise programs, computers merely absorb the follies and 
foibles of misguided politically-minded administrators. 

I n  Federal Government, the new technology, combined with extended Federal- 
state services and their spin-off information systems, have produced vast num- 
bers of investigators, analysts, and programmers devoted to the study of people 
and society. With the zeal of dedicated civil servants, they a re  devoted to the 
building of data  bases on the habits, attitudes and beliefs of law-abiding citizens. 
Much of what they gather is trivial; much of i t  goes f a r  beyond the needs of 
government. Some of i t  is  shared extensively and often unnecessarily by agencies 
who a re  components of these large information systems. 

People seeking government jobs in  some agencies a re  told to reply to person- 
ality tests asking : 

I believe there is a God. 
I believe in the second coming of Christ. 
I believe in  a life hereafter. 

covers the disseinination of most types' of information for t h e ~ e p a r t m e n i .  "'owever,- he 
states that the strongest applicable regulations in this matter are found in 25 C.F.R. Pt .  
45, $ 45.735 : "No employee shall use for financial gain for himself or for another person 
or make any other improper use of,  whether bv direct action on his art or bv counsel: 
recommendbtion, or suggestion to another perion, information which' comes tb the em: 
ployee by reason of his status as  a Department of Justice employee and which has not 
become part of the body of public information." 

Obviously, the disclosure of documents stamped "For official use only" would be con-
trary to this regulation if,  in fact, the disclosures were made by Department of Justice 
employees.

aeFor statement submitted by a Special Agent of Military Intelligence and related 
correspondence, see 1971 Hearings, Part I1 a t  1451-1457. 



I am very religious (more than most people). 

I go to church almost every week. 

I am very strongly attracted by members of my own sex. 

I love my father. 

My sex life is  satisfactory. 

Once in a while I feel hate toward membersof my family whom I usually love. 

I wish I were not bothered by thoughts about sex. 

When the Subcommittee held hearings on these practices, government officials 


explained that  there was no right or wrong answer to the questions, that  the 
responses were coded and analyzed by the ~o'mputer.~' 

I asked whether they did not think such inquiries violated the privacy of the 
individual's thought about matters that were none of the business of government. 
The reply was that  there was no Supreme Court decision holding that people 
who apply for federal employment have a constitutional right to privacy. 

There was a Civil Service program telling employees to fill out computer punch 
cards stating their racial, ethnic or national origin along with their social se- 
curity number." I n  the land renowned for being the "melting pot" of the world, 
over 3 million individuals had to analyze their backgrounds and reduce them to 
one of four squares on a n  IBM card. If they protested that these matters were 
none of the business of government, they were blacklisted in  their offices and 
harassed with computer-produced orders to return the completed questionnaire. 
The resemblances between this program and those of totalitarian governments i n  
our recent history were all  too obvious . 

The Census Bureau makes more use of computer technology for personal in- 
quiries than anyone?' It conducts surveys for i ts  own uses backed by the criminal 
and civil sanctions. One of these, the decennial census, asked people such ques- 
tions a s  : 

Marital Status : Now married, divorced, widowed, separated, never married. 
(If a woman) How many babies have you ever had, not counting stillbirths? 
Do you have a flush toilet? 
Have you been married more than once? 
Did your first marriage end because of death of wife or husband? 
What was your major activity 5 years ago? 
What is your rent? 
What is your monthly electric bill? 
Did you work a t  any time last week? 
Do you have a dishwasher? Built-in or portable? 
How did you get to  work last week? (Driver, private auto ;passenger, private 

auto ;subway ;bus ; taxi ;walked only ;other means). 



How many bedrooms do you have? 
Do you have a health condition or disability which limits the amount of work 

you can do a t  a job? 
How long have you had this condition or disablllty? 
Under even heavier sanctions, the Census Bureau puts questionnaires t o  farm- 

ers, lawyers, owners of businesses, and others, selected a t  random, about the 
way they handle their business and finances.@ 

The Census Bureau also makes surveys for many other departments and agen- 
cies." For  example, they put  out statistical questionnaires which the Department 
of Health, Education, and Welfare wanted t o  send to retired people aslring : 

How often they call their parents ; 
What they spend on presents for grandchildren ; 
How many newspapers and magazines they buy a month ; 
If they wear artificial dentures ; 
"Taking things all together, would you say you're very happy, pretty happy, 

or not too happy these days?" 
And many other questions about things on which government has no business 

demandihg answers. 
These people a re  not told that  their answers a r e  voluntary, but a re  harassed 

to reply and a re  given the  impression they will be penalized if they do not 
answer." 

There a re  many other examples of inquiring social and economic data that  a re  
backed by the psychological, economic, or penal sanction of government. Clearly, 
Government has great need for a l l  kinds of information about people in  order to 
govern efficiently and administer the laws well ; similarly, Congress must have 
large amounts of meaningful information in order t o  legislate wisely. 

However, I believe these examples of governmental data collection illustrate 
my contention that the First Amendment wraps up the principle of free speech, 
which includes the  right to  speak one's thoughts and opinions a s  well a s  the 
right t o  be free .of governmental coercion to speak them. 

There a re  other examples of government programs which, well-meaning in 
purpose, a r e  fraught with clanger for the very freedoms which were designed to 
make the minds and spirits of all Americans free, and which work to keep 

40 See 1969 Hearings, supra note 39, testimony on behalf of fhe National Federation 
of Jndenendent Bilsiness a t  194.of pttorney and farm owner William Van Tillburp a t  74, 
W. Schliestett. businessman at 6,6,J. Cannon, attorney a t  7,263.

"Id. a t  830. Table of Census surveys of nopulation and households, conducted for 
other eovernment aeencles. with indication of penalties and compliance techninues. I n  
many of these, the data is kept on tape or film by both the Census Bureau and the spon- 
soring agency. and the confidentiality rules of the sponsoring agency apply. 

42 Id., a t  251.Assistant Secretary of Commerce Chartener : 
Assistant Secretary of Commerce Chartener. The wording deliberately has been rather 

subtle in i t s  form. We never use the word "mandatorv" on a auestionnaire. Instead. neonle 
will be told that  "your answer is rwuired by law." In  other cases, they may be told tha t  
a survey is authorized by law or i t  is important to your government or something of tha t  
sort. Now. the followup procedure is used not for purposes of coercion but rather in order 
to  verifv the correctness of an address. 

~ e n a i o r  ERVIN. DO you not apree with me thnt  such a procedure is designed to im-
plant In the mind of the recipient of these questionnaires the impression tha t  he is re-
quired hv law to answer them? 

Mr. CRARTENER. If i t  is n mandatory questionnaire tha t  would be the case. In  other 
instances. the reneaterl mallines which mav eo un to five or may involve telenhone calls 
or  even a personal call are  simply a meani of emphasizing the importance tha t  the Gov- 
ernment feels in get tin^ this rpsponse . . . 

The  Denartment of Commerce onposed enactment of a simplv-mordPd stat lit^ a d v l s ' n ~  
people tha t  their responses to these statirtical questionnaires mere voluntarv. Id. a t  262. 

Senator ERVIN Would the Denartment of Commerre and i ts  Bnrean of the C ~ n s n s  he 
onpored to enactment of Federal statutes which would reoulre tha t  the Buren11 of the 
Census advise every citizen on a questlonnnire sent out by the Bureau tha t  where It is 
not reauired bv law. not mandatorv. this is an effort to elicit infornlation desired by
the Government on a voluntarv bnsis? 

Mr. CHARTBNER. think would onpose that .  This is matter ratherSenator. T we a of 
subtle psycho lop^. I do not think. personally. and thls i s  the nositlon of the Denqrtment. 
t h a t  we ought tb go out of our way to tell people they do not need to bother filling out 
this  a~lestlonnafre. . . . 

Senator ERVIN YOU think the statutes eovernine those auestionnaires. which are nian- 
d a t o r ~  and whlch are  suhiect to the criminal n e n a l t ~  if not answered readily, are  under- 
standshle hv the average lavman 7 

Mr. CHARTENER. I do not think anv law is written to be readily understandable by the 
averare layman. Tha t  is whv me have lamvers. 

But comnare the tectlmonr of the ~ P r r e t a r v  of the Dennrtment of Health, Education. 
and Welfare in the 1471 Hearings a t  788, opposing legislation, but favoring administra- 
tive notice of voluntariness for  tha t  Department's forms 



America a free society. A number of these would be impractical, if not impossl- 
ble, without the assistanbe of computer techology ad  scientific data  processing. 

It is those First Amendment freedoms which 'are the most precious rights 
conferred upon us by our Constitution : the freedom to assemble peaceably with 
others and petition government for a redress of grievances; the freedom to 
worship according to the dictates of one's own conscience free of government 
note-taking; the freedom to think one's own thoughts regardless of whether 
they are  pleasing to government or not ; the freedom t o  speak what one believes 
whether his speech is pleasing to the government or no t ;  the  freedom to asso- 
ciate with others of like mind to further ideas or policies which one believes 
beneficial to our country, whether such association is pleasing to government 
or not. 

THE SECRET SERVICE 

I n  the pursuit of its programs to protect high government oficials from harm 
and federal buildings from damage,13 the Secret Service has been pressured to 
create a computerized data bank. Their guidelines for inclusion of citizens in  
this data  bank requested much legitimate information but also called for 
information on "professional gate crashers ;" "civil disturbances ;" "anti-
Ameriaan or anti-U.S. Government demonstrations in  the United States or 
c;al3eas;" pertaining to a threat, plan, or attempt by a n  individual or group to 
"embarrass persons protected by the  Secret Service or any other high U.S. Govern-
ment official a t  home or abroad ;" "persons who insist upon personally contacting 
high government officials for the purpose of redress of imaginary grievaces ;" 
and "information on any person -vho makes oral or written statements labout 
high government officials in  the following categories: (1) threatening state-
ments, ( 2 )  irrational statements, and (3)  abusive slatements." 

Americans have always been proud of their First Amendment freedoms which 
enable them to speak their minds about the shortcomings of their eIected officials. 
As one in political life, I have myself received letters I considered abusive. 
Similarly, I have uttered words which others have deemed abusive. While I am 
not a "professional gate crasher," I am a malcontent on many issues. I have 
written the President and other high government officials complaining of griev- 
ances which some may consider imaginary; and on occasion, I may also have 
"embarrassed" high government officials. 

One man wrote me his concern about this program and commented : 
"The Secret Service ought to go after my mother-in-law, too. On her last visit 

she said that the Vice President doesn't seem to have too many brains. She also 
said that  Senator -has a face like a carbuncle. Should I report this to  the 
Secret Service? 44 

There is  no doubt that  the physical protection of the President and high govern- 
ment oficials is  a legitimate government purpose and all reasonable means must 
be taken in pursuit of it. Nevertheless, such broad and vaguely worded standards 
for investigating and adversely reporting Americans to their government on the 
basis of their utterances could, a t  one time or another, include most members 
of Congress and most politically aware citizens. It could cover heated words 
exchanged in political debate and  discussion anywhere in the country. Yet civil 
and military officials throughout the Federal government and in some local law 
enforcement agencies mere requested to report people coming to their attention 
who were thought to fit these criteria. 

The Subcommittee has not received complete answers to our questionnaire
on the subject of this computer and the national reporting system it serves. 
However, we have indications that  other broad and zealous information pro- 
grams, including the Army civil disturbance system? a re  sharing of feeding on 
entries which, if not carefully evaluated, may produce serious consequences for 
the rights and privileges of citizens. Illustrating the misunderstandings and mis- 
interpretations possible is the fact that  military doctors have expressed to me 

a 115 Cong. Rec. 3356 (1969) and guidelines printed there. See also note 17, supra, 
correspondence and guidelines printed a t  1541, 1971 Hearings, Part 11. See reinafks of Rep. 
Stanton, 118 Cong. Rec. a t  I3208 (daily ed., Jan. 24, 1972). [Complaints Agalnst Secret 

"Letter in Subcommittee files. 
"See Department of the Army Civil Disturbance Information Collection Plan, May 2, 

1969, COlle~tlOn priorities and requirements and distribution Hst for government agencies 
Printed in 1971 Hearings a t  1126,, 1136. This plan also appears with remarks of 
Senator Bayh, 117 Cong. Rec. 2290 (dally ed., Mar. 2, 1071). 



their concern a b u t  an allegedly "secret" agreement between the Defense Depart- 
ment and the Secret Service which they were told was a recent one and which 
required reporting of all servicemen receiving administrative discharges. One 
psychiatrist writes of his concern for the confidentiality of medical records in 
such action : 

"I see very little reason for this. My impression of the individuals whom I rec-
ommended for such a discharge was that these were immature individuals who 
were not able to adapt to the service for one reason or another. Not by any 
stretch of the imagination were these individuals unpatriotic or a threat to the 
security of the nation." 

When I asked the Secretary of the Navy about this, the Subcommittee was 
informed that a person is not reported to the Secret Service merely because he 
received an administrative discharge from the Navy or Marine C~rps .~ '  How-
ever, we were informed that pursuant to Naval regulations issued under a 
secret 1965 Agreement," the Navy reports an  average of 400 persons annually. 
We learned, for example, that among the many categories of people to be reported 
were not only servicemen but civilian employees of the Defense Department 
who were discharged on security or suitability grounds and who showed "evidence 
of emotional instability or irrational or suicidal behavior, expressed strong or 
violent sentiments against the United States," or who had "previous arrests, 
convictions, conduct or statements indicating a propensity for violence and 
antipathy for good order in G~vernrnent."'~ 

MILZTARY GPYINQ 

Another example of First Amendment information programs is the Army 
program for spying on Americans who exercised their First Amendment rights. 
Despite these rights, and despite the constitutional division of power between 
the federal and state governments, despite laws and decisions defining the legal 
role and duties of the Army, the Army was given the power to create an informa- 
tion system of data banks and computer programs mhich threatened to erode 
these restrictions on governmental power." 

Allegedly, for the purpose of predicting and preventing civil disturbances 
which might develop beyond the control of state and local officials, Army agents 
mere sent throughout the country to keep surveillance over the way the civilian 
population expressed their sentiments about government policies. In  churches, on 
campuses, in classrooms, in public meetings, they took notes, tape-recorded, and 
photographed people who dissented in thought, word or deed. This included 
clergymen, editors, public officials, and anyone who sympathized with the 
dissenters. 

Letters in  Subcommittee files (identities withheld). 
Letter of inquiry from Subcommittee Chairman, July 6, 1971, citing the large num- 

ber of reasons for which a person can receive an administrative discharge, ranging from 
family hardship to national security grounds, the inadequate procedures and safeguards 
surrounding such discharges, and the threat  to individual freedom from unrestricted 
reporting of law-abiding citizens, who may become subjects of official surveillance through 
no faul t  of their own or of the Secret Service. 

"This December 14 1965 agreement between the  Defense Department and the 
Secret Service was impiemented within the Navy Department by SECNAV Instruction 
5500.27 March 18 1966 which contains a copy of the agreement. Administrative authority
for t h i i  reylatio'n is iited as  Defense Dept. Directive 5030.34, dated Dec. 30 1965. 
statutory authority for assistance to the Secret Service is cited as  P.L. No. '90-33i 
( June  6, 1968) which provides for  assistance to  the Secret Service on request.

Appendix B of Agreement. Under Appendix A identification data  photograph
physical description, date and place of birth, employmknt, marital s ta tus  ahd identifyind. 
numbers are  to be furnished, together with summaries or  exceprts from DOD files a s  ap- 
plicable to an individual or group reported. 

I n  a related exchange of rorrespondence, the Subcommittee Chairman, in response to 
complaints, directed an inquiry to the Secretary of the Navy, on April 22, 1970. about a 
Navy directive which required tha t  in any case where enlisted personnel were to be sep- 
arated under other than honorable conditions within the continental United States local 
d v i l  police authoritis were to be notified in advance of the name race. sex and plale and 
date of birth of the person nnd of the  time and place such sepkration is to be effected. 
This regulation seemed to 'serve no useful function since the Army and the Air Force 
functioned without one. On May 7 1970 the Navy Department notified the Subcom-
mittee tha t  they concurred in this '  view 'and would delete the reporting requirement.
(Correspondence in Subcommittee files.) 

sopor  legal and constitutional implications a s  well a s  a comprehensive hfstorlcal ac-
count, see testimony of Chrietopher Pyle an'attorney and former Captain in Army In-  
telli ence. See 1971 Hearings a t  147, ahd exhibits providing examples of nation-wide 
milifarg surveillance. 

http:5030.34


With very few, if any, directives to guide their activities, they monitored the 
membership and policies of peaceful organizations who were concerned with 
the war in  Southeast Asia, the draft,  racial and labor problems, and community 
welfare. Out of this surveillance the Army created blacklists of organizations 
and personalities which were circulated to many federal, state and local agencias, 
who were all  requested to supplement the data provided. Not only descriptions 
of the contents of speeches and political comments were included, but irrelevant 
entries about personal finances, such as the fact that  a militant leader's credit 
card was withdrawn. I n  some cases, a psychiatric diagnosis taken from Army 
or other medical records was included. 

This information on individuals was programmed into a t  least four computers 
according to their political beliefs, or their memberships, or their geographic 
residence.62 

The Army did not just collect and share this information. Analysts were 
assigned the task of evaluating and labeling these people on the basis of reports 
on their attitudes, remarks and activities. They were then coded for entry into 
computers or microfilm data  banks.63 

The Army attempts to justify its surveillance of civilians {by asserting tha t  i t  
was collecting information to enable the President to predict when and where 
civilians might engage in domestic violence, and that  the President was em- 
powered to assign this task to  i t  by the statutes conferring upon him the power 
to use the armed f m s  to suppress domestic violence. 

I challenge the validity of this assertion. 
Under our system, the power to investigate to  determine whether civilians 

are  albout to violate federal laws is committed to  federal civil agencies, such a s  
the FBI  ; and the power to investigate to determine whether civilians a r e  about 
to violate state laws is reposed in state law enforcement officers. 

If President Johnson believed he ought to have had information to enable 
him to predict when and where civilians might engage in future domestic vio- 
lence, he ought to have called upon the F B I  or  appropriate s tate  law enforce- 
ment officers for the information. 

He had no power to  convert the Army into a detective force and require it to 
spy on civilians. 

This conclusion is made plain >by the Constitution and every act of Congress 
relating to  the subject. Sections 331, 332, 333 and 334 of Title 10 of the United 
States Code certainly did not confer any such power on the President. These 
statutes merely authorized him to use the armed forces to suppress domestic 
violence of the high degree specified in  them, and conditioned their use for 
that  purpose upon his issusing a proclamation immediately ordering the offenders 
"to disperse and retire peacably to  their abodes within a limited time." 

The only other statute relevant to the subject is section 1385 of Title 18 of 
the Code, which prohibits the use of any par t  of the Army or Air Force "as 
a posse comitatus or otherwise to execute the law . . . except i n  cases and under 
circumstances expressly authorized by the Constitution or  Act of Congress" 

The legislative history of this statute is fully revealed in  the opinion of 
United States District Judge Dooling in Wrynn v. United States, 200 F. Supp. 
457 (E.D.N.Y. 1961). When the words of this 6tatute a r e  read i n  the light of its 

51 See Ervin, Privacy and Governmental Investigations. 1971 Univ. I11 L. Forum 137 
(1971)for a n  account of the various plans and their lack of relevance to the problem of 
putting down civil disturbances, and for analysis of the Defense and Justice DeparAment's 

claims to  constitutionality for the actions of the military. Texts of four "plans 1971 
Hearings a t  1123, 1119, 1154, 1731; Memorandum a t  1139, 1141, 1278-98, sho&ing at-  
temnts by civilians to cut hack on the program. 

szThe bulk of investigative activity by the  Army's own personnel occurred a t  the  fleld 
level. Agents collected information and filed "spot reports ' "agents reports," and "sum- 
maries of investigation." Most of this  data  was forwarded' u p  the chain of command but 
record copies were kept in  data  centers a t  every level of command. Manual files were 
maintained a t  every level. At least four and possibly more computer systems were em-
ployed to  store, analyse and retrieve the information eoIIected. Many files on lawful 
citizens were microfilmed and integrated with other flles on persons who were suspected 
of violations of security and espionage laws. These computer systems were located i n  the 
headquarters of the Intelligence Command (Fort  Holablrd) the Continental Army (Fort  
Monroe) the Third Army Corps (Fort  Hood) and in the Pentagon. More than one 
compute; data  bank was maintained in some of 'these locations. (Subcommittee investlga- 
+a?... > 
C I Y I I . ,  

=Testimony of Ralph Stein on the  difeculty of labeling young people on the  basls of 
their speech when a difference of one digit was the difference between a communist and 
a non-commu'nlst, 1971Hearings a t  248,260. 



legislative history, i t  is obvious that  the statute is  not limited by the expres- 
sion "as a posse comitatus or otherwise," but operates a s  a prohibition against 
the use of the Army to execute the laws without reference to  whether it is  
employed a s  a posse comitatus or a s  a portion of the Army. Indeed, the statute 
emfbodies "the inherited antipathy of the American to the use of troops for civil 
purposes." [200 F. Supp. a t  4651. 

President Johnson's-use of the troops t o  spy on civilians, to build data  banks 
and create computerized information systems, discloses that  relevance of this 
statute to our day is  sadly clear. Since neither the Constitution nor any Act of 
Congress expressly, or impliedly, authorized such use, the President was for- 
bidden by section 1385 of Title 18  of the United States Code to use the Army to 
spy on civilians. 

The Army's spying violated First Amendment freedoms of the civilians who 
became aware that  they or the groups to which they belonged had been placed 
under surveillance. This is  so because i t  undoubtedly stifled their willingness 
t o  exercise their freedom of speech, association and assembly.* 

If  (any proof were needed of the logic and truth of this statement. it can be 
drawn from such testimony a s  the  Subcommittee received froin Dr. Jerome 
Wiesner who commented : 

"Many, many students a re  fraid t o  participate in  political activities of various 
lrinds which might attraot them because of their concern about the consequences 
of having a record of such activities in a central file. They fear that  a t  some 
fuutre date, i t  might possibly cost them a job cFr alt least make their clearance 
for  a job more difficult to obtain." " 

The Subcommittee has heard no testimony yet that  the Army's information 
program was useful to anyone. The only result of the testimony by the Defense 
Department was to confirm my belief that under the Constitution and under 
the laws, the Army had no business engaging in such data-gathering and that  
the scope and breadth of the surveillance was so broad a s  to be irrelevant to the 
purpose.

Congress has still to discover the complete truth about these Army computers. 
Apparently, even officials responsible for intelligence did not know of the existence 
of the computers for implementing the program. The Subcommittee has repeatedly 
requested the testimony of the Army Generals who would he most lrnowledgeable 
about the computers and what they contained. We have just a s  repeatedly been 

~4See Brief for Respondents filed in  Tatum v. Laird in the Supreme Court of the United 
States. No.' 71-288. challenzing the Armv's siirveillance pronram, and a rg i~ ins  tha t  
plaintiffs' claims are  justifiable and ripe fo r  adjudication. tha t  the present inhibiting
effect on the exercise of First Amendment rirrhts crpntrs n iubtifiable controversr : thnt the 
justiciahlity of their claims is enhanced because the military exceeded i ts  constitutional 
and statutory authority and intruded into civilian affairs. tha t  thev have standing to 
adjudicate these claims for  themselves and the claims of dthers similarly s i tuated.  and 
finally, t h a t  they argue tha t  their case cannot be mooted by the Army's assertion thht i ts  
domestic surveillance activity has been reduced. The appendix contains an interesting
and landmark study of the chilling effect of overbroad governmental programs on Firs t  
Amendment activity from the social science view. 

All of the plaintiffs named have been subjects of political surveillance and all are  
believed to be subjects of reports files or  dossiers maintained by the 

I n  an amici brief filed by ~ & a t o r ' ~ r v i non behalf of the Unitarian Univer$alist 
Association. the Council for Christian Social Action. TTnited Church of Christ. the 
American Friends Service Committee and the National Council of Churches of Christ. 
the question posed for  review is framed a s  follows : 

Do individuals and organizations not affiliated with the armed services present a 
j~rqtifinhle iesne nnAer the Fiwt Fqiirth Fif th and Ninth. Amondmentq when t h - ~R ~ ~ P O P  
t h a t  their rights of free expression privacy and association have been infringed bv 
unauthorized, unnecessarv and indishriminate military investigations of their ~ o l i t i c a l  
activities and Personal lives? Brief for  Respondents as  amicus curiae a t  7, Laird v. 
Tatum. No. 71-288 (1971).

Essential though the freedoms are. they are  not easily exercised in a climate of fear 
discord. and dissension, es~ecial lv  when the ideas heink exprewed are those which are' 
displeasing to rovernment and unsettling to  the majority of citizens. . . . I t  is a s  such a 
time tha t  the Firs t  Amendment i s  most necessary most in  dancer. nnd most difficult to  
exercise. . . . The Firs t  Amendment however, was'made for the timid as  well a s  for the 
brave While ~overnment  cannot instlll courage in the meek. i t  may not take advantare of 
a climate of fear to undertake a program which has the effect of restrictine the First 
Amendment onlv to  the very coilraseous. Government action. such as  militarv silrveillance. 
seeminrlv innocuons in t h s  abstract. has  the VCPV real e f fe~ t  nf qnnnr~ss in '~the e x e ~ p i ~ e  
of the  Firs t  Amendment. The coercivi power i f  th j i s -~o-~e;~t -ac t io&-i iess i ithe nicfonii 
climate of fear  cnd doubt, and in the very real. tangible apprehension of some unknown 
form of retr ibut~on by government on those who it fears and therefore watches. That  
such apprehension exists-in America today is manifest. Id. a t  15. 

c6 "71 Hearings a t  765. 



denied their testimony a s  well a s  delivery and cleclassification of pertinent docu- 
ments demonstrating the scope and purpose of the p r ~ m a m . ~  The Army said 
i t  would cut baclr on the data-gathering on lawabiding citizens and would defer 
to the Department of Julstice. So I asked the Justice Department officials how 
many computers that  Department had containing information on people who law- 
fully exercised their First Amendment freedoms." '' 

I had seen newspaper articles quoting the director of the Justice Depart- 
ment's Interdivisional Information Unit. He said there that the computer's list 
of thousands of names is  not a register of "good guys" or "bad guys." "It  is  simply 
a list of who participated in demonstrations, rallies and the lilre." This would 
include non-violent people a s  well as  violent. he said." On the basis of these 
reports. I asked fa r  the testimony of this official. but for some strange reason, 
he could not be located. 

Despite questioning during the hearings and correspondence with the Justice 
Department. we have been unable to ohtain a n  accurate description of the use 
of Justice Department computers for collecting, processing and anlalyzing infor- 
mation on lawful First Amendment activities of citizens. Nor have we been able 
to ascertain or ohtain the standards followed by the Departmen't in deciding what 
individuals should be the subjects in such files, a r  how they should be excluded 
from such files. 

LEGISLATIVE RENEDIER 

There has been much discussion of the need for new laws granting access to  
individual record8. I believe a person should have the chance to  expunge, update 
and correct his records. With the advent of systematic record-keeping, a man 
needs the chance mhich a businessman has to  go into economic bankruptcy and 
obbain a discharge from his past. 

I believe, however, that we must go beyond tha t  relationship between the 
individual and his records. We must act to restore a healthy balance to  the rela- 
tionship between the citizen and his government, and necessarily between Con- 
gress and the Executive Branch. Mere access to and knowledge of his individual 
file is  not enough. Remedial artion must he addressed to the curbing of the power 
of government over the individual and to restricting i ts  power to deny informa- 
tion about government programs. The claim to a n  inherent power to  monitor, 
investigate and compile dossiers on law-abiding citizens on the off-chance tha t  
they might need to be investigated for a legitimate governmental purpose a t  
some time in the future must also be opposed. 

As a result of the Subcommittee's esperience in playing hide-and-go-seek with 
the Federal Government's computers and with the people who plan and super- 
vise them, I am convinced these computers have too much privacy today. The 
Congress, the press and the public should have available a n  habeas corpus
action for entire computer systems and programs themselves. No department 
should be able to hide s ~ ~ c h  broad-based data programs and information svstems. 
If they are  lawful. the American people then h a r e  a right to full knowledge about 
the operation of their government. I f  the7 are  not lawful and relevant for  some 
purpose. they should be exposed for what they are--attempts to intimidate citi- 
zens into silence and conformity. 

First. we need to devise some judicinl remedy for confronting and testing the 
nature, purpose, legality and constitution~ality of go\-ernmental data banks and 
large-scale intellieence information sy.stems which hy their very existence may 
threaten the Quality of our First Amendment freedoms or whose contents may 
affect economic prospects, reputations or rights. Now pending before the United 
States Sunreme Court is  just such a chal l~nge to the Army surveillance program 
and the military data banks, including a t  least four computer systems for storing 
and proce~sinq information on Americans across the land. [Tntum v. Laird,no. 
71-288 (7971) (argued March 27. 1972) 1 The lower court denied standing to sue 
to plaintiffs who mere sulbjects of surveillance and computer dossiers on grounds 
that they have not shown injury. r44F.2d 947 (D.C.Cir. 1971)1. 

Congress must strengthen and enforce reporting requirements for computer 
systems. Not even in the audit of computers which the presenlt l ~ m  requires the 
General Services Administration to conCuct each year is  i t  possible for Congress, 

6n RPP exchange of correspondence on this subject. Id. Part I1 at  1046 A, 1180 Indices 
to letters. 

Id. a t  597, 849. 
Id. at  616-62. 



the press, and the public to get minimum information about all  of the manage- 
ment uses of computers in  government. 

Secondly, I believe we must devise legal means of assuring the  reporting of 
large government data banks to  a central office established independently of 
the executive branch. This would require the filing of policy statements describ- 
ing exaotly what agencies feed a particular information system and who would 
receive or access data  routinely from a particular data bank. These policy state- 
ments should be public reoords. I n  this may, people would have due notice of 
possible sharing of information by other agencies or state or local goveinments. 

Thirdly, out of these directives, a grapliic national information-flow chart 
would be designed and make available for public inspection. An individual con- 
cerned about his record could then go to the respective agencies and exercise his 
rights under the Freedom of Information Law to inspect his files. 

Fourth, there is a need t o  fuily implement the grinciple ,of open government 
implicit i n  the Freedom of Information Law by reducing the numlber of exemp- 
tions In i t  which the Executive Branch may use to deny or withhold inlformation. 
This would make the judicial remedies it contains more meaningful. 

Fifbh, I 'believe there must be established a new .independent agency for setting 
and enforcing strict standards in sofbware and hardware for the assurance of 
security, confidentiality and privacy of records. These would be applied to all 
phases of gathering, processing and transmitting information about people by 
government computer systems. This would include such problems as  interception 
of electaonic transmissions and tapping of systems. 

Sixth, Congress must enact e~ecific probibitions on unconstitutional or unwise 
practices which unfairly augment government's power to invade ind!ividual pri- 
vacy. Examples of such legislation -would be:  (1) a ban on use of military re-
sources tmo conduct unwarranted surveillance ,over civilians and 'tocreate and share 
d8ata banks ,on them, and (2)  a )ban on unconstitutional means of coercing citizens 
inbo revealing personal informatison about thern~elves.~' Such a lbill is S. 2156 which 
would prohitbit requirements on applicants and employees to submit to lie detectors 
in  order 't'o Another bill is S. 1438, designed to protect federal employees 
and applicants from unwarrall'ted demands for information asbout such matters as  
their race, national origin, religious beliefs and practices, sexual attitudes and 
conduct, and personal family relationship^.^' Another necessary protection would 
be a prohi'bition on distribution 'of arrest records to  private companies and severe 
restricbions on their availability within government."' 

Seventh, is  the need for America to take a stand on whether or not every person 
is to be numbered from cradle to grave, and if so whether or not 'that number is  to 
be the s'ocial security number. Until now, the idea of a universal standard identi- 
fier has been merely discusssed in philosophical terms, but the need to reduce peo- 
ple to  digits for the computer age has prompted wide government use of the num- 
ber fior iden~tifying individuals in govern'ment files. Private industries, businesses 
and .organizations have followed suit to the dismay of many people who have 
registered strong complaints against this :practice ,with the Subcommittee. They 
were supported by the findings of a Social Security Task Force which reported in 
1971 that : 

"The increasing universality of the Social Security Numn;ber in  computer data 
collection and exchmange presents both substantial benefits and potential dangers 
to society; and that in  order to maximize the benefits and minimize the dangers, 
there needs to be developed a national policy ~ c n  computer da'ta exchange and per- 
sonal identification in knlericn, including a consideration of what safeguards are  
needed to ,protect individuals' rights of privacy and due process." 83 

I n  ,outl'ining the areas in which state legislatures and the Congress must make 
important judgments, this Task Force stated : 

"Defining the proper role of the Social Security Kumber in society regui,res that 
broad social judgments be made first a.bout the desirability of large-scale com- 
puter recordkeeping in various settings ; second, about the kinds o,f data necessary 

\"S. 1791 91st Conp., 1st Sess. (1969). 
QWenate 'remarks of Senator Ervin 117 C o ~ o .  REC. (dally ed. June 24, 1971.) 
a See S. Rep. 92-554 for le islat'ive history (Now pending before the House Post 

Ofece and Civil Service Commitfee with House versions). 
1071 Hearings nt 782 (compln~~ltsrend Into the hearing record by the Chairman). 

a Social Security Number Task Force Report to the Commissioner 17 (May,1971). 



and approp~ia'te to record ab0u.t ineividuals within a given setting; third, about 
the safeguards needed to insure that the computer is  being used within a given 
setting in ways that  protect fundamental human rights; and fourth, about .the 
desirability of any kind of universal identification system in terms of its psycho- 
logical impact on the individual citizen." O' 

SUMAIARY 

From the Subcommittee study of privacy and government data  banks one eon- 
clusion is undeniable. This is that the extensive use of co~nputerized systems to 
classify and analyze men's thoughts, speech, attitudes, and lawful First Amend- 
ment behavior raises serious questions of denial of substantive due process to our 
entire society. To try to condense the truth about what men believe and why they 
believe is a futile exercise which can lead to 'that tyranny over the mind agalinst 
which Thomas Jefferson swore eternal hostility. Without grave dangers to our 
constitutional system, we cannot permit government to reduce the realities of our 
political life and the healthy 'traffic In our markebplace of ideas to marks on mag- 
neCic tapes and data on a microfilm. 

Professor Robert Boguslaw B" eloquently described the dangers posed by this 
"technology-screened power" when he wrote that "the specification of future and 
current system states within this orientation characteristically requires an insist- 
ence upon a uniformity of perspective, a standardization of language, and a con-
sensus of values that  is characteristic of highly autho~itar ian social structures. 
Nonconforming perspectives, language, and values can be and, indeed, must be es-  
cluded as  system elements." 

He further points out certain engineering truths and certain human truths 
which face every politician, administrator, analyst and programmer who tdes  t o  
use computers to convey either more .or less than the straight facts about people. 
First is  the truth tha.t the strength of high-speed computers is precisely in  their 
capacity to process 'binary choice dsata rapidly. But to process these data, the 
world of reality must a t  some point in time be reduced to binary form. Second is  
the truth "that the range of possibilities is ultimately set by the circuitry of the 
computer, which places finite limits on alternatives for data storage and process- 
ing." Third is the truth "that the structure of the language used to oommunicate 
with 'the computer restricts alternatives." Then there is the truth "that the pro- 
grammer himself, through the specific sets of data he uses in his solution to a 
programming problem and the specific techniques he uses for his solution, places 
a final set of restrictions on action alternatives available within a computer-based 
sytem."

I t  is in this sense that computer programmers, the designers of computer equip- 
ment, and the developers of computer languages possess power in our society. 

These limitations of men as  well a s  machines are  what I remembered a s  I lis-
tened to the young Army analyst describing his assignment to condense truth for  
the Army data systems by assigning numbers to people on 'the basis of their speech 
and t h o ~ g h t s . ~  

circurnscrlbed. 
"See Boguslam. The New Utopians (1965). especially the chapter entitled The Power 

of Svstems and Svstems nf Power at 181 186. 140 I would clisnute his ohservatlon of 
some years ago that people in the informatlon-processing profession "are scientists and 
engineers--objective experts whose only concern is  technlcal e5clency and sclentlfic 
d e t a c h ~ ~ n t . "Id. a t  198. It Is Indeed true however. that: to the extpnt that cnstomers 
(and this may lnclude government agencies of private industry) pbdicate thelr power
nreropatives hecause of ignorance of the details of srstem oneratlon, cle facto system
decisions are made by equlpment manufacturers or lnformatlon-processlng spedalists. 

T A  ,+ , no
LU. n <  I n . - .  

Implicit in the various issues ralsed durlng the Subcomrnlttee Hearlngs 1s the wlse 
observation of Professor Boguslaw that : 

The paramount issues to be raised in connection with the deslgn of our new cornputerlzed 
utopias are not technological-they are issues of values and the power through which 
these values heconle translated into action. Id .at 200. 

In this case. I believe It is the constitutional value protected by the First Amendment. 
08 See note 53 supra. 



On the shoulders of technology experts who a re  aware cistizens rests the respon- 
sibility for guiding those politicians who seek computer-based solutions to 
political problems. At this point in  our history, they, more than anyone, realize 
tha.t compulters have only those values which a re  designed and programmed into 
them. 

I f  the attitude of the present Administration is any indication, Government 
will make increasing use of computer technology i n  pursuit of i ts  current claim 
to a n  inherent power to investigate lawful activities and to label people on the 
basis of their thoughts. Municipal, state and federal agencies continue to plan, 
devise and build intelligence systems for  many purposes. I t  devolves on those 
people involved in computer technology to make known the restrictions and the 
limiltations of the machines as  well as  the alternatives for what is  proposed. 
When the political managers ignore or abdicate their responsibility to  assure the 
application of due process of law, they may have the final say over the constiiu- 
tional uses of power. 

What they say may not be popular with 'those who use their services, especially 
government departments. But I would suggest that  when they advise on extend- 
ing the power of government, they serve a higher law-the Const~tution. 

The technological forces which affect the quality of our freedoms come in many 
guises and under strange terminology. They a re  dreamers who would decry the 
advent of the computer a s  casting some sorcerer's shadow across a n  idlyllic land. 
I n  their philosophical rejection or fear of 'this most intricate of machines, they 
would deny khe spark of divinity which is  the genius of man's mind ; they would 
lreject the progress of civilization itself. So there is  no reason to condeilln out of 
hand every governmental application of computers to the field of information 
processii~gor to systems study. 

Our society has much to gain from computer technology. To assure against its 
political misuse, however, we need new laws restricting the power of gorcrn- 
menlt and implementing constitutional guarantees. We need increased political 
awareness of a n  independent nature by information specialists who understand 
the machnes and the systems they constitute. 

We do not, as  some suggest, need new constitutional amendments to deal with 
these problems. The words of the original amendments will do, bdcause they 
envelope our national concepts of personal freedom and I believe they can en- 
compass anything which jeopardizes that  freedom. 

As Justice Oliver Wendell Holmes said : 
"A word is  not a crystal, transparent and unchanged ; it is the skin of a living 

thought and may vary greatly in color and content according to the circumstaliccs 
and the time in which i t  is  used." 

I believe that  Americans will have to work harder than ever before in our his- 
tory so that  the First Amendment remains a living thought in this computer age. 

Otherwise, we may find the individual in our society represented not by a 
binary form, but by one digit. 

And that will be "zero." 
Otherwise, America may lose its cherished reputation as  "the land of the 

Second Chance." 

4 Towne v. Eisner, 245 U.S. 418,425 (19118). 
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PRIVhCY AND GOVERNMENT,,*, 

Senator Sam J .  Ervin, Jr.* 

SINCE THE DAWN of civil society, men have contended 'over the 

ways government exercises its investigative power as they have con-

tended over the ways to reach heaven. Americans in the twentieth cen- 

tury offer no exception to this truth. Their concern is the greater be- 

cause privacy is valued in our society as a hallmark of freedom. Yet 

recently it has been threatened or diminished in ways and for reasons 

that to some people seem beyond our challenge or our control. 


There are those in our country who believe that to enforce the 
laws, government should investigate everything and there are those who 
believe that to preserve liberty, government should investigate nothing. 
There are those, and I count myself among them, who believe that gov- 
ernment must have ample power to investigate and to gather informa- 
tion in order to govern, but who also believe that there are certain 
things which are none of the business of government. There are those, 
and I count myself among them, who believe that a free society must 
take some risks in order to remain free, but who also believe that, simi- 
larly, the individual under a government of laws must assume the risks 
and the legal consequences for his actions. 

The glory of our constitutional system is that its authors set down 
for the ages the lessons learned about man's struggle to control govern- 
mental power. As we discuss the power of government to investigate 
and to monitor the activities of those it governs, we have ever before us 
certain fundamental principles governing the exercise and control of 
power over the individual in our society. It is those constitutional prin- 
ciples, designed to keep all men free in their minds and in their spirits, 
which I believe will see America through any crisis. If these principles 
are meticulously observed, I believe neither wars nor natural disasters, 
neither threats from beyond our borders nor threats from within, neither 
dissent nor rebellion, neither economic perils nor political instability will 
founder this nation. 

In the crisis atmosphere in which government officials must fre- 
quently operate as they attempt to solve major social and economic 

$ These remarks were originally delivered as a lecture in the Privacy and 
the Law Series at the University of Illinois College of Law, May 7 ,  1971. 

*United States Senator from North Carolina. B.A. 1917, University of 
North Carolina; LL.B. 1922, LL.D. 1951, Harvard University; LL.D. 
1955, Western Carolina College. 
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problems, there are some forces at work which often make it difficult 
to assure the proper balance between the needs of government and the 
freedom of the individual guaranteed by the Constitution. I want to 
stress that while we should be on guard against the adverse effects of 
these forces, I think that properly channeled, they may be counted 
among America's best hopes for creative progress. 

One of these forces is the increasing demands on  government for 
new and better services of all kids. Another is the greater political 
awareness and activity on the part of citizens from every walk of life' 
who want to have greater influence on their government and a larger 
role in helping to shape policy. 

Another force is computer technology and the use of scien-
tific methods of systems analysis which it encourages. In a study by the 
Constitutional Rights Subcommittee, we found that the increased use of 
government and private computer-based systems is making it vastly more 
economical to acquire and store information about people for reasons 
which should give Americans serious pause. It is creating not only an 
army of specialists in the information-processing field, but battalions 
of investigators and analysts specializing in seeking out and reporting 
derogatory information on individua1s.l It is feeding the zeal of statis- 
tics collectors in government who claim they need information for re- 
search and who back their requests for data with the sanctions of crimi- 
nal and civil law.2 

There is another force affecting our privacy caused by the develop 
ment of the behavioral sciences with their emphasis on analysis of man's 
behavior in society and organizations, their emphasis on what makes 
him think as he does and act as he does, and on what elements go to 
make up his personality. This wave of personality study has taken over 
government and private industry alike. In its name, many sophisticated 
questionnaires and pseudoscientific instruments such as personality tests 
and lie detectors have been developed to elicit personal inf~rmation.~ 

The result of all this is that officials at every level of our national 
life who make decisions about people for limited purposes seem pos- 
sessed by a desire to know the "total man" by gathering every possible 

1 .  See Ervin, The Computer and Individual Privacy, 113 CONO.REc. 5898 
(1967) (address before the American Management Association, on March 6, 1967); 
see also comments by Senator Ervin on computer abuses and suggested remedies, 115 
id. 33576, 39114 (1969). 

2. See generally Hearings on S. 1791 and Privacy, the Census and Federal Quesr 
tionnaires Before the Subcomm. on Constirurional Rights of the Senate Judiciary Comm., 
91st Cong., 1st Sess. (1969). Ervin, Privacy, the Census and Federal Questionnaires, 
115 CONG. REC.17718 (1969). 

3. See Heurings on Psychological Tests and Constitutional Rights Before the 
Subcomm. on Constitutional Rights o f  the Senate Judiciary Comm,. (1965); Remarks 
of Senator Ervin on S. 2156, A Bill To Proteot Against Invasion of Privacy by Pro-
hibiting Lie Detectors, 117 CONO. REC. S. 9870 (daily ed. June 24, 1971). 
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bit of information about him. The further result is that government 
and private computers and dossiers are filled to overflowing with the 
trivia of the daily lives of people. Although frequently meaningless, the 
trivia obtain in official reports of government agencies and credit com- 
panies an infallibility which can adversely affect a person's life and 
fortunes, and even his honor.4 

Yet all of these forces are at work on agehcies and organizations 
operating under laws meant, for the most part, for another era, less 
oriented to the need for total information and less in need of rapid 
analysis and cross-country transmission of data. 

There have been many charges recently of illegal privacy invasion, 
especially about the surveillance practices of the Federal Bureau of In-
vestigation. Many people equate the activities of that agency with 
those of the Army, whose broad program for data-gathering on civilian 
politics has been widely criticized and discussed recently. I believe they 
fail to realize the differences. The FBI, it is true, has very broad in- 
vestigative powers, and along with other agencies its investigative reports 
frequently contain nothing but trivia. Its methods, along with those of 
other agencies, may need some ethical refurbishing. On the other hand, 
it is sometimes forgotten that, unlike the Army, the Bureau has been 
given legal responsibilities for investigating a great range of federal 
criminal laws, many of them vaguely worded. These include all of our 
espionage and security laws. They include the broad investigations 
demanded by the 1954 executive order which President Eisenhower 
issued requiring the FBI, the Civil Service Commission, and other 
agencies to investigate an individual's character, morals, emotional 
stability, and good judgment in order to determine if he might become 
a security risk.5 SO, if some are finding that in our computer age the 
investigative power of federal law enforcement officers should perhaps 
be better defined in writing, that is not necessarily the same as saying 
that the officers have been acting illegally. 

, .While there may be misunderstanding on the part of some about 
the FBI, I: do not agree with those who claim it is "political demagog- 
uery" and "hysteria" to speak of violations of privacy and constitu- 
tional rights by government investigations. Indeed, I believe it is timely 
to do so if our fundamental freedoms are to be preserved. 

I say this because it is clear to me from the complaints coming to 
Congress that the combination of executive branch politics and these 

4. A.R. MILLER, THEASSAULTON PRIVACY 67-89 (1971); Hearings on S. 823 
and Fair Credit Reporting Before the Subcomm. on Financial Institutions of the 
Senate Comm. on Banking and Currency, 91st Cong., 1st Sess. (1969); Hearings on 
H.R. 16340 and Fair Credit Reporting Before the Subcomm. on Consumer Affairs of 
the House Comm. on Banking and Currency (1970). 

5. Security Requirements for Government Employment, Exec. Order No. 10,450, 
3 C.F.R.936 (1953), as amended, Exec. Order No. 10,550, 3 C.F.R. 200 (1954). 
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three social forces I have described has produced a novel claim in the 
executive branch to an inherent constitutional power to investigate peo- 
ple whose only crime is exercise of their first amendment freedoms. 

This claim of investigative power is founded in the desire to pre- 
dict violations of the law and to take preventive measures before there is 
any overt sign of intent to commit a crime. It is founded in a very hu- 
man curiosity to know what people are thinking. The problem is that 
it clashes with the fundamental constitutional principle that what beo- 
ple are thinking is none of the business of government investigators. I 
believe that, unchecked, the exercise of such an inherent power can 
quickly give this nation the trappings of a police state. 

The Subcommittee has discovered a number of instances of agen- 
cies who started out with a worthy purpose for investigating, but who, 
under the inherent power concept, went so far beyond what was needed 
in the way of information that the individual's privacy and right to due 
process of law are threatened by the very existence of the files the 
agencies collected." 

One massive investigative program pursued under this inherent 
power theory was the Army's civil disturbance prediction program 
which caused it to spy on thousands of Americans in order to try to 
predict when disturbances would occur which could not be controlled by 
local or state police power and when thk President would be requested to 
supply military as~istance.~ 

Concern about Army prying into civilian affairs has been ex-
pressed to Congress by people in every state of the Union. There has 
been special concern in Illinois because of the publicity given the sur- 
veillance activities of the 113th Military Intelligence agents. 

It is the students of the law who because of their special knowledge 
of the Constitution can perhaps best understand the threats to liberty 
cauted by the kind of Army surveillance, investigation, and data col- 
lection described recently before the Senate Constitutional Rights 
Subc~mrnittee.~ 

I think it should be stated here that despite their failings, Army 
officials were not the chief focus of our investigation. For a number of 
years, the Subcommittee has received many complaints about excessive 

6. See generally Remarks by Senator Ervin announcing hearings on computers 
and data banks and describing responses to Subcommittee survey of federal depart- 
ments and agencies, 116 CONG. REC.30797 (1970), 117 id. S. 985 (daily ed. Feb. 8, 
1971). 

7. For an account of developments in this investigation of the Army surveillance 
and data banks, together with relevant articles and texts of correspondence see gen-
erally 116 CONG. REC.2225, 5496, 26327, 41751, 43944 (1970) (Remarks of Senator 
Ervin). 

8. Pyle, Conus Intelligence: The Army Watches Civilian Politics, Washington 
Monthly, Jan. 1970; Pyle, Conus Revisited, id. July 1970. These articles also appear 
with remarks by Senator Ervin, 116 CONG. REC.2225, 5496 (1970). 
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federal demands for personal information from people, about haphaz- 
ard computerization, exchange and distribution of data without proper 
safeguards, and about data banks for storage of all kinds of extraneous 
information unrelated to the needs of the agency. 

We initiated a survey of all departments to learn what laws and 
rules govern these data banks and computers and how they affect the 
privacy of the individual. One of our original reasons, therefore, for 
investigating the Army was to learn what computers ana data banks 
the Department of Defense maintained on people. The Subcommittee 
has experienced considerable difficulty with many departments in ob- 
taining frank answers to our inquiries, but the Army, it is safe to say, 
has been the least frank of all. 

During our hearings on computers, data banks, and the Bill of 
Rights,' we learned that the Army has been assigned the work of a na- 
tional police force. It had been given the task of spying upon Ameri- 
can citizens who were exercising their first amendment freedoms. In 
pursuance of this mission, the A m y  technocrats put into use an arsenal 
of surveillance weapons and techniques. These included the products 
of personal observation of agents, as well as computers, microfilm data 
banks, video recorders, photographs, card files, and manual files. 

Such a program was fraught with danger for the very freedoms 
which were designed to make the minds and spirits of all Americans 
free and which work to keep America a free society. It is those first 
amendment freedoms which are the most precious rights conferred upon 
us: the freedom to think one's own thoughts regardless of whether they 
are pleasing to government or not; the freedom to speak what one be- 
lieves whether his speech is pleasing to the government or not; the free- 
dom to associate with others of like mind to further ideas or policies 
which one believes beneficial to our country, whether such association 
is pleasing to government or not; the freedom to assemble peaceably 
with others and petition government for a redress of grievances; and 
the freedom to worship Almighty God according to the dictates of one's 
own conscience. 

Notwithstanding these freedoms conferred by the Constitution, the 
Army spied upon people attending divine services in churches; it in-
filtrated religious organizations; and it placed large groups of Aperi- 
cans under surveillance when the only offense committed was to exer- 
cise their f ist  amendment freedoms. 

On one occasion 119 persons met together to protest certain poli- 

9. See generally Hearings on Federal Data Banks, Computers and the Bill o f  
Rights Before the Subcomm. on Constitutiorzal Rights of  the Senate Judiciary Comm., 
92d Cong., 1st Sess. (1971) [hereinafter cited as 1971 Hearings]. Prepared statements 
of witnesses wlio testified on the Army program are also collected in Uncle Sam Is 
Watching You: Highlights from the Hearings of the Senate Subcommittee on Consti- 
tutional Rights, Public Affairs Press (1971 ). 
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cies of government with which they disagreed. Their meeting was en- 
tirely peaceable and nonviolent. Yet it turned out that only sixty-seven 
persons were protestors and that a very large number were military and 
law enforcement agents ordered, along with the press, to attend this 
meeting, to take pictures of the persons present, and to tape the 
speeches which were made. One military intelligence agent in attend- 
ance said that the speeches were wholly nonviolent in nature but that 
they could not tape them because of the noise of five Army helicopters 
which flew directly over the meeting during its continuance, spying 
upon the 119 people from above.1° 

The Subcommittee was told that with very little in the way of 
guidelines for their activities, the Army maintained computerized micro- 
film and manual files on membership, ideology, programs, and prac- 
tices of virtually every activist political group in the country." 

These included not only violence-prone organizations, but also 
such nonviolent groups as the American Friends Service Committee, 
the Southern Christian Leadership Conference, Clergy and Laymen on 
the War in Vietnam, the American Civil Liberties Union, the Women's 
Fight for Peace, and the National Association for the Advancement of 
Colored People. Groups as diverse as the Ku Klux Klan, the Com- 
munist Party, the Students for Democratic Society, and Businessmen 
Against Vietnam were covered. Intelligence agents testified that they 
were ordered to infiltrate groups protesting various government poli- 
cies.12 They joined peace groups, monitored mothers' meetings, attended 
community poverty board meetings, and reported on campus events, 
activities, and classes. 

Now the military did not just collect all of this information and 
keep it secret. The Army shared their blacklists with many federal, 
state, and local agencies.13 They had their analysts study the data and 
try to codify it in order to put it into computers and microfilm data 
banks. One intelligence analyst told the Subcommittee how the Coun- 
ter Intelligence Analysis Branch received reports on persons often ob- 
tained covertly by Army agents and FBI informants. These reports 
contained detailed information on finances, sexual activities, personal 
beliefs, and associations of famous people, as well as anonymous Amer- 
icans. They contained detailed background investigations on anti-war 
protestors arrested by local police for misdemeanor offenses, as well as 

10. 1971 Hearings 315 (testimony of Laurence Lane). 
11 .  Id. 147 (testimony of Christopher N. Pyle). 
12. Id. at 244. 
13. For a list of the federal agencies requested to furnish information to the 

Atmy see Appendix B to the Department of the Army Civil Disturbance Information 
Collection Plan of  May 1968, 1971 Hearings pt. 2. The text also appears in 117 
CONG:REC.S. 2290 (daily ed. March 2, 1971) (remarks of Senator Bayh). For the 
Army distribution list for :its own data and the number of copies each agzncy re-
ceived see Appendix D to the Information collection Plan, supra. 
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reports on speeches in all of our cities. 
To make the difficult decisions about what category a person be- 

longed in, the analyst was required to examine these reports and then 
resort to a special intelligence code. He had to apply various number 
combinations which indicated a person's beliefs or status. For in-
stance, 134.295 indicated that a person was a non-Communist, while 
135.295-a difference of one digit-indicated Communist Party mem- 
bership or advocacy of Communism. We were told that since many of 
these persons were young people with no political philosophy and no 
organized memberships, the analyst had nothing to go on but some po- 
litical utterances. On the basis of these, he sometimes chose a desig- 
nation arbitrarily in doubtful cases.14 

Despite all of the information-gathering, the computers, and the 
data banking, theSubcommittee has yet to be told why this was thought 
to be useful. I found no instance when a doughboy sniped on in De-
troit would have found this information useful. In fact, the Deputy 
Chief of Staff of the Army Intelligence Command didn't even know 
there was a computer program at Fort Holabird. The Subcommittee 
was first told informally that there were no computers; then, that there 
was one, but that it had been disconnected for this program; then, that 
there were a few more computers that the Defense Department had 
forgotten about or not known about. 

On the basis of all the confusion displayed by these officials, it 
became clear to me that computers have far too much privacy in the 
Army as well as elsewhere in the executive branch. 

The Subcommittee has been unable so far tc~ discover exactly 
who ordered this surveillance, how useful the information was, how 
extensive the program was, and how many churches, universities, and 
communities were spied on. The Department of Defense in their testi- 
mony admitted little more than we had been told by the press, former 
agents, and other sources. This is despite our continuous requests 
for pertinent documents and for the testimony of the generals and 
officers with most knowledge about the program.16 

I do not, however, believe the Army proceeded on its course alone 
or unauthorized. Someone tried to make prophets out of some G.1.s 
serving out their tour of military duty. 

The Army was finally given a Civil Disturbance Plan to follow for 

14. 1971 Hearblgs 248, 260 (Stein testimony). 
15. For an account of the Subcommittee requests for testimony of knowledgeable 

civilian and military officials, for declassification of pertinent documents and delivery 
of  others see generally the exchange of correspondence between Senator Ervin and 
Defense Department officials'between July 29, 1970 and Dec. 4, 1971, 1971 Hearings 
pt. 2 (App.). For a discussion of the constitutional issues and a list of the Defense 
Department's reasons for their withholdings and delays see Ervin, Secrecy in a Free 
Society, 213 NATION454 (1971). 
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its activities in January 1968.16 They were told to watch people in the 
civil rights movement, the anti-draft movement, and in labor disputes. 
This "Plan" was supplemented in February 1968 by a document setting 
forth the intelligence interest of the Army.17 It  shows that all this 
information was to be collected despite the recognition that the majority 
of civilians were law abiding. The "Intelligence Annex (B)" said 
that "although the majority of anti-war protestors appear reluctant, for 
moral, practical, or legal reasons, to engage in public demonstrations of 
a nature which violates existing laws, there is a significant minority of 
professional agitators and young students who advocate either violent 
action or so-called disobedience." Then the Plan said that, while it 
recognized that the majority of the people who participate in these ac- 
tivities were loyal Americans, there was an apprehension that they 
might be under the direction of some foreign groups and might not 
know their own minds. It stated that notwithstanding the fact that most 
of the black population abhors violence, these people might still be 
made dangerous to society by the militants. 

Another document supplementing the January Plan was the Civil 
Disturbance Information Collection Plan of May 1968, which shows 
that the Army agents and commanders were to gather information about 
"threshold activity" and pre-civil disturbance matters. Other federal 
law agencies and military departments were asked to supply similar 
information. They were told to find out "the identity of newspapers, 
radio or television stations, and the names of prominent persons friendly 
with the leaders of the disturbance and who were sympathetic to their 
plans. Whether any would be present, participating, and how." They 
were told to find out the probable categories and identification of per- 
sons and groups who would create or participate 'in a civil disturbance, 
the estimated number of persons who would be involved as participants 
and as observers, and the overt and behind the scenes leaders' identity. 
The Army wanted to know about protests of the minority community 
to conditions in slum areas such as de facto segregation in unions, 
housing, and schools, and such as local merchants and landlords over- 
charging for housing and goods. They wanted to know about efforts 
by minority groups to upset the balance of power and the political 
system. 

They asked about the "high command" of dissident groups, their 
organizational charts, rosters of key personnel, and the numbers of ac- 
tive members; the breakdown of membership by ethnic group, age, eco- 
nomic status, education, criminal record, and biographic data on key 
members. 

16. 1971 Hearings 398, 419. 'As of Dec. 1971, neither the basic Jan. 1968 Plan 
nor the Army's new 1970 Civ;l Disturbance Plan had been declassified. 

17. 1971 Hearings pt. 2 (App.). Annex B (Intelligence) to Dept. of the Army 
Civil Disturbance Plan (Feb. 1, 1968, unpublished). 
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They wanted information on "evidence of or attempts by subver- 
sive organizations to penetrate and control civil rights or military or- 
ganizations composed primarily of non-whites." 

They wanted to know the "aims and activities of groups attempt- 
ing to create, prolong, or aggravate racial tensions, such as COPS, 
NAACP, SNCC, National States Rights Party, Southern Christian 
Leadership Conference, and the Council of Federated Organizations." 
As a separate category, they even wanted information about the wo- 
men members of such groups. 

With such a broad mandate, it is small wonder that zealous com- 
manders and industrious agents felt that they had to scoop up every- 
thing of possible interest in their reports and that they would feel re- 
quired to keep under surveillance every politically active citizen and 
group exercising first amendment freedoms.ls 

I asked the Assistant Secretary of Defense, Mr. Froehke, if he 
thought that existence of this information system would not have a de- 
bilitating effect upon the exercise of the constitutional rights of free 
speech and assembly by many of our politically aware citizens. He re- 
plied that he didn't think there was any violation of the first amend- 
ment.ls 

"We maintain there was no illegal activity. We think we main- 
tain there was inappropriate activity," he said. He admitted that some 
of the Army's activities didn't "make much sense" from the manage- 
ment point of view, but he didn't know whether he would call them 
''illegal."20 Merely watching someone, he testified, does not violate any 
constitutional rights, unless there was some "specific evidence that 
someone was deterred." If it was unknown, it was argued, the man 
wouldn't know it, so it could hardly deter his activities. Of course, it 
must be noted that the Army did more than "watch." They took notes, 
made dossiers, photographed, and tape recorded. 

In my opinion, the argument that blacklists and surveillance pro- 
grams which are unknown to the public can't hurt anyone is specious. 
Such an argument is common in government, but it flies in the face of 
the principle of open government which is the keystone of our Constitu- 
tion. It  denies the basic right of the people to full information about 
the activities and programs of their government. This is the constitu- 

18. 1971 Hearings 421, 422 (testimony of Assistant Secretary of Defense Robert 
F. Froehlke). 

19. Id. at 430. 
20. Id. 431. See also id. at 385 (Froehlke testimony) : 

It is worthy of note that none of the activities referred to above were prohibited 
by Federal or State law . . . . Since no use of civil d~sturbance information was 
made or intended to be made that would result in any action to .the prejudice 
of any individual or organization, it is difficult to percelve how the constrtut~onal 
rights or even the right of privacy could be impinged by the collection of such 
information. 

1447 
63-619 0 - 76 - 81 
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tional principle which was implemented recently in the Freedom of In- 
formation Actz1 and which is reflected in many other statutes requiring 
disclosure and full reports of government programs. The Froehlke 
argument assumes that people will not find out about illegal or uncon- 
stitutional programs. If hlr. Froehlke needed more proof that uncon- 
stitutional programs cannot be hidden from the people for very long, 
he has only to look at the history of the Army's civil disturbance pro- 
gram and he has only to consider the shock and dismay of the American 
people which they expressed to Congress as the fuli scope oi this'pro- 
gram was made known to them by former agents and by the press. 

Some executive branch officials have not yet discovered the truth 
of Abraham Lincoln's observation, for it is clear from their arguments 
on this matter that they think the government can fool all the people 
all of the time. Secretary of Defense Laird and the Army sent word 
that the intelligence-gathering on civilians was being cut back and that 
the computers, in effect, were unplugged. He said the Army would 
henceforth rely or, the Department of Justice for civil disturbance in-
formation.22 

In view of that assertion, I asked the Attorney General, as chief 
lzgal officer of the Government, for his opinion on the constitutionality 
of the collection of information by the Army or other executive depart- 
ments on people who were not suspected of breaking any laws but who 
were merely exercising their first amendment rightsz3 

He delegated this task to the Assistant Attorney General, Mr. 
Rehnquist, who told the Subcommittee that he didn't think it would 
stifle first amendment freedoms to place such persons under surveil- 
lance.z4 He said that "[ilt may have a collateral effect such as that but 
certainly during the time the Army was doing things of this nature, and 
apparently it was fairly generally known that it was doing these things, 
it didn't prevent two hundred fifty thousand people from coming to 
$ashington on at least one or two occasions to protest the war policies 
of the President." 

He also told us that while there might be " 'isolated abuses' of the 
investigative function, they were not unconstitutional."z5 

He further stated that he knew of no authoritative decision hold- 
ing that it was unconstitutional to collect information which is not le- 

21. 5 U.S.C. § 552 (1970). 
22. 1971 Hearings 394. But ~ f .id. at 436 (Froehlke testimony): "Nevertheless, 

experierce has taught me that I cannot tell you that under no circumstances should 
the Army ever observe non-DOD-affiliated civilians. I think under certain extreme 
circumstances the Army might again have to, and that is the criteria we are talking 
about." 

23. Id. at 571. The Subcommittee letter to the Attorney General also appears 
with remarks by Senator Ervin, 116 CONG.KEC.26327 (1970). 

24. 1971 Hearings 620. 
25. Id. at 602, 603. 
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gitimately related to the statutory or constitutional authority of the exec- 
utive branch to enforce the laws.26 It was his contention that there 
is no constitutional rights violation by government investigation and 
data-gathering unless a government sanction is involved.27 My own 
suspicion of an unchecked executive branch investigative power was 
borne out during his testimony when he advanced the amazing theory 
that "self-discipline on the part of the executive branch will provide an 
answer to virtually all of the legitimate complaints against excesses of 
information-gathering."28 

Mr. Rehnquist and other Justice Department officials bandied 
about a vague theory of preventive law enforcement which justifies 
sur~eillance.~~They cited article 111, section 3 of the Constitution as 
the "source of the duty of the President to oversee the faithful execution 
of the laws and thereby exercise implicit power to investigate, prosecute, 
and prevent vioIation of the Federal law." As another source of in-
formation-gathering in the executive branch, they cited article IV, 
section 4, providing that the United States shall guarantee every state 
a "Republican Form of Government," and on application of the legis- 
lature, or of the executive, [shall protect each] "against domestic Vio- 
len~e."~O They cited an 80-year old Supreme Court decision, In re 
Neagle,31 involving a shoot-out between two judges. They cited statutes 
on the federal role in civil disturbance^.^^ But they conveniently ig- 
nored the Bill of Rights. 

Rather, they, iike tile Army, laid claim to a constitutional power of 
investigation for purposes of preventive law enforcement which, given 
the scope of federal criminal and civil laws, if carried to its logical ex- 
tremes, could justXy su~veillance of any citizen for almost any purpose 
whatsoever. 

26. Id. at 602. 
27. Id. at 620. 
28. Id. at  603. 
29. Id. at 602. 
30. Id. at 599. 
31. I n  re Neagle, 135 U.S. 1, 10 S. ~ t .  658 (1890). 
32. 10 U.S.C. 55  331-33 (1970). Under U.S. CONST.art. 1, 5 4, and 10 U.S.C. 

§§ 331-33 (1970), the President has authority to use the armed forces for these pur- 
poses: 

1. 	 To suppress rebellion, insurrection, or domestic violence, which obstructs the 
execution of the laws of the United States, or impedes the course of justice 
under those laws. 

2. 	 To suppress insurrection against a state if state authorities so request. 
3. 	 To suppress insurrection or domestic violence in a state, which so hinders 

the execution of federal or state laws within the state as to deprive "any part 
or class of its people . . . of a right named in the Constitution and secured 
by law" if the constitutional authorities of the state (a) are unable, (b)  fail, 
or (c) refuse to proteot that right. 

10 U.S.C. 5 334 (1.970) provides that whenever the President considers it necessary 
to use the almed forces under 5 5  331-33, "he shall, by proclamation, immediately 
order the insurgents to disperse and retire peaceably to their abodes within a limited 
time." 
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I must take issue with the Department of Justice officials on all 
of these counts, for I believe they fail to understand the relationship 
between constitutional liberty and the government's claim to a power 
to investigate people in order to determine future behavior. 

First, contrary to the opinion offered by the Assistant Attorney 
General, recent events have shown that there is indeed a need for strict 
legislation in this area of the law. "Self-discipline" is not enough. It 
has not prevented the Army spying on civilians; it has not precluded 
the Census Bureau and other information-gathering agencies from-har- 
assing people with broad questionnaires. It has not prevented the con- 
tinuing inquiries into the most private lives and beliefs of federal em- 
ployees and applicants. It did not stop the Secret Service from com- 
puterizing people who write letters about their grievances to high gov- 
ernment officials, who are professions1 gate-crashers, and who make 
remarks embarrassing to high government officials at home or abroad. 
"Self-discipline" does not help the wives of applicants for FHA loans 
when they are compelled to disclose their birth control practices and 
confidential advice from their doctors. Nor has "self-discipline" pre- 
vented all the other programs from violating personal privacy. 

So I believe there must be new laws geared to the computer age, 
with specific guidelines for gathering personal data and with carefully 
drawn controls on the use, exchange, and protection of such informa- 
tion. Furthermore, I believe that some provision must be made to 
provide the individual access to government records about him and the 
chance to assure the accuracy of such in f~nna t ion .~~  

Secondly, contrary to the opinion of lawyers at the Justice Depart- 
ment, I have found that the courts have long been active in this area, 
and I predict that they will be even more active if .the executive branch 
continues to try to make prophets of its civil servants and if it continues 
in its present claim to an inherent power to make inquiries in the 
coyrse of trying to predict the future behavior, attitudes, and beliefs of 
law-abiding Americans. For instance, the United States Supreme Court 
will soon consider the case of Laird v. T a l ~ i r n , ~ ~a suit challenging the 

33. For an excellent discussion of the constitutional, legal, and philosophical prob- 
lems involved in such an effort for one area of information-gathering see. gerzerally 
Security and Privacy Considerations in Criminal History lnforrnation Systems, Tech-
nical Rep. No. 2, July 1970, by Project SEARCH, California Crime Technological Re- 
search Foundation, funded by the Law Enforcement Assistance Administration, De-
partment of Justice. Related to this issue is S. 2546, A Bill To Facilitate and Regulate 
the Exchange of Criminal Justice Information Systems, introduced by Senator Roman 
Hruska Sept. 20, 1971. 117 CONG. REC.14563 (daily ed. Sept. 20, 1971). Also per- 
tinent is the testimony of Richard Velde of the Law Enforcement Assistance Administra- 
tion on the use of information and intelligence systems by criminal justice agencies. 
1971 Hearings 605, 849, and testimony of FBI officials concerning the National Crime 
Information Center. Id. 914. 

34. 444 F.2d 947 (D.C. Cir. 1971), cert. granted, No. 71-288, 1971 Term 
(40 U.S.L.W.3238). 
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Army program. Dismissed by the district court as not presenting con- 
stitutional rights issues, the case is defended by the Government with 
the claim that the threat of surveillance is not sufficient to invoke the 
judicial process and, furthermore, that the plaintiffs have not demon- 
strated a personal stake in the outcome of the controversy. According 
to the Justice Department, the record "presents only abstract legal issues 
involving, at best, the speculative impairment of constitutional rights."36 

Many people, like the Assistant Attorney General, seem-to 'think 
this is new legal ground which must be pioneered. These officials 
have overlooked the significance of numerous court decisions bearing 
on privacy and the investigative power of government. 

On the basis of my study of the decisions, I believe this case law 
was correctly summarized by Professor Bernard Schwartz in terms 
which should be brought to the attention of all government agencies. 
He writes: \ 

Of course, government may deal at any thne with threats 
to its security expressed in acts. Where speech, association and 
other First Amendment rights are involved, on the other hand, the 
power of investigation should be no more far-reaching than that of 
legislation. In our system, authority over a subject matter involv- 
ing speech, press, assembly, and the like must not go beyond the 
power to do that which is essential to be done in protection against 
a public danger. Civil liberties may not be abridged by investi- 
gatory authority merely in order to determine whether they 
shoidd be abridged.36 

From reports received by the Constitutional Rights Subcommittee, 
I think not only the Army investigators, but other federal and local 
agents are too often engaged in investigations. of people merely to de- 
termine if they should be investigated or if dossiers should be kept on 
them. Under Professor Schwartz's test, such practices, wherever they 
occur, violate first amendment rights. 

Thirdly, unlike Administration officials, I think there are serious 
constitutional rights violations in these surveillance programs. 

I have found three Supreme Court decisions in particular which 
provide a point of departure for courts and 1egisIatures seeking guid- 
ance in setting controls on unwarranted information-gathering and data 
banking. I recommend these decisions to officials in the executive 
branch who assert a broad claim to investigative power. 

The first case is United States v. Rumely, decided in 1953.37 In 
that case, the accused was the secretary of an organization which, 
among other things, engaged in the sale of books of a political nature. 

35. Id. Petitioner's Brief for.Certiorari at 10 n.4. 
36. B. SCHWARTZ, ON THE CONSTITUTION1 COMMENTARY OF THE UNITED STATES: 

POWERSOF GOVERNMENT140 (1963). 
37. 345 U.S.41,73 S.St.543 (1953). 
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The House Select Committee on Lobbying had called on him to disclose 
the names of those who made bulk purchases of those books for fur- 
ther distribution. He refused to furnish the names and was convicted 
under a statute providing penalties for refusing to give testimony or to 
produce relevant papers upon any matter under congressional inquiry. 
The Committee claimed authority to demand this under the power, 
stated in their resolution, to investigate all lobbying activities intended 
to influence, encourage, or promote legislation. 

Justice Frankfurter delivered the opinion of the Court, Kolding 
that the accused was not required to deliver the names on the ground 
that the authorizing resolution restricted the Committee to a study of 
lobbying activities which were carried on directly with members of 
Congress and could not extend to a person's effort to influence legisla- 
tion through the means of books and periodicals. With this as an alter- 
native ground for decision, the Court did not have to reach the constitu- 
tional issue. However, the Justice made the significant observation: 
"Surely it cannot be denied that giving the scope to the resolution for 
which the Government contends, that is, deriving from it the power to 
inquire into all efforts of private individuals to influence public opin- 
ion through books and periodicals, however remote the radiations of 
irffluence which they may exert upon the ultimate legislative process, 
raises doubts of constitutionality in view of the prohibition of the First 
Amendment.7y38 

Justice Douglas wrote a concurring opinion in which he said that 
he was compelled to face the constitutional issue that this involved the 
grant of power to the Committee. He pointed out, in an able opinion 
with which I thoroughly agree, that the resolution did not give the 
Committee the power it claimed but that it was unconstitutional as a 
violation of the first amendment guarantee of the freedom of press and 
speech. He recognized that no legal sanction was involved here but 
fq t  that it could be the beginning of surveillance of the press. Un-
der such a rule, he noted, the spectre of a government agent will look 
over the shoulder of everyons: who reads, and the subtle imponderable 
pressures of the orthodox will lay hold. "Through the harassment of 
hearings, investigations, reports, and subpoenas government will hold 
a club over speech and over the press. Congress could not do this by 
law. The power of investigation is also limited. Inquiry into personal 
and private affairs is precluded. . . . And so is any matter in respect 
to which no valid legislation could be had."30 

Therefore, since Congress could not by law require of Rumely 
what the House demanded, it could not take the first step in an inquiry 
ending in fine or imprisonment. 

38. Id. at 46, 73 S. ~ t .at 546. 
39. Id. at 58, 73 S. Ct. at 551-52 (citations omitted). 
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The second opinion which I think is very illuminating on this 
subject is the case of NAACP v. There the question was 
presented whether Alabama, consistent with the due process clause of 
the fourteenth amendment, could compel the petitioners to reveal to 
the state's attorney general the names and addresses of all of its Ala- 
bama members and "agents" without regwd to their positions or func- 
tions in the Association. Justice Harlan wrote the unanimous opinion 
of the Court, holding that Alabama was precluded by the due process 
clause of the fourteenth amendment, which, of course, made the first 
amendment applicable to the states, from requiring this information. 
He said, and I commend this to the Department of Justice: "It is beyond 
debate that freedom to engage in association for the advancement of 
beliefs and ideas is an inseparable aspect of the 'liberty' assured by 
the Due Process Clause of the Fourteenth Amendment, which embraces 
freedom of speech."41 

The Justice noted that inviolability of privacy in group associa- 
tion may in many circumstances be indispensable to preservation of 
freedom of association, particularly where a group espouses dissident 
beliefs. The Court held that tbe immunity from state scrutiny of mem- 
bership Lists which the Association claimed was so related to the right of 
the members to pursue their lawful private interest and to associate 
freely with others in so doing as to come within the protection of the 
fourteenth amendment. It held that Alabama had failed to make a 
showing of overriding valid interest in possession of such information 
and that judgment of the Alabama court punishing the respondent for 
contempt of court was invalid under the Con~ti tut ion.~~ It is a natural 
extension of these decisions to say that, for example, the federal govern- 
ment can't go out and observe people exercising their first amendment 
rights and then take steps which have the effect of stifling their willing- 
ness to continue in the exercise of their first amendment rights. 

What inquiries and investigations Congress and the states may 
not undertake under the Consiiturion, certainly the executive branch has 
no inherent power to undertake. 

There is another opinion which I think sums up the constitutional 
law in this field very well. This is the dissenting opinion of Justice 
Harlan, joined by Justices Frankfurter, Clark, and Whittaker, in the case 
of Sl~eltonv. Tucker.43 It is in harmony with the Rumely and NAACP 
cases, although it differs on conclusions of fact. In the Shelton case, the 
State of Arkansas required every teacher, as a condition of employment 
or continued employment, to answer a questionnaire requ$ing among 

40. 357 U.S. 449,78 S. Ct. 1163 (1958). 
41. Id. at 460, 78 S. Ct. at 1171. 
42. Id. at 466, 18 S. a.at 1174. 
43. 364 U.S. 479, 81 5.Ct. 247 (1960). 
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other things the name of every organization to which they had be- 
longed or contributed during the preceding five years. The Supreme 

' Court held that the statute interfered with associational privacy and 
went beyond legitimate inquiry for determining fitness. Justice Harlan 
in his dissent said in summarizing the law concerning rights under the 
first amendment, as made applicable to the states by the fourteenth 
amendment: 

Where official action is claimed to invade these rights, .the 
controlling inquiry is whether such action is justifir 5Ie on the bhsis 
of a superior governmental interest to which such individual rights 
must yield. When the action complained of pertains to the realm 
of investigation, our inquiry has a double aspect; first, whether the 
investigation relates to a legitimate governmental purpose; second, 
whethes, judged in the light of that purpose, the questioned action 
has subtantial relevance thereto.44 

Judged by the test stated by Justice Harlan, it is clear to me that 
the Army's investigations of civilians had no substantial relevance to 
the duty of the military to know about roads, bridges, and major fa- 
cilities, and to maintain men and equipment in readiness to assist in 
quelling rebellions and violence in those rare instances when local au- 
thorities could not maintain order. 

The test of Justice Harlan could be applied to any government 
program for investigation, surveillance, and dossier-building on pri-
vate citizens. Such practices should be tested by Congress and the legis- 
latures nbt only for their relevance to a governmental purpose but 
for which agency of government should be assigned the investigative 
functions. 

During 1967 and 1968, violent mobs burned and pillaged in some 
of our cities in numbers which disabled local officers to maintain order 
or enforce laws, and President Johnson dispatched the armed forces to 
tQose cities to suppress this domestic violence. He acted within the 
limits of his constitutional and statutory authority in so doing, but he 
and other civilian officials did not stop with using the armed forces to 
suppress violence. They assigned the Army the task of collecting in-
formation which would enable the President to predict when and where 
civilians might engage in domestic violence. It was certainly not the 
duty of the Army to engage in investigation of civilians -for law enforce- 
ment purposes. .It was engaged in programs which, if authorized at all, 
were more suitable o r  the Department of Justice and local law en- 
forcement agencies. However I do not believe it has yet been demon- 
strated that this type of investigation .and survelliance is necessary for 
any governmental purpose. 

The fourth major disagreement I have with the Department of 

44. Id. at 497-98,.81 S. Ct. at 257. 
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Justice and the Department of ~e fense  is closyly related to the third. 
This is over the issue whether or not their surveillance activities have a 
"chilling" effect on first amendment freedoms. Administration officials 
say there is no such effect. Of course, this is the most self-serving view- 
point possible for any official who wants to have unlimited power to 
gather information on people in order to do his job. How do 
you prove that people have been intimidated? You cannot, until it is 
too late. How do you know when a society has lost the life-giving 
sources of new ideas, of legitimate criticism, of intellGctual and phil- 
osophical richness? The answer is that you cannot know until it is al- 
most too late to recapture these qualities. 

The Justice Department says it requires "sanctions" before it can 
find a constitutional rights violation in the collection of intelligence infor- 
mation. There are two answers to this "sanction" argument. First, files 
such as the Army had and shared may well be checked for employ- 
ment, security clearances, or other purposes, and decisions made or 
impressions gained which the individual never knows about. Secondly, 
as frequently happens with the federal bureaucracy, the Department ig- 
nores the vagaries of the human spirit. It forgets the psychological sanc- 
tion which may be imposed or threatened by the very knowledge of 
such executive branch excursions into constitutionally protected areas. 

The f i s t  amendment is not so much for the brzve. It is also 
for the weak of heart or those who are placed in such economically 

vulnerable positions that they cannot afford to risk the sanctions which 
may accompany legitimate criticism of government or unpopular opin- 
ions. 

Congress has a great deal of evidence of such psychological pres- 
sures and subtle sanctions. Many people have written about their own 
reactions to the Army and other investigative progranls. For instance, 
I received such a letter from an author who wrote the President about 
the Kent State matter. In reply he received some mimeographed pages 
defining Administration policies in Southeast Asia. He writes that he 
started to respond critically to this material but stopped because he 
could not be sure that he would not be put on a blacklist which could 
be used against him in the future. 

This letter and many others like it provide the best answer I can 
give to the executive branch. They illustrate the one prophecy which 
I feel qualified to make today because it is based on centuries of histori- 
cal fact. That is, a quiet America will not be a free America. Rather, 
it will be a spiritually lifeless America. For that reason I believe that 
this claim of an inherent executive branch power of investigation and 
surveillance on the basis of people's beliefs and attitudes may be more r i 
a threat to our internal security than any enemies beyond our borders. 
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Appendix A 

(By Jeroine Hanus, Analyst in Ainerican Sational Government, Government 
Division, Congressional Research Service) 

The rapid proliferation, a t  the Federal level, of data banlrs in  the 1960's and 
1970's-containing in excess of 1%billion. separate records on American resi-
dents-lent substance to the worries of :nany that the nation's tradition of 
limited government was in jeopardy. I n  response, the propriety of ovzresten-
sive governmental and corporate information gat!lering and disclosnre is  being 
reconsidered. Congress has reilected this concern by enacting the Freedom of 
Iiiforn~ation Act ( F O I A ), ns sunended (5  U.S.C. 552), ~vhich requires disclosnre, 
with certain esemptions, of records ancl information held by the Federal Oov- 
ernment. In addition, Congress passed three Inn-s which authorize access to cer- 
tain personally identifiable records held by credit corporations and by the 
Federal Government. These a r e :  The Fair  Credit Reporting Act (15 U.S.C. 
1681 et seq.), the Family Educational Rights and Privacy Act of 1971 (20 U.S.C. 
1232g) cvhich is referred to belo1.c. a s  the Bnclrley Amendment, and the P r i ~ a c y  
,4ct of 1974 (.5 U.S.C. 552a). 

Together these laws lay the founclatio~~ for n code of fair information prac- 
tices by ~vhichcitizens and others can esercise a measure of control over the col- 
lection of information al~out  themselres. The principles erolving from the legis- 
lation are  t h o ~ e  requiring records to be l ~ e l ~ t  with accuracy, relevancy, ancl fair- 
ness. Rut these principles can 1)ecome effective only if citizals are  aware of 
their rights and act on behalf of thein. 7?11is report is designed to assist congres- 
sional p~rcor?nel in  a d v i s i n ~  constituents about their rights over information 
lield by Gov~rnment and by pril-ate credit corporations. Key provisions of each 
of the Acts are clescril~ed belonr. 

I. TYPES 07 RECORDS COVERED 

Prucr Credit-applies to any Snformatioa bearing on a ccmsumer's eIizibility for  
credjt, insurance, employment, rent, license, or government benefit. EIowever, 
medical records are  not included in dic,cloenre provisions. [ I5  TT.S.C. 16SlaI 

Buckley Anaendmcnt-applias t o  most personal records maintained hy erluca- 
tional institutions receiving Federal funding. [20 U.S.C. 1232g ( a ) ]  

FOIA-with certain ~xceptioiis, applies to all governmental records which do 
not fall nithin one of the e~einptions listed in  the Act. [5 U.S.C. 5521 

Privacy Act-with certain exceptions, applies to all Federal records held by 
Federal el ecutive ai~thnrities, including personnel records. vhicll are  retrier- 
able hy a personal identifier suulh as  a name or number. [5 U.S.C. 55% ( a )1 

11. BENEFICIARIES O F  THE ACTS 

Fair Credit-an individual consumer on vhom a consumer report has been made. 
[15 U.S.C. l m l a  ( b ) ]  

Bzcclcle?l An~e~~rlwmt-l~aren'ts or legal guardians of a student under 18 years 
of age, or a sltndent 18 years or older. [20 U.S.C. 1232g (e )  1 

FOIA-any indiyidual o r  institution. [ F ,  U.S.C. 5521 
Privacy Act--la citizen of the U.K. or an aiien la~vfully admitted for pern?anent 

residence. [5 U.S.C. 652 ( a )  1 

111. INSTITUTIONS COVERED 

Pair Credit-consnmer r~por t ing  agencies and persons (including corporations) 
who procure or cause to be prepared an inves'tiqatire consumer report on any 
consumer for use by a third party. [15 U.S.C. 16Sldl 
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Buckley Anzendm,e??teduc,?tionalagencies or institutions n-hich are  the re-
cipients of Federal educatiol~al funds. [20 U.S.C. 1232g ( a )  ( 3 ) ]  

FOIA-all Federal agencies and del~artments including the U.S. Postal Service, 
the Postal Rate Commission, and Gorerilment corporations as  well as  con- 
tractors who ooerate a n  information system on behalf of a Federal agency. 
[5 U.S.C. 552 ('1 I 

Privacy Act-all Federal Executive agencies and departlnents including the 
U.S. Postal Service, the Posltal Rake Commission, and Gorern~nent corpora'tions 
a;s well a s  contractors 1~110 opei-alte a n  inforn~ation system on behalf of a Fed- 
eral ,agency. The CIA, FBI, and o,ther Ian7 enfoi-cemei~t agencies are  permis-
sively exempt from !the disclosure requiremen't. [5 U.S.C. 552a ( a )  ] 

IV.  XOTIFICATION TO THE IXDIVIDUBI, 

F a i r  Credit-a person, who piwcnres, or canses to be prepared, ,an investigative 
consumer report on a constuner, innst disclose to the consiuner that; a1c11 a 
report is being mede. W e  consliiner must be notified in  \~~i-iting no later than 
'three days after 'the cla1t.e 011 which the report \\-as requested; the consumer 
must also be notified. of his 1igh1t 'to request addttional information. [15 U.S.C. 
1861dl 

Buckley Anzendnrent-specifies that  sti~clents a i ~ d  their parents must be informed 
of their rights under ltllis Act. The notification must include: 

( a )  the types of education records, and infoi-n~ation contained in them. 
maintained by tlle institution ; 

( b )  	the ntame and position of the officitil who has custody ,of the informa- 
'tion, ,the neines of pe1.sons n-ho haye access, anc? the purposes for 
which they hlare accer;s ; 

(c) the 	policies of the inati1tu.ti.on for rer jel~~ingand expunging those 
records ; 

(d )  the procednres for obta.iniag access to records ; 
(e) *he process for challenging the content of the records ; 
( f )  the cost for repro.cluciag records ; 
(g) the categories ~~-11ich the institution htas defined as  "directory informa- 

Ition" (i.e., in9orm1altion \ ~ ~ l ~ i c l ~  the institiition will disclose publicly) ; 
( h )  noltice nnder 'this Act must be in the langxlage of the student or parent; 
( i )  notice must be giren fat: least mlnuallp. 

POIA-the 	 Act is not intenclecl to furnish notificntjon to specific individuals. A 
person seeking information from a Federal agency shonlcl consult the Fcdernl 
Register and agency indexes ~ ~ ~ h i c h  provi.de information for the public a s  to 
any matter issued, adopted, or promulgated after ,July 4, 1967. [5 U.S.C. 
552 (a)l

~ r i ~ ? a c l /'~ct-each agency that  maintains a system of records is required to 
inforin each inc1i~~id:ial whom i t  asks to supply information, on the form \.rllich 
i t  uses to collect 1-his information 01. on a separate form that can he retnined by 
the individnal, of the authority ~x-hich al.lthoiizes the reqnest for the informa- 
tion and whether clisclosnre is mandators or .roluntarp ; the principal purpose 
or purposes for which the inforination is inteildecl to I)e used : the routine uses 
~vliich mag be made of the information; and the effects on him, if any, of not 
providing all or any part of tlle rerli~ested information. [ 5  U.S.C. 552a ( e )  ( 3 ) ]  
A,gencies must also publish in the PctloccZ Ecgiatcr- a t  least annually a notice 
of the existence and character of tlie s ~ s t e m  of records ancl any routine uses to 
which they are  put. [5 U.S.C. 552a ( e )  (41,( l l ) ]  

V. T O  TTrH031 REQUEST IS  DIRECTED 

Fa i r  Credit-to the appropriate consiliner reporting agency, such a s  a credit 
bureau. [15 U.S.C. l6Sld ( b )  1 

Rnclrl~?/Ani~r~iAi~ic?it-t~ a11111.nprintr ~dncntional institution or agency. [20 t l i ~  
U.S.C. 1232g ( a )  (1 )  (A)  1 

POIA-to the officer or office specified in the appropriate ayency's procedures pub- 
lished in the Pedcrnl Re,qintcr or to the neency itself. [Fi 1J.S.C. 552 ( a )  ] 

Privncfl Act-to 	 the officer or office specified in the appropriate agency's proce- 
dures publishecl in  tlle Fcdcrnl Registo' or to tlle agency itself. [5 U.S.C. 552a 
( c l )  ( f ) l  



VI. TIME PIW.IOD FOE RESPONSE TO REQUESTS TO EXAMINE RECORDS 

Fair  Credit-notice that a consulner report is  being prepared must be mailed to 
the consumer no Inore than three days after the date on which the report was 
first requested. A consumer's request for disclosure must be responded to 
within five days after the request ~ v a s  made. 115 U.S.C. 1681 ( a )  (b) I 

B.ztci;-leu A.n~er~tl~i~e~lt-an edncational agency or institution must kspond to a 
request for access to records within forty-five days after the reqnest has been 
made. Wit11 reslject to  "directory information," the agency or institution mnst 
all0117 a "reasonable" period of time, after giving public notice of the categories 
of information to be disclosed, for  a parent or guar.clian to inform the institu- 
tion or agency that any or all of the information designated should not be 
released without the parent's consent. [20 U.S.C. 1232g ( a )  (5)  ( B ) ]  

POIA-the Act specifies: Each agency, upon any request for records must deter- 
mine within ten worlr-clays ~vllether to  comply with the reqnest and must im- 
mediately notify the person making the request of the determination. The 
agency must malie a deterinination ~ v i t h  respect to any appeal within twenty 
~vorlring days. Under usual circumstances, the agency may have a ten day 
extension by giving n.ritten notice to the requester. [5 U.S.C. 552 ( a )  ( 6 )1 

PI-ivacl~Act-the Act does not prescribe a specific time for response, but Federal 
regulations suggest a response to the inquiry within ten morlcing days. Upon 
reqnest by an indiviclnal for anlendnlei~t of a record l~ert,aining to him, the 
agency innst ack i l~ l~ ledge  in lvrit-ing receipt of the request within ten nrorlr- 
claps. If  the reqnest is denied, the requestor inay aslr for review of the denial. 
4 final determination of the request must be made xvithin thirty worlr-days with 
a possible thirty-day extension for "good cause." [5 U.S.C. 552a ( d ) ]  

V I I .  COST OF DOCUMENTS 

Fa i r  Credit-no charge to the consumer for the report if be requests disclosure 
xvithin thirty days after receipt of a notification from the reporting agency or 
notification froin a debt collection agency affiliated with the agency stating 
that  his credit ratinq inay he or has been aclrersely affected. Othernrise, the 
acency map impose a reasonable charqe for the disclosure. [15 U.S.C. 168111 

B~tcklcy A7ize11dnzcnt-specific l~rovisionsconcerning charges are  not included. 
FOIA-each axency is ordered to qpecifg a uniform schedule of fees. The fees a re  

to  be li~nitcdto rea\onal~le sr:mdarcl charges for document search ancl duplica- 
tion and to provide for recovery of only the direct costs of snch search and 
duplication. Documents a r e  to l ~ e  ;'urnishecl x~ithont charge or a t  a reduced 
charge where the azency determines that  waiver or reduction of the fee is i n  
the public interest. [ 5  r.8.C. .5.52(a) (4 )  ( A ) 1 

P r i ~ a c l ~  aqency map charqe fees for lnalrinq copies of an individual's rec- Act-an 
ord, esc1l:ding the cost of any search for, and rerienr of, the record. [5 U.S.C. 
5528 ( f ) 1 

VIII. JUDICIAL REVIEW 

Pail- Crcdit-a consumer inav bring action in any appropriate district court of the 
United States to enforce liability under the Act. Actual damages may be ob- 
tained as  xvell as  reasonable attorney fees as  determined by the conrt. C15 
U.S.C. 168lpJ 

B?lch.Tey An~enilnzcnt-no 	 specific provisions for resort to the courts. However, 
acceqs n-onlcl be available after exhaustion of administrative remedies. 120 
U.S.C. 1232g (g)  1 

FOIA-a 	 complainant may reqnest an appropriate district court of the United 
State? to enjoin an agency from nithholding records and to order their pro- 
duction. In such a case, the court shall determine the matter de n o v o ~  and 
nl?p examine the contents of such agency records in cameraa to determine 
whether the agency properly \vithhelcl such records under any of the exemp- 
tions listed in the Act. The burden is  on the agency to justify i t s  action. 

This means the conrt mill take a new ancl indenendent look a t  the facts. 
?In cnmera mean the judge mill r e ~ l e m  the records in  his private chambers and not  i n  

open court. 



The agency is required to ansn-er the conlplaint within thirty days of service 
of the compl.aint unless the court directs otherwise. Proceediiigs and appeals 
take precedence on the doclret over al l  cases and must be assigned for heer- 
ing and trial or for  argument a t  the earliest practicable date. The court may 
assess against the United States reasonable attorney fees and other litigation 
costs. If the court finds for the coinplainant and issues a written finding that 
the circumstances surrounding the withholding raise questions a s  to whether 
agency personnel acted arbitrarily or capriciously, the Civil Service Commis- 
sion must promptly initiate a proceecliilg to determine whether disciplinaq 
action is  warranted against the officer who was primarily responsible for the 
withholding. The Cominission must submit its findings and recommendations 
to the adininistrative authority of the agency concerned which shall then 
take the corrective action that the Conlmission recommends. I n  the event of 
noncompliai~ce with the order of the court, the district conrt inay punish the 
responsible eriployee for contempt. [ 5 U.S.C. 552 (a)1 

Privacu Act-an iadividual may brjng a ciril action against the agency in an 
appropriate district court. Iu  a suit in which the agency has refused to anzend 
the indiriclnal's record in accordance with his reclnest, the conrt mas- order the 
agencj- to  do so and the court shall deternline the msrtter de  novo. The court 
may assess against the United States reaso.nable attorney fees aild other litiga- 
tion costs wile11 the complainant has substantially prevailed. In a suit to enjoin 
the agency from ~ ~ i t i ~ l ~ o l r l i i ~ g  records, the court shall determine the rnater 
cZe 1tovo and may examine the contents of the agpncy records in camera. to 
determine whether the records may be n-irhhelcl under any of the exemptions 
of the Act. If the conrt cletermines that  the agency acted willfully, the United 
States shall be liable for actual damages to the individual with a miniulum 
recovery of $1000; and the costs of the action together nrith reasonable at- 
torney fees. An agency officer or employee who Bnowingly or willfully main- 
tains or discloses records prohibited under this Act hall be guilty of a mis- 
demeanor and fined not more than $5000. [5 U.S.C. 552a ( g )  ( h )  ( i ) ]  



APPENDIX. B 

[From the Michigan Law Review, May-June 19751 

IT. INCREASING OF CITIZENPROTECTION PRIVACY 
A. Introduction 

The subcommittee, under your able direction, has been conducting 
hearings for over a year now on failures by the Federal Government 
to make information available to the public. You are to be com- 
mended for your efforts because, surely, there is no single attribute 
more fundamental to a democratic society than the free flow of infor-
mation. Liberty and eeedom are dependent upon the truth. 

There 'is another side of this issue, however, which deserves 
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equal respect and examination-the right of individuals to maintain 
personal privacy. . . . [Tlnvasion of the sanctity of a person's privacy 
will be as destructive of a society's freedom and liberty as will the 
foreclosure of information about the acts of government in such a 
so~iety.*4~~ 

When President Johnson signed the Federal Public Records Act 
into law, he expressed pride in "an open society in which the people's 
right to know is cherished and g~arded ."~~~O The. federal and state 
governments have figured prominently in the controversy over the 
"right to know," as government operations have become increasingly 
numerous, complex, and removed from public scrutiny. Govern- 
mental growth, with its attendant increase in information needs, has 
also given rise to crusaders for the necessary complement of the 
right to know-the right of privacy. 

The long-standing tension between governmental information 
needs and the desire of individuals to withhold personal, identifying 
details about their lives has heightened in the past several decades as 
a result of the interplay of three developments. First, these years 
have witnessed a geometric growth in government regulation and 
services that have increased government-citizen contacts. Second, 
acceptance of the behavioral-predictive theory of information-the 
theory that behavior patterns can be predicted if enough relevant 
data is gathered and properly analy~ed'"~--has led to demands for 
increasing amounts of information in ever widening areas.1G02 Third, 
rapid advances in computer science have eliminzted the traditional 
hindrances to government acquisition of data1603 by increasing the 
ease of information acquisition, lessening the need to limit data 
retention,lm4 and increasing intragovernmental transfer of informa- 

1499. Sale or Distribution of Mailing Lists by Federal Agencies, Hearings on H.R. 
8903 and Related Bills Before a Subcomm. of the House Comm. on Government Op-
erations, 92d Cong.. 2d Sess. 77 (1972) (statement of Representative Goldwater) [hae- 
inafter Hearings on Mailing Lists]. 

1500. AXTORNEY GENERAL'S supra note 309, at  11 (statement of Presi- MEMOMNDUM, 
dent Johnson). 

1501. See A. WESTIN, PRlvAcY AND FREEDOM135-57 (1967). 
1502. See Ervin, Privacy and Government Investigations, 1971 U. ILL. L.F. 137, 138. 

See aLFo NATIONAL OF SCIENCES, IN xvii (A. WestinACADEMY DATABANKSA FREE SOCIETY 
& M.Baker eds. 1972) [hereinafter DATABANKS]; House Republican Research Committee, 
Task Force on Privacy, Recommendations, Aug. 21, 1974, at  1. 

1503. For a full discussion of the impact of computers see A. MILLER,ASSAULTON 

PRIVACY 1-53, 522 (1971). 
1504. See Federal Data Banks, Computers and the Bill o f  Rights, Hearings Bejme 

the Subcomm. on Constitutional Rights of the Senate Comm. on the Judiciary,92d 
Cong., 1st Sess. 943 (1971) [hereinafter Hearings on Data Banks] (statement of C. 
Lister); DATABANKS, supra note 1502, at 320 ("The National Academy of Sciences re- 
ported in 1972 that it is now technologically possible to build a computerized on-line 
file wntaining the compacted equivalent of 20 pages of typed information about the 
personal history and selected activities of every person in the United States"). 

Data that might once have been discarded a& now more likely to be kept, in an 
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tion.lno6As Professor Miller has pointed out: "In accordance with 
a principle akin to Parkinson's Law, as capacity for information- 
handling increases there is a tendency to engage in more extensive 
manipulation and andysis of data . . . pertaining to a larger number 
of variables."1606 Together, these three phenomena have created a 
spiraling demand for information and have left us threatened with 
the emergence of a "dossier society." 

1. The Extent of Government-Held Information 

Government data acquisition statistics make clear that not only 
political activists and government employees are threatened by the 
accumulation of information by the government. Increasingly, access 
to government benefits and services requires a willingness on the 
part of individuals to divulge private information.1607 Moreover, an 
observable trait of government agencies is that when a problem is 
confronted, the tendency is to react with a demand for more data,1608 
as evidenced by the 1970 census1609 and the rising number of gov- 
ernment questionnaires.1510 

In 1966,in the midst of debate over the proposed National Data 
Center, a Senate Judiciary subcommittee initiated a survey to deter- 
mine "the amount, nature, and use of information which Govern- 
ment agencies currently maintain on individuals."1811 The  survey 
revealed that federal files contained more than 3 billion records on 
individual citizens,lni2 nearly one half sf which were retrievable by 
computer, including over 27.2 billion names, 2.3 billion present 
and past addresses, 264million criminal histories, 280 miIIion mental 

expectation that a purpose may ultimately be found for them. In fact, it has been sug- 
gested that the ability of a computer to store large quantities of data compels the 
owner to increase data aquisition in order to reduce the cost per unit of data. See 
Report of Secretary's Advisory Committee on Automated Personal Data Systems, HEW, 
Records, Computers and the Rights of Citizens I3 (1973) plereinafter HEW Report]. 
Computerization also permits more complete use of the information gathered, and 
facilitates the tasks of retrieving and disseminating: Data may be more imaginatively 
collated and collections may be searched for relatively low priority purposes. Hearings 
on Data Ranks, s u p a .  at 943. 

1505. See A. W ~ N ,  note 1501. at  161-62; A. MILLW.supra note 1503, atsupra 
24-54. But see DATABANKS,supra note 1502, at  253. 255. 

1506. Miller, Personal Privacy in the Computer Age: The Challenge of a New 
Technology in an Information Oriented Society, 67 MICH. L. REY. 1089, 1103 (1969). 

1507. Miller, s u p a  note 1506, at  1103. 
1548. Hearings on Data Banks, s u p a  note 1504, at  942-43 (statement of C. Lister). 
1509. See Privacy, the Census and Federal Questionnaires, Hearings on S. 1791 

Before the Subcomm. on Constitutional Rights of  the Senate Comm. on the Judiciary, 
91st Cong., 2d Sess. 460-95 (1969) plereinafter Heavings on the Census]. 

1510. See, e.g., Hearings on the Census, supra note 1509, at  37-53, 867-926. 
1511. ST- OF SUBCOMM. AD MINI^^ PRACTICE PROCEDURE SEN-ON AND OF THE 

ATE COMM.ON THE JUDICIARY, CONC., 2~ SES., DOSSIER1 (bmm.%hII GOVERNMENT 

Print 1967) pereinafter GOVERNMENT 
DOSSIER]. 


1512. See id. a t  9. 
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health records, 916 million profiles on alcoholism and drug addic- 
tion, and over 1.2 billion financial records.1613 More significantly, 
the report concluded that much of the information retained was 
irrelevant to agency needs and tha.t in many instances confidentiality 
provisions were nonexistent or not meaningful.1614 A 1974 survey by 
a different subcommittee, which supplemented and updated these 
findings, pointed out that 86 per cent of the government data banks 
are computerized, and that few of the data banks had any explicit 
statutory a.uthorization for their retention of files.1616 Computeriza- 
tion, however, cannot itself account for the abundance of govern- 
ment-held data concerning individual citizens: According to at least 
one study, for most organizations computerization has not brought 
an increase in scope of the content of records maintained on each 
individual.161s 

It  has been estimated that the average American is the subject of 
ten to twenty personal files or  dossiers compiled by either govem- 
ment units or private organizations.1617 The  threat to individual 
privacy is thus no longer a potential-it is a reality.1618As Senator 
Mathias aptly described the situation, "If knowledge is power, this 
encyclopedic knowledge gives Government the raw materials of 
tyranny."161e 

2. A Definition of Privacy 

The  counterweight to this growing governmental power is the 
developing concern over privacy. A definition of privacy that will 
provide a conceptually sound basis for the development of rules con- 

1513. Hearings on Data Banks, supra note 1504, a t  574. 
1514. GOVERNMENT s u p a  note 1511, at 8. Further, as Representative Horton DOSSIER, 

pointed out: "Even if ... the most sensitive and personal information is shielded in 
' confidence .. . large additional reservoirs of data on individual citizens are not only 

not secure but actually available for public disclosure for purposes of commercial or 
other types of solicitation." Hearings on Mailing Lists, supra note 1499, a t  63. 

1515. See STAFFOF SUBCOMM.ON CON~TT~JTIONAL OF THE SENATERIGHTS COMM.ON 

THE JUDICIARY, ~ S DCONG., 2~ SES., FEDERAL DATA BANKS C O N ~ ~ ~ ~ I O N A LAND RIGHTS: 

S ~ AND ~ Y 10-11, 26-29 33-35 (Comm. Print 1974) [hereinafter SUM- CONCLUSIONS 
MARY AND CONCLUSIONS].Besides tabulating the amount of information held by agen-
cies, the study of this committee, in six volumes, analyzes the information-gathering 
practices of a l l  government agencies with respect to statutory authority, subject noti- 
fication, subject review, access by other agencies, public access, security precautions, 
and sources of information. See STAFF OF SUBCOMM.ON BCHTSC O N ~ O N A L  OF THE 

SENATEC0hfM. ON THE JUDICIARY.9 3 ~  DATA BANKS C o ~ m -CONC.,!bSPSS., F m m ~  AND 

TUTIONAL RIGHTS (Comm. Print 1974) [hereinafter FED^ DATA BANKS]. 
1516. See DATABANKS,s u p a  note 1502, at 244. 
1517. See Records Maintained by Government Agencies, Hearings on H X .  9527 

and Related Bilk Before a Subcomm. o j  the House Comm. on Government Opera- 
tions, 92d Cong., 2d Sess. 22 (1972) (statement of Representative Patten) [hereinafter 
Hearings on Records]. 

1518. Hearings on Mailing Lists. su@ note 1499. at  63 (statement of Representa- 
tive Horton). 

1519. Hearings on Data Banks, supra note 1504, at  574. 
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ceming information practices is difficvllt to fornlulate because the 
significance of privacy protection varies for each individual and with 
each individual circ~mstance.l6~0 Further, privacy collides with other 
social values that have proved equally difficult to define, such as 
freedom of the press and freedom of information.l"l Nevertheless, to 
determine the degree to which government must respect privacy, it is 
necessary to establish a working definition.~5~2 

Since Warren and Brandeis seized upon Judge Cooley's defini- 
tion of privacy as the "right to be let alone,"1623 numerous persons 
have attempted to sophisticate a privacy cioctrine.'"4 Clearly, privacy 
interests of the individual are many and varied. At issue in this dis- 
cussion 4re privacy interests relating to government information- 
handling and the individual's desire to maintain anonymity with 
regard to personal, identifying de~ails. A useful definition, therefore, 
is one in which a number of writers have concurred: the right of 
privacy is the right to control the flow of information concerning the 
details of one's individuality--one's physical and individual char- 
acteristics, knowledge, capabilities, beliefs, and In speci- 
fying the areas protected by the privacy right, however, legislatures 
and courts have invariably turned to a right of privacy based on the 
content of the information: only certain categories of information- 
information regarding the family or individual sexuality, for ex-
ample-are protected.'626 But the underlying privacy concept, which 
is tied to the individual andl his personality, has a considerably 

1520. HEW Report. supra note 1504, a t  38. 

1621. Id. 

1522. Pipe, Privacy: Establishing Restrictions on Government Inquiry, 18 AM. U .  


L. 	REV. 516, 518 (1969). 
1525. See Warren & Brandeis, The Right to Privacy, 4 HARV. L. REV. 193, at  193 

(1890). 
1524. See, e.g., A. MILLER,supra note 1503, at  210-38; A. WESTIN,supra note 1501. 

a t  51-51. 330-99; Fried, Privacy, 77 YALEL.J. 175, 182 (1968); Parker, A Definition of 
Privacy, 27 RUTGER~L. REV. 275 (1974). 

1525, See A. MILLER, tosupra note 1503, at  25 ("[Plrivacy is the individual's right 
control the circulation of information relating to him . . .");Fried, supra note 1524, 
at  483 ("Privacy, thus, is control over knowledge about oneself"); Comment, Main-
tenance and Dissemination of Criminal Records: A Legf [alive Proposal, 19 UCLA L. 
REV.654, at  654 n.2 (1972) ("The right of privacy is the right of the individual to 
decide for himself how much he will share with others his thoughts, his feelings, and 
the facts of his personal life"). Cf. Justice Douglas' definition of privacy as having a 
"dual aspect: [Elvery individual needs both to communicate with others and to keep 
his thoughts and beliefs from others. This means that a person should have the free- 
dom to select for himself the time and circumstances when he will share his thoughts 
and attitudes with others and to determine the extent to which that sharing will go." 
Douglas, F~rewordto Project, The Computerization of Government Files: What Impact 
on the Individual?, 15 UCLA L. REY. 1374, 1375 (1968). A broad view of privacy would 
also require that a person who discloses information to another be able to control 
the latter's disposition of that information. 

1526. Sea 5 U.S.C. 3 552@)(6) (1970), discussed in the text at  notes 700-44 supra; 
text at  notes 1562-788 & 1897-902 injra. 
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broader reach and thus has a significant potential for devebprnent 
and expansion, as the Privacy Act of 1974 i1 lu~tra tes . l~~~ 

3. Government Invasions of Privacy: Methods and Results 

There are three major stages in any information-handling system: 
acquisition, retention, and dissemination. Government information 
practices may threaten the individual's control over the flow of in- 
formation about himself at any of these stages; thus, four questions 
are raised: What information may be collected; under what circum- 
stances may it be retained; to whom may the data be made available; 
and what remedies or sanctions are available to secure effective pro- 
tection for privacy. 

The question of acquisition is the most crucial because all other 
problems come into play only after information is obtained. Gov- 
Lrnment agencies "tend to defend needs for information with a 
pledge of confidentiality of personal reports once secured, omitting 
the fact that intrusions on a person's privacy begin at the taking of 
sensitive personal facts."1628 Problems of acquisition have provoked 
considerable discussion. For example, certain questions asked of 
applicants for federal jobs have been challenged,1629 and several 
questions were removed from the proposed 1970 census after an 
outcry from persons protesting the sensitivity of the questi~ns.l~~O 
Even if the collection of certain information would not violate 
individual privacy rights, the methods employed to collect it, such 
as wiretapping and electronic surveillance,'631 may constitute such a 
violation. 

Retention and dissemination of acquired information pose 
equally grave threats. The  retention of certain criminal j u s t i ~ e l 5 ~ ~  
and welfare data1633 has become a prominent concern; in fact, the 
controversy that first focused attention on the right of privacy-the 
National Data Bank proposal-involved the place of retention.ln8' A 
problem that arises in the area of dissemination is that one agency 
that may legitimately collect and retain certain information on an 
i,ndividual, may, without the individual's consent, give the informa- 

1527. See text at notes 1966-2214 infra. 
1528. Hearings on the Census. supra note 1509, at 130 (Representative Betts). See 

id. at 270-82 (testimony of L.Speiser, ACLU). 
1529. See text at notes 2031-43 infra. 
1530. See text at notes 1990-93 infrcr. 
1531. See text at notes 1844-48 infra; Hearings on Militaty Sumeillance Before the 

Subcomm. on Constitutional Rights of the Senate Comm. on the Judiciasy, 93d Cong.. 
2d Sess. (1974) [hereinafter Hearings on Military Suweillance]. 

1532. See, e.g., Tarleton v. Saxbe, 507 F2d 1116 (D.C.6ir. 1974). 
1533. See text at notes 1709-18 infra. 
1534. See FED- DATA BANKS, supra note 1515; notes 2102-04 infra and accom-

panying text 
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tion to an agency that could not have legitimately collected it. The 
1974 Senate survey of agency practices found this danger quite real: 
"Once information about an individual is collected by a FederaI 
agency, it is likely that that information will be fairly readily passed 
on to other Federal, State and local agencies."1635 Finally, privacy in- 
terests are often further infringed when an individual whose privacy 
has been invaded is denied a remedy. 

The harms from unregulated government information-handling 
can be divided into three categories: psychological problems created 
by acquisition of data, l ~ s s  of individual benefits due to misuse of 
the data, and invasion of privacy per se. Any attempt to appraise 
the impact on individuals of data acquisition must consider the 
potential psychological harms. First, there is the very real possi- 
bility that individuals will, with increasing frequency, base their de- 
cisions regarding activities and expressions on how they will enhance 
their record.1630 A concern for a clean record, reinforced by the popu- 
lar conception of the computer as ~nforgetting,'B~~could threaten 
to create "a society in which unorthodoxy is discouraged by its 
notoriety, and even the mildest eccentricities are catalogued for 
official evaluation."lm8 This "'chilling effect" on unpopular expres- 
sions and beliefs exemplifies the theory of "aversive control" avoid- 
ance-leaning-that as an individual learns to avoid activities that 
he feels are disapproved, he will stop not only the disapproved activ- 
ities, but similar or related activities as well.lWQIn the extreme, indi- 
viduals may begin to doubt whether they exist apart from their 
record.lK40 

A 1952 study evaluating the impact of governmental loyalty and 
security inquiries found many resulting behavioral changes: sever- 
ance of membership in organizations on the Attorney General's list 
and cancellation of subscriptions to literature sent by these organi- 
zations; refusal to sign petitions without proof of a bona fide spon- 
sorship; refusal to join an organization not on the Attorney General's 
list for fear it might later develop in a radical direction; and cau- 
tiousness in political conversations with strangers.la41 Moreover, it 

1535. SUMMARYAND CONCLUSIONS,supra note 1515, at 37. 
1536. A. MILLER,supra note 1503, at 50. 
1537. This has been described as an "information prison" in which a penon's past 

places inescapable limits on his future. See Hearings on Dala Banks, supra note 1504, 
at 943 (testimony of C. Lister, ACLU). 

1538. Id. 
1539. See A. BANDURA, MODIF~CATION . . I?RINCIPLS OF BEHAVIOR 298-354 (1969). 
1540. A. MLLLER,supra note 1503, at 49. 
1541. See Johoda & Cook. Security Menrures and Freedom of Thought: An Ex-

ploratory Study of the Impact of  Loyalty and Security Prog~amr. 61 YALEL.J. 295, 
307-08 (1952). For a detailed treatment of the chilling effect of surveillance on legiti-
mate political activity see Askin, Surueillance: The Social Science Perspective. .in 
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broader reach and thus has a significant potential for development 
and expansion, as the Privacy Act of 1974 illustrates.1627 

3. Government Invasions of Privacy: Methodr and Results 
There are three major stages in any information-handling system: 

acquisition, retention, and dissemination. Government information 
practices may threaten the individual's control over the flow of in- 
formation about himself at any of these stages; thus, four questions 
are raised: What information may be collected; under what circum- 
stances may it be retained; to whom may the data be made available; 
and what remedies or sanctions are available to secure effective pro- 
tection for privacy. 

The question of acquisition is the most crucial because all other 
problems come into play only after information is obtained. Gov- 
crnment agencies "tend to defend needs for information with a 
pledge of confidentiality of personal reports once secured, omitting 
the fact that intrusions on a person's privacy begin at the taking of 
sensitive personal facts."'628 Problems of acquisition have provoked 
considerable discussion. For example, certain questions asked of 
applicants for federal jobs have been ~hallenged,l62~ and several 
questions were removed from the proposed 1970 census after an 
outcry from persons protesting the sensitivity of the questions.lEs0 
Even if the collection of certain information would not violate 
individual privacy rights, the methods employed to collect it, such 
as wiretapping and electronic sur~eillance, '~~~ may constitute such a 
violation. 

Retention and dissemination of acquired information pose 
equally grave threats. The iretention of certain criminal justice1Eg2 
and welfare data1E33 has become a prominent concern; in fact, the 
controversy that first focused attention on the right of privacy-the 
National Data Bank proposal-involved the place of retention.1684 A 
problem that arises in the area of dissemination is that one agency 
that may legitimately collect and retain certain information on an 
individual, may, without the individual's consent, give the informa- 

1527. See text at notes 1966-2214 infm. 
1528. Hearings on the Census, supra note 1509, at 190 (Representative Betts). See 

id. at 270-82 (testimony of L. Speiser. ACLU). 
1529. See text at notes 2031-43 infra. 
1530. See text at notes 1990-93 inpa. 
1591. See text at notes 184448 infra; Hearing on Military Surveillance Before the 

Subcomm. on Constitutional Rights of the Senate Comm. on the Judiciary, 93d Cong.. 
2d Sess. (1974) [hereinafter Hearings on Militasy Surveillance]. 

1532. See, e.g., Tarleton v. Saxbe. 507 F2d 1116 (D.C. 
1533. See text at notes 1709-18 infra. 
1534. See FEDERAL DATABANKS,supra note 1515; notes 2102-04 infra and acwm-

panying text 

6%.
 1974). 
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tion to an agency that could not have legitimately collected it. The 
1974 Senate survey of agency practices found this danger quite real: 
"Once information about an individual is collected bqr a Federal 
agency, it is likely that that information will be fairly readily passed 
on to other Federal, State and local agencies."1636 Finally, privacy in- 
terests are often further infringed when an individual whose privacy 
has been invaded is denied a remedy. 

The  hams from unregulated government information-handling 
can be divided into three categories: psychological problems created 
by acquisition of data, loss of individual benefits due to misuse of 
the data, and invasion of privacy per se. Any attempt to appraise 
the impact on individuals of data acquisition must consider the 
potential psychological hams. First, there i s  the very real possi- 
bility that individuals will, with increasing frequency, base their de- 
cisions regarding activities and expressions on how they will enhance 
their rec0rd.16~6 A concern for a clean record, reinforced by the popu- 
lar conception of the computer as ~nforgetting,'6~~could threaten 
to create "a society in which unorthodoxy is discouraged by its 
notoriety, and even the mildest eccentricities are catalogued for 
official e~a lua t ion ." l~~~ This *'chilling effect" on unpopular cxpres- 
sions and beliefs exemplifies the theory of "aversive control" avoid- 
ance-learning-that as an individual learns to avoid activities that 
he feels are disapproved, he will stop not only the disapproved activ- 
ities, but similar or related activities as In the extreme, indi- 
viduals may begin to doubt whether they exist apart from their 
record.lK40 

A 1952 study evaluating the impact of governmental loyalty and 
security inquiries found many resulting behavioral changes: sever-
ance of membership in organizations on the Attorney General's list 
and cancellation of subscriptions to literature sent by these organi- 
zations; refusal to sign petitions without proof of a bona fide spon- 
sorship; refusal to join an organization not on the Attorney General's 
list for fear it might later develop in a radical direction; and cau- 
tiousness in political conversations with ~trangers?~~l  Moreover, it 

1535. SUMMARY AND CONC&USIONS,supra note 1515, at 37. 

1536. A. NLLLER.
supra note 1503, at 50. 
1537. This has been described as an "information prison" in which a person's past 

places inescapable limits on his future. See Hearings on Data Banks, supra note 1504, 
at 943 (testimony of C. Lister, ACLU). 

1538. Id. 
1539. See A. BANDLRIA, OF BEHAVIOR 293-354 (1969). P~NCIPLES MODIFICATION 
1540. A. MLLLER,supra note 1503, at 49. 
1541. See Johoda & Cook. Security Measures and Freedom of Thought: An Ex-

ploratory Study of the Impact of Loyalty and Security Programs, 61 Y m  L.J.295. 
307-08 (1952). For a detailed treatment of the chilling effect of surveillance on legiti- 
mate political activity see Askin, Surveillance: T h e  Social Science Perspective, -in 
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broader reach and &us has a significant potential for development 
and expansion, as the Privacy Act of 1974 illustrates?K27 

3. Government Invasions of Privacy: Methods and Results 
There are three major stages in any information-handling system: 

acquisition, retention, and dissemination. Government information 
practices may threaten the individual's control over the flow of in- 
formation about himself at any of these stages; thus, four questions 
are raised: What information may be collected; under what circum- 
stances may it be retained; to whom may the data be made available; 
and what remedies or  sanctions are available to secure effective pro- 
tection for privacy. 

The  question of acquisition is the most crucial because all other 
problems come into play only after information is obtained. Gov- 
crnment agencies "tend to defend needs for information with a 
pledge of confidentiality of personal reports once secured, omitting 
the fact that intrusions on a person's privacy begin at the taking of 
sensitive personal Problems of acquisition have provoked 
considerable discussion. For example, certain questions asked of 
applicants for federal jobs have been challenged,1629 and several 
questions were removed from the proposed 1970 census after an 
outcry from persons protesting the sensitivity of the questions.1630 
Even if the collection of certain information would not vio!ate 
individual privacy rights, the methods employed to collect it, such 
as wiretapping and electronic surveillance,1631 may constitute such a 
violation. 

Retention and dissemination of acquired information pose 
equally grave threats. The  retention of certain criminal justice1632 
and welfare data1633 has become a prominent concern; in fact, the 
controversy that first focused attention on the right of privacy-the 
National Data Bank proposal-involved the place of retention.*634 A 
problem that arises in the area of dissemination is that one agency 
that may legitimately collect and retain certain information on an 
individual, may, without the individual's consent, give the informa- 

1527. See text at notes 1966-2214 infra. 
1528. Hearings on the Census, sups note 1.549, at 130 (Representative Betts). See 

id. at 270-82 (testimony of L. Speiser, ACLU). 
1529. See tart at notes 2031-43 infra. 
1530. See text at notes 1990-93 infsa. 
1531. See text at notes 184448 infra; Hearings on Military Surveillance Before the 

Subcomm. on Constitutional Rights of the Senate Comm. on the Judiciary, 93d Cong., 
2d Sess. (1974) [hereinafter Hearings on Militasy Surueiliance]. 

1532. See, e.g., Tarleton v. Saxbe, 507 FZd 1116 (D.C.6i1. 1974). 
1533. See text at notes 1709-18 infra. 
1534. See FED- DATABANKS,supra note 1515; notes 2102-04 infra and accom-

panying text 
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tion to an agency that could not have legitimately collected it. The 
1974 Senate survey sfagency practices found this danger quite real: 
"Once information about an individual is collected by a Federal 
agency, it is likely that that information will be fairly readily passed 
on to other Federal, State and local agencies."1635 Finally, privacy in- 
terests are often further infringed when an individual whose privacy 
has been invaded is denied a remedy. 

The  hams from unregulated government information-handling 
can be divided into three categories: psychological problems created 
by acquisition of data, loss oE individual benefits due to misuse of 
the data, and invasion of privacy per se. Any attempt to appraise 
the impact on individuals of data acquisition must consider the 
potential psychological harms. First, there is the very real possi- 
bility that individuals will, with increasing frequency, base their de- 
cisions regarding activities and expressions on how they will enhance 
their re~ord.16~~ A concern for a clean record, reinforced by the popu- 
lar conception of the computer as unf~rgetting,lE~~could hreaten 
to create "a society in which unorthodoxy is discouraged by its 
notoriety, and even the mildest eccentricities are catalogued for 
official evaluation."1638 This "chilling effect" on unpopular expres- 
sions and beliefs exemplifies the theory of "aversive control" avoid- 
ance-learning-that as an individual learns to avoid activities that 
he feels are disapproved, he will stop ilot only the disapproved activ- 
ities, but similar or related activities as well.1m3RIn the extreme, indi- 
viduals may begin to doubt whether they exist apart from their 
record.lB40 

A 1952 study evaluating the impact of governmental loyalty and 
security inquiries found many resulting behavioral changes: sever-
ance of membership in organizations on the Attorney General's list 
and cancellation of subscriptions to literature sent by these orgmi- 
zations; refusal to sign petitions without proof of a bona fide spon- 
sorship; refusal to join an organization not on the Attorney General's 
list for fear it might later develop in a radical direction; and cau- 
tiousness in political conversations with strangers.lB41 Moreover, it 

1535. SUMMARY AND CONCLUSIONS,supra note 1515, at 37. 
1536. A. MILLER.supra note 1503, at 50. 
1537. This has been described as an "information prison" in which a person's past 

places inescapable limits on his future. See Hearings on Dafa Bank,  supra note 1504, 
at 943 (testimony of C. Lister, ACLU). 

1538. Id.  
1539. See A. BAND^, PRINCIPLES MODIFICATION - .OF BEHAVIOR 293-354 (1969). 
1540. A. MILLER,s u p a  note 1503, at 49. 
1541. See Johoda & Cook.  Security Menrures and Freedom of Thought: An Ex-

ploratory Study of the Impact of Loyalty and Security Programs, 61 YALE L.J. 295, 
307-08 (1952). For a detailed treatment of the chilling effect of surveillance on legiti- 
mate political activity see Askin, Surueillance: The Social Science Perspective, .in 
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has been observed that surveillance of a particular individual need 
not actually be going on to produce the effect in that individual as 
long as there is public knowledge that surveillance has occurred 
and is continuing to occur.lM2 This is especially relevant because 
of recent surveys revealing widespread public concern over the threat 
to privacy from computers.lM3 Privacy is necessary for proper psy-
chological de~elopment ,"~~ for bealth,lM6 and for the growth of dem- 
ocratic societies.lM6 Yet, as Richard L. Tobin commented in a 1968 
editorial entitled "1984 Minus Sixteen and Counting," "[wle cannot 
assume . . . that privacy will survive simply because man has a psy-
chological or social need f i x  it."lM7 

Even certain decisions of federally elected officials seem "chilled" 
by various surveillance and information-keeping techniques. The 
New York Timcs stated on February 25, 1974: 

The source recalled one Senator who had been told of an investi- 
gation concerning his daughter, a college student who had "gotten 
involved in demonstrations and free love," and a Republican Repre- 
sentative who had been told that the FBI] possessed evidence indi- 
cating that he was a homosexual. 

"We had him in our pocket after that," the source said of the 
Representative. He added that he could not recall. the Senator, a 
liberal Democrat, ever criticizing the FEI in public.1648 

But, as Representative Mikva, himself the subject of an Army intel- 
ligence file pointed out: 

The objection to this program is not that a U.S. Senator may have 

SURVEILLANCE, AND FREEDOMS RICEITSDATAVEILLANCE PERSONAL 72-86 (CCLUM. HUMAN 
L. REV.ed. 1973). 

1542. See Askin. supra note 1541, a t  82. 
1543. For example, a national survey conducted in 1971 found that 53 per cent of 

the sample believed that computerized information files might be used to destroy in- 
dividual freedoms, and 58 per,cent felt that computers will be used in the futare to 
keep people under surveillance. In addition 38 per cent believed that computers rep- 
resent a real threat to personal privacy. 91 per cent of those questioced felt that com- 
puters were used to compile information files on U.S. citizens, and 54 per cent be-
lieved these lles were maintained for surveillance of activist or radical groups. Finally, 
62 per cent expressed their concern over the types of information being kept, and 45 
per cent said political activity records should not be kept. Id .  at 88. 

1544. Cf.  Handler Pic Hollingsworth, Stigma, Privacy, and Other Attitudes oj TNei- 
fare Recipients, 22 STAN. I,. RFV.1, 2 (1969). 

1545. Jourard, Some Psychological Aspects of Privacy, 31 LAW & CONTEMP.PROB. 
307, 318 (1966). 

1546. A. WESTIN. supra note 1501, at  34. 
1547. Tobin, 1984 Minus Sixteen and Counting, SATURDAY April 13, 1968, at  REV., 


77-78. 
1548. Crewdson, Files from H o o m  to Backers Reported, N.Y.Times, Feb. 25, 1974, 

a t  52, wl. 1 (late city ed.), quoted in 120 CONG.REC.H2440 (daily ed. April 2, 1974). 
See Hearings on Data Banks, supra note 1504, a t  137 (statement of Representative 
Mikva). 



1229 May-June 19751 Project 

beer1 subjected to surveillance, or that a special file was or was not 
kept on him . . . . 

The harm comes rather when the.ordinary citizen feels he cannot 
engage in political activity without becoming a "person of interest," 
without having his name and photo piaced in a file colloquially, if 
not officially, labeled "subversive."l~4~ 

Invasions of privacy aIso result in direct injury to the individual 
through misuse of his records, for once an individual divulges per- 
sonal information, he in  most instances Ioses all effective control 
over it.1550 Harm can result if information that is accurate from one 
perspective is used in a different coiltlxt in which it is mlieading. 
Harm can also result from incomplete o r  erroneous information 
collections. These possibilities are aggravated because in many situ- 
ations individuals Rave only limited rights to see; supplement, or 
correct their records.1~~1 

Damages flowing from the use of incomplete information are 
clear: In  1973, Massachusetts Governor Sargent gave a full pardon 
to a former felon who had kept his record clean for 10 years. T h e  
individual moved to a community 1000 miles away and enrolled 
in a community college. T h e  college president, after running a rou-
tine police check with the state's new computer file, learned of his 
conviction and expelled him. T h e  computer record had not included 
the full pard0n.16~2 Another case was related by Representative Moss: 

A young couple were returning .home to San Francisco one evening 
a year ago when they were stopped by Santa Clara County Sheriff's 
deputies, eventually handcuffed, held at gunpoint and locked up 
overnight on charges of auto theft. The arresting officers had queried 
the San Francisco city and coui~ty criminal justice data bank and 
learned that the couple's Falcon had been reported stolen a year 
earlier. Police hadJailed to enter into the computer the "pink slip" 
record that the car had been recovered by its rightful owners.1~63 

There are countless similar examples of individuals being denied 
employment, promotion, or some other benefit because of records 
of prior arrests.lBB4 That  charges were dropped or dismissed, or that 

1549. Hearings on Data Banks, supra note 1504, at 89. 
,1550. Criminal Justice Data Banks, Hearings on S. 2542, S. 2810, S. 2963, S.  2964 

Before the Subcomm. on Constitutional Rights of the Senate Comm. o n  the Judiciary, 
93d Cong., 2d Sess. 18 (1974) (statement of Senator Ervin) [hereinafter Hearings on  
Criminal Justice Data Banks]. 

1551. See, e.g.. text at notes 1578-93 injra. The new federal Privacy P.ct takes steps 
to provide rights of access and challenge for records held by :he federal government. 
See text at notes 2084-98 infra. 

1552. 120 CONG.Pa. H2459 (daily ed. April 2, 1974) (remarks of Representative 
Heinz). 

1553. Id. at 82456. 
1554. See Hearings on Criminal justice Data B a n b ,  s u p a  note 1550, at 5-7 (state-

ment of Senator Ervin). 
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the person was found not guilty, is often not added to the record?666 
The injuries resulting from inaccurate information are similar. An 
employer in Texas managed to get the arrest record of one Tosh 
from a hiend on the Fort Worth police department. He displayed 
mug shots and rap sheets to discourage voting for the union Tosh 
was organizing. The record being displayed was for one Charles 
ToscR, however, a convicted felon. Tosh, the organizer, had been 
arrested on minor charges and released.15~0 

The folIowing sections of this Project discuss the development 
of a right of privacy in state and fedei-al law. Using as an analytical 
framework the four questions regarding the threats posed by govern-
ment information-practices to individual privacy, the discussion 
examines consecutively the common-law privacy tort,1GB7 state 
~eatutes,~"~ federal statutes prior the federal constitutional l a ~ , l ~ 6 ~  
to the enactment of the Privacy Act of 1974,1600 and, finally, the 
new Privacy A~t, l6~l to see how the balance has been struck between 
the governmental need for information and individual privacy, and 
to see the extent to which these areas of the law provide adequate 
protection from the above-mentioned harms. Although the focus of 
the discussion is on federal law, state statutes and the common law 
are included in order to give a more complete picture of the themes 
underlying the development of legal protections for privacy. 
.-.-- - -

1555. See id. at 19. 
1556. 120 &NO. REC.H2452 (daily ed. April 2, 1974) (statement of Representative 

Moss). 
1557. See text at notes 1564-625 infra. 
1558. See text at notes 1626-788 iflfsa. 
1559. See text at notes 1789-915 ihfm. 
1560. See text at notes 1916-65 infra. 
1561. See text at notes 1966-2214 infra. 



May-Junc 19751 	 Project 1277 

@. T h e  Federul Constitutional Law of Privacy 

1. 	 Inherent Limitations on the Federal Government's 
Power T o  Collect Information 

The federal government is restricted to operating within the 
powers enumerated in the Constitution-a restriction that consti- 
tutes an inherent limitation on information collection by both 
Congress and the executive branch. While the power of Congress 
to collect infonnati0nl78~ is nowhere specifically enumerated, it has 

1789. See generally M. CONGRESSIONAL COMM~TEESDIMocK, I~WES~IGATING (1929); 
E. EBERLING, INVESTIGATIONS THEDEVELOPMENTSCONGRESSIONAL (1928); M. MCGEARY, 
OF CONGRESSIONAL POWER(1940); Alhnge, Congressional Investigations INVESTIGATIVE 
and the Fickle Court, 30 U .  CIN. L. REV. 113 (1961); Boudin, Congressional and Agency 
Investigations: Their Uses and Abuses, 35 VA. L. REV. 143 (1949); Coudert, Congres-
sional Znquisition cnd Individwl Liberty, 15 VA. L. REV.537 (1929); Cousens, The  
Purpose and Scope of Investigations Under Legislative Authority, 26 GEO. L.J. 905 
(1938);Driver, Constitutional Limitations on the Power of Congress T o  Punish Con-
tempts of Its Inuesligaling Committees, 38 VA. L. REV. 887 (1952); Ford, The  Lawyer 
and the Congressional Investigation, 21 S. CAL. L. REV. 242 (1948); Gose, The  Limits 
of Congressional Investigating Power. 10 WASH. L. REV.61 (1935); Hamilton. The  In- 
quisitorial Power of Congress, 23 A.B.A.J. 511 (1937); Landis, Constitutional Limita- 
tions on the Congressional Power of Investigation, 40 HARV.L. REV.153 (1926); Lash-
ley, The Investigating Power o f  Congress: Its Scope and Limitations, 40 A.B.A.J. 763 
(1954);Loring, Powers of Congressional Investigation Committees, 8 MINN.L. REV. 
595 (1924); Massey, Congressional Znuestigatiom and Individual Liberties, 25 U. CIN. 
L.REV.323 (1956); Merry, The Investigating Power of Congress: I t s  Scope and Limita- 
tions. 40 A.B.A.J. 1073 (1954); McGeary, The Congressional Power of Investigation. 28 
NEB. L. REV. 516 (1949): Moreland, Congressional Investigations and Persons, 
40 S. CAL. L. Rev. 189 (1967); Thnstall, The  Investigating P w e r  of Congress: Its 
Scope and Limitations, 40 W.L.*REV.875 (1954). 
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been found to exist by implication as a.necessary adjunct to the exer- 
cise of those powers that are enumerated.17" There are five express 
powers from which congressional authority to collect information 
can be implied: the powers to enumerate the population,1701 to im- 
peach,1792 to judge congressional election returns,1703 to discipline 
and expel members of Cong~ess,l7~~ The census and to 1eg i~ la te . l~~~  
clause of the Constitution literally permits merely an enumeration 
of "free Persons . . . excluding Indians not taxed,"17" although the 
census has in fact been used extensively as a means o f  collecting in- 
formation from the citizenry.l797 The Supreme Court has not yet 
ruled whether'the census power will support collection of informa- 
tion unrelated to actual en~meration,l7~s and the deliberations of 
the framers are unrevealing.l79Q One could logically conclude that 
the scope of the census power is limited to an actual counting. The 
Second Circuit, however, has held that the express language of the 

1790. The seminal case concerning implied powen is McCulloch v. Maryland, 17 
U.S. (4 Wheat.) 316 (1819). For a discussion of implied powers in the context of the 
collection of information see McGrain v. Daugherty, 273 U.S. 135, 160-75 (1927). 

1791. 'U.S. CONST. art. I, 5 2, d.3, requires: "The actual Enumeration shall be made 
within three years after the first Meeting of the Congress of the United States, and 
within every subsequent Term of ten Years, in such Manner as they shall by Law 
direct." 

1792. U.S. CONST. art. I, g 2, cl. 5, provides: "The House of Representatives . . . 
shall have the sole Power of Impeachment." U.S. CONST. art. i, g 3, cl. 6, provides: 
"The Senate shall have the sole Power to try all Impeachments." 

1793. U.S. CONST.art. I, g 5, cl. 1, provides: "Each House shall be the' Judge ot 
the Elections, Returns and Qualifications of its own Merllbers . . . ." 

1794. U.S. CONST. art I, 5 5, cl. 2, provides: "Each House may . . . punish its Mem. 
bers for disorderly Behaviour, and, with the Concurrence of two thirds, expel a Mem- 
ber." 

1795. U.S. CONST. art. I, g 1, provides: "All legisiative Powers herein granted shall 
be vested in a Congress of the United States, which shall consist of a Senate and 
House of Representatives." Legislative powers are enumerated more specifically in 
U.S. CONST.art. I, g 8. 

1796. U.S. CONST. art. I, 8 2, d.3. 
1797. See Hearings on the Census, supra note 1509, at 460 (memorandum from 

the Census Bureau). See also Fernandez, T h e  Census, 42 S. CAL. L. REV. 245 (1969); 
text at  notes 1925-38 infra; notes 1990-93 infra and accompanying text. 

1798. The Court, in Rnox v. Lee, 79 U.S. (12 Wall.) 457, 536 (1870) (Legal Tender 
Cases) noted in dictum: 

[A] power may exist as an aid to the execution of an express power, or an ag-
gregate of such powers, though there is another express power given relating in 

art to the same subject but less extensive. Another illustratioll of this may bz 
Found in connection with the provisions r&specting a census. The Constitution or- 
ders an enumeration of free persons in the different States every ten years. The 
direction extends no further. Yct Congress has repeatedly directed an enumeration 
not only of free persons in the States but of free persons in the Territories, and 
not only an enumeration of persons but the collection of statistiol respecting age, 
ex, and production. Who questions the power to do this?" 

1799. See 1 THERECORDS CONVENTION 1787, 600-06 (M. Farrand OF THE FEDERAL OF 

ed., rev. ed. 19.37). The debates do not indicate the intended scope of the census power. 
The  primary discussions related to problems of representation, i.e.. whether wealth 
was a proper. measure and who would be:counted. 
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Constitution limiting the census to an enumeration "does not pro- 
hibit the gathering of other siatistics, if 'necessary and proper,' for 
the intelligent exercise of other powers enumerated in the constitu- 
tion, and in such case there could be no objection to acquiring this 
information through the same machinery by which the population is 
enumerated . . . ."lsoo 

An implied power to investigate exists under each of the other 
four powers. I t  is available to Congress for the purpose of collecting 
information necessary to an informed exercise of those 
but is limited by the breadth of the express functions to which i t  
attaches. Three of these express functions-the power to impeach, 
the power to jcdge congresional election returns, and the power to 
discipline and expel members of Congress-are judicial in nature.lso2 
Because Congress is primarily a legislative body and because the three 
judicial powers reserved to Congress are extremely limited in scope, 
the investigative powers arising under these functions will be used 
in far fewer instances than the investigative power falling under the 
legislative function.lao3 

T h e  parameters of the investigative power inferred from the 
legislative function were established in Kilbourn v. Thompson1804 
and McGrain v. Daugherty.ls06 Prior to 1880, the courts had given 
Congress almost unlimited power to investigate,'s06 but in Kilbourn, 
the Supreme Court upheld a citizen's right not to respond to con- 
gressional subpoenas issued in an investigation in furtherance of an 
illegitimate purpose. The  Court noted that the inquiry could not be 
"simply a fruitless investigation into the personal affairs of indi-

1800. United States v. Moriarity. 106 F. 886, 891 (2d Cir. 1901). 
1801. Concerning investigations relating to the power to legislate see Eastland v. 

United States Servicemen's Fund, Inc., 43 U.S.L.W. 4635, 4639-40 (US. May 27, 1975); 
McGrain v. Daugherty, 273 US. 135 (1927); text a t  notes 1804-19 infsa. Concerning 
investigations relating to the power to judge congressional election returns see Barry 
v. United States ex rel. Cunningham, 279 U.S. 597 (1929). Concerning investigations 
relating to the power to discipline and expel members of Congress see In re Champ-
man, 166 US. 661, 668 (1897). See generally Moreland, supa  note 1789. 

1802. Barry v. United States ex ;el. Cunningham, 279 US. 597, 613 (1929). 
1803. Although i t  is dear that the power of investigation exists under the impeach- 

ment dause, no cases have arisen on this matter. See Moreland, supra note 1789, a t  
224, Barry v. United States ex rel. Cunningham, 279 U.S. 597 (1929). is the only case 
directly concerning the investigative power pursuant to the congressional authority 
to judge election returns, although both United States v. Norris. 300 U.S. 564 (1937), 
and Roudebush v, Hartke, 405 US. 15 (1972), indicated that such a power exists. Fi-
nally, other than Powell v. McConnack. 395 US. 486 (1969). which assumes but does 
not discuss the investigative power, In re Chapman, 166 US. 661 (1897). is the sole 
Supreme Court case on investigations relating to the authority to discipline and expel 
members. United States v. Brewster, 408 U.S. 501 (1972). does, however, discuss in dic- 
tum the nature and extent of the congressional power 	to discipline members. 

1804. 103 US. 168 (1880). 
1805. 273 US. 135 (1927). 
1806. See Moreland, s e r e  note 1789. a t  189-211, and cases a ted  therein. 
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v idua l~ ,"~~~7but must be capable of resulting in "valid legislation on 
the subject to which the inquiry referred."ls08 In McGrain, the Court 
upheld subpoenas issued in an investigation of the Justice Depart- 
ment for the purpose of formulating reform legislation. The Court 
reasoned that "[a] legislative body cannot legislate wisely or effec-
tively in the absence of information respecting the conditions which 
the legislation is intended to affect or change."lsoo It is today clear 
that the legislative power "encompasses inquiries concerning the 
administration of existing laws as well as proposed or possibly 
needed statutes . . . , includes surveys of defects in our social, eco- 
nomic or political system for the purpose of enabling the Congress to 
remedy them. .. ,[and] comprehends probes into departments of the 
Federal Government to expose corruption, inefficiency or waste."ls10 
Thus, while the requirement of a proper legislative purpose consti- 
tutes a restraint on Congress, the sphere of legitimate legislative 
activity, as the Court suggested recently in Eastland u. United States 
Seriucemen's Fund,lsll is sufficiently broad to justify an inquiry into 
almost any question of national interest. 

A further limitation on the congressional investigative power is 
that all questions must be pertinent to the asserted legislative pur- 
pose.1812 When an investigation is conducted by either the full House 
or Senate this limitation is of little consequence since Congress' 

1807. 103 U.S. at  195. 
1808. 103 U.S. at  195. Of interest are the conflicting interpretations given Kilboum 

by the majority and concurring opinions in Eastland v. United States Servicemen's 
Fund, 43 U.S.L.W. 4635 (U.S. May 27. 1975). discussed in the text at  notes 1873-76 in-
fra. In Kilbourn the House of Representatives attempted to punish an individual for 
contempt for refusal to comply with a congressional subpoena. The Court invalidated 
the House's effort, reasoning that the subject matter of the investigation was judiaal 
and not legislative, and that the House had thus "assumed a power which a u l d  only 
be properly exercised by another branch of the government ...."103 US. a t  192. 
The majority in Eastland stated that the subpoena at issue in Kilboum was subject 
to attack because it was not essential to legislating. 43 U.S.L.W. at 4640. The wn- 
curring opinion of Justices Marshall, Breman, and Stewart, however, stated that the 
individual in Kilbourn was able to attack the subpoena because his suit was brought 
against the House Sargeant at Arms, who was carrying out the unconstitutional di-
rective, rather than against House members or their legislative aides. 43 U.S.L.W. at 
4643. The concurring justices thus sought to emphasize that congressional subpoenas 
within the legislative sphere aie subject to attack as long as Congressmen or their 
aides are not the parties defendant 

1809. 273 U.S. at  175. The Court also observed: "In actual legislative practice power 
to secure needed information . . . has long been treated as an attribute of the power 
to legislate. I t  was so regarded in the British Parliament and in the Colonial legisla- 
tures before the American Revolution; and a like view has prevailed and been carried 
into effect in both houses of Congress and in most of the state legislatures." 273 US. 
at 161. 

1810. Watkins v. United States, 354 US. 178, 187 (1957). 
1811. 43 U.S.L.W. 4635, 4639-41 (U.S. May 27, 1975). 
1812. See Sinclair v. United States, 279 U.S. 263 (1929). See aLto Deutch v. United 

States. 354 U.S. 178 (1957). The pertinency requiremint has been codified at 2 U.S.C. 
8 192 (1970). 
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power to legislate in so many areas virtually ensures that there will 
be a proper legislative purpose to which almost any question could 
be pertinent.1818 Most investigations, however, are carried out by 
congressional committees1814 or federal agencies1816 to which Congress 
has delegated its investigatory power for specific purposes through 
authorizing resolutions or statutes.1816 Authorizing resolutions are 
often broad in scope, but there is at least a minimal requirement 
that such resollltions delineate the agency's "jurisdiction and pur- 
pose with sufficient particularity" to ensure that compulsory process 
is used only in furtherance of a legislative purpose,1817 and at times 
agency investigations exceeding the bounds of congressional au-
thorizations have been disallowed and witnesses permitted to forgo 
responding to inquiries.18** While Congress can amend delegating 
legislation to enable questions to satisfy the purpose and pertinancy 
requirements, amending resolutions or legislation require consider- 
able csngressionaI effort and are unlikely to be enacted except in 
cases of great concern. Where a witness objects to the pertinancy of 
a question at a committee hearing, "unless the subject matter has 
been made to appear with undisputable clarity, it is the duty of the 
investigative body . . . to state for the record the subject under 
inquiry at that time and the manner in which the propounded 
questions are pertinent thereto."1819 On the basis of this require- 
ment, which is derived from the due process clause of the fifh 
amendment, the Court on several occasions has reversed contempt 
convictions resulting from refusals to answer investigative in-

1813. See Barry v. United States ex rel. Cunningham, 279 U.S. 597 (1929). 
1814. See, e.g., Barenblatt v. United States, 360 U.S. 109 (1959); Watkins v. United 

States, 354 U.S. 178 (1957). 
1815. See, e.g., United States v. Morton Salt Co., 338 US. 632 (1950); Electric Bond 

& Share Co. v. SEC, 303 U.S. 419 (1938); Sindair v. United States, 279 U.S. 263 (1928); 
ICC v. Brimson, 154 U.S. 447 (1894). See also Note, Invesfigatory Powers of Congress 
and Administrative Agencies, 26 WASH.U. L.Q. 531 (1941). Congress' power of investi- 
gation was held to be delegable to federal administrative agencies in ICC v. Brimson. 
154 US. 447 (1894). 

1816. For codified examples of congressional delegation of investigatory powers to 
administrative agencies see 26 US.C. 5 7602 (1970) (examination of books, papers, or 
records to ascertain the accuracy of any tax return); 44 U.S.C. gg 3501-11 (1970) (pro- 
cedure to be followed by federal agencies in collecting information, including hearings 
as to the necessity of such collection). See generally 13 U.S.C. g p  41, 44, 61, 62, 101. 
102, 131, 141, 142, 161, 301 (1970) (permitting Census Bureau to collect information 
unrelated to enumeration). 

1817. Watkins v. United States, 354 U.S. 178, 201 (1957). See Barenblatt v. United 
States, 360 U.S. 109 (1959): United States v. Rumely, 345 U.S. 41 (1953). 

1818. Several early cases disallowed agency investigations exceeding the bounds of 
congressional authorities. See, e.g., Hamman v. ICC, 211 U.S. 407 (1908); United States 
v. Louisville & N. R.R.. 236 US. 318 (1915); FTC v. American Tobacco Co., 264 US. 
298 (1924). See Mechem, Fishing Expeditions by Commissions, 22 MICA.L. REV.765 
(1924). 

1819. Watkins v. United States, 354 US. 178. 214-15 (1957). 
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quiries:18z0 because a witness can object to questions on pertinancy 
grounds, fundamental fairness requires that he not be placed in 
jeopardy of a contempt citation without being afforded the oppor- 
tunity to judge for himself the question's pertinancy. 

The executive branch's power to investigate is similarly expan- 
sive, derived principally from the President's authority to "take Care 
that the Laws be faithfully executed."lR21 T h e  scope of the Rresi- 
dent's investigatofy power under this provision, while nos yet tested 
in the is presumably limited only by the same purpose 
and pertinancy requirements thzt limit congressional investiga-
t i o n ~ . ~ ~ ~ ~Because of the myriad laws to enforce, however, these 
requirements are only minor restrictions. This power to investigate 
is apparently subject to narrowing by Congress since Congress can 
revoke any law it enacts and can presumably, therefore, revoke 
executive power to collect information necessary to enforce any 
1aw.lsZ4 

2. The Constitutional Right of Disclosural Privacy 
In interpreting certain provisions of the Bill of Rights to protect 

the individual from governmental intrusions, the Supreme Court 
tias sApoken broadly of a right of privacy. Although there is no ex-
plicit constitutional recognition of such a right, the Court "has recog- 
nized that a right of personal privacy, or a guarantee of certain areas 
or  zanes of privacy, does exist under the Constitution."l826 A right 
of privacy has been found In the fourth amendment,l8*6 the fint 
m e n d m e n ~ , l ~ ~ ~penumbras emanating from the first eight amend- 

1820. See, eg.,  Watkins v. United States, 354 U.S. 178 (1957). See aLro Gibson v. 
Florida Legislative Investigation Comm., 372 US. 539 (1963); Sweezy v. New Hamp- 
shire. 354 U.S. 234 (1957). Rut see Uphaus v. Wyman, 360 US. 72 (1959). 

1821. US. CONS. art. 11, 8 3. The power to investigate n a y  also be implied Erom 
other mnstitutionally enumerated powers of the President, such as the power of par- 
don granted in U.S. CONS. art. XI, $ 2. 

1822. In Laird v. Tatum. 408 US. 1 (1972), the plainti& challenged an Army 
civilian-surveillance program used to gather information allegedly necessary to an in-
telligent use of force in cases of civil disorder. The Court, holding the case nonjus- 
tiaable because the reccrd showed no objective harm, noted that "it is significant that 
the principle sources of information were the news media and publications in general 
circulztion." 408 U.S. a t  6. This statement implies that the exect~tive's 1xe of the in- 
vestigative power does not dearly controvert plaintiff's rights so long the informa- 
tion was already public. The concept of "public facts" is rooted in the common law 
of privacy. See text a t  notes 1584-90 supra. 

1823. See text at notes 1804-20 supra. 
1824. The  limitations on the manner in which the execative can collect information 

imposed by statutes such as the Omnibus Crime Control and Safe Streets Act of 1968 
g 802, 18 US.C. $8 2511, 2516-18 (1970). evidence the truth of this proposition. 

1825. Roe v. Wade, 410 US. 113, 152 (1973). 
1826. See Katz v. United States, 389 U.S. 347 (1967). 
1827. See Stanley v. Georgia, 394 U.S. 557 (1969); NAACP v. Alabama, 357 U.S. 449 

(1956); Watkins v. United States. 354 U.S. 178 (1957). 
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r n e n ~ , l ~ ~ ~the ninth amendment,1s29 and the concept of ordered 
liberty guaranteed by the due process clauses of the fifth and four- 
teenth amendments.1830 Significantly, in discussing the right of pri- 
vacy, the Court has not distinguished between disciosural privacy- 
the right to control the flow of information concerning the detaiIs 
of one's individ~alityl~~~--and that aspect of privacy concerning the 
individual's ability to decide whether to perform certain acts or to 
undergo certain experiences, an aspect accurately characterized as 
privacy relating to personal autonomy.1s" Many of these cases, ape-
cially the "privacy cases,"lm3 have focused on the privacy of autonomy. 
It is the purpose of this section to analyze the degree of ~ ~ o t e c t i o n  for 
disciosural privacy offered by each of the constitutional sources of 
privacy pr0tection,l6~~ to determine whether these separate protec- 
tions are capable of being generalized into a unirary right of dis-
dosural privacy, and to ascertain when government interests in 
information acquisition, retention, and dissemination will over-
ride individual privacy interests. 

Except for the third amendment's ban on the quartering of 
soldiers in any house without the owner's consent in times of peace- 
a very narrow prohibition-the fourth amendment comes closer to 
mentioning a right of privacy than any other provision of the Con- 
-

1828. See Griswold v, Connecticut, 381 U.S. 479 (1965). 

1829. See Griswold v. Connecticut, 381 US. 479,486 (1965) (Goldberg. J., concurring). 

1830. See Roe v. Wade, 410 U.S. 113 (1973). See ako, Beaney, The Constitu:ional 


Right to Privacy in the Supreme Court, 1962 SUP. CT. REV.212. 
1831. See text at note 1525 supra. Note that the term "privacy" as defined here is 

not necessarily the same as the right that is protected a t  common law. See text at  
notes 1562-625 supra. 

1832. Compare Katz v. United States, 389 US. 347 (1967) (didosure), with Roe v. 
Wade, 410 US. 1:3 (1973) (autoncmy). For a discussion of the disclosure-autonomy 
distinction see Beardsley, Privacy: Autonomy and Selecfive Disclosure, in PNVACY56 
(J. Pennock & J. Chapman eds. 1971). See also Greenawalt, The Right of Privacy, in 
THERIGHTSOF AMERICANS299 (N. Dorsen ed. 1971); Gross, The Concept of Privacy, 
42 N.Y.U. L. REV.34 (1967); Note, supra note 1720; Note, Roe and Paris: Does Privacy 
Hare a Principle?. 26 STAN. L. REV. 1161 (1974). 

1833. See, e.g., Roe v. Wade, 410 U.S. 113 (1973); Griswold v. Connecticut, 381 US. 
479 (1965). See text a t  notes 1877-902 infra. 

1834. The fifth amendment privilege against self-incrimination does deal with an 
individual's interest in disclosural privacy, cf. Boyd v. United States. 116 US. 616 
(1886); Mapp v. Ohio. 367 U.S. 643, 661-65 (1961) (Black. J., aoncurring), but the pri- 
vacy protection afforded by that amendment is minimal because incriminating testi- 
mony can be cumpelled if either use or transacrional immunity from prosecution b 
conferred on the witness. See Kastigar u. United States, 406 U.S. 441 (1972); Zicarelli 
v. State Commn. of Investigation, 406 U.S. 472 (19'12). The  f i f t t  amrrrciment privilege 
against self-incrimination a h  dots not apply to the compelled production of pri-
vately beId but legally required records. W i h n  v. United States, 221 US. 361. 380 
(1911). Nor does the privilege apply "to records required by law to be kept in  order 
that there may be suitable information of transactions which are the appropriate s u ! ~  
jects of governmental regulat~on . . . ." Wilson v. United States, 221 US. 361. 380 
(1911). See aLto Davis v. United States, 328 US. 582 (1946). 
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stit~tion.1836An examination of some of the principal search and 
seizure cases suggests a broad concern for privacy underlying the 
fourth amendment. For example, in Boyd v. United Statesla" the 
Court struck down a statute empowering a court to require a de- 
fendant to produce personal papers; it reasoned that the essence of an 
unreasonable search and seizure is "not the breaking of his doors, 
and the rummaging of his drawers, . . . but . . . the invasion of his 
indefeasible right of personal security, personal liberty and private 
property. . . ."la37 In holding that the fourth amendment limits the 
compu1sor-y production of evidence in addition to prohibiting un- 
lawful searches,1838 the Court provided protection for a privacy con- 
cept broad enough to include both disclosure and autonomy.183B 

In Olmstead v. United States,1840 the Supreme Court retreated 
from the broad formulation of Boyd to a mechanistic interpretation 
of the fourth amendment by sanctioning a home telephone tap that 
did not constitute a technical trespass. Chief Justice Taft, writing 
for the Court, interpreted the fourth amendment as forbidding only 
"an actual physical invasion of [one's] house."1841 By emphasizing 
the manner rather than the effect of the invasion, the holding nar- 
rowed the concept of privacy underlying the fourth amendment. In 

1835. The fourth amendment to the Constitution provides: "The right of the peo- 
ple to be secure in their persons, houses, papers, and effects, against unreasonable 
searches and seizures, shall not be violated; and no Warrants shall issue but upon 
probable cause, supported by Oath or a5rmation. and particularly describing the 
place to be searched, and the persons or things to be seized." See generally A. AMSTER-
DAM,FEDERALCONSITCUTIONAL ON SEIZURE,ARREST, DETENTIONANDRESTRAINTS SEARCH, 
INTERROGATIONBY STATELAW OFFICERSENFORCEMENT (1966); P. GAY,THE POLICEMAN 
AND THE ACCUSED & G. PORTER, ARREST, S w m ,  AND(1965); L. KOLBREK THELAWOF 

SEIZURE(1965); N. LASSON, OF THE FOURTHTHE HISTORYAND DEVELOPMENT AMENDMENT 
TO THE (1937); Amsterdam, Perspectives on the Fourth UNITED STATES CONSI~TU~ON 
Amendment. 58 MINN. L. REV.349 (1974); Note. The Concept of Privacy and the 
Fourth Amendment, 6 U. MICH.J. E.REF.154 (1972). 

1836. 116 U.S. 616 (1886). 
1837. 116 U.S. at  630. 
1836. See, e.g., Gouled v. United States, 255 U.S. 298 (1921); Ex parte Jackson, 96 

U.S. 	 727 (1878). But cf. Carroll v. United States, 267 US. 132 (1925). 
1839. Boyd demonstrates that the fourth amendment serves two purposes: the pro- 

tection of individual privacy and the protection of the individual against the wm-
pulsory production of evidence t~ be used against him, as well as against unlawful 
searches. See Davis v. United States, 328 U.S. 582, 587 (1946). Based on this dual pur- 
pose analysis, one could argue that the "right to be let alone" attaches only in a 
criminal context, since, as the Court noted in Boyd, the fourth and fifth amendments 
"run almost into each other." 116 U.S. a t  630. However, the inference that privacy 
is fully protected by the fourth amendment only when the individual is suspected of 
criminal activity was rejected by the Court in Camara v. Municipal Court, 387 US. 
523 (1967). 

1840. 277 U.S. 438 (1928). Cf. Silverman v. United States, 365 U.S. 505 (1961) (slight 
physical penetration of premises by a spike microphone constitutes a technical tres-
pass and, if made without a wanant, is an illegal search). 

1841. 277 U.S. a t  466. 
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an often-quoted dissent, Justice Brandeis adhered to the broader 
view: 

The makers of our Constitution undertook to secure conditions 
favorable to the pursuit of happiness. They recognized the signifi- 
cance of man's spiritual nature, of his feelings and of his intellect. 
They knew that only a part of the pain, pleasure and satisfaction 
of life are to be found in material things. They sought to protect 
Americans in their beliefs, their thoughts, their emotions and their 
sensations. They conferred, as against the Government, the right to 
be let alone-the most comprehensive of rights and the right most 
valued by civilized men. To protect that right, every unjustifiable 
intrusion by the Government upon the privacy of the individual, 
whatever the means employed, must be deemed a violation of the 
Fourth Amendment.1842 

One author interpreted Justice Brandeis' construction of the fourth 
amendment to require that "all government intrusions on a person's 
privacy at home, in his papers and effects, and on his free movement 
would have . . . to be justified, with the government forced to bear 
the burden of showing why a particular form of interference was 
reasonable. Privacy, though not absolute, would have a high place 
in the hierarchy of protected ~alues ." l~4~ 

In Katz v. United States,1s44 the Court returned to a more expan- 
sive view of the fourth amendment by excluding evidence obtained by 
the use of an electronic listening and recording device attached to 
the outside of a public phone booth. Abandoning the Olmstead 
trespass doctrine,lM6 the Court based its decision on the sweeping 
proposition that "the Fourth Amendment protects people, not places. 
What a person knowingly exposes to the public, even in his own 
home or office, is not a subject of Fourth Amendment protection .... 
But what he seeks to preserve as private, even in an area accessible 
to the public, may be constitutionally protected."lM6 The  fourth 
amendment applied in this instance, the Court stated, because the 
defendants had "justifiably relied"1s47 upon the privacy afforded by 
the public phone booth. In his concurrence, Justice Harlan under- 
stood the Court's holding to require 

first that a person have exhibited an actual (subjective) expectation 

1842. 277 U.S. at 478. 

1843. Beaney, supra note 1830, at 227. 

1844. 389 U.S. 347 (1967). 

1845. 389 U.S. at 353. The Court refused to overrule Olmstead expressly, but Jus-


tice Harlan, concurring, felt that Olmstead, '"which essentially rested on the ground 
that conversations were not subject to the protection of the Fourth Amendment" Rad 
been overruled. 389 U.S. at 362 xa. 

1846. 389 U.S. at 351-52. 

1847. 389 U.S. at 353. 




Michigan Law Review 

of privacy and, second, that the expectation be one that society is 
prepared to recognize as "reasonable." Thus, a man's home is, for 
most purposes, a place where he expects privacy, but objects, activ- 
ities, or statements that he exposes to the "plain view" of outsiders 
are not "protected" because no intention to keep them to himself has 
been exhibited. On the other hand, conversations in the open would 
not be protected against being overheard, for the expectation of 
privacy under the circumstances would be unreasonable.1848 

While the Katr view of the privacy coilcept underlying the fourth 
amendment goes only to disclosure and not to autonomy, and is 
therefore not as broad as the implications of Boyd, the decision sug- 
gests that the fourth amendment--equaily applicable in the non-
criminal conte~tle4~--gives rise to a zone of privacy adherix~g to :he 
individual,l850 at  times even in situations outside the home.'"61 Be-
cause the test turns on what society deems a reasonable expectation 
of privacy, the individual of course receives more protection within 
his home than without, in accordance with the common law prior 
to the Con~titution.l85~ But, while applicable in a broad range of 
contexts, this fourth amendment right of disclosural privacy affords 
minimal protection because it mast yield in the face of reasonable 
governmen; intrusion. While the fourth amendment has been inter- 
preted to require probable cause or a warrant for searches in the crim-
inal and in administrative searches involving physical in-
trusions by government agents into the home,laE4 it is satisfied in the 
case of questionnaires if tiie information sought is "reasonably 

1848. 389 U.S. at  361. 

1849. See Camara v. Municipal Court, 387 US. 523 (1967); Frank v. Maryland, 359 


U.S. 360, 377 (1959) (Douglas, J., dissenting). 
1850. The  notion of a "zone of privacy" outside the home was apparently rejected 

in Paris Adult Theatre I v. Slaton, 415 U.S. 49, 66 (1973). However, unlike Katz, which 
was a disdosure case, Paris involved the privacy of autonomy. Petitioners in Paris had 
'wen enjoined by the Georgia supreme court from exhibiting two allegedly obscene 
films. They nrgued that the constitutional doctrine of privacy laid down in Stanley v. 
Georgia, 394 US. 557 (1969), where the Court held that the possession of obscene ma- 
terials in the home was beyond the reach of the state's aiminal law because the Con- 
stitution protected the right to receive information and ideas and to be generally bee 
from government intrusion, applied outside the home as well. The Court rejected this 
extension of Stanley, holding that the privacy of the home could not be equated with 
a general zone of privacy that follows a consumer of obscene materials wherever he 
goes. 413 U.S. a t  66. These cases indicate that certain aspects of privacy of autonomy, 
while protected inside the home, are not necessarily protected outside the home. The 
privacy of disdosure, however, is oriented to the person, not to the place, and thus 
should follow the individual wherever he may be. Thus, Paris should not be inter- 
preted as rejecting the zone cf privacy notion with respect to disdosure. 

1851. Sze Katz v. United States, 389 US. 347, 351 (1967). 
1852. See Barrett, Personal Rights, Propet-ly Rights and the Fourth Amendment, 

1960 SUP.Ch.REV.46. 
1853. See United States v. United States District Court, 407 U.S. 297, 323 (1972); 

Chime1 v. California, 395 US. 752, 762-64 (1969). 
185%.See Camra v. Municipal Court, la87 US. 523 (1967). 
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related to governmental purposes Underand f u n c t i ~ n s . " ~ ~ ~ ~  this 
test, census questionnaires have been sustained,1866 despite the wide 
scope of census Moreover, witnesses subpoened by question~.~S~T 
grand juries cannot challenge information requests by alleging that 
the grand jury lacked any reasonable ground for suspecting any 
criminal violations,lsK8 nor can they object to questions on relevance 
groun&s.l85@In sum, fourth amendment privacy poses at most a minor 
barrier to governmEnt collection of information from the population 
at large. 

A line of cases beginning in the 1950's suggests that the first 
amendment is a source of a right of disclosural privacy.lB60 Many of 
these cases involved legislative investigations conducted by the 
House Un-American Activities Committee, or b;r similarly purposed 
state committees. The cont~ovessies arose when witnesses before the 
committees refused to answer questions concerning the association 
of other individuals with the Communist Party on the basis that the 
first amendment barred the committee from forcing such disclo- 
sure.lsal The Court concluded that "privacy of association" was a 
necessary concomitant to first amendment freedoms, that forced dis- 
closure would abridge those heedoms, and that to justify such an 
abridgement a state must "convincingly show a substantial relation 
between the information sought and a subject of overriding and 
compelling state interest."18g2 Other related cases have similarly made 
clear that a state's pc re r  to make inquiries about a person's beliefs 
or associations is limited by the first amendment.lss3 In the areas of 
public employment18* and bar admission1s66 in particular the Court 
has disallowed broad sweeping inquiries for purposes of determining 

1855. Olmstead v. United States, 277 US. 438, 478 (1928) (Brandeis, J., dissenting). 
1856. See United States v. Rickenbacker, 309 F2d 462, 463 (2d Cir. 1962), cert. de- 

nied. 371 U.S. 962 (1963). 
1857. See text at  notes 1925-38 infra; notes 1990-93 infra and accompanying text. 
1858. Hale v, Henkel, 201 US. 43 (1906); Levinson v. Attorney General, 321 IF. 

Supp. 984 (ED.Pa. 1970). See generally United States v. Calandra, 414 U.S. 338 (1974); 
Branzburg v. Hayes, 408 US. 665 (1972). 

1859. Blair v. United States, 250 U.S. 273 (1919). See also United States v. Girgenti, 
197 F2d 218 ((M Cir. 1952). 

1860. See, e.g., Barenblatt v. United States, 360 U.S. 109 (1959). See also Shelton v. 
Tucker, 3G4 US. 479 (1960); NAACP v. Alabama, 357 U.S. 443 (1958). 

1861. The  issue in these cases was not whether the committees had the inherent 
investigative power to require answers but whether the Bill of Rights served as a 
limitation on the inherent invessgative power. See, e.g., Barenblatt v. United States, 
360 U.S. 109, 114 n.2 (1059); Uphaus v. Wyrnan, 360 U.S. 72, 75 (1959). 

1862. Gibson v. Florida Legislative Investigation Commn., 372 U.S. 539, 546 (1962). 
1863. See, e.g., Baird v. State Bar, 401 U.S. 1, 6 (1971). 
1864. See, e.g., Keyshian v. Board of Regents, 385 US.  589 (1967); Elfbrandt v. 

Russell, 384 US. 11 (1966); Shelton v. Tucker. 364 U.S. 479 (1960). 
1865. See, e.g., I n  re Stolar, 401 U.S. 23 (1971); Baird V. State Bar of Arizona, 401 

U.S. 1 (1971). 
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fitness that discourage the exercise of first amendment rights. Thus, 
although these cases have focused on the "chilling effect" that dis- 
closure would have on the exercise of first amendment freedoms,1ssa 
they clearly hold that the first amendment protects disclosural privacy 
interests and lend at least some support for the construction of a right 
of disclosural privacy. 

There are, however, two limitations on the general rule that 
governments cannot violate constitutional rights when acquiring in- 
forrnatior1~~~7that may restrict an individual's ability to assert a first 
amendment privacy right as a defense to a governmental demand for 
infomaton. First, recipients of information requests generally are 
unable to assert by way of defense violations of the constitutional 
rights of third parties,l868 at least where no injury in fact is demon- 
strated by the re~ipient. l8~~ This bar on the assertion of constitu- 
tional jus tertii has many exceptions, however, and in recent years 
it has been honored mostly in the breach.l87O Thus, in NAACP V. 

Alabamals71 the NAACP was allowed to assert the first amendment 
rights of its members in response to a state request for its member-
ship list. Similarly, in Griswold v. Connec t ic~ t l~7~a doctor and a 
birth control official were permitted to assert the privacy rights of 
the recipients of contraceptives as a defense to criminal charges of 
aiding and abetting the use of birth control devices. Second, as 
pointed out in Eastland v. United States Sewicemen's F ~ n d , l 8 ~ ~  the 
speech and debate clause limits the ability to raise constitutional de- 
fenses in response to requests for information from members of Con- 
gress or their aides. In Eastland, the plaintiff organization sought to 
enjoin implementation of a congressional subpoena dztces tecum that 
directed a bank to produce the organization's bank records and alleged 
that compliance with the subpoena would violate the organization's 
first amendment rights. Had the subpoena been issued directly to 
the organization, it could have resisted and tested the subpoena in a 

1866. But see Gibson v. Florida Legislative Investigation Commn., 372 U.S. 539, 565, 
570 (1963) (Douglas. J.. concuning). See also Beaney, supra note 1830. 

1867. See Watkins V. United States, 554 U.S. 178, 188 (1957). See also Barenblatt v. 
United States, 360 US. 109 (1959). I t  is interesting to note that the early cases, e.g., 
McGrain v. Daugherty, 273 US. 135, 173 (1927): Kilbourn v. Thompson, 103 US. 168, 
190 (1880), which limited the scope of the investigative power by inherent purpose and 
pertinency requirements rather than by the Bill of Rights, were motivated a t  least in 
part by a desire to protect a citizen's "private affairs." 

1868. See, e.g., Village of Belle Terre v. Boraas, 416 U.S. 1, 10-11 (1974) (Brennan, J., 
dissenting); Eisenstadt v. Baird. 405 U.S. 438. 443-46 (1972); Tileston v. Ullman, 318 
U.S. 	 44 (1943) (per curiam). 

1869. See Note, Standing To Assert Constitutional Jus Tertii. 88 HARV.L. REV. 423, 
428-31 (1974). 

1870. See Note, supra note 1869, a t  423 n.3 (citing cases). 
1871. 357 US. 449 (1958). 
1872. 381 US. 479 (1965). 
1873. 43 U.S.L.W. 4635 (US. May 27. 1975). 
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contempt p r 0 ~ e e d i n g . l ~ ~ ~  In this context, however, the speech and 
debate clause limited the scope of the inquiry to whether the con- 
gressional act was within the sphere of legislative activity.1875 While 
significant, the restriction on the assertion of constitutional rights 
resulting from the speech and debate clause is of limited- force: i t  
arises only at the federal government level when information is re- 
quested of third parties by members of Congress or by congressional 
aides carrying out legislative tasks.1s76 

T h e  final three possible constitutional bases for a right to pri- 
vacy-the penumbras emanating from the first eight amendments, 
the ninth amendment, and the concept of ordered liberty guaranteed 
by the due process clauses of the fifth and fourteenth amendments- 
have been explored collectively in a series of cases dealing with the 
privacy of autonomy. In Griswold v. C o n n e c t i c ~ t , l ~ ~ ~the Court struck 
down statutes prohibiting the prescription or use of contraceptives 
in so far as the statutes related to married couples. Six justices, in 
three opinions, found an independent right of privacy, although they 
could not agree on its source. Justice Douglas, writing for the Court, 
advanced the penumbra theory.ls7s He attempted to demonstrate 
that the Bill of Rights applies to the states through the due process 
clause of the fourteenth amendment and protects the right of marital 
privacy by arguing that the specific guarantees of the first eight 
amendments give rise to "peripheral rights"1878 without which the 
specific rights would be less secure. Thus, he asserted that the first 
amendment, whose penumbra includes associational privacy, the 
third amendment, which prohibits quartering soldiers in any house 
in time of peace without the owners' consent, the fourth amendment, 
which against unreasonable search and seizure, and the fifth 
amenLent ,  which protects the citizen against self-incrimination, 
when taken together give rise to "zones of p r iva~y ."~~~0  

Rejecting the penumbra approach, Justice Harlan considered 
the right of privacy so fundamental that it was "implicit in the con- 
cept of ordered liberty" and hence protected by due process.1s81 
Justice Harlan had previously advanced the fundamental rights ap- 

1874. 43 U.S.L.W. at 4638 n.14, 4641 n.16. 
1875. 43 U.S.L.W. at 4638. 
1876. The concurring opinion in Eatland by Justices Marshall, Brennan, and Stew-

art suggested that the plaints organization could have raised its constitutional rights 
by employing a different procedure with different parties defendant: "Our prior cases 
arising under the Speech and Debate Clause indicate only that a Member of Congress 
or his aide may not be called upon to defend a subpoena against constitutional ob- 
jection, and not that the objection will not be heard at all." 43 U.S.L.W.at 4643. 

1877. 381 U S .  479 (1965). 
1878. 581 US.  at 484. 
1879. 381 U.S. at 483. 
1880. 381 U.S. at 484. 
1881. 381 U.S. at 500. 
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proach to privacy in Poe v. Ullman,Y882 where he stated that "it is 
not the particular enumeration sf rights in the first eight Amend- 
ments which spell out the reach of Fourteenth Amendment due 
process, but rather . . . those concepts which are considered to em- 
brace those rights 'which are. ..fundamental; which belong.. .to the 
citizens of all free governments.' "1883 This approach apparently was 
also adopted by Justice Goldberg, even though he joined in the 
Court's opinion and stated that he was adding his own opinion 
merely to "emphasize the relevance of [the ninth] Amendment." 
Justice Goldberg argued that the ninth amendment "shows a belief 
of the Constitution's authors that fundamental rights exist that are 
not expressly enumerated in the first eight ~mendments and an in-
tent that the list of rights included there not be deemed exhaus- 
tive."188* One must look, he stated, to the " 'traditions and [coilec- 
tive] conscience of our people to determine whether a principle is 
so rooted [there] . ..as to be ranked as fundamental.' "lSs5T h e  right 
of privacy in Justice Goldberg's view was just such a fundamental 
personal right, which emanated "from the totality of the constitu- 
tional scheme under which we live."ls86 

The  debate over the constitutional source of the right of privacy 
apparently was settled in Roe v. Wade,lss7 in which the Court upheld 
a woman's absolute right to have an abortion in the first trimester 
of pregnancy. This holding struck down a state statute making abor- 
tions illegal except where the mother's life is endangered.1888 Adopt- 
ing a1.o fundamental rights approach, the Court held that the "right 
of privacy, whether it be founded in the Fourteenth Amendment's 
concept of personal liberty and restrictions upon state actions, as we 
feel it is, or, as the district court determined, in the Ninth Amend- 
ment's reservation of rights to the people, is broad enough to en- 

1882. 367 U.S. 497. 539-45 (1961) (Harlan, J.. dissenting). 
1883. 367 US. ae 497. Justice White, ooncumng in Griswold, also found justification 

in the liberty guaranteed by the fourteenth amendment, but he refused to recognize 
that this liberty gave rise to an independent right of privacy. See 381 U.S. a t  502-07. 
Justicg Black and Stewart dissented on the ground that the fourteenth amendment 
makes applicable to the states no light3 beyond those specifically incorporated in the 
first ten amendments. See 381 U.S. s t  507-31. 

1884. 381 U.S. at 492. 
1885. 381 U.S. a t  493 (brackets in original), quotitag Snyder v. Massachusetts, 291 

US. 97. 105 (1934). 
1886. 381 US. at  494, quoting Poe v. Ullman, 367 U.S. 497, 517 (1961) (Douglas, J., 

dissenting). 
1887. 410 U.S. 113 (1973). See ako Paris Adult Theatre I v. Slaton, 413 US. 49, 65 

(1973). 
1888. The  Court did, however, reverse the district court's decision to the extent 

that i t  had held that this right of privacy was unqualified, holding instead that the 
state's interest in protecting the potentiality of human life in the second and third 
trimesters of pregnancy was sufficiently strong to permit some regulation of abortion. 
See 410 US. a t  154. 
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compass a woman's decision whether or n9t to ter~irsaeeh~ pyg-
nancy."l~R9 Because the plaintiff in Roe V. Wade was an unmarried 
w ~ r n a n , l s ~ ~the holding affirms that the right s f  privacy attaches to 
the individual and is not restricted to the marital relationship. There 
are at least two reasons that may explain why the Court settled on 
the fundamental rights approach. First, the composition of the Court 
had changed drastically. Of the five justices who joined the majority 
in Griswold, only Justices Douglas and Brennan remained; addi- 
tionally, both Justices Black and Harlan had departed. Second, the 
Court could have found the penumbra theory unmanageable because 
it opened up  so much uncharted ground. The  fundamental rights 
approach has been a traditional onelsgl and, because of the amor- 
phous quality of the "liberty" concept, the approach is no less open 
to expansion than the penumbral argument. 

One other Supreme Court case, Stanley V. Georgia,'s92 expanded 
the privacy concept to include the right to possess obscene materiah 
in one's home. While the Court ostensibly based its holding on the 
first amendment, the decision drew in part upon a "fundamental ... 
right to be free, except in very limited circumstances, from unwanted 
governmental intrusions into one's privacy. "Isga T h e  privacy under- 
pinning in Stanley was clearly significant, because the case is difficult 
to reconcile with other cases holding that the first amendment does 
not apply to obscenity,lsg4 and because the right recognized in 
Stanley is limited to the house,ls96 unlike most first amendment 

1889. 410 U.S.a t  153. 
1890. 410 US.a t  120. 
1891. As early as Meyer v. Nebraska, 262 US. 390 (1923). the Court recognized e r -

tain "fundamental" rights that would be protected despite their lack of explicit r a g -
nition in the Constitution. In  subsequent cases, the Court recognied as fundamental 
~ i g h t sincluded in the liberty &use of the fifth and fourteenth amendments the per-
sonal intimacies of the home, the family, procreation, motherhood, marriage, and child 
rearing. Cf. Eisenstadt v. Baird, 405 U.S. 438 (1972); Stanley v. Georgia, 394 US. 557 
(1969); Loving v. Virginia, 388 US. 1 (1967); Griswold v. Connecticut, 381 US. 479 
(1965); Skinner v. Oklahoma, 316 US.535 (1942); Pierce Y. Sodety of Sisters, 268 US. 
510 (1925). See also Village of Belle Terre v. Boraas, 416 US. 1. 12 (1974) (Marshall, J., 
dissenting), in which Justice Marshall stated that the right of privacy should extend 
to the selection of Living companions: "The choice of household companion-st  
whether a person's 'intellectual and emotional needs' are best met by living with 
family, friends, professional associates or othas-invokes deeply personal considera-
tions as to the kind and quality of intimate relationships within the home. IFhae 
decision surely falls within the ambit of the right to priwcy protected by the Consti-
tution." 416 US. at 16. If these rights apply to the states thr3ugh the due process 
clause of the fourteenth amendment, one may also find a right of privacy either in 
that same clause or in the liberty clause of the fifth amendment applying to ehe 
federal government. 

1892 394 US. 557 (1969). 
1893. 394 U.S. a t  564. 
1894. See, e.g., Paris Adult Theatre I v. Slaton, 415 US. 49, 54 (1973); Miller v-

W f o m i a ,  413 U.S. 15, 23-25 (1973); Kois v. Wisconsin. 408 US.229, 230 (1972); Roth v. 
United States, 354 US.476, 485 (1957). 

1895. See 394 US.at 558. 
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rights. Moreover, the Court cited Griswold in addition to first 
amendment cases to support the proposition that "the right to re- 
ceive information and ideas" is "fundamental to our free society."18ga 
In  short, the Court apparently relied on first amendment considera- 
tions to justify expanding the incipient privacy right. 

The contours of the privacy right developed by these cases seem 
extraordinarily difficult to determine, for the activities it has been 
invoked to protect lack a clear interrelationship. The  Court often 
speaks of privacy as if it were a single right, but it seems more 
accwate to conceive of privacy as that characteristic common to 
those individual actions that the Court has been willing to recognize 
as fundamental rights. Thus, the Court has stated that "only personal 
rights that can be deemed 'fundamental' or 'implicit in the concept of 
ordered liberty,' . . . are included in this guarantee of personal pri- 

It is clear that not all fundamental rights fall within the 
ambit of the privacy right, but an underpinning of strong privacy 
interests seems to enhance the possibility that a particular right will 
be deemed fundamental. The  actions protected thus far in the name 
of privacy relate to the home,18g8 the family,18g9 and individual sexu- 
ality.lsoO The Court seems to be guided by its perception of activities 
that society views as private and that are thus not fit subjects for 
government regulation.*s01 But i t  is not at all clear what other actions 
popularly considered private will receive constitutional protec-
tion.lgo2 

The  above-discussed privacy cases involve autonomy, not dis-
closure. A right of disclosural privacy, however, can be derived from 
the fundamental privacy rights by analogy to the first amendment 
right of disclosural privacy: Disclosure of information relating to an 
individual's participation in particular activities may deter an indi- 
vidual from engaging in those activities. Where the activities have 
the status of fundamental rights, any such deterrent effect would be 
an impermissible "chill." But the disclosural privacy right derived 

1896. 394 US. at  564. 

11897. Roe v. Wade, 410 US. 113, 152 (1973). 

1898. See Stanley v. Georgia, 394 U.S. 557 (1969). See also Village of Belle T e r n  v. 


Boraas, 416 U.S. 1, 12 (1974) (Marshall, J., dissenting). 
1899. See Griswold v. Connecticut, 381 US. 479 (1965); State v. Elliott, 44 U.S.L.W. 

2044 (N.M.Ct. App. July 9, 1975). 
1900. See Eisenstadt v. Baird, 405 U.S. 438 (1972); Population Servs. Intl. v. Wilson, 

44 U.SL.W. 2033 (S.D.N.Y. July 2, 1975). 
1901. See, e.g., Roe V. Wade, 410 U.L.113, 174 (1973) (Rehnquist, J., dissenting). 
1902. See generally Note, The Constitutionality of Laws Forbidding Private Homo- 

sexml Conduct, 72 MICH. L. REV.1613 (1974); Note, supra note 1720. 
A few state courts, interpreting the federal Constitution have extended the right 

of privacy to other areas. See Davidson v. Dill, 180 &lo. 123, 128, 503 PSd 157, 161 
(1972); Eddy v. Moore, 5 Wash. App. 334, --, 487 PSd 211, 217-18 (1971) (arrest records); 
City of Camel-by-the-Sea v. Young. 2 Cal. 3d 259, 26668. 466 P2d 225, 230-32, 85 Cal. 
Rptr. 1, 6-8 (1970) (financial disdosurt-s by public officials). 



-- - 

May-June 19751 Project 

from the privacy cases arguably should go beyond those situations in 
which a chilling effect can be shown. For example, requiring dis-
closure of the reasons why a woman decides to have an abortion may 
not deter the exercise of this fundamental right because the conse- 
quences of having an unwanted child are so enormous. Nevertheless, 
this information seems so private that the government should not 
in most instances be able to require its disclosure. The  same high 
regard for privacy that led the Court to conclude that government 
regulation of abortions is improper, at least in the first trimester, 
should mandate disclosural privacy with regard to information con- 
cerning abortions in the first trimester. In situations where the state's 
regulatory purposes are outweighed by a concern for individual 
privacy, the state should be unable to investigate, even for a tan-
gentially related purpose such as public health, without showing a 
very strong interest. Thus, with regard to information relating to 
contraception, the bearing and rearing of children, private obscenity, 
and any other activities recognized as fundamental privacy rights, it 
can be argued that there is a corresponding fundamental right of 
disclosural privacy, although no case to date has so held.lSo3 While 
the right of disclosural privacy derived in this manner from funda- 
mental rights would not be as broad as the disclosural privacy right 
inferred from the fourth amendment, its exceptions would be more 
restricted. A state infringement of fundamental rights can only be 
justified by a compelling state interestlg04 and the infringing legisla- 
tion "must be narrowly drawn to express only the legitimate state 
interests at stake."lSo5 Thus it seems possible to develop a right of 
disclosural privacy offering more protection than the broad but low 
walls of the fourth amendment. 

1903. But cj. Roe v. Ingraham, 480 F.2d 102 (2d Cir.), on remand, 364 F. Supp. 536 
(SD.N.Y. 1973): Merriken v. Cressman, 364 F. Supp. 913 (E.D. Pa. 1973). 

The Supreme Court bypassed an opportunity to discuss this issue in Roe v. Norton. 
43 U.S.L.W.4874 W.S.June 24, 1975), which involved a challenge to a state statute 
providing criminal sanctions for mothers of illegitimate children receiving AFDC 
assistance who refused to divulge the name of the putative Father of the child. A three-
judge district court had upheld the statute against claims of denial of due process and 
equal protection and invasion of right to privacy, and the Supreme Court granted 
certiorari. The Social Security Act was amended in the interim, however, and the case 
was remanded for reconsideration in light of that development. 

On the state level, the New York supreme court, in Schulman v. New York City 
Health & Hospitals Corp., 70 Misc. 2d 1093, 335 N.YS2d 343 (1972), vacated and re-
manded, 41 App. Div. 2d 714, 341 N.Y.S.2d 242, judgment reinstated, 75 Misc. 2d 150, 
346 N.Y.S.2d 920 (Sup. Ct. 1973), rmd. ,  44 App. Div. 2d 482, 355 N.Y.SSd 781 (1974). 
found that a state law requiring disclosure of the name and address of abortion 
patients was void because it violated the patient's constitutional right to privacy. In 
reversing, the Appellate Division relied on its finding that there was "a su5cient com- 
pelling state interest . . . to justify limiting the fundamental right of privacy as-
serted . . . ."44 App. Div. 2d a t  -, 355 N.Y.S.2d a t  785. See generally Note, supra note 
1120, at  770-72. 

1904. Roe v. Wade, 410 U.S. 113, 155 (1973). 
1905. Roe v. Wade, 410 U.S. 113, 155 (1973). 
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I t  would be somewhat misleading to treat disclosural privacy as a 
unitary right, because it is derived from dissimilar freedoms of action 
guaranteed by the first and fourth amendments and by the due 
process clauses of the fifth and fourteenth amendments. One par- 
ticular distinction is that the disclosural privacies implied from the 
fundamental rights of autonomuus privacy depend much more on a 
notion that disclosure would be ofiensive to societal n o r m  than do 
the disclosural privacy rights inferred from the first amendment. In  
addition, first amendment dixlosurzl rights require the demonstra- 
tion of a chilling efiect on the freedom of association or speech, while 
the other disclosurd privacy rights arguably exist inaependent of 
any chilling effect. Nevertheless, the disclosural privacy rights prob- 
ably have enough similarities to make it convenient to speak of them 
as one class of rights. 

One principal similarity among the disclosural privacy rights is 
the standard the government must meet to justify an infringement. 
In all cases the state must show a compelling state intere~t,'~O~ a very 
heavy burden.. Even this standard has been viewed as a balancing 
test,lW7 however, and it is pssible to argue that the individual's dis- 
cIosura! privacy interest is not entitled to as much weight as the 
individual's interest in exercising the underlying first or fourth 
amendment rights or privacy rights of autonomy. The Individual's 
right to act is arguably more important than his right not to disclose 
what he does. For example, it seems more important to protect the 
decision whether to bear a child than to protect the woman's right 
to disclose that decision. 

The application of this compelling state interest standard may 
yield results that are varying and difficult to predict. Because dis- 
closnral privacy rights are derived from other constitutional rights, 
the weight of each disclosural right may vary according to the weight 
of the underlying right. It has been maintained, for example, that 
the first amendment rights are entitled to a special degree of protec- 
tion.lD08 On the other side, the force of the government's interest in 

1906. kveral state courts have found a compelling state interest sufficient to over- 
ride the privacy right See Atchison. T. & S.F. Ry. V. Lopez, - Kan. -, -, 531 PSd 
455, 467 (1975) (state's interest in preventing employment discrimination justified 
release of arrest and conviction records to state avil  rights commission); Schulrnan v. 
New York City Health & Hospitals Corp., 44 App. Div. 2d 482, -, 355 N.YS2d 782, 
785 (1975) (state's interest in regulating abortions justified disclosure of abor-
tion patient's m e  and address to Board of Health). Rut see Eddy v. IkPoore, 5 Wash, 
App. 334, --. 487 P.2d 211, 217-18 (1971) (state did not show a compelling state interest 
in retaining arrest remlrls of acquitted pe~sons). 

1907. Cf. Note, Reafirming the 17reedom of  the Press: Another Look at Miami 
Herald Publishing Co. v. Tomilb, 73 P~ICH. L. m.186, 1W (1974); Note, Salyer Land 
Co. v. Tulare Lake Basin Water Storage District: Opening the Floodgates in Loml 
S p e d 1  Government Eleciionr, 72 MIH. L. REJ. 657 (1974). 

1908. See New York Times V. Sullivan, 976 US. 254. 269-72(l964); West Virginia 
State Bd. of Educ v. Barnette, 319 US. 624, 638-42 (1943); Whitney v. California, 274 
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disclosure may depend upon the source of the governmental investi- 
gative power being invoked. For example, the congressional investi- 
gative power implied from the impeachment function may present 
a stronger governmental interest than the investigative power im- 
plied from the legislative function. In an investigation under the 
impeachment hnction, the integrity of the institutions of govern- 
ment are involved, while in an investigati~n under the legislative 
function, only the ability to pa.ss a specific piece of legislation is at 
stake. Although the iegislative investigatory power is important, i t  
is arguably less compelling than that implied £rom the impeachment 
function. 

Even if courts are willing to recognize as extensive a disclosural 
privacy right as advocated above, there remains a need for legislative 
action if individuals are to be protected adequately from intrusive 
government information acquisition. One reason is that the balanc-
ing test gives little guidance concerning the proper limits of govern- 
ment intrusion into individual privacy, for the test leaves a judge 
free to apply his own value judgments in assessing competing state 
and individual interests in a particular case. A second reason is &at 
because the right of disclosural privacy draws its strength from 
specific provisions of the Bill of Rights, it may 5e difi,cuIt to expand 
that right beyond matters relating to first amendment freedoms, 
sexual relations, the family, and the home. In any case, greater detail 
and flexibility in the protection of privacy interests can be accom- 
plished legislatively. Moreover, a societal reassessment of conflicting 
interests is easier to implement when the original balance is struck 
legislatively than when the balance is accorded a constitutional 
dimension and is thus not within the legislature's power to change. 

In addition to the need for legislative control of information 
acquisition, there is need for legislation in the areas of information 
retention and dissemination if  the individual privacy interests at stake 
are to be adequately protected. The  implications of the privacy right 
for these other aspects of information-handling are limited. In  par- 
ticular, simple retention of such information does not appear to 
represent any further infringement of the constitutional right. But 
in many instances, on a policy level, the government's desire to re-
tain collected information indefinitely will not justi£y the resulting 
injury to individual privacy interests. 

T o  be sure, in some areas the retention of information about an 
individual may continue to serve a purpose, at least as long as the 
individual is alive. Criminal conviction records, for example, are 
used as an important tool for sentencing after subsequent convictions. 

U.S.357, 373-78 (1927) (Brandeis, J., concumng); Abrams v. United States, 250 U.S. 
616, 628-31 (1319) (Holmes & Brandeis. JJ., dissenting). But see Kovacs v. Cooper, 
356 US.77,90-97 (1949) (Frankfurter, J., concurring). 



1296 Michigan Law Review p o l .  73:971 

Even where the purpose for which the information was collected can 
no longer be served, the government may nevertheless legitimately 
desire to retain the information in order to avoid the burden of hav- 
ing to recollect it, should it ever be needed again. The principal 
problem encountered with record retention is the possibility of dis- 
closure, either intentional or inadvertent, to other persons or agen- 
cies of personal information traceable to specific individuals."90B 
This danger appeared so substantial to the court in Menard v. 

that it viewed an order to expunge FBI records con- 
cerning an illegal arrest as a proper means of preventing inadvertent 
disclosure. The  court stated that "if appellant can show that his ar- 
rest was not based on probable cause \t is difficult to find consti- 
tutional justification for its memorialization in the FBI's criminal 
files,"1911 especially because dissemination of that information might 
subject the-appellant's reputation to substantial i n j u ~ - y . ~ ~ l ~  

While legislation is needed, it is arguable that the right of dis- 
closural privacy protects against the possibility that infogation may 
be accidentally revealed.lg13 If the government can assure confiden- 
tiality, there seems to be no constitutional requirement for disposal 
of idomat ion validly acquired. Moreover, dissemination by the 
collecting agency to other federal agencies of personally identifiable 
information would be permissible where the other agencies can show 
a need that is sufficiently compelling to justify collecting the infor- 
mation from the source itself. But, arguably, the right of disclosural 
privacy is violated unless each new gove&mental-unit can satisfy 
such a test and unless the subject is given timely notice of any attempt 
at intra-governmental transfer: The agency from which the informa- 
tion is sought cannot be expected to assert satisfactorily the subject's 
rights. For the same reason, the collecting agency should have to 
make a new showing of need sufficient to justify collecting the in- 

1909. See, eg. ,  A. MIILER, supra note cf .  DATABANKS, note 1502.1503. But supra 
Proposals for a national data center have been criticized extensively because of confi- 
dentiality problems. See, e.g., A. MILLER,supra; Note, Privacy and Efin'enl Govern-
mmt: Proposals for a National Data Center, 82 HARV.L. REV. 400 (1968); notes 
2100-04 infra and accompanying text. 

1910. 430 F2d 486 (D.C. Cir. 1970). On remand, 328 F. Supp. 718 (D9.C. 1971). 
however, the district murt declined to order expungement and instead enjoined dis- 
closure of the records to prospective employees other than agencies of the government. 
328 F. Supp. at 728. On appeal hom this district court refusal to expunge, the court 
of appeals remanded the case with orders "to remove appellant's record from [the] 
criminal files." Menard v. Saxbe, 498 F2d 1017, 1030 @.C. Cir. 1974). See also 
Tarlton v. Saxbe, 507 F2d 1116 (D.C. Cir. 1974); United States v. Mackey, 387 F. Supp. 
1121 (D. Nev. 1974). 

1911. 430 F2d at 492. 
1912. On the problems of confidentiality in this context see Symposium, Computers, 

Data Banks, and Individual Privacy, 53 MINN. L. REV. 211 (1968): Comment. supra 
note 1525. 

1913. But cj. Eddy v. Moore, 5 Wash. App. -, -, 487 P2d  211, 218 (1971); David- 
son v. Dill, 180 Colo. 123, 128, 503 P2d 157, 162 (1972). 
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formation before it can use the i n f o ~ a t i o n  for a new purpose. 
Finally, it is clear that dissemination to individuals or to private 
organizations without the consent of the person to whom the in- 
formation pertainsls14 is unwarranted because private parties can 
never show the required compelling state interest or national gov- 
ernmental purpose.1916 

D. Federal Statutory Protection for Privacy Prior to 
the Privacy Act of 1974 

Prior to the Privacy Act of 1974, which is the first congressional 
effort at comprehensive privacy legislation, Congress attempted .to 
reduce the damage to privacy caused by government data-handling 
through specific acts dealing with specific types of information. 
These enactments deal to varying degrees with all five critical prob- 
lems of a data-gathering system: types of information that can be col- 
l e ~ t e d , ~ ~ ~ ~  retention,lel8 dissemination,lQl9 methods of c ~ l l e c t i o n , l ~ ~ ~  

1914. But could an individual, in supplying the information to the government in 
the first i lace,. - be deemed to have consented to such dissemination? This is obviously 
not the case where the individual has objected to governmental collection in the f i k  
instance. But where the individual merely provides the requested information without 
objecting, the question becomes more difficult and depends upon the circumstances 
surrounding the initial disclosure. There is no reason to suppose that the ordinary 
common-law consent doctrine would not apply. Under this doctrine, consent may be 
either express or implied. Consent may be implied from silence only where a reason- 
able person would speak if he objected. Consent may also be inferred from custom 
or usage. Consent will be held invalid where i t  is obtained under situations of duress. 
where the threat is direct. The privilege is limited to the conduct to which the party 
actually consents, or to acts of a substantially similar nature. See W. P~ossm,supra 
note 1565, a t  101-08. Yet one must consider that a governmental request for informa- 
tion may be inherently coercive. This has led Professor Miller to comment that "Flven 
a questionnaire sent out under the imprimatur of a federal agency has an intimidating 
effect on some people, a weakness that often is played upon by the agency in its 
follow-up practices." A. MILLER.supra note 1503, a t  186. 

1915. But see Tosh v. Buddies Supermarkets, Inc., 482 FSd 329, 332 (5th Cir. 1973). 
holding that no right of privacy was invaded by the release of arrest records to nonlaw- 
enforcement persons for other than law enforcement purposes when those persons 
"present a legitimate need for and interest in the material." 

1916. See, e.g., Omnibus Crime Control and Safe Streets Act of 1968 5 802, 18 U.S.C. 
85 2511, 2516 (Supp. I 1971) (collection of information by interception of oral and 
wire communications): 28 U.S.C. g 534 (1970) (collection of criminal records by the 
federal government); 44 U.S.C. 8 3505 (1970) (prohibiting federal agencies from col- 
lecting information that another agency has already been authorized to obtain); 44 
US.C. 8 3506 (1970) (determination as to the necessity of collection of information by a 
federal agency upon the objection of a party having a "substantial interest"); 44 U.S.C. 
g 3509 (1970) (requiring federal agendes to submit comprehensive plans for the col- 
lection of information); 44 U.S.C.A. 5 3512 (Supp. Feb. 1975) (collection of information 
by independent regulatory agencies); 44 U.S.C. g 3511 (1970j (imposing penaltien upon 
persons who hi1 to furnish requested information). 

1917. See, eg., Omnibus Crime Control and Safe Streets Act of 1968 5 802, 18 U.S.C. 
88  2511, 2516, 2518 (Supp. I 1971) (permitting the collection of information by inter- 
ception of wire or oral communications and outlining the authorization procedure for 
such interceptions); 44 US.C. 8 3501 (1970) (requiring the minimization of the burden 
placed on persons compelled to furnish information to federal agendes); 44 US.C. 
5 3505 (1970) (prohibiting multiple collection of information by various agendes). 
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and remedies for a party injured by unlawful dissemination.1920 Four 
major acts that exemplify the types of privacy protection Congress 

1918. See, e.g., 28 US.C. 5 534 (1970) (retention of criminal identification records): 
F - n i z e d  Crime Control Act of 1970 g 1001(a), 18 U.S.C. g 3578 (1970) (retention of 
m n a l  conviction remrds). The statutes regulating records-management by the Ad- 
ministrator of General Senices are 44 U.S.C. g 2905 (1970) (establishing standards for 
thz rtttention of records of continuing value); 44 U.S.C. g 2907 (1970) (establishing 
recordis storage centers); 44 US.C. g 2909 (1970) (allowing the Administrator to autho-
rize the retention of records). The statutes regulating records-management by federal 
agencies are 44 US.C. 59 3101-07 (1970). Regarding the disposal of remrds see 44 U.S.C. 
gg 3301-14 (1970). especially section 3310. providing for the disposal of records consti- 
tuting a menace to health, life, or property and section 3314, p~oviding that the proie- 
d u r n  for b e  disposal of records outlined in this c k p t e r  are to ba exclusive. 

1919. Numerous f e d 4  statutes reguhte disclosures related to personal life. See, 
eg., Fair Credit Reporting Act. 15 US.C. 59 1681-tilt (1970); 18 U.S.C. 8 1903 (1970) 
(disclosure of confidential Information by government employees); 38 U.S.C. 5 3301 
(1970) (VA records); Omnibus Crime Control and Safe Streets Act of 1968 g 802. 18 
US.C. 5 2511 (1970) (general prohibition against disclosure of the contents of inter-
cepted wire and oral communications); 42 US.CA. g 1306 (1974) (disclosure of infor- 
mation in the possession of the Department of Health. Education, and Welfare and 
the Department of Labor); Comprehensive Alcohol Abuse and Alcoholism Prevention, 
Treatment and Rehabilitation Act of 1970 8 333, 42 U.S.C. 5 4582 (1970) (prohibiting 
the disclosure of the names of individuals who were the subjects of research on alcohol 
abuse); 28 US.C. 5 534 (1970) (disclosure of criminal identification information); Orga- 
nized Crime Control Act of 1970 3 1001(a), 18 U.S.C. 5 3578 (1970) (disclosure of crim-
inal conviction records); Postal Reorganization Act 5 2, 39 U.S.C. 8 410 (1970) (disclosure 
of information by the Post Ofice). Other statutes regulate the disclosure of financial 
and busirres records. See, e.g., INT.I&v.CODEOF 1954, g 6!03 (disclosure of tax returns); 
Federal Trade Commission Act 8 6jf). 15 U.S.C. 5 46(Q (1970) (disclosure of trxde 
secrets and names of customers); 7 U.S.C. 5 608(d) (1970) (disclosure of infomation 
under the Agricultural Adjustment Act); Trust Indenture Act of 1939 g 321. 15 US.C. 
5 77uuu (1970) (disclosure of confidential information collected by the SEC). See Cov-
ULVMENT DOSSIER,supn note 1511, at  26-29. However, provisions allowing the disae- 
tionary release of data by high ranking officials are common, thereby significantly 
lessening the assurance of limited access. See, e.g., 13 U.S.C. 8 8(a) (1970) (release of 
census data by Secretary of Commerce). Other data, the disclosure of which is not 
specifically restricted by statute. may be dedared confidential and its disclosure limited 
pursuant to regulations promulgated under agency rule-making powers. See, e.g., 32 
C.F.R 85 1608.1-.17 (1974) (Selective Service System records); 15 C 9 . R  54  30.90-91 
(1974) (import-export data held by the Census Bureau). 

Several statutes regulate agency transfer of remrds. See, eg., 44 U3.C. 8 2906 (1970) 
(permitting the Administrator of General Services to inspect the records of any federal 
agency); 44 U.S.C. 5 3507 (1970) (requiring agencies to cooperate wiih oa&er agencies 
in making information available to each other); 44 U.S.C. g 3508 (1970) (limiting the 
types of information that may be disclosed by federal agencies). 

1920. See, e.g., Omnibus Crime Control and Safe Streets Act of 1968 g 802, 18 U.S.C. 
9 2520 (1970) (authorizing the recovery of avil damages, including punitive awards, it 
the interception of a wire or  oral communication by a government o5cial was un-
authorized); Fair Credit Reporting Act pg 616, 617, 15 U.S.C. gg 1681n. 16810 (1970). 

Many of these statutes contain sanctions against the violating party. See, eg. ,  Omni-
bus Crime Control and Safe Streets Act of 1968 g 802, 18 U.S.C. g 2511 (1970) (criminal 
penalties for the violation of the disclosure provisions on the interception of wire and 
oral communications); 18 U.S.C. g 2518 (1970) (violations of the procedures speafied 
for the interception of wire or  oral communications can be punished by contempt and 
the rmppression of evidence so obtained); 13 U.S.C. 5 214 (1970) (penalties for wrongful 
disclosure of census data); INT. REII. CODEOF 1954. g 7213 (penalty for unlawful dis- 
d o s m  of tax returns); 44 US.C. g 3508 (1970) (penalties for the unlawful disclosure 
of information by federal agencies). 
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has employed are the provisions governing the census,la2' the Ommi- 
bus Crime Control and Safe Streets Act of 1968,1m2 the Family Edu- 
cational Rights and Privacy Ace of 1974,1Q* and the Fair Credit 
Reporting Act.lQ" An a.nalysis of these statutes reveals that the 
piecemeal approach to privacy protection has proved to be largely 
inadequate: None of these statutes provides protection for privacy 
interests at all stages of the information-handling cyde. 

Congress has authorized the Census Bureau to collect informa- 
tion about agriculture,'Q26 crime and delinquent religious 
bodies,1927 population, unemployment, and housing,lQZs and foreign 
commerce and trade.lgZ9 The authorizing legislation does not prevent 
the Bureau from obtaining information from any person or source 
it chooses. Indeed, it specifically permits the Secretary of Commerce 
to request other governmental offices or departments to provide 
&talQaOand to contract with educational and other research organi- 
zations for the preparation of monographs and other reports and 
materials of a similar nature.lQal Collection of information by the 
Bureau is facilitated by sections providing for the imposition of 
criminal penalties upon persons refusing to answer questions or an- 
swering falsely and upon persons who fail to assist census employees 
in certain specified situations.1932 Significantly, the authorizing legis- 
lation has no provisions specifying the methods to be used in col- 
lecting the information.1g3s 

The statute allows the Bureau to use collected information only 
for statistical purposes19s and prohibits the publication of data that 
can be identified with a particular establishment or individual and 
the examination of individual reports by any nonemployee of the 
Bureau?986 The statute does provide, however, that the Secretary 
may disclose population, agriculture, and housing information for 

1921. 13 U.S.C. 85 1-307 (1970). 
1922. Pub. L. No. 90-351, 82 Stat. 197 (codified in ~attered sections of 5, 15. 18, 28. 

42. 	 47 US.C.). 
1923. 20 U5.C.A. 5 1232g (Supp. Feb. 1975). 
1924. 15 U.S.C. 55 16P1-81t (1970). 
1925. See, eg.. 13 US.C. 5 41 (1970) (wtton statistics); 13 US.C. 5 61 (1970) (statistics 

on oikeeds, nuts, kernels, fats, oils, and greases). 
1926. See, eg., 13 US.C. 5 101 (1970). 
1927. See, eg., 13 U5.C. g 102 (1970). 
1928. See 13 U5.C. g 141 (1970) @amitting a decennial census). 
1929. See 13 US.C. 5 301 (1970). 
1930. 13 US.C. 5 6 (1970). 
1931. 13 U.S.C. 5 13 (1970). 
1932. See 13 U.S.C. 85 221-25 (1970). 
1933. But cee 44 US.C. 55 3501, 3503-05 (1970) (applying to all federal agenaes). 
1934. 13'us.c. 0 9 (1970). 
1935. 13 US.C. 5 9 (1970). This section does not, however,apply to information ob-, 

tained from pub& records. 
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"genealogical and other proper purposes" to anyone requesting such 
information,1936 with the sole stipulation being that such information 
may not be used "to the detriment of" people to whom the infor- 
mation relates.1937 The sole remedy provided for wrongful disclosure 
of information is the imposition of criminal penalties upon the dis- 
closing employee:lS3s no provision is made for compensating the 
party injured by the disclosure. 

The Omnibus Crime Control and Safe Streets Act of 1968, as 
amended by the Crime Control Act of 1973,1s3s includes numerous 
provisions regulating what information may be collected and what 
methods may be used in criminal investigations.lwO The Act pro- 
hibits the use of illegally intercepted wire or oral communica- 
tions,laP1 and requires that law enforcement research and statistical 
information identifiable to a particular person not be used for any 
purpose other than that for which it was obtained, that such infor- 
mation be immune from legal process, and that such information 
not be used as evidence or for any other purpose in any proceeding 
without the consent of the person furnishing the information.lw2 It 
further requires procedures to keep stored information current and 
to assure that the security and privacy of the information is protected, 
and entitles an individual who believes that criminal-history infor- 
mation concerning him contained in an automated system is inaccu- 
rate, incomplete, or maintained in violation of the Act, to review 
and obtain a copy of such information for purposes of challenge or 
correction.1aP3 The  Act imposes criminal fines on those violating the 
section on  law enforcement research and statistical in fo r~na t ion , l~~~  
and fines or imprisonment on those willfully violating the provisions 
on wire and oral communicatior~s?~~~ The  Act also allows for the 
recovery of civil damages by a person whose wire or oral communi- 

1936. 13 US.C. g 8(a) (1970). 
1937. 13 U.S.C. 5 8(c) (1970). A number of state court decisions define "detriment," 

although no dear consensus emerges from these cases. See, eg., Supenisors of County 
of h o n e  v. Village of Rainbow Gardens, 14 111. 2d 504, 153 NESd  16 (1958); State 
ex rel. Pritchard v. Board of Health, 198 S2d 490 (La. Ct. App. 1967); State ex rel. 
Lytell v. Board of Health, 153 S.2d 498 (La. Ct. App. 1963); Stab1 v. Board of Fin., 62 
N.J. Super. 562, 163 A.2d 396 (1960); Wilkins v. City of Eiew York, 25 Misc. 2d 27, 207 
N.YS2d 11 (Sup. Ct. 1960); Edwards v. Edwards, 239 S.C. 85, 121 SE2d 432 (1961). 

1938. 13 U.S.C. 5 214 (1970). 
1939. Pub. L. No. 9S83, 87 Stat. 197 (codified in scattered sections of 5. 40, 42 

U.S.C.). 
1940. See, eg. ,  18 U.S.C. 55 2510-20 (Supp. I 1971). 
1941. 18 U.S.C. 0 2511 (1970). 
1942. 42 U.S.C. 5 3771(a) (Supp. 111 1973). 
1943. 42 U.S.C. 9 3771@) (Supp. III 1973). 
1944. 42 U.S.C. p 3771(c) (Supp. 111 1973). 

1945. 18 U.S.C. 8 2511(1) (1970). 
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cations are unlawfully intercepted, including punitive damages and 
attorney's fees.lM6 

The final two statutes limit information gathering by federally 
regulated private and state institutions rather than by the federal gov- 
ernment. They are nevertheless germane to the subject of limitations 
on the federal government's power to collect and keep personal data 
because they indicate congressional concern for individual privacy 
and include some particularly strong safeguards. 

The Family Educational Rights and Privacy Act of 1974 (Edu- 
cation Act), applicable to all schools receiving federal funds, deals 
with the retention and dissemination of school-related information. 
It provides that students over the age of eighteen or attending "an 
institution of postsecondary education" and parents of all other stu- 
dentslM7 are to have the "right to inspect and review any and all 
official records, files and data directly related to the students that 
are "intended for school use or to be available to parties outside the 
school or school system."1g48 The Act further provides that there shall 
be an "opportunity for a hearing to challenge the content of [the] 
. . . school records. to insure that the records are not inaccurate, 
misleading or otherwise in violation of the privacy or other rights 
of students . . . ."1Q49 The Act prohibits the release of "personally 
identifiable records" without the consent of a student over eighteen 
or at a post-secondary educational institution, or of the parents of 
students under 18 exceDt under limited circumstances.1g60 Where 
release of information is permitted to a third party, that party may 
not further disseminate the information without the consent of the 
parents or the student.lQS1 The Act also requires that the parents or 
students be informed of the rights accorded them under it.lgS2 V i e  
lation of the provisions of the Act results in the termination of fed- 
eral funding to the violating institution.lgK3 

The purpose of the Fair Credit Reporting Act (Credit Act),lgK4 
which applies to purely private organizations, is to ensure "that the 

1946. 18 U.S.C. g 2520 (1970). The section provides a complete defense, however. 

for the good faith reliance on a wurt order and for actions taken in certain emergency 

situation& 


1947. 20 U.S.C.A. 5 1232g(d) (Supp. Feb. 1975). 
1948. 20 U.S.C.A. 5 1232g(a)(l) (Supp. Feb. 1975). 
1949. 20 U.S.CA. 8 1232g(a)(2) (Supp. Feb. 1975). 
1950. 20 U.S.C.A. g 1232gp) (Supp. Feb. 1975). 
1951. 20 U.S.CA 5 1232g@)(4)(B) (Supp. Feb. 1975). 
1952. 20 U.S .U.  g 1232g(e) (Supp. Feb. 1975). 
1953. 20 U.S.CA. 88 1232g(a), @). (c) (Supp. Feb. 1975). 
1954. See generally Note, T h e  Fair Credit Repmting Act, 56 MINN. L. REV. 819 

(1972); Comment, The Fair Credit Reposting Act: Are Business Credit Reports Regu- 
lated?, 1971 DUKEL.J.1229; Comment. T h e  Impact of the Fair Credit Reporting Act. 
.50 N.C. L.REV.852 (1972). 
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consumer reporting agencies adopt reasonable procedures for meet- 
ing the needs of commerce for consumer credit, personnel, insurance, 
and other information in a manner which is fair and equitable to 
the consumer, with regard to the confidentiality, accuracy, relevancy, 
and proper utilization of such information . . . ."1966 The Credit 
Act does not contain any provisions limiting the scope of informa- 
tion that may be collected. I t  does, however, provide that the con- 
sumer must be informed that a report is being prepared about him, 
and requires advance notice and other special measures of protec- 
tion where a report will involve interviews with friends and others 
concerning the subject's personal life.1066 The bulk of the Credit Act 
relates to the retention and dissemination of information. It requires 
agencies to follow reasonable procedures to assure the maximum 
possible accuracy of the information they report,loS7 and like the 
Education Act, grants the consumer the right to learn what is in his 
file.1968 The Credit Act also requires that obsolete information be 
removed from consumer reportsl96O and that challenged information 
be reported with a statement of the consumer's side of the dispuae.IW 
Section 604 requires the consumer's permission before a credit re- 
porting bureau may furnish any person with a credit report concern- 
ing him, except for a few specified purposes.1961 Notwithstanding 
this provision, however, certain information may be provided to gov- 
ernmental agencies.'062 An aggrieved person can recover actual dam-
ages and attorney fees for negligent noncompliance with the ActlW 
and punitive damages as well for willful noncompliance.lO~ The Act 
also imposes criminal penalties on officers or employees of a con- 
sumer reporting agency who knowingly and willfully disclose infor- 
mation concerning an individual to a person not authorized to re- 
ceive that information.loB6 

All four of these acts provide at least some degree of protection 
for individual privacy interests. However, none is comprehensive. Of 
the four, none constitutes a real limitation on information acquisi- 
tion: the Census provisions and Education Act place no restictions 
on acquisition, the Crime Act prohibits only certain interceptions 
of oral and wire communications, and the Credit Act limits only 

1955. Fair Credit Reporting Act 8 602, 15 U.S.C. Q 1681b (1970). 

1956. Fair C d t  Reporting A a  Q 606. 15 U.S.C. Q 1681d (1970). 

1957. Fair Credit Reporting A a  g 607@), 15 U.S.C. Q 1681e@) (1970). 

1958. Fair Credit Reporting Act s 609, 15 U.S.C. 5 1681g (1970). 

1959. Fair Credit Reporting Act 5 605, 15 US.C. 8 1681c (1970). 

1960. Fair Credit Reporting Act 5 611, 15 US.C. 5 1681i (1970). 

1961. 15 U.S.C. g 1681b (1970). 

1962. Fair Credit Reporting Act 5 608, 15 U.S.C. Q 1681f (1970). 

1965. Fair Clodit Reporting Act 8 617. 15 U.S.C. 5 16810 (1970). 

1 W .  Fair Credit Reporting A a  8 616, 15 U.S.C. 5 1681n (1970). 

1965. Fair Credit Reporting Act Q 620, 15 US.C. g 1681r (1970). 
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interviews with friends and others concerning the personal life of 
the subject of a credit report. At the retention stage, all of the acts 
except the Census provisions have significant restraints on govern- 
ment information-handling, including provisions for subject access 
and challenge. In particular, the Crime and Credit Acts place affima- 
tive duties on agencies to ensure that records are kept current. In the 
area of dissemination, all four of the acts apply: the Education and 
Credit Acts severely limit disclosure without the consent of the sub- 
ject, the Crime Act allows most information to be used only for the 
purpose for which it was obtained, and the Census provisions, while 
allowing dissemination for proper purposes, proscribe the use of 
such information to the detriment of the subject. Finally, by way of 
remedies for the injured party, the acts are largely silent. The Credit 
Act apparently allows full recovery for negligent noncompliance with 
its provisions, but the Census and Education provisions have ne-
glected the issue and the Crime Act allows recovery only for un- 
lawful interceptions of wire and oral communications. Taken to- 
gether, these acts demonstrate that a comprehensive privacy act was 
needed both to assure protection at all stages of the government's 
information-handling process, and to make the various privacy pro- 
tections applicable to a much wider range of information-handling 
settings. 

E. The Privacy Act of 1974 

The Privacy Act of 1974 (Privacy Act)1eea attempts to protect 
individual privacy interests by restricting the information practices 
of federal agencies.lse7 Although the Privacy Act deals with all stages 

1966. 5 U.S.C.A. 8 55% (Supp. Feb. 1975). The Senate bid,S. 3418, 95d Cong., 2d 
Sess. (1974), differed in several ways &om the House bill, H.R 16373.93d Cong., 2d Sess. 
(1974). No conference report was prepared. For a comparison of the Senate and House 
versions and the compromises reached see Analysis of House and Senate Compomise 
Amendments to the Federal Privacy Act, in 120 CONC.Rec. H12243-46 (daily ed. 
Dec. 18, 1974). 

The provisions of the Privacy Act that directly limit the acquisition, retention and 
dissemination of information and that grant the rights of subject notice, access, and 
challenge do not go into effea until 270 days following the day of enactment. Privacy 
Act 5 8, 5 U.S.C.A. 5 552a (note) (Supp. Feb. 1975). 

1967, The Privacy Act relies on the definition of agency provided in section 552(e) 
of the F o l k  Privacy Act 8 3, 5 U.S.C.A. 8 552(a)(1) (Supp. Feb. 1975). For a discussion 
of that definition see text at notes 334-64 supra. 

S. 3418, 93d Cong., 2d Sess. (1974). as originally proposed, would have regulated all, 
information systems. Proponents of this approach pointed to the proliferation of 
private information systems, examples of invasions of privacy by nongovernmental 
organizations, and the need for a comprehensive approach to the problem. Joint Hear- 
ings, supra note 1641, at 161 (testimony of H. Eastman, representing the ACLU). See 
aLto id. at 242 (statement of D. McGraw, Assistant Commissioner of Administration. 
Minnesota). However, other witnesses argued that the first privacy legislation should 
be limited to regulating the information systems of the federal government. For ex-
ample the National Retail Merchants Assodation thought the "risks to personal privacy 
created by governmental, as compared to private personal data systems" were s d a e n t  
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of the information-handling process, it primarily addresses the prob- 
lems of subject access and dissemination. T h e  Privacy Act requires 
publication of the existence and characteristics of all personal informa- 
tion systems kept by every federal agency,le6s permits individuals196g 
to have access to records containing personal information about 
them,le70 and requires the subject's consent to nonroutine transfers 
of such informati0n.l~7~ The Privacy Act also imposes criminal pen- 
a l t i e ~ l ~ ~ ~  a whole, the Act and provides for civil remedies.1e73 As 
adopts a broad formulation of the right of privacy, which protects 
the individual's interest in controlling the dissemination of the de- 
tails of his identity. 

In the hearings on the Privacy Act, many agencies argued that 
the adoption of a broad privacy concept would prevent proper 
agency ' ad rn in i s t ra t i~n l~~~ and prove unduly expensive.1e76 Privacy 
advocates questioned these assertions in some but urged 

to warrant different legislation. Id. at 629. Professor Wetin warned that a national 
registry of all data banks, including political, racial, religious, and ideological groups, 
might threaten first amendment rights. Id. at 71. 

It  seems wise that Congress limited the Privacy Act's coverage to federal agencies. 
The coalition of business, agencies, and state governments opposing extension of the 
Act could have defeated any broad privacy bill, crippled it, or delayed its passage 
for a long time. An act regulating federal information systems allows private organiza- 
tions to regulate themselves voluntarily. It  also provides a precedent for later privacy 
legislation, if needed. 

1968. Privacy Act g 3, 5 U.S.CA. 8 552a(e)(4) (Supp. Feb. 1975). set out in note 2052 
inpa. 

1969. The Act defines "individual" as a "citizen of the United States or an alien 
lawfully admitted for permanent residence." Privacy Act 8 3, 5 U.S.C.A. 8 552a(a)(2) 
(Supp. Feb. 1975). I t  was argued in the hearings that privacy is an individual right 
and that corporate and individual interests should be protected in separate legislation. 
See Access to Records, Hearings on HA.12206 Before a Subcomm. of the House Comm. 
on Government Operations, 93d Cong., 2d Sess. 180 (statement of T. McFee, Deputy 
Assistant Secretary for Management Planning of Technology. HEW). 207 (statement of 
Representative Abzug) (1974) [hereinafter Hearings on Access]. But see id. at 207 (state- 
ment of Representative Koch). 

1970. See text at notes 2055-69 infsa. 
1971. See text at notes 2107-23 injra. 
1972. See text at notes 2154-56 infsa. 
1973. See text at notes 2129-53 infia. 
1974. For example, the spokespaon for the VA testified, "It is considered appro- 

priate to observe that the provisions of the bill could materially interfere with the 
agency's performance of its mission in ways other than increased administrative work 
load." Hearings on Records. supra note 1517, a t  131. See at30 id. at 89 (statement of 
H. Peterson, Assistant Attorney General, Criminal Division, Department of Justice), 
109 (statement of D. Cooke, Deputy Assistant Secretary of Defense). 

1975. See id. at 62 (Civil Service Commission), 89 (Justice Department), 109 (Defense 
Department), 132 (VA). 

1976. The General Services Administration permits individual access to records and 
the Deputy Assistant Secretary testified that the provision was not an undue burden on 
administration. Id. at 129. Moreover, experience with the access requirements of the 
Fair Credit Reporting Act, 15 U.S.C. 85 1681-81t (1970). has shown that credit agencies 
have not been overburdened by requests for access. Hearings on Access, supra note 
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that in any case the nation should accept any unavoidable costs of 
ensuring privacy.1077 The final bill thus represented a compromise 
between these interests.197s In several respects, however, the com-
promises made to secure passage of the Act unwisely diluted privacy 
protection. First, the Act fails to establish an adequate standard for 
restricting data acquisition.1e7e Second, it almost completely ignores 
the need to regulate methods of data-gathering.198O Third, although 
the Act provides significant protection during the retention stage,lgsl 
in several respects it severely restricts the right of subject access.lss2 
Fourth, agencies can too easily evade the general requirement that an  
agency disseminate information about an individual only with his 
consent.1es3 Fifth, the provision establishing a civil cause of action 
for those injured by violations of the Act is ambiguous and could 
be interpreted to limit severely the instances in which this remedy 
is available.lgS4 Sixth, the exemptions to the Privacy Act could be 
drawn more narrowly without interfering with important govern- 
ment functions.1B86 Finally, the provisions integrating the Privacy 
Act with the FOIA are ambiguous and could result in startling 
amendments to the FOIA?g86 This section examines the deficiencies 
and interpretative difficulties in the provisions of the Privacy Act 
relating to each of these problem areas. 

1. Acquisition 

The Privacy Act authorizes each agency to collect1987 "only such in- 
formation about an individual as is relevant and necessary to accom- 
plish a purpose of the agency required to be accomplished by statute 
or by executive order of the President."lgBs The  "relevant and neces- 
sary" standard,lgse however, does little to limit government collection 

1969, a t  264-65 (testimony of S. Feldman, Assistant Director for Special Statutes, Bureau 
of Consumer Protection). 

1977. See 120 CONG. F&c. H2462 (daily ed. April 2, 1974). The Office of Management 
and Budget was unable to provide an accurate cost estimate of the administration of 
the Privacy Act. S. W.NO. 93-1183, 93d Cong., 2d Sess. 85 (1974). 

1978. See 11 W-Y COMP.OF PRES. DOCS.7 aan .  1, 1975). 
1979. See text at  notes 1987-2019 infra. 
1980. See text at  notes 2020-51 infra. 
1981. See text at  notes 2052-54 infra. 
1982. See text a t  notes 2055-88 infra. 
1983. See text at  notes 2107-23 infra. 
1984. See text at  notes 2129-38 infra. 
1985. See text at notes 2163-95 infra. 
1986. See text a t  notes 2196-211 infra. 
1987. The  actual word used by the Privacy Act is "maintain," defined as  including 

"maintain, collect, use, or disseminate." Privacy Act 5 3, 5 U.S.CA 5 552a(a)(3) (Supp. 
Feb. 1975). 

1988. Privacy Act 8 3, 5 US.CA. 5 552a(e)(l) (Supp. Feb. 1975). 
1989. Some Aembers of Congress had opposed any limits on acquisition because 
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of data, as evidenced by questionnaires propounded in recent years 
by agencies that have long operated under similar standards. For 
example, Bureau of the Census guidelines for census questions in- 
clude both relevance and need requirement~.~o~~ Nevertheless, the 
list of questions proposed for the decennial census of 1970, which 
engendered considerable controversy, included questions on religious 
affiliation, social security numbers, physical and mental handicaps, 
registration and voting records,lsD1 smoking, moonlighting, union 
membership, and household pets.lnD2 It  also included questions on 
rent paid, value of houses owned, earnings, airconditioning, plumb- 
ing facilities, number of divorces, and the number of babies women 
had had.lDO3 A muchcriticized federal questionnaire, the Longitu- 
dinal Retirement History SurveylD* issued under the aegis of the 
Census Bureau at the request of the Department of Health, Educa- 

they doubted that a standard could be found that would give individuals some pro- 
tection without also preventing agencies hom carrying out their functions. Cf. Hearings 
on Access, supra note 1969. at  97 (statement of Representative Koch). They also thought 
that such a restriction was not necessary because a right of subject accesr could be used 
to discover and expose to Congress any agency excesses. Id. These arguments, however, 
fail to recognize that mere collection of data may produce psychological harm, see text 
a t  notes 1536-40 supra, or a "chilling effect" on  the exercise of first amendment rights. 
See text at  notes 1541-49 supra; Hearings on Access, supra. a t  119-34. Moreover, reliance 
on congressional oversight is unrealistic. First, an individual may be unwilling to 
disclose to his elected representatives activities that might be considered un-American 
or unnatural. Second, i t  may be dimcult to gain the attention of Congress, and, third. 
even i E  the individual is heard, Congress may not take any remedial action. See also 
STAFFOF THE SUBCOMM. C O N ~ T I O N A L  OF THE SENATE COMM. ON THEON RIGHTS 
JUDICIARY, MILITARY OF CIVILUN POLITICS 9% CONC.. ISTSESS., REPORT ON SURVEILLANCE 
7 (Comm. Print 1973) plereinafter MILITARY SURVEILLANCE CIVIL~ANOF POLITICS].Fi-
nally, congressional oversight is necessarily an  ad hoc approach. A general standard 
allows resolution of many problems before they arise. 

At the hearings on the Privacy Act, witneaes proposed a variety of alternatives to 
the rclevant and necessary standard for limiting government-information acquisition. 
At one extreme, the director of the ACLU argued that there are some questions that 
cannot be justified on the basis of government need. Hearings on the Census, supra 
note 1509. a t  270-78. At the other extreme, the standard of "relevant to a valid govern- 
mental function" was suggested. Id. a t  106 (testimony of A. Miller, National Law 
Center, George Washington University). Intermediate suggestions induded "a dear@y] 
demonstrated need for the data." id. a t  186 (testimony of A. Miller, Professor, Univer- 
sity of Michigan Law School), and "reasonably necessary to a governmental purpose 
or for significant public information." Id. a t  225 (letter &om C. Fried, Professor, 
Hanard Law School). 

1990. Hearings on the Census, supra note 1509, a t  238. 
1991. SUMMARY AND CONUUSIONS, supra note 1515, a t  12. 
1992. A. MILLER,supra note 1503, a t  135. 
1993. Hearings on the Census. supra note 1509, a t  153. After congresional hearings, 

the Bureau of the Census omitted the questions in the first list but not those in the 
second. Id .  passim. Cf .  Hearings on the 1970 Census Questions Before the Subcomm, 
on the Census and Statisticr o f  the House Comm. on the Post Ofice and Civil Service, 
89th Cong., 2d Sgs. (1966) [hereinafter Hearings on the 1970 Census Questions]. 

1994. The questionnaire is reprinted in Hearings on the Census, supra note 1509. 
a t  883-924. 
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tion, and Welfare,lBg6 asked questions such as: "taking things alto- 
gether, would you say you are very happy, pretty happy, or not too 
happy these days,"1B98 "do you have any artificial d e n t ~ r e s , " ' ~ ~ ~  "what 
were you doing most of last week,"lBB8 "do you or your spouse see 
or telephone your parents as often as once a week,"lgee "what is the 
total number of gifts that you give to individuals per year."2000 These 
questions were defended as relevant and necessary for legitimate 
governmental purposes.2001 Similarly, agencies have defended a real 
estate survey asking for details about recent property acquisitions, 
including character of the property, price paid, method of payment, 
and amount of mortgage,2002 and a Department of Defense question- 
naire, distributed to retired members of the military reserve, asking 
not only how much the veteran earned in the previous year but also 
how much other members of the family earned.2008 

As demonstrated by the foregoing examples of government in- 
formation demands, the elasticity of the "relevance" concept and the 
large number of conceivable governmental "needs" make them un- 
satisfactory standards for limiting acquistition. A more flexible bal-
ancing approach would seem more desirable because of its ability 
to reconcile the conflicting interests on a case-bycase basis. Such a 
balancing test should forbid the collection of information 'about any 
individual unless the collector-agency can show a clearly demonstra- 
ble need that outweighs the individual privacy interests and should 
require consideration of at least the following factors: First, consid- 
eration should be given to the sensitivity of the information sought. 
Information entitled to ~ o n s t i t u t i o n a 1 ~ ~ ~ ~  or common-law2006 protec- 

1935. Id. at 883. 

1996. Id. at 897 (question 55). 

1997. Id. at 901 (question 64b). 

1998. Id. at 884 (question 1). 

1999. Id. at 904 (question 75a). 

2000. Id. at 907 (question 99a). 

2001. See id.  at 233-68 (testimony of W. Chartener, Assistant Secretary of Commerce 


for Economic Main). 
2002. Reprinted in id.  at 12-13. 
2003. Repinted  in id. at 37-53. 
Congressional hearings on federal questionnaires suggested that some questions 

had been inciuded upon request by private organizations, id .  at 188 (testimony of 
.A. Miller, Profesor. University of Michigan Law School), some were unnecessary 
because the information was already available, id .  at 33, and some were included for 
no apparent reason. Id. at 57 (statement of Senator Ervin). Fedaal employees have 
probably been subjected to the most offensive information demands They have been 
asked to disclose such personal matters as race, religion and national origin, political, 
social, and sexual activities, family assets, and personal feelings about religion, family, 
and sex. S. m.NO. 90-534, 90th Cong., 1st Sess. 7 (1%7). 

2004. See text at notes 1789-915 supra. 
2005. See text at notes 1562-625 supra. 
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tion would be the most sensitive, followed by information generally 
regarded as private and hence not commonly divulged. Under this 
test, for example, an agency would have to demonstrate a greater 
need in order to justify acquisition of information concerning an 
individual's political affiliation, which is constitutionally pro-
t e ~ t e d , ~ ~ ~  individual's name, than it would to justify collection of an 
age, and sex. Second, consideration should be given to the importance 
of the purpose for which the information is sought and the logical 
nexus between the information and that purpose. The IRS, for 
example, has a greater need for financial information than does the 
Bureau of Census; the Department of Defense has a greater need to 
inquire into the general personal background of a person being con- 
sidered for certain sensitive positions than the Postal Service does 
to make broad-ranging inquiries prior to promotion of its employees. 
Similarly, the agency need for information from government benefit 
recipients and government employees is greater than the need for 
information from those merely being surveyed. Third, consideration 
should be given to the form in which the information is to be stored. 
If the information will not be kept in individually identifiable files 
there is little potential for harm A d  a lesser demonstration of need 
should suffice.2007 Finally, consideration should be given to the in- 
tended length of retention and breadth of dissemination. As each 
increases, so does the danger of misuse. 

The Privacy Act does subject government acquisition of informa- 
tion to strict requirements in one significant area. It provides in sub-
section (e)(7) that no agency shall collect information "describing 
how any individual exercises rights guaranteed by the First Amend- 
ment unless expressly authorized by statute or by the individual 
about whom [a] record is maintained or unless pertinent to and 
within the scope of an authorized law enforcement a~tivity."20~* The 
provision, presumably a reaction to military and CIA surveillance 
of ~ivilians,2~@ was designed to protect the preferred status of the 

2006. See text at notes 1860-63 supra. 
2007. Even where information is not stored in individually identifiable file8 there 

is reason to require a showing of need before data collection because of the potential 
psychological harm and chilling effect on the exercise of rights. See text at notar 
1536-49supra. 

2008. Privacy Act 9 3, 5 U.S.CA 8 552a(e)(7) (Supp. Feb. 1975). 
2009. Congressional hearings conducted in 1974 revealed that military surveillanoe 

of civilian activities had originated in World War 1 and had been going on, in vary-
ing degrees of intensity, ever since. In the wake of the riots in urban areas and on 
college campuses in the 1960's. the A m y  expanded its intelligence system M, that by 
1970 it  was monitoring virtually all political protest in America. It was estimated that 
the Army had files on over 100,000 civilians urdfdiated with the Armed Forces. STAFF 
OF THE SUBCOMM. C O N ~ ~ ~ J T I O N A L  COMM.ON THE JUDICIARY,ON I(IGE~TSOF THE SENATE 

920 CONC.,2~ SESS., SURVEILLANCECIVILIANS: ANALYQS76
OF A DOCUMENTARY 

(Gmm. Print 1974) pereinafter OF The collection 
ARMY SURVEILUNCE CNILIANS]. 

plaos promulgated were broad and vague, resulting in the gathering of much M e -  
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first amendment.201° It goes further than the Constitution, however, 
by not requiring the demonstration of a "chilling effect."2011 Yet in 
two respects the provision is deficient. First, the provision should 
give similar protection to the other, equally critical facets of the 
right of disclosural privacy, such as information relating to sexual 
attitudes and conduct and to personal activities with those related 
by blood or marriage.2012 second, the exception to the provision al-
lowing collection of information with individual consent fails to 
recognize the fact that in many contexts information requests are 
coercive. The Senate report on the rights of federal employees found 
that in the federal service and similar organizational situations an 
employer information request is equivalent to a command.2018 Gov-
ernment benefit recipients are similarly situated. To ensure full 
protection for the underlying constitutional rights in these situations, 
the provision instead should have required a knowing and intel- 
ligent consent.2014 

Subsection (e)(3) of the Privacy Act requires each agency collect- 
ing information to "inform each individual whom it asks to supply 
information [of] . . . (A) the authority . . .which authorizes the 
solicitation of the information and whether disclosure is mandatory 
or voluntary; (B) the principal purpose or purposes for which the 
information is intended to be used; (C) [the uses that can be made 
of the information without his consent]; and (D) the effects on him, 
if any, of not providing all or any part of the requested information." 
The apparent purpose of this requirement is to provide the indi- 
vidual with sufficient information to make an intelligent decision 

w 

whether to surrender information or to challenge the information 

vant, incorrect, ambiguous, and useless information. MILITARYSURYPILWNCE CIVIL-OF 

IAN POLITICS, sups note 1989, a t  6. Information was collected about financial affiim, 
sex lives, and psychiatric histories, often by covert means. ARMY SURVEILLANCEOF CI-
WNS, supra, a t  96. 

The investigating Senate subcommittee rejected arguments that the monitoring 
was reasonably related to the duty of the Army to protect against a possible re-occur- 
rence of civil disorders,and found that "there is no question that military surveillanoe 
of civilian political activity is illegal, a t  least in the sense that i t  was not authorized 
by law. . ..m h e  subcommittee cannot imply the need for such domestic operations 
from the military's limited domestic mission." SURVEILLA~~CEM ~ A R Y  OF WN 
POLITICS,supra, at  7. The  report also concluded that the military's activities were in 
violation of the first amendment. Id. at  9. 

2010. S. REP. NO. 93-1183, s u p a  note 1977, a t  56. . 
2011. See text a t  note 1866 supra. 
2012. See text a t  notes 1898-900 supra. 
2013. S. RFP. No. 90-534, supra note 2003, a t  5. 
2014. If the right to privacy were acknowledged as a oonstitutional one, i t  is argu-

able that a knowing and intelligent waiver would be mandated by the Constitution. 
Cf. Johnson v. Zerbst, 304 U.S. 458, 464 (1938). Because the Supreme Court has modi-
fied this standard with respect to some rights, see, e.g., Schneddoth v. Bustamonte, 
412 US. 218, 235 (1973). i t  is preferable that the statute incorporate the stricter stan-
dard. 
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request. Such knowledge is likely to increase participation in data- 
gathering, enhance the reliability of information provided, reduce 
public resentment and suspicion of government practices, and en- 
courage the public to comment on agency policy.2016 However, three 
additions to subsection (e)(3) would aid in more fully achieving 
these goals and would make the provision more consistent with the 
Act's broad concept of the privacy right. 

Principally, when the person from whom the information is 
sought will be the subject of the file, the collecting agency should 
explain to that individual his right to challenge collection and the 
procedure for challenge, and his rights of access to the file for the 
purpose of ensuring its accuracy.2016 Additionally, before an agency 
collects information about a data subject from third persons, the 
agency should be required to reveal to the subject the names of such 
third persons and the type of information to be sought from them, 
except in situations where the agency is justified in keeping the ex- 
istence of the investigation secret from the data subject. When in- 
formation is collected from third persons, the subject's right of access 
to the file is an inadequate privacy protection2017 because without 
notice the subject will in most instances have little reason to suspect 
that the file exists. T o  be sure, information known to others is not 
protected by the common-law concept of privacy.2018 But the statute's 
protection should extend to this aspect of data acquisition because 
people are more inclined to respond to government requests for in- 
formation than individual and because the government, 
by virtue of its size and resources, has a greater capacity to disseminate 
information about an individual than has any private person. 

A further problem with subsection (e)(3)is that its notice provi- 
sions apply only when an agency collects information by asking the in- 
dividual directly. Because the Privacy Act imposes almost no limita- 
tions on the methods an agency can use to gather information, an 
agency could in some circumvent notice requirements by gathering 
data from third parties or by utilizing covert procedures. One solu- 
tion to this problem would be to require notice to the data subject 
unless notice would frustrate legitimate programs of covert surveil- 
lance. A better solution, discussed below, is to limit agency use of 
nondirect methods of data collection. 

2015. See Joint Hearings. supra note 1641. at 230407 (report prepared by A. Bell 
for the Committee on Rulemaking and Public Information of the Administrative 
Conference of the United States). 

2016. The rights of subject access and challenge are discussed in the text at notes 
2055-98 infsa. 

2017. See text at notes 2049-51 infra. 
2018. See text at notee 1586-87 s u p a .  
2019. See Hearings on the Censw, supra note 1509, at 194 (testimony of A. Miller, 

Rofesx~r, University of Michigan Law School), 215 (testimony of C. Fried, Professor, 
Harvard Law School). 
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2. Methods of Data Collection 

The Privacy Act's sole restriction on methods of data acquisition 
is the requirement in subsection (e)(2) that agencies "collect in-
formation to the greatest extent practicable directly from the subject 
individual when the information may result in adverse determina- 
tions about an individual's rights, benefits, and privileges under 
Federal programs." The provision reflects the basic principle of 
fairness, advocated by the Senate's report on the Privacy Act, "that 
where government investigates a person, it should not depend on 
hearsay or 'hide under the eaves.' but inquire directly of the indi- 
vidual about matters personal to him or her."2020 It also "suppom 
the principle that an individual should to the greatest extent possible 
be in control of information about him which is given to the govern- 
ment."2021 The provision thus disfavors acquisition from third parties 
or by covert means, although it recognizes implicitly that such meth- 
ods may be necessary "for financial or logistical reasons or because 
of other statutory requirements."2022 While the legislative history 
makes clear that minor financial or logistical concerns are not to 
outweigh privacy interests?O* it does not answer the critical questions 
of when it wilI not be "practicable" to collect from the subject and 
when subsection (e)(2) will be overridden by other statutes. 

As originally introduced, the subsection (e)(2) "greatest extent 
practicable" requirement appIied to all government information ac- 
quisitions. In order to meet agency objections based on the needs 
of certain civil and criminal law enforcement programs, the provi- 
sion was limited to instances where the information sought could 
affect the receipt of direct benefits under a federal program.20M The 
limitation was a rather crude method, however, of satisfying the 
agency objections. For example, although criminal investigations 
are compIetely exempted from subsection (e)(2) by the general ex-
emptions of subsection (j)(2),2°26 not all  civil investigations are 
exempted. Thus, in a social security fraud investigation, which could 
lead to a denial of benefits, the agency presumably would be re- 
quired to comply with subsection (e)(2). More significantly, the 
limitation as enacted exempts numerous informational studies that 
are not aimed at civil law enforcement and are not related to the 
granting or denying of benefits under federal programs.2026 Rather 

2020. S. REP.NO. 93- 1183, supra note 1977, at 47. 
2021. 120 CONG.Rfc. HI2245 (daily ed. Dec. 18. 1974). 
2022. Id. 
2023. See S. m.NO.93-1183, supra note 1977, at 48. 
2024. Id. at 47. 
2025. See text at note 2174 infra, arguing that such an exemption is unnecessary. 
2026. Therefore, under the Privacy Act the sensitive'information gathered in the 

Longitudinal Retirement History Survey, see text at notes 1994-2000 supra, could be 
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than carve out in rough fashion an exception to the requirements of 
subsection (e)(2), Congress should have established a general standard 
applicable to all information acquisition that would take into ac- 
count the nature of the agency's activities and the importance of 
the state's need for the information, as well as considerations of prac- 
ticability. A provision prohibiting the use of any method of informa- 
tion collection that is unreasonable would allow these factors to be 
taken into account. Such a standard would require a balancing of the 
nature of the agency's function and considerations of practicability 
against privacy interests. 

A reasonableness standard for acquisition methods could also 
remedy another deficiency of the Privacy Act-its failure to give an 
agency any guidance as to what methods of collection it may use once 
it has determined that it must collect information directly from the 
data subject. Hearings on the use of mandatory questionnaires,2027 lie 
detector2028 and tests, and military surveillance of 
civilians2030have reflected congressional concern for this problem but 
have failed to produce any legislative solutions. A standard of reason- 
ableness would clearly preclude the use of any presently illegal or 
unauthorized acquisition methods. The reasonableness of otherwise 
legal and authorized methods should depend at least on the govern- 
ment interest served by collection of the information, the reliability 
of the method, the dangers posed by the method, the degree of con- 
trol the method allows the subject to retain over the amount of in- 
formation revealed, and the practicability of alternative methods 
available. Inclusion of the first factor allows the government to use 
otherwise unreasonable methods if it can demonstrate a sufficiently 
great need. The second factor requires consideration of the extent 
to which the proposed method will collect accurate information. 
The third factor accounts for the fact that some methods of acquisi- 
tion, such as covert surveillance, are potentially more dangerous than 
others because of a greater likelihood of misuse or because of their 

sought from persons other than the individual. The same possibility exists with re-
gard to all other "informational" surveys. 

2027. Hearings on the Census. supra note 1509. 
2028. Hearings on Privacy and the Rights of Federal Employees Bejore the Sub- 

comm. on Constitutional Rights of the Senate Comm. on the Judiciary, 89th Cong.. 
2d Sess. (1966) [hereinafter Hearings on Federal Employees]; Hearings on the Use of 
Polygraphs by the Federal Government Before a Subcomm. of the Home Comm. on 
Gouernment Operations, 88th Cong., 2d Sess., 89th Cong., 1st Sebs. (1964-1965) plerein-
after Hearings on Polygraphs]. 

2029. Hearings on Psychological Testing Procedures and the Rights of Federal Em- 
ployees Before the Subcomm. on Constitutional Rights of the Senate Comm. on the 
Judiciary, 89th Cong.. 1st Sess. (1965) [hereinafter Hearings on Psychological Testing]. 

2030. Military Surveillance Hearings on S. 2318 Before the Subcomm. on Constitu-
tional Rights of the Senate Comm. on the Judiciary, 93d Cong., 2d Ses. (1974) pere-
inafta Hearings on Military Susveillance]. 
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potential psychological impact. The fourth factor requires considera- 
tion of the basic privacy issue-the extent to which the data subject 
retains control over the information flow. The final factor ensures 
that the lease offensive method will be used unless rendered in- 
feasible by financial or logistical circumstances. 

Consideration of these factors would probably lead to the conclu- 
sion, for example, that the use of lie detector and psychological tests 
to measure suitability for employment or promotion is unreasonable. 
The lie detector's reliability is suspect because of its dependence 
on the physiology of the testee20a1 and because lie detector results are 
susceptible to conscious manipulation by the t e ~ t e e . ~ ~ ~ ~  Psychological 
tests have recently come under attack because of racial bias203a and 
because of the absence of objective scientific principles to guide in 
the construction and evaluation of such tests.%OM Moreover, the per- 
sons evaluating test results often lack the expertise needed to make 
the results reliable.2036 In addition, these testing methods are dan-
gerous because repeated use may lead to conformity among employ- 
ees,2036 may inhibit the exercise of rights,20S7 and may even degrade 
the indi~idua1.2~~~ Such tests necessarily lead to the unnecessary ac-
quisition of sensitive information203~ and thus infringe on the indi- 

2031. H.R REP. NO. 89-198, 89th Cong., 1st Sess. 12 (1965). 

2032. Id. at 12-13. 

2033. See A. M r m ,  supra note 1503, at 91-92. See ako Hearings on Special In- 


quiry on Invasions of Privacy Before a Subcomm. of the House Comm. on Government 
Operations, 89th Cong.. 1st Sess. 334 (1965) pereinafter House Special Inquiry]. 

2034. See Hearings on Psychological Testing, supra note 2029, at 33 ("personality 
testing is closer to alchemy and other nonsdences than it is to the truth"), 43. 

2035. See A. m,supra note 1503, a t  97-98. Cf.H.R REP. NO. 89-198, supra 
note 2031. at 2, 14. 

2036. Herman, Privacy, the Prospective Employee and Employment Testing: The 
Need To  Resttict Polygraph Testing, 47 Wm.L. Rw.73. 112 (1971). 

2037. Hearing on Federal Employees, supra note 2028, a t  221 (testimony of L. 
Speiser). 

2038. Her-, supra note 2036. a t  86. 
2039. Though the questions asked in a polygraph examination vary with each ex-

aminer, the aim is always to cover a broad range of topics in search of "unusual re-
sponses." The questioner then delves into the "problem" area. Hearings on Po lypphs ,  
supra note 2028, at 38. Consider the sample question in a proposed manual for adapt- 
ing the polygraph to pre-employment screening: 

HAVE YOU EVER SUFFERED A NERVOUS BREAKDOWN? 
If so, when; cause and period of adjustment; frequency; hos 'talized or not; fam-
ily problems; mental maladjustment; service connected; mil%or severe; unable to 
face reality; carries world's problems on his shoulders; criminal act or tendencies; 
claustrophobia; afraid of height; insecurity; failed in  a l l  endeavors; heavily in 
debt; amnesia, and others. 

R. Fwcuso~.TREPOLYGRAPHM PRIVATEINDUSTRY133-35 (1966). 
The questions asked on personality tests are often even more probing. inquiring 

into matters of physical conditions and bodily functions, religious beliefs, and attitudes 
toward sex and sexual behavior. For example, consider the following questions on the 
Minnesota Multiphasic Personality Inventory administered to Peace Corps volunteaa 
(to be answered true or false): 

17. My fat h a  was a good man. 
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vidual\ control over what information he releases. Psychological tests 
in particular have been characterized as "tests that are designed to 
overbear the will of the individual ...by reaching behind conscious 
articulation."2040Finally, there are less intrusive alternative methods 
of evaluating employees and job appli~ants,~o4~ as evidenced by the 
fact that many governments and organizations do not find a need to 
resort to such tests.2m It is arguable that government interests in 
national security and the safety of government employees justify use 
of these tests in limited c i r cums tan~es .~~~  However, in light of all 
the objectionable characteristics of these tests, it is doubtful that 
even these important government interests would make these meth- 
ods reasonable in the context of employment and promotion. 

Under this reasonableness of means test the use of mandatory 
questionnaires similarly would be unreasonable in many cases. The 
compulsion of .responses under implicit or explicit threats of punish- 
ment or loss of employment deprives the respondent of any real 
choice not to answer, and hence of any control over the information 
he reveals. Congressional hearings on this method suggest that in 
most instances voluntary questionnaires present an adequate alterna- 

and various private research groups and states have succeeded 
in obtaining sufficient responses to voluntary questionnaire^.^^^ In 
certain situations the importance of the government's need for the 

18. I seldom have constipation. 
19. My sex life is satisfactory. 
27. Evil spirits possess me at times. 
75. I get angry sometimes. 
78. I like poetry. 

290. I believe my sins are un rdonable. 
387. I have had no difiiculty Elding my urine. 

Hearings on Federal Employees, supra note 2028, at 5 6 .  

2040. Herman, supra note m36, at 128. A few labor arbitration decisions have de-
nied the admissibility of polygraph results, in part because of the invasion of privacy. 
See, eg.. Town and Country Food Co., 39 Lab. Arb. 332. 335 (1962); Lag Drug Co., 
39 Lab. Arb. 1121, 1123 (1962). 

2041. For example, careful interviews, analysis of past job performance, aptitude 
tests. and simulated exerases. Herman, supra note 2036, a t  87. 

2042. Cf. A. Muux,  supra note 1503, at 93. Twelve states have made the use of 
polygraphs in the employment context illegal. Four states specifically apply the pro- 
hibition to governmental agenda. Heman, supra note 2036, a t  97-98. In 1953, the 
AEC discontinued use of the polygraph because the marginal increase in security did 
not ofbet the costs in personnel recruitment and employee morale. H.R. REP.NO. 
89-198, supra note 2031, at 16. 

The Guidelines for Testing and Selecting Minority Job Applicants prepared by 
the California State Fair Employment Commission practically prohibit the use of per-
sonality testing as a pre-employment screening device. Id. at 119-20. A representative 
of the CSC testified that his agency does not use personality tests in any personnel 
decisions because, "these tests are subject to distortion, either purposefully or other- 
wise. Therefore, the scores are undependable as a basis for employment decisions." 
House Special Inquiry, supra note 2033, at 37. 

2043. See A. Mruw, supra note 1503. at 98. 
2044. See Hearings on the Census, supra note 1509, at 219. 
2045. See id. at  132-47 (testimony of Representative Betts). 
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information probably does justify use of mandatory questionnaires. 
For example, enumeration of the population is arguably of special 
importance because it is specifically required by the C o n s t i t ~ t i o n ~ ~ '  
and because it must be accurate in order to serve as the basis for 
apportionment for repre~entation.~~47 Therefore, responses to ques- 
tions on the decennial census regarding enumeration could probably 
be made mandatory. An agency may also be justified in compelling 
government employees and those seeking employment, and persons 
seeking or currently obtaining government benefits, to answer rele- 
vant questions.2048 However, the agency would not be justified in 
compelling answers to questions that do not bear on the granting 
of the job OT benefit. 

A general standard of reasonableness would not only cover all the 
methods problems ignored by the Privacy Act but would subsume 
the current subsection (e)(2) test. The probable result of employing 
such a standard would be to increase the number of instances in 
which direct collection from the individual is required. Direct col- 
lection accords the subject more control over the disclosure of infor- 
mation about himself than alternative methods of collection from 
third parties or by covert means. Recent experience casts doubt on 
the reliability of covert su r~e i l l ance ,2~~  and data collected from third 
parties is generally less likely to be reliable than data collected di- 
rectly from the data subject.2060 Moreover, covert methods pose the 
danger that irrelevant information will be collected because such 
methods are insufficiently selective2O6l and because the subject cannot 
object to the collection of particular data. Thus, the reasonableness 
test would require direct collection from the data subject unless the 
government can show that direct collection is not practicable or  that 
the government need to use other methods is paramount. 

3. Retention 

An individual needs some control over information retained by 
the government in order to minimize the danger of invasions of his 

2046. U.S.CONST.,art. I, 5 2. The Constitution does not, however, require that re- 
sponse to the ensus be mandatory. 

2047. However, it is arguable that wen this reason dog not justify compelling re- . 
sponse. The 1960 census was considered su5ciently accurate even though the census 
was not returned by or nwer reached 3 per. cent of the population as a whole, and 16 
per cent of young nonwhites in ghetto areas. Hearings on the Census, s u p a  note 
1509, at 295. 

2048. It  might be argued that answers to questions in these situations are not 
really compelled because the person could forgo the job or benefit rather than answer 
the questions. This argument overlooks the fact that such a choioe may not be avail-
able to a welfare or social security recipient or to a person needing or "locked-into" a 
federal job. See note 1622 supra. 

2049. See note 2009 supra. 
2050. Cf.S .  REP.N o .  951183, supra note 1977, at 48. 
2051. See note 2009 supra. 
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privacy. By giving the subject of a file the rights of notice, access, and 
challenge, the Privacy Act enables an individual to find out if an 
agency has collected information about him, what the information 
is, and how he can amend it. 

The Privacy Act grants the right of notice in two provisions. 
Subsection (e)(4) requires each agency to publish in the Federal 
Register at least annually a notice of the existence and character 
of the systems of records it maintains that is sufficiently explicit to 
enable an individual to guess accurately which agencies maintain 
records about him.20b2 Subsection (f)(l) requires agencies to respond 
to individual inquiries as to whether the information systems named 
by the individual contain records pertaining to him. An individual 
can thus locate all federal records pertaining to him by first consult- 
ing the Federal Register and then writing to all the agencies that 
maintain the type of records likely to concern him. These provisions 
of the Privacy Act have .been criticized on the ground that it is un-
realistic to expect individuals to go to the trouble-of writing to the 
agencies.2063However, requiring agencies to notify all persons about 
whom they presently maintain files would be inordinately expensive. 
Moreover, in the future each agency will have to notify file subjects 
when it collects information directly from them.2064 The approach 
taken by the Privacy Act on this point thus appears to be a reasonable 
accommodation of privacy interests and the financial considerations 
of administration. 

The creation of general rights of subject access and csallenge is 
perhaps the most important contribution of the Privacy Sub-

2052. Privacy Act 8 3. 5 U.S.C.A.# 552a(e)(4) (Supp. Feb. 1975), requires that each 
agency

maintaining a system of records subject to the rovisions of . . . this subsection, 
publish in the Federal Register at least annuaey a notice of the existence and 
character of the system of records, which notice shall i n d u d e  

(A) 	 the name and location of the system; 
(B) 	 the categories of individuals on whom records are maintained in the ays-

tern; 
(C) 	 the categories of records maintained in the system; 
(D) 	 each routine use of the records contained in the system, including the 

categories of users and the pu se of such use; 
(E) 	 the policies and practices of % agency regarding storage. retriwability. 

access controls, retention, and disposal of the records; 
the title and business address of the agency official who is responsible for 
the system of records; 

(G) 	 the agency procedures whereby an individual can be notified at his request 
if the system of records contams a record pertaining to him; 

(H) 	 the agency procedures whereby an individual can be notified at his request 
how he can gain access to any record pertaining to him mntained in the 
s stem of records, and how he can contest its content; and 

o tle categories of sources of records in the system. 
2053. See Hearings on Records, supa  note 1517, at 52 (statement of Representative 

Mikva). See also Hearings on Access, supra note 1969, at 98 (statement of Representa- 
live Abzug). 
m54.Privacy Act g 3, 5 US.C.A. 8 552a(e)(3) (Supp. Feb. 1975). See text following 

note 2014 suwa. 
2055. A 1974 survey of federal agency information practices revealed that only 53 
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section (d)(l) establishes a general right of subject access by requiring 
each agency to permit any individual, upon request, to review his 
record and obtain a copy of it.2066 Such A right of access is the first 
step toward effective individual control over government informa. 
tion practices and is a necessary prerequisite to a right of challenge 
and to control over dissemination of the file. Furthermore, it enables 
individuals to discourage government collection of irrelevant informa- 
tion: When inspection reveals improper information in a file, the 
subject can publicize the agency's improper acquisition of data in 
order to put political pressure on the agency.2057 Finally, the right 
of access enables the individual to obtain "the psychological sense of 
having satisfied oneself about what is really [in his file]."2068 

Despite the broad language of this p rov i~ ion ,2~~~  it does not apply 
to the CIA,20B0 the Secret Service,2061 and to law enforce- 
ment agencies. Blanket exemptions for these agencies are examined 
below.206a The Act also exempts, without regard to the agency, the 
following six categories of information: classified inf0rmation,2~@ 
statistical information,2066 "examination material used solely to de-
-
per cent of the responding agencies permit an individual to review his or her entire 
file. See FEDERAL supra note LW. The survey did not re-DATABANKS, 1515, at ~ I I ,  

port on the rights of subject challenge. The FOIA. 5 U.S.C. 5 552, as amended, 5 
US.CA. g 552 (Supp. Feb. 1975), allows access to some records, but gives no right of 
challenge. 

2056. Privacy Act 8 3, 5 U.S.C.A. g 552a(d) (Supp. Feb. 1975), provides: 

Access to Records.-Each agency that maintains a system of records shall- 


(1) upon request by any individual to gain access to his record or to any in-
formation pertaining to him which is contained in the system, permit him and 
upon his request, a person of his own choosing to accompany him, to review the 
record and have a copy made of all or any portion thereof in a form comprehensi- 
ble to hi,except that the agency may require the individual to furnish a written 
statement authorizing discussion of that individual's record in the accompanying 
person's presence. 
Privacy Act 3. 5 U.S.C.A. 8 552a(c) (Supp. Feb. 1975). requires each agency both 

to keep an accounting of disseminations of records to other agencies, and to allow 
subject aaxss to such accountings. Subsection (c) thus facilitates the right of access 
and challenge by enabling the subject to find his tile no matter where it has been 
transferred. 

2057. Hearings on Access. supra note 1969, at 97 (testimony of Representative 
Koch). 

2058. S. REP. NO. 93-1183, supra note 1977, at 60. 
2059. The only restriction in the subsection itself is that "nothing in this section 

shall allow an individual access to information compiled in reasonable anticipation at 
a civil action or proceeding." Privacy Act g 3. 5 U.S.C.A. 5 552a(d)(5j (Supp. Feb. 1975). 
This clause is meant to ensure that the Privacy Act does not alter the present rules of 
discovery. S. Ibp. NO. 93-1183, supra note 1977, at 75. 

2060. Privacy Act 5 3. 5 U.S.CA 8 552a(j)(l) (Supp. Feb. 1975). 

2061. Privacy Act 8 3. 5 U.S.CA. g 552a(k)(3) (Supp. Feb. 1975). 

2062. hivacy Act 8 5,5 US.CA. 6 552a(i)(2) (Supp. Feb. 1975). 

2063. See text at notes 2163-82 infsa. 

2064. Privacy Act 8 3, 5 US.CA. g 552aQ(1) (Supp. Feb. 1975). 

2065. Privacy Act 8 3.5 US.CA 5 552a(k)(4) (Supp. Feb. 1975). 
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termine individual qualifications for appointment or promotion in 
the federal information obtained prior to the effective 
date of the Privacy Act under either an express or implied p~omise 
of confidentiality if release of the information would identify the 
source,20B7 information supplied by third parties under an express 
pledge of confidentiality after the effective date of the Act if dis-
closure would identify the and material relating to the 
subject's health, unless certain "special procedures" are estab-
li~hed.~O~OThe first three categories are reasonable: the last three, 
however, deserve special attention. 

An agency may not conceal the existence of information in the 
fourth category-that obtained from third parties prior to the effec- 
tive date of the Act-and must characterize it at least in some very 
general way.2070 While the provision purports to recognize the privacy 
interests of those persons who supplied information under a promise 
of secrecy prior to the effective date of the Act, the provision fails to 
protect those interests completely. First, the provision does not re- 
quire agencies to deny access to this information. Second, the provi- 
sion only applies to investigatory material compiled for civil2O'l and 
criminal2072law enforcement purposes, investigatory material com-
piled for determining suitability for federal employment,2073 evalua-
tion material used to determine potential for promotion in the 
Armed Se r~ ices ,2~~~  and material held by the CIA.2076 While most 
third-party information collected by the federal government may 
fall into one of these three categories, the privacy interests of all 
persons who divulged information under an express or implied 
promise of confidentiality should be protected. 

Under the fifth category, agencies are allowed to withhold the 
same types of third-party information obtained after the effective 

2066. Privacy Act 8 3, 5 U.S.CA. A. 552aQ(6) (Supp. Feb. 1975), allows the exemp- 
tion of this material when "disclosure . . .would compromise the objectivity or fairness 
of the testing or examination process." This provision was designed to protect "actual 
competitive examinations and rating schedules." Hearings on Access, supra note 1969, 
at 290. I t  should not be interpreted, a t  it might be if read literally, to allow agenaes 
to prevent access to the results of an individual's psychological tests. Cj. text a t  notes 
2081-88 injra. 

2067. Privacy Act 8 3, 5 US.CA. gg 552a(k)(2), Q(5). (k)(7) (Supp. Feb. 1975). 
2068. Privacy Act 8 3. 5 US.C.A. A.g 532a(k)(2), Q(5), 0 ( 7 )  (Supp. Feb. 1975). 
2069. P r i ~ c y  Act g 3. 5 US.CA g 552a(f)(3) (Supp. Feb. 1975). 
2070. 120 CONC. REC.HI2244 (daily ed. Dec. 18, 1974). 
2071. Privacy Act g 3. 5 US.CA g 5552a(k)(2) (Supp. Feb. 1975). 
2072. Privacy Act 8 3, 5 US.CA. 5 552aCj)(2) (Supp. Feb. 1975). The exemption for 

criminal law enforcement agencies includes this and other information. See text at 
note 2169 infra. 

2073. P r i ~ c y  Act 8 3, 5 US.CA. g 552a(k)(5) (Supp. Feb. 1975). 
2074. W ~ c y  Act 8 3. 5 US.CA. A. 552a(k)(7) (Supp. Feb. 1975). 
2075- P r h c y  Act 8 3, 5 US.CA. g 552a(j)(l) (Supp. Feb. 1975). All files held by the 

CIA are exempted. See text at notes 2180-82 injra. 
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date of the Act, but only if the third parties were given an express 
promise of confidentiality. At the hearings on the Privacy Act, agen- 
cies emphasized the need to be able to promise confidentiality in 
order to get candid evaluations of emplo~ees207~ and evidence or 
leads in law enforcement investigations.2077 But, in light of the re- 
sulting infringement of the privacy interests of data subjects, there 
should be some requirement that pledges of confidentiality be 
granted only when necessary and only where there is a strong, clearly 
justified societal interest at stake.2ms Criminal- and civil-law enforce- 
ment and national security seem to be two such interests. In  the two 
other areas referred to by the Privacy Act, however, the societal 
interests at stake are arguably less important: representatives of some 
federal agencies have testified that they do not need the power to 
give pledges of confidentiality in order to cany out employment- 
related investigati0ns,2~'~ and it would seem that, absent national 
security implications, the military could also conduct promotion- 
related investigations without granting pledges of confidentiality. 
The reasonableness standard regulating methods of acquisition that 
was recommended above2OS0 would subsume this whole question by 
limiting the instances in which information could be collected from 
confidential sources. This more flexible standard would both better 
protect the privacy interests of data subjects and aid agencies by 
allowing them to grant pledges of confidentiality in certain circum- 
stances where they are not currently authorized to do so. It  might, 
for example, allow agencies to withhold information revealing a 
confidential source where disclosure would endanger the physical 
safety of the informant. 

The sixth category of information exempt from the notice and 
challenge provisions unnecessarily limits subject access to medical rec- 
ords by allowing an agency to establish "special" procedures for the 
disclosure to an individual of medical records, including psychologi- 
cal records, pertaining to him. The House report on the Act reveals 
that this provision was included because of the feeling that the trans-
mission of medical information could have an adverse effect upon an 

2076. The statement of the Department of Defense is typical: "It is almost axiom- 
atic to observe that if persons who are interviewed know that the interview will be 
revealed to the subject of the file, that it would have a chilling effect on their willing- 
ness to give a forthright statement of what they know about the subject." Hearings 
on Access, supra note 1969, at 240. 

2077. See, e.g., id. at 149 (statement of M. Lawton, Deputy Assistant Attorney Gen- 
eral, Department of Justice). 

2078. Hearings on Access. supra note 1969, at 162 (testimony of T. McFee, Deputy 
Assistant Secretary, HEW). 

2079. See, eg. ,  joint Hearings, supra note 16-41. at 466 (testimony of the represen- 
tative of the FTC). 

2080. See text following note 2026 supra. 
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individ~al.208~In such a case the House report suggests that the 
agency could release the information to a doctor named by the re- 
questing The report would also allow an agency to 
adopt other rules to apprise a person of medical information about 
him. It  is unclear what other procedures are envisioned, but the 
report seems to imply that an individual need not have complete 
access to his file, even after it is transmitted to his doctor. In certain 
respects, allowing patients access to their own records seems to be a 
better policy than selective disclosure. First, nonaccess of patients 
to their records may prevent the correction of innocent errors.20sa 
Second, it is rather incongruous to allow doctors to decide what 
information a patient may have concerning himself, especially where 
there might be a question of malpra~tice.~~s4 Third, involving pa- 
tients in medical record-keeping helps establish good doctor-patient 
relations and contributes to the quality of health On the 
other side, it is urged that records should not be disclosed because 
they are in technical language that patients cannot understand. But 
this problem can more easily be remedied by ensuring that patients 
receive explanations of their rec0rds.~O86 It is also feared that dis- 
closure to a patient that he has a terminal disease may cause him 
emotional and psychological harm.2087 However, the policy that a 
doctor should decide whether a patient should be informed about his 
condition is paternalistic. At least one state has codified the patient's 
right of access to all medical records except those of mental hos- 
pitals.2088A similar approach in the Privacy Act would be more con- 
sistent with the Act's over-all policy of vesting control in the indi- 
vidual over the flow of information about him. In light of the 
layman's need for explication of much medical information, the 
agency should be allowed to insist on disclosure to a doctor desig- 
nated by the subject, but the doctor should then be required to 
disclose the entire substance of the records to the subject. 

A final concern with respect to the right of access is that the cost 
of the procedure to the subject not nulli£y the right. The Privacy 
Act authorizes agencies to charge fees only for the cost of making 
copies of the thereby sparing the subject the potentially 
large cost of search for and review of record~.~~~O The Act also avoids 

2081. H.R REP.NO. 93-1416, 93d Cong.. 2d h a .  1617 (1974). 
2082. Id. 
2083. Joint Hearings, supra note 1641, at 2243-44 (report of B. Kaiser). 
2084. Id. at 2244. 
2085. Id. ae 2242. 
2086. Id. 
2087. See id. at 2243. 
2088. See MAS ANN.LAWSch. 111, g 70 (1975). 
2089. h i ~ c yAct g 3, 5 U.S.C.A. 5 552a(f)(5) (Supp. Feb. 1975). 
2090. The Director of the Bureau of Manpower Information Systems of tbe CSC 
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making the right of access illusory by not requiring the data subject 
to examine his file at the place it is kept. The  Senate had advocated 
that individuals be allowed to receive copies of their files by mail 
upon written request and with proper ident i f i~at ion,2~~~aSbut 
enacted the Act only requires each agency "to establish procedures 
for the disclosure to an individual" of his file.20B2 Although this pro- 
vision would seem to allow an agency to use the mails, it unfortu- 
nately does not guarantee that data subjects will be able to resort to 
such a procedure. 

Complementing the right of access is the other major provision 
of the Privacy Act, the right to challenge. Subsection (d)(2) fully 
incorporates the right of challenge with respect to all records to 
which the individual has a right of access. Together the rights of 
access and challenge enable the individual to ensure that the govern- 
ment maintains in its files only relevant and accurate information 
about him. Further, through challenge of inaccurate or irrelevant 
information the individual can exercise a deterrent effect on im-
proper acquisition. 

Under subsection (d)(2), each agency must, within ten days fol- 
lowing receipt, acknowledge an individual's request to amend his 
recordzoD3and promptly correct the record or inform the individual 
of its refusal to do so.2094 The  agency must also state its reasons for 
refusing to amend and inform the individual of the procedures 
established for the review of that r e f u ~ a 1 . ~ ~ ~ 6  If the individual seeks 
such a review, it must be conducted within thirty days. If after 
review the agency still refuses to amend the record, it is required to 
notify the individual of his right to file with the agency a concise 
statement setting forth his disagreement with the agency,2OB6 and it 
must inform him of his right to seek judicial review in the federal 
district Subsection (d)(4) requires the agency to note 
-
has stated that the cost for a search of computerized records is $35 per hour. See Hear-
ings on Access, supsa note 1969, at 306. 

2091. See S. REP. NO. 93-1183. supra note 1977, at 61. 

2092. Privacy Act g 3. 5 U.S.C.A. g 552a(q(3) (Supp. Feb. 1975). 

2093. Privacy Act 5 3, 5 U.S.C.A. g 552a(d)(2)(A) (Supp. Feb. 1975). 

2094. Privacy Act 8 S, 5 US.C.A. g 552a(d)(2)(B) (Supp. Feb. 1975). 

2095. Privacy Act S, 5 U.S.C.A. 5 552a(d)(Z)(B)(ii) (Supp. Feb. 1975). 

2096. Privacy Act Q 3, 5 U.S.C.A. 5 552a(d)(3) (Supp. Feb. 1975). In hearings on the 


Privacy Act, the Director of the Bureau of Manpower Information Systems of the CSC 
stated, "A requirement to accept wen a reasonable amount of supplementary material 
of the individual's choosing for inclusion in the automated systems would result in 
sharply increased operating costs, and with respect to some of these systems we are 
planning, could make the systems completely impractical." Hearings on Access, supra 
note 1969, at 291. The Act apparently solves this problem by allowing an agency to 
note the existence of the statement in the computerized file but hle the statement 
itself separately. 

2097. Privacy Act g 3, 5 U.S.C.A. 5 552a(d)(S) (Supp. Feb. 1975). For a discussion of 
the judicial review provisions of the Act see text at notes 2129-38 infra. 
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clearly the disputed portions of the record and to provide copies of 
the individual's statement of disagreement to any person or agency to 
whom the record is subsequently disclosed. Subsection (c)(4) requires 
the agency to notify all persons or agencies to whom the disputed 
record has already been disseminated of the dispute and of the 
individual's statement of correction. While the statutory scheme is 
quite comprehensive, it has a few minor deficiencies. 

First, until an individual has filed a statement of disagreement, 
an agency may disseminate challenged information without noting 
the challenge. Thus, for at least a month, an agency can circulate 
incorrect information. As there would be little additional adminis- 
trative burden in noting the initial amendment request in the indi- 
vidual's record, the disseminating agency should be required to do 
so before releasing the file to other agencies. It  does not appear as 
necessary to require immediate notification of the dispute to prior 
recipients, in view of the substantial administrative burden entailed 
in notifying them, and in light of subsection (c)(4)'s requirement 
that they be notified after the individual has filed a statement of 
disagreement. 

Second, although subsection (c)(4) ~equires an agency to notify 
prior agency recipients when it amends a file, it does not require the 
recipent agencies to amend their files also, as the Senate apparently 
intended.2098 The requirement in subsection (e)(l) that each agency 
maintain only relevant information may be interpreted to require 
the recipient agency at least to investigate the accuracy of the infor- 
mation, but this requirement applies only to recipient agencies that 
are covered by the Act. Rather than burdening the individual with 
the responsibility of asking each recipient agency whether his record 
has been amended, it would seem more sensible to require recipient 
agencies that decide not to amend so to notify the individual. 

The Privacy Act also addresses possible threats to privacy posed 
by agency alteration of information systems. Subsection (0) of the 
Act requires each agency to provide adequate notice to Congress of 
any proposal to establish or alter any system of records in order to 
permit Congress to make an evaluation of the proposal's potential 
effect on the right of privacy. This provision, in conjunction with 
the subsection (e)(4) requirement that a description of each existing 
information system be published in the Federal Register,2OS9 should 
prevent the maintenance of any secret information systems. Subsec- 
tion (0) was also intended to prevent the creation of data banks 
without statutory authorization and without proper regard for indi- 
vidual privacy, the confidentiality of data, and the security of the 

2098. See S. ReP. No. 93-1183, supra note 1977, at 62. 

2099. See note 2052 supra and accompanying text 
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sy~tern,2~OOand to prevent the development of a de facto national 
data bank.i101 This final fear is justified, for while an express pro- 
posal for a National Data Bank Center was defeated in the mid-
1960's,21°2 the possibility that agencies will consolidate information 
systems on their own has remained.2108 Regardless of the merits of 
the centralization of information ~ y s t e m s , 2 ~ ~ ~  occurit should not 
without congressional oversight. Subsection (0) accords Congress the 
opportunity to give that oversight. Subsection (0)'s main deficiency 
is that it only requires an agency to report proposals to Congress so 
that it can evaluate the idea. As it will eventually be necessary to 
obtain the agency's own views on the proposal, Congress should have 
required, as the Senate bill proposed,2106 that each agency evaluate 

2100. S. m.No. 9S1183, supra note 1977, a t  64-65. 
2101. Id. a t  64. 
2102. Several such recommendations made. S ~ Ywere See AND CONCLUSIONS, 

supra note 1515, a t  8-9. For a complete discussion of the proposal see Note, 82 Hmv. 
L. Rev. 400, supra note 1909. 

2103. See Hearings on the Census, supra note 1509. a t  181 (testimony of A. Miller. 
hofessor. University of Michigan Law School). See aLFo Ioint Hearings, supra note 
1641, at  2252-55. 

2104. Advocates of the national data-bank center thought i t  would: (1) make more 
data available for researchers; (2) reduce the unit cost of data; (3) enable larger and 
more effective samples to the taken; (4) hcilitate the canvassing of a wider range of 
variables; (5) reduce duplication in government data collection activities; (6) promote 
greater standardization of techniques among the agencies; (7) make research efforts 
easier to verih; and (8) provide a data processing pool for all the information-handling 
agencies. A. MILLER,supra note 1503, at  56-57. See Sawyer & Schechter. Computers, 
Privacy and the National Data Center: The Responsibility of Social Scientists, 23 Tm 
AM. P~YCHOLOGISI 810. 813 (1968). However. the merits of the proposal were never 
really given fair consideration. Instead, the proposal became a focal point for the 
fears of a 10s of privacy. See, e.g., A. MILLER,supra. a t  57; Hirsch, Data Banks: The 
Punchcard Snoopers, 205 NATION 369 (1967): Miller. The National Data Center and 
Personal Privacy, AIUNTIC, NOV. 1967, a t  53; US. NEWS& WORLDW.,May 16, 1966, at 
56. Numerous congressional hearings were held, outlining the dangers of consolidation 
See SUBCOMM.ON ECONOMIC OF m JOINT ECONOMICS T A T ~ C S  COMM., 9Orw CONC., 

SFS., REPORTON ANDTHE COORDINATION INTEGRATIONOF GOVERNMENT S T A ~ W  
PRocru~s  (Joint Comm. Print 1967); Hearings on the Coordination and Integration 
of Government Statistical Programs Before the Subcomm. on Economic Statistics 01 
the Joint Economic Comm., 90th Cong.. 1st Sess. (1967); Hearings on Computer Pri-
vacy Before the Subcomm. on Administrative Practice and Procedure of the Senate 
Comm. on the Judiciary, 90th Cong., 1st Sm. (1967); Hearings on the Computer and 
Znuasion of Privacy Before a Subcomm. of the House Comm. on Government Opera- 
tiom, 89th Cong., 2d Sess. (1966). I t  was feared that even statistical data a u l d  be used 
to injure individuals, that improved capacity for handling data would result in de-
mands for more personal information, that reliance upon computers to make decisions 
affecting personal a 5 i r s  would be increased, that individualized output would wen- 
tually be permitted, and that the center by its very existence would increase wn-
formity by compelling people to "act for the record." Note, supra note 1909, a t  411- 
12. The criticism of the bill was so overwhelming that the National Data Center con- 

cept is still not a realistic legislative proposal. Su-Y AND C o ~ u u s o ~ s , 
supra note 

1515, a t  10. 


2105. See S. 3418, 5 201(g(1), 93d Cong.. 2d Sess. (1974). 
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the effect of its proposal in a privacy impact statement and submit 
that statement along with the proposal.210B 

4. Dissemination 

The great number of transfers of personal information pose a 
grave danger to privacy interests. The Privacy Act deals with this 
problem by allowing dissemination for "routine" uses, by prohibit- 
ing dissemination for "nonroutine" uses without the prior written 
consent of the subject,21°7 and by requiring that the individual be 
notified at the time of collection of the routine uses that may be 
made of the information.2108 Subsection (a)(7) defines "routine use" 
as "use .. . for a purpose which is compatible with the purpose for 
which the information was collected." A further limitation on dis- 
semination is that transferee agencies subject to the Act must meet 
the subsection (e)(l) requirement that agencies maintain only rele- 
vant and necessary information. 

The present provisions represent a compromise between the 
proposal that no records be disclosed outside the collecting agency 
without the prior consent of the subject,21°e and the proposal that 
agencies be free to disclose information to anyone as long as the sub- 
ject is notified.2110 The former proposal ignored the costly duplica- 
tion of effort that would be required if individuals chose to prevent 
all transfers,2111 while the latter gave insufficient weight to the right 
of an individual to control the flow of information about him. As 
discussed below,2112 the Act made no substantive change in the law 
regarding the disclosure of personal inf~rrnation.~ll~ 

The scheme adopted by the Privacy Act is subject to attack on 
the ground that it gives insufficient control to the subject at the time 
of data acquisition. For example, although each agency must inform 
the information supplier of the routine uses that may be made of 
the information, the Act does not recognize a right to withhold in- 
formation on the basis of the agency's determination of routine uses. 

2106. See S. REP.NO. 93-1183, supra note 1977, a t  64-65. 

2107. Privacy Act 8 3, 5 U.S.CA. g 552a@) (Supp. Feb. 1975). 

2108. Privacy Act 5 3, 5 U.S.C.A. # 552a(e)(3) (Supp. Feb. 1975). Subsection (e)(4) 


(D)'a requirement that each agency publish "each routine use of the records contained 
in  the system, including the categories of users and the purpose of such use" provides 
additional notice. 

2109. See H.R. 9527, 92d Cong., 2d Sess. (1972). 
2110. See H.R. 12206, 93d Cong., 2d Sess. (1974). 
2111. For example, every three months the Social Security Administration transfers 

the earning records of one million persons to state agencies that administer unem-
ployment programs. If consent for the transfer were required and refused, the states 
would have to acquire this informatfon on their own. Even a notice requirement 
would be unreasonably costly, resulting in four million notices a year. See Hearings 
on Access. supra note 1969, a t  182. 

2112. See text a t  note 2198 infsn. 
2113. See 11 WWLY ~ V P .  1, 1975). OF PRES.DOCS.8 (Jan. 
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Instead, the Act envisions that Congress will exercise "a vigorous 
oversight check on agencies to make certain as much as possible that 
no 'nonroutine' transfers of records . . . are either hidden or  
blanketed in under the 'routine' category to nullify the basic pro- 
tections of the law to individuals."2114 Each agency thus can, absent 
congressional action, continue to decide the uses for which i t  can dis- 
seminate information it c0llects;~116 the SEC's Name and Relation- 
ship System, for example, can continue routinely to distribute de- 
rogatory information to other agencies,21l6 and the Civil Service Com- 
mission can continue routinely to transmit information on a subject's 
character, general reputation, personal characteristics, and mode of 
living to various branches of the government.2117 T o  be sure, once 
unnecessary or irrelevant information is transferred to an agency for 
a routine use, the individual presumably can challenge the retention 
of that information under subsection (e)(l). Moreover, individuals 
can trace distributions of their records because of the (c)(3) require- 
ment that agencies make available to the subject accountings of file 
transfers. These two subsections provide only limited control over the 
dissemination of information, however, because they apply only after 
dissemination has occurred and they depend on the subject initiating 
an inquiry as to whether there have been improper disseminations. 
T o  ensure that individuals retain control over the dissemination of 
surrendered information, the Privacy Act should have required that 
the individual be able to challenge collection by the collecting 
agency on the ground that the information sought is irrelevant to or  
unneeded by an agency that has been labeled a routine recipient. 

Subsection (b) allows dissemination of records for nonroutine . r 

uses without the prior consent of the individual in a variety of situa- 
tions where the Geed for the information is great or the damage to 
privacy interests is slight.211s For example, subsection @)(4) allows 

2114. H.R. Rm.No. 93-1416, supra note 2081, a t  12. 
2115. Moreover, Privacy Act, 5 3, 5 US.CA. g 552a(e)(ll) (Supp. Feb. 1975), allows 

an agency to publish in the Federal Register notice of any new use and provide an 
opportunity for interested persons to submit arguments. The provision would appar- 
ently allow an agency to adopt new "routine uses" for which disclosure could be made 
without the data subject's consent. 

21 16. See F m m  DATABANKS,supra note 1515, a t  XLIV. 

2117. See id .  
2118. There are ten situations where information may be disseminated for a non-

routine use without the prior consent of the individual. Five of these are discussed in 
the text at  notes 2119-23 infra. The other five situations seem inoffensive. Subsection 
@)(I) allows disclosure of the information to those o5cers and employees of the agency 
maintaining the record who need the record to perform their duties. Subsection @)(6) 
allows disclosure to the National Archives. This exemption allows an agency to 
gather information of historical importance. For its legislative origin see Hearings on 
Access, supra note 1969, a t  274-76. Subsection @)(a) allows disclosure "to a person 
pursuant to a showing of compelling circumstances affecting the health or safety of 
an individual if upon such disclosure notification is transmitted to the last known 
address of such individual." Subsection @)(9), allowing dissemination to Congress, and 
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disclo~ure of records to the Bureau of the Census for purposes of 
planning because of the strict confidentiality of Census records.2119 
Subsection (b)(5) permits disclosure of records in a nonidentifiable 
form to a recipient for use in statistical research because of the 
reduced privacy dangers in the transfer of nonidentifiable informa- 
tion and because of the desire to facilitate resear~h.~12O Subsection 
(b)(7) exempts from the consent requirement information sought by 
an agency for a law enforcement activity, but prevents law enforce- 
ment agencies from going on "fishing expeditions" by requiring the 
head of the requesting agency to specify in writing the particular 
portion of the record desired and the law enforcement activity for 
which the record is sought. 

Only two of the exemptions are questionable. Subsection (b)(ll) 
allows disclosure without consent "pursuant to the order of a court 
of competent jurisdiction." The  Senate recommended that an agency 
be required to serve advance notice on the subject before it dissemi-
nates his file pursuant to compulsory legal pr0cess.2~~1 Such a provi- 
sion is more attractive than the provision adopted because it affords 
greater protection to the subject's privacy interests by permitting 
him to take appropriate legal steps to suppress a subp0ena2l~~ with-
out  unduly burdening the requester, who would already be in court. 
T h e  difficulties with subsection (b)(2), which permits disclosures re- 
quired under the FOIA, are dealt with in the discussion on the inter- 
action of the Privacy Act and the FOIA.2123 

Subsection (n) of the Privacy Act deals with a narrow dissemina- 
tion problem that had attracted earlier congressional attention,2124 
by forbidding the sale or  rental by an agency of an individual's name 
and address unless such action is specifically authorized by law. The  
provision was a response to the practice of various government 
agencies of selling mailing lists of persons with certain characteristics, 
such as gun collectors, amateur radio operators, and licensed pilots, 
to commercial and political organizations.2126 T h e  sale of such lists 
infringes upon privacy interests not because the individual receives 
mail, which can easily be thrown away, but because information 

subsection @)(lo), allowing dissemination to the Comptroller General, facilitate over-
sight of the administration of the Act. 

2119. Laws relating to the Bureau of the Census limit access to census records to 
Bureau employees and prohibit their removal from the premise. H.R. Rw. NO. 9% 
1416. supra note 2081. at 12-13. See text at note 1934-35 supra. 

2120. See also Hearings on Access, supra note 1969, at 159, 180-81 (remarks of the 
representative of HEW). 

2121. See S. b.NO.99-1183, supra note 1977, at 66. 
2122. See id. 
2123. See text at notes 2196-214 infra. 
2124. See generally Hearings on Mailing Lists, supra note 1499. 
2125. See id. at 28-29, 70, 136. 
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about the individual has been disclosed without his knowledge. Al-
though salutary in purpose, subsection (n) may be of limited force 
because it states explicitly that it shall not be construed to require 
the withholding of names and addresses otherwise permitted to be 
made public, and presumably, therefore, permits disclosure under 
the FOIA.2126 Provisions of the FOIA mandating disclosure of infor- 
mation to the public do not apply where disclosure "would consti- 
tute a clearly unwarranted invasion of personal This 
privacy exemption to the FOIA, however, does not as interpreted 
adequately protect privacy interests.2128 I n  the area of mailing lists, 
its disabilities are perpetuated in the Privacy Act because of subsec- 
tion (n). 

5. Remedies and Sanctions 

The  privacy rights created by the Privacy Act would be meaning- 
less if they were not accompanied by effective remedies or sanctions. 
T h e  Act establishes civil and criminal liability for some violations, 
but it seems doubtful that such provisions are sufficient to protect 
all the rights created by the Act. 

Subsection (g)(l) of the Privacy Act provides that an individual 
may bring a civil action against an agency in the federal district 
courts whenever the agency refuses to amend the individual's 

or refuses access to a record.2130 Thus an individual always 
has standing to contest an agency's failure to accord him the rights 
of access and challenge. An individual's standing to contest an  
agency's failure to maintain his records with accuracy, relevance, 
timeliness, and completeness, set forth in subsection (g)(l)(C), ex-
tends only to situations in which a determination is made that is 
adverse to the individual. Subsection (g)(l)(C) apparently refers to 
violations of subsection (e)(5) only; but might also include vio- 
lations of (e)(l). Because the next subsection states only that it 
applies to violations of "any other p r o ~ i s i o n , " ~ ~ ~ l  i t  is left unclear 
whether an individual alleging a violation of (e)(l) must await an 
adverse determination as required by (g)(l)(C). 

With respect to violations of all other primary rights conferred 
by the Act, subsection (g)(l)(D) grants standing to an individual 
whenever an agency "fails to comply with any other provision of 
this section, . . . in such a way as to have an adverse effect on the 
individual." While the provision presumably does not require an 

2126. 120 CONC. REc. HI2244 (daily ed. Dec. 18, 1974). 

2127. 5 US.C. 5 552@)(6) (1970). 

2128. See text at notes 700-44 supra. 

2129. Privacy Act 5 3, 5 U.S.CA. 8 552a(g)(l)(A) (Supp. Feb. 1975). 

2130. Privacy Act 8 3, 5 US.CA. 8 552a(g)(l)(B) (Supp. Feb. 1975). 

2131. hivacy Act 8 3, 5 US.C.A. 5 552a(g)(l)(D) (Supp. Feb. 1975). 
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adverse administrative determination, the ambiguity of the term 
"adverse effect" leaves unclear what an individual must show to 
obtain standing. If the adverse effect requirement is only intended 
to 1 1  ict sanding to data subjects whose Privacy Act rights are 
\,iolated (through, for example, improper dissemination o r  im-
proper sollrction of information), the subsection would impose only 
minimal standing requirements. If, however, the adverse effect re- 
quirement is intended to restrict standing to individuals who can 
prove prima facie that the agency violation resulted in monetary 
h d r 1 a , 2 ~ ~ ~the Act would fail to recognize that there can be serious 
violatior~s of privacy that do not result in such harm.2188 .-1 -he argument that the adverse effect requirement allows suit by 
anyone who is the subject of information acquired or disseminated 
in violation of the Privacy Act draws support from the Senate report 
on an analogous provision contained in the Senate bill. Although 
the phrase "adverse effect" comes from the House bill,21M the Senate 
version granted standing to any "aggrieved person,"2186 a similar 
formulation. The Senate report explained that the phrase was 

designed to encourage" the widest ~ossible citizen enforcement 
U 

ti~roughthe judicial process. This is necessary, as mentioned, since 
ilie Act does not give any administrative body authority to ensure 
col?i~~liancewith the Act. The Committee intends the use of the term 
"'ng~xieved person" to afford the widest possible standing consistent 
with thc cotlstitutional requirement of "case or controversy" in 
Article 111, Sec. 2 of the Constitution. In this respect, the provision 
is designed, among other things, to supply certain deficikncies in 
standing and ripeness which the courts found in Environmental 
Protection Agency v. Mink, 410 U.S. 73 (1973),. Laird v. Tatum, 408 
U.S. 1 (1972) and [California Bankers Association v. Shultz, 416 
U.S. 21 (1974)].218e 

-!'he failure of the conference staff's report to comment on any com- 
promise in this regard arguably suggests that the House conferees 
understood their language to have the same effect. If Congress had 
intended to require a showing of actual damage in order to obtain 
standing, it could have used the words "actual damages," as it did in 
s~ibsection (g)(4)(A), instead of "adverse effect." 

'.There are countervailing indications, however, that the "adverse 
: . c"  1-cquirement of subsection (g)(l)(D) was intended to require 

'. .: : dird V. Tatum, 408 US. 1, 13-14 (1972) (rejecting a challenge to use of 
.,,. :i ,I: : : 'or domestic surveillance and holding that "[a]llegations of a subjective 

'..::I;' . o i c . ~ ~:. an adequate substitute for a claim of specific present objective harm or 
.: ' i . r c  , L  oi q~cc i l i cfuture harm . .."). 

2153. See text at notes 1536-49 supra. 

2134. See N.R. 16373, 5 (g)(l)(C), 93d Cong., 2d Sess. (1974). 

23%. S. 5418. 55 303@), (c), 93d Cong., 2d Sess. (1974). 

2136. S. REP. NO.9?-1183, supra note 1977, at 83. 
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a showing of actual harm. This conclusion is supported by the 
structure of subsection (g)(l). Subsections (g)(l)(A) and (g)(l)(B), 
providing standing when an agency violates subsections (d)(3) or 
(d)(l) of the Act, clearly do not require a showing of actual harm. 
If subsection (g)(l)(D) were meant to give standing to any individual 
who is affected by any other violations of the Act, there would have 
been no need to mention specifically violations of (d)(3) and (d)(l) 
in subsections (g)(l)(A) and (g)(l)(B). Moreover, the wording of 
subsection (g)(l)(D) comes directly from the language of the House 
bi11,2187 which is generally more conservative in its protections of 
the right of privacy.21a8 

Given these conflicting indications of congressional intent, courts 
should interpret "adverse effect" broadly, and should not require 
a showing of actual harm. This interpretation of "adverse effect" 
is necessary if the Act is to fulfill its stated purpose to "permit an 
individual to determine what records pertaining to him are . . . 
disseminated . .. ."21aeIf an individual can only challenge the dis- 
semination of information that causes him monetary harm he is obvi-
ously powerless to prevent much improper dissemination. 

The Act grants either damages or injunctive relief, depending 
upon the nature of the agency violation, to individuals with standing 
to sue. When an agency improperly refuses to amend an individual's 
record or improperly refuses an individual access to his records, the 
Act authorizes courts to order the agency to correct the record or to 
produce the recordP40 In these situations, the Act makes injunctive 
relief the exclusive remedy, with no provision for redress of actual 
damages suffered from wrongful agency refusal to amend. For all 
other violations of the Act the sole remedy appears to be monetary 
~lamages.214~Damages are not available, however, unless "the agency 

-

2137. See H.R 16373, (g)(l)(C), 93d Cong., 2d S a .  (1974). 
2138. See the various Senate proposals mentioned at notes 2091, 2121. & 2136 supra. 

and at notes 2145, 2147, 2151, & 2182 infra. 
2139. P r i ~ c yAct g !?@)(I),5 US.CA. g 552a (note) (Supp. Feb. 1975). 
2140. Privacy Act 5 3. 5 US.CA. $8 552a(g)(2), (g)(3) (Supp. Feb. 1975). Where the 

violation alleged is refusal to amend, subsection (g)(2)(A) empowers the court to de- 
termine the matter de novo. Where the violation alleged is denial of a c m  to a file. 
subsection (g)(S)(A) empowas the court to determine the matter de novo and to ex-
amine in camera the contents of any records claimed to be exempted by subsection 
(k), discussed in the text at notes 2183-94 infra. In an action under either (g)(2) or 
(g)(3), the court may assess against the United States reasonable attorney fees and 
other reasonable litigation costs, if the complainant has substantially prevailed. Pri-
vacy Act g 3, 5 US.CA. g s  552a(g)(2)(B). (g)(S)(B) (Supp. Feb. 1975). 

2141. Privacy Act 8 3, 5 U.S.C.A. f 552a(g)(4) (Supp. Feb. 1975) provides: 
In any suit brought under the provisions of subsection (g)(l)(C) or (D) of this sec-
tion in which the court determines that the agency acted in a nlanner which was 
intentional or willful, the United States shall be k b l e  to the individual in an 
amount equal to the sum of- 

(A) actual damages sustained by the individual as a result of the refusal or 
failure, but in no case shall a person entitled to recovery receive less than the 
sum of $1,000; and 
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acted in a manner which was intentional or willful. . . ."2142 This 
standard for recovery of damages is a compromise214s between the 
House proposal of the traditional "arbitrary and capricious" stan- 
&rd for review of agency action21" and the Senate proposal of strict 
liability for any agency violation of the Act.2146 The legislative history 
indicates that "[oln a continuum between negligence and the very 
high standard of willful, arbitrary, or capricious conduct, this stan- 
dard is viewed as only somewhat greater than gross negligence."2146 
This comment suggests that liability should not attach unless the 
agency's action was so lacking in reason as to approach recklessness. 
This requirement obviously imposes a heavy burden on a party 
seeking compensation. As the Act does not explicitly provide for 
injunctive relief for these violations, a plaintiff who fails to meet 
this requirement may be without a remedy. For example, a court 
might find that an agency is improperly disseminating files for non- 
routine uses without the subjects' consent, and yet be powerless not 
only to prevent the dissemination but also to grant compensation to 
the subjects. This interpretation is one courts might well try to 
avoid, but the Act could have avoided this difficulty either by autho- 
rizing injunctive relief with regard to all violations of the Act where 
appr0priate,2l~~or by setting a lower standard for agency liability, or 
both. 

Under the Act, damages are to be recovered from the federal 
government.2148If the offending agency were required to pay, such 
payments would be reflected in the agency's operating budget and 
would perhaps provide a more direct deterrent to violations. The 
$1000 floor on recovery provided in the presumably repre- 
sents a compromise between the House proposal, which only allowed 
recovery of actual darnage~,2~~O and the Senate proposal, which al- 
lowed recovery of punitive damages where appropriate.2161 A provi- 
sion for punitive damages would seem desirable in order to deter 
repeated violations of the Act, although in the absence of direct 

(B) the costs of the action together with reasonable attorney fees as deta-
mined by the court. 

2142. Privacy Act 5 3, 5 U.S.CA. 5 552a(g)(4) (Supp. Feb. 1975). 
2143. 120 C ~ N G .  REG.H12245 (daily ed. Der 18, 1975). 
2144. H.R. 16373, 5 (g)(S), 93d Cong.. 2d Sess. (1974). 
2145. S. 3418, 5 303(c), 93d Cong., 2d Sess. (1974). 
2146. 120 CONG. ICEC. HI2245 (daily ed. Dec. 18, 1974). 
2147. S. 3418, g 303@), 93 Cong., 2d Sess. (1974), would have so provided. 
2148. Privacy Act 5 3. 5 U.S.C.A.5 552a(g)(4) (Supp. Feb. 1975). set out in note 

2141 supra. 
2149. Privacy Act 5 3, 5 U.S.CA 5 552a(g)(4)(A) (Supp. Feb. 1975). 
2150. See H.R. 16373, g (g)(3)(A), 93d Cong., 2d Sess. (1974). 
2151. See S. 3418, g 303(c)(2). 93d Cong., 2d Ses.(1974). 
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recovery from the offending agency, the effectiveness of such deter- 
rence is certainly questionable. 

In sum, the Privacy Act allows a data subject to enforce his rights 
of access and challenge through injunctive relief, and provides him 
with an opportunity to collect damages for the "intentional or will- 
ful" retention of inaccurate or irrelevant information once an agency 
has made a determination adverse to his interests. Thus, the Act pro- 
vides relatively full protections against violations of privacy that 
occur in the retention stage. With respect to the acquisition and 
dissemination stages, however, the remedies provided by the Act are 
clearly unsatisfactory. Only damages are available, and to obtain 
them the plaintiff must show that the agency acted intentionally and 
willfully, and may have to show actual harm. The weakness of the 
remedy provisions prevents the accomplishment of the Act's purpose 
to "permit an individual to determine what records pertaining to 
him are collected, maintained, used, or disseminated . . . .8pz16z T~ 
accomplish this purpose, the Act should have given standing to 
anyone who is the subject of information involved in a violation of 
the Privacy Act and should have provided for actual damages, 
punitive damages, and injunctive relief, wherever appropriate, as 
the Senate bill had propc~sed.~l~~ 

For violations of provisions that are "key to any effective protec- 
tion for privacy and ~onf ident ia l i ty , "~~~~ the Act provides criminal 
fines of up to $5000. Because "[tlhe entire Act would be frustrated 
if secret data banks could be created and operated with im-
punity,"2l" subsection (i)(2)imposes a fine on "[alny officer or em- 
ployee of any agency who willfully maintains a system of records with- 
out meeting the notice requirements of [publishing in the Federal 
Register] . . . ." In response to the equally fundamental need to 
guard against willful disregard of the limitations on dissemina-
tion,2166 subsection (i)(l) imposes fines on any officer or employee of 
an agency "who knowing that disclosure of the specific material is 
.. . prohibited, willfully discloses the material in any manner to any 
person or agency not entitled to receive it . . . ." Finally, subsection 
( i ) (3)  makes "[alny person who knowing and willfully requests or 
obtains any record concerning an individual from an agency under 
false pretenses . . ."subject to a fine. None of the civil remedies in 
the Act would reach individuals guilty of such violations. At least 
one other critical provision of the Act probably should have been 

2152. Privacy Act 5 2@)(1), 5 U.S.C.A. 5 552a (note) (Supp. Feb. 1975). 

2153. S. 3418, 55 303@), (c), 93d Cong., 2d Sess. (1974). 

2154. S. REP.NO. 93-1183, supra note 1977, at 81. 

2155. Id. 

2156. Id. 
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reinforced by criminal penalties. Because all of the rights granted by 
the Privacy Act depend on an individual's ability to find out if an 
agency maintains a file on him, the Act should have imposed criminal 
liability on any officer or  employee of an agency who, in response to 
an individual's inquiry about the existence of a file, knowingly re- 
sponds falsely. 

As an aid in enforcing and administering the Privacy Act, the 
establishment of a federal privacy board was re~ornmended.2~~7 As 
enacted, however. the Privacy Act envisions that disputes" arising 
under i t  will be settled in the federal courts, and delegates to the 
agencies themselves the task of promulgating regulations governing 
the administratioo of the A federal privacy board has definite 
advantages, for i t  could reduce the case-load burden of the district 
courts, promote uniformity by promulgating regulations implement- 
ing the Act for all agencie~,2~~O and reduce the possibility of infrac- 
tions of the Privacy Act by conducting on-site audits of agency 
information systems and files.21S0 T h e  board also could be charged 
with the administration of the FOIA, thereby providing oversight 
of the interaction between the Privacy Act and the FOIA. Ap- 
parently the privacy board proposal failed because Congress was 
reluctant to establish yet another federal bureaucracy,21e1 and because 
the administrative costs would have been great. Instead, the Privacy 
Act establishes a Privacy Protection Study Commission, empowered 
merely to study agency information practices and to recommend 
changes in the Privacy A ~ t . 2 ~ ~ ~  

6. Exemptions 

The two exemptions to the several provisions of the Privacy Act 
are, in general, necessary and reasonably circumscribed. Subsection 
(j)(2) allows criminal law enforcement agencies to exempt certain 
types of records that they maintain from the provisions granting the 
rights of subject notice, access, and ~hallenge,2l~~ restricting the 

2157. Representative Koch, who introduced the lint privacy bill, favored creation 
of a Federal Privacy Board. See 120 CONC. REC.H12248 (daily ed. Dec 18, 1974). S. 
3418, gg 101-07, 93d Cong., 2d Sess. (1974). incorporated the idea. but H.R 16373, 9% 
Cosg., Zd Sess. (1974), did not establish any type of board to oversee administration of 
the Act. 

2158. Privacy Act 8 3, 5 U.S.C.A. 5 552a(f) (Supp. Feb. 1975). requires each agency 
to establish procedures governing notice, access, and challenge. 

2159. S. 3418, g 103(a)(3), 93d Cong., 2d Sess. (1974), gave the board authority to 
"develop model guidelines" and "assist Federal agencies in preparing regulations." 

2160. This power was explicitly given to the board in the original version of S. 
3418, introduced on May 1. 1974. The version reported from committee and passed 
by the Senate, however, gave the board the power to conduct "inspections." S. 3418. 
8 103(a)(3), 93d Cong., 2d Sess. (1974). 

2161. See, eg., Hearings o n  Access, supra note 1969, at 195. 
2162 h i ~ c yAct g 5. 5 U.S.C.A. g 552a (note) (Supp. Feb. 1975). 
2163. Privacy Act 8 3, 5 US.CA A, 552a(d) (Supp. Feb. 1975), discussed in the text 
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acquisition of data2lM and the method of acquisition,2166 requiring 
accuracy of retained informati0n,2~~~ imposing civil liabilityFe7 and 
requiring notice to Congress of any alteration of its system of rec-
ords.21e8 The types of records that may be exempted consist of: 

(A) information compiled for the purpose of identifying individual 
criminal offenders and alleged offenders and consisting only of iden- 
tifying data and notations of arrests, the nature and disposition of 
criminal charges, sentencing, confinement, release, and parole and 
probation status; (B) information compiled for the purpose of a 
criminal investigation, including reports of informants and investi- 
gators, and associated with an identifiable individual; or (C)reports 
identifiable to an individual compiled at any stage of the process of 
enforcement of the criminal laws from arrest or indictment through 
release from supervision.2169 

This list seems to encompass all records held for criminal law en- 
forcement purposes. The  exemption thus reflects a decision to leave 
the regulation of these records to separate l eg i~ la t ion ,2~~~ and reveals 
a general fear of hampering criminal investigations2171 by disclosing 
investigatory techniques2172 or by discouraging the cooperation of 
informants.2113 

In general, this law enforcement records exemption is reasonable. 
The  exemption from restrictions on the type of information that 
may be acquired seems necessary because of the difficulty in deter- 

at notes 2055-98 supra. These agencies can also exempt themselves from subsections 
(e)(4)(G)-(I), which require publication of the procedures for notice and access, and 
from subsection (f), which requires each agency to establish procedures for subject 
notice, access, and challenge. 

2164. Privacy Act g 3, 5 U.S.CA. 5 552a(e)(l) (Supp. Feb. 1975), discussed in the 
text at notes 1987-2003 supra. 

2165. Privacy Act 5 3. 5 U.S.CA. 5 552a(e)(2) (Supp. Feb. 1975). discussed in the 
text at notes 2020-26 sups. 

2166. Privacy Act 5 3, 5 U.S.C.A. B 552a(e)(5) (Supp. Feb. 1975). 
2167. F'rivacy Act g 3, 5 US.CA. 8 552a(g) (Supp. Feb. 1975). discussed in the text 

at notes 2129-53 supra. 
2168. Privacy Act 8 3, 5 U.S.CA. 5 552a(o) (Supp. Feb. 1975). discussed in the text 

at notes 2099-106 supra. 
I t  is possible that the exemption from subsection (0) is an ovenight. The exemp- 

tions for agencies appear in subsections (j) and Q). No reference is made in these sub- 
sections to any other provision following subsection (k), most of which are relatively 
minor. However, the failure to deal with these later provisions means that the CIA 
and aiminal law enforcement agencies can exempt themselves from the restrictions on 
the sale of mailing lists, see text at notes 2124-28 supra, and the development of new 
information systems. See text at note 2179 injra. 

2169. Privacy Act 8 3, 5 U S . C h  8 552a(j)(2) (Supp. Feb. 1975). 
2170. See H.R. REP.NO. 93-1416, supra note 2081, at 18. 
2171. See Hearings on Records, supra note 1517. at 88-90 (Department of Justice), 

110 (Department of Defense). 

2172. Id. at 89-90 (Department of Justice). 

2173. Id. 
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mining what will be relevant to a criminal investigation; the exemp- 
tion from the restrictions on method of acquisition is necessary 
because collection directly from the individual is generally incon- 
sistent with the nature of criminal investigations. If the broader 
"reasonableness" standard for acquisition methods proposed above2174 
is adopted, however, a separate exemption would not be necessary 
because the standard takes into account the legitimacy and weight 
of agency needs and purposes. T h e  exemption from the requirement 
that information used in a determination about an individual be 
accurate seems solidly grounded because the requirement's purpose, 
"to assure fairness to the individual in the determination,"*176 is 
adequately guaranteed by the rules of procedure in a criminal trial. 

There are, however, several respects in which the law enforcement 
records exemption is unduly broad. T h e  first area in which narrow- 
ing is feasible is the area of subject access. The  Senate bill had 
exempted from the right of subject access only information in the 
hands of criminal enforcement agencies that, if disclosed to the 
subject, would impede current law enforcement proceedings.2176 
Recent amendments to the FOIA have replaced an exemption similar 
to the Privacy Act's subsection (j)(Z)(B) with an exemption allowing 
nondisclosure only where disclosure ~rlould interfere with law en- 
forcement proceedings, deprive a person of his right to a fair trial, 
constitute an unwarranted invasion of privacy, disclose the identity 
of confidential sources who are protected by the provisions of the 
Act, disclose investigate techniques or procedures, or threaten the 
life or physical safety of law enforcement personne1.2177 It is curious 
that Congress found it necessary to enact a broad provision in the 
Privacy Act when it had been satisfied with a more tailored exemp 
tion to the FOIA. Also, there seems to be no reason to exempt 
criminal law enforcement agencies from civil liability for violations 
of the few provisious that do apply to them. While criminal penalties 
remain applicable to violations of many of those provisions, they do 
not compensate the aggrieved individual. Improper disclosure of 
investigatory material to employers, for example, could seriously 
harm innocent Finally, the exemption to the require- 
ment that Congress be notified of any alteration in the agency's 
system of records seems inexplicable, especially in light of the recent 

2174. See text following note 2026 supra. 

2175. Privacy Act 8 3, 5 U.S.C.A. 5 552a(e)(5) (Supp. Feb. 1975). 

2176. S. 3418, 8 2030). 93d Cong.. 2d Sess. (1974). 

2177. 5 U.S.C.A. 8 552@)(7) (Supp. Feb. 1975). See text at notes 745-828 supra. 

2178. The ACLU presented a number of examples of individuals who lost jobs or 


were subjected to police harassment because of the dissemination of arrest records or 
intelligence information. Hearings on Criminal Justice Data Banks, supra note ISM, 
at 252-59. 
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congressional concern over proposed consolidation of criminal in- 
formation sy~tems.2~7~ 

Subsection (j) also allows the CIA to exempt any of its records 
from the same provisions. The purpose of the exemption appears to 
be the protection of national security interests.2180 Yet the Act al-
ready contains a narrower exemption for classified do~urnents,~~81 
and there seems to be no reason to exempt all CIA records, since a 
bIanket exemption would undoubtedly protect many records with- 
out any national security significance.2182 

A narrower exemption in subsection (k) authorizes any agency 
to eiempt certain specific records from the provisions dealing with 
subject notice, access, and challenge2183 and from those concerning 
acquisition of data.218" The subsection covers classified document~,~l~6 
investigatory material compiled for civil law enforcement pur-
poses,2lae Secret Service fiIes,2lsT testing or examination material con- 

2179. See id. passim. The FBI has consolidated files on over 20 million individuals 
and computerized records on over 450,000 persons. Id. a t  17. There are no formal reg-
ulations concerning distribution of these records Id. a t  18-19. T h e  FBI currently has 
limited programs for sharing criminal information, id. a t  10, and because of the grow- 
ing concern over organized crime, with its interstate ramifications, there has been 
more and more pressure to consolidate investigative records. Id. a t  18. 

2180. See H.R. REF. NO. 93-1416, supra note 2081, a t  18. 

2181. See text at  note 2185 infra. 

2182. The  Senate had proposed a narrower exemption because "[mlany personnel 


6les and other systems may not be subject to security classification or may not cause 
damage to the national defense or foreign policy simply by permitting the subjects 
of such files to inspect them and seek changes in their contents under this Act." S. 
REF. NO. 93-1183, supra note 1977, a t  74. 

2183. Privacy Act 5 3, 5 U.S.CA. $0 552a(d), (c)(3), (c)(4)(G). (H),(I), ( f )  (Supp. Feb. 
1975). 

2184. Privacy Act 8 3, 5 US.CA. 8 552a(e)(l) (Supp. Feb. 1975). 
2185. Privacy Act 8 3, 5 US.CA. p 552a(k)(l) (Supp. Feb. 1975), exempts records 

"subject to the provisions of section 552@)(1) of this title." See text a t  notes 506-35 
supra. 

2186. Privacy Act 5 3. 5 US.CA. 5 552a(k)(2) (Supp. Feb. 1975) exempts: 
(2) investigatory material compiled for law enforcement purposes, othea than ma-
terial within the mpe of subsection (i)(2) of this section: Provided, however, 

That if any individual is denied any right, privilege, or benefit that he would 

otherwise be entitled by Federal law, or for which he would otherwise be eligi-

ble, as a result of the maintenance of such material, such material shall be pro- 

vided to such individual, except to the extent that the disclosure of such mate- 

rial would reveal the identity of a source who furnished information to the 

Government under an  express prom-se that the identity of the source would be 

held in confidence, or, prior tn the effective date of this section, under an implied 

promise that the identity of the source would be held in confidence. 


Representative Koch had argued that no exemption was needed for civil law enforce- 
ment agencies. 120 CONC.REG.H12248 (daily ed. Dec 18, 1974). Two factors may 
differentiate aiminal law enforcement agencies. First, the prevention of crime is usu- 
ally thought be a more hndamental sotieta1 goal. Second, suspected uiminals are 
protected from deprivations of benefits by stricter constitutional guarantees. Yet, a 
representative of the FTC testified that failure to protect its files from access would 
"wreak havoc on their ability to enforce their . . . statutes." Hearings on Access, su- 
pra note 1969. a t  266-67. 
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cerning federal and information that would reveal 
the identity of an informant where such information was obtained in 
order to determine suitability or eligibility for federal employment, 
rni1ital-y service, federal contracts, for access to classified informa- 
tion,2l89 or for promotion in the armed services.2f90 

Subsection (k) also exempts records "required by statute to be 
maintained and used solely as statistical records."21o1 Subsection (a)(6) 
defines a "statistical record" as "a record in a system of records main- 
tained for statistical research or reporting purposes only and not 
used in whole or in part in making any determination about an 
identifiable individual, except as provided by section 8 of title 13." 
This - last clause accommodates Census Bureau records.2192 The  
exemption from the subject notice, access,. and challenge provisions 
is reasonable because access and challenge would frustrate the timely 
production and dissemination of data. The  exemption from restric- 
tions on data acquisition, however, is unwise, for the result is to 
leave unregulated the types of irrelevant questions for which the 
census and other federal questionnaires have been criticizedz193 and 
to overlook the dangers to privacy from unrestrained acquisition 
of data.21B4 

T o  prevent the exemptions from swallowing the Privacy Act in 
practice, subsection (p) provides that the President shall submit to 
Congress an annual report "listing for. each Federal agency the 
number of records . . . exempted from the application of [the 
Privacy Act] under the provisions of subsections (j) and (k). . . ." 
Congress recently added a similar provision to the FOIA to facilitate 
congressional oversight of the exemptions to that A~t,~lg6 

7 .  Interaction Between the FOIA and the Privacy Act 
I t  is obvious that the pubIic9s right to know about government 

conduct, guaranteed by the FOIA, will sometimes collide with the 
equally important right guaranteed by the Privacy Act to control 
the flow of personal information. The balancing of interests re-
quired to resolve this conflict was undertaken in the FOIA rather 
than in the Privacy Act. T h e  FOIA provides flexible exemptions 
from its disclosure requirements, especially exemption (b)(6), which 
protects information the disclosure of which would constitute a clearly 

2187. Privacy Act g 3. 5 U.S.C.A. 5 552a(k)(3) (Supp. Feb. 1975). 

2188. Privacy Act g 3. 5 U.S.CA. 8 552a(k)(6) (Supp. Feb. 1975). 

2189. Privacy Act 5 3, 5 U.S.C.A. 5 552a(k)(5) (Supp. Feb. 1975). 

2190. Privacy Act g 3, 5 U.S.G.A. p 552aQ(7) (Supp. Feb. 1975). 

2191. Privacy Act 5 3, 5 U.S.C.A. g 552a(k)(4) (Supp. Feb. 1975). 

2192. See text at note 1934 supra. 

2193. See text at notes 1990-93 supra. 

2194. See text at notes 1536-49 s u e .  

2195. See text at notes 939-42 supra. 
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unwarranted invasion of personal privacy.a1ea These exemptions 
necessitate a balancing of conflicting interests and envision the dis- 
semination to third parties of some types of information but not of 
other types. The  Privacy Act, on the other hand, adopts a blanket 
approach that confers on the data subject control over the dissemina- 
tion of all records (with certain rigid exceptions) without reference 
to the nature of the information they contain.2197 In particular, the 
Privacy Act contains four provisions that together purport to exempt 
disclosures that are required under fie FOIA from all of the dissemi- 
nation restrictions in the Privacy Act. T h e  intention, as indicated in 
the legislative history of the Privacy Act, was "to preserve the status 
quo as interpreted by the courts regarding the disclosure of personal 
information under [the FOIA]."2198 The  result, therefore, is that 
disclosure decisions are made under the FOIA rather than under the 
Privacy Act. 

Subsection (b)(2) of the Privacy Act exempts agencies discIosing 
information under the FOIA from the obligation to obtain the data 
subject's written consent prior to dissemination. This exemption 
seems reasonable because it prevents individuals from frustrating 
legitimate FOIA requests. In order to facilitate data subject chal- 
lenges to FOIA requests through reverse FOIA suits,llS9 however, 
the Privacy Act should have required that an individual be notified 
when an FOIA request is made for his file. Without such a notifica- 
tion requirement, the Act accords too little protection to privacy 
because agencies cannot be depended on to assert individual privacy 
interests vigorous!y. Subsection (c)(l) of the Privacy Act similarly 
exempts FOIA disclosures from the requirement that each agency 
keep accountings of the disseminations of each file. While it is pos- 
sible that disclosure of the identities of FOIA requesters to data 
subjects might discourage some FOHA requests, that danger seems 
too remote to outweigh the subject's privacy interest in knowing 
how information about him k being disseminated. 

Subsection (el(6) of the Privacy Act exempts FOIA disclosures 
from its requirement that an agency make reasonable efforts to assure 
the accuracy of an individual file prior to dissemination. This excep- 
tion does not change the procedures under the FOPA, which itserf 
does not require that an agency disclose only accurate files. As the 
FOIA is intended to enable citizens to monitor the workings of 
g a ~ e r r , m e n t , 2 ~ ~ ~such a requirement within the FOIA would be aub- 

2196. See generally text at notes 700-44 supra. 
2197. The Privacy Act drew its exemptions very specifically. No "balancing" ded- 

sions must be made to decide if a record is exempted. Cf. text at notes 496-500 S U ~ U .  

2198. 120 CONG.W.HI2244 (daily ed. Dec 18. 1974). 
2199. See text at notea 1132-67 supfa. 
2200. See text a&note 2096 sclgrg. 
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ject to attack on the ground that it would enable agencies to prevent 
citizens from discovering that improper information is being col- 
lected and maintained. This exemption in the Privacy Act should 
not present any serious dangers to privacy because of the protection 
provided by exemption six of the FOIA. The Privacy Act exemption 
perpetuates, however, the deficiencies, discussed ab0ve,2~Ol associated 
with FOIA exemption six. 

In the area of subject access, the interaction of the FOIA and the 
Privacy Act is delicate. In addition to the right of subject access con- 
tained in the Privacy Act, the principle underlying the FOIA of 
maximizing disclosure of agency records could provide a right of 
subject access in some situations, although the FOIA has not been 
so used in most of the litigation to date.2202 There are limitations in 
both acts, however, on the right of subject access, and an agency 
desiring to avoid disclosure may well try to use the limitations in 
one act to bar subject access under both. Subsection (q) of the 
Privacy Act states that the FOIA exemptions may not be used to 
block subject access under the Privacy Act. The applicability of the 
Privacy Act subject access limitations to the FOIA, however, is dealt 
with only indirectly by subsection (b)(3) of the FOIA, which allows 
nondisclosure of information "specifically exempted from disclosure 
by statute."2z03 The question then is whether infoamation exempted 
from subject access under the Privacy Act is "specifically exempted 
from disclosure" within the meaning of FOIA subsection (b)(3). 

The Privacy Act exemptions, despite their grant of discretion to 
the heads of certain agencies to exempt certain records,2204 are prob- 
ably sufficiently specific to satisfy the terms of (b)(3).2205 There are, 
however, two convincing arguments that (b)(3) does not incorporate 
the limitations on subject access contained in the Privacy Act. First, 
the Privacy Act does not literally require that certain records be kept 
confidential from the subject. Instead, it merely exempts certain 
records from its own subject access requirements. Although the 
Privacy Act does not contain an express provision authorizing sub- 
ject access where specifically authorized by another statute, the Pri- 
vacy Act should probably be so interpreted in light of its apparent 
policy in favor of subject access. 

Second, if (b)(3) incorporates into the FOIA the Privacy Act 
limitations on subject access, then it must also incorporate all of the 

2201. See text at notes 70044SUN. 
2202. But see Koch v. Department of Justice. 376 F. Supp. 313 (D.D.C. 1974), where 

the plaintiff was denied 4isdosure of FBI files c o n m i n g  him. Representative KO&, 
the losing plaintiff there, was one of the leading sponsors of the Privacy Act. See 120 
CONC. REC. HI2248 (daily ed. Dec 18, 1974). 

2203. 5 U.S.C. 0 552@)(3) (1970). 
2204. Privacy Act 5 3, 5 U.S.CA. 552aU). (k) (Supp. Feb. 1975). 
2205. See text at notes 568-610 supra. 
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disclosure limitations of the Privacy Act. This result flows from 
subsection (a)(3) of the FOIA, which has been interpreted to require 
that disclosures under the FOIA be made without reference to the 
identity of the requester.2206 Information withheld from the data 
subject under the Privacy Act, therefore, could be withheld under 
(b)(3) from all requesters under the FOIA. An interpretation of 
(a)@) to allow the withholding of information, under subsection 
(b)(3), from the data subject alone, would lead to the nonsensical 
result that data subjects would be barred from access to information 
available under the FOIA to third parties. Incorporation of the Pri- 
vacy Act subject access limitations into the FOIA, via subsection 
(b)(3), would thus lead to the conclusion that despite its apparent 
intention not to alter the FOIA,2207 Congress in effect amended the 
FOIA exemptions to be at least as broad as the Privacy Act exemp- 
tions. The  result would be that all CIA files, for example, even if 
unclassified, would be exempted from the FOIA, as well as virtually 
all criminal investigatory files, despite the recent amendments nar- 
rowing subsection (b)(7) of the FOIA. 

If the disclosure limitations of the Privacy Act are not incor- 
porated into the FOIA via subsection (b)(3), data subjects could try 
to obtain access to their files under the FOIA wherever the FOIA 
exemptions are narrower than those in the Privacy Act, as they are 
with respect to criminal investigatory files. There are still several 
other obstacles, however, to subject access under the FOIA. For 
example, an agency might assert the (b)(6) exemption to the extent 
information in the file concerns the subject's private affairs. T h e  
subject should be able to overcome that obstacle with the very 
sensible argument that disclosure to him of information concern-
ing his own private affairs would certainly not violate his privacy. 
This argument, however, violates the rule against taking into con- 
sideration the identity of the particular requester in applying the 
FOIA exemptions.2208 Further, subject access might arguably consti- 
tute a waiver by the data subject of his right of privacy. Rejection of 
these formalistic arguments would be consistent with the proposal 
made above to employ balancing in deciding whether to release 
material covered by the (b)(6) exemption to the FOIA.2209 Similar 
arguments could be used to circumvent the FOIA (b)(4) exemption 
for financial informati0n,2~~~ if it were employed to block subject 
access. One legitimate justification, however, for an agency denial of 

2206. See note 458 supra and accompanying text. 

2207. See text at note 2198 supra. 

2208. See note 458 supra and accompanying text. In FOIA exemption six cases the 


courts have sometimes considered the identity and interests of the requester. See text 
at notes 716-34 supra. 

2209. See text at notes 741-44 supra. 
2210. 5 U.S.C.g 552@)(4) (1970). See text at notes 611-47 supra. 
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subject access under the FOIA is the (b)(5) exemption for inter- and 
intra-agency memoranda.2211 

The potential obstacles to subject access under the FOIA show 
that the Privacy Act's right of subject access-where applicable-
improves the protection of privacy interests. With respect to the 
other privacy interests, such as being notified that a file is main- 
tained, being able to challenge inaccurate or irrelevant information 
in one's file, and having control over inter-agency dissemination of 
the file, the Privacy Act, despite its deficiencies-especially its failure 
to control adequately inter-agency its insufficient 
remedies to enforce the rights it creates,'218 and its overbroad exemp- 
tions2214--clearly represents a major step toward satisfactory safe- 
guards for individual privacy. There is need, however, for a clari- 
fication of the interaction of the Privacy Act and the FOIA. The 
best method of resolving current ambiguities would probably be 
to delineate within the Privacy Act the full scope of the right of 
subject access, and to make clear that the Privacy Act exemptions 
do not apply to the FOIA. The FOIA and Privacy Ace exemp 
tions need not be made uniform in all respects, but Congress 
should reexamine the exemptions in both acts to ensure that 
in no instance can a third party obtain access to a file under the 
FOlA where the Privacy Act denies access to the subject. 

2211. 5 U.S.C. 8 552@)(5) (1970). See text at notes 648-99 supra. This exemption 
was used to deny access in Koch v. Department of Justice, 376 F. Supp. 313, 316 
(D.D.G.1974). 

2212. See text at notes 2107-28 supra. 
2213. See text at notes 2129-62 suers. 
2214. See text at notes 2163-95 supra. 
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ANALYSISOF SELECTEDCASES DECIDED UNDERTHE SIXTII EXEMPTION O F  THE 

E ~ E E D O ~ ~OF ACT APROPOS RIGHT OF OF
INFOR~IATI~N THE PRIVACY AFFECTED 
INDIVIDUALS TIlE RIG'IT ,AGAIRTST O F  THE PUBLICTO BE INFORhiED 

(By Paul S. TTTallace, Jr., 1 ,~g is la t iv~Attorney. Congressional Research Service) 

The Freedom of Information Act (5 U.S.C. § 552) statel,s generally that  each 
Vederal agency shall make available to  the public certain specified information. 
Section 552(h) (1-9) of Title 5 represents a recognitioll by Congress that "certain 
information in Government files" should be exempt fro111 tlisclosure. S. Rept. 813, 
89th Cong., 1st Sess.. 3 (1965). While t,he cases involving Exemption (6) a r e  
numerous, every effort was inacle to iilclllde only those cases which construe by 
definitive analysis the provisions of the exemption. Exemptiorl (6)  protects from 
disclosure "personnel and medical files and similar files the disclosure of which 
would constitute a clearly unwarranted invasion of personal privacy." 5 U.S.C. 
g 552(b) (6 )  (1970 ed.).  

The Senate and IIotrse Reports noted that  agencies like the Veterans' Adminis- 
tration, Department of FIealth, Education, and Welfare. Selective Service, etc., 
have great quantities of files containing intimate details about lnillions of citi- 
zens. See S. Rept. iSo. 813, 89th Cong., 1st Sess., 9 (1966) ; H.R. Rept. NO. 1497, 
89th C.ong.. 2d Sess.. 11 (1966). Collgressional a \~~areness  of possible conflicts 
between the right of the public to Bnow and the intrusion into individual privacy 
would appear to be the reason for the creation of eseinption (6) a$ the primary 
balancing machinery 

The Hozcse Report states : 
"A general exemption for the category of information is much more practical 

than separate statutes protecting each type of personal record. The limitation of a 
'clearly unwarranted invasion of personal privacy' provides a proper balance be- 
tween the paotection of a n  individual's right of privacy and the preservation of 
the public's right to Gore~nment  information by escluding those kinds of files 
the disclosure of which might harm the individual. The exe~nption is also intended 
to corer detailecl' Government records on an indiridual x~hich can be identified a s  
applying to that individual and not the facts concerning the award of a pension 
or benefit o r  the compilation of unidentified statistical infornlationfrom personal 
records." H. Rept. Ko. 1497, 89th Cong., 2d Sess. 11 (1966). 

The Senate Report states : 
"At the  same time that  a broad philosophy of 'freedom of information' i,sen-

acted into law, i t  i s  necessary to protect certain equally important rights of 
privacy with respect to certain information in Governmeut files. such as  medical 
and personnel records. I t  i s  also necessary for the very operation of our Govern- 
ment to allow it to keep confidential certain material, such as  the investigatory 
files of the Federal Bureau of Investigation. 

"It is not a n  easy task to balance the opposing interests, but i t  is  not a n  impos- 
sible one either. It is not necessary to conclude that  to  protect one of the interests, 
the other must. of necessity, either be abrogated or substantially subordinated. 
Success lies in providing a workable formula which encompasses, balances, and 
protects all  interests. yet places en~phasis on the fullest responsible disclosure-" 
S. Rept. hTo. 813, 89th Cong., 1st Sess. 3 (1966). 

Professor Davis takes the position that balancing was not intended under the 
Act. The requests of all information seekers are  equal since the provision of former 
section 3 proriding for disclosure was changed from "to persons properly and 
directly concerned" to "to any person." K. Davis, Administrative Law Treatise, 
Sec. 3A. 4, p. 120 (1970 Supp.) . 

In one of the earlier cases decided under the Act, the Court of Appeals for the 
District of Columbia in Ackerley v. Lry, 420 F. 2d 1336, 133WO (D.C. Cir. 1969), 
stated in dictum that  medical files received under a pledge of confidentiality 
cannot, in and of itself, justify nondisclosure under Exeinption 6, eren though the 
records are  esplicitlp mentioned in i t  and a re  the lrind which the exeption 
intended to protect from disclosure In  another case, RobZes v. Environmental 
Protection Ager~,cy, 484 F. 2d 843, 848 (4th Cir. 1973), the court, applying a gen- 
eral m ~ l ~ l i c  interest standard as  against weighing the interest of the particular 
individual obtaining the information, held that plaintiff's interest in surveys 
dealing with the existence of uranium trailings found in foundations of 



individual homes may provide a beneficial, calming effect on the reasonable 
apprehensions of citizells and mould override any interest of privacy that  the 
individual home owners had i n  not disclosing it. The court stated that the right 
to disclosure under the Act is not to be resolved by a balancing of equities or a 
weighing of need or benefit ; the only ground for denial of disclosure here is that 
the disclosure would represent a "clearly un\~arranted invasion of personal 
privacy." Ibid., a t  848. 

I n  Getnmn v. National Labor Relations Board, 450 F. 2d 670 (D.C. Cir. 1971) 
and Winc Hobby, U.S.A., Inc. v. United States Bureau of Alcohol, Tobacco, and 
Firearms, 363 F. Supp. 231 (E.D. Pa. 1973), rev'd 502 F. 2d 133 (3d Cir. 1974), 
the  courts interpreted Exemption 6 as  requiring "a court reviewing the matter 
dc novo to balance the right of privacy of affected individuals against the right 
of the public to be informed." 450 F. 2d a t  674; 502 F.  2d a t  136. In  Gctman,, lists 
containing names and addresses of employees eligible to vote in certain repre 
sentation elections were requested by two labor law professors. The requesters 
had planned to communicate with the e~nployees appearing on the list in  order 
to evaluate the voting regulations of the NLRB. 450 F. 2d a t  671-72. The court 
ruled in favor of disclosure after concluiling that the illrasioll of privacy was 
"very minimal" and that  the study could benefit the public significantly. 456) F. 
2d a t  677. However, in Wine Hobby where the requester stipulated that i t  sought 
the information for "private commercial exploitation", the court denied the 
release of the information in light of the requester's failure to assert a public 
interest purpose for disclosure. 602 F. 2d a t  137. The court concluded that  the 
"invasion of privacy caused by disclosure would be 'clearly unwarranted', even 
though the invasion of privacy in this case [m-as] not as serious as  that consid- 
ered by the court in other cases." Ibid. 

In Tuchinsky v. Sclrctivc Service Systen?, 294 F. Supp. M3. 8(tl (N.D. Ill. 
1969), aff'd 418 F. 2d 155 (7th Cir. 1969), the court held that a draft counselor 
was entitled to the names of the local Selective Service Board officials, but was 
not entitled to perso~lal'information in regard to such matters as  their home 
addresses, occupations, races, dates of appointment, military affiliations, and 
citizenship, under the Freedom of Information Act, in view of a Selective 
Service regulation permittiilg the release of personal information only "if the 
person involved consents, and the local board chairman, after consultation with 
the person involved, determines in  writing that disclosures would not hann 
that  person and mould not be a clearly unwarranted invasion of .that person's 
personal privacy." 

The 1967 Attorney General's Menzorandum does not set forth any guidelines 
for determining what constitutes a n  invasion of personal privacy ; however, i t  
referred to the Hoztsc Report which "noted that  the Civil Sen-ice Commission 
. . . ruled that  'the names, position titles, grades, salaries, and duty stations of 
Federal employees a re  public information'." 1J.S. Dept. of Jitstice Attorney Gen- 
eral's ilfemorandum om the Public Information Scotion, of the Administrative 
Procediwe Act (1967) 37. The memorandnm concludes by stating that  "\rhetl~er 
such addresses are  protected by this exemption would depend upon the context 
in which they a re  sought." Ibid. 

I n  balancing interests, the courts have considered in their deternlination of 
whether there may be a n  invasion of privacy, the extent of the invasion of 
privacy, the public interest that  would be served by disclosure, whether the 
interest could be satisfied without thet requested materials, see Getman v. NLRB. 
450 3'. W 6'70, 6767.5 (D.C. Cir. 1971) ; Rill-al Housing Alliance v. Department 
Of Agriculture, 498 F. 2d 73. 77-78 (D.C. Cir. 1974), whether the material is 
available elsewhere, see Rural Ho~rsing Alliance v. Departmend of Agricttlture, 
489 F. 2d 73, 78 (D.C. Cir. 1974) ; Ditloto v. Sh?tltr, 379 F. Supp. 326, 33132 
(D.D.C. 1974). promises of confidentiality. see Robles v. EPA.  484 F. 2d 843, 
846 (4th Cir. 1973), and whether the affected individual is  willing to give per- 
mission to release the information, see Rural Housing AFliance v. Department 
Of Agriculture, 498 F. 2d 73, 82-P3 (D.C. Cir. 1974). 

Similar to  Robles v. EPA, the court in Rose v. Departnrent of the Air Force, 
495 F. 2d 261 (2d Cir. 1974) cert. granted 43 U.S.L.W. 3451 ($el). 18, 1975) (No. 
74-489), appeared to have considered the serionsness of the intrusion on the 
individual privacy rather than balancing that intrusion on the individual with 
the public interest which mould be servecl a s  a result of the disclosure. 

I n  R o w  the United St,ates Court of Appeals for the Second Circuit held that 
the Air Force Academy Cadet Honor and Ethics Code case summaries were not 



exempt from disclosure under Exemption ( 6 ) .  In  addition, the court refused 
to deny disclosure of the case summaries by utilizing a broad power of equitable 
discretion to prevent harm to the pub!ic interest. 495 F. 2d a t  269. 

Expressing its primary concern for privacy, the Rose court set forth a basis 
upon which each potential privacy intrusion will be evaluated : 

"Each case involves an essentially unique inresitgation into the nature of 
the privacy interest invaded and the extent of the proposed invasion, viewed 
in the light of contemporary mores and sensibilities a s  applied to the particular 
facts." Ibid. a t  266. 

Although the court concluded that  the case summaries, all o r  in part, were not 
protected from disclosure by Exemption (6 ) ,  this conclusion did not affect the 
Court's primary concern for privacy. On remand, the district court mas instructed 
to delete all personal references and all other identifying infomation and "if, 
in the opinion of the district judge, this [was] not sufficient to safeguard privacy, 
then the summaries should not be disclosed . . . Ibid,a t  268. 

By accepting Rose v. Department of Air Force for review, the Supreme Court 
will have before i t  the following questions under Exemption 6 : 

"Whether Exemption (6)  covers all personnel files rather than only those 
whose disclosure 'would constitute a clearly unwarranted invasion of personal 
privacy'?

"Whether the  exemption bars discolsl~re of summaries of proceedings against 
cadets a t  Air Force Academy accused of violation of Honor and Ethics Codes. 
I ~ c a n s esuch disclosure '~voufd constitute a clearly unwarranted invasion of per- 
sonal privacy'?" 44 U.S.W. 3017 (July 22,1975). 

CONGLUSION 

The legislative history appears to support use of the balancing test in the 
treatment of Exemption (6)  issues. Consequently, the agencies and the reviewing 
courts have the repponsibility to determine the point where the public's need 
for information no longer outweighs the individual's invasion of privacy. In  
applying the balancing test in Getman, the court considered such factors a s  the 
extent of the invasion of privacy, the public interest that would be served by dis- 
closure, and whether the interest could be satisfied without the requested mate- 
rial in its efforts to accommodate both the right to privacy and the right to 
information. The Rose case restricted the discretionary balancing approach in 
Getwan by concentrating on the element of privacy in i ts  determination of 
mhether the invasion of privacy was "c'early unwarranted." Since a majority 
of the ewes irndicate that  the courts are  sensitive to the concept of personal 
privacy, i t  would appear that if a request involves this exemption, a brief 
explanation of why the information is  needed would be helpful so that i t  can 
be determined whether the invasion of privacy resulting from disclosure mould 
be "unwarranted." 

[From the United States Law Week, 44 LW 4503, Apr. 20, 19761 
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SYLLABUS 

Under the United States Air Force Academy's Honor Code, which is admin- 
istered by a cadet conunittee. cadets pledge that they will not lie, steal, or cheat, 
or tolerate among their number anyone who does. If a cadet investigatory team 
finds thqt a hearing concerning a suspected violation is warrqnted, the accused 
may call witnesses, and cadet observers attend. An eight-man Honor Board 



may adjudge guilt only by unanimous rote but may if a t  least six members con- 
cur grant ,the guil'ty cadet "discretion," which returns him to his squadron in 
good standing. A cadet found guilty ~vithout discretion may resign, or request a 
hearing by officers or trial by court-marti~al. The hearing is confidential but the 
committee prepares a summary, which is posted on  40 squadron b.ulle'tin boards 
and distributed among Academy faculty and officials. In not-guilty and discretion 
cases, names are  deleted. I n  guilty cases names are  not deleted but posting is  
deferred until the cadet has left the Academy. Ethics Code violations, for less 
serious breaches, a re  handled more informally, though on a similarly confidential 
basis. Respondents, present or former student la\v review editors researching 
for an article, having been denied access to case summaries of honors and ethics 
h,earings (with identifying da'ta deleted), Irrough~t this suit to  compel disclosure 
under the Freedom of Information Act (FOIA) against the Department of the 
Air Force and certain Academy officers (hereinafter collectirely the "Agency"). 
The District Court without in cnnzera inspection granted the Agency's motion 
for  summary judgment on the ground that  the summaries were "matters . . . 
related solely to the internal personnel rules and practices of a n  agencg," and 
thus exempted from mandatory disclosure under Exemption 2 of the 'OIA. The 
Court ,of Appeals reversed, holding th,at exemption inapplicable. The Age~rcy had 
made ,the contention, vhich t h e  District Court rejeoted, tha,t the case summaries 
fell within Exemption 6 a s  consltiltuting "personnel and media l  files and similar 
files the disdosure of which ~ o u l d  constitute a clearly unwarranted invasion of 
privacy." The Court of Appeals. 1~11ile disagreeing with the District Court's 
approach, did not hold 'that the Agen~cy without any prior court inspecltion had 
to turn over the summaries to respondents with only .the proper nlames removed 
or ,that Exemption 6 covered all  o r  any part of the summaries, but held that  be- 
cause .the Agency had not maintained ii?s ~dtatu'tory bnrden i n  the Dist.riot Ciou~t 
of sustaining its action by means of affidavilts or tesstimony furt.her inquiry was 
required and that the Agency had to produce the summaries for a n  in. camem 
inspection, cooperating with the District Couat in redacting the records so a s  ~ko 
delete personal reference and a l l  Other identifying information. Held:  

1. The limited statutory exemptions do not obscure the basic policy that  dis- 
closure, not secrecy, is the dominant legislative objective of the FOIA. 

2. Exemption 2 does not generally apply to matters, such as  the summaries 
here invol~ed,  in  which there is a genuine and important public interest. 

( a )  The phrasing of that exemption reflected congressional dimatisfaction 
with the "internal management" esemption of former 8 3 of the hclministrative 
Procedure Act and was generally designed, a s  the Senate Report made clear, to 
delineate between, on the one hancl. trivial matters and, on the other, more sub- 
stantial matters in which the public might have a legitimate interest. 

( b )  The public has a substantial concern with the Academy's administration 
of discipline and procedures that  affect the training of Air Force officers and 
their military careers. 

3. Esemgtion 6 does not create a blanket esemption for personnel files. With 
respect to  such files and "similar files" Congress enunciated a poilcy, to be 
judicially enforced, involving a balancing of public ancl private interests. Re- 
g ~ r d l e s sof whether the docunlents xx7hose disclosure is sought a r e  in "personnel" 
or "similar" files, nondisclosure is  not sanctionecl unless there i s  a showing of 
a clearly unwarranted invasion of personal priracy, and redaction of docu-
ments to permit disclosure of nonesernpt portions is  appropriate under Esemp- 
tion 6. 

4. Even if "personnel files" were to be considered as  wholly e s e n ~ g t  from clis- 
closure under Exemption 6 ~ ~ - i t h o u tregard ,to whether disclosure vrrould constitute 
3 clearly unwarranted invasion of personel ~nrivacy, the case sumnlaries here 
were not in  that  category although they constituted "similar files" relating as  
they do to 'the discipline of cadets, and their disclosure implicating similar 
privacy values. 

5. The Court of Appeals did not err  in orilering the Agency to produce the 
case snmmaries for the District Court's i r ~cat11o.c~rsalliination, a procedure 
tha t  represents "a workable compronlise betxx-een individual rights 'and the 
preservation of public rights to [Glorern~neilt information,' " which is  the statu- 
tcry goal of Exemption G .  

( a )  The limitation in Esemption 6 to cases of "dearly unbvananted" in-
vasions of privacy indicates that  Congress (lilt not intend a matter to be es-
empted from disclosure merely because i t  <.*::iid not he guaranteed that  dis-
closure would not trigger recollection of idel~iity in any lnerson whatever, and 



Congress vested the courts with the responsibility of determining de noco 
11-hetherthe esenlgtion was properly invoked. 

( b )  Respondents' request for access to summaries "wit11 perlsonal references 
or other identifying information deleted" respected the confidentiality interests 
embodied in Esemption 6 and conlported with the Acaden~y'stradition of confi-
dcntiality. 

405 F.2d 261, affirmed. 
Brennan, J., de1,iverecl the opinion of the Court, in which Stewart, White, 

Ilarshall, and Powell, JJ. ,  joined. Burger, C. .J., and Blackmum and Rehnquist, 
JJ. .  filed clissei~tingopinions. Stevens, J., took no part in the consiedration or 
drcision of the case. 

Nr. Justice Brennan delivered the opillion of the C'ourt. 
Respondents, student editors or foriner student ecl'itors of the New York 

Cniversity Law Review researching disciplinary s~lstelnsand procedures a t  
the military service academies for an article for the Law Review: were denied 
access by petibioners to case summaries of honor and ethics hearings, with per-
sonal references or other identifying information cleletecl, maintained i n  the 
Cnitecl States Air Force Academy's Honor and Ethics Code Reading Files, 
although Academy practice is to post copies of snch summaries on 40 squadron 
bulletin boards thronghont the Academy and to distribute copies to Academy 
faculty and administration officials.' Therenpon resl?ondents brought this action 
under the Freedom of Information Act, as  amended, .5 U.S.C. S 652, in the District 
Conrt for the Southern District of S e w  Pork against petitioners, the Depart-
ment of the -4ir Force and Air Force officers nrho supervise cadets a t  the United 
States Air Force Academy (hereinafter collectively the "Agen~y") .~The District 

lRespondent Michael T. Rose, a graduate  of t he  United States Air Force Academy and  
a t  t ha t  t ime a F i r s t  Lieutenant i n  t he  Air Force, was  the  s tudent  editor charged wi th  
preparing the  study. I t  finally appeared a s  a boolr Rose "A Prayer  fo r  Relief: T h e  Con-
stitutional Infirnlities of the  Military Academies" Condi~ct ,Honor and  Ethics  Systems"
( S Y U  1973) .  R e s ~ o ~ d e n t sLanrrence P. Pedo~vi tzand Charles P. Diamond were, a t  t h e  
time th is  sui t  was filed, respectively the  forrner and current Editor-in-Chief of t he  Revie\v. 

2 Upon respondent Rose's request for documents, Acadeniy officials gave him copies of 
t he  Honor Code, the  Honor Reference i\Ianual. Lesson Plans, Ilonor Hearing Procedures, 
and  various other materials explaining the  Honor and Ethics  Codes. They denied him 
access to tlie case summaries,  however. on the grounds t h a t  even \T-it11the  names deleted 
"[s]ome cases may be recognizerl,py t h e  reader by tlie circumstances alone without t h e  
identity of the  cadet given" and [ t l l iere  i s  no \%-ayof determining jus t  how these f ac t s  
will or could be used." App. 21, 135. 157. 164. 166. On appeal to the  Secretary of t he  Air 
Force, t he  Secretarv by letter froin his . \dministrati~-e Assistant,  refuserl disclosure of 
the  case summaries'bn the  cround tha t  they were exempt from clisclosure by Exemption 
G 5 U.S.C. 8 .522 ( b )  ( 6 )  of the  Freedom of Information Act and by Air Force Regulations 
li-30 77 4 ( f )  )and 4 ig)(1) (b )  3% CFR $1606.:j ( f )  ( g )(1)(i i ) .  App. 21. 121-122. 

3 The Freedom of Information Act, 5 U.S.C. § 552, as 'amended, Public La\%-93-502, 88 
St?:. 1561, provides i n  pertinent p a r t :

( a )  Each agency shall  mala? available to t he  public inforn~at ion a s  follows: 

" (3 )  Except with respect to the  records made available under paragraphs ( 1 )  and  ( 2 )
of th is  section each agency, upon any  request for records which ( A )  reasonably describes 
such records i n d  (B) i s  made in  accordance wit11 published rules s ta t ing the  time, place,
fees (if a n y ) ,  and procedures t o  be follon,ed, shall  nialte t he  records promptly available 
to any person.

" ( 4 )  ( A ) .  . . . 
" ( B )  On complaint, t h e  district cour t  of the  United Sta tes  i n  tlie district i n  which t h e  

complainant resides, or has  his  p r~nc ipa lplace of business, o r  i n  \vli~chthe agency records 
nre situated. o r  in t he  District of Columbia. has  jurisdiction to enjoin the  agency f rom 
ii'ithholding agency records and to  order t he  prodrs t ion of any agency records improperly
withheld fro111the complainant. I n  such a c,ase t h e  cour t  shall  determine tlie mat ter  de nova, 
and  may examine t h e  contents of such agency records in  camera to determine v7hether 
such records or any pa r t  thereof shall  be \vithheld under any of the  exemptions set fo r th  
i n  subsection (b )  of th is  section, and  the  barden i s  on the  agency to sus ta ln  i t s  actlon. 

* * * 
" (b )  This  section does not apply to  mat ters  t h a t  a r e -

* * * 
"('2) related solely to  tlie internal ycrsonnel rules and  practices of a n  agency ; 

* * * * * 
"(6)  personnel and  mcrlical Ales and simi1,ar files t he  disclosure of which would con-

s t i tu te  a clearly unu-arranted invasion of personal pr i racy ; 
* * * 8 4 

Any reasonably segregable portion of a record shal l  be provided to  any person requesting 
such recnrd af ter  deletion of t h e  nortlons which a re  exemnt under th is  subsectlo~i. 

"(ci Thin section does not  authorize withliolding of inforn~at ion or l imit t h e  avail-
ability of records to  t he  public, except a s  specifically stated in  th is  section. . . ." 



Court granted petitioner Agency's motion for summary jud,ment-without first 
requiring production of the case s~unmaries for inspection-bodding in an un-
reported opinion that  case summaries even with deletions of personal references 
or other identidying information were "matters . . . related solely to the in- 
ternal personnel rules and practices of an agency," exempted from mandatory 
disclosure by § 552(b) (2 )  of the statute.* The Court of Appeals for the Second 
Clircuit reversed, holding that  § 552(b) ( 2 )  did not exempt the case summaries 
from mandatory disclosure. 495 F.2d 261 (1974). The Agency argued alterna- 
t i ~ e l y ,  however, that  the case summaries constituted "personnel and medical 
files and similar files the disrlosure of which would constitute a clearly unwar- 
ranted invasion of personal privacy," exempted from mandatory disclosure by 
8 552(b) (6 ) .  

The District Court held this exemption inapplicable to the case summaries, 
because i t  concluded that  disclosure of the summaries without names or other 
identifying information would not subject any former cadet to public identifica- 
tion and stigma, and the possibility of identification by another former cadet 
could not, in the context of the Academy's practice of distribution and official 
posting of the summaries, constitute an invasion of personal privacy proscribed 
by § 552(b) ( 6 ) .  Petition for Certiorari, a t  32A. The Court of Appeals disagreed 
with this approach, stating that it "ignores certain practical realities" which 
militated against the conclusion "that the Agencj's internal dissemination of 
the summaries lessens the concerned cadets' right to privacy, as  embodied in 
Exenlption 6." 495 F. 2d, a t  267. But the Court refused to hold, on the one hand, 
either "that [the Agency] must now, without an!: prior inspection by a court, 
turn over the sumnlaries to [respondents] with only the proper names re-
moved . . ." or, on the other hand. "that Exenlption Six corers all, or any part 
of, the summaries in issue." Id . ,  a t  268. Rather, the Court of Appeals held that  
because the Agency had not carried its burden in the District Court, imposed by 
the Act, of "sustainCing] i ts  action" by means of affidavits or testimony, further 
inquiry was required, and "the Agency must produce the summaries themselves 
in court" for an in camera inspection "and cooperate with the judge in redacting 
the records so as  to delete personal references and all other identifying informa- 
tion. . . . We thinlr i t  highly likely that the combined sliills of court and Agency. 
applied to the summaries, will yield edited doculnents sufficient for the purpose 
sought and sufficient a s  well to safeguard affected persons in their legitimate 
claims of privacy." I b i d .  

We granted certiorari, 420 U.S. 923 (1975). We affirm. 

I 


The District Court made factual findings respecting the administration of the 
Honor and Ethics Codes a t  the Academy. See Petition for Certiorari, a t  28A- 
29A nn. 5, 6. Under the Honor Code elrolled cadets pledge that "We will not 
lie, steal, or cheat, nor tolerate among us anyone who does." The Honor Code 
is administered by a n  Honor Committee conlpoqed of Academy cadets Suspected 
violations of the Code are referred to the Chairman of the Honor Committee, 
who appoints a three-cadet investigatory team which, with advice from the legal 
advisor, evaluates the facts and determines whether a hearing, before a Board 
of eight cadets, is warranted. If the team finds no hearing warranted, the case 
is closed. If i t  finds there should be a hearing, the accused cadet may call wit- 
nesses to testify in his behalf, and each cadet squadron may ordinarily send two 
cadets to observe. 
The Honor Board may return a guilty finding only upon unanimous vote. If 

the verdict is guilty, under certain circumstances the Board may grant the guilty 
cadet "discretion," for which a rote of 6 of the 8 members is  required. A verdict 
of guilty with discretion is equivalent to a not guilty finding in that the cadet 

R e s ~ o n d e n t s  also sought access t o  a complete s tudy of resignations of Academy
graduates  from t h e  Air Force. P ~ t i t i o n e r s  claimed tha t  the study TTns eseninted from 
disclosure by 8 522 (b )  ( 2 )  (5 )  of t he  Freedom of Information Act. 5 U.S C. 8 552 (h )  ( 5 ) .
concerninc "inter-agency or intra-agency memorandums o r  le t ters  which would not he 
available by l aw  to n par ty  other t han  a n  ,aeencv in litigation with the  agency." The 
District Court held t h a t  since the  s tudy had alresdy been offered for  clissemination to the  
public the  Acency had nraired i t s  rights under t he  exernntion. and nccordlnglv i t  granted 
respondents pr.rtia1 summary Jodgment.  reqnirine petitioners t o  disclose the  complete
s tudy to  respondents. Petition for  Certiorari ,  a t  36A-38.4. Petltioners compiled with this 
order. 



is returned to his cadet squadron in good standing. A verdict of guilty without 
discretion results in one of three alternative dispositions: the cadet may resign 
from the Academy, request a hearing before a Board of Officers, or request a 
trial by court-martial. 

At the announcement of the verdict, the Honor Comlnittee Chairman reminds 
all cadets present a t  the hearing that  all matters discussed a t  the hearing a re  
confidential and should not be discussed outside the room with anyone other 
than an Honor Representative. A case summary consisting of a brief statement, 
usually only one page, of the significant facts is  prepared by the Committee. As 
we have said, copies of the summaries are posted on 40 squadron bulletin boards 
throughout the Academy, and distributed among Academy faulty and adminis- 
tration officials. Cadets a re  instructed not to read the summaries, unless they 
hare a need, beyond mere curiosity, to Bnom their contents, and the Reading Files 
are covered wit11 a notice that they are "for ofticinl use only." Case summaries for 
not guilty and discretion cases are circulated with names deleted ; in guilty cases, 
the guilty cadet's name is not deleted from the summary, but posting on the bul- 
letin boards is deferred until after the guilty cadet has left the Academy. 

Ethics Code violations are  breaches of conduct less serious than Honor Code 
violations, and administration of Ethics Code cases is generally less structured, 
though similar. In  many instances, Ethics cases a re  handled informally by the 
Cadet Squadron Commander, the Squadron Ethics Representative, and the in- 
dividual concerned. These cases are  not necessarily written up and no complete 
file is maintained ; a case is  written up and the summary placed in back of the 
Honor Code Reading Files only if i t  is determined to be of value for the Cadet 
population. Distribution of Ethics Code summaries is  substantially the same as  
that of Honor Code summaries, ancl their confidentiality, too, i~ mainstained by 
Academy custom and practice. 

I1 


Our discnssion may conveniently begin by again emphasizing the basic thrust 
of the Freedom of Information Act. We canvassed the sub.ject a t  some length 
three years ago in Environmental PI-otectio?~Agency v. Kink,410 U.S. 73, 79-80 
(1973), and need only briefly review that  history here. The Act revises f 3, the 
public disclosure section, of the Administratire Procedure Act, 5 U.S.C. 5 1002 
(19H) .  The revision was deemed necessary because "Section 3 was generally 
recognized as falling f a r  short of its disclosure goals and came to be looked upon 
more a s  a withholding statute than a disclosure statute." JIink, supra, a t  79. 
Congress therefore structured a revision whose basic purpose reflected "a general 
philosophy of full agency disclosure unless information is exempted under clearly 
delineated statutory language." S. Rep. No. 813, 89th Cong., 1st Sess., a t  3 (1965) 
(hereinafter S. Rep. 813). To make crystal clear the congressional objective-- 
in the words of the Court of Appeals, "to pierce the veil of administrative secrecy 
and to open agency action to the light of public scrutiny," 495 F. 2d, a t  263- 
Congress provided in f 552 (c )  that nothing in the Act should be read to "author- 
ize \vithholding of information or limit the availability or records to the public, 
except as  specifically stated. . . ." 

Consistently with that objective, the Act repeatedly states "that official infor- 
mation shall be made available 'to the public,' 'for public inspection.' " Mink, 
supra, a t  79. There are, hoxerer,  exemptions from compelled disclosure. They 
a re  nine in number and are set forth in f 552(b). Rut these limited exemptions 
do not obscure the basic policy that disclosure, not secrecy, is  the dominant ob- 
jective of the Act. "These exemptions are  sperifically ~ n a d e  esrlnsire, 5 U.S.C. 
§522(c) . . . ." i l f ink,  supra, a t  79, and must he narrowly construed. T7n~/qhnr .  
Rosen, 157 U.S. App. D.C. 340,343. 484 F. 2d 820, 823 (19i3), -U.S. App. D.C. -, 
-, -F. 2d - (1975), No. 75-1031, Nor. 21, 1975, slip op. a t  422 ; Soiccic v. Dnviil, 
145 U.S. App. D.C. 144, 157, 448 F. 2d 1067, 1080 (1971). In  s u n ,  as said in Ilfink 
supra, a t  80: 

"Withont question, the Act is broadly conceired. I t  seeks to permit access t~ 
official information long shielded unnecessarily from public view and attempts 
to create a judicially enforceable pu1)lic right to .~ecnre snch information from 
possibly unwilling official hands. Subsection (1)) is  part of this srheme and repre- 
sents the congressional determination of the types of infonnation that the E.: ecu-
tive Branch must have the option to keep confidential. if i t  so chooses. As the 
Senate Committee explained, i t  was not 'an easy task to balance the opposing 



interests, but it  is not an impossible one either. . . . Success lies in providing a 
workable fornlula which encompasses, balances, and protects all interests, yet 
places emphasis on the fullest responsible disclosure.' S. Rep. Ko. 813, p. 3." 

Mindful of the congressional purpose, we then turn to consider whether manda- 
tory disclosure of the case sulnmaries is  esempted by either of the exemptions in- 
volved here, discussing first Exenlption 2, and second Exemption 6. 

111 


The phrasing of Exemption 2 is traceable to collgressional dissatisfacti,on with 
the exemption from disclosure under former $ 3  of the Adrninistratire Procedure 
Act of "any matter relating solely to the internal management of a n  agency." 
5 U.S.C. 11002 (1964). The sweep of that wording led to \vithholding by agencies 
from disclosure of matter "rang[ing] fronl the important to the insignificant." 
H. H. Rep. No. 1.297, 89th Cong., 2d Sess., a t  5 (1966) (hereinafter H. R. Rep. 
No. 1497). An earlier effort a t  minimizing this sweep, S. 1666 introduced in the 
88th Congress in  1963, applied the "internal management" esenlption only to 
matters required to be published in the Federal Register; agency orders and 
records were exempted from other public disclosure only nhen tbe information 
related "solely to the internal personnel rules and practices of any agency." The 
distinction was highlighted in the Senate Report on S. 1666 by reference to  the 
latter as  the "more tightly drawn" exempting language. S. Rep. No. 1219, 88th 
Cong., 2d Sess., 12. 

No final action was taken on S. 1666 in the 88th Congress; the Sellate passed 
the  Bill, but i t  reached the House too late for action. Rcncgotiation Board v. Ban-
nercraft Clothing Co., 415 U.S. 1,18 n. 18 (1974). But the Bill introduced in the 
Senate in 1%5 that became lam in 1966 dropped the "internal management" 
exemption for matters required to be published in the Federal Register and con- 
solidated all exemptions into a single subsection. Thus, legislatire history plainly 
evidences the congressional conclusion that  the wording of Exemption 2, "in-
ternal personnel rules and practices," was to hare a narrower reach than the 
Administrative Procedure Act's esenlption for "internal management." 

But  that  is not the end of the inquiry. The House and Senate Reports on the 
Bill finally enacted differ upon the scope of the narrowed exemption. The Senate 
Report stated: "Exen~ption 2 relates only to the internal personnel rules and 
practices of an agency. Examples of these may be rules as  to personnel's use of 
parking facilities o r  regulations of lunch hours, statenlents of policy as  to sick 
leave, and the like." S. Rep. No. 813: a t  8. 

The House Report, on the other baud, declared: 
"2. Matters related solely to the internal personnel rules and practices of any 

agency. Operating rules, guidelines and manuals of procedure for Government 
investigators or examiners would be exempt from disclosure but this exenlption 
would not cover all  'matters of internal management' such as  enlployee relations 
and working conditions and routine administrative procedures xvhich are  with- 
held under the present law.!' H.R. Rep. No. 1497, a t  10. 

Almost all courts that have considered the difference between the Reports 
have concluded that  the Senare Report more accurately reflects the congressional 
purpose.' Those cases relying on the House, rather than the Senate, interpreta- 
ti,on of Exemption 2, and permitting Agency withholding of matters of some pub- 
lic interest, have done so only where necessary to prevent the circumvention of 
agency regulations that might result from disclosure to the subjects of regula- 
tion of the procedural manuals and guidelines used by the agency in discharging 
its regulatory function. See, e.g., Tiefxe r. Riolt.nrdwon, 342 F'. Snpp. 610 (SD
Tex. 1972) ; Cuneo v. Lnirtl, 338 F. Snpp. 504 (DC 1972) ; rw'd on other grounds, 
sub. nom. Guneo v. Sohlesinge~,157 U.S. App. D.C. 368. 484 F. 2d 1086; Citv of 
Concord v. Ambrosc, 333 F. Supp. 958 ( K D  Cal. 1971) (dictnnl). ;\loreover. the 
legislative history indicates that this was the primary concern of the committee 
drafting the House Report. See Hearings on H.R. 5012l1,efore a Subcomm. of the 
House Comm. on Government Operations, 89th Cong., 1st Sess., 29-30 (1965), 

6 E . p . .  Stoke,? v .  Brennnn 476 F:2d 680 703 (CA5 173) : Hn?r,Les v. IRR 467 F.2d 787 
706 (CA6 1972) ; S t e r n  v . ' ~ i c h a v d s o n .  367 F .  Snpn. 1316. 1320 (DC 197.3) : ~ o n . s v m e r d  
I'nion of United Sta tes ,  Inc.  v .  Veterans  Adminintration.. 301 F.  Supp. 796. R01 (SDNT
1969) .  appeal dismissed as  moot. 436 F.2d 1363 (,CA2 1971) : Benson v. GSA,  288 F. Supp. 
590. 595 (WD Wnsh. 1968) ,  off'd, 415 F.2d 878 (CA9 1969) (Exemption 2 apparently 
not ra~sed  on appeal). 



cited in H.R. Rep. No. 1497, a t  10 n. 14. TVe need not consider in tliis case the 
applicability of Exenlption 2 in such circumstances, lio\~-ever, because, as the 
Court of Appeals recognized, this is not a case "\vliere lino\vledge of administra- 
tive procedures liiight help outsiders to circnnlvent regulations or standards. 
Release .of the [sanitized] sunimaries, xvhicli constitnte qnaisilegal records, 
poses no such danger to the effective operation of the Codes a t  the hcadeiny." 
495 F. 2d, a t  265 (footnote onlitted). Indeed, tlle iriaterials sought in this case 
are  distributed to the subjects of regulation, the cadets, precisely in order to 
assure their colilpliance wit11 the linown content of the Codes. 

I t  might appear, nonetheless, that the House Report's reference to "[olperat- 
ing rules, guidelines, and manuals of procediire" supports n much broader 
interpretation of the exemption than the Senate Report's circuiiiscribed esani- 
ples. This argument was recently considered and rejected by .Judge TTTillrey 
spealiillg for the Court of Appeals of the District of Columbia Circuit in T,7cr~cg7~n 
v. Rosen,, - U.S. hpp. D.C. -, -, 523, F. 2cl 113G, 1142 (1975) : 

"Congress intended that Eseniption 2 be interpreted narm\vly ancl specifically. 
In our view, the House Report carries tlie potential of exempting a wide swat11 
of iiiforniation under the category of 'operating rules. guidelines, and lnanuals 
of procedure. . . .' The House Report states that  the  esemption 'would not 
corer all "matters of internal management" snrh as  employee relations and 
working conditions and routine administrative procedures. . . .' and yet it  gives 
precious little :.uid:~nce as to \\~hicli matters are col-ered by the exemption and 
which are  not. Although it  is  equally terse, the S:.nate Report indicates that 
the line sought to be clra~r-n is one betn-een ininor or trivial matters and those 
more substantial rriat'ters n-liich lniglit be the snhject of legitimate public interest. 

"Tllis is a standard, il guide, ~vliicli an agency ancl then a court, if need be. 
can apply with some certainty, consistency and clarity. . . . 

"Reinforcing this interpretation i s  'the clear legislative intent [of W I A ]  
to assure public access to all goren ime~~ta l  records whose clisclosure would not 
significantly harm specific governmental intereslts.' [Soz~cicv. David, 145 U.S. 
App. D. C. 144. 155. 448 I?. 2d 1087, lOSO (197l) l .  As a result, we h a ~ e  repeatedly 
stated that '[tlhe policy of the Act rec111ire.s that tlie clisclosure requiren~ents 
be construed l~roadly. the esein~tions narrowly.' [ I b i d ;  T7accg7~n,V. Rosen, 157 
G.S. App. D.C. 340, 313, 484 F. 2d 820, 823.1 Thus, faced with a conflict in 
the legislative history, the recognized principal purpose of the FOIA requires 
us to choose that interpretation no st farroring clisclosure. 

"The seconcl major consideration favoring reliance upon the Senate Report 
is the fact that i t  was the only commit~tee report that was before both houses 
of Congress. The Honse unanimously passed tlie Senate Bill withoiit amendment, 
therefore no conference commi.ttee was necessary to reconcile conflicting 
prorisions. . . .

". . . [Wle  as  a court 1-iewi:lg the legislative history must be wary of relying 
upon tlie House Report, or even the statemedts of House sgomors, where their 
views differ from those expressed in the Senate. As Professor Daris said : 'The 
basic plrinciple i's quite elementary : The content of lthe law must depend upon 
the intent of both Houses, not of just one.' [Sce generally, I<. Daris, Adminis- 
t m t i ~ eLazo Treatise, 4 3.k.31 (1970 Snpp.) a t  175.1 By unanimously passing the 
Senate Bill without amendment, the House denied both the Senate Comlnittee 
and the entire Senate an opportunity to object (or concur) to the interpretation 
written into the House Report (or voiccd,in floor coloquy). This being the 
case, we choose to rely upon the Senate Report." 

For the reasons stated by Judge TVilkey, and because we think the primary 
focus of.the Honse Repcrt n7as on esemption of disclosures that might enable 
tlie regulated to circuiiivent agency regulation, we too "choose to rely upon the 
Senate report" in this regard. 

The District Court had also concluded in tliis case that  the Senate Report 
mas "the surer indication of congressional intent." Petition for Certiorari, a t  
3-lh n. 21. The Court of Appeals found i t  unnecessary to take "a firm stand 
on the issue," concluding that "the difference of approach betlveen the House 
and Senate Reports x~ould not affect the result here." 495 F. 2d, a t  265. The 
different conclusions of the hvo coiirts in applying the Senate Report's inter-
pretation centered upon a disapreeinent as  to the materiality of tlie pumblic 
significance of the operation of the Honor and Ethics Codes. The District Court 
based its conclusion on a determination that the Honor and Ethics Codes "[bly 
definition . . . are  meant to control only those people i n  the agency. . . . The 



operation of the Honor Code cannot possibly affect anyone outside its sphere of 
voluntary participation which is limited by its function and its publication to 
the Academy." Petition for Certiorari, a t  34A. The Court of Appeals on the 
other hand concluded that under "the Senate construction of Exeinption Two, 
[the] case summaries . . . clearly fall outside its ambit" because "[sluch sum-
maries have substantial potential for public interest outside the Government." 
4% F. 2d. a t  265. 

We agree with the approach and conclusion of the Court of Appeals. The 
implication for the general public of the Academy's administration of discipline 
is obvious, particularly so in light of the unique role of the military. What we 
have said of the military in other contexts has equal application here : i t  "con- 
stitutes a specialized comnlunity governed by a separate discipline from that 
of the civilian," Orloff v. Willozlghby, 345 U.S. 83, 94 (1953), in which the in- 
ternal law of command and obedience invests the military officer with "a par- 
ticular position of responsibility." Parlcer v. L e ~ y ,417 U.S. '733, 744 (1974).
Within this discipline, the accuracy and effect of a superior's comlvand depends 
critically upon the specific and customery reliability of subordinates, just as  
the instinctive obedience of subordinates depends upon the unquestioned specific 
and customary reliability of the superior.' The importance of these considera- 
tions to the maintenance of a force able and ready to fight effectively renders 
them undeniably significant to the public role of the military. Moreover, the 
same essential integrity is critical to the military's relationship with its civilian 
direction. Since the pumose of the Honor and Eithics Codes administered and 
enforced a t  the Air Force Academy is to ingrain the ethical reflexes basic to 
these responsibilities in future Air Force officers, and to select out those candi- 
dates apparently unlikely to serve these standards, i t  follo\s's that  the nature 
of this instruction-and i ts  adequacy or inadequacy-is significantly related to 
the substantive public role of the Air Force and its Academy. Indeed, the pub- 
lic's stake in the operation of the Codes as  they affect the training of future 
Air Force officers and their military careers is underscored by the Agency's own 
proclamations of the importance of cadet-administered Codes to the Academy's 
educational and training program. Thus, the Court of Appeals said, and we 
agree : 

"[Respondents] have drawn our attention to various items such a s  nenrspaper 
excerpts, a press conference by an ,4cademy officer and a TTThite House Press 
Release, which illustrate the extent of general concern \Tit11 the working of the 
Cadet Honor Code. As the press conference and the Press Release show, snme 
of the interest has been generated-or a t  least enhanced-by apts of the Govern- 
ment itself. Of course, even without sucli official encourage~nant, there mould 
be interest in the treatment of cadets, whose education is  publicly financed and 
who furnish a good portion of the country's future lrlilitary leadership. Indeed, 
all  sectors of our society, including the cadets themselves, have x stake in the 
fairness of any system that  leads, in many instances, to  the forced resiqnation 
of some cadets. The very study involved in this case bears additional witness 
to the degree of professional and academic interest in the Acadesny's student- 
run system of discipline. . . . [This factor] differentiate[s] the summaries from 
matters of daily routine like working hours, which, in the words of Exemption 
Two, do relate sol ell^ to the internal personnel rules and practices of a n  agen- 
cy' " 495 F. 2d, a t  265 (emphasis in Court of Appeals opinion). 

In  sum, we think that, a t  least where the situation is not one where disclosure 
may risk circumvention of agency regulation. Exemption 2 is not applicable to 
matters subject to such a genuine and siynificant public interest. The exemption 
was not designed to authorize withholding of all matters except otherwise secret 
law bearing directly on the propriety of actions of nlembers of the public. Rather, 
the general thrust of the exemption is  simply to relieve agencies of the burden 
of assembling and maintaining for public inspection snatter in ~vhich the public 
could not reasonably be expected to have a n  interest.' The case summaries plain- 

'The Honor  Reference Handhook of t h e  4 i r  Force  Cadet Wing a t  1 App., a t  47, recites : 
"Former Secretary of War. Newton Baker. said. '. . . soldlerthe  inexact 'or u n t r u t h f ~ ~ l  

trifles with the  lives of h is  fellow men and  with the  honor of h is  government. . . .' The 
young officer needs t o  be able t o  t ru s t  h i s  lnpn a s  does any commnnder. I n  these times of 
bxpensive and  increasingly complex weapons systems tlle officer must  rely on fellow officers 
and  airmen for his own sa fe t r  and  the  safety of his min." 

7 See e.q., Note t h e  Freedom of Information Ac t :  A Seven-Year Assessment. 74 Colum. 
L. ~ e v :895, 95G ' (1974) ; Note, Com~nents  on Proposed Amendments to Section 3 of the 
Admlnistrative Procednre Ac t :  The Freedom of Information Bill, 40 Notre Dnme T J ~ \ T .  
417. 445 (19.55). See also Tmrrql i?L v. nosen, - U.S. App. D.C. -, -, 923 F.2d 1136, 1150 

(1975)  (Leventhal,  J., concurrlng). 




ly do not fit that  description. They are  not matter with merely internal signifi- 
cance. They do not concern only routine matters. Their disclosure entails no 
particular administrative burden. TTre therefore agree with the Court of Appeals 
that, giren the Senate interpretation, "the Agency's tvitliholding of the case 
sum~mries  ( a s  edited to preserve anonymity) cannot be uplleld by reliance on 
the second exemption." I.d., a t  26." 

I V  

~lclditional questions are inrolvecl in the determination whether Esemption 6 
esenipts t l ~ e  case suinn~aries froni n~aadatory disclosure a s  "personnel and niedi- 
cal files and siniilar files the disclosure of ~vhich ~vould constitute a clearly un-
ivarranted invasion of personal [~rivacy." The first cluestion is whether the clause 
"the disclosure of ~vhich mould constitute a clearly unwarranted invasion of 
personal privacy" nlodifies "personnel and medical files" or only "similar files." 
The Agency argues that Esen~ption G clistinguishes "yersoni~el" froiii "similar" 
files, eseinpting all "personnel files" but only those "similar files" whose dis- 
closure coustitutes "a clearly u n ~ ~ ~ a r r a n t e d  invasion of personal privacy," and 
tliat the case summaries souglllt here are  "personnel files." On this reading, if i t  
is deterlnined that tlie case sumnlaries .are "yersonnel files," the Agency argues 
that judicial inquiry is a t  an end, and that  the Court of Appeals therefore erred 
in reinancling for deteruination whether disclosure after redaction mould con- 
stitute "a clearly unwarranted invasion of personal privacy."' 

Tlic dgency did not argue its suggested distinction between "personnel" and 
"similar" files to either the District Court or the Court of Appeals, and the 
oy)inions of both courts treat Eseinption 6 a s  malting no distinction between 
"personnel" and "sin~ilar" files in the application of tlie "clearlg unwarranted 
inmsion of personal 1)rivacs" requirement. The District Court held that  "[ilt  is  
only the identifying connection to the individual that  casts tlie personnel, n~edi-  
cal, ilnd sinlilar files ivitliiii the protection of [the] sixth esemption." Petition 
for Certiorari, a t  31A. The Court of Aplxals stated, "[\Ir]e are dealing here 
n-ith 'personnel' or of course, are 'a clearly 'similar' files. Bnt the Ires ~~lorcls, 
nnlr-arranted inrasion of person~al privacy' . . . ." 495 F. 2d a t  266. 

V'r. agree with these views, for we find nothing in the xvording of Esenlption 6 
or its legislative history to support the Agency's claiin that Congress created a 
blaii1;et eseinl~tion for l~ersonael files. .Judicial interpretatioa has uniformly 
reflected the view that  no  reason x~,ould esist for nonclisclosure in the absence 
of a showing of a clearly nn~varranted invasion of privacy, whether the docu- 
n~ents  a re  filed in "~ersonnel" or "similar" files. See, e.  g., TBine Hob8.y U S A ,  
Iyic. r. IRG, 502 F. 21  133, 135 (CA3 1974) ; Rtirnl Hoziwing Alliawce v. Depart-
I I I ~ Iof~ Ag?.ioiltir?-r, 1G2 C.S. APD. I).C., 122, 126, 495 F. 2d 73, 77 (1974) ; 
T'arrghil r.12o.qen. 1.57 P.S. App. D.C. 340, 484 F. 2rl 820 (1973; Getman v. A7LRB, 
146 T1.S. App. D.C. 209, 213, 450 F. 2d 670, 674 (1971). Congressio~~al concern for  
the protection of the l<inrl of confidential personal data usually included in a 
1;ersonnel file is  abnndantlp clear. But Congress also niade clear that  noncoll- 
fiilential matter was not to l)e i~isulattxl fro111 clisclosure merely because i t  was 
stored by the Agency in "personnel" files. Rather, Congress sougl~t. 4 0  construct 
an esemption tliat wonld require a balancing of the individual's right of privacy 
against the l~reserratioii of the basic purpose of the Freedom of Information Act 
"to open agency act,ion to the light of l~nblic scrutiny." The device adopted to 
achieve that halance was the li~nited esemption. where l~rivacy 'ivas threatened, 
for "clearly nn~varranted" invasions of personal privacy. 

Both House and Senate Reports can only be read a s  clisclosing a congressional 
purpose to eschew a blan1;et exrnlption for "persannel . . . and similar files" and 
to require a baIancing of interests in either case. Thus the House Report states, 
H. R. Rep. No. 1497, a t  11,"The limitation ,of a 'clearly nnn7arranted invasion of 
personal privacy' provides a proper balance between the protection of an individ- 
ual's rjght of privacy and the preservation of the pnblic's right to Government 
informtaion by excluding those kinds of files the disclosure of which might harm 
the individ?~al." Similarly. the Senate Report, S. Rep. KO.813, a t  9, states, "The 

8 T h e  Agency suggests t h a t  the  disclosure of the  identities of disciplined cadets through 
releaqe of the  case snmmaries mill ~ e a k e n  the  Honor and Ethics  Codes, pr:nclpally because 
other cadets will be less likelv to renort misconduct if Chev cannot be assured of the  
absolute confidentlalitg of their reports. B n t  even assuminq t h a t  th is  speculation raises 
nn argument undcr Exemption 2-rather than  Esemption 6 alone-it i s  unpersnasive in  
light of the  deletion process ordered by the  Court of Appeals to  be conducted on remand. 



phrase 'clearly unwarranted invasion of personal privacy' enunciates a policy 
that  will involve a balancing of interests between tlle protection of a n  individ- 
1ial's private affairs fro111 unnecessary public scrutiny, and the preservation of 
the public's right ,to governmen.hl infornxition." ' Plainly Co,ngress did not ilkelf 
strilie the balance as  to "ljersonnel files" and confine the Courts to striking the 
balance only as  to "similar files." To the contrary, Congress enunciated a single 
policy, to be enforced ill hotli cases 117 the courts, "that mill involve a balancing" 
of the private and public interest^.'^ This \\-as the conclusion of t l ~ e  Court of 
Appeals of the District of Columbia Circuit a s  to niedical files, and that conclu- 
sion is equally al>plicable to personnel files. 

"Exemption 6 of the Act covers '. . . lnedical files . . . the disclosure of which 
would constitute a clearly unwarracted invasion of persoaal privacy.' Where a 
purely medical file is ~vithheld under authority of Exenlgtion 6, i t  will be for 
the District C!ourt ultimately to deter~nine any dispute a s  to  wl~ether that exemp- 
tion was properly inrolied." Ackc~'Zyv. Lcy, 137 U.S. ADD.D.C. 133, 136137 n. 
3, 420 F. 2d 1336, 1339-1340 11. 3 (1969) (elligsis in Court of Appeals opinion). 

See also TVi11eHobbl~U S A ,  Inc. v. I R S ,  502 F.2d 133, 135 (Ch3 1974). 
Congress' recent action in amending the Freedom of Infornlation Act to make 

explicit i ts  agreement with judicial decisions lL requiring the disclosure of non- 
exempt portions of otherwise exempt files is consistent with this conclusion. 
Thus, § 552(b) now p r o ~ i d e s  that ' '[ally reasonably segregable portion of a 
record shall be provided to any person requesting such record after deletion of 
the portions xvhich a re  e x e n l ~ t  under this subsection." Pub. L. 93-502, 12 ( c ) ,  
58 Stat. 1561, 1564.'" And § 552 f a )  (4 )  (B)  was added explicitly to authorize i t% 
cmte ro  inspection of matter claimed to be exempt "to determine whether such 
records or a,nq/ part thereof shall be xvithheld." Pub. L. 93-502, J l ( b )  (2 )  (B) ,  
88 Stat., a t  1562 (emphasis suppliecl). The Senate Report accompanying this 
legislation explains, without distingnishiug "personnel and medical files" from 
"similar files," that its effect is to require courts, "to look beneath the label 
on a file or record vhen  the withholding of inforlnation is challenged. . . . 
[Wlhere files are  inrolred [conrts \Till] have to exanline the records then~selves 
and require disclosure of portions to ~vhich tlle purposes of the exenlption under 
15-hich they are  ~ ~ i t h h e l d  does not apply." S. Rep. So. 88-1, 93d Cong., 2d Sess., 32. 

The remarks of Senator I<ennecly, a principal sponsor of the amendments, 
malie the matter even clearer : 

"For esample, deletion of names and identifying characteristics of individuals 
would in  some cases serve the underlying lmrpose of esemption 6,  which exempts 
'personnel and medical files and sirnilar files the disclosure of which would con- 
stitute a clearly unwarranted invasion of personal grivacjl.' " 120 Cong. Rec. S. 
9316 (daily ecl. May 3C, 1974). 

In so specifying, Congress confir~ned what had perhaps been only less clear 
earlier. For the Senate and House Reports on the Bill enacted in 1966 noted 
specifically that Health, Education, and Welfare files, Selective Service files, or 

@ T h e  Report s ta tes  fu r the r  (ibiA.) : "At the  same time t h a t  n broad philosophy of 
'freedom of information'  i s  enacted in to  law. i t  i s  necessarv t o  nrotect r w t a i n  enuallv .. .-~ - . ~~ 

impor t an t  r ights  of privacy ~ i t h  respect to  certain iniormntibn i n a ~ o v e r n m e n t  files: s u d ~  
a s  medical a n d  personnel records. . . . 

"It is  no t  a n  easy t a sk  t o  balance t h e  opposing interests,  but  i t  i s  not  a n  inipossible one 
either.  I t  i s  no t  necessarr to  conclude t h a t  to protect one of the  interests.  the  o ther  must ,  
of necessity, either be abrogated or  substnntially subordinated. Sliccess lies i n  providing 
a workable formula ~1-11icIi encompasses, balances, and  protects a l l  interests,  ye t  places 
emphasis on  the  fllllest responsible disclosure." 

lo See cenerally 1H.R. Rep. No. 1497, a t  1 1 :  "A genernl exemption fo r  the  category of 
information i s  much Inore practical t h a n  s e ~ n r n t e  st .atutes protecting each type  of personal 
record. The linlitation of 'a rlcarly unwarranted inrns ion of 1,ersonnl privacy' provides a 
proper balance . . ." (Empha<s supplied.) The  Senate  Report,  a s  \veil, speaks of a 
"general exemption" wliicli i s  held within bounds by t h e  use of t he  1ilnit:ttion Of 'a 
clearly unx-nrrantrd i n ~ a s i o n  of personal pril-ncy.' " S. R ~ D .  No. 813, n t  9. 

11 B.g., Vn?1g7111 r. Rosoz, 157 1J.S. App. D:C. 340. 34.5. 484 F.2d S20. 825 (1973) : Solrcie 
r. Dncitl, 145  U.S. ADD. D.C. 144,  150. 448 1'.2d 1007. 1079 (1971) ; Bristo7-Jf!lel-n CO. v. 
FTC 138 U.S. i ipp. D.C. 22, 26, 424 F.2d 936, 938-939 (1970) .  Accord Rfrrnl  Hortsi?rg 
~ l l i h c cv. De]~a?.tmento f  Agric!tlt~rre, 1G2 U.S. hpp.  D.C. 122, 126-127,'403 F.2d 73, 7 8  
(1974).- - . .,. Cf.- . S 5!52(n) ( 2 ) .  nror id ine  t h a t  ~ . ~ -. -,,..--

"To the  ekl-en? 'required t o  l,re\rent a~c l ea r l ?  unwarranted invasion of personnl privacy. a n  
ngencp may i d ~ n t i f - i n g  detail? ~~-1ien or  ]~ublisllesill1 opinion,i l ~ l r t ~  i t  malics arni1:rblc 
s ta tement  of policy, in terpre ta t ion  or  staff mnnu:ll or  instruction." 

1 2  T h e  Senate  Repor t  on  th is  amendment  cited w i th  evident approval t h e  decision of t he  
Cour t  of Appeals in th is  case remanding to  t he  District  Cour t  f o r  redaction of t h e  case 
siimmaries t o  acconilnodate t he  dua l  interests.  S. Rep. So .  854, 93d Cong., 2d sess., '31-32 



Veterans' Administration files, which as  the Agency here recognizes" were 
clearly included within the congressional conception of "personnel files,"14 were 
nevertheless intended to be subject to mandatory clisclosure in  redacted form if 
privacy could be sufficiently protected. .is the EIouse Report states, H R .  Rep. 
No. 1497, a t  11, "The exemption is also intended to coyer detailed Governnlent 
records or, an individual which can be identified as  applying to that individual 
and not the facts concerning the award of a pension or benefit or the compilation 
of unidentified statistical information from peryonal records." Similarly, the 
Senate Report eulghasized, S. Rep. So .  813, a t  9, "For example, health, welfare, 
and selective service records are highly personal to the person involved yet facts 
concerning the award of a pension or beilefit should be disclosed to the public." 

Moreover, even if we were to agree that "personnel files" a re  \vholly exempt 
from any disclosure under Exemption 6, i t  is clear that  the case summaries 
sought here lack the attributes of "personnel files" as  commonly understood. 
Two attributes of the case suinmaries require that  they be characterized a s  
"similar files." First, they relate to the discipline of cadet personnel, and while 
even Air Force Regulations themselres show that this single factor is  insufficient 
to characterize the summaries a s  "personnel files," '' i t  supports the conclusion 
that  they a re  "similar." Second. and most significantly, the disclosure of these 
summaries implicates similar pril-acy values ; for a s  said by the Court of Appeals, 
495 1". 2d, a t  267, "identification of disciplined cadets-a possible consequence 
of even anonsmous disclosure-could expose the fornlerly accused men to lifelong 
embarrassment, perhaps disgrace, as  well as  practical disabilities, such a s  
loss of employment or friends." See generally, c.g., Wine Hobby UHA, Inc. v. 
IRS, 502 F. 2d 133. 135-137 (CA3 1974) ; Rztrnl Hozcsing Alliance v. Department 
of Agriczhttzlre, 162 U.S. App. D.C. 122, 125-126. 495 F. 2d 73, 76-77 (1974) ; 
Robles r. EPA,  454 F. 2d 843, 845-846 (CA4 1973). But these summaries, col- 
leoted only in the Honor and Ethics Code Reading FilfYs and the Academy's 
Honor Records, do not contain the "rast amounts of personal data," S. Rep. 
No. 813, a t  9, which constitute the Bind of profile of an individual ordinarily 
to be found in his personnel file: sho\x7ing, for example, where he mas born, the 
names of his parents, where be has lived froin time to time, his high school or 
other school records, results of examinations, eraluations of his work perform- 
ance. Moreover, access to these files is  not drastically limited, a s  is customarily 
true of personnel files. on11 to supervisory personnel directly involved with the 
individual (apart from the personnel department itself). frequently thus exclud- 
ing even the indil-idual himself. On the contrary, the case summaries name no 
names except in guilty cases, are  n-idely clisseminated f o r  examination by fellow 
cadets, contain no facts escept such as  pertaln to the alleged violation of the 
Honor or Ethics Codes, and a r e  justified 1 ) ~the -%cacleiny solely for  their value 
as  a n  educational and instructional tool the better to train military officers for 
discharge of their important and exacting functions. Doc~~ments  treated by the 
Agency in such a manner cannot reasonably be cIaimed to be within the com- 
mon and congressional meaning of nrhat constitutes a "personnel file" within 
Exemption 6. 

The Agency argues secondly that, even taking the case summaries as  files to 
which the "clearly unwarranted invasion of personal privacy" qualifications ap- 

l3Brief for Petitioners. a: 13-16. 
14There is sparse legislatire history a s  to the precise scope intended f o r  the term 

" ~ e r s o n a l  files." a detail which itself suggests t h a t  Congres intended t h a t  particular
characterization not to be critical in  the  applicntion of Exemption 6. But  i t  i s  ouite clear 
from the Committee Reports t h a t  the  primary concern of Conmess in  draf t ing Exemption 
6 was to  provide for  the  confidentialitv of personal mat ters  i n  such files a s  those main- 
tained by the Department of Health, Education. and Welfare, the  Selective Service. and 
the  Veterans' Administmtinn. S. Rep. No. 813. a t  9 : H.R. Ren. No. 1297. a t  11. itloreover, 
the  Senate Renort on S. 1666, the nrincipal source for the  Bill ultimately enacted a s  the  
Freedom of Inforn~nt ion Act. and Esemntion 6 in  particular.  s1)ecifically refers to  such 
files a s  "oersonnel files." S. Rep. No. 1219. 89th Conx., 2d sess., 14. See also Hearings on 
H.R. 5012 hefore a Subcommittee nf the  House Committee on Government Oneratinns, 89th 
Cong. 1s t  sess .  a t  26.5. 267 (1965) ("8nnlvsis of Agency Comments on S. 1666").

'C \ i r  Force Regulations in force a t  t h e  tlme of the  decisions below drew a distinction 
hetwepn "nersonnel 2nd mediral files." '32 CFR $ SO6..5 ( f ) ,  and "files similar to  medical 
and personnel file;;" 32 CFR 6 806.5 ( c )  which clearly cateaorized case summaries 
amon< the l a t t e r :  Eramnles of similar files arp those:  . . . containing renorts, records, 
and other mnterial pertaining to  pevno~anelnln t t rvs  in  whIch administrative action, in-
clnrling rli.vciolinnv?i nctioqt. nlsy he taken or has  been tnlten." 32 CTR 6 806.5 (p) ( 1 )  ( t i )
(1974) 36 Fed. Rec. 4700. 4701 (1971) (emnhasis supnlied). After the  Court of Anpertls' 
derision. these regulations \Tern amended. i n t e r  n7in deleting the  las t  four r o r d s .  32 CFR 
8 $06.23 ( f )  (1 )  ( i i ) ,  40 Rpd. Rep. 7901 7904 (1076) ,  but  th is  alteration i s  i n  Rny event 
insignificant to the  point here. 



Plies, the Court of Appeals nevertheless improperly ordered the Agency to pro- 
duce the case summaries in the District Court for an i n  camera examination to 
eliminate information that  could m u l t  i n  identifyilng cadets involved in Honor 
or Ethics Code violations. The argument is, in substance, that the recognition by 
the Gaurt of Appeals of "the harm tha t  might result to the cadets from dis-
closure" itself demonsbrates "[ t lhe ineffectiveness of excision of names and 
other identifying facts zs a means of maintaining the confidentiality of persons 
named in government reports . . ." Brief for Petitioners, a t  17-18. 

This contention has no merit. First, the argument implies that Congress barred 
disclosure in  any case in  which the conclusion could not be guaranteed that dis- 
closure would not trigger recollection of identity in any person whatever. But 
this ignores Congress limitation of the exemption to cases of 'Vlearly unwar-
ranted" " invasions of personal privacy." Second, Congress vested the courts 
with the responsibility ultimately to  determine "de aovo" any dispute a s  to 
whether the exemption was properly invoked in order to constrain agencies from 
withholding nonexempt matters.'' No court has  yet seen the case histories, and 
the Court of Appeals was therefore correct in holding that the function of exam- 
ination must be discharged in the first iwtance by the District Court, Ackerly v. 
Ley, supra, Rurcl.1 Housing Alliance v. Department of Agricz&lture, supra. 

In  striking the balance whether to order disclosure of all  or part of the case 
summaries, the District Court, in  determining whether disclosure will elitail a 
"clearly unwarranted" invasion of personal privacy, may properly discount i ts  
probability in  light of Academy tradition to keep ideatities confidential within 
the Academy.'' Respondents sought only such discLosure a s  was consistent with 
this tradition. Their request for access to summaries "with personal references 
o r  other identifying information deleted," respected the confidentiality interests 
embodied in Exemption 6. As ithe Court of Appeals recognized, however, what con- 
stitutes identifying information regarding a subject cadet must be weighed not 

='The additlon of this qualification was a considered and significant determination. 
Roblea v EPA 484 F.2d 843 8 4 6  (CA4 1973) Getman v. NLRB 146 U.S. App. D.C. 
209, -,'450 G.2d 670, 674 i l 9 7 l j . ~ h e  ~ a t i o n a i  Labor Relations ' ~ o a r d  and Treasury
Department urged a t  the hearings on the Act tha t  the "clearly" or "clearly unwarranted" 
qualification in Exemption 6 be deleted. See Hearings on S. 1160 before the Subcommittee 
on Administrative Practice and Procedure of the Senate Committee on the Judichry,  89th 
Cong., 1s t  sess., 36 (Treasury), 491 (NLRB) (1965) ; Hearings on H.R. 5012 before a 
Subcommittee of the  House Committee on Government Operations, 89th Cong.. 1s t  sess., 
56, 230 (Treasury), 257 (NLRB) (1965). See also Hearings on S. 1160, supra, 417 (Depart- 
ment of Defense ; objecting to "heavy" burden of showing a clearly unzvarranted invasion 
of Personal privacy). But see also Hearing on H.R. 5012, supra, 151 (testimony of Clark 
R. Molenhoff Vice Chairman Sigma Delta Chi Committee for Advancement of Freedom 
of ~nformatidn ; advocating tLe retention of "clearlyW,fn Exemption 6 ) .  The terms objected 
to  were nevertheless retained, a s  a "proper balance, H.R. No. 1497, a t  11, to keep the 
"scope of the exemption. . . within bounds," S. Rep. No. 819, a t  9. 

The legislative history of the 1974 amendment of Exemption 7 which applies to  inves- 
tigatory files compiled for law enforcement purposes stands in ha rked  contrast. Under 
H.R. 12471, 93rd Cong., 2d sess. (1947). as originall; amended and passed by the Senate, 
120 Cong. Rec. S. 9329. 9337, 9343 (daily ed. Xlay 30, 1974) although not as originally 
passed by the House, 120 Cong. Rec. H. 1802-1803 (daily ed.'l\lar. 14. 1974), Exemption 
7 was amended to exempt investigatory files compiled for  lam enforcement purposes
only to  the extent t h a t  their production would "constitute a clearly unwarranted invasion 
of personal privacy" or meet one of several other conditions. I n  response to a Presidential 
request to delete "clearly unwarranted" from the amendpent in  the interests of personal 
privacy the  Conference Committee dropped the "clearly 120 Cong. Rec. S. 17829 (daily 
ed, 0c6 1 ,  1974) (letters betweell President Ford aAd Senator Kennedy), H. 10002 
(daily ed. Oct. 7, 1974) (letters between President Ford and  Congressman Moorhead). 
and the Bill was enacted a s  reported by the Conference, Public Law 9'3-502, 5 2 ( b ) ,  88 
Stat .  1561. 1563. 

17The Court of Appeals held t h a t  the argument raised by the  Agency tha t  courts have 
a broad equitable power to decline to order release when disclosure would damage the 
public interest was not a substantial one in the contest of Exemption 6 since tha t  Exemv- 
tion itself requires a conrt to  exercise a large measure of discretion. '495 F. 2d, a t  269. 
The  Agency has not renewed this argument in this Court. 
185 U.S.C. 5 552 ( a )  (4)  ( B ) .  One of the prime shortcomings of 1 3 of the Administrative 

Procedure Act i n  the  view of the Congress which passed the Freedom of Information Act. 
was precisely ' tha t  i t  provided no judicial remedy for the unauthorized withholding of 
agency records. EPA v. Mink, 410 U.S., a t  79. 

1oThe legislative history i s  clear tha t  Fxemption 6 was directed a t  threats to privacy 
lnterests more palpable than mere poss~bilities. The House Report explains tha t  thp
exemption was intended to exclude files "the disclosure of n7hich might harm the individ- 
ual . . . [or]  detailed Government records on an individual which can be identified aF 
applying to tha t  individual. . . ." H.R. Rep. No. 1497, a t  11 (emphasis supplied). And 
the Senate Report states t h a t  the balance to be drawn under Exemption 6's 'iclearlg
unwarranted invasion of personal privacy" clause is one between "the protection of an 
individual's private affairs from ?Lnnecessarl/ public scrutinv and the preserqation of thr  
public's r lght  to governmental information." S. Rep. No. 81'3, a t  9 (emphasis supplied) 



only from the viewpoint of the public, but also from the vantage of those who 
would have been familiar, a s  fellow cadets or Academy staff, with Gthw aspe& 
of his career a t  the Academy. Despite the summaries' distribution within the 
Academy, many of this group with earlier access to summaries may never have 
identified a particular cadet, or may have wholly forgotten his encounter with 
Academy discipline. And the risk to the privacy interests of a former cadet, par- 
ticularly one who has remained in the military, posed by his identification by 
otherwise unknowing former colleagues or instructors cannot be rejected a s  
trivial. We nevertheless conclude that consideration of the policies underlying 
the Freedom of Information Act, to open public business to public view when 
no 'clearly unwarranted" invasion of privacy will result, requires affirmance Of 
the holding of the Court of Appeals, 493 F. 2d, a t  267, that although ". . . no 
one can guarantee that all those who are 'in the know' will hold their tongues, 
particularly years later when time may have eroded the fabric of cadet loyalty," 
i t  sufficed to protect privacy a t  this stage in these proceedings by enjoining the 
District Court, id., a t  268, that  if in its opinion deletion of personal references 
and other identifying information "is not sufficient to safeguard privacy, then 
the summaries should not be disclosed to [respondents]." We hold, therefore, 
in agreement with the Court of Appeals, "that the in camera procedure [ordered] 
will further the statutory goal of Exemption Six:  a workable compromise be- 
tween individual rights 'and the preservation of public rights to Government 
information.' " I d ,  a t  269. 

To be sure, redaction cannot eliminate all risks of identifiability, a s  any human 
approximation risks some degree of imperfection, and the consequences of ex-
posure of identity can admittedly be severe. Bnt redaction is a familiar technique 
in dther contexts" and exemptions to  disclosum under thv Aot were intended to 
be practical workable concepts, AIink r.EPA,  410 U.S., a t  79; S. Rep. No. 813, a t  
5 ;  H. R. Rep. No. 1497, a t  2. Moreover, we repeat, Exemption 6 does not protect 
against disclosure every incidental invasion of privacy-only such disclosures 
a s  constitute "clearly unwarranted" invasions of personal privacy. 

Affirnled. 
Mr. JUSTICE took no part in  the consideration or  decision of this case. STEVEXS 

AIR. CHIEF JUSTICE dissentimgBURGER, 

If "hard cases make a bad law," unusual cases surely have the potential to 
make even worse law. Today, on the basis of a highly unusual request for in- 
formation about a very unique governmental process, a military academy honor 
system, the Court interprets definitively a substantial and very significant par t  
of a major federal dtatuke governing the balance between the public's "righrt-b- 
know" and the privacy of the individual citizen. 

In my view, the Court makes this case carry too much jurisprudential baggage. 
Consequently, the basic congressional intent to  protect a reasonable balance be- 
tween the availability of information in the custody of the government and the 
particular individual's right of privacy is  undermined. I n  addition, district courts 
are burdened with a task Congress could not have intended for them. 

( 1 )  This case does not compel us to decide whether the summaries a t  issue 
here a r e  ''personnel files" or whether files so  categorized a r e  beyond the proviso 
of Exemption (6)  that disclosure constitute "a clearly unwarranted invasion of 
personal privacy." Even assuming, ~rgnendo ,that  the Government must show 
that the summaries are  subject to the foregoing standard, i t  is quite clear, in  
my view, that the material a t  issue here constitutes such an invasion, no matter 
what excision process is attempted by a federal judge. 

The Court correctly notes that  Congress, in  enacting Exemption 6, intended to 
strike "a proper balance between the protection of the individual's right of 
privacv and the preservation of the public's right to Gorernment information by 
excluding those kinds of files the disclosure of which might harm the individual." 
H. R. Rep. No. 1497, a t  11. Having acknowledged the necessity of such a balance, 
however, the Court, in my view, blandly ignores and thereby frustrates the con- 
gressional intent by r e f u s i n ~  to weigh, realistically, the grave consequences im- 
plicit in release of Phis particular information, in any form,against ithe relatively 
inconsequential claim of "need" for the material alleged in the complaint. 

The Court of Appeals cited as examples Revenue Rulings collected in the Cumulative 
Bulletin of the Internal Revenue Service, and American Bar Association "Opinions on 
Professional Ethics" (1967) .  46 F.'2d at 268 n. 18. 



The opinions of this Court have long recognized the opprobrium which both 
the civilian and the military segments of our society attribute to allegations of 
dishonor among commissioned officers of our Armed Forces. See, e.g., Parker v. 
Levy, 417 U.S. 733, 744 (1974), quoting Orloff v. WllZo~igl~bz~,345 U.S. 83, 91 
(1953). The stigma mhich our society inlposes on the individual \vho has ac-

cepted such a position of t r u s t 1  and abused i t  is not erasable, in any realistic 
sense, by the passage of time or even by subsequent exelnplary conduct. The 
absence of the broken sword, the torn epaulets and the Roglre's ilfarch fro111 our 
military ritual does not lessen the indelibility of the stigma. Significantly, cadets 
and midshipmen-"inchoate officers" '' have traditionally been held to the same 
high standards and subjected to the same stigma a s  commissioned officers when 
involved in matters with overtones of dishonor.* Indeed, the mode of punitive 
separation as  the result of court-martial is the same for both officers and 
caddts--dismissal. United States v. Ellman, 9 U.S.G.A.M. 549, 26 C.3I.B 329 
(1958). Moreover, as  the Court of Appeals noted, i t  is unrealistic to conclude, in 
most cases, ithat a finding of "not guilty" or "discretion" exonemtes the cadet in  
anything other than the purely technical and legal sense of lthe term. 

Admittedly, the Court requires that, before release, these documents be subject 
to in camera inspection with power of excising parts. But, as  the Court admits, 
any such attempt to "sanitize" these su~nlilaries \ ~ o u l d  still leave the very distinct 
possibility that the individual would still be identifiable and thereby injured. 
In  light of Congress' recent lnanifest concern in the Priracy ilct of 1974, Pub. L. 
93-579, 88 Stat. 1806, 5 U.S.C. fc 552a, for "governmental respect for the privacy 
of citizens . . ." S. Rep. No. 93-1183, 9Sd Cong. 2d Sess. (1974), i t  is indeed 
difficult to attribute to Congress a 11-illingness to subject an individual citizen to 
the risk of possible severe damage to his reputation simply to permit law 
students to invade individual pril-acy to prepare a lam journal article. I t s  
definition of a "clearly unn-arranted inrasion of personal privacy" as  equated 
with "protecting an individual's private affairs froin unnecessary public 
scrutiny . . ." S. Rep. No. 813, a t  9 (emphasis applied), would otherwise be 
rendered meaningless. 

( 2 )  Moreover, excision \vould not only be ineffectual in accomplishing the 
legislative intent of protecting an individual's affairs froin unnecessary public 
scrutiny, but it  ~vould place an intolerable burden upon a district court which, 
in my view, Congress never intended to inflict. Although the 1971 amendments to 
the Freedom of Information Act require that ' '[alny reasonably segregable por- 
tion of a record . . ." 5 U.S.C. $ 552 (b) ,  otherwise exempt, be provided, there 
is nothing in the legislative history of the original Act or its anlendlnents \vhich 
\ ~ ~ o u l d  Yet, the require a district court to construct, in effect, a new doc~m~ent .  
excision process mandated here could only require a sweeping reconstrudtion of 
the material that the end product mould constitute an entirely new docnment. No 
provision of the Freedom of Information Act conternplates a f e d e a l  district 
judge adting as  a ' ' rewrite editor" of theoriginal material. 

If the Court's holding is indeed a fair reflection of congressional intent, we 
are  confronted with a "split-personality" legislative reaction, by the conflict 
beit\\-een a seeming passion for privacy and a comparable passion for needless 
invasions of privacy. 

Accordingly, I would reverse the judgment of the Court of Appeals. 

MR. JUSTICE DISSDSTINGBLACKMUN, 

We are here concerned with the Freedom of Informatinn Act, 5 U.S.C. $552, 
and with two of the exemptions provided by fc .552(b). The Court in the very 
recent past, has  not hesitated consistently to provide force to the congressionally 
mandated exemptions. See F A A  Adnzifiistmtor v. Robertson, 422 U.S. 255 (1975) ; 
Renegotiation. Bocird v. Grzin~n~anAircraft En,gineercng Corp., 421 U.S. 168 

"As  the  Court noted in OrZoff v. WilZoughbu, 34'5 U.S. 83, 91  : "The President's com-
mission . . . recites t h a t  'reposing special t r u s t  and confidence in  t he  patriotism, valor, 
fldelity and ,abilities of t h e  appointee. . . .' " An officer may be punitively dismissed ( the
equivalent of a dishonornble discharge) wllerl found guilty of nny offense by a general
court-martial,  regardless of t he  limitations placed on t h e  punishment for  the  offense when 
committed by an  enlisted personnel. 31,anual for Courts-Martial, United Sta tes  1969 ( rev. ) ,  
7 126d. See generally United S ta t e s  v. Goodwin, 5 U.S.C.M.A. 647, 18 C.3l.R. i1955). 

22 7 Atty. Gen. 611 (1878). 
* A r t i c e  133  U.C.M.J. 10 U.S.C. 9 933 s ta tes ,  for  example. "any commissioned officer, 

cadet o r  midsh'ipman mhb i s  convicted of conduct unbecoming a n  officer and  a gentleman
shal16e punished a s  a court-martial may direct." (Emphasis  supplied. ) 



(1975) ; N L R B  v. Sears, Roebuck d Go., 421 U.S. 132 (1975) ; E P A  v. Mink,410 
U.S. 73 (1973).  See also Renegotiation Board v. Banncrcraft Clotl~ing Go., 415 
U.S. 1 (1974).  Today, I fear, the  Court does just the opposite. 

A. T h e  Act's second exemption, § 552(b)  ( 2 ) ,  extends t o  matters that  are 
"related solely to the internal personnel rules and practices o f  a n  agency." 
There can be no doubt that the Department o f  the Air Force, including the  
faculty and s taf f  who supervise cadets a t  the  Air Force dcadeniy, qualifies as  
an "agency," within the  meaning o f  § 522(b)  ( 2 ) ,  and the Court so recognizes. 
Ante, a t  2. I 117ould have thought, however, that  inatters that concern the 
established Honor C'odes o f  our military ,academies, codes long i n  existence and 
part o f  our military society and tradition, see Parl;w v. Lcoy, 417 U.S .  733, 743, 
744 (1974) ,  and the  disciplining o f  cadets as they move along i n  their Govern- 
ment-supplied education, would clearly qualify as "internal personnel . . . prac-
tices" o f  that  agency. B y  its very nature, this srnacks o f  personnel and personnel 
problems and practices. I t  i s  the  agency's internal business and not the  public's, 
and, k c a u s e  i t  i s ,  t he  esemption is,  or shoulcl be, lafforded. Thus+ although t h e  
Court does not, I find great support in  the language o f  the second esecption for 
the  petimtioners' position here. T o  me, i t  malres both obvious and common sense, 
and I would hold, as did the District Court, that  the  Act's second exemption 
applies to the case summaries respondent Rose so ardently desired, and renlores 
them from his eager grasp. 

I cannot accept the  rationale o f  the  Court o f  Appeals majority that the exist-  
ence o f  a "substantial potential for public interest outside the  Government," 495 
F. 2d 261, 268 (1974) .  inakes these case summaries any less related "solely" t o  
illtenla1 personnel rules and praotices. Surely public interest, which i s  seoond- 
ary and a by-product, does not measure "sole relationship," which is  a primary 
concept. Thes  summaries involve t h e  discipline, fitnesb and training of cadets. 
They  are administered and enfoi-ced o n  a n  a@ad,emy-limited basis by  t h e  cadets 
themselves, and they exist wholly apart f rom Ithe formal system of courtsmartial 
and 'the Unifolrm code o f  Military Jusltice. 

B. T h e  Act's s is th  exenlption, § 6,52(b)( 6 ) ,i s  equally supportive for the peti- 
tioners here and for the  result opposite to  that  the Court reaches today. T h i s  
exen~pt ion applies to  inatters that  are "personnel and inedical files and similar 
files the  disclosure o f  \~rhich would constitute a clearly unwarranted invasion o f  
personal privacy." Once again, n-e hare  a specific reference to  "personnel . . . 
file?," and xrhnt I have said above applies equally here. Bu t ,  i n  addi~ion,,  t.he 
s is th  esemptiotl corers "s in~i lar  files the  disclosure o f  which wonld constitute a 
clearly unwarranted inrasion o f  personal priracy." T h e  added restrictive phrase 
applies not to  "personnel," and surely not to "medical files.'' but only t o  "similar 
files." See Robles v. Enoironnzental Protection Bgmcy ,  484 F. 2d 843, 845-846 
('2.44 1973). T h e  emphasis i s  on personnel files and on medical files and an 
"siniilar" files to  the extent that privacy invasion o f  the  latter would be un- 
warranted. T h e  exemption as t o  personnel files and a s  to medical files i s  clear 
and unembellished. I t  i s  alniost inconceirable to ine that  the Court i s  willing 
today to  attach the c~ualification phrase to ineclical files and thereby open to  the  
public what  has been recognized a s  almost the essence o f  ultimate prix'acy. T h e  
law's long established physician-patient pririlege establishes this. Anyone who 
has had even minimal contact wi th  the practice o f  medicine surely cannot agree 
wi th  th is  extension b y  judicial construction and \~rith the  reasoning o f  another 
Court o f  Appeals; in  Acke?-ly v. Leu. 137 U.S. dpp .  D.C. 133, 13G137, n .  3 ;  420 I?. 
2d 1336, 133S1340, n. 3 (1969)! referred to and seemingly appro~~ed  by the  Court. 
Ante, a t  1!+20. 

I f ,  then, these case summaries are something less than "personnel files," a 
proposi~tionI do not accept, they surely ,are "similar" t o  ~~ersoni ie l  files and, 
when in^-add, afford :in instance o f  a "clearly unn~arranted invasion o f  personal 
priracy." I t  is hard to  imagine something any more personal. I t  seems to  m e  
that the  Court i s  blinding itself  t o  realities when i t  concludes, as it does, that  
Rose's delllands do not result i n  invasions o f  the  l~ersonal privacy o f  the cadet3 
concerned. Aiiil J do not regard i t  as  any lass unnrsrranted just because there 
are court-ordered redaction, a illost ilnpractical solution, and judicial rationaliza- 
tion that  becanpe the  case summaries were posted ''on 40 squadron bulleti i~ 
boards throughout the  Academy." ante, a t  1, and copies distributed to facults 
and administration officials, t he  invasion i s  not an invasion a t  all. T h e  "publica- 
tion" is  restricted to  the  academy grounds and t o  the  private, not public, por- 
tions o f  those facilities. I t  i s  disseminated t o  the  corps alone and t o  facultx 
and adnlinistl.ation, and is a palt  of  'the Academy's general pedagogical and 



disciplinary purpose and program. To be sure, "40" may appear to  some to 
be a large number, but the Academy's "family" and the area confinement are  
what are  important. And the Court's reasoning must apply, awkwardly i t  seems 
t o  me, to  20 or 10 or five or two posting places, or, indeed, to only one. 
1 should add that I see little assistance for  the Court in the legislative 

history. As is so often the case, that  history cuts both mays and is particularly 
confusing here. The Court's struggle with it ,  ante, a t  9-16, so demonstrates. 

Finally, I note the Court's candid recognition of 'bhe personnel risks involved. 
Ante, a t  27-28. Today's decision, of course, now makes 'those risks a reality for 
tho cadet, "particularly one who has remained in the military," and the riska 
are  imposed upon the individual in  return for a most questionable benefit tc? 
the public and pensonal benefit to re.sporldent Rme. So often the  pendulum 
swings too far. 

I fear that  the count today strikles a severe blow to 'the Honor Code, to the  sys- 
tem under which they opwate, and to the f m e r  cadets ooncerned. It is said to see 
these old institutions mortally wounded and passing away and individuals 
placed in jeopardy and embarrassment for lesser incidents long past. 

I would reverse the judgment of the Court of Al~peals. 

MR. .JUSTICE REHNQUIST, DISSENTING 

Although this case requires our consideration of a claim of a right to "privacy" 
i t  arises in  quite a different context than some of our other recent decisions 
such a s  Paul v. Dnwis, -U. S. -, decided 
In that case custodians of public records chose to disseminate them, and one 
of the subjects of the record claimed that the Fourteenth Amendment t o  the 
United States Constitution prohibited the custodian from doing so. Here the 
custodian of the records, petitioner Department of the Air Force, has chosen 
n o t  to disseminate the records, and his decisicn to thac effect is being chal- 
lenged by a citizen under the Freedom of Information Act. That Act, as  both 
the Court's opinion and the dissenting opinion of the Chief Justice point out, 
requires the federal courts to balance the claim of right of access to the informa- 
tion against any consequent "clearly unwarranted invasion of personal privacy." 
For  the reasons stated in Par t  I1 of the dissenting opinion of the Chief Justice, 
I agree that  the Aat did not comltemplate virtual reconstruction of l-ecords under 
the guise of excision of a segregable part of the record. I therefore agree with 
the Chief Justice and JIr. Jmtice Blackmun thmat, in the absence of such 
redaction, the sixth exemption of the Act is applicable and the judgment of the 
Churt of Appeals ehould be reversed. 

Daniel M. Friedman, Deputy Solicikor General (Robert H. Bork, Solicitor 
General. Irvinz Jaffe. Actina Assistant Attorney General, Allan Abbot Tuttle, 
~ s s i s t a n tto the Solicitor ~ e n e r a l ,  Leonard ~ c h a i t m a n  and Donald Etra, Justice 
Dept. attorneys, with him on the brjef) for petitioners, Barrington D. Parker. Jr. ,  
New York, N.P. (Melvin L. Wulf and John H. F. ShaHAuck, wikh him on the brief) 
for  respondents. 

~ ~ I C H A E LT. ROSE ET AL., PLAINTIFFS-APPELLANTS 

No. 9, Docket 73-1264 

ARGUED OCT. 29, 1973-DECIDED MARCH 29,  1 9 7 4  

Action was brought under the Freedom of Information Act to  secure disclosure, 
for  purposes of preparation of law review article, of case summaries of Honor 
and Ethics Code adjudications a t  service academy. The United States District 
Court for the Southern District of New York, Lloyd F. MacMahon, J., granted 
partial summary judgment to defendants, and plaintiffs appealed. The Court of 
Appeals, Feinberg, Circuit Judge, held that  disclosure was not precluded under 
exemption provision relating to  internal personnel rules and practices of a n  
agency; that  under exemption applicable where disclosure would constitute a 
clearly unwarranted invasion of personal privacy, determination of whether the 



summaries, with proper names removed, mould constitute clearly unwarranted 
invasion of personal privacy of the affected cadets could not be made without 
prior inspection by the District Court; and that in light of the large measure of 
discretion vested in the court under such exemption provision, no further balanc- 
ing was necessary under any general equity power of the Court to refuse 
disclosure. 

Reversed and remanded with instructions. 
R ~ O O R E ,Circuit Judge, dissented and filed opinion. 

1. Records b 14 
The disclosure provisions of the Freedom of Information Act are  to be liberally 

read. 5 U.S.C.A. $1552,552 ( a )  (3) , ( c ) ,  1002. 

2. 	 Records c?=a 14 
Case summaries of Honor and Ethics Code adjudications a t  service academy, 

with identifying inforniation removed, were not exempt from disclosure under 
section of the Freedom of Information Act exempting matters related solely to the 
internal personnel rules and practices of an agency, in  light of legitimate publip 
interest and future effect on cadets, and in absence of danger to effective operp 
tion of the codes a t  the academy. 5 U.S.C.A. § 552(b) ( 2 ) .  

3. 	 Records G= 14 
Guaranteed total success in editing Honor and Ethics Code adjudications a t  

service academy was not required to preclude appiication of exception in the 
Freedom of Information Act n-hich applies to mntters related solely to  the inter- 
nal personnel rules and practices of an agency. 5 U.S.C.A. § 552 (a )  ( Z ) ,  (c). 
4. 	 Records c3= 14 

Each case where disclosure of records under the Freedom of Information Act 
is resisted under escepllon applicable where disclosure would constitute a clearly 
unwarranted invasion of personal privacy involves a n  essentially unique inves- 
tigation into the nature of the privacy interest invaded and the extent of the 
proposed invasion, viewed in light of contemporary mores and sensibilities a s  
applied to the particular facts. 5 U.S.C.A. $ 552 (b)  (6) .  

5. 	Records 14 
For purposes of exception within the Freedom of Information Act applicable 

where disclosure would constitute a clearly unn7arranted invasion of personal 
privacy, privacy may be a s  effectjvely infringed by reviving dormant memories 
as  by imparting new information. 5 U.S.C.A. § 552(b) ( 6 ) .  

6. 	Records Cb 14 
I n  light of fact that  disclosure of case summaries from service academy's honor 

and ethics code adjudications, with identifying information deleted, could expose 
histories of formerly accused cadets to persons other than military officers and 
could revive dormant memories and in light of fact that  none of the parties to  the 
lawsuit was committed first and foremost to the interests of the effected cadets, 
agency's internal dissemination of the summaries could not lessen the concerned 
cadets' right to privacy a s  embodied in exemption provision of the Freedom of 
Information Act. 5 U.S.C.A. § 552(b) (6) .  

7. 	 Records Cb 14 
I n  light of possible consequences of even anonymous disclosure, service academy 

was not obliged under the Freedom of Information Act, without any prior inspec- 
tion by court, to turn over case summaries of honor and ethics code adjudications 
with only proper names removed, as  such might constitute a clearly unwarranted 
invasion of personal privacy; but neither could i t  be determined without such 
inspection that the exemption covered all or any part  of the summaries a t  issue. 
5 U.S.C.A. § 552(b) (6).  

8. Records Cb 14 
Generally, the Freedom of Information Act restrains the use of broad judicial 

discretion to block disclosure. 5 U.S.C.A. 552. 

9. 	 Records b 14 
I n  light of large measure of discretion involved in balancing issues necessary 

to determination of Freedom of Information Act exemption precluding "wholly 



unwarranted invasion of personal privacy," no further balancing was required 
under the notion of general equity power to  refuse disclosure, in case involving 
case summaries of service academy honor and ethics code adjudications. 5 U.S. 
C.A. $ 5  552, 552(b) ( G ) .  

Barrington D. Parker, Jr. ,  Kew York City (,4merican Civil Liberties Union 
Foundation, John H. I!'. Shattuck, i\ielvin L. Wulf, Sanford Jay Rosen, New 
Porlr City, on the brief), for plaintiffs-appellants. 

Leonard Schaitman, Asst. Chief, Appeliate Section, Dept. of Justice, Washing- 
ton, D.C. (Harlington \lTood, Jr., Asst. Atty. Gen., Donald Etra, dtty., Dept. of 
Justice, Whitney North Sesmour, Jr. ,  U.S. Atty., S. D. K. T.,TT'illiam R. Bron- 
ner, Gerald A. Roseinberg, T. Gorman Reilly, A ~ s t .  U.S. Attys., on the brief), for 
defendants-appellees. 

Before MOORE, HAYS and FEIKBERG, Circuit Judges. 
FEINRERG,Circuit Judge : 
We are faced in this case with construing two of the exemptions in the Freedom 

of Information Act (the Act),  5 U.S.C. § 562, one of the mans recent federal 
statutes that  bring new and difficult cases into the federal courts.' As is frequently 
the case with such legislation, n-e have little to guide us in the 11-a.r of precedent, 
and the brevity and generality of the statutory formulations leave much to be 
decided by the courts. 

I. 

Appellant Michael T. Rose, a graduate of the United States Air Force Academy 
( the  Academy) was-at the time this complaint 15-as filed-a third sear  stu- 
dent a t  the New Pork University Law School and a member of the Law Re-
view. Together wit11 other students and members of the Review, Rose has been 
conducting a survey of disciplinary systems a t  various Service Academies; the 
study is slated for publication in a forthcoming issue of the Review.- I n  order 
to document discussion of the Academs's Honor alld Ethics Codes, Rose asked the 
Academy in autumn 1971 to give him copies of case sumnlaries of Honor and 
Ethics Code adjudications, n-llich were kept in  the Academy's files. The De-
partment of the Air Force refused on the ground that  these summaries are  ex- 
empted from compulsory release by 5 U.S.C. § 5.52(b) ( 6 ) ,  which permits an 
agency to withhold certain information to avoid unwarranted invasion of 
p t i ~ a c y . ~  

After exhausting his administrative remedies, Rose joined appellants 
Charles P. Diamond and Lawrence 13. Pedowitz (who were then. respectively, 
the current and former Editor-in-Chief of the Review) in this lawsuit under the 
Act to compel disclosure of the disputed items "~vith ~ ~ e r s o n a l  references or other 
identifying inforn~ation deleted . . ." Judge Lloyd F. JlacJIahon of the Ullited 
States District Court for the Southern District of Sew Tork granted appellees 
(collectively the Agency) summary judgment on the issue of the case sum-
maries.' Although ultimately ruling against appellants, the judge agreed with 
them in large part. The Agency put forth tn-o grounds in the district conrt to 
support its non-production of the documents: tlie Act's "personal privacy" ex-
emption, referred to above, an3  the court's "equitable discreiion" to  dezig dis- 
closure. The judge rejected both arguments. However, h~ ruled for appellees 011 a 
third ground not advanced by them, that tlie summaries mere covered by the ex- 
emption in 5 U.S.C. $ 552(b) (2 )  for an agency's interual rules and practices. 
Attacking the district court's order refusirig them access to the summzries, ap-
pellants procec~~te this appeal. TT'e reverse and remaild for further proceediugc 
conforming with this opinion. 

See Associated Indus. of N.Y.S..Inc. v. qn i t ed  Sta tes  Dep't of Labor, 487 F.2d 342. 
344-345 and n. 1 (2d Clr. 1973') and s ta tutes  cited t h e r e ~ n .  

' I t s  tentative ti t le is "Thc Administrative Adjudicatory Systems of t he  Service Brad- 
emles : Constitutionnl Powers and Limitations." 

3 T h e  Air Force alPo relied on the  corresponrling Air Force Rrgulatlolis, A.F.R. 12-
30.4f and  12-30.4c(li ( b l .  Rf? C.F.R.  6 SOG.5 ( f )  (c1 111 1 1 1 1  11972>. 

AThe distrift-cii'u'& &r~ntedapfill~nts~s~nl~mar\.'ju~clp'~~6ntt~i~hr ega rd  to t he  th i rd  item 
requested, n complete study of resignations by 'Academy graduates  from the  Air Force. 
Appellees have a l reads  c o m ~ l i e d  with th i s  wortion of the court's directive. and thus  do 
n o t  nppeal from i t .  



11. 

[ I ]  We begin by stressing that  the Freedom of Information Act was passed 
in an effort to cure the defects of former section 3 of the Administrative 
Procedure Act (APA), 5 U.S.C. 3 1002 (1964), which "was generally recog-
nized a s  falling f a r  short of its disclosure goals and came to be looked upon 
more as  a n-ithholding statute than a disclosure statute."' Courts have noted 
that the Act's remedial purpose n-as to pierce the veil of administrative secrecy 
and to open agency action to the light of public scrutiny. See e.g., Hawkes v. 
Internal Revenue Service, 467 F.2d 787, 791 (6th Cir. 1972) ; Bristol-Myers CO. 
V. FTC, 138 U.S.App.D.C. 22, 424 F.2d 93.5, 938, cert. denied, 400 U.S. 824, 91 
S.Ct. 46, 27 L.ED.2d 52 (1970). They have accordingly held that exemptions must 
be narrowly construed. Vaughn v. Rosen, 484 F.2d 820, 823 (D.C.Cir 1973), 
cert. denied, 415 U.S. 977, 94 S. Ct. 1564, 39 L.Ed.2d 873 (1974) ; Soucie v. David, 
145 U.S.App.D.C. 144, 448 F. 2d 1067, 1080 (1971). This liberal reading of the 
Act's disclosure provisions is supported not only by legislative history but, more 
importantly, by the statutory language, a s  well. The Act mandates release of 
documents to "any person"" (subject to explicity defined exemptions) ; grants 
to the district courts jurisdiction to enjoin improper withholding after a hearing 
"de novo" in which "the burden is  on the agency to sustain i ts  action," 5 U.S.C. 
5 552(a) (3 )  ; and further calls for disclosure "except as  specifically stated in this 
section." 5 U.S.C. 5 552 ( c )  (emphasis added) .VVith this backgound in mind, we 
turn to a discussion of the applicability of Exemption Two, 5 U.S.C. 1 552(b) (2 ) ,  
the provision thought by the district court to support the Agency's refusal to 
turn over the contested summaries to appl lants .  

[2] As already indicated, until the d rict court ruled none of the appellees 
had thought to rely on Exemption Two in refusing to turn over the case sum- 

5 RO Stat .  2.50 (1966). codified by 81 Stat. 54 (1967) 5 U.S.C. 1 552. 
~Envirnnmental  Protection Agency v. Rfinlr, 410 e . ~ .73.79, 93 S.Ct. 827. 832. 35 L.Ed. 

2rl 139 (1973). See also S. Rcp. No. 813. 89th Cone.. 1st  Sess. 3. 4-6 (1965) [hereinafter 
Senate Rep.] : H.R. Rep. No. 1497. 89th Cong.. 2d Sess. 4-6 (1966). U.S. Code Cong. Pr 
Admin. News 1966 p. 2418 [hereinafter House Rep.] ; Attorney General's Rfemorandum on 
the Public Information Section of the Administrative Procedure Act. quoted in 20 
Admin. L. Rev. 263-316. a t  267-68 (1968). See generally Note, The Freedom of In!orma- 
tion Act :  Shredding the Paper Curtain, 47 St. John's L. Rev. 694 (1973) [heremafter
Rt Tnhn'e- Note1- .- ,.--. ., -

7 Former sectlon 3 of the APA. 5 U.S.C. 1002 (1964). provided for disclosure only "to 
persons properly and directlg concerned." Davis. The Information Act:  A Preliminary
Analysis. 34 U. Chi. L. Rev. 761, 765 (1967) [hereinafter Davisl. 

8 5 l7.S.C. 6 552(b) lists the exemptions from compulsory disclosure. I t  states : 
This section does not apply to matters tha t  are- 
(1) speci5cally required by Executive order to be kept secret in the interest of the 


national defense or foreien nolicy ; 

(2) related solely to the internal personnel rules and practices of an agency ; 
(3) specifically exempted from disclosure by s tatute  ' 
(4) trade secrets and comlnercial or financial infoknation obtained from a person and 

prlvileped or confidential : 
(5) inter-agency or intra-agency memorandums or letters which would not be available 

by law to  a pa r t s  other than a n  agency in litigation with the agency ; 
(6) personnel and medical files and similar files the disclosure of which mould constitute 

a clearla unwarranted invasioll of personal privacy ' 
(7) investigatory files conlpiled for1 am enfoicement purposes except to the extent 

available bv law to a party other than an agency ; 
(8) contained in or related to examination, operatlna. or condition reports prepared 

by. or on behalf of. or for the use of a n  agency responsible for the regulation or super-
vision of financial instltutions : or 

(9) eeoloFica1 and .jieophysIc111 lnformation and data. including maps, concerning wells. 
U.S.C. D 552( a )  (3)reads a s  follows : 

Except with respect to the records made available under paragraphs (1) and (2) of 
this subsection, each agency, on request for identifiable records made in accordance 
with published rules statinp the time place fees to the extent authorized by statute and 
procedllre to be followed, shall make the &cords promptly avallable to any perso;. On 
complaint. the district court of the United States in the dlntrlct in which the complainant 
resides, or  has his principal. place of business. or in which the agency records are  situated. 
has lurisdiction to enjoin the agency from withholding agency records and to  order the 
production of any agency records improperly withheld from the complainant. I n  such a 
case the court shall determine the matter de novo and the burden is on the agency to  
sustain i t s  action. In  the event of noncompliance with the order of the court the district 
court mag punish for contempt the responsible employee, and in the case of 'a uniformed 
service, the responsible member. Except as  to causes the court considers of greater im-
portance, proceedings before the district court a s  authorized by this paragraph, take 
precedence on the docket over all other causes 'and shall be assigned for  hearing a t  the 
earliest practicable date and expedited in every day. 
5U.S.C. 8 552(c)nrovides : 
This section does-not authorize withholding of information or llmlt the avallabillty of 

records to the public, except as  specifically stated in thls section. This section 1s not 
authority to withhold information from Congress. 



maries. That section of the Act, see note 8 supra, shields from required disclosure 
a l l  "matters that a re  . . . related solely to the internal personnel rules and 
practices of a n  agency . . .". I n  some instances, the scope of the exemption may 
be open to considerable doubt since the  Senate and House Reports diametrically 
clash.1° The former cites a s  examples of excluded material "rules a s  to personnel's 
use of parking facilities or regulation of lunch hours, statements of policy a s  to 
sick leave, and the like." Senate Rep. 8. The latter, on the other hand, exempts 
from disclosure "[olperating rules, guidelines, and manuals of procedure for 
Government investigators or examiners" but not " 'matters of internal manage- 
ment' such a s  employee relations and working conditions and routine adminis- 
trative procedures. . . ." House Rep. 10. 1966 U.S. Code Cong & Admin. News 
p. 2427. The Senate Report is thought by many to comply with the statutory 
language better than the  House Report, whose thrust is  most frequently toward 
nondisc l~sure .~This court has not yet taken a firm stand on the issue. Cf. Frankel 
v. SEC, 460 F.2d 813, 816 & n. 5 ( 2 Cir.), cert. denied, 409 U.S. 889, 93 S.Ct. 125, 
34 L.Ed.2d 146 (1972) ;Polymers, Inc. v. NLRB, 414 F.2d 999,1006 (2 Cir. 1969), 
cert. denied, 396 U.S. 1010, 90 S.Ct. 570, 24 L.Ed.2d 502 (1970). We conclude, 
however, that  the difference of approach between the House and Senate Reports 
would not affect the result here. 

If we adopt the Senate construction of Exemption Two, case summaries of 
Honor and Ethics Code adjudications clearly fall  outside its ambit. Such sum- 
maries have a substantial potential for public interest outside the Government. 
Appelants have drawn our attention to various items such as  newspaper excerpts, 
a press conference by a n  Academy officer and a White House Press Release, which 
illustrate the extent of general concern with the working of the Cadet Honor 
Code. As the press conference and the Press Release show, some of the interest 
has  been generated--or a t  least enhanced-by acts of the Government itself. 
Of course, even without such official encouragement, there would be interest in 
the treatment of cadets, whose education is publicly financed and who furnish 
a good portion of the country's future military leadership. Indeed, all sectors 
of our society, including the cadets themselves, have a stake in the fairness of 
any system that  leads, in  many instances, to the forced resignation of some cadets. 
The very study involved in this case bears additional witness to the degree of 
professional and academic interest in the ~icademy's student-run system of dis- 
cipline. Moreover, a s  we later describe i n  greater detail, see Par t  I11 infra, the 
case summaries themselves have great impacl on the lives and careers of subject 
cadets. Both of these factors-the legitimate public interest and the future effect 
on cadets-differentiate the summaries from matters of daily routine like working 
hours, which, in  the words of Exemption Two, do relate "solely to the internal 
personnel rules and practices of a n  agency." (Emphasis added.) 

Similarly, even the House Report, which is usually more agency-oriented, does 
not sanction withholding the summaries. As we have already noted, the House 
Report in  this respect seems to permit greater disclosure of "matters of internal 
management," except where knowledge of administrative procedures might help 
outsiders to circumvent regulations or standardsu Release of the summaries, 
which constitute quasi-legal records, poses no such danger to the effective opera- 
tion of the Codes a t  the Academy. 

[3] Speculating about a different kind of threat to the effectiveness of the Code, 
the  Agency claims that  publication of this material might gravely undermine 
the whole basis of the Honor Code system, whose proceedings a re  cloaked in 
confidentiality. The matter of confidentiality is further discussed in Par t  111 
infra. It is enough here to point out that appellants have sought only "sanitized" 
versions of the case summaries with names "or other identifying information" 
removed. I n  response to the reaction point, the Agency argues "that there is no 

10 See generally Project, E'ederal Administrative Law Developments-1972, Develop-
ments Under the Freedom of Information Act-1972. 1973 Duke L J. 178, 187-89 [here-
inafter D u k ~  Project1 :St. John's Note 716-17 :Davis 785-86. 

11 Davis 762-63 785-86 - St. John's Note 697. See Hawkes v. Internal Revenue Service 
467  F.2d 787, 794 (6th ~ i r .  1972) ,  1,olntinp out, inter alia. that the Senate Report furl  
nlsrles the surer guide to congressional intent slnce i t  alone was before both Houses (the 
Senate 1)assed the bill first) German v. NLRB, 146 U.S. App.D.C. 209, 450 F.2d 670, 673 
n. 8 (1971). and cases cited therein. 

12 See e.g., Tietxe v.  Richardson 342 I?. Supp. 610 (SD.Tex. 1972) (Social Security 
claims brocessing guidelines) . cunko v. Laird 335 F . ~ u p p .  504 (D.C.D.C. 1972) ("play. 
book" p ~ r t s  of contract audit'mannal) remanked sub nom. Cuneo v. Schlesinger 484 F. 
2d 10SG (D.C. Cir. 1973) ; Concord v.' Ambrose. 333 I?.Supp. 958, 960 ( N . D . c ~ ~ .1971)
(law enforcement agent training manual) (dictum). 



way in which the total success of the deletion process can be guaranteed" and 
that "the functioning of the Honor and Ethics Codes would be seriously impaired 
even if inadvertent disclosure is  a mere possibility."13 But "total success"-in 
editing, a s  in anything e l s e i s  an impossible standard and surely not one imposed 
by a statute based upon a general pl~ilosoplly of full agency disclosure to the 
public. Given this policy, a s  well as  the injunction to construe exceptions to the 
Act strictly, 5 U.S.C. S 552 ( c ) ,  we thin6 i t  clear that  the Agency's ~vithholding 
of the case summaries (as  edited to preserve anonymity) cannot be upheld by 
reliance on the second exemption. 

111. 

[41 The Agency also argues that  the summaries sought by appellants fall  
within the purview of Exemption Six of the Act, 5 U.S.C. 5 552(b) (6) ,  which 
covers "personnel and medical files and similar files the disclosure of which would 
constitute a clearly unwarranted invasion of personal privacy. . . ." As already 
indicated, Judge RlacRlahon did not agree with appellees on this point, but they 
renew their argument in this court. On its face, Exemption Six appears relevant; 
we are  dealing here with "personnel" or "similar files." But the key words, of 
course, a re  "a clearly unwarranted invasion of personal privacy," a wholly 
conclusory phrase, which requires a court to apply the statutory standard with- 
out any definite guidelines. Under these circumstances, precedent lends only 
marginal aid. Each case involves an essentially unique investigation into the 
nature of the privacy interest invaded and the extent of the proposed invasion, 
viewed in the light of conten~porary mores and sensibilities a s  applied to the 
particular facts. 

The data pertinent to our inquiry concern the characteristics and use of the 
Honor and Ethics Code case summaries. These, the Agency tells us, are  extracts 
of the significant facts in each case heard by the Honor Committee and i n  
some important cases heard by the Ethics Committee. (The Ethics program is 
administered more informally.) As a matter of custom and procedure, information 
regarding such cases is required to be held in  the strictest confidence. The sum- 
maries are, however, posted in  the forty squadrons and, upon their official release, 
Honor Representatives are  permitted to discuss any feature of the cases with the 
cadets for their education. The documents are  also distributed to Academy per- 
sonnel who have ,a "need to know." ( I n  not guilty or so-called "d i~cr&~on"  " cases 
the name of the accused is  deleted ; in guilty cases it is  not.) Therefore, in prac- 
tice, the curtain of confidentiality appears to shield these records from the glare of 
external publicity but not from the eyes of present cadets-and future ones, who 
can read the summaries of past proceedings in the Honor and Ethics Code read- 
ing files. 

These being the facts, one might ask in  what way release of the summaries- 
with names omitted-could increase the potential for invading the privacy of 
affected cadets. To be sure, some cases might be recognized by readers of the Law 
Review article even in the absence of names, by virtue of the circumstances 
alone. However, i t  can be argued, only current and former cadets and Academy 
officials possess the frame of reference which would enable them to reconstruct the 
incidents described in the summaries, for  only they had had access to these records 
originally. Under these conditions, one might conclude that disclosure of the 
summaries poses ,no greater threat to  privacy than rthe' Academy itself counte- 
nanced through limited distribution and ,official posting of the items, and that  i t  
therefore constitutes no "invasion" a t  all. This reasoning was substantially the 
basis of the district court ruling that Exemption Six did not bar disclosure. 

[5] This approach, however, ignores certain practical realities. First, a per-
son's privacy mny be a s  effectively infringed by reviving dormant memories a s  
by imparting new information.? Cf. Prosser on Torts 827-28 (4th ed. 1971). 
For  example, a senior officer and ex-cadet might, upon reading a summary or a 

13 A n n ~ l l e ~ s '  ~-~hrief a t  26 and n. 9.-.... .----.-... 
l 4 ~ h eHonor Reference and book of the Air Force Cadet Wing states that, by vote of 

slx out of eight Honor Representatives, a cadet may be found guilty with.discretion and 
returned to the Wing in good standing. A discretion vote indicates a "conviction that the 
man has learned a lifelong lesson and that he will thereafter uphold the ethical standards 
of.- the Wine." Honnr Rpferpncc Handhook 44 (1970). 

16 ~ u t  ( a j 3 2 ~ ~ . ~ .c f ~ k . @ ~ ~ . ~ f ! ! - 3 0 ~ { 2 j  $'806:5(g) (2)  : 
In determlning whether the release of information would result In a clearly unwar-

ranted invasion of privacy consideration should be given, in cases such as  those  lnvolv- 
inrr alleged mlsconduct. to': ( i )  The amount of time that has Dassed since the alleaed. .  ~ 

misconduct. . . . 



reference to it, realize for the first time that a man under his command had once 
been the subject of Academy discipline. I t  would be cold comfort t o  the junior 
officer to be told that  his chief had always "known" this fact anyway, although 
he had long forgotten i t  or had never made the ultimate connection among 
various bits of knowledge until the article jogged his recollection. 

[6] Then, too, publication of even anonymous summaries could expose the 
histories of formerly accused cadets to persons other than Air Force officers. 
Despite the continuing injunction of secrecy, no one can guarantee that all those 
who are "in the know" mill hold their tongues, particularly years later when 
time may have eroded the fabric of cadet loyalty. 'inally, we must remember 
tha t  none of the parties to this lawsuit is committed first and forenlost to the 
interests of affected cadets. I t  is no slur on appellees to note that they are  pri-
marily defending the integrity of their own procedures while appellants, of 
course, a re  pressing for disclosure. I n  these circumstances, we will not hold that  
the Agency's internal dissemination of the summaries lessens the concerned cadets' 
right to privacy, as  embodied in Exemption Six. 

[7] However, while release of even nameless case histories might constitute 
a n  "invasion" of protected interests, the inquiry does not end there. The statute 
requires the Agency to show that  the invasion is "unwarranted"-indeed, that  it 
is "clearly" so. The only opinion a t  all in point, Getmail r. NLRB, 146 U.S. 
App.D.C. 209, 450 F.2d 670 (1951), held that law professors engaged in a n  NLRB 
voting study could compel that agency to provide them with names and addresses 
of eligible employee voters since disclosure would not entail a n  impernlissible 
intrusion into privacy.'' But  Getman was a much stronger case for plaintiffs 
than ours since release of the desired illformation would subject the employees 
named to nothing more than a telephone request to submit to a voluntary inter-
view. 450 F.2d a t  674-675. Here, by contrast, identification of disciplined cadets-
a possible consequence of eve11 anonymous d i s c l o s u r ~ o u l dexpose the formerly 
accused men to lifelong embarrassment, perhaps disgrace, as  well as  practical 
disabili~ties,such a s  loss of employment or friends. Viewing this potential for 
serious harm from the perspective of our society's expanding concern for the 
protection of privacy, cf. Roe v. Wade, 410 U.S. 113, 93 S.Ct. 705, 35 L.Ed.2d 147 
(1953), we refuse to hold that  appellees must now, without any prior'inspection by 
a court, turn over the summaries to appellants with only the proper names re-
moved. Such a procedure-posing, a s  i t  does, grave rislrs to the reputations of 
affected cadets-might "constitute a clearly unmarranted invasion of personal 
privacy." 5 U.S.C. % 552( b )  (6 ) .  

I n  order to keep faith with the Act's overall mandate, however, we equally 
decline to hold a t  this time that  Exemption Six covers all, or any part  of, the 
summaries in  issue. Rather, we follo~rappellants' altenlatix-e suggestion and 
remand with instructions to the district court to conduct ail i11 camera inspection 
of the Honor and Ethics Code case histories, which i t  has nerer examined. I-Iawkes 
v. Internal Revenue Service. 467 B72d 787 (6th Cir. 197" : Soucie v. David. 145 
U.S.App.D.C. 144, 448 F.2d 1067 (1971) ; Bristol-Myers Po. v. FTC, 138 U.S.App. 
D.C. 22, 424 F.2d 935, cert. denied, 400 U.S. 824, 91 S.Ct. 46, 27 L Ed.2d 52 
(1970). Under 5 U.S.C §552(a) ( 3 ) ,  see note 9 supra, the "burden" mas on the 
Agency "to sustain its action" in failing to lualre the case summaries available 
Having failed to carry that  burden of justification under Esemption S is  in the 
trial court by nleails of affidavits or testimony, the Agency must now produce 
the summaries themselves in court, Environn~entalProtection Agency v. Mink, 
410 U.S. 73, 93, 93 S.Ct. 827, 35 L.Ed.2~1119 (1973). and cooperate n-ith the judge 
in redacting the records so a s  to delete personal references and all other identify-
ing information. Cf. 5 U.S.C. $ 552(a) (2).17The practice of furnishing abstracts 
of cases. while preserving anonymity, is not unlrnown to the law." We think i t  
highly IiBely that  the combined slrills of court and Agency, applied to the sum-

10 See Note. Invasion of I'rivncy and th r  Freedom of Information A c t :  Getman r. 
NLRB. 40 Gco. Wash. L. Rev. 527 (1972). We 1i;lre founcl only three o th r r  appellate cleci-
sions dealing with Exemption Six only one of which-Robles Environmental Protectionir. 

Agency. 484 B. 2d 843 (4th  ~ i r . ' l 973) - reaches  the  merits of t h e  c l am.  Cf. -4ckerly v. 
Ley, 137 U.S. App. D.C. 1331, 4t20 F.2d 1336 (19G3) ; Tuchinsky v. Selective Serv. Sys., 415 
P.2d 156 (7th  Cir. 1969).

'?This section. which requires, inter ;ilia. 11ub1ic;ltion u l  filial opinions, statements of 
policy and administrative staff manuals, contemplates agency deletion of identifying de-
tails " [ t l o  t;e extent required to prevent a clearly unmarranted inrnsion of personal
nrivncvc. - . ..- .-.. . . . 

Is See, e.g., Revenue Rulings collected i n  Cum. Bull. of the  IRS ; ABA. Opinions on 
Professional Ethics (1967). 



maries? will yield edited documents sufficient for the purpose sought and suf- 
ficient a s  well to safeguard affected persons in  their legitimate claims of privacy." 

We cannot close this section of the opinion without one further comment. 
We have read out brother Moore's dissent with a sense of wonderment, since it 
states that  we place our "stamp of approval upon" a n  "egregious invasion of 
constitutional r ighb  of privacy." We, of course, do no such thing. We have refused 
to hold, in the second paragraph before this one, tha t  the Agency is required, 
without any prior inspection by a court, to turn over the summaries to  appel- 
lants with only the proper names removed. I n  addition, we have stated immedi- 
ately 'above &at personal references and all other identifying information should 
be deleted from the case summaries. If,  in the opinion of the district judge, 
this is  not sufficient to safeguard privacy, then the summaries should not be 
disclosed to appellants. Obviously, the problem would be a simple one if the  
Freedom of Information Act did not exist or if the only interest to be considered 
were tha't of the cadets. But  construing Exemption Six is a much more com- 
plex process than is  indicated by 6he dissent which fails to refer to %he l e g i ~ ~ a t i v e  
history of the Act, the policy behind it or the cases construing it. I n  any event, 
we believe that  the in  camera procedure required here will further the statutory 
goal of Exemption Six: a workable compromise between individual rights "and 
the preservation of public rights to Government information." House Rep. 11, 
1966 U.S. Code Cong. & Admin.News p. 2428.= 

IV. 

As a final point, the Agency contends that  the courts have a broad equitable 
power to  decline to order release when disclosure would damage the public in- 
terest, and urges that  we exercise this jurisdiction to withhold the summaries 
completely. Judge MacMahon rejected this argument, holding that  Congress 
did not leave to the courts a general option of refusing to enforce the Act's re-
quirement of disclosure even though no statutory exemption applies. 

[8,  91 Much ink has been spilled an this issue, both by courts and commenta- 
tors, and we a r e  told that  the  legislative history is indeterminalteB and that  the  
appellate ciecisions a re  divided.= We are  not sure how real the conflict is in most 
instances, since even the courts that  a re  cited a s  opposing the motion of general 
equity power to refuse d.isclosure recognize that  a truly exceptional ease might 
require it. Tennessean Newspapers, Inc. v. Federal Housing Administration, 464 
F.2d 657, 662 (6th Cir. 1972) ; Soucie v. David, 145 U.S. App.D.C. 144, 448 F.2d 
1067,1077 (1971). I t  may be tha t  the true controversy is  over the definition of a n  
exceptional case, since we are  clear that  generally the Act constrains the use of 
broad judicial discretion to blocl; disclosure. Cf. Renegotiation Board v. Banner- 
craft Clothing Co., 415 U.S. 1, 94 S.Ct. 1028, 39 L.Ed.2d 123 (1974) (dictum-
broad equitable power to  enforce the Act).  I n  any event, i n  the context of Ex-
emption Six the issue is  not a substantial one, since the language of the 
exemptian requires a court to  exercise a large measure of discretion. This was 
pointed out by the Court of Appeals for the District of Columbia Circuit, a court 

10 It mas estimated a t  oral argument tha t  there mere 100-200 summaries. 

20 Cf. House Rep. 11,1966 U.S. Code Cong. & Admin. News, p. 2448 : 

The exemption [six] is . . . intended to cover detailed Government records on a n  


indiriduol which can be identified as  applying to tha t  individual and not the  facts con- 
cerning the award of a pension or benefit or the  compilation of unidentified statistical 
information from personal records. [Emphasis added.] 

+ nilloreover, despite the dissent's gloomy prediction, me do not envision a need for  
dozens of hours of hard labor by judicial and military officers. On the contrary, once 
agreement i s  reached on general principles of redaction the actual process of editing the  
summaries should not take undue amounts of time. 

22 Compare House Rep. 9 with Senate Rep. 3. 
ZaThus, Duke Project 178-79 n. 9 states tha t  the Fourth, Sixth and D.C. Circuits reject 

the loea of a general equitable jurisdiction and the Fif th and Ninth Circuits support it. 
Compare Robles v. Environmental Protection Agency 484 F. 2d 843 847 (4th Cir. 1973) ' 
Tennes~ean Newspapers, Inc v. Federal Housing ~dmin is t ra t ion ,  4b4 F. 2d 657, 661-666 
(6th Cir 1972) ; Hawkes v. Internal Revenue Service 467 F. 2d 787 792 n. 6 (6th
Clr. 1972) ; Wellford v. Hardin. 444 F. 2d 21, 24-25 (4th Cir. 1971) ; ~ k t m a nv. PFLRB. 
146 U.S. App. D.C. 209, 450 F. 2d 670, 677-680 (1971) ; Soucie v. David, 145 U.S. 
App. D.C. 144. 448 F. 2d 1067, 1076-1077 (1971), with Wu v. National Endowment for  
Humanlties 460 F 2d 1030 1034 (5th Cir. 1972) cert denied 410 U S 926 93 S Ct. 1352 
35 L Ed. i d  586'(1973) enson on v. General s'erv. ~dminigtrat ion '  415 k 2d.878 (9td
Cir. 1969). But  cf ~ p s t e i hv. Resor 421 F 2d 930 933 (9th Cir.) 'cert de'nied 398 U S .  
965, 90 S. c!. 2 i i6 .  2 6  L. ~ d .  (llmite? role of courts uider  the' first a b d  2d 649 j i g i o )  
third exemptions). Prof. Davls also believes in  the existence of equitable power to refuse 
disclosure. Davis 767. 



f requent l~  cited for the view that  the federal courts have no general equitable 
jurisdiction to refuse disclosure when on exemption applies : "Any discretionary 
balancing of competing interests will necessarily be inconsistent with the purpose 
of the Act t o  give agencies, and courts a s  well, definitive guidelines in  setting 
illformation policies. . . . But Exemption ( 6 ) ,  by its explicit language, calls 
for such balancing and must therefore be viewed a s  an exception to the general 
thrust of the Act. S.Rep., a t  9, explains : 

"The phrase 'clearly unwarranted invasioil of personal priracy' enunciates a 
policy that  will involve a balancing off interests between the protection of a n  
individual's private affairs from unnecessary public scrutiny, and the preserm- 
tion of the public's right to gorerllmental information. The application of this 
policy should lend itself particularly to those Golvernment agencies where per- 
s o n ~are  required to submit vast amounts of personal data usually for limited 
purposes. * * *" 

We note in  passing thait no other exemption specifically requires balancing. In  
view of the Art's basic purpose to limit discretion and encourage disclosure, we 
I~elieve that Exemption ( 5 )  should be treated a s  unique, and that  equitable 
discretion should not be imported into any of the  other exemptons. . . . 

Getman v. NLRB, 146 U.S. App. D.C. 209, 450 F.2d 670, 674 n. 10 (1971). 
We have already decided tha t  disclosure of the case summaries would not be 

"a clearly unwarranted invasion of personal privacy" under Exemption Six, 
if the summaries a re  redacted as  set forth above. We agree with the court in  
Getman that  no further balancing is i i e ~ e s ~ a r y . ' ~  

Accordingly, we reverse and remand for further proceedings, consistent with 
this opinion and expedited pursuant to the command of 5 U.S.C. § 552(a) (3) .  

XOORE,Circuit Judge (dissenting) : 
I must express a most rigorous dissent to the majority's judicial stamp of ap- 

proval zlpoil the egregious invasion of coilstitutional rights of privacy which their 
opinion authorizes. At a time when the courts are  more and more being called 
upon to protect a n  indiridual's character from being unnecessarily besmirched. 
when much is being said and written about prison rehabilitation, I am amazed 
that  any court should countenance-much less authorize-the curiosity satisfy- 
ing efforts of three law school students who, merely to write a Law Review note, 
nlould pry into and seek to disclose the former transgressions of Air Force cadets. 
This is not a case in  which the courts can attempt to justify their interposition 
on the theory that Congress has failed to act and that, therefore, the courts must 
legislate. Here there is  a definite statute of prohibition which the majority now 
overrides. 

When a n  Air Force cadet is  accused of lying, stealing or cheating a t  the 
Academy, he is protected by the greatest possible confidentiality. This may arise 
i n  part from the fact that  this charge has been made possible by the principle of 
toleration which in grammar schoolyard parlance means "tattletale" or as  
phrased i n  the record a s  "The backbone of the Honor Code is the toleration clause 
which requires that  erery cadet report any suspected violation of the Code" (App. 
120). Thus, not only must the cadet be protected but also the non-tolerator 
( ta t t ler) .  

The hearings, a s  would be expected, are  as  sacrosanct a s  a re  (or should be) 
jury room proceedings. namely, "all matters discussed a t  the hearing a re  con- 
fidential and should not be discussed outside the room with anyone other than a n  
Honor Representative" (App. 164-65). The summaries of each case a r e  kept con- 
fidentially restricted except i n  a small area. 

I n  passing the Freedom of Information Act, 5 U.S.C. $552, Congress carefully 
and specifically excluded from public gaze : 

(6)  personnel and medical files and similar files the disclosure of which would 
constitute a clearly ~ u ~ w a r r a n t e d  . . . invasion of personal privacy. 

I f  doctor-patient files a re  protected, how much the more should files dealing 
with quasi-criminal or possible character-besmirching facts to be kept secret. 
The disclosure of disease, be i t  venereal or mental. can be remedied or  cured. 
The drawing of a bar sinister across the escutcheon of a young man entering upon 
his life's career, cannot be erased. 

2 W h i l e  this  case mas under advisement, we asked the  parties to  brief the  ouestion of 
mootness. in view of the  possibi1it.v t h a t  publication of plaintiffs' article mould moot the 
issue. In  their reqponse. both sides %firmed their belief t h a t  t he  mat ter  of disclosure of 
the  cflse summaries nras still  properly before us. We agreed with this  conclusion and 
t l~ercfor  proceeded to  consider the  case on the  merits. 



The .Qr 'orce officials, mindful of their duty to protect their cadets, responded 
in a manner whicl~ should h a r e  received the highest judicial commendation 
instead of clisapproval. The Academy's Honor and Ethics Executive, in  rejecting 
plaintiffs' request for the case summaries, stated : 

I regret that  Academy policy requires denial of public access to honor case 
files, iilcluding selected ones i n  the Honor Code Reading Files. All of these cases 
are  documented a s  'For Official Use Only' and are  disseminated for internal use 
only to the Xlonor Representatives and those few staff personnel who have a con- 
tinuing need to understand the n70rkings of the Cadet Honor Code. It would be 
in poor faith with all  cadets who have met honor hearings to allow their cases t o  
come into the public eye. To permit the use of honor cases for such purpose would 
tend to set a precedent that  nlay operate to the detriment of innocent persolls. 

"To be accused or found guilty of an honor violation is  a n  emotionally trying 
experience that shonld, in due respect for the rights of the individual concerned, 
bt> limited a s  possible. Society i n  general does not understand the difference i n  
the lying, cheating and stealing that  constitutes a Cadet Honor violation a s  op- 
posed to the clegree of criminality required in  society a t  large to cause an equally 
serious type of censor [sic: censure]. The problems of such misunderstanding 
and the unnecessary embarrassment that  could result seems to exceed the value 
to be gained from maliing the case files available to the public." 

I n  denying the request, the Commandant of Cadets stated (App. 30) : 
"Tile Air Force Academy will be unable to provide you sample ethics cases. 

The sample ethic: cases used in the Honor Code Reading File are designated 'For 
Official Use Only. I t  is intended that  these cases will be used for the edification 
of the Cadet TT7ing and Academy staff only. Indiscriminate release of this infor- 
mation to persons without a need to know could be counter to the best interest of 
the individuals concerned and the Air Force Academy." 

When the reqnest reached the Ofice of the Secretary of the Air Force, the 
futility of any attempted deletion was pointed out in  the statement (App. 35) : 

"A release of the honor hearing cases and ethics cases would constitute a n  
unn-arranted inrasion into the privacy of former cadets of the Academy. Some 
cases may be recognized by the reader by the circumstances alone without the  
identity of the cadet given. This being the case then the reader could easily con- 
nect the incident with the particular cadet involved. Additionally, they are  inter- 
nal documen~s which are  not meant for mass circulation. They a re  stamped 'For 
Official Use Only' and a re  afforded subscribed routing and handling procedures." 

The reasons for confidentiality and non-disclosure cannot be better summarized 
than by the Commandant's Executive for Honor and Ethics, who stated: 

"There is no way of determining just how these facts will or could be used. 
This data could find its way to the relatives, friends and classmate of cadets and 
supply the missing link in disclosing the identity of a guilty cadet. No person who 
has made a mistake and been punished shonld have to have this mistake follow 
him for the rest of his life." 

And, indeed, merely to  satisfy the desire of plaintiffs to write a Law Review 
note, no court should aid and abet a project which could result in  having a cadet's 
"mistalre follow him for the rest of his life." (App. 211a). 

Deletion of names suggested by the majority would be of no avail. I n  addi- 
tion to names, identifiable f a d s  would have to be eliminated. Eliminating all  
determinative essentials would only create a hypothetical situation. 

As the Comlnandant of Cadets so logically explained : 
"Tl~e use of these case files o r  writeups, even if the identity of the individual 

were not given, could still be an invasion of privacy a s  the incident may have been 
so notorious that  the reader would immediately recognize the cadet who mas the 
subject of the Honor or Ethics Hearing. I n  certain instances, the Cadet Wing 
has given the Honor Committee the prerogative to grant discretion to a cadet 
1~110has been roted guilty and to allow him to return to  the Cadet Wing. The nlan 
who has learned his lifelong lesson of honor can be a great asset to  the Wing and 
to the Air Force. His retention is  tfierefore not only justified; i t  is  desired. . . . 
Therefore, every effort is made to avoid disclosure of the cadet's name so tha t  
he may return to the Wing unblemished to continue his education." 

The majority recognize that  their decision even with anonymous disclosure 
"could expose the formerly accused men to lifelong embarrassment, perhaps dis- 
grace, a s  well as  practical disabilities, such a s  loss of employment o r  friends." 
These accused cadets are  the real parties in  interest: yet, a s  the majority con- 
cedes, "none of the parties to  this lawsuit is committed first and foremost to 



the interests of affected cadets." Even the unborn child is in many situations 
entitled to his (or her) guardian ad litem and Gideonl was deemed to be entitled 
to be heard through counsel. Blit accused cadets are to be subjected to possible 
lifelong disgrace or loss of employment without any spokesman. 

Of course, Congress never intended any such result. Nor does the Act so decree. 
Lest any implication to this effect might be gleaned therefrom, Congress wrote 
therein a specific prohibition against an  "unwarranted invasion of personal 
privacy."

Consider briefly the majority's suggested protection against "this potential 
for serious harm". First, the Air Force must remove from all case summaries, 
estimated in open court as involving one hundred to two hundred summaries, all 
proper names. Then these nameless but not factless summaries are to be turned 
over to the District Court. There the majority are sure that "the combined skills 
of court and Agency, * * * will yield edited documents * * * sufficient * * to 
safeguard affected persons in their legitimate claims of privacy." But for what 
purpose and a t  what cost? The purpose is clear, i.e., to have the Air Force and 
the District Court co-author a student contribution to a legal periodical. Time 
cost is another matter. Assuming only one hundred and m y  summaries, vital 
name excision should be capable of accomplishment in ten minutes per sum- 
mary-an inconsequential twenty-five hours. However, careful Court editing to 
eliminate identifying facts would be much more timeconsuming. Seventy-five 
hours of Court time would be conservative. In  these days when there is so much 
clamor about the desirability of speedy trials, I am unwilling to subscribe to, 
or acquiesce in, any opinion which saddles such a needless burden upon an impor- 
tant branch of our military forces and, in my opinion, an equally important 
judicial branch. Hence, I dissent. 

[From the United States Law Week, 44 LW 4528, Apr. 20, 19761 

' 1 3 ~WRIT OF CETIOIL~BI FORTO THE UNITED STATESCOWTOF APPE~LS THE 

F m  D I B T B I ~  

[April 21,19761 

Responded, who had been charged with various federal offenses, made a pre- 
trial motion to suppress microfilms of checks, deposit slips, and other records 
relating to his accounts at two banks, whioh maintained the reoords pursuant 
to the Bank Secrecy Act of 1970 (Act). He contended that the subpoenas duces 
teczrm pursuant to which the material had been produced by the banks mere 
defective and that the records had thus been illegally seized in violation of 
,the Fourth Amendment. Following the denial of his motion, respondent was tried 
and convicted. The Court of Appeals reversed, having concluded that the snb- 
poenaed documents fell within a constitutionally protected zone of privacy. Held: 
Respondent possmged no Foul.th Amendment interest in the bank records that 
could be vindicated by a challenge to the subpoenas, and the District Court 
therefore did not err  in not granting the motion to suppress. 

( a )  The subpoenaed materials were business records of the banks, not re-
spondent's private papers. 

(b) There is no legitimate "expectation of privacy" in the contents of the 
original checks and deposit slips, since the checks are not confidential communi- 
cations but negotiable instruments to be used in commercial transactions, and 
all the documents obtained contain only information voluntarily oonveyed to the 
banks and exposed to their employees in the ordinary course of business. The 
Fourth Amendment does not prohibit the obtaining of information revealed to 
a third party and conveyed by him to government authorities. The Act's record- 
keeping requ'iremmts do not alter ithwe considerations m as t o  create a pro-

= Gideon v. Wainwright, 372 U.S. 325, 83 S. Ct. 792, 9 L. Ed. 2d 799 (1933). 



tectable Fourth Aemndment intereat of a bank depositor in the bank's records 
of this account. 

(c)  Issuance of a subpoena to a third party does not violate a defendant's 
rights, even if a criminal prosecution is contemplated a t  the time the subpoena 
is issued. California Bankers Assn. V. Shultz, 416 U.S.21,53. 

(d) Access to bank records under the Act is to  be controlled by "existing legal 
process." That does not mean that greater judicial scrutiny, equivalent to 
that required for a search warrant, is necessary when a subpoena is used to 
obtain a depositor's bank records. 
500F. 2d 751,reversed and remanded. 
Powell, J., delivered the opinion of the Court, in which Burger C. J., and 

Stewart, White, Blackmun, Rehnquist, and Stevens, JJ., joined. Brennan and 
Marshall JJ., filed dissenting opinions. 

Mr. Justice Powell delivered the opinion of the Court. 
Respondent was convided of possessing an unregistered still, carrying on the 

business of a distiller without giving bond and wSth intent to defraud the Gov- 
ernment of whiskey tax, possessing 175 gallons of whiskey upon which no taxes 
had been paid, and conspiring to defraud the United States of tax revenues. 26 
U. S. C. § 5179,5205, 5601 et seg., 18U .  S. C.$371.Prior to trial respondent moved 
to suppress copies of checks and lother bank records obtained by means of al- 
legedly defective subpoenas duces teoum served upon two banks a t  which he 
had accounib. The records had been maintained by the banks in compliance 
with tjhe requirements of the Bank Secrecy Act of 1970,12 U. S. C. $ 1829b (d).  

The Dktrict C o u ~  overruled respondent's motion to suppress and the em- 
dence was admitted. The Court of Appeals for the Fifth Circuit reversed on 
the ground that a depositor's Fourth Amendment rights are violated when bank 
records maintained pursuant to the Bank Secrecy Act are obtained by means 
of a defective subpoena. It held that any evidence so obtained must be sup- 
pressed. Since we lind that respondent had no protectable Fourth Amendment 
interest in the subpoenaed documents, we reverse the decision below. 

I 

On December 18, 1972, in response to a n  informant's tip, a deputy sheriff 
from Houston County, Ga., stopped a van-type truck occupied by two of respond- 
ent's alleged co-conspirators. The ltruelr contained distillery apparatus and raw 
material. On January 9, 1973, a fire broke out in a Kathleen, Ga., warehouse 
rented to respondent. During the hlaze firemen and sheriff depalrtment officials 
discovered a 7,500gallon-capacity distillery, 175 gallons of nontax-paid whiskey, 
and related paraphernalia. 

Two weeks later agents from the Treasury Department's Alcohol, Tobacco & 
Firearms Unit presented grand jury subpoenas issued is blank by the clerk 
of the District court, and completed by the United States Attorney's office, to 
th'e presidents of the Citiaens & Southern National Bank of Warner Robink and 
the Bank of Byron, where respondent maintained accounts. The subpoenas 
required the two presidents to appear on January 24, 1873,land Ito produce : 

"All records of accounts, i.e., savin~s,  checlring, Iuan or otherwise, in the name 
of Mr. Mitch Miller [respondent], 3859 Mathis Street, Macon, Ga. and/or Mitch 
Miller Associates, 100 Executive Terrace, Warner Robins, Ga., from October 3, 
1972,through the present date [January 22,1973,in the case of the Bank of 
Byron, and January 23, 1973,in the case of the Citizens & Southern National 
Bank of Warner Robins]." 

The banks did not advise respondent that the subpoenas had been served 
but ordered their employees to make the records available and to provide copies 
of any documents the agents desired. A,t the Rank of B~yron, an agent was 
shown microfilm records of the relevant acoount and provided with cwies of 
one depdsit slip and one or two checks. At the Citizens & Southern National 
Bank microfilm records also were shown to the agent, and he was given copies 
of the records of respondent's account during the applicable period. These in- 
cluded all checks, deposit slips, two financial statements and three monthly 
qtatements. The bank presidents were then told that it would not be necessary 
to aDpear in person before the grand jury. 

The grand jury met on February 12, 1973, 19 days after the return date on 
the subpoenas. Respondent and four others were indicted. The overt acts a l le~ed 
to have haen committed in furtherance of the conspiracy included there financial 
transactions-the rental by respondent of the van4ype truck, the purchase by 



respondent of radio equipment, and the purchase b~ respondent of a quantity 
of sheet metal and metal pipe. The record does not indicate whether any of 
the  band records were i n  fact presented to the garnd jury. They were used in 
the  investigation and provided "one or Itwo" investigatory leads. Coyies of the 
checlts also were intPodnced at trial to  establhh the overt acts described above. 

I n  his motion to suppress, denied by the District Court, respondent contended 
that  the bank documents were illegally seized. It was urged that the subpoenas 
were defective because they were issu~ed by the U.S. Attorney rather than a court, 
no return was made to a court, and the subpoenas were returnable on a date 
when the grand jury was not in  session. The Court of Appeals reversed. 500 F. 
2d 751 (1974). Citing the prohibition in Boyd v. United States, 116 U.S. 616, 622 
(1886), against "compulsory production of a man's private papers t o  establish 
a criminal charge against him," the court held that  the government had improp- 
erly circumvented Boyd's protections of respondent's Fourth Amendment right 
against "unreasonable searches and seizures" by "first requiring a third party 
bank to copy all of ilts depositors' personal checks and ithen, with an improper 
invocation of legal process, calling upon the bank to allow inspection and repro- 
duction of those copies." 500 F. 2d a t  757. The count aclcnowledged that  the 
recordkeeping requirements of the Bank Secrecy Act had been held to be con- 
stitutional on their face i n  ,California Ba9zk.w~ Assn. v. Shulta, 416 U.S. 21 
(1974), but noted that  access to the records was to be controlled by "existing 
legal process." See id., a t  32. The subpoenas issued here were found not to con- 
stitute adequate "legal process." The fact that the bank officers cooperated 
voluntarily was found to be irrelevant, for "he whose rights are  threatened by 
the improper disclosure here was a bank depositor, not a bank official." 500 F. 
2d, a t  758. 

m e  Government contends that the Court of Appeals erred in  three respects: 
( i )  in finding tha t  respondent had 'the Fourth Amendment interest neceslsary to 

entitle him to challenge the validity of the subpoenas duces tecum through his 
motion to suppress ; ( i i )  in holding that the subpoenas were defective ; and (iii) 
i n  determining that  suppression of the eviclence obtained mas the appropriate 
remedy if a constitutional violation (lid take place. 

We find that  there was no intrusion iuto any area in  which respondent had a 
protected Fourth Amendment interest and that  the District Court therefore cor- 
rectly denied respondent's motion to suppress. Because we reverse the decision 
of the Court of Appeals on that  ground alone, we do not reach the Government's 
latter two contentions. 

I1 


I n  Hoffav. United States, 385 U.S. 293, 301-302 (1966), the Court said that 
"no interest legitimately protected by the Fourth Amendment" is implicated by 
governmental investigative activities unless there is a n  intrusion into a zone of 
privacy, into "the security a man relies upon when he places himwlf or his prop- 
erty witliin a constitutionally protected area." The Court of Appeals, a s  noted 
above, assumed that  respondent had the necessary Fourth Amendment interest, 
pointing to the language in Bo?td v. Uvzited States, 116 U.S., a t  622, which 
describes that  Amendment's protection against tlie "compulsory production of a 
man's private papers." We think that  the Court of Appeals erred in  finding the 
snbpoellaecl documents to fall within a protected zone of privacy. 

On their face, the doculnents subpoenaed here a re  not respondent's "private 
papers." Unlilie the claimant in Boyd, responclent can assert neither ownership 
nor poc;session. Instead, these a re  the business records of {the banks. As we said 
in  California Batzkers Awn. v. Shztltz, 416 U.S., a t  4849, "[blanlts are  . . . 
not . . . neutrals in transactions involving negotial-~le instruments, but parties 
to the istruments with n substantial stake in their continued availability and 
acceptance" The records of respondent's accounts, lilie "all of tlie records [n-hich 
are  required to be kept pursuant to the Gank Secrecy Act,] pertain to transactions 
to  which the banlr n7as itself a party." Id.,  a t  52. 

Respondent argues, however, that  the Banlt Secrecy Act introclnces a factor 
that  malres the subpoena in this case the functional eqnival~nt  of a sewcb and 
seizure of the depositor's "private papers." We have held, in California Banlicrs 

'The Fourth Amendment implications of Baud ns it a p ~ l i e st o  subpoenas dqrces tecwm 
have been undercut by more recent cases. Fisher v. United States,  - U.S -(197G), slip
op., a t  15-17. See infra ,  at 10. 



Assll.. v. Shultx, sup?-a, a t  54, that the mere maiutellance of records pursuant to  
the requirements of the Act "invade[s] no lj'ourth Amendment right Of an7 
depositor." But respondent contends that the combination of the recordlteeping 
requirements of the Act and the issuance of a subpoena to obtain those records 
l~ermits the Government to circomvent the requirements of the Fourth Amend- 
ment by allowing i t  to obtain a depositor's private records without complying 
with the legal requiremellts that would be applicable had i t  proceeded against 
l?iu~ d i r e c t l ~ . ~  Therefore, we mnst address the questioll whether the com~ulsion 
embodied in the Bank Secrecy Act a s  exercised in this case creates a Fourth 
ilnlendment interest in  the depositor where none existed before. This question 
was expressly reserved in C'alifornia Emtkers Assn., s,w,pra, a t  63-54 8: n. 24. 

Respondent urges that he has a Fourth Amendnlei~t interest in the records 
kept by the banks because they a re  merely copies of personal records $bait were 
made available to the banks for a limited purpose and in which he has a reason- 
able expectation of privacy. He relies on this Court's statement in Xats  v. United 
States, 369 U.S. 347, 353 (lsi'),quoting Warden v. Hayden, 387 U.S. 294, 304 
(1967) ,  that "n7e have . . . departed from the narrow view" that "'property 
interests control the right of the Government to search and seize,' " and that  a 
"search and seizure" become unreasonable when the Government's activities 
violate "the privacy upon which [a person] justifiably relie[s]." But.in Katx the 
Court also stressed that  "[wlhat a person knowingly exposes to the public . . . 
is not a subject of Fourth Amendment protection." Id. ,  a t  351. We must examine 
the nature of the rtarticrular documents sought to be protected in  order to deter- 
niine whether there is  a legitimate "expectation of privacy" concerning their 
contents. Cf. Couch v. United States, 40.9U.S. 322,335 (1973) .  

Even if we direct our attention to the original checks and deposit slips, rather 
than to the microfilm copies actually viewed and obtained by means of the sub- 
poena, we perceive no legitimate "espzdation ,of p~ivacy" in  #their c0nten.t~. The 
checks are  not confidential comm~~nications but negotiable instruments to be used 
ill comnlercial transactions. All of the documents obtained, including financial 
rtate~nents qnd deposit slips, contain only information voluntarily conveyed to 
the banks and exposed to their employees in  the ordinary course of business. The 
lack of any legitimate expectation of grivacy concerning the information kept in 
bank records was assumed by Congress in  enacting the Bank Secrecy A&, the  
expressed purpose of ~ h i c h  is to require records to be maintained because they 
"have a high degree of usefulness in criminal, tax, and regulatory investigations 
and proceedings." 12 U.S.C. S 1829b(a) ( 1 ) .  Cf. Coz~c l~  United States, supra, v. 
a t  335. 

The depositor takes the rislr, in revealing his affairs to another, that  the 
information will be conveyed by that  person to the government. United States V. 
White,  401. U.S. 745, 751-752 (1971) .  This Court has  held repeatedly that  the  
Fourth Amendment does not prohibit the obtaining of information revealed to  a 
third party and conveyed by him to government authorities, even if the informa- 
tion is revealed on the assumption that i t  will be used only for  a limited purpose 
and the confidence placed in the third party will not be betrayed. Id., a t  7 5 2 ;  
Hoffa v. United States, 386 U.S., a t  302; Lopez v. United States, 373 U.S. 427 
(1963)? 

This analysis is not changed by the mandate of the Bank Secrecy Act that 
records of depositors' transactions be maintained by banks. I n  California Bankers 
Assn. v. Sf~.ultx,supra, a t  52-53, we rejected the contention that  banks, when 
Ireeping records of their depositors' transactions pursuant to the Act, a r e  acting 
solely a s  agents of the government. But, even if the  banks could be said to have 
been acting solely a s  government agents in transcribing the necessary information 

2 Respondent appears to contend tha t  a depositor's Fourth Amendment interest comes 
into play only when a defectice s u b ~ o e n a  is used to obtain records kept pursuant to  the 
Act. We see no reason why the existence of a Fourth +mendment Interest turns on 
whether the subpoena is defective. Therefore, we do not limlt our consideration to the 
situation in which there i s  a n  alleged defect in the subpoena served on the bank. 

3 I t  is not clear xhether  respondent refers to  attempts to obtain private documents 
through a subpoena issued directly to the depositor or through a search pursuant t o  a 
warrant. The question whether personal business records nlay be seized pursuant to  a valid 
warrant is before the Court in No. 74-1646, Anrlvesen v. dfar?lland. 

4 \Ye do not address here the question of evidentiary ~>rivileges. such as  tha t  protecting 
communications between a n  attorney and his client. Cf. Fislrer v. United Btates, -U.S. -. 
(1976) ,  slip OD., a t  11-12. 



and complying without protest with the requirements of the subpoenas, ther* 
would be no intrusion upon the depositors' Fourth Amendment rights. See 
Osbom v. United States, 385 U.S. 323 (1966) ;Lewis v. United States, 385 U.S. 
206 (1966). 
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Since no Fourth Amendment interests of the depositor are implicated here, 
this case is governed by the general rule that the issuance of a subpoena to a 
third party to obtain the records of that party does not violate the rights of a 
defendant, even if a criminal prosecution is contemplated a t  the time the 
subpoena is  issued. California Bankers Assn. v. ShuZtx, 416 U.S., a t  53 ;Donaldson 
v. United States, 400 U.S. 517, 537 (1971) (Douglas, J., concurring). Under these 
principles, it was firmly settled, before the passage of the Bank Secrecy Act, that 
an  Internal Revenue Service summons directed to a third-party bank does not 
violate the Fourth Amendment rights of a depositor under investigation. See 
f i s t  National Bank v. United States, 267 U.S. 576 (1925), aff'g 295 F. 142 (SD 
Ala. 1924). See also Califomtia Bankers Ass%. v. Shultx, supra, a t  53 ;Donaldson 
v. Urvited States, 400 U.S., a t  522. 

Many banks traditionally kept permanent records of their depositors' accounts, 
although not all banks did so and the practice was declining in recent years. By 
requiring that such records be kept by all banks, the Bank Secrecy Act is not a 
novel means designed to circumvent established Fourth Amendment rights. I t  is 
merely an attempt to facilitate the use of a proper and longstanding law enforce- 
ment technique by insuring that  records are available when they are needed? 

We hold that the District Court correctly denied respondent's motion to 
suppress, since he possessed no Fourth Amendment interest that could be vindi- 
cated by a challenge to the subpoenas. 

IV 


Respondent contends not only that the subpoenas duces tecum directed against. 
the banks infringed his Fourth Amendment rights, but that a subpoena issued 
to a bank to obtain records maintained pursuant to the Act is subject to more 
stringent Fourth Amendment requirements than is the ordinary subpoena. In 
making this assertion he relies on our statement in California. Bankers Assn., 
supra, a t  52, that access to the records maintained by banks under the Act is to 
bc controlled by "existing legal process." 

In OkZaAoma Press Publishing Go. v. WalWng, 327 U.S. 186, 208 (1946), the 
Court said that "the Fourth [Amendment], if applicable [to subpoenas for the 
production of business records and papers], a t  the most guards against abuse 
pnly by way of too much indefiniteness or breadth in the things required to he 
particularly described,' if also the inquiry is one the demanding agency is 
authorized by lam to make and the materials specified are relevant." See also 
United States v. Diomisio, 410 U.S. 1, 11-12 (1973). Respondent, citing United 
States v. Unite6 States Di~triot  Court, 407 U.S. 297 (1972), in which we dis- 
cussed the application of the warrant requirements of the Fourth Amendment 
to domestic security surveillance through electronic eavesdropping, suggests that 
greater judicial scrutiny, equivalent to that required for a search warrant, is 
necessary when a subpoena is to be used to obtain bank records of a depositor's 

6Nor did the banks notify respondent, a neglect without legal consequences here, how- 
ever unattractive i t  may be. 

BPetitioner does not contend t h a t  the subpoenas infringed upon his Firs t  Amendment 
rights. There was no blanket reporting requirement of the  sort we addressed in Buckley 
v. PaZeo - U.S. - (1976) slip on. a t  54-76 nor anv allegation of an improper inquiry 
into pro'tected associational'activitie's of the  Lort presknted in l a s t l a n d  v. United Etates 
Servicemen's F m d .  421 U.S. 491 (1975). 

We a r e  no t  confronted with a situation in which the Government through "unreviewed 
executive discretion " has made a wide-ranging lnauiry t h a t  un~ecessari lv  "touch[esl 
upon intlmate areah of an individual's personal affairs." CaZiJontia Bankers Assn. v. 
Shultz, s spm,  a t  78-79 (POWELL.3.. concurring). Here the  Gqvernment has exercised Its 
powers through narrowly directed subpoenas duces tecum subject to  the legal restraints 
to  such process. See P a r t  IV,infra. 

7This  case differs from Bfcmoros v. Superior Qourt, 1 3  Cal. 3d 238. 529 P.2d 590. 118 
Cal. Rptr. 166 (1974), relied on by Mr. Justice Brennan in dissent, in  t h a t  the hank 
records of respondent's accounts were furnished in response to  "com~ulslon bv legal
process" in  the form of subpoenas dsces teczlm. The court in  Burrows found it "signifi-
cant  . . . t h a t  the  bank [in t h a t  case] pro$ded the  statements to  the nolice In resDonse 
to  a n  informal oral request for Information, 1 3  Cal. 3d, a t  243, 529 P.2d, a t  593, 118 Cal. 
Rptr., a t  ;169. 



account. But in California Bafilcers Assn., supra, a t  52, we emphasized only 
that access to the records was to be in accordance with "existing legal process." 
There was no indication that a new rule was to be devised, or that the traditional 
distinction between a search warrant and a subpoena would not be recognized! 

In any event, for the reasons stated above, we hold that respondent lacks the 
requisite Fourth Amendment interest to challenge the validity of the sub- 
poenas.' 

T 

The judgment of the Court of Appeals is reversed. The court deferred decision 
on whether the trial court had improperly overruled respondent's motion to sup- 
press distillery apparatus and raw material seized from a rented truck. We 
remand for disposition of that issue. 

So ordered. 
ME. JUSTICE BRENNAN,DISSENTING 

The pertinent phrasing of the Fourth Amendment- hi right of the people 
to be secure in their persons houses, papers, and effects, against unreasonable 
searches and seizures, shall not be violatedv-is virtually in haec verba with Art. 
I, $13, of the California Constitution-"The right of the people to be secure in 
their persons, houses, papers, and effects against unreasonable seizures and 
searches may not be violated." The California Supreme Court has reached a 
conclusion under Art. I, $13, in the same factual situation, contrary to that 
reached by the Court today under the Fourth Amendment.1° I dissent because in 
my view the California Supreme Court correctly interpreted the relevant con- 
stitutional language. 

In Burrows v. Superior Court, 13 Cal. 3d 238, 529 P. 2d 590, 118 Cal. Rptr. 166 
(1974), the question was whether bank statements or copies thereof relating to 
an accused's bank accounts obtained by the sheriff and prosecutor without bene- 
fit of legal process," but with the consent of the bank, were acquired as  a result 
of an illegal search and seizure. The California Supreme Court held that the 
accused had a reasonable expectation of privacy in his bank statements and rec- 
ords, that the voluntary relinquishment of such records by the bank a t  the 
request of the sheriff and prosecutor did not constitute a valid consent by the 
accused, and that the acquisition by the officers of the records therefore was the 
result of an illegal search and siezure. In my view the same concIusion, for the 
reasons stated by the California Supreme Court, is compelled in this case under 
the practically identical phrasing of the Fourth Amendment. Addressing the 
threshold question whether the accused's right of privacy was invaded, and 
relying in part on the decision of the Court of Appeals in this case, Mr. Justice 
filosk stated in his excellent opinion for a unanimous court. 

"It cannot be gainsaid that the customer of a bank expects that the documents, 
such as checks, which he transmits to the bank in the course of his business opera- 

s A  subpoena duces t e c m  issued to obtain records is subject to  no more stringent Fourth 
Amendment requirements than i s  the ordinary subpoena. A search warrant, in  contrast, 
is issuable only pursuant to  prior judici,al approval and authorizes government officers to 
seize evidence without requiring enforcement through the courts. See United States  v. 
Dionisto, supra, a t  9-10. 

9 There is no occasion for us to  address whether the subpoenas complied with the 
reauirements outlined in Walling. The banks UDOn which they were served did not contest 



tions, will remain private, and that  such a n  expectation is  reasonable. The 
prosecution concedes as  much, although i t  asserts that this expectation is  not 
constitutionally cognizable. Representatives of several banks testified a t  the 
suppression hearing that  information in their possession regarding a customer's 
account is  deemed by them to be confidential. 

"In the present case, although the record establishes that  copies of petitioner's 
bank statements rather than his checks were proricled to the officer, the distinc- 
tion is  not sicnificant with relation to petitioner's expectation of privacy. That 
the banlr alter the form in which it record^ the information transmitted to it  bv 
the depositor to show the rewipt and disbursement of money on a bank statement 
does not diminish the depositor's anticipation of privacy in the matters which he 
confides to the bank. A bank customer's reasonable expectation is that, allcent 
com~ulsion by legal process. the matters he reveals to the bank will be utilized 
by the bank only for internal banking purpoces. Thus, we hold petitioner had a 
reasonable expectation that  the bank would maintain the confidentialitv of 
those papers which originated with him in check form and of the hank state- 
ments into which a reoord of those same checks had been transformed pursuant 
to  internal bank practice. 

* * * .% * * * 
"The People a ~ s e r t  that no illegal search and seizure occurred here because 

the banlr voluntarily provided the statements to the police, and the banli rather 
than the police conducted the search of its records for papers rels ting to peti- 
tioner's accounts. If, as  we conclude above, petitioner has a reasonable expecta- 
tion of privacy in the bank statementq, the voluntary relinquishment of such 
records by the bank a t  the request of the police does not constitute a valid con- 
sent by this petitioner. . . . It is not the right of privacy of the bank but of the 
petitioner which is a t  issue. and thus i t  would be untenable to conclude that the 
bank, a neutral entity with no significant interest in the matter, may validly 
consent to an invasion of its depositors' rights. However. if the bank is  not neu- 
t ral  a s  for example where i t  is  itself a victim of the defendant's suspected wrong- 
doing, the depositor's right of privacy will not prevail. 

"Our rationale is  consistent with the recent decision of United States v. Miller 
(5th Cir. 1974), 500 F. 2d 751. In  bfillcr, the United States Attorney, without the 
defendant's knowledge, issued subpoenas to two banks in which the defendant 
maintained accounts, ordering the production of 'all records of accnounts' in the 
name of the defendant. The banks voluntarily provided the government ~ i t h  
copies of the defendant's checl~s and a deposit slip; these items were introduced 
into evidence a t  the trial which led to his conviction. The cirruit court reversed 
the conviction. It held that  the defendant's rights under the Fourth Amendment 
were violated by the searoh because the subpoena was iscued by the United States 
Attorney rather than by a court or grand jury, and the bank's voluntary co~n-
pliance with the subpoena was irrelevant since it was the depositor's right to 
privacy which was threatened by the disclosure. 

"We hold that any banlr statements or copies thereof obtained by the sheriff 
and prosecutor without the benefit of legal process were acquired a s  the result 
of a n  illegal search and seizure (Cal. Const., art .  I ,  5 13),  and that the trial court 
should have granted the motioll to suppress such documents. 

* % * * * * * 
"The underlying dilemma in this and related cases is  that the bank, a detached 

and disinterested entity, reliquished the reaords voluntarily. But that circum- 
stance shonld not be crucial. For all  practical purposes, the disclosure by indi- 
viduals or business firms of their financial affairs to a bank is not entirely voli- 
tional, since i t  is impossible to participate in the economic life of contemporary 
society without maintaining a bank account. I n  the course of such dealings, a 
depositor reveals many aspects of his personal affairs, opinions, habits and asso- 
ciations. Indeed, the tolality of bank records provides a virtual current biography. 
While we a r e  concerned in the present case only with bank statements, the logical 
extension of the contention that  the bank's ownership of records permits free 
access to them by any police officer extends f a r  beyond such statements to checks, 
savings, bonds, loan applications, loan guarantees, and all papers which the 
customer has supplied to the bank to facilitate the conduct of his financial affairs 



upon the reasonable assumption that the information would remain confidential. 
To permit a police officer access to these recorcls merely upon his request, without 
any judiciaI control a s  to  relevancy or other traditional requirements of legal 
process, and to allow the evidence to be used in any subsequent criminal prosecu- 
lion against a defendant, opens the door to a vast and unlimited range of very 
real abuses of police power. 

"Cases a re  legion that  condemn violent searches and invasions of an individual's 
right to the privacy of his dwelling. The imposition upon privacy, although 
perhaps not so dramatic, may be equally devastating when other methods a r e  
employed. Develo~rnent of photocopying machines, electronic conlputers and 
other sophisticated i n ~ t ~ u n l e i l t s  have accelerated the ability of governilleat to 
intrade into areas n7hich a person normally chooses to exclude from prying eyes 
and inquisitive minds. Consequently judicial interpretations of the reach of the 
constitutional protection of individual privacy must Beep pace with thc perils 
created by these new devices." 13 Cal. 3d, a t  243-4248, 529 P. 2d, a t  593-596, 11s 
Cal. Rptr., a t  169-172 (footnote omitted). 

l'he California Supreme Court also addressed the question of the relevance 
of California Bankers Ass?%. v. S7~uEtz, 416 U.S. 21 (1974). I n  my view, for the 
reasons slated in Burrozos, the decision of the Court of Appeals under re-iiew 
today, is  in no way inconsistent with Califo~m'a Ba?lbcrs.l2 The court said : 

"[California Bankers] held, in  a six-three decision, that  the bank's rights nnder 
the Fourth Amendment were not abridged by the regulation, and that  the de- 
positor plaintiffs lacked standing to challenge the reporting requirement because 
there was no showing that they engaged in the type of transaction to which the 
regulation referred. 

"The concurring views of two justices who provided the necessary votes to  
create a majority a re  of particular interests. Justice Powell's opinion, joined by 
Justice Blackmun, [416 U.S., a t  78,] makes clear tha t  a significant extension of 
the reporting requirement would pose substantlial constitutional questions, and 
that concurrence with the majority was based upon the provisions of the ad  
as narrowed by the regulations. He wrote, 'In their full reach, the reports ap- 
parently authorized by the open-ended language of the Act touch upon intimate 
a r e m  of a n  individual's personal affairs. Financial transactions can reveal 
u~nch  about a pewon's activities, associations, and beliefs. At some point, govern- 
mental intrusion upon these areas would implicate legitimate expectations of 
privacy. Moreover, the potential for abuse is  particularly acute where, as  here, 
the legislative scheme permi'ts access t~o 'this information wi~tl~out invocation of 
the judicial process. In  such instances, the important responsibility for  balancing 
societal and individual interests is left to unreviewed executive discretion, 
rather than the scrutiny of a neutral magistrate. United States v. United States 
District Court, 407 U.S. 297,31&317.' [416 U.S., a t  78-79.] 

"Justices Donglas and IlIarshall dissented on the ground that  the act violated 
the Fourth Amendment. Justice Brennan also filed a dissent, stating that  the 
recordkeeping and reporting requiremeuts of the act constituted a n  impermis- 
sibly broad grant of power to the Secretary. 

". . . [Tllie only federal case decided after Shz~Ztxand directly confronting 
the issue of the depositor's rights is  entirely consistent with the views we have 
set forth above . . . ilfiller holds that  S7~ultsmay not be interpreted a s  'pi*- 
olaiming open season on personal bank records' or a s  permitting the government 
to circumvent the Fourth Amendment by first requiring banks to copy their 
depositors' checks and then calling upon the banks to allow inspection of those 
copies without appropriate legal process." 13  Cal. 3d, a t  246-247, 529 P. 2d, a t  
695-596,118 Cal. Rptr., a t  171-172 (footnote omitted). 

I wonld therefore affirm the judgment of the Court of Appeals. I add only 
that Btdrro?os strikingly illustrates the emerging trend among high state courts 

l a  I continue to believe that the reportin" and recordkeeping requirements of the Bank 
Secrecy Act are unconstitutional. californ"za Banlcers Assn. v. ShuZtz, 416 U.S. a t  91 
(BRENNANJ., dissenting). But I disagree with the Court's reasoning in this case even 
assuming the constitutionality of the Act, and therefore i t  is unnecessary for me to rely 
on the infirmities inherent in  the Act. 



of relying upon state  constitutional protections of individual libertiesu-pro- 
tections pervading counterpart provisions of the United States Consbitution, but 
increasingly being ignored by decisions of this Ooud. For  the most recent ex- 
amples in  this Court, but only in  the privacy and Fourth Amendment areas, see. 
c.g., Eelley v. Johnson, 425 U.S.-(1976) ; Doc v. ComrnonweaZth's Atty., 425 
U.S.-(1976) ; Paul  v. Davis, 424 U.S.--(1976); United States v. Watson, 423 
U.S.-(1976). 

MR. JUSTICE&IARSHALL,DISSENTING 

I n  ,California Bankers Assn. v. Sl~ultx, 416 U.S. 21 (1974), the Court upheld 
the constitutionality of the recordkeekping requirement of the Bank Secrecy 
Act. 12 U.S.C. 8 182913 ( d ) .  I dissented, finding the required maintenance of bank 
customers' records to be a seizure within the meaning of the Fourth Amendment 
and unlawful in  the  absence of a warrant and probable cause. While the Court 
in California Bankers Assn. did not then pur,port to  decide whether a customer 
could later challenge the bank's delivery of his records to the Government 
pursuant to subpoena, I warned : 

"[I l t  is ironic tha t  although the majority deems the bank customers' Fourth 
Amendment claims premature, i t  also intimates that  once the bank has made 
copies of a customer's checks, the customer no longer has standing to invoke 
his Fourth Amendment right when a demand is made on the bank by the 
Goveinmenit for the  records. . . . By accepting the Government's bifurcated 
approach to the recordkeeping requirement and the acquisition of records, the 
majority engages i n  a hollow charade whereby Fourth Amendment claims a r e  
to be labeled premature until such time a s  they can be deemed too late." 416 
U.S., a t  97 (dissentling op. ) . 

Today, not surprisingly, the  Court Ands respondent's claims to be made too 
late. Since the Court in  California Bankers Assn, held that  a bank, in  complying 
with the requirement that  it keep copies of the checks written by i ts  customers, 
"neither searches nor seizes records in  which depositor has a Fourth Amendment 
right," 416 U.S., a t  54, there is  nothing new in today's holding that  respondent 
has no protected Fourth Amendment interest i n  such records. A fortiori, he  does 
not have standing to contest the Government's subpoena to the bank. Alderman 
v. United Btates, 394 U.S. 165 (1969). 

I wash my hands of today's extended redundancy by the Court. Because the 
recordkeeping requirement of the Act orders the seizure of customers' bank 
records without a warrant and probable cause, I believe the Act is  unconstitu- 
tional and that  raspondent has standing to raise tha t  claim. Since the  Act is un-
constitutional, the Government cannot rely on records kept pursuant t o  it in  
prosecuting bank customers. The Government relied on such records in  this case 
and, because of that, I would affirm t h e  Court of Appeals' reversal !of respondent's 
conviction. I respectfully dissent. 

Lawrence G. Wallace, Deputy Solicitor General (Robert H. Bork, Solicitor 
General, Richard L. Thornburgh, Assistant Attorney General, Robert B. Reich, 

l3 See, e.g., cases cited i n  Baxter v. Palmigiano, slin op.. a t  16 and n. 10 (BRENNAN,T.,

dissenting) . Michigan v. Mosley, 423 U.S. 96, 120-121 (1975) (BEENNAN,J., dls-
senting). ske also Wilkes, The New Federalism i n  Crlminal Procedure: State  Court 
Evasion of the Burger Court, 62 Ky. L. J. 421 (1974) ; Wilkes, More on the New 
Federalism i n  Criminal Procedure, 63 Kg. L. J. 873 (1975) ;Falk, The State  Constitution : 
A More Than "Adequate" Nonfederal Ground, 61 Cal. L. Rev. 273 (1973) ;Project Report, 
Toward a n  Activist Role for  State Bills of Rights, 8 Harv. Civ. Rights-Clv. Lib. 'L. Rev. 
271 (1973). I n  the past, i t  might have been safe for counsel to raise only federal con-
stitutional issues in  s tate  courts, but the risks of not  raising s tate  law questions are  
increasingly substantial, a s  revealed by a colloquy during argument i n  Michigan v. Mosley, 
Pllrn*"""y. -. 

"&UESTION. Why can't you argue all of this a s  being contrary to the law and the 
Cdnstitutioh of the State  of Michigan? 

"Mr. ZlEMBn. I can because we have the same provision in the Michigan Constitution 
af 1963 a s  we have in the Fif th Amendment of the Federal Constitution, certainly.

"QUESTION.Well, you argued the  whole thing before. 
"Mr. ZIEMBA.I n  the Court of Appeals? 
"&UBSTION.Yes. 
"Mr. ZIE~CBA. did touch upon-I predicated my entire argument on theI really not  

Federal Constitution, I must admit that. I did not mention the equivalent provision of 
the Michigan Constitution of 1963 although I could have. And I may assure this Court 
t h a t  a t  every opportunity in  the futbre, I shall [Laughter 1 

" Q U E ~ T ~ O N .But you hope you don't have tha t  opportunity in  this case. 
"Mr. Z I ~ M B A .That's right." Tr. of Ornl Arg. 43-44. 
It would be unwise for  counsel to rely on s tate  courts to  consider s tate  law questions 

sfca sponte. But  see State  v. Joktsow, 68N.J. 349, 346 A. 2d 66 (1975). 



Assistant to the Solicitor General, Sidney M. Glazer and Ivan Michael Schaeffer, 
Justice Dept. attorneys, with him on the brief) for petitioner; Denver Lee Ram-
pey, Jr., Warner Robins, Ga. (Nunn, Geiger, Rampey, Buice & Harrington, with 
him on the brief) for respondent. 

CLARENCEM. DITLOW,APPEIANT 

2). 


GEORGEP. SCHULTZ, DEPARTMENTSECRETARY, OF THE T R ~ S U R Y  

No. 741975 

UNITED STATES COURT OF APPEAL& DISTRICT OF COLUMBIACIRCUIT 

AEQUED JUNE 17, 1975-DECIDED AUQ. 11, 1975 

Action was brought pursuant to Freedom of Information Act (FOIA) seeking 
declaratory and injunctive relief requiring the Secretary of the Department 
of the Treasury to produce and make available for  copying and inspection certain 
United States customs declaration forms. The United States District Court for 
the District of Columbia, 379 F. Supp. 326, Joseph C. Waddy, J., granted sum- 
mary judgment for the Secretary and the plaintw appealed. The Court of Appeals, 
Leventhal, Circuit Judge, held that  where the plaintiff did not desire disclosure 
of the requested information unless a related antitrust action was determined 
to be maintainable a s  a class action and where the antitrust action had been 
dismissed by the district court, the Court of Appeals would defer ruling on dif- 
ficult questions presented by the merits of the present FOIA appeal pending 
further developments i n  the antitrust appeal. The Court of Appeals found 
appellant's challenge to the district court's dismissal of the POIA action suf- 
ficiently substantial to warrant a n  order requiring the Secretary of the Treasury 
to preserve the requested information pending resolution of the appeal. 

Decision deferred. 
Circuit Judge Robb would affirm the judgment of the District Court, without 

more. 

1. Records @=a 14 
I n  order to justify denial of plaintiff's request of information furnished on 

customs declaration forms based on exemption of the Freedom of Information 
Act for personnel and medical files and similar files the disclosure of which 
would constitute a clearly unwarranted invasion of personal privacy, the Secre- 
tary of the Treasury would be required to show both that the material sought 
qualifies a s  a personnel, medical, or similar file and that  disclosure would con- 
stitute a clearly unwarranted invasion of personal privacy. 5 U.S.C.A. § 552(b) 
(6)-
2. Records @=a 14 

The Freedom of Information Act creates a liberal discl&ure requirement, 
limited only by specific exemptions which are  to be narrowly construed. 5 U.S.C.A. 
5 552. 
3. 	 Records @=a 14 

The "clearly unwarranted invasion of personal privacy" language within 
exemption to the Freedom of Information Act expresses a carefully considered 
congressional policy favoring disclosure which instructs the court to  til t  the 
balance i n  favor of disclosure. 5 U.S.C.A. 5 552(b) (6). 

4. 	Records @= 14 
Evidence did not support district court's finding that  plaintiff, who sought 

information furnished on customs declaration forms by trans-Pacific passengers 
for  purpose of bringing antitrust class action against airlines, had available 
sources of information which might s d c e  other than the government files which 
the plaintiff sought under the Freedom of Information Act, 5 U.S.C.A. 5 552(b) 
('3). 
5. Courts 406.9(1) 

Where the plaintiff did not seek dis~losure of the requested information unless 
a related antitrust action was determined to be maintainable a s  a class action 



and where the antitrust action had been dismissed by the district court, the 
Court of Appeals would defer ruling on difficult questions presented by the merits 
of the present FOIA appeal pending further developments in  the antitrust action. 
5 U.S.C.A. 5 552(b) (4 ,6 ) .  

Appeal from the United States District Court for the District of Columbia 
(D.C. Civil Action 74-302).

Girardeau A. Spann, Washington, D.C., for appellant. Larry P. Ellsworth, 
Washington, D.C., mas on the brief for appellant. Alan 93. Morrison, Washington, 
D.C., also entered a n  appearance for appellant. 

Paul  Blanlienstein, Atty., Dept. of Justice, with --horn Irving Jaffe, Acting 
Asst. Atty. Gen., Earl  J. Silbert, U.S. Atty., and Leonard Schaitman, Atty., Dept. 
of Justice, were on the brief for appellee. Thomas G. Wilson, Atty., Dept. of 
Justice, also entered a n  appearance for apl2ellee. 

Before LEVENTEAL and ROBB, Circuit Judges, and R~XBEIGE,* United Statcv 
District Judge for the Eastern District of Virginia. 


Opinion for the Court filed by Circuit Judge LEVENTIIAL. 

LEVENTEAL,Circuit Judge: 


I. 

This case involves a Freedom of'1nformation Act (FOIA) action brought to 
obtain the name, address, and flight number information in the Governn~ent's 
files of Customs Declarations Forms 6059-B, forms completed by travelers 
returning to the United States. 

Appellant Clarence BI. Ditlow proposes to use these data to assemble a list of 
class members in  conjunction with a n  antitrust class action he has filed alleging 
overcharges by ten airlines on flights to the United States from points in  the 
Transpacific airline market between May 1,1973, and September 1,1973.' I n  the 
present FOIA action, he seeks a n  order requiring the Secretary of the Treasury 
to safeguard the forms against destruction to assure their availability for later 
use in  identifying the antitrust class and a declaratory ruling that  he is entitled 
to  the requested information when and if the class is  ~ e r t i f i e d . ~  

Prior to bringing this action, appellant wrote the Commiesicner of Customs 
requesting the name and address information from pertinent 6059-B forms. The 
Bureau of Customs denied the request on the grounds that  the information was 
exempt from disclosure under the ( b )  (4 ) ,  commercial and financial information, 
and (b)  ( 6 ) ,personal privacy, exemptions of the FOIA. The Commissioner stated 
that  he "fully considered the advisability of making a discretionary disclosure" of 
the requested data but decided '<against discretionary disclosure . . . based upon 
our policy of protecting the right of privacy of international travelers."' 

The District Court granted the Secretary's motion for  summary judgment, 
finding that  althongh the (b)  (4 )  exemption was inapplicable, the information 
came within the (b )  ( 6 )  exemption of files the disclosure of which would result in  

*Sitting by designation pursuant to 28 U.S.C. 5 292(d). 
1No. 999-73 (D.D.C filed May 22 1973). The District Court entered an order granting 

the  defendant airlines Zummary judghent on April 25, 1975. The plaintiff has  appealed this  
order. See text a t  notes 28-29 infra. 

2 Appellant indicates tha t  the 6059-B forms a re  ordinarily destroyed one year after they 
a re  obtained. See Brief for Appellant a t  5 citing Levine v. United States No. 73-1315 slip
op. a t  5 (S.D. Fla  Mar. 22 1974). By letter of October 9 1974 a ;ellee consentid to 
preserve the custo*s declarations involved in this action pedding rksofution this case. See 
Letter from Arnold T. Ailtens Chief Civil Division, t o  Raymond T. Bonner, Oct. 9, 1974, 
reprinted at Brief for  ~ppe l lan ' t  a t  a-'15. 

3 See Brief for Appellant a t  15. I n  his requests t o  the  Bureau of Customs and his papers 
in  the District Court appellant's a t tempt to obtain disclosure of the  name address and 
Bight number data  wks not conditioned on certification of the ant i t rus  cla&. See JL 8-9 
(Letter from Raymond T. Bonner t o  Reglonnl Commissioners of Customs, May 24, 1973), 
J A  2-4 (Complaint in  No. 74-302, D.D.C., filed Feb. 15, 1974). 

4 J A  16. By letter of May 24 1973 appellant requested data  from the 6059-B forms from 
the Regional Commissioners or! ~ u s t b m s  i n  Los Angeles and San Francisco ( J A  8-9). That  
request mas denied on the grounds tha t  the  "declarations contain commercial or financial 
Information which is exempt from disclosure under the provisions of 5 U.S.C. 552(b) (4)  
nnd section 103.7(d) of the Customs Regulations." Letter from Leonard Lehman Assistant 
Commissioqer of Customs, to  Raymond T. Bonner, July 31, 1973. (JA 10) .  Next appellant 
appealed this denial to  the Commissioner of Customs. On August 27, 1973, the Commissioner 
denied the appeal stating tha t  the material came within both the (b)  (4)  commercial or 
financial information exemption and the (b) (6)  privacy exemption. Letter from Vernon D. 
Acree to Raymond T. Eonner. ( J A  12-13). Before filing this action appellant again wrote 
Commissioner Acree seeking disclosure. The Commissioner rernaineh steadfast in his view 
that  release of the data  would violate esemption 6 and be declined to nlalre a discretionary 
disrlosure to appellaut. Lctter from Vernon D. Acree to Raymond T. Bonner, Fcb. 11, 1074. 
(JA 16). 



a "clearly unwarranted invasion of personal privacy." More specifically, the 
court concluded that  disclosure of the names and addresses "would constitute a 
substantial invasion of privacy" and that there mere "other sufficient sources Of 
information." " Plaintiff Ditlow appealed from the summary judgment ruling. 

11. 

[I-31 The sole issue on appeal is the validity of the District Court's determina- 
tion that the requested material is  exempt under 5 U.S.C. f 552(b) (6) (1970). 
That section provides : 

(b) This section does not apply to matters that  are- 
(6)  personnel and medical files and similar files the disclosure of 

which would constitute a clearly unwarranted invasion of personal 
privacy.

I n  order to justify denial of appellant's request based on exemption 6, the 
Secretary must show both that  the material sought qualifies a s  a personnel,
medical, or similar file and that  disclosure would constitute a "clearly unwar-
ranted invasion of personal privacy." I n  ruling on FOIA appeals, we a r e  mindful 
that the Act "creates a liberal disclosure requirement, limited only by specific 
exemptions which a re  to be narrowly construed." In addition to the Act's general 
presumption of disclosure, the "clearly unwarranted invasion of personal privacy" 
language expresses "a carefully considered congressional policy favoring dis- 
closure" which "instructs the court to tilt the balance in  favor of disclosure." 

This case presents a number of difficult questions concerning the interpretation 
and implementation of exemption 6. We shall sketch some of these problems. An 
initial issue is whether the requested material qualifies a s  a "similar Ele" since 
i t  clearly is neither a personnel nor a medical file. Our Rural Housing decision 
noted that the (b)  (6 )  "exemption was designed to protect individuals from 
public disclosure of intimate details of their lives" and concluded that  the 
"similar files" language was intended "broadly to protect individuals from a 
wide range of embarrassing disclosures." lo The District Court determined tha t  
the completed custonls forms inclnding the travelers' "names, ages, citizenship, 
residency, permanent addresses, addresses while in  the United States, the names 
and relationship of family members, persol~al finances, when and where their 
visas were issued, and all  acquisitions while abroad, including the pi-ice thereof" 
constituted "similar files." l1 I n  reviewing that  determination, me not only a re  
faced with evaluating whether this information includes " 'intimate details' of a 
'hjghly personal nature' " but a re  also confronted with the question whether the 
entire form or merely the requested name, address, and flight number information 
must be adjudged a similar file for the exemption to be invoked." 

5 nitlow V. Shultz, 379 F. Supp. 326 (D.D.C. 1974). 
6 Id. a t  331 
7 See e g wine Hobby USA Inc. v. IRS 502 F. 2d 133.135 (3d Cir. 1974) .Rural Hous- 

ing All!adc; v. Dept. of ~ g r i c d l t u r e  162 U:S. App. D.C. 122, 126 498 F. 2d 73 77 (1974) . 
Getman v NLRB 146 U.S. App. D:C. 209 213 450 F. 2d 670 '674 s tay  denied 404 US'  
1204, 92 S.Ct. 7.60 L. Ed. 2d 8 (1871). ( ~ i a c k ,  kc t in  ~reedr%Circuit iustick) ;Note, ~ h k  
of Inforrnat%onAct: A Seven-Year Assagnment, 74 0&~m. L.Rev. 895, 953 (1974). 

1t is well established t h a t  the  governmental agency has  the  burden of establishing t h a t  the 
requested material comes within one of the exceptions. See Robles v. EPA, 484 F. 2 6  843, 
545 (4th Cir 1973) ' Getman v NLRB supra a t  213 450 F. 22 a t  774. 

See ~ r i s t ' o l - ~ ~ e < s  Co. V. FTC 138 h.8.A;P. D.C. 3 2  25 424 F. 2d 935 938 (1970). 
0 Getman v. NLRB, supra note'7, a t  213 and n. 4 ,450  k. i d  674 and n. 4: 
10 162 U.S. App. D.C. a t  126,498 F. 2d a t  77 ;see Robles v. EPA, 8 y r e  note 7, 484 F. 2d a t  

845;  cf. Geetman v. NLRB, supra nore 7 a t  214. 450 F. 2d a t  G7a (Althouqh the Getman 
court assumed arguendo t h a t  a "similar file" was involved, it noted t h a t  "the real thrust  of 
Bxemption (6) is to  guard against unnecessary disclosure of fi!es . . . which would contain 
intimate details' of a 'highly personal' nature."). Bu t  cf. Wlne Hobby USA, Inc. v. IRS 
eupra note 7, 502 F. 2d a t  135 (reading L'similar files" to  include any  file containing infor: 
mation of a Personal quality and finding t h a t  the  "term similar' was [not] intended to 
narrow the  exemption from disclosure."). 

379 I?. Supp. a t  329. 
"The District Court made no reference to the  possibility t h a t  the relevant 'file" fo r  pnr- 

Doses of the Act may be one limited to  information showing the  name address and flight 
number of the travelers returning to  the United States from the ~ r a d s ~ a c i f i c  i r e a  during 
the four-month period, May 1-Sept. 1,1973. It i s  doubtful t h a t  such a limited file can fairly 
be deemed one having the quality of intimate or highly personal details. See notes 14-15 and 
text thereto. One can speculate instances in  which disclosure of such information might
prove embarrassing-e.g., to  a traveler who for  personal or  commercial reasons has  put 
forward a different account of his  activities. There may likewise be occasions where a tele- 
cast of the crowd a t  a baseball game may show and embarrass the  employee who sought and 
obtained time off for his grandmother's funeral. The issue i s  whether the nature of t h e  file 
and of the privacy interest (in the linkage of name and home address to  the "public" appeaF- 
ance of the traveler on the aircraft) i s  such a s  to  render this  a "similar file", with publlc 
disclosure constituting a 'clearly unwarranted invasion of personal privacy." 



A related question is whether any potential privacy infringement, no matter 
how slight or speculative, serves to  trigger the exemption absent a counterbalanc- 
ing public interest in disclosure or whether a threatened exposure of intimate 
or embarrassing personal details is  necessary a s  a threshold matter before the 
court proceeds to a balancing of private and public interests. The Rura<ZHousing
court indicated that  the exemption was directed a t  "intimate details" such as  
"marital status, legitimacy of children, identity of fathers of children, medical 
condition, welfare payments, alcoholic consumption, family fights, reputation, 
and so on." " However, our Getmam decision engaged in a balancing of interests 
even though the disclosure of names and addresses of certain union members 
in  tha t  case was deemed not "embarrassing" and threatened privacy only "to a 
very minimal degreee." " The invasion of privacy in this case is roughly similar 
to tha t  in  Getmum-names and addresses a re  sought along with information that 
the individual returned to the United States from Asia or Australia by a i r  
sometimme between May 1and September 1,1973.-Although a not clearly inconse- 
quential loss of privacy would be occasioned here, disclosure would result in 
less than a substantial invasion of privacy. 

Assuming argzbendo that  sufficient privacy concerns a re  implicated by appel- 
lant's disclosure requests to  warrant a balancing of competing interests, we a re  
required to ascertain exactly what privacy loss and public interest are  to be 
balanced. I n  Getman and Rural Housing, this court has weighed the privacy loss 
from disclosure to the requesting party against "the public interest purpose of 
those seeking disclosure, and whether other sources of information might suf- 
fice."l0 This formulation appears to assume, a s  Getman stated in footnote, that  
exemption ( 6 )  contemplates "an implicit limitation that the information, once 
disclosed, be used only by the requesting party and for the public interest pur- 
pose upon which the balancing was based."lT Under such a n  assumption the 
privacy loss would be narrowed by the nature of the requesting party and its 
proposed use of the information and the public interest factor would be limited to  
the purposes served by tha t  use. We believe that  there is  a substantial question 
whether Congress contemplated this limited balancing approach or whether the 
court has any independent equity authority to fashion a restrictive disclosure 
order.1s We cannot blink the wording of the central provision, 5 U.S.C. 8 552, 

= 162 U S App D C a t  126 498 F. 2d a t  77. 
14 146 TJ.'s.'dpp:~' .d.a t  214. 450 F. 2d a t  675. Rural  Howsing indicates tha t  intimate of 

highly personal details must be involved In  (order to  satisfy the  "similar files" predicate 
to the  balancing test required to ascertain whether disclosdre mould result in a "clearly
unwarranted insacion of personal privacg.'' Get7nnrr appears to have engaaed in a balanc- 
ing in a case involving a reltively minor loss of privcy only because it assumed arguendo 
t h a t  the  'similar files" predicate mas met. 

16 I n  Uetman t h e  disclosure of names and addresses of union members was deemed a rela- 
t i v e l ~minor loss of privacy. There t h e  context of the  disclosure of names and addresses also 
revealed the type of work the individual did, the person's employer, whether the person was 
a union member and the  union t o  which the  individual belonged. Disclosure exposed those 
persons to  a telhphone request t h a t  they consent to  a probing interview on union electlon 
pmcednres. Here the  information-the individual's name and  address and the fact  t h a t  he 
returned to the  United States by a i r  from Asia or  Australla between May 1 and Septem- 
ber 1 1973-comprises at least no greater a n  invasion of privacy. The only consequence of 
the exposure here i s  a maned notice informing the  person t h a t  he i s  a member of a class 
and may be awarded damages for  airline overcharges. 

I n  Wine Hobby Inc. v. IRS 502 F. 2d 138 (3d Cir. 1974) the  Third Circuit found tha t  

disclosure of namhs and  addreises of heads of famllies who p;oduce "for family use and not 

for sale a n  amount of wine not exceeding 200 gallons per annum" would constitute a n  inva- 

sion of privacy. Id. a t  134, 137. The court stated t h a t  the  requested materlal not only
revealed name and address information bu t  also "family status of the  'registrant including 
the fac t  tha t  he is not living alone and thnt  he exercise family control or respoAsibilitp in 
the honsehold" and the fact tha t  wine-making act!vities are  being conducted within the 
home. Id. a t  137. The court made no assessment of the seriousness of the ~ r i v a c v  loss tbre- 
atened by such rlisclosures other than observing thn t  "the invasion of privicv in this 
case i s  not a s  serious as  tha t  considered bv the court in other cases." Id. :see I~'B.c.2nd. 
& Corn. L. Rev. 240. 251 (1975) (concludine t h a t  such disclosures "would result in  onlv 
a minor invasion of personal nrivacy"l. No assesqment was required becaus~  the r&-
questing party "advanced no direct or  indirect public interest purpose in disclosnre of 
these lists" and the colirt itself could "conceive of none." 502 I?. 2d a t  137 Given the ab- 
senre of any perceived public interest in disclosure the court concluded t h a t  the in- 
vasion of ~ r i b a c vwould be "elearls unwarranted." Bee i o t e  25 Jnjra. 

laBee Rural Honsfng Alliance v. Dept of Amlculture supra note 7 a t  126, 498 F. 26 at 
77 :Getman v. NLRB, supra note 7. at 2i4. 450 F. 26 a t  '675 (emphasii added). 

"See146U.S.A p.D.C.at216n.24.450F.2dat677n.24.  
laWe have held t i a t  the  courts do not "have pauftable discretion to  germlt withholding of 

information whlch does not fal l  withln one of the  speciflc exemptlons to the Act." Getman v. 
NLRB supra note 7 a t  216 450 F 26 a t  677 Accord Robles v. E1PA supra note 7 484 F. 2d 
a t  847'; Soucle v. ~ a ' v i d ,145 U.S. ~ p p .D.C. lh,164,448 F.2d 1067: 1077 (1971)'; Wellford 



stating that  "[elach agency shall make available 50 the public information" set 
forth in  subsection ( a ) ,  if the exemptions listed i n  subsection (b)  a r e  inappli- 
cable. And the critical Senate Report states that  application of the exemption 
"will involve a balancing of interests between the protection of a n  individual's 
private affairs from unnecessary pubtic scrutiny, and the preservation of the  
puOlic's right to governmental information." lD That  a balancing is  envisioned 
is plain.'' What is unclear is whether the balancing is t o  be performed in the 
context of unrestricted disclosure to the public or of a use-specified release con- 
fined to the requesting par tie^.^

Further questions are  raised in this case regarding the weight of privacy in- 
terests threatened by and the public interests served by disclosure. I t  is  unclear 
what effect the absence of a governmental assurance of confidentiality t o  the 
travelers completing the customs forms and the Bureau of Customs' apparent 
assertion of authority to  make discretionary disclosure of the information have 
on the evaluation of the threat to privacy. Both of these factors mould seem to 
undercut the privacy expectations protected by exemption 6." 

As to the second half of the balancing test, the Government contends that  the 
public interest promoted by disclosure must relate to "the basic concern of the 
Act . . . to make available the legitimate information that  a n  informed elec- 
torate needs to properly monitor the activities of the federal government." The 
Secretary contends that  appellant's asserted interest in  facilitating a private 
action to enforce the antitrust laws falls outside the public interest purpose of the 
FOIA since it does not involve a n  evaluation of governmental performance." 
While we are  doubtful that  the public interest considerations can be limited to 
those a t  the core of the Act, the Secretary's argument a t  least requires us  t o  
consider whether the more general public interest in  disclosure asserted by a p  
pellant should be given less weight than a n  interest in  obtaining information 
-
,..
 Hardill 444 F. 2d 21 24-25 (4th Cir. 1971). But see Consumers Union v. Veterans Ad- 
rninistratl'on 301 F subp. 796 (S.D.N.Y. 1969). appeal diamiesed as moot, 436 F.2d 1363 
(2d Cir 197i) .  K. ~ a v i s .Adminlstrative Law Treatise $ 3A.6 a t  123-24 1970 Supp ) . cf. 
GSA v. kenson, 415 F. 26 878, 880 (9th Cir. 1969). Therefore, unless the fb)  (6) exeiption 
itself intended to  modify the "any person'' language of i? 552(a) (3) and to  permit restrlc. 
tion of disclosure to the requesting party and his proposed use the court would appear to be 
afthout authoritv to imnose such limitations through an eGercise of equitable discretion. 

18 Rep. No. 81d 89th Cong 1s t  Sess. 9 (1967) (emphasis added). The phrasing of the 
Rous; Report sugg&ts tha t  the""clearly unwarranted invasion of personal privacy" limtta- 
tion reflects a balance struck by Congress between privacy and public interests: Bee H. Rep.
No 1497 89th Cong 2d Sess. 11 (1967) ("The limitation of a 'clearly unwarranted inva- 
&oh of p.&sonal priv&y' provides a proper balance between the protection of an individual's 
right of privacy and the preservation of the  public's right to Government information by 
e~cludingthose kind of flles the disclosure of which might harm the individual.") The House 
Report may be read a s  indicating t h a t  t h e  courts are only to  assess the degree of the privacy 
invasion and are not to engage in their own case by case balancing of the private and public 
interests Bee Note Invasion of Pr ivaw and the Freedom of  Injormat3on Act: Getman v. 
NLRB 4b Geo. ~ a A h .  L. Rev. 527, 535-36 and nn. 48-49 (1972). However, courts and com- 
mentators have concluded that  the Senate Report "1s to be preferred over the House report 
as  a reliable indicator of leglslatlve intent because the House report was not published untll 
after t h ~  Srnate had already passed i ts  bill." See Getman v. NLRB, supTa note 7, a t  212 n. 
8 ,450F. 2d a t  673 n. 8 and sources cited thereat. 

20 But see Note Bupra note 1 9  at 534. 
a Uetman argn'es tha t  "[s]in;?e Exemption (61 necessarily requires the court to balance a 

public interest purpose $or disclosure of personal information against the potential Invasion 
of individual privacy" the exemption must intend to  restrict disclosure to the  requesting 
party and the proposed use. 146 U.S. Aup. D.C. a t  216 n. 24, 450 F. 2d a t  677 n. 24. However, 
the passage from the Senate Report relied upon in Uetman refers to protection against "pub- 
lic scrutiny" and to "the public's right to governmental information" rather than t o  the 
privacy risk from disclosure to  a particular requesting party or  the specific public interest 
served by that  party's proposed use of the material. A general balancing of the privacy loss 
from release to the public and the  public interest in  disclosure to the  public would carry 
out the discernlhle intent of the Senate Renort wjthmit conflicting with the Act's broad 
purpose to enable "any person" to request disclosure without making a showing that  he was 
"properly and directly concerned with the  information. See H. Rep. No. 11497, supra note 19, 
a t  1, 6, 8 ; S. Rep. No. 813, supra note 19 a t  5 .  Robles v. EPA supra note 7 484 F 2d a t  
347 and n. 6 quoting K. Davis, supra no& 19, kt 120-21 ; Steriing Drug, I&. v. FTC, 146 
U.S. Anp. D.C. 237, 243-44 n. 4. 450 B. 2d 698, 704-05 n. 4 (1971) (noting tha t  the "any 
person" language of the Act precluded a n  examination of "the applicant's need" for the 
information). While the selectivity provided by the Uetman approach might be desirable 
from a policy standpoint as  allowing a more refined harmonizing of privacy and disclosure 
interests i t  is ouestionable whether Congress intended to  create such a broad exception to 
the "any 'person" provision by adopting the "clearly unwarranted" language of exemption 6. 
The interest in disclosure to  the public mav be characterized by showing the uses contem- 
plated by some members of the public specifically, but not exclusively, the plaintiffs.

*f lee  Robles v EPA supra note 7 484 F 2d a t  846 (noting that  a promise of conflden- 
tialitv is "a fact& to 6e considered'" and fiidinS "important" the "fact tha t  the informa- 
tion" rennested had bpen re84ily made available upon request).

%Brief for Appellee a t  26-29. 



material for monitoring the Government's activities." Moreover, even if we were 
to accept the Government's argument, appellant's antitrust action might well be 
viewed a s  involving a n  indirect criticism of the performance of the CAB in pro- 
tecting the public against anticompetitive activities of regulated air  carriers." 

[4] A final aspect of the balancing approach contained in Getn~a?z and RuruZ 
Housing is whether "other sources of information might suffice." ?8 The District 
Court el~oneously stated that  "[pllaintifl recognizes the availability of other 
sufficient sources of information." The court's discussion indicates tha t  only 
"some of the information" is available from passenger lists, reservation records, 
and credit card records retained by the airline^.'^ I t  is clear, however, that 
name and address information is available from nongovernmental sources only 
for  those passengers whose tickets were mailed to them by the airlines or who 
paid for their flights by credit card.= I n  these circumstances, discovery from the 
defendants in the antitrust action would not "suffice" to meet appellant's poten- 
tial need for a complete list of names and addresses of class members. 

[5] However, although there is  no other sufficient source of information, there 
appears t o  be an alternative to the use of the FOIA to obtain the data.= Instead 
of bringing this FOIA action, appellant could have subpoenaed the custolns 
forms from the Bureau under Rule 45(b) ,  I7ed.R.Civ.P. The discovery motion 
might well have prompted the same objections that the Secretary has pressed 
in resisting the FOIA request. If disclosure under the FOIA can be restricted to 
the requesting party and his proposed use, there would not be a significant dif- 
ference between the two methods of securing the information. On the other 
hand, if a n  FOIA action results in  disclosure to the public a t  large, the disco-i-ev 
approach would avoid unnecessary infringement of privacy interests by con-
fining disclosure to  sue by the parties in  the antitrust litigation. The existence 
of the discovery alternative raises a question as  to whether resort to the FOIA 
is appropriate where the information is sought in connection with ongoing liti- 
g a t i ~ n . ~ '  

I n  view of the peculiar circumstances of the present appeal, we do not believe 
that  i t  is either a necessary or a n  appropriate allocation of judicial resources to 
resolve these difficult questions a t  this time. Appellant does not even desire 
disclosure of the requested infoination unless his antitrust action is determined 
to be maintainable as  a class action. I t  is quite possible that  the antitrust action 
will never reach tha t  stage and thus that  resolution of the FOIA claim will have 
no impact on the parties to this appeal, the parties to the antitrust action, or the 
individuals who completed the requested customs forms. The antitrust complaint 
was filed on May 22, 1973, and dismissed by the District Court pursuant to the 
defendants' motion on August 7, 1973. This court vacated the District Court's 
judgment on October 30, 1974, and remanded the case with "instructions to 
retain juriscliction while directing the parties to take appropriate action before 
the Civil Aeronautics Board." The court directed this course because of its view 
that  "the first critical, and perhaps dispositive issue in the case is : What fares 
over the Pacific, those ceasing 31 March 1973 or those to be effective through 30 
April 1973, if any, were in  effect during May 1973?" and that  "this is a n  issue 
which should be decided i n  the first instance by the Civil Aeronautics Board." 
After the CAB issned a declaratory order stating that  the April 1973 rates 
were in  effect through late July 1973, the District Court granted summary 
judgment to the defendants. 

24 This core purpose i s  reflected in the legislative history to the 1974 amendments to  the 
FOIA. referring to the 1966 Act as "milestone law [ w h ~ c h ]  marantees the rikht of pel- 
sons to  know about the business of their government" and noting tha t  the amendments a r t  
designed "to reach the goal of more efficient, promnt. and full disclosure of information 
See H. Rep. No. 876, 93d Cong., 2d Sess. 4-5, U.S. Code Cong. & Admin. News, p. 6271 
(1974).

This case is clearly distlnguishable from Wine Hobby where the only interest in disclo- 
sule asserted by the reqnestlns partv was stipulated to be private commercial evploitation 
and no direct or indirect public interest purpose was advanced by the requesting party or 
discerned by the court. 502 F. 2d a t  137. 

20 See 162 U.S. ADP. D.C. a t  126-27, 498 I?. 2d a t  77-78 ; 146 U.S. App. D.C. a t  214. 215- 
18.450 F. 2d a t  675.676-77. 

379 F Su p a t  331 (emphasis added.) 

2' Brief i'or i h e l l e e  i t  30. 

?OBoth Getman and Rural Housing focused on the availability of nongovernmental

sources of the requested information rather  than other means of obtaining the data  from 
the agency See note 25 supra. 

30 Of err v. United ktates  District Court. 511 F. 2d 192. 197-98 (9th Cir. 1975) ; Secre. 
tary of Labor v. Farino, 490 F. 2d 885. 893 (7th Cir. 1973). 



We conclude that  appellant's challenge to the District Court's dismissal of his 
FOIA action is sufficiently substantial to warrant a n  order requiring the (Secre- 
tary of the Treasury to  preserve the requested customs forms to avoid mooting 
the case. Should this court find tha t  the trial judge erred in  granting summary 
judgment in  the antitrust action and should the District Court certify that  the 
antitrust suit is properly maintainable as a class action, appellant may reactivate 
this FOIA appeal. We defer the merits of the appeal pending such future devel- 
opments and order that  appellee take appropriate steps to  preserve the requested 
information pending resolution of this appeal." 

So ordered. 
Circuit Judge ROBB would affirm the judgment of the District Court, without 

more. 

GEORGEP. SHULTZ, SECRETARY, O F  THE TREASURY,DEPARTMENT DEFENDANT 

Civ. A. No. 74-302 

UNITED STATES DISTRICT COURT, DISTRICTOF COLUMBIA.JULY19, 1974 

Action was brought pursuant to Freedom of Information Act seeking declara- 
tory and injunctive relief requiring the Secretary of the Department of Treasury 
to produce and make available for copying and inspection the United States 
Customs Declaration completed by all  persons who entered the United States by 
a i r  from certairl areas in  the transpacific air carrier market. Plaintiff moved 
for  summary judgment and defendant moved to dismiss or, in  the alternative, 
for summilry judgment. The District Court, Waddy, J., held that  with exception 
of nsmes and addresses much of the information recorded on the forms fell 
within exclusionary clause of Act for privileged or confidential commercial or 
financial information, that forms also constituted "similar files" within meaning 
of exception for  "personnel and medical files and similar files" but that  even 
though documents constituted "similar files" they were still produceable unless 
their disclosure would constitute a clearly unwarranted invasion of personal 
privacy and that  in  making such determination the court was to balance the 
interests of the parties and that  disclosure of names and addresses would con- 
stitute substantial invasion of privacy and, also, was unnecessary since such 
information could be dicovered by other methods. 

Plaintiff's motion denied, defendant's motion for summary judgment granted. 
1. Records 14 

Except for nzmes and addresses, much of the information required by the 
Government and recorded on customs declaration form is confidential information 
that  would not customarily be disclosed to the public by the person from whom 
i t  was obtained and, also public disclosure thereof imposes likelihood of harm 
to legitimate interests ; such information falls within exclusion of Freedom of 
Information Act for privileged or confidential commercial or financial informa- 
tion. 5 U.S.C.A. $552(b) (4). 

2. Records &= 14 
When completed with information as  to names, ages, citizenship, residency, 

personal finances, etc., the customs declaration form 6059-B contains intimate 
details of a highly personal nature and constitutes "similar files" within mean- 
ing of the exemption requirement of Freedom of Information Act for personnel 
and medicnl files and similar files, disclosure of which would constitute a clearly 
unwarranted invasion of personal privacy. 5 U.S.C.A. § 552(b) (6) .

XOTE.-S~~publication Words and Phrases for other judicial constructions and 
definitions. 

31 This preservation order simply implements appellees' undertaking to "preserve the cus- 
toms undertaking to "preserve the customs declarations involved in this suit . . . pending
resolution of this case." See Letter from Arnold T. Aikens to Raymond T. Bonner, Oct. 9,
1974. There may be a limited housekeeping burden on the Government pendente lite, but 
this is not commensurate with the harm of a disclosure vlolating a statutory provision. 



3. Records W 14 
Even through documents constitute "similar files" within meaning of exemption 

of Freedom of Information Act for personnel and medical files and similar files, 
such documents a r e  produceable unless their disclosure constitute a clearly un-
warranted invasion of personal privacy ;i n  making such determination the court 
must exercise i ts  discretion by balancing the interests of the parties, i. e., the 
right of the public to have access to  government information, including the rea-
sons for the particular request for the documents a t  issue, against the right of 
personal privacy of the affected individuals. 5 U.S.C.A. § 552(b) (6) .  

4. Records @= 14 
Neither names and addresses nor other information furnished on customs 

declaration forms were required to  be disclosed to plaintiff, who sought names 
and addresses of passengers who flew in the transpacific market for  purpose of 
maintaining class action charging a i r  carriers with violating antitrust law a s  
regards a i r  fares, since not only would disclosure of names and addresses a s  well 
a s  other information constitute a substantial invasion of privacy but such dis-
closure mas unnecessary since, even if antitrust complaint, which had been dis-
missed a t  trial level, were reinstated on appeal the desired information could be 
obtained by way of discovery. 5 U.S.C.A. § 552 (b)  (6) .  

Raymond T. Bonner and Ronald L. Plesser, Washington, D.C., for plaintiff. 
Earl  J. Silbert, U.S. Atty., Arnold T. Aikens and Eric B. Marcy, Asst. U.S. Attys., 

Washington, D.C., for  defendant. 

MEMORAKDUM OPINION 

WADDY,District Judge. 
I. 

This  case is before the Court on the motion of plaintiff fo r  summary judgment 
and defendant's motion to dismiss or in  the alternative for summary judgment. 
This action is brought pursuant t-othe Freedom of Information Act, 5 U.S.C. § 552, 
and this Court has  jurisdiction pursuant t o  5 U.S.C. $552(a)  (3) of that  Act. 
Plaintiff Ditlow seeks declaratory and injunctive relief, requiring defendant to  
produce and make available for copying and inspection the U.S. Customs Declara-
tion (Customs Form 6059-B, November 1972) completed by all  persons who 
entered the United States by a i r  from points i n  Asia/Australia/Australasia 
between May 1,1973, and September 1,1974. 

Plaintiff claims that  he seeks the names and addresses appearing on the 
Customs Declarations "in order to fulfill his obligations a s  representative of the 
class of all passengers who were charged unlawful fares pursuant to the violations 
of l a w  alleged in [another] action." The other action referred to by plaintiff i s  
Civil Action 99S73 (D.D.C.), in  anti-trust action brought by plaintiff against 
Pan  American World Airways Inc., and nine other airlines engaged in the trans-
portation of passengers in the transpacific market. I n  that  action plaintiff seeks 
to recover on his own behalf the sum of $125.40 and three-fold damages for  each 
person who flew via the defendants' airlines between points in the United States 
and points in  AsiaJAustralL/Australasia and islands in  the Pacific during the 
identified period. The case was dismissed by this Court on August 7, 1973 for  
failure to s tate  a claim upon which relief can be granted under the Sherman 
Antitmist Act. I t  is currently pending before the United States Court of Appeals, 
D.C. Circuit, No. 73-1936. 

The defendant, Secretary of the Department of the Treasury, under whose 
jurisdiction falls the Bureau of Cusboms, and who has custody of the requested 
documents, opposes disclosure of this information on the grounds that  such in-
formation is specifically exempted by sections 552(b) (4) and (b)  (6)l  of the 
Freedom of Information Act. 

ection 552 of the FOIA provides inter alia, 
"Tb) This section does not apply tb matters that a r e -

* * 
(4) trade secrets and commercial or financial information obtained from a person and 

privileged or confidential ; 

(6) personnel and medical files and similar files the disclosure of which would consti-
tute a clearly unwarranted invasion of personal privacy ;" 



The material facts a re  these: all  persons entering the United States a re  re- 
quired to complete U.S. Customs Declaration form 6059-B, and these completed 
forms are  kept in the possession of the Department of the Treasury. This form 
consists of one sheet of paper with inquiries on both sides. The front side requests 
the following information: (1)  the name of the declarant ; (2)  the declarant's 
date of birth ; (3) the vessel or airline and flight number on which the declarant 
arrived ; (4)  the declarant's citizenship ; (5) residency ; (6)  permanent ad- 
dress; (7)  address while i n  the United States; (8) the name and relationship 
of accompanying family members (9)  whether o r  not declarant o r  anyone in 
declarant's party is carrying any agricultural o r  meat products o r  pets; (10)
whether or not anyone is carrying over $5000 in coin, currency, o r  negotialble 
instruments ; (11) a certification by declarant tha t  all  statements on the  declara- 
tion a re  true, correct and complete; and, if declarant is  a noncitizen, (12) re- 
quests the place his visa was issued and (13) the date  i t  was issued. The back 
side of the form requests a detailed list of all  articles acquired abroad which 
a re  in declarant's possession a t  the time of arrival, including price infonmation 
on articles so acquired. 

Plaintiff, through his attorney, requested access to  the Customs Declaration 
forms in a letter to the regional commissioners of customs in Los Angeles and 
San Francisco, wherein plaintiff specified his particular interest in  the names 
and addresses of the declarants. This request was denied by the Assistant Cam- 
missioner, Officer of Regulations and Rulings, Department of the Treasury, 
Bureau of Customs, on the ground that the "declarations contain commercial 
or financial information which is  prseleged or confidential and, therefore, is  
exempt from disclosure under the provisions of 5 U.S.C. !j 552(6)(4)" and paral- 
lel sections of the Customs Regulations. Plaintiff appealed this decision to the 
Comimssioner, Bureau of Customs, and emphasized that  the only information 
sought off the forms was the names and addresses of the declarants. The appeal 
was denied. 

'In denying. the a ~ ~ e a l .  the Commissioner of Customs re-asserted bhe view tha t  
the infoirmation re&ested was exempt from disclosure under the provisions of 
5 U.S.C: 5 552(b) (4 ) ,  stating: 

"We interpret the terms 'commercial or financial information' a s  used in the 
statute and in our regulations to include the fact  of a person's arrival a t  a port
in  the United States from a n  overseas destination via a named air  carrier, and 
we believe the fact of his arrival to  be privileged or confidential." 

5 U.S.C. 5 552 (1970). 
The Commissioner denied the apueal on the additional mound that  "disclosure 

of the  information requested would violate the right of &rsonal privacy of the 
affected individuals, 5 U.S.C. 552(tb) (6) . . ." and cited the case of Getman 
v. N.L.R.B., 146 U.S. App. D.C. 209, 450 F.2d 670, 674 (1971). wherein the Court 
stated that it is necessary "to balance the right of ~ r i v a c ~  of affected individuals 
against the right of the public to be infom-ed." gain plaintiff appealed to the 
Commissioner, reiterating that  he was seeking only the names and addresses 
which appear on the  declarations, and requesting the Commissioner to recon- 
sider his earlier denial i n  light of relevant judiciaI decisions handed down sub- 
sequent to the Commissioner's initial denal. Ths request was dened on the basis 
that  the "information is  confidential and exempt from disclosure under the 
provisions of 5 U.S.C. 552(b) (61." No mention is made i n  this letter of any 
denial under 5 U.S.C. $552(b) (4).  Shortly thereafter the present action was 
filed. 

[I] With respect to Exemption (4)  i t  appears to this Coupt that  much of the 
information required by the Government and recorded on the Customs Declara- 
tion form is confidential information that  would not customarily be disclosed 
to the public )by the person frcm whom i t  was obtained and also tha t  public dis- 
closure of the information poses the likelihood of harm to legitimate private 
interests. Disclosure of such information is excluded by Exemption (4) .  Cf. 
National Parks and Conservation Ass'n v. Morton, D.S.Qr., 498 F.2d 765 (1974). 
However, bare disclosure of the names and addresses of the  passengers is not 
precluded by Exemption (4)  and might 'be disclosed unless nondisclosure is re-
quired by Exemption (6) .  
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IT. 


[23 Any holding that Exemption (6) is applicable to certain documents must 
be predicated on a finding that the subject documents are  either "personnel", 
"medical" or "similar files" within the meaning of that  Exemption. There is no 
contention tha t  the documents plaintiff seeks i n  this case a re  "personnel" or 
"medical" files. On the question of what the term "similar files" means, the Court 
in  Getman said : 

"Both the House and Senate reports on the bill which became the Freedom 
of Information Act indicate that  the real thrust of Exemption (6)  is to guard 
against uw?tecessary disclosure of files of such agencies a s  the Veterans *4dmin- 
istration or the Welfare Department or Selective Service or Bureau of Prisons, 
which would contain 'intimate details' of a 'highly personal' natnre." (footnotes 
omitted) (emphasis supplied). 450 F.2d a t  675. See also, Robles v. Environ-
mental Protection Agency, 4 Cir., 484 F.2d 843, 84.5 (1973). 

Although no promise of confidentiality was made a t  the time the informat'ion 
to  complete Form 6059-B was obtained, the individuals entering the country 
were, required by law to divulge information that  they would not otherwise 
disseminate for general and public use. This informstioll concerns their names, 
aqes, citizenship, residency, permanent addresses, addresses while i n  the United 
States, the names and relationship of family members, personal finances, when 
and where their visas were issued, and all acquisitions nrhile abroad, including 
the price thereof. This Court is of the opinion, and finds, that  the Custom Declara- 
tion Form 6059-B, when completed with the above-mentioned information, con- 
tains "intimate details" of a "highly personal" nature and a re  "similar files" 
within the meaning of Exemption (6). 

v. 
[3, 41 Even though the documents in question a re  "sinlilar files" within the 

meaning of Exemption (6) ,  they a re  still producible unless their disclosure 
mould constitute a "clearly unwarranted invasion of personal privacy." The 
Court of Appeals in  Getman stated that  the ". . . statutory language 'clearly 
unwarranted' instructs the court to tilt the balance i n  favor of disclosure." 450 
F.2d a t  674. The Court of Appeals also teaches i n  Gettnan that  Esenlption (6 )  
is unique among the nine exemptions enumerated in 5 552(b) in two major 
respects. First, it calls for the Court to exercise its discretion by balancing the 
interests of the parties, i. e. the right of the public to hace access to govern- 
mental information against the right of personal priracy of affected individuals. 
450 F.2d a t  674. The Court stated in footnote 10 : 

"Any discretionary balancing of competing interests will necessarily he inron- 
sistent with the purpose of the Act to give agencies, and courts as  well, definitive 
zuidelines in setting information policies . . . But Exemption (6) ,  by its explicit 
language, calls for such balancing and must therefore be viewed as  an exception 
to the  general thrust of the Act. S.Rep., a t  9, explains : 

'The phrase "clearly unwarranted invasion of personal privacy" enun-
ciates a policy that  will involve a balancing of interests between the pro- 
tection of a n  individual's private affairs from unnecessary public scrutiny, 
and the preservation of the public's right to  qovernmental information. The 
application of this policy should lend itself particularly to those Govern- 
ment agencies where persons a re  required to submit vast amounts of per- 
sonal data usually for limited purposes. * * *' 

We note in passing that  no other exemption specifically requires balancinq. 
In  view of the Act's basic purpose to  limit discretion and encourage disclosure, 
we believe that  Exemption ( 6 )  should be treatecl a s  nniqne, and that  equitahle 
discretion should not be imported into any of the other esemptions . . ." 450 
F.2d a t  674 n. 10. 

Second, the Getman Court recognized that  Exemption (6)  is also unique in 
that  the reasons of a plaintiff for requesting access to cloc~~nents  a re  relevant 
to the balancing process and mnst he taken into ncroiint Tt stxtecl : 

"Although one of the purposes of the 1967 Freedom of Information Act r a s  
to limit agency discretion not to disclose by Rhandoning the former ground rule 
that  a person requesting information show he mas 'properly and directly con-
cerned,' and by instead warranting disclosure to 'any person.' we find that Ihis 
purpose is in unavoidable conflict with the explicit balancing requirement of 



Exemption (6)  . . . . Since Ememption (6)  necessarily requires the cofhrt to bal- 
ance a public interest purpose for  disclosure of personal inforntatiolt against t l ~ e  
potential invasion of individual privacy, a court's decision to grant disclosure 
under Exemptio.12 (G) carries with i t  a n  implicit limitation that the information, 
once disclosed, be used only by the I-equesting party and for the public interest 
purpose upon which the balancing was based . . . ." (emphasis supplied). 450 
F.2d a t  677 n. 24. 

I n  the very recent case of Rural Housing Alliance v. U.S. Department of 
Agriculture e t  al., D.C.Cir., 498 F F d  73, 77 (1974), the Court of Appeals stated: 

". . . that  in  balancing interests the court should first determine if disclosure 
would constitute a n  invasion of privacy, and how severe an invasion. Second, the 
court should weigh the public interest purpose of those seeking disclosure, and  
whether other sources of information might suffice." 

In the first prayer of the complaint and in his motion for summary judgment, 
plaintiff asks the Court to rule that  the Custow~s Decla~ation forms be made 
available to him. He has also presented to the Court a form of order and judg- 
ment that  is not limited to the disclosure of the names and addresses of the 
passengers but would also make available to him the complete Customs Declara- 
tion forms. This Court has concluded from the subnlissions of the parties that  the 
disclosure of the highly personal and intimate details contained on the com-
pleted Customs Declaration forms for the purpose alleged by the plaintid is 
totally unnecessary and would constitute a clearly unwarranted inrlasion of 
personal property. Having so concluded, the Court must now consider whether, 
under the circumstances of this case, the disclcsure of the names and addresses 
only is foreclosed by Exemption (6) .  

I n  his appeal to the Commissioner, Bureau of Customs, dated Augnst 7, 1973, 

plaintiff, through counsel, emphasized ". . . tha t  the only infornlation we want 

is  the name end address of the passenger; we have no interest in  obtaining 

any financial or commercial information." 


The Getmm Court, in  ruling on the producibility of the Excelsior lists 

(names of persons eligible to vote in  a representation dispute), stated ". . . 

in  themselves a bare name and address give no information about a n  indi-

vidual which is  embarrassing"; and, af ter  considering the purpose for which 

plaintiffs sought the lists, found that  ". . . while recognizing that  such dis- 

closure does involve some invasion of privacy, . . . the invasion itself is  to a 

very minimal degree." 450 F.2d a t  675. 


As distinguished from the finding of the Court of Appeals in Getman, this 
Court finds that  the disclosure of the bare names and addresses sought herein 
by plaintiff will reveal that  a n  individual was outside of the United States prior 
to a given date;  the date of his return or initial entry to the United state^; 
the general area of the world in  which he had traveled; and the general area 
from which he came to  the United States. Such information is confiden-
t ia l ;  may be embarrassing; and i ts  disclosure would constitute a scbslantial 
invasion of privacy. 

In  the balancing process required by Exemption (6),the Court must consider 
also the reasons of the plaintiff for seeking access to the documents and weigh 
his public interest purpose. I n  his complaint plaintiff alleges that  he ". . . . 
i~seeking the names and addresses appearing on the Customs Declarations 
. . . in order to fulfill his obligations a s  representative of the class of all  
passengers who were charged unlawful fares pursuant to the violations of 
law alleged in . . ." a certain class action. It so happens. however, that  this 
action is pending in the United States Court of Appeals, D.C. Circuit, on appeal 
from a judgment of the United States District Court dismissing the complaint. 
Assuming that the search for members of the class i n  a private lawsuit of this 
nature serves a public interest, if the Court of Appeals affirms the District 
Court's dismissal of the class action, plaintiff will have no reason to obtain 
the names and addresses of the passengers and no public interest purpose will 
then be served by such disclosure. On the other hand, if the Court of Appeals 
reverses the District Court and reinstates the Complaint. the plaintiE mill have 
available to him other sources of obtaining the desired information. For esam- 
ple. he may. by use of the discovery rules of the Federal Rules of Civil Pro- 
cedure, require the defendants t o  produce the names and addresses. Plaintiffs 
recognizes the availability of other sufficient sources of information. I n  foot- 
note 5 of his Reply to D~fendants'  Motion To Dismiss Or I n  The Alternative 
For Summary Judgment, h e  states : 



"In fact, some of the information contained on the Customs Declaration is  
available elsewhere. Civil Aeronautics Board Regulations require the airlines 
to  maintain ticket coupons and reservation records. 14 C.F.R. $249.13, lines 
151(a) & 301. From these can be obtained the passenger's name, home and/or 
business telephone number, flight number and date, and often the passenger's 
address. Airlines also maintain flight manifests which contain the passenger's 
name and information about the flight. Finally, for those passengers who utilize 
credit cards, the receipt retained by the airline shows the passenger's name, 
information about the flight and the credit card number." 

Attached to the  above-mentioned Reply is the affidavit of plaintiff's counsel in 
which he states under oath that  he has had lengthy discussions with counsel 
for  Pan  American, e t  al. i n  the above action and, a s  a result of those discus- 
sions and his own research, he has determined the availability of those other 
sources of information. I n  Rural Housing Alliance, supra, the Court of Appeals 
directs that  i n  balancing interests ". . . the Court should weigh the public in. 
terest purpose of those seeking disclosure, and whether other sources of infor- 
mation may  surie." (Emphasis supplied). 

I n  sum, this Court finds that  disclosure of the names and addresses appear- 
ing on the Customs Declaration forms would constitute a substantial invasion 
of privacy ; that  such disclosure is unnecessary i n  this case ; that  protection 
of the individual from the potential invasion of privacy outweighs the public 
interest purpose for disclosure. Therefore, disclosure would constitute a "clearly 
unwarranted invasion of personal privacy." 

Plaintiff's motion for summary jud,aent will be denied. Defendant's alter- 
native motion for summary jud-aent will be granted. 

WINE HOBBY USA, INC. V. UNITED STATES REVENUEINTERNAL SERVICE 

Appeal of United States Bureau of Alcohol, Tobacco and Firearms. 

SUBMITTEDMAY 30, ~S~'&--DECIDED AUGUST19, 1974 

Distributor of amateur wine-making equipment brought action under Free- 
dom of Information Act to obtain names and addresses of persons filing form 
with Bureau of Alcohol, Tobacco and Firearms for purpose of being permitted to 
produce wine for use of their families without payment of tax. The United States 
District Court for the Eastern District of Pennsylvania, E. Mac Troutman, J.,363 
F. Supp. 231 ordered that  names and addresses be disclosed, and Government ap- 
pealed. The Court of Appeals, Rosenn, Circuit Judge, held that  information sought 
was within exemption for "personnel and medical files and similar files the dis- 
closure of which would constitute a clearly unwarranted invasion of personal 
privacy."

*Judgment reversed. 
1. Records b 14 

Purpose of Freedom of Information Act is to provide necessary machinery to  
assure the availability of government information necessary to a n  informed elec- 
torate by permitting access to  official information shielded unnecessarily from 
public view and attempting to create judicially enforceable public right to secure 
such information from possibly unwilling official hands. 5 U.S.C.A. § 552. 
2. 	 Records @= 14 

Information, which, for advertising purposes, was sought pursuant to Freedom 
of Information Act by distributor of amateur wine-making equipment and which 
consisted of names and addresses of persons filing form with Bureau of Alcohol, 
Tobacco and Firearms for purpose of being permitted to produce wine for use 
of their families without payment of tax, was within exemption for "personnel 
and medica81 files and similar files the disclosure of which would constitute a 
clearly unwarranted invasion of personal pfivacy." 5 U.S.C.A. §$552, 552(a) 
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(3) ,  (b )  (6)  ; 26 U.S.C.A. (I.R.C. 1954) $$5041(a, d ) ,  5042(a) (2) ,  5043 (a, b ) ,  
5661 ( a ) ,  5687 ; Federal Alcohol Administration Act, $13 ( b )  (1),7, 27 U.S.C.A. 
$$203(b) ( I ) ,  207. 
3. 	Records @;;, 14 

Use of word "similar" within Freedom of Information Act exemption for  "per- 
sonnel and medical files and similar files the disclosure of which would constitute 
a clearly unwarranted invasion of personal privacy" was not intended to narrow 
the exemption from disclosure and permit release of files which would other- 
wise be exempt because of resultant invasion of privacy. 5 U.S.C.A. $$ 552, 552 
( b )(6).  
4. 	 Records 014 

I n  determining whether information sought is within Freedom of Information 
Act exemption for "personnel and medical files and similar files the disclosure 
of which would constitute a clearly unwarranted invasion of personal privacy," 
public interest purpose for disclosure of personal information must be balanced 
against potential invasion of individual privacy. 5 U.S.C.A. $ 552(b)  (6). 
5. 	 Records G== 14 

Disclosure of facts concerning family status of person, including fact that  he 
is  not living alone and that  he exercises family control or responsibility i n  the 
household, constitutes a n  "invasion of personal privacy" within Freedom of In- 
formation Act exemption for "personnel and medical files and similar files the 
disclosure of which would constitute a clearly unwarranted invasion of personal 
privacy." 5 U.S.C.A. 	 $ 552 (b)  (6) .  

Irving Jaffe, Acting Asst. Atty. Gen., Robert E. J. Curran, U.S. Atty., David 
M. Cohen, Meyer Rothwacks, Scott P. Crampton, Appellate Section, Tax  Div., 
U.S. Dept. of Justice, Washington, D.C., for appellant. 

James G. Watt, Butz, Hudders & Tallman, Allentown, Pa., for appellee. 
Before EALODNER, ROSENNand HUNTEB, Circuit Judges. 

OPINION O F  THE COURT 

ROSENN,Circuit Judge. 
This apped  requires us  to consider the "invasion of privacy" exemption to the 

Freedom of Information Act, 5 U.S.C. $552. Plaintiff, Wine Hobby USA, Inc. 
(Wine Hobby), a Pennsylvania corporation, brought suit to  obtain the names 
and addresses of all persons who have registered with the United States Bureau 
of Alcohol, Tobacco and f i rearms to produce wine for family use i n  the Mid- 
Atlantic region.' The diqtrict court ordered that  the names and addresses be dis- 
closed? The Government appeals, contending 

(1)  that  the material sought is exempt from compulsory disclosure under 
Exemption (6)  to  the Act, § 552 (b)  (6 ) ,  which excludes from the  Act's coverage 
"personnel and medicM files and similar files the disclosure of which would con- 
stitute a clearly unwarranted invasion of personal privacy," and 

(2)  alternatively, that  the district court possesses equitable jurisdiction to  
decline to  order disclosure in  the circumstances of this case. 

Under the Internal Revenue Code and the Federal Alcohol Administration 
Act, persons who produce wine a r e  subject to  certain permit, bonding, and t a x  re. 
quiremenk3 Criminal penalties a re  provided for  noncompliance? An exception 
to these requirements is provided by statute in  the case of a "duly registered 
head of any family" who produces "for family use and not for sale a n  amount of 
wine not exceeding 200 gallons per annum." ' , 

Pursuant to  regulations: registration under the stautory exception i s  effected 

l T h e  oarties have s t i ~ u l a t e d  i n  the district court t h a t  Wine Hobby has  exhausted its 
administiative remedies. -

atThe district court's opinion, is reported a t  363 F. Supp. 231 (E.D.Pa. 1973). The court 
stayed i t s  disclosure order pending this appeal. 

826 U.S.C. $ 8  5041 ( a )  (d )  . 5043 ( a )  (b)  , 27 U.S.C. 5 203(b) (1). 
4 26 U.S.C. 6 9  5661(a),'5687'; 27 U.S.C: I 2d7. 

26 U.S.C. 9 5042(a) (2). 
'26 C.F.R. $ 8  240.540-543. The regulations provide t h a t  a n  individual is deemed to  be 

the head of a family "only if he exercises family control or responsibility over one or 
more individuals closely connected with him by blood relationship, relationship by mar-
riage. or by adootion. and who are living with him in one household." The exemotion does 
not-apply l o ,  &ter nlia, "wine p roducd  by a single person unless he i s  the head of a 
Family" or "wine produced by a marrled man living apart  from his family." 

http:(E.D.Pa


by filing Form 1541 with the Bureau of Alcohol, Tobacco and Firearms. Upon 
cletermination that  the person is qualified, Form 1541 is stamped, one copy is re- 
t~ i rnedto the registrant and the remaining copy is  placed in the Bureau's files. 
Records of the Bureau indicate that  in  fiscal year 1973, 64,756 Forms 1541 were 
a ry  1974, 41,585 Forms 1541 were on file, including 4.000 in the Mid-Atlantic 
region. 

Wine Hobby is  engaged in the business of selling.and distribntina amateur 
winemaking equipment and supplies to amateur winemakers through franchises, 
wholly owned retail stores, and by mail order. Wine Hobby has stipulated in the 
district court that its purpose in obtaining the names and addresses of the 
Form 1541 registrants is "to enable plaintiff to forward catalogues and other 
announcements to these persons regarding equipment and supplies that  the plain- 
tiff offers for sale." ? 

[I] TVe begin with the recogniton that  the Freedom of Information Act, 
enacted to remedy the inadequacies of its predecessor, section 3 of the Admin- 
istrative Procedure Act, 5 U.S.C. § 1002 (1964) : 

is  broadly conceived. It seeks to permit access to official information long 
shielded unnecessarily from public view and attempts to  create a judicially 
enforceable public right to secure such information from possibly unwilling 
official hands. 

Environmental Protection Agency r. Mink, 410 U.S. 73, SO, 93 S.Ct. 827, 36 
L.Ed.2d 119 (1973). The Act was intended to provide "the necessary machinery 
to assure the availability of Government information necessary to a n  informed 
electorate."' An integral part of the Act, however, is  the nine enumerated 
exceptions. As the Senate Committee pointed out in  its report : 

At the same time that  a broad philosophy of "freedom of information" 
is  enacted into law, i t  is necessary to protect certain equally important rights 
of privacy with respect to certain information in Government files, such as  
medical and personnel records. It is 'also necessary for the very operation 
of our Government t o  allow it to keep confidential certain material, such 
as  the investigatory files of the Fedreal Bureau of Inrestigation. 

Senate Report No. 813, 89th Cong., 1st Sess. 3 (1965) (hereinafter "S. Rep."). 
[21 The Government relies on Exemption (6)  a s  the basis for refusing to 

supply the information requested by Wine Hobby. The district court reluctantly 
concluded that  despite the potential for abuse, the names and addresses sought 
here were not subject to this exemption a s  an invasion of privacy. The court 
also held that  it had no power to  exercise i t s  equitable discretion t o  withhold 
and no alternative but to grant the request. We hold that  the names and addresses 
sought a re  within the exemption and me therefore reverse. 

To qualify under Exemption (6) ,  the requested information must consist of 
"personnel, medical or similar files," and the disclosure of the material must 
constitute a "clealy unwarranted invasion of personal privacy." 

We believe that the list of names and addresses is a "file" within the meaning 
of Exexnption (6) .  A broad interpretation of the statutory term to include names 
and addresses is  necessary t o  avoid a denial of statutory protection in a case 
where release of requested materials would result in a clearly unwarranted 
invasion of personal privacy. Since the thrust of the exemption is  to avoid 
unwarranted invasions of privacy, the term "files" should not he given a n  inter- 
pretation that  would often preclude inquiry into this more crucial questicm.' 

[3] Furthermore, we believe the list of names and addresses is  a file "similar" 
to the personnel and medical files specifically referred to in the exemption. The 
comlnon denomillator in  "personnel and medical and similar files" is the persolla1 
quality of information in the file, the disclosure of which may constitute a 
clealy unwarranted invasion of personal privacy. V e  do not believe that  the 
use of the term "similar" was intended to narrow the esemption from disclosure 
and permit the release of files which mould otherwise be exempt because of the 
resultant iiirasion of privacy. 

7 \Tine Hobby has  declined to  pnrticipate i n  t h i s  appeal,  e i ther  i n  filing bricfs o r  
participating i n  oral nrgument. 

8H. Rep. No. 1497. 89th Con,rr. 2d Sess. (1966) ,  reproduced, 1966 U.S. Code, C O X .  & 
Admin. News, pp. 2418-2429 (liereinafter "H. Rep.").

OFoi. example. were purchasers of contraceptives required to . regis ter  wi th  the  Govern- 
ment. nnd were a plnintitP to  request disclosure of t h e  names and  a d d r ~ s s e s  of sl!ch 
regis t rants  a nnrrow constructlon of "files" would reanire discloure by preventing
inquiry int; t h e  invasion of prfvncy which woul(1 result  from disclosure. 



TVe now turn to the Government's contention that  disclosure of the names 
and addreses to Wine Hobby would result in  a "clearly unwarranted invasion 
of personal privacy." Because of a n  apparent conflict in the circuits,1° we must 
first consider whether the statutory language, which clearly demands a n  
exaxnination of the invasion of privacy, also requires inquiry into the interest 
in disclosure. 

[&I Our examination of the statute and its legislative history leads us  to 
conclude, in  the language of the District of Columbia Circuit, that  ''Exemption 
(6) necessarily requires the court to balance a public interest purpose for 
disclosure of personal information against the potential invasion of individual 
privacy." Getman v. N.L.R.B., 450 F.2d a t  677 n. 24 (1971).- On i ts  face, the 
statute, by the use of term "unwarranted," compels a balancing of interest. The 
interpretation, moreover, is  supported by the legislative history.= 

We disagree ivith the view of t,he Fourth Circuit that  the language of $552 
( a )  (3)  precludes a balancing of interests to determine the application of Exemp- 
tion (6).=That  paragraph m-hich amended a provision of section 3 of the Ad- 
ministrative Procedure Act which required that the plaintiff be "properly and 
directly concerned," authorizes release of informatioll to "any person." The 
Fourth Circuit apparently construed the amendment to  prevent a n  inquiry into 
the pnrpose asserted by a n  individual plaintiff. Significantly, however, the para- 
graph applies only to  matters not within any of the exemptions enumerated in 
$552(b) .  Thus i t  is  only non-exempt material that  must be made available to  
"any person." l4 We see nothing in S 552(a) (3)  therefore that  precludes balanc- 
ing to determine whether particular information is within a statutory exemption. 

151 To apply the balancing test to the facts of this case we must determine 
m-hether release of the names and addresses would constitute a n  invasion of per- 
sonal privacy and, if so, balance the seriousness of that  invasion with the purpose 
asserted for release. Getman v. N.L.R.B., supra. Turning to the first considera- 
tion, me conclude that  disclosure would involve au  invasion of privacy. AS the 
Government points out in  its brief, there are  few things which pertain to a n  in- 
dividual in  which his privacy has traditionally been more respected than his own 
home. Mr. Chief Justice Burger recently stated : 

The ancient concept tha t  "a man's home is his castle" into which "not even 
the king may enter" has lost none of i ts  vitality. ... 

Rowan v. United States Post Office Dept., 397 U.S. 'is, 737, 90 S.Ct 1484, 1491, 
25 L.Ed.2d 736 (1970). Disclosure of the requested lists would involve a release 
of each registrant's home address, information that  the individual may fervently 
wish to remain confidential or only selectively released.= One consequence of this 

10Compare Getman v. N.L.R.B. 146 U.S. App. D.C. 209 450 F.2d 670 (1971). and 
R?se v. Dept. of the Air Force, 495 F.2d 261 (2d Cir., 1974)' with Robles v. Environmen- 
t a l  Protection Agency, 484 F.2d 543 (4th Cir. 1973). See aZko Note, Inrasion of Privacy 
and the Freedom of Information Act: Getman v. N.L.R.B., 40 Geo. Wash. L. Rev. 527 
(1972). 

11 I n  Getmaa, the court considered the application of Esemption (6 )  to a request I?y two 

labor law professors for the lists of names and home addresses of employees eligible to 

!-ate in  representation elections. The p~,ofessors n7ere engaged in a study of N.L.R.B. repre-

sentation election rules and intended to use the employee lists to facilitate the srheduling 

of interviews with affected employees. The court held the employee !ists disclosable, 

fincling tha t  disclosure fo r  the purpose of the professors' study was "I£ anything . ..'. 
clexrls warranted." 


:2 The Senate Report provid(!s ( a t  9 )  : 

The phrase "clearly unwarranted inrasion of personal privacy" enunciates a policy


t h a t  will inmolce a balancing of intel-ests between the protection of a n  indivirloal's private 
affairs from unnecessary pnblic scrutiny, and the preservation of the public's r ight  to 
governmental iniormntion. The application of this policy should lend itself partlcnlarly to 
those Gorernmcnt agencies liere re persons are  required to submit vast  amounts of personal 
data  lisnal!y f o r  limited pnrposm. . . . [Emphasis supplied.] 

'"obles v. Environmental Protection Agency. 454 F. 2d 8.23 (4th Cir. 1978). 
I n  RobTes, plaintiffs souglit the names and addresses of persons who occi~olcd b!~ildiqgs 

which bad heen monitoreA by  the E.P.A. for radiation levels and possible radloactlve 
emissions. The court held Exemption (6) inapplicable and ordered disclosure. 

"The Spnate Report proviclc~s ( a t  5-G)  : 
[The proposed Act] eliminates the test of who shall have the right to different 

information. For  the great majority of different records, the public as a whole has a 
right to know what  i ts  (:overnment is doin,". There is. of course, a certain need for 
confidentiality in some aspects of Government operations and these are  protected
svecificnlly: but ow.tside these limited areas, all c i t i z e ? ~ ~have a right to knozc. 
IEmphasis snpnlierl. 1 

IS That  society recomizes the individual's interest in  keeping his address. private is 
inrlicated in such Practices a s  non-listing of telephone numbers and the renting of post
ofice boxes. 



disclosure is that a registrant will be subjected to uhsolicited and possibly un- 
wanted mail from Wine Hobby and perhaps offensive mail from others.'" More- 
over, information concerning personal activities within the home, namely wine- 
making, is revealed by disclosure. Similarly, dislosure reveals information con- 
cerning the family status of the registrant, including the fact that he is not living 
alone and that he exercises family control or responsibility in the household. Dis- 
closure of these facts concerning the home and private activities within it con-
stitutes an "invasion of personal privacy." 

We must now balance the seriousness of this invasion of privacy against the 
public interest purpose asserted by the plaintiff. As noted, the sole purpose for 
which Wine Hobby has stipulated that i t  seeks the information is for private 
commercial exploitation. Wine Hobby advanced no direct Or indirect public in- 
terest purpose in discIosure of these lists and indeed, we can conceive of none." 
The disclosure of names of potential customers for commercial business is wholly 
unrelated to the purposes behind the Freedom of Information Act and was never 
contemplated by Congress in enacting the Act. In light of this failure by Wine 
Hobby to assert a public interest purpose for disclosure, we conclude that the 
invasion of privacy caused by disclosure would be "clearly unwarranted," even 
though the invasion of privacy in this case is not as serious as that considered 
by the court in other cases, see, e.g., Rose v. Dept. of the Air Force, 495 F.2d 261 
(2d Cir. 1974)JROn balance, therefore, we believe that the list of names and 
addresses of the Form 1541 registrants is exempted from disclosure under § 552 
(b) (6) in the circumstances of this case. 

Because we believe that the information requested by Wine Hobby is exempted 
from disclosure under a specific statutory exemption, we need not reach the ques- 
tion of whether, were the material not specifically exempted, the district court 
Possesses equitable jurisdiction to decline to order disclosure. 

The judgment of the district court will be reversed. 

WINE HOBBY, USA, INC.2). UNITED STATES O F  ALCOHOL, AWDBUREAU TOBACCO 
F~RE~RMs 

Civ. A. No. 72-1629 

UNITEDSTATES SEPTEMBERDISTRICT COWT, E. D. PENNSYLVANIA, 10, 1973 

Distributor of wine-making equipment brought action under Freedom of In- 
formation Act to obtain names and addresses of persons who, for purposes of 
being permitted to produce wine for use of their families without payment of 
tax, filed form in region of Bureau of Alcohol, Tobacco and Firearms. On par- 
ties' motions for summary judgment, the District Court, Troutman, J., held that 
information sought was not subject to statutory exemption for "personnel and 
medical files and similar files the disclosure of which would constitute a clearly 
unwarranted invasion of personal privacy." 

Plaintiff's motion granted ; defendant's motion denied. 
!. Records c i b  14 

Needs of party seeking relief under Freedom of Information Act, including 
fact that plaintiff is motivated by personal economic gain, may not be considered. 
5 U.S.C.A. 5 552. 

1"As Chief Justice Burger stated in Rowan, Supra.' 
[T]he right of every person "to be le t  alone" must be placed in the scales with the right 
of others to  communicate. 

I n  todav's complex society w(? are  Inescapably captive audiences tor  man? purposes.
but a suacient  measure of individual autonomy must survive to permit every house 
holder to exercise control over unwanted matl. . . . It places no strain on the  doctrine 
of jndicial notice to  observe tha t  whether meam~red hv pieces or  pounds. Ererymnn's 
mnil today is made up overmhelminrlp of material he did not seek from persons he does 
not know. And all too often i t  is matter he finds offensive. 
397U.S.728. 736'. 90S.Ct. 1484.1490 25 L. Ed. 26 726 (1970). 

In Roman, the  Court upheld the' constitntlonallty of a s tatute  t h a t  authorized the 
rostmanter General a t  the reauest of an addressee who ohjeced to  advertisements as  

erotically arousinr'or sexually h r o v o ~ a t t v e , ' ~  to  direct a sender t o  remove the  addressee's 
name from his mailing list. 

17Denl~ lof the lists moreover would impose no private hardship ns Winp Robhv may 
accomplish Its stated 'purpose, advertising, through the general media without speciflc
mailings.

1sThe court in  Rose refused to  permlt disclosi~re of case summaries of military honor 
code adjudications if such disclosure mould reveal the  identity of the cadets involved. 



2. 	 Records m 14 
Unless information sought under Freedom of Information Act falls squarely 

within a statutory exemption, request for information must be granted, and court 
has  no right to exercise equitable discretion. 5 U.S.C.A. § 552. 

Access to  material under Freedom of Information Act is not limited to those 
persons with particular reason for seeking disclosure ; instead, material is avail-
able to any person. 5 U.S.C.A. $552. 
4. Records 	 14 

Information sought under Freedom of Information Act by corporation, which 
was distributor of wine-making equipment, a s  to names and addresses of persons 
who, for  purposes of 'being permitted to produce wine for  use of their families 
without payment of tax, filed form i n  region of Bureau of Alcohol, Tobacco and 
Firearms, was not subject to  statutory exemption for  "personnel and medical 
files and similar files the  disclosure of which would constitute a clearly unwar- 
ranted invasion of personal privacy." 5 U.S.C.A. §$552, 552 ( a )  (2) ,  (b) ,  (b )  (6) .  

James G. Watt, Allentown, Pa., for plaintiff. 
Carmen Nasuti, Asst. U. S. Atty., Philadelphi,a Pa., for defendant. 

MEMORANDUM AND ORDER 

TIWUTMAN,District Judge. 
This is a n  action brought by the plaintiff under the Freedom of Information 

Act ( the Act), 5 U.S.C. § 552, to obtain the names and addresses of all persons 
filing United States Bureau of Alcohol, Tobacco and Firearms Form 1541 (regis- 
tration for production of wine for family use) in  the Mid-Atlantic region of the 
United States. 

Bureau of Alcohol, Tobacco and Firearms regulations 26 CFR $ 8  240, 510643, 
provide that  the head of a family may, without payment of tax, produce 200 
gallons of wine a year for  the use of his family, and not for  sale, if he registers lo 
do so by filing Bureau of Alcohol, Tobacco and Firearms Form 1541. (Stip., Par. 
3 )  After a determination is  made that  the person is  qualilied for  a n  exemption, 
Form 1541 is stamped and one copy is returned to the registrant and the re- 
maining copy placed in a file by the Bureau. 

Wine Hobby, U.S.A., Inc. is a Pennsylvania corporation with i ts  principal of- 
fice i n  Allentown, Pennsylvania. It is engaged i n  the business of importing wine- 
making equipment and supplies from abroad a s  well a s  purchasing similar items 
in the United States and selling and distributing such items through retail stores, 
through franchises and by mail order to  amateur winemakers. (Stip., Par. 2)  
I n  order to solicit business, Wine Hobby, U.S.A., Inc. mails out catalogs and 
notices of new items they offer for sale. 

Wine Hobby, U.S.A., Inc. seeks the names and addresses of all  persons filing 
Form 1541 in the Mid-Atlantic region of the Bureau of Aleohol, Tobacco, and 
Firearms i n  order that  they may forward catalogs and other announcements re- 
garding equipment and supplies that  plaintiff has  f o r  sale. (Stip., Par. 4) 

The Freedom of Information Act, 5 U.S.C. 5 552, provides that  each govern- 
mental agency shall make available to the public the information therein speci- 
fied, including its organizational set-up, the methods by which it functions, i ts  
rules and procedure, its opinions, statements of policy, interpretations, manuals 
and instructions. Significantly, a s  regards the above information, not involved in 
this case, the act  provides, intar alia, "to the extent required to  prevent a clearly 
unwarranted invasion of personal privacy, a n  agency may delete identifying 
details * * * ". 5U.S.C. 5 552(a) (2).  

Section 552 ( b )  provides : 
"(b)  This section does not apply to  matters that  are- 
(1)  specifically required by Executive order to  be kept secret in  the interest of 

the national defense or foreign policy ; 
(2)  related solely to  the internal personnel rules and practices of a n  agency; 
(3) specifically exempted from disclosure by statute; 
(4)  trade secrets and commercial or financial information obtained from a 

person and privileged o r  confidential ; 



( 5 )  inter-agency or intra-agency memorandums or letters which would not 
be available by law to a party other than an agency in litigation with the agency ; 

(6 )  personnel and medical files and similar files the disclosure of which would 
constitute a clearly unwarranted invasion of personal privacy ; 

(7)  investigatory files compiled for law enforcement purposes except to the ex- 
tent available by law to a party other than a n  agency; 

(8 )  contained in or related to  examination, operating, or condition reports 
prepared by, on behalf of, or for the use of, an agency responsible for the regula- 
tion or supervision of financial institutions ; or 

(9 )  geological and geophysical information and data, including maps, concern- 
ing wells." 

-	 The defendant contends that  the names and addresses of those who have ob- 
tained a Form 1541 are  protected by sub-paragraph (G), supra, a s  a "clearly 
ullwarranted invasion of personal privacy". 

At  the very threshold, we note, a s  already indicated, that  any such agency 
"may delete identifying cletails" under Section 552(a) (2)  "to prevent a clearly 
unwarranted invasion of personal privacy". Here, however, i t  is  "identifying" 
details, specifically names and addresses, which the plaintiff seeks. The defend- 
nnt, therefore, understandably argues that  the plaintiff is not entitled to the 
information sought and relies specifically upon sub-section ( 6 ) ,  relating as  it 
does to "invasion of personal privacy". 

I n  Consumers Union of United States, Inc. v. Veterans Administration, 301 F. 
Supp. 796 (S.D.N.Y. 1969), the Court delineated the purposes of the Act a s  
follaws :

"* * * The purpose of the Act, seen in the statutory language and the legis- 

lative history, mas to reverse the self-protective attitude of the agencies under 

which they had found that  the public interest required, for  example, that  the 

names of unsuccessful contract bidders be kept from the public. The Act made 

disclosure the general rule and permitted only information specifically exempted 

to be withheld ; it required the agency to carry the hurden of sustaining i ts  de- 

cision to withhold information in a de novo eunitv nroceeclinz in a district ronrt. 


A 
 . *  
Disclosure is  thnc; the guiding s ta r  for this court in construing the Act. * 4 "' 
301 I?. Supp. a t  799,800. 

Interestinqly, the Court further noted as  follows : 
"Even though the records sought a re  not exempt, the court is  not bound 

nnder the Act to automatically order their disclosure. I n  exercising the equity 
jurisdiction conferred by the Act, it must, according to traditional equity p i n -  
ciples, weigh the effects of disclosure and non-disclosure and determine the best 
course to follow a t  the present time. I n  a n  action under the Freedom of Informa- 
tion Act, which shifts the burden of proof to the defendant. the balance of the 
equities is  presumptively on the side of disclosure. The rule that  will be followed, 
therefore, is this : where agency records a re  not exempted from disclosure by the 
Freedom of Infoi-mation Act, a court ntuat order their disclosure unless the agency 
proves that  disclosure will result in  significantly greater harm than good. Be- 
cause the Act was intended to benefit the public generally, i t  is  primarily t h ~  
effects on the public rather than on the person seeking the records that must 
be weighed." (Emphasis ours) 301 F. Supp. a t  806. 

Again referring to the broad purposes of the Act. the Court in  Bristol-Mvers 
Cornpanv v. Federal Trade Commission e t  al., 138 U.S. App. D.C. 22, 424 F. 2d 
935 (1970) said as  follows : 

"The leqislative history establishes that  the primary purpose of the Freedom of 
Information Act was to inrrease the citizen's access to  government records. Be- 
fore 1967, the Administrative Procedure Act contained a Public Information 
section 'fnll of loopholes which allow [ed] agencies to deny legitimate information 
to the public'. When Congress acted to close those loopholes, it clearly intended 
to svoid creating new ones. * * *" 

The noble purpose of the Act mas snecifically alluded to in  American Mail Line, 
Ltd. e t  al. v. J. W. Gulick e t  al., 133 U.S. App. D.C. 382, 411 F. 2d 696 (1969), 
where the Court stated : 

"The Freedom of Information Act was nromulrrated i n  1966 (80 Stat. 2j50) 
with a stipulation that  it would not take effect until July 4. 1967 (81 Stat. 54). 
and i t  is nnw codified in 5 U.S.C. 522 (Supp. 111. 1965-1967). An exploration 
of the legislative history behind this enactment reveals that  the premier pur- 
pose of the Act was to elucidate the availability of Government records and ac- 
tions to the American citizen. In  addition, Congress sought to eliminate much of 



the vagueness of the old law (section three of the Bdnliuistrative Procedure Act 
of 19.46, 60 Stat. 238). The Senate Report characterized the purpose of the Act 
a s  follows (S. Rep. No. 813 a t  2-3) : 

"Knowledge will forever govern ignorance, and a people who mean to be their 
own governors, must arm themselves with the power lrnowledge gives. A popular 
government without popular information or the means of acquiring it, is  but a 
prologue to a farce or a tragedy or perhaps both. \I7ith this noble purpose we 
nholheartedly agree. * * *" (411F. 2d a t  699.) 

Nore recently, in  Environmental Protection Agency et  al. v. Mink et  al., 410 
U.S. 73, 93 S. Ct. 827, 35 L. Ed. 2d 119 (1973), Mr. Justice Douglas, dissenting, 
said a s  follows :"* * * We should remember the words of Rladison: 'A popular governnlent 
nithout popular information or the means of acquiring it, is but a prologue to a 
farce or a tragedy or perhaps both. 1inon:ledge will forever govern ignorance: 
.4nd a people who mean to be their own Governors, must arm themselves with 
the power lrnoa71eclge gives'." 410 U.S. a t  110, 93 S. Ct. a t  847. 

[I] I n  Soucie v. David, 145 U.S. App. D.C. 144, 4-1.8 '. 2d 1067 (1971), the 
Court, in  construing the Act, said as  follows :

"* * * The Act rejects the usual principle of deference to administrative de- 
terlninations by requiring a trial 'de novo' in  the district court. By directing 
disclosure to any person, the Act p~.ecltcdes consideration of the interest of the 
party seeking relief. Most significantly, the Act expressly limits the grounds 
for non-disclosure to those specified in  the eaen~ption. * * *" (Emphasis ours.) 

Thus, we a re  preclnded from considering tbe needs of the party seeking relief. 
The fact that  plaintiff is motivated by personal economic gain in the l~romotion 
of its product is considered by-the Court to be of no significance and we are pre- 
cluded from its consideration. 

Of equal significance and importance Rras the nest  succeeding comment of the 
Court a s  follows : 

L C *  * * Through the general disclosure requirement and specific exemptions, 
the Act th.us strikes a balance among factors which would ordinarily be deemed 
relevant to the exercise of equitable discretion, i.e., the public interest in free- 
dom of information and countervailing public and private interests in  secrecy. 
Since jzidicial use of traditional equitable principles to prevent disclosure wotsld 
unset this legislative resolufion of conflicting interests, we a re  persuaded tkat 
Congress did not intend to confer on district courts a general power to deny re-
lief on equitable grounds apart from the exemptions i n  the Act itself. * * *" 
448 F. 2d a t  1077. (Emphasis ours) 

Here we a re  instructed that  the Act itself strikes the balancing factors and 
that  this Court is, therefore, precluded from exercising i ts  historic equitable 
power. 

I n  Getman et  a1:v. National Labor Relations Board, 146 U.S. App. D.C. 209, 
450 F.2d 670 (1971) names and addresses of employees eligible to vote in certain 
elections before the National Labor Relations Board were sought by certain 
professors of labor law, ostensibly interested i n  studying the procedures of the 
Board with a view to the improvement thereof and, thus, an improvement in 
governmental operations. The Court stated :

"* * * We hold further that a District Court has  no equitable jurisdiction to 
permit withholding of information which does not fall  within one of the exemp 
tions of t,he Act. * * *" 450 F.2d a t  672. 

Considering specifically Exemption (6) with which we a re  here concerned, the 
Court further stated : 

"Although Exemption (6)  differs from Exemptions (4)  and (7) in tha t  it 
covers information similar in some respect to the kind being sought in  this case, 
we agree with the District Court that  the Board has not met the burden of proof 
required to  justify a refusal to disclose under this part of the Act. Exemption 
(6 )  applies to 'personnel and medical files and similar files the disclosure of which 
mould constitute a clearly unwarranted invasion of 'personal privacy'. Assuming 
thxt the Excelsior lists may be characterized a s  'personneI and medical files and 
similar files', i t  is  still only a disclosure constituting a 'clearly unwarranted in- 
vasion of personal privacy' that  falls within the scope of Exemption (6). Exemp- 
tion (6)  requires a court reviewing the matter de novo to balance the right of 
privacy of affected individuals against the right of the public to be informed; 
and the statutory language 'clearly unwarranted' instructs the court to til t  the 
balance in  favor of disclosure. 



- - 

"In carrying out the balancing of interests required by Exemption (6) ,  our 
first inquiry is whether disclosure of the names and addresses of employees con- 
stitutes a n  invasion of privacy and, if so, how serious a n  invasion. We find that, 
although a limited number of employees will suffer a n  invasion of privacy in 
losing their anonymity and in being asked over the telephone if they would be 
willing to be interviewed i n  connection with the voting study, the loss of privacy 
resulting from this particular disclosure should be characterized a s  relatively 
minor. * * * The giving of names and addresses is a very much lower degree of 
disclosure ; in themselves a bare name and address give no information about an 
individual which is embarrassing. I n  the conduct of appellees' study, any dis- 
closure of information more personal than a name and address is wholly con- 
sensual and within the control of the employee. * * * Thus assuming arguendo 
that  the disclosure of Excelsior lists constitutes disclosure of a 'file' within the 
meaning of Exemption ( 6 ) , and while recognizing that  such disclosure does in- 
volve some invasion of privacy, we find that  the invasion itself is  to a very 
minimal degree. 

"In determining whether this relatively minor invasion of privacy is 'clearly 
unwarranted', we must also weigh the public interest purpose of appellees' NLRB 
voting study. the quality of the study itself, and the possibility that  appellees 
could pursue their study without the Excelsior lists. * * * 

"* * * The public interest need for such an empirical investigation into the 
assumptions underlying the Board's regulation of campaign tactics has for 
some time been recognized by labor law scholars. This particular study has been 
reviewed and supported by virtually every major scholar i n  the labor law field. 
The record is also replete with testimonials from leading management and union 
representatives and Government officials. Appellees' research has also been 
approved by the prestigious National Science Foundation, which has awarded 
appellees the largest grant ever made available for  law related reserch." 

Thus, under Exemption (6) , the Court indulged in a balance of equities, con- 
cluding that  the invasion of privacy was minimal. 

Turning then to the question whether the courts have equitable discretion to 
permit withholding of information which does not fall' within one of the specific 
exemptions, the Court stated : 

"Having found tha t  nondisclosure of the Excelsior lists i s  not warranted under 
Exemption (4) ,  (6 )  or (7 ) ,  we must still resolve the question. whether the courts 
has equitable discretion, to permit withholding of infornzation which does not 
fall withi?%one of the specific exemptions to the Act. The District Court in  this 
case held that, [alssuming that  [a  District Court], in a n  action under the 
Freedom of Information Act, may deny disclosure on grounds other than those 
set out in the specific esemptions to  the Act, the burden of justifying non-dis- 
closure must still rest upon the agency. I find that  the Board has not met that  
burden.' We do not need to reach the balancing issue decided by the District Court 
because we agree with the dicta of the panel in Soucie v. David, 145 U.S.App.D.C. 
144.448 F.2d 1067 (decided April 13,1971), and with the Fourth Circuit's decision 
in Wellford v. Hardin, 444 F.2d 21 (1971), that  a District Court has  no equitable 
jurisdiction to deny disclosure on grounds other than those laid out under one of 
the Act's enumerated exemptions." 450 F.2d a t  677 and 678. (Emphasis onrs) 

I n  support of its conclusion, the Court stated : 
"* * * The basic purpose of the amendment which has become popularly known 

a s  the Freedom of Information Act, was to guarantee public access to Government 
information by converting a 'withholding' statute to a 'disclosure' statute and by 
mandating full public access to Government information, subject t o  a limited 
number of clearly drawn exemptions. 

"The question whether the courts retain equitable discretion under the Act is 
settled for  us  by the express language of the Act, aided by the gloss from the 
Senate report. Section 552 (c )  states : 'This section does not authorize withhold- 
ing of information or limit the availability of records to  the public, except a s  
specifically stated in  this section. * * *' " 450 F.2d a t  679. 

[2,3] Thus, unless the information falls squarely within Exemption (6) , me 
have no right to the exercise of discretion and no alternative but to grant the 
plaintiff's request. Access to  material under the Freedom of Information Act is 
not limited to those persons with particular reason for seeking disclosure; 
instead material is available to "any ~erson".  Hawkes v. Internal Revenue S e n -  
ice, 467 F.2d 787 (6th Cir. 1972). 

143 The defendant relies, by analogy, upon N.A.A.C.P. v. Alabama, 357 U.S. 
449, 78 S.Ct 1163, 2 L.Ed.2d 1488 (1958) holding that  the State of Alabama could 



not force the disclosure of the names and addresses of members of a n  organization 
associated together for the advancement of beliefs, ideals and ideas assured by 
the Due Process Clause of the Fourteenth Amendment. The decision was squarely 
predicated upon the possibility of economic reprisal, loss of employment, threat 
of physical coercion, and other manifestations of public hostility adversely 
affecting the ability of the association and its members t o  pursue their collective 
efforts. I t  clearly has no application here. Likewise see Griswold v. Connecticut, 
381 U.S. 479,S5 S.Ct. 1678,14 L.Ed.2d 510 (1965). 

I n  Legal Aid Society of Alameda County et  al. v. Shullz, 349 F.Supp. 771, 
(N.D.Ca1.1972), the Court specifically directed tbe diSclosure of "a list of the 
names of all federal noncollstruction contractors assigned to the Department of 
the Treasury for  compliance purposes under Executive Order No. 11246 tha t  
a re  subject to the requirements of 41 C.F.R. % 60-1.40 and that  have a n  estab-
lishment located in Alameda County, California". The Court noted its lack of 
equitable discretion :"* * * i t  is now well settled that  because of the specific command of § 552 ( c ) ,  
diqnissed ahove. the courts have no discretion to refuse to order disclosure on- -- -
equitable principles. See Getman v. NLRS, 146 U.S.App.D.C. 209, 450 F.2d 670, 
677-680 (1971) ; Soucie v. David, 145 U.S.App.D.C. 144, 448 F.2d 1067, 1076-1077 
(1971)." 349 F.Supp. a t  776. 

Thus, careful review of applicable authorities and precedents discloses that 
the names and addresses here sought a re  not subject to Exemption (6)  a s  a n  
invasion of privacy. This is  not to suggest that we agree with the conclusion, 
under the facts here involved, or find that  such result was in fact the congres-
sional intent. Rather, we think Circuit Judge MacKinnon, i n  the concurring 
opinion in Getman v. National T~aborRelations Board, supra, correctly stated 
a s  follows : 

"The extremely broad sweep of the Freedom of Information Act, with i ts  
narrow exemptions, makes i t  mandatory in  my opinion-if we are  to follow the 
directions of Congress-to direct the National Labor Relations Board to furnish 
appellees with the names and addresses of employees as  requested. * * * 

"Rfy principal concern is for the future. We a r e  here following the dictates of 
Congress and a re  making information avaikable for a use that  may interfere 
with the proper functioning of government. This use may have its beneficial effects 
also, but before the good is harvested considerable turmoil and disruption may 
result. And this decision is  only the beginning. We may ezpect similar wholesale 
demands for  lists of names and addresses from other persons, not for what they 
may disc7ose about the functioning of government, but fo? their collateral ability 
to aid the person requesting such information. 

* * * * * * 
"It seems to me that furnisl~ingbare lists of names and addresses o j  various 

groups of persons i n  various Government files is not the sort of disclosure that  
Congress basically had i n  mind i n  enacting the Freedom of Information Act. 
But  in  my opinion, the Act a s  i t  presently eoists practically requires tke dis-
closure op szrch lists on demand. lone need not .elaborate on the various abuses 
that could result if lists of people as  classified by the Government f o r  particular 
purposes became mailable practically on demand i n  wholesale lots. I f  this situa. 
tion i s  to be corrected, i t  will require a n  amendment to the Act." (Emphasis ours) 
450 F.2d a t  680,681. 

We agree with Judge MacKinnon. We suggest that  the lanuage used in Sec-
tion ( a )  ( 2 ) ,namely,

"* * * to the extent required to prevent a clearly unwarranted invasion of 
personal privacy, a n  agency may delete identifying details when i t  makes avail-
able or publishes a n  opinion, statement of policy, interpretation, or staff manual 
or instruction", indicates a congressional intent to delete or eliminate precisely 
the "identifying details" here sought and i t  is unfortunate that  such language 
was not included in sub-section (b)  as  regards exemptions. I f  such language 
indicates a n  intent by Congress to  eliminate precisely what is  occurring here, 
i t  is  unfortunate that  the courts have not, in  recognition of Judge MaeKinnon's 
prophetic language, given this Court the equitable discretion required t o  properly 
deal with the situation. It must come a s  a surprise to the head of a family, pro-
ducing less than two hundred gallons of homemade wine per year for  his own use, 
and procuring Form 1541 as  he is  legally obliged to do, to  find that  his name h a s  
become a part of a vast list of names released by the Government for purposes of 
commercial exploitation. We hasten to  add that  in  this instance, a s  stated by 



reputable and dependable counsel for  the plaintiff, there is no reason to suspect 
tha t  the list will be improperly used or that the subject will receive anythir~g 
more than a n  advertisement i n  which indeed he may have considerable personal 
interest and for  which he may be grateful. That happy circumstance esistiiig 
i n  this case, under the facts presented to us, does not eliminate the unhappy 
situation which may follow in the next instance when the Government is thus 
forced to disclose a name and address. I n  reaching our conclusion, we hope that  
the observations just made are  the result of unwarranted and unjustified specu- 
lation. However, common sense compels us  to  the conclusion reached by Judge 
MacKinnon a s  regards the potential abuses that  may result from this and like 
decisions. 

We will grant the plaintiff's motion for  summary judgment and deny the 
defendant's motion for summary judgment. 

No. 73-1771 

Action by private organization to obtain disclosure of report of inrestiga-
tion by Department of Agriculture of governmental housing discrimination. The 
United States District Court for the District of Columbia, John Lewis Smith. 
Jr., J., granted plaintiff's motion for summary judgment and the Secretary of 
Agriculture appealed. The Court of Appeals, Wilkey, Circuit Judge, remanded 
case for  determination of factual issues a s  to whether report involved sufficient- 
ly  intimate details concerning individuals to be exempt from disclosure under 
provision of Freedom of Information Act exempting personnel and medical files 
and similar files, the disclosure of which would constitute unwarran t~d  inrasioil 
of privacy, whether the information in the report was exempt from disclosure 
a s  confidential or privileged financial information and whether the report was 
exempt a s  a n  investigatory file compiled for law enforcement purposes. 

Reversed and remanded. 
1. Records c%a 14 

Exemption from disclosure under Freedom of Information Act of person-
nel and medical files and similar files, the disclosure of which would constitute 
a clearly unwarranted invasion of personal privacy, was designed to protect 
individuals from public disclosure of intimate details of their lives. and exemption 
is not limited to Veterans Administration or Social Security files, but rather is 
phrased broadly to  protect individuals from a wide range of embarrassillg dis- 
closures. 5 U.S.C.A. 5 552(a) (21, ( b ) ,  ( b )  (4,6, 7). 
2. Records @;;, 14 

Where report of investigation by Department of Agricnltnre of govern-
mental housing discrimination contained information regarding marital status, 
legitimacy of children, identity of fathers of children, medical condition, welfare 
payments, alcoholic consumption, family fights and reputation, the report iri- 
volved sufficiently intimate details to be "similar file" within Freedom of Infor- 
mation Act exempting from disclosure personnel and medical files and similar 
files, the disclosure of which would constitute clearly unwarranted invasion of 
personalprivacy. 5 U.S.C.A. 5 552(a) (2 ) ,  (b ) ,  (b )  (4 ,6 ,7 ) .  
3. Records 14 

I n  balancing interests under Freedom of Information Art, court should 
first determine if disclosure would constitute an invasion of privacy and how 
severe a n  invasion and secondlv court should weigh nublic interest nuruose of 
those seeking disclosure and whether other sources of- information might suf- 
fice. 5 U.S.C.A. 5 553(a) (21, (b ) ,  (b )  (4,6,7) .  



4. 	Records ~3= 14 
I n  determining whether private organization mas entitled to obtain disclo- 

sure of report of investigation by Department of Agriculture of governmental 
housing discrimination, district court should determine nature and extent of 
invasion of individuals' privacy, consider whether deletions previously ordered 
were sufficient to protect privacy of individuals, consider public interest pur- 
pose of private organization and \vhether i t  could be achieved without the mate- 
rial or any alternate available sources of information and the balancing of factors 
must thereafter be made. 5 U.S.C.A. $552(a)  (2 ) ,  (b ) ,  (b) (4,6,7).  

5. 	 Records G= 14 
Exemption from Freedom of Information Act of trade secrets and commer- 

cial or privileged or confidential financial information obtained from a person 
is  primarily a trade secrets exemption, but i t  also protects individuals from dis- 
closure of financial information which is  privileged or  confidential. 5 U.S.C.A. 
§ 552(b) (4) .  
6. 	 Records G= 14 

Bare claim by interested governmental agency of confidentiality of financial 
information is not sufficient to ~ r e c l u d e  disclosure under Freedom of Informa- 
tion Act. 5 U.S.C.A. $ 552(b) (4). 

7. 	 Records G= 14 
With respect to report of investigation by Department of Agriculture of 

governmental housing discrimination, information relating t o  loan applications 
was within ambit of Freedom of Information Act exemption applicable to  priv- 
ileeed or confidential financial information for DurDoses of determining whether 

organization was entitled to  obtain disklosure of the report. 6 U.S.C.A. 
§562(b) (4) .  
8. 	 Records b14 

For provision of Freedom of Information Act exempting from disclosure 
investigatory files compiled for law enforcement purposes to be applicable, 
government need not show imlninent adjudicatory proceedings or concrete pros- 
pect of enforcement proceedings, but is required to show only that  files mere 
compiled for adjudication or enforcement purposes. 5 U.S.C.A. § 552(b) (7)  

9. 	 Records G= 14 
If purpose of investigation by Department of Agriculture of governmental 

housing discrimination was to consider a n  action equivalent to those which 
government brings against private parties, thus demonstrating that  "lam en-
forcement purpose" was not customary surveillance of performance of duties by 
government employees, but inquiry a s  to  a n  identifiable possible violation of law, 
then such inquiry would have been "for law enforcement purposes" within provi- 
sion of Freedom of Information Act exempting from disclosure investigatory 
files compiled for law enforcement purposes, whether the individual were private 
citizen or government employee. 5 U.S.C.A. § 552(b) (7) .  

10. Records &=14 
I n  determining whether government investigation mas a n  inquiry as  to a n  

identifiable possible violation of law, and thus "for lam enforcement pur-
poses" within provision of Freedom of Information Law exempting froln disclo- 
sure investigatory files filed for law enforcement purposes, court must be war1 
of self-serving declarations of any agency and i t  must be clear to court tha t  
more than ephemeral possibilities of enforcement were anticipated by agency in 
undertaking the investigation. 5 U.S.C.A. § 552(b) (7) .  
11. 	Records G= 14 

If investigatory file is  compiled by government agency for purpose of deter- 
mining whether a lam enforcement proceeding should be brought in  same man- 
ner a s  against a private citizen and agains.t whom, then, whether agency con- 
cludes that  proceedings are  necessary or not, it may utilize provision of Freedom 
of Information Act exempting from disclosure investigatory files compiled f o r  
law enforcement DurDoses to nrotect i t s  investiratorv Drocess and sources.-	 5

"	 A 


n.s.c.A. g 55201) (7).^ 
David X.Cohen, Atty., Dept. of Justice, of the bar of the Supreme Court of 

Ill., pro hac vice by special leave of court with whom Irving Jaffe, Acting Asst. 



Atty. Gen., Harold H. Titus, Jr., U.S. Atty., and Leonard Schaitman, Atty., Dept. 
of Justice, were on the brief, for  appellants. Harold H. Titus, Jr., U.S. Atty., 
John A. Terry and Derek 1. Meier, Asst. U.S. Attys., also entered appearances for 
*appellants. 

Victor H. Kramer, Washington, D.C., with whom Richard B. Wolf, Washington, 
D.C., was on the brief, for appellee. 

Before BAZELON, Ohief Judge, and ROBE and WILKEY, Circuit Judges. 
WILKEY, Circuit Judge : 
We have before us  once again the question of the proper interpretation of 

several exemptions from disclosure under the Freedom of Information Act 
[FOIA].l At issue here is a report of a U.S. Department of Agriculture investiga- 
tion of governmental housing discrimination i n  Florida, withheld from disclo- 
sore on the basis of exemptions 4 ,  6, 6, and 7. The District Court granted the 
plaintiff Rural Housing Alliance [RHA] motion for  summars judgment after in 
camera inspection holding that  the report mas not within any exemption." We 
find the District Court applied incorrect legal standards in evaluating the ap- 
plicability of the exemptions, hence reverse the judgment and remand for  con- 
sideration consistent with this opinion. 

I. THE NATURE OF THE GOVERNMENT REPORT 

The USDA report and the investigation which spawned it were stimulated 
by a n  RHA pamphlet, "Studies i n  Bad Housing i n  America-Abuse of Power." 
Utilizing a method of ~ s e - h i s t o r y  documentation, this RHA tract charged the 
Farmers Home Administration [ h H A l  staff with racial and national origin 
discrimination i n  arranging government loans under the Rural Housing Program 
in two counties in  F10rida.~ The Office of Equal Opportunity of the USDA re-
quested a n  investigation by the Department's Office of Inspector General [OIG]. 
After investigation, the OIG concluded in a 150-page report that  there was no 
substantial evidence indicating discrimination. 

RHA's request for a copy of the investigation report was denied. Instead, OIG 
made public the "Investigation Summary" and "Statistical Data" sections of the 
regort. Citing exemptions 4, 5, 6, and 7 of FOIA a s  valid justification,for keeping 
the remainder confidential, the Government did not release the remainder of the 
report because the Government felt  that  i ts  form-detailed and intimate case 
histories of specified, named persons4-was inappropriate for  disclosure. The 
Government did indicate that  the material would be disclosed to RHA if i t  
produced written authorization for release from the particular individual in- 
volved in any section.%ather than obtain such releases, RHA brought this FOIA 
suit. 

The District Court, in  considering RHA's motion for summary judgment, found 
that  .the report a s  a whole was not exempt from disclosure. However, the court 
recognized that there might be a need to delete details which would permit 
identification of the individuals involved. Consequently, the court ordered d e l e  
tion of the names of applicants for loans, the names of those who complained to 
their Congressmen, those who were interviewed, attorneys, etc. Deletion of 
geographical references, applications for loans, and affidavits of applicants was 
likewise ordered? 

1 5  U.S.C. $ 552 (1970). 
2 T h e  District Court ordered deletions of identifying details t o  be made ; these 

a r e  discussed a t  p. 76 iittra. 
3 The two counties a re  Martin and Palm Beach Counties. 
4 Inspector General Kossark's affidavit of 29 January  1973 s ta ted t h a t  

The report includes int imate  details and information given by and with respect to  
borrowers and applicants fo r  loans regarding t h e  mari ta l  s t a ius  of such borrowers 
and applicants the 11111ub~r and thc  legitimacv Of their children and grandchildren 
and the  identity of the  fa thers  of their chi ldren;  information a s  to  their  medicai 
condition and history. iucluding statements a s  to surgery and t h e  possibility of fu-  
ture  pregnancies; information a s  to  their  occupations and  work history and  the  
amounts  and sources of their annual  Income, including t h e  amount  of welfare pay- 
ments received; information as to  their ownership of property. Information a s  
t o  thelr hablts with r ~ s ~ ~ ~ c t  informationto the  consumption of alcoholic bever&es; 
a s  t o  family fights w11i1.h had occurred; information from their employers a s  to  
their reliability a s  eml>loyees; information a s  to  their  reputation in  the comm~lni ty  ; 
Information a s  to  the  rlsks Involved in  extending credit t o  them:  and  other infor- 
mation of a clearly personal and  confidential nature. Appendix a t  4344. 


Brief fo r  Appellant at 7. 

"District Court Order of 9 May 1973,in  Appendix a t  69-70. 



USDA then filed a motion t o  clarify or amend the court's order. I n  support of 
the motion, USDL4submitted a n  affidavit of the Inspector General, Pu'athaniel 
Iiossacli, explaining the Government's fear that  the court order as  framed would 
permit release of intimate details concerning persons who could be readily iden- 
tified by those familiar with the situation, notwithstanding the deletions, thus 
exposing the individuals to embarrassment or possible reprisals.' The District 
Judge, without explanation, denied the government motion for clarification.' 
Pending appeal he granted a stay. 

11.EXEMPTION 6 :PERSONNEL, MEDICAL, AND SIMLLAB FILE8 

The FOIA was enacted to ensure publc access to a wide range of government 
reports and i ~ f o r m a t i o n . ~  Recognizing that in  certain circumstances disclosure 
realistically would not be in  the public interest, Congress attempted to delineate 
a series of narrow esemptions.1° The sixth esemption provides that  disclosure 
is unnecessary if the matters a re  "personnel and medical files and similar files 
the disclosure of ~vhich would constitute a clearly unwarranted invasion of per- 
sonal privacy." " 

The District Court held that exemption 6 "has no application to this inves- 
tigatory report." This holding mas based on the view tliat the exemption "was 
designed to apply to detailed personal resumes and health records from agen- 
cies such as  the Veterans Administration, welfare departments and the mili- 
tary." l2 We think this statutory interpretation incorrect. We hold that  exemp- 
tion 6 is applicable to material such as  the report here, hence we reverse the 
District Court and remand for appropriate review. 

[I,21 While the District Judge provided no elaboration of his rationale in  the 
form of findings, he implied that  the report here could not be considered "simi- 
lar  files" under esemption 6. Looking to the purpose of esemption 6, on the con- 
trary. Re believe that  the investigatory report comes well within the ambit of 
esemption 6. That esemption was designed to protect individuals from public 
disclosure of intimate details of their lives, whether the disclosure be of personnel 
files, medical files, or other similar file^.'^ The exemption is not limited to Veterans' 
Administration or Social Security files, but rather is  p l ~ a s e ~ ~ b r o a d l y  to protect 
individuals from a wide range of embarrassing disclosures. As the materials 
here contain information regarding marital status, legitimacy of children, identity 
of fathers of children, medical condition, welfare payments, alcoholic consump- 
tion, family fights, reputation, and so on, it appears tha t  the report involves 
sufficiently intimate details to  be a "similar" file under exemption?' 

Of course, our interpretation of the statute, concludiilg that the investigatory 
report comes within the class of similar files which esemption 6 aimed a t  protect- 
ing, does not resolve the question whether esemptiorl 6 dictates nondisclcsure 

7 Affidavit of Inspector General Kossack of 1 5  May 1978, in Sppendir a t  72-74. 
8 District Court Order of 5 June 1973. in  Appendix a t  76. 
9 5 U S.C 8 552(a ) .  See generally EPA v. Mink, 410 U.S 73, 79-80, 9 3  S. Ct. 827, 35 

L. Ed 213 119 (1973). 
10 5 U.S.C. 5 552(b) .  
11 5 U.S C. B 552(b) (6)."Appendix a t  67. 
13 The House Report on S 1160. the bill whlch becamc the Freedom of Information Act, 

explains the broad purpose of esemption 6 .  
Such agencles as  t h e  Veterans' Administration, Department of Health, Education, and 

Welfare Selective Serv~ce and Bureau of Prisons have great quantities of files containing 
intimat; details about miilions of citizens. Confidentiality of these records has  been main- 
tained by agency reculation but without statutory authority. A general exemption for  the 
category of information is much more practical than separate statutes protecting each type 
of personal record. The limitation of a "clearly unwarranted invasion of personal privacy" 
provides a proper balance betweqn the protection of a n  indiv,idual's right of privacy and 
the preservation of the public's rlght to Government ~nformation by excluding those kinds 
of files the disclosure of which might harm the individual. The exempti0n.i~ also intended 
to  corer detailed Government records on an indivldual which can be i d e n t ~ f i ~ d  a s  applying 
to tha t  individual and not the facts concerning the award of a penslon or  benefit or the 
compilntion of unidentified statistical information from personal records.-R.R. Rep. No. 
1497. 89th Cong., 2d Sess. 11 (1966) (citation omitted). 

"Furthermore, the exemption should be read in conjunction with 5 U.S.C. $ 552(a) (2). 
which qrovides tha t  

f o  the extent required to  prevent a clear1.y unwarranted invasion of personal pri- 
vacy, a n  agency may delete identifying detalls when i t  makes available or  publishes 
a n  opinion statement of policy interpretation or staff manual or  instruction. How- 
ever, in eakh case the justificntibn for the deletion shall be explained fully in writing. 

l5 This was not controverted in  RHA's brief, which assumed arguendo tha t  the files were 
"similar files." Brief for Appellee a t  16. 



here, for exemption 6 specifically permits protection only of those files whose dis- 
,closure nlould result in "a clearly unwarranted invasion of personal privacy." le 

'On remand, i t  is for the District Judge to determine whether the files fall  within 
t h a t  category. 

[3] I n  a n  opinion by Judge Wright, this court has previously considered the 
scope of the "clearly unwarrantecl invasion" language, in Getman v. NLRB." 
We held that  exemption 6 involves a balancing of the interests of the individuals 
in  their privacy against the interests of the public in being informed. We noted 
that  the statute "instructs the court to til t  the balance in favor of disclosure." Is 

Specifically we suggested that in  balancing interests the court should first de- 
termine if disclosure would constitute a n  invasion of privacy, and how severe an 
invasion. Second, the court shoulcl weigh the public interest purpose ~f those 
seeking disclosnre, and whether other sources of information might suffice. Such 
balancing is unique for exemplion 6 ;normally no inquiry into the use of informa- 
tion is  made, and the information is made available to any per~on . '~  

[4]These principles should be applied in  evaluating the investigatory reports 
at issue The District Court shotild first determine the nature and extent 
of the invssion of the individuals' privacy." I t  should then consider the puhlic 
interest purpose of REIA, and i t  conlcl be achieved without this material. 
A balancing of these factors must thereafter be mncle. 

One important factor which must be considered on remand is  whether the 
deletions thus f a r  ordered are  sufficient to  protect the privacy of the individuals. 
In construing the various exemptions, this court has often suggested deletions 
of certain protected matters so that  the remainder of the document could be 
disclo~ed.~'The afidavit of Inspector General KossacB states, however, that  the 
court order does not order adequate deletions, and that  enough highly confidential 
material is  left which mould enable people ~x-ith ltnowledge of the area to 
determine the identity of the individuals involved." The District Judge did not 
resnond to this affidavit nor make any change in his order. On remand, the 
District Judge should reconsider and reevaluate this affidavit, and I<ossaclr's 
prior affidavit submitted before the court's decision.= 

The District Judge should also consider any alternative sources of information 
which might be available. For example, the possibility of RHA asking individuals 
independently for similar information should be explored." 

111. EXEIIPTION 4 : CONFIDENTIAL OR PRIVILEGED FINANCIAL INFORBIATION 

The USDd argues that  exemption 4 also protects the investigatory report from 
disclosure. This exemption applies to "trade secrets and commercial or financial 
information obtained from a person and privileged or confidential." *' The trial 
court held that the exemption "was designed to protect the privacy and campeti- 
ti\-e position of the individual a7 . . . and since the contents of this report clo not 
fit the description in this exemption, i t  is  inapplicable to the instant report. Since 
all names and other identifying features can be deleted. ally remaining financial 
information will be in the nature of a statistical report." " 

[ 5 . GI While i t  is  true that  exemption 4 is primarily a trade secrets exemption, 
i t  also protects individuals from clisclosnre of financial information which is  

' 8 . 5  1T.S.C. B 552(b)  ( 6 ) .  
17 I46 1T.S. App. D.C. 209. 450 F. 2,rl 670 (1971) .  
1 V 4 6  11,s. App. D.C. a t  213 ,450 F. 2rl Rt 674. 
lo 140 U.S. Anp. D.C. a t  213 n. 10. 450 P. 2d a t  674 n. 10. 
20 Although Getman simply involved disclosure of names and addresses of employees, i ts  

princinles hzve wide-ranging applicnhility. 
21 The District Conrt might include a consideration of whether the individuals expected 

confidential treatment. 
22 See. for example two cases dealing with exemntion 4 Grummnn v. Renesotiation 

Ronvd. 138 TT.8. APD.'D.C. 147, 149-150. 425 P. 2cl 578. 580'581 (1970) ; Bristol-Myers v. 
FTC. 3.78 U,S. Anp. D.C. 22, 26 .424  I?. 2d 93.5. 939 (1971)). 

Aff idnr~tof Insnector General Kossack of 15 Rlny 1978. in .4ppenfli~nt 72 
?'As inilicated a z c p m ,  Mr. IZossnck snbmitted one affidavit to the District Corlrt on 29 

Janunrv 1973. and one on 15 May 1973. The District Court's judgment was handed down 
on 4 May 1973. 

? q W edeal with the Gorernment's suraestion thnt nnthorisotions for release be ohtain~d 
hv RHA from individuals involved in Part T T  iwfrn. That is different from the s~lprestion 
nre mike here of discussions with individuals independent from the USDA investlaation 
and rennrt. 

%Fi 1J.S.C. $ 5.52(b) ( 4 ) .  
27T11e District Court here cited Bristol-nTrrrs s. FTC. 424 F. 2d a t  9.18.mhlch stnted 

that the aim of the exemntion nras "protectinr the prirncr and the ympetitive position 
of the citieen n7ho offers information t o  assist govern:nent policy malters. 
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privileged or confidential. This court has recently described the scope and mean- 
ing of "conficlential" in esen~ption 4 in xational Parks & Conservation Association 
v. Morton. ,Judge Tanlm concluded that, 

coiiimercisl or financial matter is  "confidential" for purposes of the exemp- 
tion if disclosure of the inforination is likely to have either of the following 
effects : (1 )  to impair the Government's ability to obtain necessary informa- 
tion in the future ; or ( 2 )  to cause substantial harm to the competitive posi- 
lion of the person froin ~110111 tlie infornlation was obtained.2B 

As innch of the information collected here related to loan applications, certainly 
some data is financial information which might merit confidential treatmenLao 
Of course a [)are claim by a n  interested government agency of confidentiality is  
not scfficient." However, the listing of information obtained strongly suggests 
the accuracy of USDA's conclusion that  tlie information is  "implicitly and unques- 
tionabIy not the kind of inforination which would customarily be released to the 
public by the persons from whoin i t  was obtained." Contrary to  the trial court, 
we rczard exemption 4 a s  applicable. 

[71 We therefore reinand to tlie District Court for reconsideration of exemp- 
tion 4 for reasons simi!ar to those discussed regarding exemption 6. While several 
of our Circuit's cases support the idea of deletions to  permit disclosure of the 
remainder of the r e p ~ r t , ~ "  nre fear that the deletions made by the District Judge 
do not adeclnately deal with the rather detailed reasons of the Inspector General 
that  the deletions a re  ineffective to protect the privacy and confidentiality of the 
indiridnals i n ~ o l v e d . ~ ~  

IV. ESE3IPTION 7 : INVESTIGATORY FILES 

This provision exempts from disclosure "investigatory files compiled for Iaw en- 
forcement purposes except to the extent available by law to a party other than a n  
agenc;v." The District Court held that  USDA "failed to  make the requisite 
sho~vingcf imminent adjudicatory proceedings or the concrete prospect of enforce- 
ment ;~roceedings,"" and hence the files were not protected by exemption 7. 

Since this decision on May 9,1973 this Circuit has  extensively considered exemp 
tion 7 in two cases, Weisberg v. U.S. Department of Justice,% and Aspin V. Depart-
ment of Defense.= We remand to the District Court for reevaluation of the appli- 
cnbi1if.r of exemption 7 in  the light of these opinions and our comments hereafter. 

The standard used by the District Judge is no longer groper under the Weisberg 
and Sapin  decisions. In  WeisBerg, where FBI materials concerning the investiga- 
tion of President Iiennedy's death were sought, we held in a n  en banc decision by 
Judge Danaher that  the files were exempt from disclosure because they were in- 
vestigatory files compiled for law enforcement purposes." Despite the fact tha t  
no rosec cut ion or other such method of law enforcement was undertaken or pend- 
ing, the files remained exempt from disclosure. The focus was on "how and under 
what circumstances the files were compiled . . . .7 ,  40 

I n  Aspiqz, decided one month after Weiaberg, Judge Tamm's opinion for the 
court provided a more detailed analysis of exemption 7. The material a t  issue 
in Aspin was the report of the Peers Commission, which investigated the Rfg 
Lai incident and subsequent Army investigation, with emphasis on evidence 
of possible offenses under the Uniform Code of Military Justice and possible 
future prosecution. Judge Tamm noted that  the duty of the t r ia l  court was 
to "examine the total record to determine 'n7hetl~er the files sought . . . relate 

*Xo. 73-1033 (1974). 162 U.S. App. D.C. -, -, 498 I?. 2d 765, 770 (citation
omitted).

"The Senate Report on the bill which became FOI.4 suggests t h a t  loan npplications
would he within the scone of esemption 4. S. Rep. No. 813. 89th Cong., 1 s t  Sess. 9 (1965).

R~istol-Bfpersv. FTC.1.35 U.S. App. D.C.a t  2.5. 424 F. 2d a t  93% 
Affidavit of Inspector General Kossack of 29 January 1973. in Appendix a t  44. 

83 Rse note 22 szrpra. See [clso National Parks  R- Conservation Association v. Morton, 
No. 73-3033.162 U.S. App. D.C. --, -, 498 I?. 2d 765, 770 (1974). 

Aer n. 77 arrwcr. 
35 5 U.S.C. S 552(b)  ( 7 ) .  

District Court Order i n  Al~penrlix~t 67. citinn Rristol-M?/er8. 
37160 U.S. App. D.C. 71, 489 P.2d 1195 (1973) (en banc) ,  cert. denied, 42 U.S.L.W. 

3627. 416 U.S. 993. 94 S. Ct. 2405.40 L. Ed. 2d 772 (1974). 
3916n 1J.S. Apn. D.C. 231. 491 F, 2d 24 (1973). Still more recentlv me have considered 

esemntion 7 in Center fo r  National Policy Review v. Weinberger, No. 73-1090, 163 U.S. 
Apn. D.C. -. 502 P. 2d 370 (1974). 

sTbe court relied heavily on the Ati:ool.neg General's determination. and the District 
Court review of tha t  determination. No t:5 camera inspection was undertaken by either 
co?irt. 

160 U.S. App. D.C. a t  78, 489 P. 2d a t  1:!02. 



t o  anything that  can fairly be characterized a s  a n  enforcement proceeding.' " 
The Peers Commission Report, conducted with a view of court-martial pro- 
ceedings, did meet this test and hence came within the  exemption. 

I n  Aspin the purposes of exemption 7 were identified : the prevention of pre- 
mature disclosure of an investigation's results, and the maintenance of confi- 
dentiality of both the procedures of investigation and the witnesses' revela-
t i o n ~ . ~These purposes compelled us there to conclude that  the termination 
of enforcement proceedings was not a cause for withdrawal of exemption 7 
p r o t e c t i ~ n . ~Additionally, our decision in Weisberg has made clear that euemp- 
tion 7 protection does not end "when there is no longer any prospect for  future 
enforcement proceedings (necessitated i n  Weisberg by the death of the only 
suspect) .. . ." 

[8 ]  I t  is established now that  the Government need not show "imminent ad- 
judi.catory proceedings or the concrete prospect of enforcement proceedings." 
What the Government is required to show is that  the investigatory fiL were 
compiled for adjudicative or enforcement purposes. Whether the adj~ldication 
or enforcement has been completed is not determinative, nor is the degree of 
likelihood that  the adjudication or enforcement may be imminent, as  the District 
Judge here thought before Weisberg and Aspin. Here the investigation was 
undertaken to determine whether USDd's FmHA had engaged in racial dis- 
crimination. As a result of the investigation, USDA concluded that there had 
been no discrimination, and naturally there have been no enforcement proceed- 
ings. This result does not alter the basic inquiry when exemption 7 is claimed: 
was it  an investigation "for law enforcement purposes"? T'o put the question 
another way, with specific applicability to the case here : is an agency's internal 
monitoring to insure that  i ts  employees a re  acting in accordance with statutory 
mandate and the agency's own regulations and investigation "for law enforce- 
ment purposes" within the meaning of exemption 7? 

On its face, exemption 7's language appears broad enough to include all such 
internal audits. I f  this broad interpretation is accepted, however, we immedi- 
ately encounter the problem that  most information sought by the Government 
about its own operations is  fo r  the purpose ultimately of determining whether 
such operations comport with applicable law, and thus is "for law enforcement 
Purposes." Any internal auditinq or monitoring conceivably co111d result in  dis- 
ciplinary action, in  dismissal, or indeed in criminal charges against the employees. 
But  if this broad interpretation i s  correct, then the exemption swallows up the 
Act ;exemption 7 defeats one central purpose of the Act to provide public access 
to information concerning the Government's own activities. 

We think "investigatory files compiled for law enforcement purpoqes" must 
be given the same meaning. or a meaning to achieve the same result, w h e t h ~ r  
the subject of the files is  a government employee or an ordinary private citizsn. 
While Congress did not confront this problem specificallv, the e x a m ~ l e s  cited 
of "investi~atory files" and "law enforcement purposes" point to this inter-
pretation." For the purpose of analyzing the application of exempticn 7 in the 

160 T1.S. Apn. D.C. a t  234. 491 F.2d n t  27 (citation omitted\. 
'a441 F. 2d a t  24. cit ino Frenkel v. SEC. 4CO F. 2d 813 (2il Cir.). cert. denfed. 409 T1.S. 

889. 43 P. Ct. 125. 34 1,.Ed. 2d 146 (1472). We referred t o  Chief Judre  Barelon's sugqen-
tion i n  BrietoZ-Myer~ t h a t  t h e  Dlstrlct Court should determine whether the  prospect of 
enforcement proceedings IS concrete enough to bring into operation the  exemption. . . ." 
424 F. 24 a t  929-940. (This ~ ~ h r a s e n l o r y  was rtdopted hv the  Distrlct Court tn t h e  cane a t  
har.) We distineulshed the  Mv La1 lnvestlratlon. where courts-martlal had heen held, 
from the Rristnl-Mgers situation. where the  Federal Trade Commlssion had made n 
consclo~ls decision not  to  maintain any enforcement proceedina a t  least two gears prlor 
t o  sui t  to  compel rllsclosure of the  docoments. T h e  questlon in  thn t  case was. therefore. 
whether the  hare assertion by a n  agency t h a t  0leu were c o m ~ i l e d  for  law enforcement 
Purposes when no enforcement proceedings were in f ac t  ever prosecuted, woulA he e n o ~ ~ p h  
to p r ~ c l ~ i d e  co~!rt held t h a t  finch a n  assertlon was not sntfldcnt, anddisclosure. T h e  
remanded for  fur ther  consideration in the  t r ia l  court.-491 F. 2d n t  24 (citations omit- 
ted : emnhnsis oriplnnl). We thus  concluded i n  Aspin t h a t  t he  District Court's reliance on 
Brisfpl-Myers was misplaced. 

4S l I l f  Investigatory files were macte puhllc subseqnent to  the t e r m i n ~ t i o n  of enforce- 
ment pr.oceedines. t he  ability of nnp i n v ~ ~ t i g n t o r v  hod? to conduct f1rt11re lnvestirations 
wolllA be serloi~alv impaired. Few nersonn wo111d respond candldlp to  investirator* if 
they feared t h a t  their remarks would become puhlic record af ter  the  proceedings. Fnr -
ther ,  . the  investikative techniques of the  investigating body would be dlsclosed to the  
yenera1 nublic." 493 F. 2d a t  30. '* .4 spin. 491 F. 2d a t  30. 

"The Senate Report states thn t  "investipatorv 81es compiled for  law enfol'cement nur- 
noses" are  "files prepared hg Government agencies to  prosecute law violators." S: Rep. 
NO. 81.1. 84th Cong.. 1 s t  Sew. 9 (1965). No distinction i s  drawn betwren v ' o l ~ t o r s  who 
nrp "n17prnment emnlnyeen mi l  violators who a re  private citlzens. See alao U.R. Rep. No. 
1497, 89th Cong., 2d Sess. 11 (1966). 



instant and similar cases, it is  therefore necessary to distinguish two types 
of files relating to government employees: (1) government surveillance Or 
oversight of the performance of duties of its employees; (2) investigations 
which focus directly on specifically alleged illegal acts, illegal acts of partic- 
ular identified officials, acts which could, if proved, result i n  civil or criminal 
sanctions." The applicability of exemption 7 to each individual case is to be 
ascertained by making a careful distinction between these two categories." 

[S-111 The purpose of the "investigatory files" is  thus the critical factor. 
Was the purpose of the disputed report here to determine if grounds existed for  
bringing a civil rights action against the loan officer? If the purpose of the in- 
vestigation was to consider a n  action equivalent to those which the Govern- 
ment ,brings against private parties, thus demonstrating that the "lam enforce- 
ment purpose" was not customary surveillance of the performance of duties 
by government employees, but a n  inquiry a s  to a n  identifiable possible viola- 
tion of law, then such inquiry would have been "for law enforcement purposes" 
whether the individual were a private citizen or a government employee. But  
was this the purpose of the investigation here? On this record we cannot say, 
and hence our consideration of the applicability of exemption 7 likewise calls 
for a remand to the trial court for inquiry a s  to this * and other relevant points. 

V. EFFECT OF IXDIVIDUAL'S CONSENT TO GOVERNMENT DISCLOSURE 

The Government has offered to release information concerning any individual 
to RHA if the written authorization of the individual is obtained. Specifically, 
the Government wrote to  RHA: If  you furnish us  with appropriate written 
authorizations from those individuals who, to your present knowledge, furnished 
information in this investigation, we will consider making available information 
furnished by any such individual?' 

RHA did not obtain any individual releases. 
The exemptions to the Freedom of Information Act place limits on compulsory 

disclosure; presumably the Government has power to  waive a n  exemption.
However, in so doing, the Government and a court, when its authority is invoked, 
must be alert to  protect other interests in  confidentiality besides those of the 
Government which are  present in  each of the nine exceptions, some more obvi- 
ously than others. Much information is disclosed voluntarily and involuntarily 
(but with less difficulty than would otherwise be t rue) ,  because the individuals 
supply the information believe that, since the Government has power to protect 
confidentiality under the exemptions, it will do so. 

This suggestion of the Government for obtaining individual releases protects 
the interests involved in exemption 6 that individual's medical, personnel, or 
similar files not be indiscriminately disclosed. However, the ambiguous terms 
of tlie Government's offer to release should be clarified. I t  is unclear whether 
the Government would release personal information about one person which is 

44The character of the s tatute  violated would rarely make a material distinction 
because the law enforcement purposes protected by exemption 7 include both civil and 
criininal purposes, e.g., civil rights, a s  here. See H.R. Rep. No. 1497. 89th Cong., 2d Sess. 
11 (1966) : Thls exemption covers investigatory files related to  enforcement of all kinds 
of Ian~s,  labor and securities laws as  well as crlminal laws. This would include files pre- 
pared in connection with r e l ~ t e d  Government litigation and adjudicative proceedings. 
S. 1160 is not Intended to give a private party indirectly any earlier or greater access to 
investigatory files than he would have directly i n  such litigation or  proceedings.-01.
Evans v. Department of Transportation. 446 F. 2d 621 (5th Cir.), cert. denied, 405 U.S. 
91s. 92 S. Ct. 944 30 L. Ed. 2d 788 (1972). 

47 The distinction was also drawn In Center for National Policy Reviem v. Weinberger,
No. 73-1090 168 U.S. App. D C. - 502 F. 2d 370 (1974) where Judge Leventhal wrote 
for  the couit, There 1s no clear distinction between lnveitigative reports and material 
tha t  despite occasionally alerting the administrator to  violations of the law is acquired 
essentially a s  a matter of routine. What is clear however is tha t  where'the inqulry
departs from the routine and focuses with special'intensitv'upon a particular party an 
inlrestigation is under way.--Id. a t  -, 502 F. 2d a t  373. Judge Leventhal separ&ely 
analyzed the meaning of the phrases "investigatory files" and "law enforcement purposes." 
We have not found such separation necessary here but have dealt with the elements as  
they "fuse and interact." Id. a t  -. 502 F. 2d a t  374. 

481n so determinmg a court must of course be wary of self-serving declarations of any 
ngency ; it must be clkar to the court tha t  more than ephemeral possibilities of enforce- 
ment were anticipated by the agency in undertaking the investigation. If a n  investigatory 
file is compiled for the purpose of determinlng whether a lam enforcement proceeding 
should he broueht (in the same manner a s  against a private cltizen) and against whom 
th,e?, whether the agency concludes tha t  proceedings are  necessary or  not, the agency ma; 
ut i l~ze esemptlon 7 to  protect i t s  investigatory process and sources. 
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furnished by a second person on simply the second's authorization, ,or only by 
the first's, or by both. One interest protected by exemption 7, that  of enabling the 
investigatory process to  proceed unimpeded by hesitancy of witnesses o r  dis- 
closure of investigatory technique, which mas not previously evaluated by the 
trial court, should not be overloolred on remand. 

The trial c m r t  should weigh carefully several difficulties inherent in the release 
by iudividual consent of government compiled information on private individuals. 
First, if many consent, there nlay be explicit o r  implicit group pressure on those 
few who do not wish to have their lives publicized. Second, there may be pressure 
by the RHA or other groups to force individuals to  comply. We impute no bad 
motives or actions to RHA ;we merely state a powibility true for any interested 
orgnnimtion. Third, if many consented-to disclosures are made, i t  may become 
significantly easier to  identify the remainder of the group because of the smaller 
size of unknowns. 

Finally, putting the same amount of information in the public domain could 
be aohieved by private interviewing of those individuals who wish to participate. 
They can then reveal whatever information they desire, and this process might, 
a s  a practical matter, be no more time-consuming for RHA than obtaining formal 
consents to disclosure by the government. This approach mould be similar to  the 
approach taken for grand jury witnesses. We do not allon. a grand jury vitness' 
testiniony to be revealed except under well-define3 rules; however, the witness 
is  usually free to come out of the grand jury and tell the public what he kllonrs 
with regard to  the subject of the grand jury inquiry. 

Vf. CONCLUSION 

We remand this case to the District Court for reconsideration of exemptions 
4, 6, and 7, in  light of this opinion. In  so  doing, we need not now confront the 
question of equitable discretion of the court to go beyond FOIA, n7hich was sng- 
gested by USDA. We also do not consider the applicability of exemption 5,:" 
a s  the Government has not objectedr to the District Court's holding that  this 
exemption is  inapplicable. 

Reversed and remanded. 

RURAL HOUSING ALLIANCE 

v. 

UNITED STATES DEPARTMENT ET AL.,APPELLANTSOF AGRICULTURE 

NO. 73-1771 

UNITED STATES COURTOF APPEALS,DISTRICTOF COLUMBIACIRCUIT, 
SEPTEMBER24, 1974 

Before BAZELON, Chief Judge, and ROBB and WILICEY, Circuit Judges. 

ORDER 
Per  Curiam. 
On consideration of appellee's petition for rehearing, it is  
Ordered by the Court that  the aforesaid petition for rehearing is  denied. 
BAZELON,Chief Judge, concurring in the denial of appellee's motion for 

rehearing : 
As initially issued, the court's opinion in this case contained the follo~ving 

paragraph : 
"We refer RHA's suggestions of counsel's participation in in camera inspection 

to the District Judge on remand. Such participation by counsel may be allowed 
by the District Judge in his discretion, if he finds such participation necessary 
to his comprehension of the arguments and thus to  a fair  and correct resolution 
of this case." 

On the Government's motion, the court ordered deletion of this paragraph over 
my dissent. Two reasons have been given for the deletion : (1 )  that the paragraph 
was incorrect a s  a matter of l aw;  (2)  that i t  was unnecessary. I join in the 
denial of appellee's present motion for rehearing solely on the second ground. 

60 We have rerentlo had ocrsnsion to consider esernntfon 5 in Montrose Chemical Corpo- 
ration v. Train.160 U.S. App. D.C. 270.491 F.2d 63 (1974). 



The court today agrees that the deleted passage mas unnecessary to i ts  decision. 
Accordingly, the court's action does not decide the question which the passage 
addressed. 

ROBB, Circuit Judge : 
I voted to delete the paragraph referred to by Judge Bazelon on two grounds : 

(1)the pamgral~h was a n  incorrect statement of the law, and (2)  it was unnec- 
essary to the decision. 

ENVIRONJIENTAL AGENCY,PROTECTION APPELLEE. 

ARGUED APRIL 3, 1973-DECIDED SEPT. 11, 1973  

-2ction seeking di~closure of information. The United States District Court 
for the District of Maryland. IJerhert P. Murray, J., held the information t o  be 
e s e a p t  and plaintiffs appealed. The Court of Appeals, Donald Russell, Circuit 
.Jndgc, held that information gathered by Environmental Protection Agency and 
relating to homes where uranium tailings had been used for  fill was not exempt 
from disclosure. 

Reversed and rerllanded. 
Widener, Circuit Judge, filed concnrring and dissenting opinion. 

1. Records Gz14 
Preeclom of Information Act exemption relating to personnel and medical and 

similar files indicates that. \vhile exemption is not limited to  strictly medical or 
11crsonn~1Eles. to be exempt similar files must have s a n e  characteristics of con- 
fidentiality that orclinarily attach to iafol-nlation in  medical or personnel files 
5 U.S.C.A. 5 552(h) (6 ) .  
2. 	Records Gz14 

In  deter~nining whether Freedom of Information Act exemption relating to 
files wbich are similar to personnel and medical files applies to  particular infor- 
tia at ion courts tilt balance in favor of disclosure. 5 U.S.C.A. 5 552(b) (6 ) .  

3. 	Records c E a  14 
Promise of confidentiality made a t  time information mas gathered may be 

factor in determining whether information is  exempt from disclosure a s  infor- 
mation similar to  that contained in personnel and medical files but such ljrom- 
ise is  not enough to defeat right of clisclosure. 5 U.S.C.A. 5 652(b) (6) .  

4. 	 Records @=a14 
Promise of confidentiality made in connection with gathering inforrnation re- 

lating to  buildings ~vould be entirely inapplicable to claim of right to disclosure 
of information relating to public buildings. 3 U.S.C.A. 5 562(b) (6) .  

5. 	 Records b 14 
Interest of parties seelcinq disclosure of informatioll has  no bearing on right 

to disclosure. 5 U.S.C.S. 5 652. 
6. 	Records Gz14 

Claim that  disclosure of information would do more harm than good did not 
warrant wi~thholding information which was gathered by Environmental Pro- 
tection Agency relating to  homes which had used tailings from uranium proc- 
essing a s  fill. 5 U.S.C.A. g 552. 

7. 	Records G a 14 
Fact that  information sought of such scientific nature that  ordinary 

citizen could not properly evaluate or understaltd it did not preclude disclosure 
under Freedom of Information .4ct. 5 U.S.C.A. 552. 



8. Records 14 
Right to disclosure under Freedom of Information Act is not to be resolved 

by balance of equities or weighing of need or even benefit. 5 U.S.C.A. $552. 

9. Records c%= 14 
Information which was gathered by Environmental Protection Agency and 

which related to homes where uranium tailings had been used for fill was not 
exempt from disclosure under Freedom of Information Act. 5 U.S.C.A. $ 552. 

Victor H. Kramer, Washington, D.C. (Richard B. Wolf, Washington, D.C., 
and Joel Zeldin, on brief) for appellanes. 

Andrew J. Graham, Asst. U.S. Atty. (George Beall, U.S. Atty., on brief), for 
appellee.

Before CRAVEN, RUSSELL and WIDENEB, Circuit Judges. 
DONALDRUSSELL, Circuit Judge : 
This is  a bizarre case, illustrative of the ignonance by even scientists of the 

dangerous properties of radioactive waste materials and of the hazards that  
may result from such ignorance. I t  arose out of the practice by a uranium proc- 
essing plant of making available free of charge its uranium tailings for use 2.; 
clean fill dir t  i n  connection with consbructian of private and public structures 
in the community of Grand Junction, Colorado, where the unanium processing 
plant was located. The practice, begun in 1950, continued until 1966, when the 
hazards incident to the use of such tailings were belatedly recognized. I n  the 
meantime, these tailings had been extensively used. Bemuse of the obvious dan- 
gers connected with such use, the Environmental Protection Agency (hereinafter 
referred to as  EPA),  with the assistance of the Colorado Department of Health, 
undertoolr i n  1970 to  moni'tor the radiation levels i n  the homes and public struc- 
tures where any of these tailings had been used. I n  addition, the homes and 
husiness or public structurds were tested for radioactive emissions. In  the course 
of this  moniltoi-ing, some 15,000 homes were surveyed. The survey was extensive. 
In  some of the homes a n  air  sampler was placed for a week a t  a time on each 
of six ocoasions in the cour'se of a year a s  a part of what was dewribed ah a n  
"(1)ndooa radon daughter concentration level." I n  order to secure approval for 
such a survey from a homeowner, the government surveyors were instructed t o  
advise orally the homeowner or occupier that  the  results of the survey would not 
be released to any one other than the owner or occupier and federal officials 
working on the problem. When the surveys were completed, the results were 
made available by the EPA to the Colorado Department of Health, in conjunc- 
tion with which the surrey mas made. Through a n  arrangement with the Colo- 
rado Department of Health, the Development Director of the community can 
secure and make available to any "proper party" the results of the tests made on 
any spedfic structure. I n  addition. each ou7ner of a structure sufrveyed has been 
given the results of the survey of his building. 

The plaintiffs a t  first made formal request upon the defendant for the results 
of the  survey a s  it applied to  al l  public and private struotures in  the community. 
I t  later modified this request to cover only those structures in which the mclia- 
tion levels exceeded the Surgeon General's "safety guidelines". The agency re- 
sponded to this request by offering to provide the results hut with the names 
and addresses of homeowners or occupiers deleted. It hased its refusal to  supply 
any of this information upon the exemptions set forth in subdivisions (4 )  and 
(6 )  of Section 552(b), 5 U.S.C. This was unacceptable to  the plaintiffs, who then 
filed this action under the Freedom of Information Act' to compel disclosure. 
The defendant entered a motion to dismiss, and, in  the alternative, a motion 
for summary judgment. The plaintiffs then submitted their cross-motion for 
summary judgment. When the motions came on for h ~ a r i n g ,  the District Court 
denied plaintiffs' cross-motion and granted the defen~dant's motion for summary 
judgment, finding that  disclosure, though not exempt under subdivision (4) ,  
wns exempted under subdivision (6)  of the Act. The plaintiffs appeal. 

On this appeal, the defendant agency apparently concedes that  i t  is obligated 
to digclose t o  the plaintiffs, without regard to their interest or want of interest, 
the information requested unless disclosure is  "specifically" excused under one 
of the nine express exemptions set forth in  the Freedom of Information ,4ct, 

'These tn i l in~s  are described as a sand-llke bg-product of the uranlum processlng
plant's mining operations. 

5 U.S.C.. Section 552, supra. 



and that, in  asserting an excuse for disclosure under any expresg exemption, 
"the burden is  on" i t  "to sustain i t s  action." Whether conceded or  not, this is 
the clear purpont of the Act itself. Epstein v. Resor (9th Cir. 1970) 421 F. 2d 
930, 933, cerit. denied 398 U.S. 965, 90 S.Ct 2176, 26 L.Ed.2d 549. While it sought
to excuse nondisclosure in  this case under both exemptions (4) and (6 )  of the Act, 
i ts  claim under (4)  was disallowed by the District Court and, in  this Court, the 
agency rests i ts  right wholly upon exemption (6) .Accordingly, the sole issue here 
is  whether the D?sbrict Court was correct in  finding tha t  the defendant agency 
had sustained i ts  burden of establishing a right to  exemption from disclosure of 
the requested information under exemption (6 )  of the Act. 

Exemption ( 6 )  is  a s  follows : 
" ( 6 )  personnel and medical files and similar files the discloslire of which would 

constitute a clearly unwarranted invasion of personal privacy ;". 
[ I ]  Obviously, the information requested was not included in any "personnel" 

or "medical" files as  such. The basis for a claim of exemption must accordingly 
be found in the phrase, "similar files the diclosure of which would constitute a 
clearly unwarranted invasion of personal privacy." The term "similar" mas used, 
i t  seems, to indicate that, while the exemption was not limited to strictly medical 
or personnel files, the files covered in this third category must have the same 
characteristics of confidentiality that  ordinarily attach to information i n  medical 
or personnel files ; that  is, to such extent as  they contain " 'intimate details' of a 
'highly personal' nature", they a re  within the umbrella of the exemption. This is  
the real thrust of the exemption a s  it was construed in Getman v. N.L.R.B. 
(1971), 146 U.S.App.D.C. 209, 450 F.2d 670, 675. See, Note, Invasion of Privacy 
and the Freedom of Information Act: Getman v. N.L.R.B., 40 Geo.Wash.L.Rev. 
527, 532 (1972). It would seem to follow that  the exemption applies only to 
information which relates to a specific person or individual, to  "intimate details" 
of a "highly personal nature" in  that  individual's employment record or health 
history or the like, and has no relevancy to information that  deals with physical 
things, such a s  structures a s  i n  this case? The agency contends, however, that  
this is  too simplistic a n  approach to the unique situation in this case. It is  true, 
the agency argues, that, while the information sought by the plaintiffs relates 
strictly to the condition of structures, of buildings, and real estate, it was 
gathered, analyzed, and is of interest only a s  it relates to the possible effect of 
that  condition on the health and well-being of the occupants of those structures, 
i.e., of specific persons and individuals. So viewed, in  this broad contest, the 
information, the agency contends, comes within the definition of information of 
a "highly personal nature", a s  contemplated i n  exemption ( 6 ) .

I t  must be conceded that  there is a certain persuasiveness to this argument. 
The survey of the homes in the community was engaged in because of concern for 
personal health and safety; it was not a n  engineering survey to determine 
the structural adequacy or nature of the structures. And the reason for  the 
health concern was the possibility that  continued occupancy of the building might 
expose the occupants and even their progeny to hazards of health and even 
biological impairments. I t  is  suggested that  these potential health impairments 
could affect adversely employment opportunities and might even reduce marriage 
possibilities of the occupants. 

[21 Assuming, however, that  i t  is  possible to analogize these records to health 
records, it does not follow automatically that  such records are  exempt from 
disclosure. The statutory exemption does not simply cover any files that  may 
be regarded as  "similar" to health files. "Similar files", in  order to qualify under 
the exemption, must fit the additional qualifications set forth in  the exemption, 
i .e . ,  they must contain information "the disclosure of which would constitute a 
clearly unwarranted invasion of personal privacy." 'The use of the term "clearly" 
in  this qualification, which was not inadvertent but purposeful on the par t  of 
Congress, was, itself, a "clear" instruction to the Courts that, i n  determining the 
issue whether a disclosure would constitute "a clearly unwarranted invasion of 
personal privacy", they should "tilt the balance i n  favor of disclosure". Getman 
v. N.L.R.B. supra, a t  674 of 450 F.2d. 

J Cj., the language of Professor Davis In Administrative Law 1970 Supp.. Section 
38.22 at 164, where, In discussing exemption ( 6 )  and particulariy the qualifying term 
"personal privacy", he says : "I think 'personal prlvacy' always relates to individuals." 

4 One commentator has fouud this language unsatisfactory adding that - "The ambigu- 
ous wording of exemption 6 and the traditional problems in kecurlng the iight to prlvacy 
may preclude creatlon of a completely satisfactory test.". 40 Geo. Wash. L. Rev. 527, at 
p. 540 (1972). 





the practice of the City Development Director of maliing available the informa- 
tion in question to any proper person requesting it. Pet  no concerned individual, 
so f a r  a s  this record shows, has ever objected; nor llas the defendant agency 
instalxed one case in  which a n  individual llouseholder has complained of any 
harm suffered by him a s  a result of cliscl'osure. Nor, for that  matter, has the 
~lefendant agency attempted in this case to show that  any "specific governmental 
interests" \vill be harmed by the disclosure requested by the plaintiffs. Cf. Bristol-
hieh-ers Company v. F.T.C. (1970) 138 U.S.App.D.C. 22, 424 F.2d 935, 938, cert. 
denied 400 U.S. 854,91 S.Ct. 46,27 L.Ed.2d 5%. 

lT] The agency suggests that  the information sought is of such a recondite 
scientific nature that  the ordinary citizen could not properly evaluate or under- 
stand it .  No one -vvould question the ignorance of the general public-and per-
haps, the scientific world, toe-as to the possible harmful aspects of radioactive 
materials. The same could no doubt be said of much governmental information. 
Even ceilsus data is subject to misinterpretation and has prompted violent con- 
troversy even among experts. But the mere circumstance that  information may 
not be fully understood is not among the "specific" exemptions authorized under 
tile Act. Actual!y, it may well be that  the very fact that  the goveinment so 
atlan~antly opposes release may give free rein to unbridled fear  for the worst on 
the part of the people of this community; whereas, the release of the surveys, 
pren though not fully understood, may have a beneficial, calming effect on the 
reasonable apprehensions of these citizens. 
[S] The Governme~lt has, i t  developed, embarked recently since discovery of 

the danger on a remedial program intended to remove or minimize the hazard 
of rzdioactive injury to the occupiers of these structures. The District Court felt 
that  such a p,rogram militated against a determination that  there was any public 
need for or benefit to  result from disclosure. I n  balancing equities, i t  thought this 
of moment. But, a s  we have elready observed, the right to disclosure under the 
Act is not to be resolved by a balancing of equities or a weighing of need or even 
benefit-. The ofily ground for denial of disclosure in this situation is that  the dis- 
closure wonld r e ~ r e s e n t  a "clearly zrnwar~-anted invasion of personal privacy." 
For  the I.easons given we are  unable to find any reasonable basis for finding 
such a "clearly unwarranted basis." 

[9] Reversed, with direction to the District Court to enter a decree granting 
disclosure as  provided in Section 552, 5 U.S.C. 

T~IDEXER,Circuit Judge (concurring and dissenting) : 
I lnust respectfully dissent with respect to those who made a n  agreement with 

the gover~lment in good faith that  the information disclosed about their "private 
homes" n-ould be kept confidential, particnlarly those who a re  yet in  possession 
of 1-he premises involved. What I say does not apply to "public ,buildings." The 
words "private homes" and "public buildings" are  quoted from the compl'aint. 

I am of opinion that  the statute does not require blanket disclosure, to com- 
plete strangers, of information which the government obtained under a good 
fai th  slgreenlent that  i t  would not be disclosed. For persons n7ho so agreed, I 
beliere the files of information concerning their homes are  ". . . similar files, 
the vlisclosnre of which would constitnte a clearly unwarranted invasion of 
personal privacy." 5 U.S.C. 552 ( b )  ( 6 ) .  

There is no question but that  girjng out this information promiscnously to 
strangers is  an invasion of personal privacy. Di,sc!osnre of a specifically agreed 
upon confidential communication from citizen to sovereign nlay be considered 
no less. The question is whether or not i t  is clearly unwarranted. If the person 
seeliil?g the information has any colorable interest in obtaining it, I think it  
may not be the clearly unwarranted invasion contenlplated by . the  statute. 
These plaintiffs, however, insist that  they need have no connection with the 
premises involved, no matter how remote, in order to get the information sought. 
Webster's New International Dictionary, 2nd Edition, defines unwarranted a s  
"Not warranted; being without warrant, anthority, or guaranty." Plaintiffs' 
right to interfere, having no interest they have chosen to disclose, is, in  my opinion, 
clearly without warrant or authority, and ought not to  be allowed. 

With respect to these particular plaintiffs, in  their search for information 
about the private homes of others, I agree with the district court when it stated : 
"As the House Report accompanying this legislation indicated, a citizen must be 
able to  confide in his Government. When the Government has obligated itself 
in good faith not to  disclose documents or information which it receives, i t  should 
be able to honor this obligation." 
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JULIUS G.  GETMANET AL. 

NATIONALLABOR RELATIONS BOARD,Appellant 

NO. 71-1097 

ARGUED JUNE 15, 1D71-DECIDED AUQ. 31, 1971  

Action by law professors engaged i n  NLRB voting study to compel National 
Labor Relations Board to provide them with names and addresses of employees 
eligible to  vote in  certain elections. The United States District Court for the 
District of Columbia, Waddy, J., granted relief and th eBoard appealed. The 
Court of Appeals, J. Skelly Wright, Circuit Judge, held that  even if lists con- 
stituted "files" within Freedom of Information Act exemption in favor of files 
disclosure of which would contitute unwarranted invasion of personal privacy, 
invasion would be minimal, since named employees would only be called by 
telephone to learn if they would submit to interview, and invasion was not 
clearly unwarranted, despite claim that  i t  might interfere with and delay deter- 
mination of elections, particularly since goal of study was streamlining of elec- 
tion process. 

Affirmed. 
MACKINNON,Circuit Judge, concurred and filed opinion. 

1. 	Records m 14 
Freedom of Information Act exemption in case of trade secrets and commer- 

cial orfinancial information obtained from person and privileged or confidential 
does not extend to any information given government in  confidence. 5 U.S.C.A. 
§ 552(b) (4).  
2. 	Records b14 

Bare lists of names and addresses of employees, which employers were required 
by la  wto give to  National Labor Relations Board, without any express promise 
of confidentiality, were not within Freedom of Information Act exemption appli- 
cable to trade secrets and commercial O i  financial information obtained from 
person and privileged or confidential. 5 U.S.C.A. 5 552 (b)  (4).  

3. 	Constitutions Law c%a70(1) 
Court was not free to give statute expansion which Congress considered and 

denied. 
4. 	 Statutes 217.3 

Senate report was to be perferred over House report as  reliable indication of 
legislative intent where House report was not published until after Senate 
had already passed its bill. 
5. 	 Records c%a14 

Bare lists of names and addresses of employees which employers were required 
by law to give NLRB were not within Freedom of Information Act exemption 
applicable to  investigatory files compiled for law enforcement purposes. 5 U.S.C.A. 
§ 552(b) ( 7 ) .  
6. 	 Records c%a14 

Freedom of Information Act exemption applicable to  personnel and medical 
files and similar files disclosure of which would constitute clearly unwarranted 
invasion of personal privacy requires court reviewing matter de novo to balance 
right of privacy of affected individuals against right of public to be informed, 
tilting balance in  favor of disclosure. 5 U.S.C.A. 5 552(b) (6). 
7. 	Records 14 

Even if disclosure, to law professors engaged in NLRB voting study, of lists 
of names and addresses of employees, in certain cases, which employers were 
required to give Board, would be of "files" within Freedom of Information Act 
exemption i n  favor of files disclosure of which would constitute unwarranted 
invasion of personal privacy, invasion would be minimal, since named employees 
would only be called by telephone to learn if they would submit to interview, and 



invadon was not clearly unwarranted, despite claim that  i t  might interfere with 
and delay determination of elections, particularly since goal of study was 
streamlining of election process. 5 U.S.C.A. 5 552 ( b )  (6).  
8. 	 Records 14 

Court has no equitable jurisdiction under Freedom of Information Act to deny 
disclosure on grounds other than those laid out under enumerated exemptions, 
and requirement of balancing applies only to exemption applicable to files dis- 
closure of which would constitute clearly unwarranted invasion of personal 
privacy. 5 U.S.C.A. $552(a)  (3) ,  ( b )  (4, 6, 7 ) .

Mr. Norton J. Come, Asst. Gen. Counsel, National Labor Relations Board, with 
whom Messrs. Arnold Ordman, Gen. Counsel, Dominick L. Manoli, Associate 
Gen. Counsel, Marcel Mallet-Prevost, Asst. Gen. Counsel, Glen M. Bendixsen, 
Chief of Special Litigation, and Charles N. Steele, Atty., National Labor Rela- 
tions Board, were on the brief, for appellant. 

Messrs. Stephen B. Goldberg, Champaign, Ill., and Julius G. Getman, Bloom- 
ington, Ind., with whom Mr. Lee M. Modjeska, Washington, D.C., was on the brief, 
for appellees. 

Mr. Marvin M. Karpatkin, New York City, for  Consumers Union of United 
States, Inc., a s  amicus curiae. 

Before WRIGHT, MACKINNON and ROBB, Circuit Judges. 
J. SKELLY WRIGHT, Circuit Judge. 
This case is  before the court o nappeal by the National Labor Relations 

Board from a judgment of the District Court ordering the Board to "provide 
[appellees] with names and addresses of employees eligible to vote in  approxi- 
mately 35 elections to be designated by [appellees], a s  soon a s  those names and 
addresses are  in [the Board's] possession." Although the immediate controversy 
arises i n  a labor law context, the central decisional issue involves the right 
to and limits on disclosure of Government information under the Freedom of 
Information Act.' 

I 


The history of this action begins with a request by appellees on October 28, 
1969 that  the Board furnish them the names and home addresses of employees
eligible to vote in  certain representation elections. The Board now maintains 
lists of such names and addresses pursuant to its decision in Excelsior Under- 
wear, Inc., 156 NLRB 1236 (1966),' to assure that  unions have a fa i r  chance to 
communicate with employees before elections and to facilitate the Board's func- 
tion of resolving challeuges to voter eligibility. Appellees, who are professors of 
labor law engaged in a n  NLRB voting study, seek a limited number of Excelsior 
lists i n  the Board's possession to facilitate scheduling of interviews with em-
ployees before and after certain elections. Appellees propose to question willing 
employees regarding their attitudes toward the election process, especially about 
the impact of campaign tactics utilized by both employers and unions. On the 
basis of general statutory authority, the Board has developed a n  elaborate struc- 
ture of rules governing the behavior of parties during a campaign. The purpose 
of appellees' study is to provide a n  empirical basis for  evaluating the wisdom 
and utility of these regulations. 

On April 22, 1970, the Board denied appellees' request for  the Exclesior lists 
because, in  i ts  judgment, their proposed study would be likely to upset the "lab- 
oratory conditions" a required for conducting a fair  representation election. Even 
if the proposed interviews would not actually prejudice elections, the Board 
feared that  it would be obliged to conduct investigations and hold hearings con- 
cerning interview-related objections, and that this delay would be in  disregard 
of the congressional policy embodied i n  the National Labor Relations Act that  
representation issues should be resolved a s  rapidly a s  possible. 

l p l ~ b .L. 69-487, 89th Cong., 2d Sess., 80 Stat. 250, 5 U.S.C. 5 552 (Supp. II 1965-66) 
amending Administrative Procedure Act, ch. 324, f 3, 60 Stat. 238 .(1946), 5 U.S.C. $ 1002 
(19!$4).Although Pub. L. 89-487 was repealed, its substantive provislons were enacted into 
the United States Code by Pub. L. 90-23, 90th Cong., 1st Sess. 81 Stat. 54 (1967) 5 
U.S.C. $ 5 5 2  (1970) .  For commentaries on the Act see H.R. ~ e ' p .  1497 89th Cong. '2d 
Sess. (1966) (hereinafter "H. Rep.") ; S. Rep. 813, '89th Cong., 1st  ~ e s s . '  (1965) (he;ein- 
after "S. Rep.") . Dept. of Justice, Attorney General's Memorandum on the Publlc Infor- 
mation Section d.f the Administrative Procedure Act (1967) ; K. Davis, Adminlstratlve 
Law Treatise ch. 3A (1970 Supp.) ; Note, The 1966 Freedom of Information Act-Early 
Judicial Interpretations, 44 Wash. L. Rev. 641 (1969) ; Comment, The Freedom of Infor- 
mation Act :Access to Law. 36 Dordham L. Rev. 765 (1968). 

'Approved in NLRB v. Wyrnan-Gordon Co., 394 U.S. 759, 767, 89 S. Ct. 1426, 22 L. Ed. 
9rl 704 114fi9)-- -.,v ,-"--,.

Sewell Manufacturing Co., 138 NLRB 66,69-70 (1962). 
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011August 6, 1970, appellees filed the instant snit in  the District Court alleging 
that  they are  entitled to the Excelsior lists under the BTreeclom of Infonnntion 
Act. The Board argued that  the Freedom of Inforination Act does not require 
i t  to furnish the info~nlatioa sought by appellees because such infornlatioii 
falls withill Esemptions (4),  ( 6 ) and (7 )  of the Act. Cross-motions for summarp 
jnc1g:uent n-ere filed, and the District Court foucc! on .January 21,. is71 that 
the Eoard had failed to satisfy its burden of establishing that  the requested 
info~mationwas exempted. The Distric,t Court further found tliat, even assum- 
i ~ l gi t  hzd poll-er to deny disclosure on grounds other than those set out in the 
specific exelllptions of tile Act, the burden of justifying nonclisclornre still rested 
with the Board, and this burden had not been met. hccordinqlr, the District 
Court ?ranted appellees' motion for summary judgment. nild the Board brought 
the aggeal n-hich is  now before us for considexation.' 

For  the reasons elaborated below, we agree with the District Court that  the 
Board's refnsal to disclose the inforination requested by appellees is not justi- 
fied under any of the specific exemptions of the Freedom of Information Act. TVe 
holcl further that a District Conrt has no equitable jurisdiction to permit with- 
holding of information which does not fall within one of thc exemptions of the 
Act. ~~ccord i i~g ly ,  we affirm the judgnlent of the District Court. 

LL 


The priinary purpose of the Freedom of Information Act is "to increase the 
citizen's access t o  government records. * * *: 

" ::: * The legislative plan creates a liberal disclosnre requirement, limited 
only by specific exemptions which are  to be narrowly construed. * *: * " 

Bristol-Myers CO. v. lF.T.C., 138 U.S. Apll. D.C. 22, 25, 424 F.2d 935, 938 (19i0).5 
(Footnotes omitted.) Subsection ( a )  (3 )  of the Act yrorides in  perl-inent part 
that "each agency, on request for ideil1:ifiable records * * *, shall make the records 
p r o m l ~ t l ~available to any person. On complaint, [a] district conrt of the United 
States * :3 * has jurisdiction to  enjoin the agency fro111 nTithholding agency 
records nncl to order the production of any agency records in1l;roperly withheld 
froin the complain[ant]. In  such a case the court shall determine the matter 
de novo ancl the burden is  on the agency to sustain its action. * * * " 

Subsection (b)  of the Act exempts from disclosure nine categories of informa- 
tion. The Board relies on the following three to  preclude disclosure in  this case : 

' ; (4)  trade secrets and commercial or financial information obtained from a 
person and privileged or confidential ; 

j, 4 4 * * * * 
" (6)  personnel and medical files and similar files the clisclosure of which 

vould constitnte a clearly unwarranted invasion of personal privacy ; 
" ( 7 )  investigatory files compiled for lam enforcement purposes escegt to the 

extent available by law to a party other than a n  agents[.]" 
11-31 Of the three exemptions relied upon by the Board, Esemptions (4)  and 

(7 )  are  simply inapplicable. The Board, citing the Attorney General's meino- 
randun:: maintains that  Exemption (4) applies to  any informat,ion given the 
Goreriiment in  confidence. But  this interpretation tortures the plain meaning 
of Eseiilption (4) .  We agree with the court in Consumers Union of the United 
States, Inc. v. Veterans Administration, S.D. N.Y., 301 F.Supp. '796, 502 (1969). 
that  "this section exempts only (1)trade secrets and (2)  information which is 
( a )  commercial or financial, (b )  obtained from a person, ancl (c )  privileged or 
confidential. The exemption given by the Congress does not apply to  inforinatioil 
which does not satisfy the three requirements stated in the statute." Obviously, 

4 011Janua ry  22. 1071, the  Roar0 filed a notice of appeal and  aslred the  District Court 
to s t ay  i t s  j!idgment pending appeal. The District Court Benied the  reguested stqv on 
Febrr:nrg S. 1071.. On Febrnnrg 9 the  Boarcl petitioned th i s  cour t  t o r  a s tay  l,dricling
ngreal,  n.2:ich s tay was granted on ;\larch 11and clissolved on Julx 13. 

SSee ~ 7 8 3112 Conq. Hec. ( P a r t  10 )  l X 4 1  (1966) (Congressman Moss) : 112 Cong. Rec. 
( P a r t  10 )  a t  1365.1 (Congressman Rumsfeld) ; 111 Cong. Rec. ( P a r t  3 )  2707 (1965).enator  J ~ o n g  of 3Iissouri). '6k.~rpvuNote 1.a t  32-34. 

7Scs nlsn Grunlnlan Aircraft  Engineering Corp. v. Rene~otfnt ion Board. 1811 U.S. ADD. 
D.C. 147. 131  425 F. 2d 578. 582 (1970) . I<. Davis supl-n Note 1 8 8A 19. 6 1 1 b  see 
Rarcelont-ta shoe  Corp. v. Con?pton, D.P.R..' 501 (1967)'. 'we note  f!;rther271 F. ~ u ' ~ p .  
t ha t ,  when Congress was  considering t h e  Act, t he  Board tooli t he  position t h a t  [ t l h e
phrase 'commercial or financial' unnecessarily limits th is  exception." Sta tement  of Wil-
I!zm Felc7esman. NLRB Solicitor, i n  Hearings on S. 1160 Before the  Subcom~llittee on 
Adminfstratfve Practice and Procedure of th:, Senate  Committee on the  .Tndiciar.v. 59th  
Cong. 1 s t  Sess. 490 (1965) (hereinafter Senate  Hearings").  T h e  Board proposed
hroadkning l n n g ~ h g e  which was not  accepted. We a r e  not  f ree  to give Exemption ( 4 )  a n  
expansion which Congress considered and  denied. 



a bare list of names and addresses Of employees which employers are  required by 
law to give the Board, without any express promise of confidentiality, and which 
cannot be fairly characterized as  "trade secrets" o r  "financial" ,or "commercial" 
information is not exempted from disclosure by Subsection ( b )  ( 4 ) .  

[4, 51 Nor is the Board's refusal to disclose justified by Exemption (7),which 
covers "investigatory iiles compiled for law enforcement purposes except to the 
extent available by law to a [private] party." According to Senate Report No. 
813 on S. 1160, 89th Cong., 1st Sess., a t  9 (1965),"These a re  the files prepared 
by Government agencies to prosecute law violators.' Their disclosure of such 
files, except to the extent they are available by law to a private party, could 
liarin the Government's case in  court." The Excelsior lists are  not files prepared 
primarily or even secondarily to prosecute law violators, and even if they ever 
weye to be used for law enforcement purposes, i t  is  impossible to imagine horn 
their disclosure could prejudice the Government's case in court. Even if this 
court had not held that  specific exemptions from disclosure in  the Act are to be 
narrowly construed, on a simple reading of the plain language of Subsection 
( b )  (7)  we would be constrained to hlod that  i t  provides appellant no justifica- 
tion for its witl~holding of the Excelsior lists sought by appellees. 

[6] Although Exemption (6)  differs from Exemptions (4) and (7)  i n  that  i t  
covers information similar i n  some respects to the kind being sought in this 
case, we agree with the District Court that  the Board has not met the burden of 
proof required to justify a refusal to  disclose under this part of the Act. Exemp- 
tion (6) applies to  "personnel and medical files and similar files the disclosure 
of \vl~ich mould consticute a clearly unwarranted invasion of personal privacy." 
Assuming that the Excelsior lists may be characterized a s  "personnel and medical 
filcs and similar files," i t  is still only a disclosure constituting a "clearly unwar- 
ranted inrasion ,of personal privacy" that  falls within the scope of Exemption 
(6) .  Exemption (6) requires a court reviewing the matter de ~zovo to balance 
the right of privacy of affected individuals against the right of the public to  be 
i n f o r n ~ e d ' ~ ;and the statutory language "clearly unwarranted" instructs the 
court to tilt the balance in favor of 

[y ]  I n  carrying out the balancing of interests required by Exemption (6) ,  
our first inquiry is whether disclosure of the names and addresses of employees 
constitutes an invasion of privacy and, if so, how serious a n  invasion. We find 

8 see nlso H. Rep. a t  11 which is characteristic all^ broader and goes beyond the express 
terms of the statute. I n  shch instances, me agree with the t11.0 District Courts which have 
ronsidered the issue tha t  the Senate report is to be preferred over the House report a s  a 
i&li&ie indication of legislative intent because the House report mas not nublished until 
.nfter.-.-- .. the- Sonate had alreadv- nassed i ts  bill. Benson v. General Services Administration. 
W.D. Wash. 289 ii--S"G. %JO- 505 (1968). affirmed on other grounds, 9 Cir., 415 F.  i d  
87s (196j)  f ~ o n s u m e r sUnioii bf United States, Inc. v. Veterans Administration. S.D.N.Y., 
801 F. Sunn. 796. 801 (1969). npj~eal dismissed as  moot, 2 Cir., 436 F. d 1363 (1971) : 
I<. Davis sicpya Note 1 5 S 3A.2 and 38.23. 

0 ~1.is to ' l -~ivers. -. . - - 138 U.S. Ann. D.C. 22. 424 I?. 2 A  935 (1970). - . - - . Co. v . ' ~ . ' l ' . ~ . .  

lOArly d i s h e t i o n ~ r ~  comiieting interests will necessarily he inconsistent
balan6ing of 

with the purpose of the Act to give agencies. and courts a s  well, definitive guidelines in 
setting information j~olicies. Nee t e s t  a t  page 679 inha. But  Exemption ( 6 ) ,  by i ts  explicit 
lanaunre, calls for  such balancinx and must therefore be viewed as  an exception to the 
gen'&ral thrust  of the Act,. S. Rep- a t  9 explains: "The phrase 'clearly unxirafianted inva- 
sion o f  nersonsl urivacv enrincia)tes a' oolicv t h a t  mill involve a balancinr of interests~ - - ~ ~ . -
6&7e&1 ih;pro?e>tion of an individual's priGate affairs from unnecessary piblic scrutiny 
and the preservation of the public's right to governmental information. The application' 
of this p o l i c ~  should lend itself ~a r t i cu la r ly  to those Government agencies where persons 
are  required-to submit vast a~nol<nts of personal da ta  usually for  limited purposes. * " *" 

We note in nassinrr t h a t  no other exemntion snecificallv reouires balancing. I n  view of 

of 1)rivacy. See e.g testimony of Edwin Rains Assistant General Counsel' Treasury
Department ~ e A a t e  kearings a t  3 6 .  testimony of b red  B. Smith Acting ~ e n e r k l  Counsel 
Treasury ~ i p a r t n i e n t  Hearings ~ e f b r e  a Snbcommittee of the committee on ~ o v e r n m e n t  
Operations of the ~ o ; s e  of Representatives on H.R. 5012 89th Cong.. 1st Sess. 56 (1065) 
(hereinafter "House Hearings") ; testimony of Clark R. kdlenhoff, Vice ~ h a i r h a n ,  Sigma 
Delta Chi Committee for Advancement of Freedom of Information House Hearings a t  
351 ; te~tiX?Ony of William Felclesman NLRB Solicitor, Senate ~ e a r i n g s  a t  491 and 
Honse Hearings a t  257. Congress, homevkr, refused to delete language it considered critical 
in  limiting the  scope of the exemption. See S. Rep. a t  9 ;H. Rep. a t  11. 



that,  although a limited number of eniployees will suffer a n  invasion of privacy 
in losing their anonymity a ~ d  in being asked over the telephone if they would be 
willing to  be interviewed i n  connection with the voting study; the loss of 
privacy resulting from this particular disclosure should be characterized a s  
relatively minor. Both the House and Senate reports on the bill which became 
the Freedom of Information Act indicate that  the real thrust of Exemption (6 )  
is  to  guard against unnecessary disclosure of files of such agencies as  the Veter- 
ans Administration or the Welfare Department or Selective Service or Bureau 
of Prisons, which would contain "intimate details" " of a "highly personal" 
nature. The giving of names and addresses is a very much lower degree of dis- 
closure; in  themselves a bare name and address give no information about a n  
individual which is embarrassing. I n  the conduct of appellees' study, any dis- 
closure of information more personal than a name and address is wholly con-
sensual and within the control of the employee. Appellees represent that  any 
employee who does not wish to  undergo a n  interview may refuse, and that  
employees have in fact done so in  connection with the pilot studies conducted to 
date. Although four pilot studies had been conducted a t  the time briefs were sub- 
mitted, there is no indication whatever in  the record of any harassment of 
employees who declined to cooperate. Thus assuming nrguendo that  the disclosure 
of Excelsior lists constitutes disclosure of a "file" within the meaning of Esemp- 
tion (6 ) ,and while recognizing that  such disclosure does involve some invasion of 
privacy, we find that  the invasion itself is to a very minimal degree. 

I n  determining whether this relatively minor invasion of privacy is "clearly 
unwarranted," we must also weigh the public interest purpose of appellees' NLRB 
voting study, the quality of the study itself, and the possibility that  appellees 
could pursue their study without the Excelsior lists. As previously indicated, the 
Board has established complicated rules and enforcement procedures governing 
the behavior of the parties during election campaigns. The costs of Board regula- 
tion a re  great. The proportion of elections in  which the losing party has filed 
objections has risen to almost one in  seven in recent years:' and such objections 
require expensive and time consuming investigation, hearings and rulings. Inter- 
ference with the "laboratory conditions" required to conduct these elections may 
indeed result in  elections being set aside, a s  the Board contends. But there is 
no proof to support the contention. I t  will be time enough to consider the relief to 
which the Board is entitled if and when a showing of disruption of Board 
functions is  made. 

We agree with appellees that  i t  is ironic that  the Board should attempt to ure 
speculation about added delays in  the prompt resolution of questions of repre- 
sentation a s  a basis for  preventing this stndy. One of the primary goals of the 
study is to consider the feasibility of changing Board rules to eliminate unneces- 
sary grounds for challenges to elections, so a s  to streamline the entire process. 
Thus the Board is taking a too shortsighted view of its own self interest. More- 
over, the Board's position suffers from the obvious self-justifying tendency of 
an institution which in over 30 years has itself nerer engaged in the kind of much 
needed systematic empirical effort to determine the dynamics of a n  election 
campaign or the type of conduct which actually has a coercive impact." The 
public interest need for such a n  empirical investigation into the assumptions 
underlying the Board's regulation of campaign tactics has for  some time been 
recognized by labor law scholars." This particular study has been reviewed and 
supported by virtually every major scholar in  the labor law field.'' The record is  

12 Before attempting to interview a particular employee, appellees first telephone to 
describe the study and ask if the employee i s  willing to be interviewed. 

13 H--. Rpn.- at-- 11.-- . --. 
14 S.Rep. a t  9. 
16 SamoE, NLRB Elections : Certalnty and Uncertainty, 117 U. Pa. L. Rev. 228, 253 


I i Q C Q \ 

, l . " . V , .  

1' For example, in the 33rd Annual Report of the National Labor Relations Board a t  60 
(1969) i t  1s stated ' "* * * In evaluating the interference resulting from specific conduct 
the Board does not' attemnt to assess i ts  actual effect on the employees but rather con! 
cerns itself with whether it is reasonable to conclude that the conduct tknded to prevent 
the free formation and expression of the employees' choice. * * *" See also Murray
Envelope Corp. of Mississippi, 130 NLRB 1574, 1576 (1961) ; Lane Drug Stores, Inc., 88 
NLRB 584. 585 n. 5 (1950) ; Marshall Field & Co., 34 NLRB 1 ,  10 (1941). "Bernstein. The NLRB's Adiodication-Rule Maklng Dllemma Under the Administrative 
Procedure Act. 79 Yale L.J. 571. 582 (1970) ; see also Bok. The Regulation of Campaign 
Tactics in Representation Elections Under the National Labor Relatlons Act, 78 Harv. L. 
Rev. 38 46-53 88-90 (1954) .  Samoff supra Note 1 3 '  Note Behavioral and Non-
~ e h a v i o h l  ~pp;oaches to NI,RB ~eprese'ntatlon Cases, 45'1ndiada L.J. 276 (1970). 

lS See, e.g., Joint Appendix 24, Exhibit 8 : JA 25, Ex. 9 ; JA 26, Ex. 10 ; JA 15, Ex. 1. 



also replete with testimonials from leading management and union representa- 
tives and Government officials.lg Appellees' research has also been approved by 
the prestigious National Science Foundation, which has,:warded appellees the 
largest grant ever made available for law related research. 

Without reviewing the practical workings of the NLRB v o t i ~ ~ gstudy in detail 
here, the court notes that  appellees Getman and Goldberg a r e  both highly quali- 
fied specialists in labor law,n that  they have designed their study carefully and 
i n  collaboration with scholars in  the field of survey research over the past two 
years, and that they have selected and trained their interviewers carefully to  
avoid biaising effects in the questioning process. The interview part of the study 
has been tested in three pilot elections and evaluation reveals no evidence which 
would support the Board's fears that  the interviewing might have the effect of 
confusing or inhibiting the employees. According to the uncontested statement of 
appellees, no employee who has consented to a n  initial interview has yet declined 
to schedule a second interview or to vote in  the subsequent election. No employee 
has  brought a complaint concerning the study to either appellees or the Board. 
Followup checks have shown that  employees have been answering truthfully such 
"sensitive" questions a s  whether they signed a union authorization card and how 
they voted. 

I n  striking the balance necessary to determine whether disclosure of the 
Excelsior lists would constitute a clearly unwarranted invasion of privacy, it is  
also significant that  appellees are  asking for the names and addresses of em-
ployees in only 35 out of the approximately 15,000elections which the Board will 
supervise during the next two years22 and that appellees have no other source for 
obtaining the names and addresses consistent with their goal of an unbiased and 
successful study. I n  each of the pilot studies to date, appellees have obtained a 
list of employees from the union. But this procedure suffers from the difficulty in  
persuading the union to give up such lists, which problem has lately been exacer- 
bated because of union fear that  the employer involved will emphasize union co- 
operation with appellees a s  a tactic in its own campaign. I n  addition, the Board 
has asserted that if i t  is successful in  this litigation i t  might seek to enjoin ap- 
pellees from carrying out their study, even where the information is obtained 
from union or management, for the same reason advanced here: that the study 
will conflict with its responsibility to expedite representation elections under 
Section 9 of the National Labor Relations Act.= 

Having considered and weighed all  of the above factors, we find i t  impossible 
to say that  disc1osure of the ExceZsior lists would constitute a clearly unwar-
ranted invasion of employee privacy under Exemption (6 )  of the Freedom of 
Information Act." If anything, our finding is that disclosure for purposes of 
appelles' study is dearly warranted. The invasion of employee privacy strikes us 

1' a s  very minimal, and the possible detrimental effects of the study in terms of 

aSee, e.g., JA 31. Ex. 15 : JA 34, Ex. 1 6 ;  JA 35, Ex. 1 7  ; J A  28, EX. 12 ; JA 29, Ex. 1 3 ; 
JA30 .Ex .14 :  J A 1 9 , E n .  4 ;  J A 1 5 , E x . l .  

20 .TA 18  Ex. 3. 
21-professor Getman has,  taught  labor Icw for eight years and has written several 

articles concerning the National Labor Relntions Act. See The Midwest Plping Doctrine: 
An Esainple of the Need for  Reappraisal of Labor Board Dogma, 31 U. Chi. L. Rev. 292 
(1964) : Section 8 ( a )  (3)  of the NLRA and the  Effort to  Insulate Employee Free Choice, 
32 U. Chi. L. Rev. 735 (1964) : The Protection of Economic Pressure by Section 7 of the 
NLRA. 115 U. Pa.  L. Rev. 1195 (1967). Professor Goldberg has taught labor law for  s l s  
years. His writings include District Court Review of NLRB Represatat ion Elections, 
42 Indiana L.J. 455 (1067) : The Labor Law Obligations of a Successor Employer, 63 
Nw. U.L. Rev. 735 (1969) ; Coordinated Bargaining Tactics of Unions, 54 Cornell L. Rev. 
897 (1969). Both appellees were previously employed a s  attorneys by the NLRB. 

See 33rd Annual Report of the National Labor Relations Board, supra Note 16, a t  1. 
"29 U.S.C. 4 159 (1964). 
24This decision. of course, goes only to the  merits of appellees' request for  disclosure. 

Althoueh one of the purposes of the 1967 Freedom of Information Act was to limit agency 
Ciscretion not to disclose by abandoning the former ground y l e  t h a t  a person requesting 
nlforruation show he was "properly and directly concerned and by instead, warranting 
disclosure to "any person," we And tha t  this purpose i s  in'unavoidable conflict with the 
esnlicit halandne reauirement of Exemotion (61. See Note 10 s?sora. Since Exemution (6)
necessarilv reoulies the court to balanr; R nnhlic interest ~urnose- fo r  diselosnre of nersonal 

future to g!ve out Bxcelsior lists to all other applicants, and"for 0th;; elections A-request
by less. well qualified app l i~an t s ,  or applicants with a iess carefully designed or more 
disruptive study would requlre a new balanclny. and mieht be found to fnvove a "clearly
unwarranted invasion of personal privacy" which a buld justify nondisclosure. 



delaying the election process a s  lliglily specnlatire. On the other hand. the s t~ ldy  
holds out an unusual promise. As the National Science Foundation concluded in 
i ts  Proposal Review Summary and Program Reconilriendations : "The iuvestiga- 
tors are among the ablest young labor law professors in  the country and both 
have had considerable practical experience in the n~orlc of the National 1,abor 
Relations Board. I n  affiliation with a sophisticated social science surrrey research 
organization, they have developed a distinctive effort to test the b~haoioral  basis 
on ml~ich an important body of labor law is founded. A successful project here 
would serve a s  a much-needed model to encourage further empirica! worlr to test 
the behavioral assumptions underlying important laws."-JA 164, Es .  44. 

111 

[8] Having found that  nondisclosnre of the Excelsior lists is not warranted 
under Exemption (4), (6)  or ( 7 ), we must still resolve the question whether the 
courts have equitable discretion to permit withholciing of infornlation does 
not fall within one of the specific esemptions to the Act. The District Court in 
this case held that,  "[alssuming that  [a  District Court], i n  a n  action under tlie 
Freedom of Information Act, may deny disclosure on groi~nds other than those set 
out; in  the specific exemptions to the Act, the burden of justifying non-disclosure 
must still rest upon the agency. I find that  the Board has not met that  burden." 
We do not need to reach the balancing issue decided by the District Court l~ecause 
me agree with the dicta of the panel in Soucie v. David, -U.S.App.D.C. -. 
448 F.2d 1067 (decided April 13.1971). and with the Fourth Circuit's decision in 
Wellford v. Hardin, 444 F.2d 21 (1971), that a District Court has no equitable 
jurisdiction to deny disc?osure on grounds other than those laid out under one of 
the Act's enumerated exen~ntions.~' 

I n  order to  appreciate the significance of the relevant language of 5 U.S.C. 
5 552, one ,should remember th,at, prior to the enactment of the  Freedom of 
Information Act in 1936, Section 3 of the Administrative Procedure Act allo~ved 
the Government to withhold information "in the public interest" or "for good 
cause found" and to require the person requesting information to show that  11e 

26 Consnmers Union of Tlnited Stntes.  Tnc. v Veterans Administration, sqrpvn Xote 8. 
holds that .  even nlhrre information is no t  snecificnllv esempted under t h e  Act. t h e  ron r t  
mus t  still annlv "traditional enuitable nrincinles." Howe7-er counsel for Consi~mers TTnion 
a s  nrnic?~.qCu.riae In t h e  in s t an t  case n'ns ronnsel for  nlnintiff i n  Con~.??imsm Tinion nn> hn s 
hrourrht t o  ou r  a t t ~ n t i o n  t h e  f ac t  t h a t  t he  eqi~i tahle  discretion issue wns neither 111.iefrd 
nor nrrri~ed hu either na r tv  hefore t h e  District Conrt  An iinusunl se t  of developments t h rn  
preclnded t h e  District Court's o ~ i n i o n  f rom receivinr: suhqtantive review on annpnl The 
scenario mas hrieflsr a s  follows: Consumers Union- songht t o  obtain informit inn t h e  
Veterans Admini~trnt ion had comnileil in i t s  nrorrrnm to  tes t  henring aids for Aistrihiition 
t o  veternns. 'The District Court ordered t h e  VA t o  disclose the  tes t  data ,  hu t  denied Con- 
sumers  Union's reonest for  a n  iniunction order inr  the  VA to  disclose cnmnarntivr scores 
and t h e  ~cor inrr  scheme itself'. on the  thenry t h a t  such information might cnnfnse 2nd 
mislead t h e  nnhlic and thnt .  even where th; Freedom of Informntion Act nermittrrl rlis-
rlosnre. t h e  'District Court ~nssessei l  discretion to Oenv remerlies whore  the  rel&se of 
i information wolild rpslllt in harm to  the  pnhlir interest.  Consnmers Union appealed on 
th is  point, and t h e  VA cross-appealed on the  ~ r o n n d  t h a t  nondisclosure was  proterted
nnAer some of t he  snecifir eremntinns of t he  Act. Slihsennent t o  t h e  d ~ c i s i n n  of t he  nis-  
t r i c t  Court hilt before oral argument  on nppenl. t h e  V P  mnde a policy clecision to  rlisclose 
all  three  tapes  of information oririnally sonzht  hv Consumers Union and nctnally A I R -
seminnted th i s  information. The nolicv was  mnde retroactive to  cover contract r e a r  1968. 
t h e  venr for  which Consumers Union had solicited information. nnd Consnmers TJnlon wnn 
nroyided wi th  the  information i t  sought i n  t h e  District Court. The  Government then moved 
to  dismiss t h e  anneal a s  moot. The annellntn conr t  denied th is  motion hecanse tho Gnrern- 
ment 's position on  cross-anpeal snepested t h a t  i t  fe l t  t he  ~ ~ S C ~ O S U ~ Rwas disrretionarv %n 
i t s  n a r t  nnA not  reonireA hv the  Freerlom of Information Act. creat ine  the  distinct pnssi- 
b ~ l i t r  t hn t  t h e  dispute t hn t  genernted t h e  present action woiild recur. However. a t  ornl 
aranment  t h e  Government dropped i t s  cross-claim nnrl conceded t h n t  t he  re?ill+s of t h e  
tes ts  on hearing nids did not  come within nny of tlie ex-emntions to  t he  Act 2nd t h n t  no 
nnblic in teres t  rntfonnle justified withholrlinrr of t he  infnrmatlon. Unrler these r l r r ~ ~ m -
stances. i t  heinrr quite clear t h n t  tlie Government wonlrl not  8 m i n  nsa-rt t h ~ thrnrinrr nid 
tes ts  a r e  ontside t h ~  Act o r  should be concealed in  t he  public interest,  t he  appeal wns 
dismissnd an moot. 436 F.2d 1363. 

T h e  Board mnintgins ~t nnre  36 of itq hrief. r l t inc  G ~ n e r a l  Services Administration v. 
Rnnson. supra Note 8 .  415 F.2rl n t  SS0. t h ~ t  t h e  Ninth Clrcnit  hns  als? held t h - t  ennitahle 
d i sc re t iw  lies t o  deny disc~osi i i~e  even t l ~ o u r h  none of t he  esemntions of t h e  Art  nre 
npnlicnhlr. Desnite some n m h i n u o l ~ ~  nAictn. however. rendina of Rnnno??. shnw8 t h a t  t h e  
conr t  made only t h e  nllirh morn limited lioldinp thnt.  in determining whether t h e  fifth 
exemntion under  the  Act In ai~nlicnhln. t h e  conr t  mnst meirh the  effert  on t h e  nnhlir inter- 
est i n  aecordnnre wi th  tmdl t innal  eqnitv j i i n d n l e s  -R~e-e:~..-Am.iii&n ~ R i l  ~ , i n ~ . ~ t d :v. 
Gnllck s?rpTn Note 10. 132 U.S. Apn. D.C. ~t 349 rind n. ' l5.  471 F. 2 d  n t  703 n v l  n .  15. In 
fnr t .  Enstein v. Resor. 9 Cir.. 421 F .  2d 930. 932-933 cert.  rlenierl. 198 TT.8. 965. 90 S. Ct. 
2176. 26 1,. Ed. 2d 549 (1970) fiuerests t h a t  t h e  Ninth  Circuit h u l d  neree wi th  this 
court 's and tlie Four th  Circuit's interpretation of t h e  Act. 



\\-as "pro~~erly Under the old APA, Section 3, agencyand directly concerned." '' 
and department heads enjoyed a "sort of personal ownership of news about their 
units," 27 and a wide ranging discretion to suppress information, which as 
fiercely objected to by the press and other concerned individuals.= As a result 
of this criticism, Congress amended the APA in 1966. The basic purpose of the 
amendment, which has become popularly Irnonm a s  the Freedom of Informiltio~l 
Act, mas t o  guarantee public access to Government information by converting a 
"withholding" statute to ,a "disclosurey' s ta tutem and by mandating full l)uLrlic 
access to Government information, subject to a limited nun~ber of clearly drawn 
exen~pt ions .~~

The auestion whether the courts retain eauitable discretion under the Act is 
settled o r  us by the express language of thk Act, aided by the gloss from the 
Senate report. Section 552 ( c )  states : 

"This section does not authorize withholding of infolnlation or limit the 
availability of records to  the public, except a s  specifically staled in this 
section. * * *" 31 

The Senate report states : 
"The purpose of [ §  552(c)] is  to make i t  clear beyond doubt that a11 

mzaterials of the Government are  to 'be made available to the ~lukrlic by 
publication or otherwise unless explicitly allowed to be kept secret by oi:e of 
the exemptions in  [ §  552 ( 6 )1. * * *" 

S. Rep. a t  10. (Emphasis in  original.) The Senate report also sets out that : 
"It is the purpose of the present bill to eliminate such phrases [as ' r~r luir-  

inq secrecy in the public interest,' or 'required for good cause to be held con- 
fidential'], to establish a general philosophy of full agency dis~losnre unless 
information is esempted under clearly delineated statutory languaee and 
to provide a court procedure by which citizens and the press may obtnin 
information wrongfully withheld. I t  is important and necessary that the 
present void be filled. It is essential that  agency personnel, a ~ dfhe cnitrts as 
well,be  given definitive guidelines in  setting information policies. * * *" 

Id. a t  3." (Emphasis added.) We agree with the Xoucie panel tha t :  
"* * 4 Congress clearly has the power to eliminate ordinary dic;cretionnry 

barriers to injunctive relief, and me believe that  Congress intended to do so 
here. 

"* * * Through the general disclosure requirement and specific exemp 
tions, the Act thus strikes a balance among factors which mould ordinarily 
he deemed relevant to the exercise of equitable discretion, i.e., the public 
interest in  freedom of information and countervailing public and private 
interests in secrecy. Since judicial use of traditional equitable principles 
to prevent disclosure would upset this legislative resolution of conflicting 

-
285 U.S.C. 5 1002 (1964), Revised Statutes and Statutes a t  Large, June 11, 1916, ch. 


324, 5 3. 60 Stat .  238. 
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2 ~ % ~ , - u & ~ - ~ e a r i n ? s  on Practice and Proce-Before the Subcommittee Administrative 

dure of the Senate Judiciary Committte on S. 1666 and S. 1663, 88th Cong., 1st  Sess., 7, 
16. 35.60. 82. 95.140.237.27. and 109 (1963). 

30 S. R ~ D .a t  3. 
31 As a noted administrative law scholar has obeorved, "The pull of the word 'spec!fical!y' 

is toward emphasis on statutory language and away from all else-away from 1mp11ed 
nieanings, away from reliance on legislative history, away from needed judicial legislation." 
K. Davis. szrol'a Note 1. k 3A.15. Findine the s tatute  to be badlv drafted and in some 

instances ill conceived. Professor Davis suggests tha t  the courts might act  to redraft the 

s ta tute  by invoking the doctrine of equitable discretion. See, e.g., 5 %  3A.1, 3A 16, and 

3A.19. We decline this course. Tf the courts began to lnvoke their equitable powers to 

permit nondisclosore running beyond the enumerated exemntlons of 4 562(b) .  the over-

kidins Purpose of the Act-wldch is to  require disclosure in  all but a nirrowly' and clcarly 

defined cateeorv of situations--wonld he seriounlv undermined. 


31 The ~ f i s e " r e p o r t  dffers from the e n a t e  r e < o r t i n t h ~ t i s ~ s u g g e s t s  tha t  District Courts 

may have equitable discretion. lC.g., [ t l h e  Court will have authority whenever i t  con-

Lijrlers such action equitable and appronriate to enjoin the agency from wlthholdin- i t s  


'records and to order the  Droduction of aeencv records i rn~ronerlv heId." H. Ren. a t  ~.*-4nd 

http:95.140.237.27


interests, we a re  persuaded that  Congress did not intend to confer on district 
courts a general power to  deny relief on equitable grounds apart from exemp 
tions in  the Act itself. * + +" -U.S.App. D.C. a t  -, 448 F. 2d a t  1067. 

TO sum up, the names and addresses of employees a re  information within the 
scope of the Freedom of Information Act, which was designed in part to "provide 
the means by which the people of this country can become informed and thus be 
able to scrutinize the activities and operation of their Government."" While 
the Board is correct that  the Excelsior lists are  but the first step in the total 
information gathering process in  which appellees a r e  engaged and that  the lists 
themselves do not in  any direct sense reveal anything about the Board's opera- 
tions, there is no language or principle embodied in the Act which requires that  
information sought under i ts  authority be sufficient, in and of itself, to evaluate 
the agency's performance. The Emcelsior lists failing to fall within any of the 
Act's enumerated exceptions, and there being no equitable discretion i n  a Dis- 
trict Court to create new exemptions, appellees a re  entitled to disclosure. 

Affirmed. 
MACKINNON,Circuit Judge (concurring) : 
The extremely broad sweep of the Freedom of Information Act, with its nar- 

row exemptions, makes i t  mandatory in my opinion-if we a re  to follow the di-
rections of Congress-to direct the National Labor Relations Board to furnish 
appellees with the names and addresses of employees a s  requested. However, 1 
agree with the Board that  this request could lead t o  undesirable interference in  
elections. Furnishing these lists for use by third parties during the representa- 
tion election may interject a third factor which really has no place in  the elec- 
tion. I cannot say, however, that  the release of the lists "would constitute a 
clearly unwarranted invasion of privacy." Whether appellees' interference in 
these elections will be misunderstood and misinterpreted and will cause adverse 
reactions is  unpredictable a t  this stage. 

My principal concern is for the future. We are here following the dictates of 
Congress and are  making information available for a use that  may interfere 
with the proper functioning of government. This use may have its beneficial 
effects also, but before the good is harvested considerable turmoil and disrup- 
tion may result. And this decision is only the beginning. We may expect similar 
wholesale demands for lists of names and addresses from other persons, not for 
what they may disclose about the functioning of government, but for their col- 
lateral ability to  aid the person requesting such information. 

While i t  must be recognized that  the Board might return the lists to the em- 
ployers and in the future might alter its Excelsior rule so that  employers mol~ld 
deliver the names and addresses to the unions directly rather than filing them 
with the regional directors, and thus obviate the requirement to disclose, the 
annoyance to individuals and the Government that  could result from reqnir- 
ing the Government to furnish variouq lists of names and addresses to various 
persons on request could be very su1)stantial. 

It seems to me that  furnishing bare lists of names and addresses of various 
groups of persons in  various Government files is  not the sort of disclos~~re that  
Congress basically had in mind in enacting the Freedom of Information Act. But 
in my opinion, the Act a s  it presently exists practically requires the disclosure 
of such lists on demand. One need not elaborate on the various abuses that  could 
result if lisbs of people a s  classified by the Government for particular purposes 
became available practically on demand i n  wholesale lots. If this situation is 
to be corrected, i t  will require a n  amendment to the Act. 

=Remarks of Senntnr Dirksen. 110 Cone. Rec. (Part 13) 17088 (1964). Although the 
nrimary purnose of the Act ruay be to help the c i t i ~ e n  to know "how his Government ia 
operntinp." R. Rep. a t  6. we note in passing the Act is not llmited to discloslires involving 
nobllr srriitiny of eov~rnmental  nnerations. In Consumers Union of Unlted States. Inc. v .  
Veterans Administration, supra Note 8, the publi8her of Consumer Reports obtained cer-
tain records of a VA hearing nld testing program for a purnose which had nothing
whntever to do with revealine Qnvernment onerations-it merely wished to advise its 
renders which hparine aids were hest. Similnrlv. in  General Services Admlnlstration v. 
Benson. srhprn Nnte 8. the nlaintlff. who obtained Government records concerning the 
value of rrrtain prnperty It l~nd  sold him, needed thnse records for the pnrelr personal 
purpose of substnntiatinc hls position In a dispute with the Internal Rerenue Service as  
to the tax consequences of that sale. 



Opinion in. Chambers 

ON APPLICATION FOR STAY 

No. A-109. Decided July 27, 1971 

Stay of District Court's order under the Freedom of Information Act, 5 U.S.C. 
5 552 ( a )  (31, that  National Labor Relations Board (NLRB) provide respondents 
with certain records concerning labor representation elections denied, the Act 
pro17iding no exception authorizing the NLRB's refusal to  produce the requested 
records. 

MR.JUSTICE Acting Circuit Justice. BLACK, 
Respondents, two law professors who a re  undertaking a study of labor repre- 

sentation elections, applied for and obtained a n  order from the United States 
District Court for the District of Columbia requiring the National Labor Relations 
Board to  provide respondents "with names and addresses of employees eligible to  
rote in  approximately 35 elections to be designated by (respondents)."Respond-
ents base their claim to the information on the language of the Freedom of In- 
formation Act, 5 U.S.C. $552 ( a )  (3),which requires that  a Government agency 
"on request for identifiable records . . . shall make the records promptly avail- 
abie to any person " The Government has filed a n  application seeking a stay of the 
order of the District Court. This application was assigned to me in the absence 
of THE CHIEF JUSTICE. 

The Government applies for a stay on the ground that  the District Court order 
requiring the Board to con~ply with the ~ r e e d o m  of Information Act and deliver 
the records in  question to respondents interfere with the representation 
election procedures under the National Labor Relations Act, 49 Stat. 449, as  
amended. The Board was created by Congress and Congress has seen fitto make 
identifiable records of the Board and other Government agencies available to any 
person upon proper request. I find no exception in the Freedom of Information Act 
which-would anthoriee the Board to refuse promptly to turn over the requested 
records. I deny the application for stay without prejndice to the Government to 
present i ts  application to another Member of this Court. 

I t  is so ordered. 

Appendix D-Expnngement s f  Records 

MAXI. CHASTAIN 

v. 

CLARENCE FEDERAL OF INVESTIGATION,APPELLANT.M. KELLEY, DIRECTOR, BUREAU 

UNITED STATES COURTOF APPEALS, DISTRICT OF COLUMBIACIRCUIT 

APRIL 2, 1975 

After suspension and proposed dismissal of special agent of the F B I  was can- 
celled, the agent filed motion for  order requiring the F B I  to expunge all records 
relating to the suspension and proposed dismissal, to  refrain from basing any 
further personnel action on those matters and to inform all agencies to which FBI  
had disseminated information concerning the incident that  the charges had been 
withdrawn. The United States District Court for the District of Columbia, Oliver 
Gasch, Jr., granted the motion and the F B I  and its director appealed. The Court 
of Appeals, McGowan, Circuit Jndge, held that  expungement order was improper 



absellt finding that  inforn~ation in the records was inaccurate, was acquired 
by fatally flawed procedures or was prejudicial without serving any proper pur- 
pose of the FBI. 

Judgment vacated and case remanded with instructions. 
Tamm, Circuit Judge, did not participate. 

1. Records GZ. 22 
Federal courts are  empowered to order the espungement of government rec-

ords where necessary to vindicate rights secured by the Constitution or by statute. 
2. Records &= 22 

Power of federal court to order espungement of government records may be 
invoked even when records in question are  administrative rather than criminal 

3. Records @;;, 22 
Espungement of government records is a n  equitable remedy over which trial 

judge exercises considerable discretion. 
4. 	 Records &a 22 

Espungement of government records is tool which must be applied with close 
attention to the peculiar facts of each case. 
5. 	 Records GZ.22 

Order requiring FBI, following cancellation of suspension and proposed dis- 
missal of special agent, to expunge records relating to the matter was improper, 
absent finding that  information contained i n  the records was inaccurate, was 
acquired by fatally flawed procedures or was prejudicial to the agent without 
serving any proper purpose of the FBI. 
6. 	 Records GZ.22 

Even if abandonment of proposed disciplinary action against special agent 
of the FBI and failure of F B I  to file timely motion in opposition to agent's mo- 
tion for order expunging FBI's records concerning the matter could be pre- 
ru~ned  to constitute a n  admission that  charges against the agent were inac-
curate, improperly made or insignificant, reasonableness of such presumption was 
destroyed and order of expungement could not be justified on basis of such pre- 
snmption, where FBI  filed subseqnent opposition to agent's motion and stated 
that  cancellation of the disciplinary action did not absolve agent of wrongdoing. 
7. 	 Records &a 41 

FBI had obligation to correct any erroneous information which had been dis- 
seminated to other agencies and which concerned matters giving rise to disciplin- 
ary proceedings instituted against special agent. 
8. 	Records c b 22 

Refusal to grant motion filed by F B I  for reconsideration of order expunging 
records concerning disciplinary action taken against special agent was improper 
even tlrough FBI's opposition to motion for  order of expungment was filed two 
days late, where trial court was not inconve~rienced greatly and order had been 
entered without hearing on the merits and had effect of removing from agent's 
personnel file all reference to what appeared to have been a serious want of sound 
j ~ ~ d g m e n ton agent's part in  the exercise of his official authority. 44 U.S.C.S. 
S. 3301 et  seq. : Fed.Rnles Civ.Proc. rules 59(e),  60,28 U.S.C.A. 

Appeal from the United States District Court for the District of Columbia 
(D.C. Civil Action 570-73). 

Barbara L. Herwig. Atty., Dept. of .Justice, with whom Irving Jaffe, Acting 
Asst. Atty. Gen., Earl J. Silbert, U.S. Atty., and Robert E. Icopp, Atty., Dept. 
of Justice, were on the brief, fo r  appellant. Harold H Titus. Jr., U.S. Atty. a t  the 
time the record wag filed. John A. Terrv and Robert If. Werdig, Jr. ,  Asst. U.S. 
Attrs.. also entered appearances for appellant. 

Lawrence Speiser, Washington. D.C., for appellee. 

Before FAHY.Senior Circuit Judge, and I f c G o w ~  anrl TAMM, Circuit Judges. 

Opinion for  the Conrt filed by Circuit Judge B~CGOWAN. 

I\TCGOWAN,
Circuit Judge : 
The District Court ordered the Federal Buresll of Investigation to expunge all 

records of an incident giving rise to charges by i t  that  one of its agents had, 



among other things, misused his credentials. After first suspending the agent 
and giving him notice of proposed dismissal, the Bureau subsequently decided 
not to take this action. It was two days late i n  filing a n  opposition to the motion 
to expunge, which had been promptly filed after the Bureau's decision and a s  
promptly granted. We think that  there are  interests a t  stake going beyond those 
of the immediate parties to this litigation, and which warrant our vacating the 
judgment entered by the District Court i n  order that  the Government may be 
heard on the question of expungement. 

I 

Plaintiff-appellee became a Special Agent of the FBI  in  November of 1970. 
On March 8, 1973, he received a letter from L. Patrick Gray, 111, then the Bu- 
reau's Acting Director, informing him of his immediate suspension without pay 
and of his proposed dismissal a s  of thirty days from the letter's receipt. The 
letter set out a number of grounds for these actions. They all  arose from the cir- 
cunlstances we now summarize. 

On January 29, 1973, appellee was on leave from his duties in  the Bureau's 
Washington Field Office, and was spending several days in Virginia Beach, Vir- 
ginia, his purpose, a t  least i n  part, was to  visit a femal friend who was married 
to a naval officer then absent on assignment. Plaintiff had grown intimate with 
the woman during his own earlier naval service. She informed him upon arrival 
that  another woman, a mutual acquaintance and also a resident of Virginia 
Reach, had recently complained of receiving a number of obscene telephone calls. 
Appellee came to the complainant's aid. H e  went to the home of the neighbor 
whom she suspected was responsible for the calls. Gaining entrance, he displayed 
his F B I  credentials and asked the neighbor a number of probing questions aimed 
a t  discovering whether he was indeed the culprit. The neighbor's mother, who 
was present a t  the time, later reported the incident to the local F B I  office in  
Korfolk, Virginia. After the interview, appellee reported baclr to the recipient of 
the telephone calls his conclusion that  her suspicions about the neighbor were 
correct. H e  also divulged the neighbor's true name, which he had discovered dur- 
ing the interview. 

(For this conduct, which appellee recounts in  somewhat more innocuous terms 
but does not really deny: the Acting Director charged him with misuse of his 
FBI credentials, unauthorized disclosure ( to  the complainant about the tele- 
phone calls) of investigative information gained through his official position, and 
failure to inform the Special Agent in  charge of the Norfollr office of a n  investiga- 
tion within that  agent's territory. Appellee was further accused of not having 
kept his Washington superiors sufficiently informed of his whereabouts (he had 
left only the post office box number of his female friend) and also of "deception, 
lack of integrity, [and] uncooperative attitude." The Acting Director gave a s  a n  
example of the latter the fact that, in the course of applying to become a Special 
Agent, appellee had responded negatively to the cluestion of whether he had any 
n l o r ~ l  deficiencies. and had not reported the relationship he had had with the 
female friend during his earlier naval days. 

On March 26. 1973, before final action mas talcen by the Bureau punwant to  its 
March 8 letter, appellee sued in the District Court for an order prohibiting his 
dismissal and restoring him to active clnty. A temporary restraining order was 
entered against dismispal only. T'i7hile appellee's motion for a preliminary injunc- 
tion was still pending. William Ruclrelshaus replaced Gray a s  the Bureau's Act- 
ing Director. Rurlrelsbaiis cancellecl the suspension and proposed dismissal, and 
also awarded plaintiff his back pay. On Bray 23 the Government moved that the 
case be dipmiwed a s  moot. Appellee moved t l ~ e  following day for a n  order re- 
quiring the FBI (1)  to expunge all-records relating to the suspension and pro- 
posed dismissal, ( 2 )  nevf-r to hase any further personnel action on those matters, 
and '(3) to inform 811 those agencies to which the F B I  had disseminated infor- 
mation ahout them that  the charges had been withdrawn. On June 6 the District 

1 Appellee snbmitterl for in cam,era inspection b y  the District Court an alfirlavit In 
mhicl~.inter alia. he ndmltterl the investigative visit to the house of the suspect neighbor 
but mnintained tllnt during i t  he had been courteous, had displayed his credentials on l i  
to pnt the neishbor a t  ease, and had 1 pecified that his  was not an official FBI investigation.
Apg. I1 a t  8-25. 



Court dismissed the case as  moot, and, no opposition having been filed by the 
Government, granted the motion for  expungement.' 

I1 


[I, 21 The federal courts are  empowered to order the expungement of Govern- 
ment records where necessary to  vindicate rights secured by the Constitution or 
by statute. Nee, e.g., Menard v. Saxbe, 162 U.S.App.D.C. 284, 498 F.2d 1017, 1023 
(1974) ; Sullivan v. Murphy, 156 U.S.App.D.C. 28, 478 F.2d 938, 966 (1973) ; 
Menard v. Mitchell, 139 U.S.8pp.D.C. 113, 430 F.2d 486 (1970). The cited cases 
involved the retention and disscrnination of criminal records, and i t  is in  that  
context that  the propriety of expungement orders has been most thoroughly 
explored. Since the power to order expungement is, however, only a n  instance 
of the general power of the federal courts to  fashion appropriate remedies t o  
p ro ted  important legal rights: i t  may also be invoked when the Government 
records in  question are  administrative rather than criminal. 

The precedents i n  this latter regard are  few, but they are  clear enough. I n  
Peters v. Hobby, 349 U.S. 331, 75 S.Ct. 790, 99 L.Ed. 1129 (1955), for example, 
the Supreme Court held that  the Loyalty Review Board, a n  organ of the Civil 
Service Commission established to review the recommendations of federal agen- 
cies that  employees be dismissed for disloyalty to the United States, exceeded i ts  
jurisdiction in  reopening the case of an employee whose loyalty had been a p  
proved by the relevant agency. The relief t o  which the Court found the employee 
entitled included "an order directing the respondent members of the Civil Service 
Commission to expunge from its records the Loyalty Review Board's finding 
that  there is  a reasonable doubt a s  to petitioner's loyal . . ." Id. a t  34%349, 75 
S.Ct. a t  799.' 

[3, 41 Expungement, no less than any other equitable remedy, is one over 
which the triaI judge exercises considerable discretion. It is  a versatile tool: 
espungement of only some records, from some Government files, may be enough, 

2 The order ln  i t s  entirety required : 
1. Tha t  defendnnt and his snrcessorS shall remove from plaintiff's personnel file and 

from all records of the Federal Bureau of Investigation any and all records. memoranda. 
documents, writings, statements of witnesses. anad investigative records. describing, ' 

referring to or alluding to the facts upon which the suspension and the proposed termina- 
tion of plaintiff were based ; and 
- 2. Tha t  defendant and/or his successor or successors are  permanently enjolned from 
using any of the lnformatlon or records referred to in Paragraph 1 of thls Order or any 
records relating to  thls suit a s  crlterla for advancement. promotlon, salary lncreasr o r  
any other professional award or  for any disciplinary action or termlnation ef employ-
ment :and 

3. Tha t  defendant and/or hls successor or successors shall contact any and all agencies. 
including the United Stntes Civil Service Commlssion to which the? have disseminated 
any Information regarding plaintiff and the facts upbn mhlch plantlff's suspenslon and 
proposed termination or thls sult were based and inform each such agency tha t  t h e  
Bureau had withdrawn the slispension and proposed termlnation and tha t  thls Court has  
requested each such ircency to remove any and all references of the above from any of ifs 
rerords. App. I a t  49-50. 

See Bivens v. Six Unknown Federal Narmtlcn Apents, 403 U.S. 388. 346, 9 1  S. Ct. 1944. 
29 L. Ed. 2d 619 (1971) ; Swann v. Board of Education, 402 U.S. 1 ,  15. 91 S. Ct. 1267. 28 
L. Ed. 2d. 554 (1971) ; United States v. McLeod, 385 F. 2d 734, 748-750 (5th Clr. 1967). 

rdccord ,  Service v. Dulles, 98 U.S. App. D.C. 268, 235 F.2d 215, 219 (1956) rev'd on  
Other grounds, 354 U.S. 363, 77 S. Ct. 1152. 1 I,. Ed. 2d 1403 (1957). See also Smith v. 
Dlstrict Unemployment Compensation Board 140 U.S. App. D.C. 361. 435 F. 2d 433 439 
(1970) (Federal agency's finding tha t  ex-employee had resigned without cause, which 
finding made her ineligible for unemplo.vmeut compensation. stricken unless required hear- 
ing provfded). Cf.Finley v. Hampton. 154 U.S. App. D.C. 50, 473 F. 2d 180 (1972) (pres- 
ence in files of federal agency tha t  employee had frlends wlth "homosexual mannerisms" 
did not constitute cognizable legal injury) . Newel1 v. Ignatius. 132 App. D.C. 252 407 
F. 2d 71.5 (1969) (sult by naval disenroilee to expunge records of alleged dlslo'yalty 
mooted by Navy's voluntary expuneement). 

I n  .Tanca v. Gray, Civil No. 1.351-71 (D.D.C.. filed April 2, 1973), two ex-employees of 
the F B I  alleged tha t  they had been Ulegally dlschnrged because of their 03-hours work for 
an organization which opposed certain foreign American military Involvements. Followlnp 
n default judgment, the Bure:~u mas ordered. in terms simllar to those of the order herein 
appealed from, t o  expunge all records of the  incident,, to  base no future personnel action 
thereon. and to b r ~ n g  the court's order to  the  attention of all other ngencfes to whlch 
lnformatlon concernlnc the incident had been dlssemlnated. An appeal was taken but 
subsequently abandoned by the Government. 

Were I t  necessary to protect importat statutory or constltutlonnl rights of appellee,
expungement in  thls case would not be prevented, a s  the Government has  argued, by the 
command of 44 U.S.C. B 3314 (1970) tha t  Government records "mny not b~ nllenaterl or 
destroyed except under thls chapter.", Since i t  clearly effects no repeal of other provlsions, 
this general statutory commnntl muat be reconclled wlth other statutory requirements.
and must bow to them w h n ~  they a r e  more specific, a s  of course i t  must bow to t h e  
Constltutlon. 



a s  may the placing of restrictions on how the information contained in the 
records may be used. I t  is a tool which must be applied with close attention to 
the peculiar facts of each case. Only in that way can i t  effect a proper reconcilia- 
tion of the competing interests of the Government in  retaining information 
relevant to job performance, and of the individual in having i t  forgotten. But  i t  
must be rationally and selectively responsive to those interests. 

Appellee's interest is in the vindication of the rights alleged in his complaint, 
t h a t  is to say, in  not being ( i )  suspended without pay during the thirty-day notice 
period in violation of the Veteran's Preference Act, (ii)  suspended or dismissed 
without such hearing a s  due process requires, (iii) penalized by one who was 
serving illegally as  the Bureau's Acting Director ;or (iv) dismissed for improper 
o r  unsubstantiated reasons.' T'hese rights, assuming they exist, were in  large part  
vindicated when appellee was reinstated with back pay. 

[ 5 ]  There may remain a right not to  be adversely affected by the information 
in the future. Such a right may exist if the information (1)  is inaccurate, (2) 
was acquired by fatally flawed procedures, or (3)  a s  may be the case with infor- 
mation about his private and personal relationships, is  prejudicial without 
serving any proper purpose of the Bureau's. But there has not a s  yet been a find- 
ing by the trial court thab any of these conditions exist. I n  h c t ,  appellee has 
made no objection to the manner in  which the Bureau carried out i ts  inquiry, and 
he has admitted the substantial truth of what i t  found with respect to  the misuse 
of his credentials. Moreover, the Bureau would appear to  have a strong interest 
in  retaining a t  least some of the information that  the District Court ordered ex- 
punged. The abuse of official power by appellee i n  this case may seem a mild 
one, but even mild abuses, should they be tolerated and  allowed t o  proliferate, 
will pose a severe threat to the public confidence upon which the Bureau relies. 

[ 6 ] The order may well have been jus-ed a t  the time it was originally entered. 
The new Acting Director's abandonment of the proposed disciplinary action could, 
in  one view of the matter, be taken a s  implying an admission by him that  the 
charges against appellee were inaccurate, improperly made, or simply insig- 
nificant. Such an admission might well have justified expungement, and might 
be presumed to have been made when the time in which t o  oppose expungement 
expired without the new Acting Director's raising any objection. The reasonable- 
ness of that  presumption was destroyed, however, when the Government filed its 
subsequent opposition, which included the following statements : 

By the cancellation of the proposed dismissal and suspension, plaintiff 
was not absolved of any wrongdoing. The fact remains plaintiff did misuse 
his credentials and did unnecessarily involve the F B I  in a matter over which 
i t  had no jurisdiction. 

App. I a t  52. 
We do not know the precise reason for  the cancellation. The new Acting Direc- 

tor may have considered only some of the charges against plaintiff to be credible 
and proper. Or-and what seems more likely-he may have thought the admitted 
misconduct insufficient, a t  least a s  a first offense, to warrant the severe sanction 
of dismissal. In  any event, his opposition, albeit belated, raised doubts a s  t o  the 
propriety of expungement, and strongly suggested the desirability of a hearing 
on its merits. 

The expungement order must therefore be vacated, and is not to  reissue prior 
to a hearing on the extent to which the information in the Bureau's flles violates 
appellee's rights without serving any legitimate needs of the Bureau. I n  this 
connection we note the considerable latitude given the Bureau in i ts  internal 
affairs, c f .  Carter v. United States, 132 U.S.App.D.C. 303, 407 F.2d 1238, 1242 
(1968), and also the limited relevance of the cases involving expungement of 
cdminal records, the potential prejudicial effects of which f a r  exceed that  of the 
information here a t  issue. Compare Menard v. Saxbe, supra, 498 F.2d a t  1024 
(adverse effects of criminal records enumerated), with Finley v. Hampton, 154 
U.S.App.D.C. 50, 473 F.Sd 180 (1972) (effect of certain adverse information in 
employing agency's files found not legally cognizable). 

[7] The part of the challenged order to which we see least objection is that  
requiring the Bureau to inform other agencies to  which i t  has hitherto dissemi- 
nated information about this matter that  appellee was not in  fact disciplined for 
it. Certainly i t  is the Bureau's obligation to correct any erroneous information. 
Since the action the Board is required to  take with ~ e s p e c t  to other agencies 
will otherwise depend on what it itself is  required to  do, however, it seems best 

6 App. I at  4-10. 



to vacate the  entire order and to allow the District Court to reexamine-and 
perhaps to refashion-it in  the light of what may be revealed by further Pro- 
ceedings. 

111 


The Government has not made it easy for the courts to protect i ts  interest 
in  this case. The challenged order was filed without opposition on June 6. On 
June 18 the Government moved for reconsideration under Fed.R.Civ.P. 60, but 
failed to allege any of the grounds upon which reconsideration may be granted 
thereunder. Instead, i t  asserted only that  the order was "contrary to 44 U.S.C. 
8 3301 et  seq., and the prevailing case law in this jurisdiction." App. I 55. A 
supporting memorandum incorporated by reference the Government's earlier 
untimely opposition to expungement, adding a case citation and quotations fro111 
44 U.S.C. $3301 et  seq? Thus, the Government in i ts  reconsideration motion 
attacked the district judge's order on i ts  merits, apparently assuming that  
Rule 60 gave i t  i ts  first opportunity to  appeal, which of course it does not. 
Gilmore v. Hinman, 89 U.S.App.D.C. 185,191 F.2d 652, 653 (1951). 

Perhaps the  Government intended, a s  i t  now argues i t  did, to move under Rule 
59(e) to alter or amend judgment. Actually the more appropriate motion was 
indeed under Rule 60.' Expungement was ordered. we must assume for present 
purposes, because i t  was unopposed: and what the Governmenft needed was to 
be relieved of this default. Rule 60 allows reconsideration of such a "default 
judgment" where the failure to oppose is  due to "excusable neglect." See 7 Moore, 
Federal Practice 248-251 (1974), and cases cited. As i t  happened, the Gov- 
ernment offered no excuse whatsoever; and, under the circumstances, the district 
judge's refusal to reconsider was certainly understanda1)le. 

[8] Iit was not, however, required. Reliance on t h e  wrong Rule may be over- 
looked, a s  neglect may be excused, in  the discretion of the trial judge: and me 
do not think that  that  discretion was exercised to the best purpose in  this 
instance. The Government's errors, whether excusable or not, certainly worl;ed 
no great inconvenience on the court, the opposition to expungement being out 
of time by only two days. More important, reconsideration was sought of an 
order on which there had never been a hearing on the merits, and which had 
the effect of removing froni appellee's personnel file all reference to what ap. 
pears to have been a serious want of sound jud,gnent on his part in  the exer- 
cise of his official authority. 

The latter factor is most persuasive for  us. The expungement order on its 
face appears to flow as  a natural consequence from the Bureau's having ailan- 
doned its purpose to punish appellee by dismissal. I t  wonld indeed be unfortu- 
nate if in the future the Bureau were to think that,  once it had proposed tile sus- 
pension and dismissal of a n  employee, its only choices were to carry out that  
particular threat or to have all  trace of the matter expiinged from its records. 

To 'be sure, we could limit the precedential effect of the district judqe's deci- 
sion in  this case by upholding i t  solely on the basis of the Government's proce- 
dural oversigllts. Rut  appellee was by his own admission guilty of "questional,le 
iuclgment." Should that  lapse on his part be wiped from the Bureau's records, 
i t  may be a t  the expense of other agents whose recorrls better qualify them for  
promotion or other preferment. They should not suffer for the Government's 
procedural errors, any more than should the public who bear the hrunt of such 
lapses and who are entitled to have the Bureau's personnel administratio11 talte 
them into account. 

The judgment appealed from is  vacated and the case remanded with instruc- 
tions to allow the Government a n  opportunity to be heard in  opposition to tile 
motion for expungement in  further proceedings consistent with this opinion. 

It is  so ordered. 

TAMM, Circuit Judge, did not participate in  the disposition of this case. 


6 See note 4 supra (lnst Dara~rauh I .  
7 I t  i s  not ns-clenr as-the'GoGernment seems t o  have assumed that a movant under 

Rnle 59 (e )  may seek to  "alter or flmend" n judrrment simnly because i t  mas erroneous. 
Of.  Erickson Tool Co. v. B~ l8 . s  Collet Co.. 277 F. Supp. 226. 234 (N.D.Ohlo 3967) (not
the purpose of Rule 5 9 ( e )  l o  allow movant to seek "complete reversal of t h e  Court's 
]nc?prnent"). nff'd 404 F.2d 35 (6th Cir. 1968). 

S N r n  Flntrhes v. Renfrne. 200 F.2d 2.17. 841 (5th Cir. 1952) : Randolph v. Randolph,
91 U.S.App.D.C. 170. 198 F.2d 956 (1952) ; 7 Moore Federal Practice 251 (19741. 
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