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PREFACE

The Operational Law Handbook is a “how to” guide for Judge Advocates practicing operational law.
It provides references and describes tactics and techniques for the practice of operational law. It
supports the doctrinal concepts and principles of FM 3-0 and FM 27-100. The Operational Law
Handbook is not a substitute for official references. Like operational law itself, the Handbook is a
focused collection of diverse legal and practical information. The handbook is not intended to
provide “the school solution” to a particular problem, but to help Judge Advocates recognize,
analyze, and resolve the problems they will encounter in the operational context. Similarly, the
Handbook is not intended to represent official U.S. policy regarding the binding application of varied
sources of law, though the Handbook may reference source documents which themselves do so.

The Handbook was designed and written for Judge Advocates practicing operational law. The size
and contents of the Handbook are controlled by this focus. Frequently, the authors were forced to
strike a balance between the temptation to include more information and the need to retain the
Handbook in its current size and configuration. Simply put, the Handbook is made for the Soldiers,
Marines, Airmen, Sailors, and Coast Guardsmen of the service Judge Advocate General’s Corps, who
serve alongside their clients in the operational context. Accordingly, the Operational Law Handbook
is compatible with current joint and combined doctrine. Unless otherwise stated, masculine pronouns

apply to both men and women.

The proponent for this publication is the International and Operational Law Department, The Judge
Advocate General’s Legal Center and School (TJAGLCS). Send comments, suggestions, and work
product from the field to TJAGLCS, International and Operational Law Department, Attention: MAJ
Marie Anderson, 600 Massie Road, Charlottesville, Virginia 22903-1781. To gain more detailed
information or to discuss an issue with the author of a particular chapter or appendix call MAJ
Anderson at DSN 521-3373; Commercial (434) 971-3373; or email olga.anderson@hqda.army.mil.

In recent years, the Operational Law Handbook has been published in July or August, and dated for
the following year. For example, the 2005 edition was first published in August 2004. Beginning
with the August 2006, the date of the Handbook has been the date of actual publication.
Accordingly, this 2008 Operational Law Handbook was published in July 2008.

The 2008 Operational Law Handbook is on the Internet at www.jagenet.army.mil in both the
Operational Law and CLAMO databases. The digital copies are particularly valuable research tools
because they contain many hypertext links to the various treaties, statutes, DoD
Directives/Instructions/Manuals, CJCS Instructions, Joint Publications, Army Regulations, and Field
Manuals that are referenced in the text.

To order copies of the 2008 Operational Law Handbook, please call CLAMO at DSN 521-3339;
Commercial (434) 971 3339; or email CLAMO@hqda.army.mil.
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CHAPTER 1

LEGAL BASIS FOR USE OF FORCE

I. INTRODUCTION

There are 2 variety of internationally-recognized legal bases for the use of force in relations between States,
found in both customary and conventional law. Generally speaking, however, modern jus ad bellum (the law of
resorting to war) is generally reflected in the United Nations (UN) Charter. The UN Charter provides two bases for
the resort to force: Chapter VII enforcement actions under the auspices of the UN Security Council, and self-
defense pursuant to Article 51 (which governs acts of both individual and collective self-defense).

A. Policy and Legal Considerations.

1. Before committing U.S. military force abroad, decision-makers must make a number of fundamental
policy determinations. The President and the national civilian leadership must be sensitive to the legal, political,
diplomatic, and economic factors inherent in a decision to further national objectives through the use of force. The
legal underpinnings, both international and domestic, are the primary concern in this determination. Thus, any
decision to employ force must rest upon both the existence of a viable legal basis in international law as well as on
domestic legal authority (including application of the 1973 War Powers Resolution (WPR), Public Law 93-148, 50

U.S.C. §§ 1541-1548).

2. Though these issues will normally be resolved at the national political level, it is nevertheless essential
that Judge Advocates (JAs) understand the basic concepts involved in a determination to use force abroad. Using
the mission statement provided by higher authority, JAs must become familiar with the legal justification for the
mission and, in coordination with higher headquarters, be prepared to brief all local commanders on that legal
justification. This will enable commanders to better plan their missions, structure public statements, and conform
the conduct of military operations to U.S. national policy. It will also assist commanders in drafting and
understanding Rules of Engagement (ROE) specific to the mission, as one of the primary purposes of ROE is to
ensure that any use of force is consistent with national security and policy objectives.

3. The JA must also be mindful of the fact that the success of any military mission abroad will likely
depend upon the degree of domestic support demonstrated during the initial deployment and sustained operation of
U.S. forces. A clear, well-conceived, effective and timely articulation of the legal basis for a particular mission will
be essential to sustaining support at home and gaining acceptance abroad.

B. The General Prohibition Against the Use of Force.

1. The UN Charter mandates that all member States resolve their international disputes peacefully,' and
requires that they refrain in their international relations from the threat or use of force.> An integral aspect of this
proscription is the principle of non-intervention, which provides that States must refrain from interference in other
State’s internal affairs.’ Put another way, nonintervention stands for the proposition that States must respect one

another’s sovereignty.

2. American policy statements have frequently affirmed this principle, and it has been made an integral
part of U.S. law through the ratification of the Charters of the United Nations and the Organization of American

! UN Charter, Article 2(3): “All Members shall settle their international disputes by peaceful means in such 2 manner that international peace
and security and justice are not endangered.” The UN Charter is reprinted in full in various compendia, including the International and
Operational Law Department’s Law of War Documentary Supplement, and is also available at http://www.un.org/aboutun/charter/index.html.
2 UN Charter, Article 2(4): “All members shall refrain in their international relations from the threat or use of force against the territorial
integrity or political independence of any state . . . .”

? UN Charter, Article 2(7): “Nothing contained in the present Charter shall authorize the United Nations to intervene in matters which are
essentially within the domestic jurisdiction of any state or shall require the Members to submit such matters to settlement under the present
Charter; but this principle shall not prejudice the application of enforcement measures under Chapter VIL”
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States (OAS), * as well as other multilateral international agreements which specifically incorporate nonintervention
as a basis for mutual cooperation.

II. THE LAWFUL USE OF FORCE

Despite the UN Charter’s broad legal prohibitions against the use of force and other forms of intervention,
specific exceptions exist that justify a State’s recourse to the use of force or armed intervention. While States have
made numerous claims, utilizing a wide variety of legal bases to justify a use of force, it is generally agreed that only
two types of action legitimately fall within the ambit of international law: (1) actions authorized by the UN Security
Council under Chapter VII of the UN Charter, and (2) actions that constitute a legitimate act of individual or
collective self-defense pursuant to Article 51 of the UN Charter and/or customary international law.

A. UN Enforcement Actions (Chapter VII).

1. Chapter VII of the UN Charter, entitled “Action With Respect to Threats to the Peace, Breaches of the
Peace, and Acts of Aggression,” gives the UN Security Council authority to determine what measures should be
employed to address acts of aggression or other threats to international peace and security. The Security Council
must first, in accordance with Article 39, determine the existence of a threat to the peace, a breach of the peace or an
act of aggression. It then has the power under Article 41 to employ measures short of force, including a wide variety
of diplomatic and economic sanctions against the target State, to compel compliance with its decisions. Should
those measures prove inadequate (or should the Security Council determine that non-military measures would prove
inadequate), the Security Council has the power to authorize member States to employ military force in accordance
with Article 42. Some recent examples of UN Security Council actions to restore international peace and security

include:

a. UN Security Council Resolution (UNSCR) 678 (1990) authorized member States cooperating with
the Government of Kuwait to use “all necessary means” to enforce previous resolutions. It was passed in response
to the 1990 Iraqi invasion of Kuwait, pursuant to the UN Security Council’s authority under Chapter VIL

b. UN Security Council Resolution 794 (1992) authorized member States to use “all necessary means
to establish, as soon as possible, a secure environment for humanitarian relief operations in Somalia.”

c. UN Security Council Resolution 940 (1994) authorized member States “to form a multinational
force under unified command and control and, in this framework, to use all necessary means to facilitate the
departure from Haiti of the military leadership, consistent with the Governors Island Agreement, the prompt return
of the legitimately elected President and the restoration of the legitimate authorities of the Government of Haiti, and
to establish and maintain a secure and stable environment that will permit implementation of the Governors Island

Agreement .. ..”

d. UN Security Council Resolution 1031 (1995) authorized member States “acting through or in
cooperation with the organization [NATO] referred to in Annex 1-A of the Peace Agreement [Dayton Accords] to
establish a multinational implementation force (IFOR) under unified command and control [NATO] in order to
fulfill the role specified in Annex 1-A and Annex 2 of the Peace Agreement [in Kosovo];” and authorized “the
Member States... to take all necessary measures to effect the implementation of and to ensure compliance with
Annex 1-A of the Peace Agreement . . .”

e. UN Security Council Resolution 1264 (1999) authorized “the establishment of a multinational force
... to restore peace and security in East Timor. . . ” and further authorized “the States participating in the
multinational force to take all necessary measures to fulfill this mandate . . .”

*.OAS Charter, Article 18: “No State or group of States has the right to intervene, directly or indirectly, for any reason whatever, in the internal
or external affairs of any other State. The foregoing principle prohibits not only armed force but also any other form of interference or attempted
threat against the personality of the State or against its political, economic and cultural elements.” See also Inter-American Treaty of Reciprocal
Assistance (Rio Treaty), Art. I: . .. Parties formally condemn war and undertake in their international relations not to resort to the threat or the

use of force in any manner inconsistent with the provisions of the Charter of the United Nations or this Treaty.”

Chapter | 2
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f. UN Security Council Resolution 1386 (2001) authorized the establishment of an International
Security Assistance Force (ISAF) to assist the Afghan Interim Authority. Additionally, this Resolution authorized
member States participating in the ISAF to “take all necessary measures to fulfill its mandate.”

g. UN Security Council Resolution 1511 (2003) authorized “a multinational force under unified
command to take all necessary measures to contribute to the maintenance of security and stability in fraq.”

h. UN Security Council Resolution 1529 (2004) authorized member States participating in the
Multinational Interim Force in Haiti to “take all necessary measures to fulfill its mandate.” Specifically, the
Multinational Interim Force was tasked with restoring peace and security in Haiti following the resignation and
departure of former President Aristide.

2. OPERATION IRAQI FREEDOM.

a. In the months leading up to the U.S.-led invasion of Iraq in 2003, U.S. diplomats worked feverishly
to obtain UN Security Council support for a new Resolution explicitly authorizing the use of military force. When
these diplomatic efforts failed, many pundits opined that, as a result, the U.S. lacked a legitimate basis for using
force against Iraq.® The Bush Administration countered that authority existed under previous Security Council
resolutions. Looking back to November 1990, the Security Council had passed Resolution 678, which:

Authorize[d] Member States co-operating with the government of Kuwait, unless Iraq on or before
15 January 1991 fully implements, as set forth in paragraph 1 above, the above-mentioned
resolutions, to use all necessary means to uphold and implement resolution 660 (1990) and all
subsequent relevant resolutions and to restore international peace and security in the area;

b. Significantly, UNSCR 678 authorized the use of force not only to expel Iraqi forces from Kuwait
(implementing Resolution 660), but also “fo restore international peace and security in the area.” In an attempt to
bring this goal of peace and security in the northern Arabian Gulf region to fruition, the Security Council passed
UNSCR 687, which formalized the cease-fire between coalition and Iraqi forces. As a consequence, UNSCR 687
placed certain requirements on the government of Iraq, including:

(1) Iraq shall unconditionally accept the destruction, removal, or rendering harmless, under
international supervision, of: all chemical and biological weapons and all stocks of agents and all related
subsystems and components and all research, development, support and manufacturing facilities related thereto; and

(2) Iraq shall unconditionally agree not to acquire or develop nuclear weapons or nuclear-weapon-
usable material or any subsystems or components or any research, development, support, or manufacturing facilities

related to the above.

c. The U.S. position is that UNSCR 687 never terminated the authorization to use force contained in
UNSCR 678. It merely suspended it with a cease-fire, conditioned upon Iraq’s acceptance of and compliance with
the terms contained in the document and discussed above. While the Government of Iraq accepted the terms, it
never fully complied with them. The Security Council recognized this situation in November 2002 with the
adoption of UNSCR 1441, which provided in part that “Iraq has been and remains in material breach of its
obligations under relevant resolutions, including Resolution 687 (1991)....” It was the position of the U.S.
Government that, since Iraq remained in material breach of UNSCR 687, the cease-fire contained therein was null
and void, and the authorization to use “all necessary means” to return peace and stability to the region (based on
UNSCR 678) remained in effect. Under this rationale, a new Security Council resolution again authorizing “all
necessary means” was politically advisable, yet legally unnecessary. However, the U.S. argument is not without its
critics.®

5 See, e.g., Sean D. Murphy, Assessing the Legality of Invading Iraq, 92 GEO. L.J. 173 (2004).

¢ See, e.g., id.
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B. Regional Organization Enforcement Actions. Chapter VIII of the UN Charter recognizes the existence of
regional arrangements among States that deal with such matters relating to the maintenance of international peace
and security, as are appropriate for regional actions (Article 52). Regional organizations, such as the OAS, the
Organization of African Unity and the Arab League, attempt to resolve regional disputes peacefully, prior to the
issue being referred to the UN Security Council. Regional organizations do not, however, have the ability to
unilaterally authorize the use of force (Article 53). Rather, the Security Council may utilize the regional
organization to carry out Security Council enforcement actions. In other words, regional organizations are subject to
the same limitation on the use of force as are individual States, with the same two exceptions to the general
prohibition against the use of force (i.e. enforcement actions under Chapter VII, and actions in individual or
collective self-defense under Article 51 of the UN Charter or customary international law).

1. SELF-DEFENSE

A. Generally.

1. The right of all nations to defend themselves was well-established in customary international law prior
to adoption of the UN Charter. Article 51 of the Charter provides:

Nothing in the present Chapter shall impair the inherent right of individual or collective self-
defense if an armed attack occurs against a member of the UN until the Security Council has taken
measures necessary to maintain international peace and security. . . .

2. The questions that inevitably arise in conjunction with the UN Charter’s “codified” right of self-defense
involve the scope of authority found therein. Does this right, as is suggested by the language of Article 51, exist
only when a State is responding to an actual “armed attack,” and then only until the Security Council takes effective
action? In other words, has the customary right of self-defense been limited in some manner by adoption of the UN
Charter, thus eliminating the customary concept of anticipatory self-defense (see below) and extinguishing a State’s
authority to act independently of the Security Council in the exercise of self-defense?

3. Those in the international community who advocate a restrictive approach in the interpretation of the
UN Charter and in the exercise of self-defense, argue that reliance upon customary concepts of self-defense, to
include anticipatory self-defense, is inconsistent with the clear language of Article 51 and counterproductive to the
UN goal of peaceful resolution of disputes and protection of international order.

4. In contrast, some States, including the U.S., argue that an expansive interpretation of the UN Charter is
more appropriate, contending that the customary law right of self-defense (including anticipatory self-defense) is an
inherent right of a sovereign State that was not “negotiated” away under the Charter. Arguing that contemporary
experience has demonstrated the inability of the Security Counsel to deal effectively with acts and threats of
aggression, these States argue that, rather than artificially limiting a State’s right of self-defense, it is better to
conform to historically accepted criteria for the lawful use of force, including circumstances which exist outside the

“four corners” of the Charter.
B. Customary International Law and the UN Charter.

1. It is well-accepted that the UN Charter provides the essential framework of authority for the use of
force, effectively defining the foundations for a modem jus ad bellum. Inherent in its principles are the
requirements for necessity (which involves considering the exhaustion or ineffectiveness of peaceful means of
resolution, the nature of coercion applied by the aggressor State, objectives of each party, and the likelihood of
effective community intervention), proportionality (i.e. limiting force in magnitude, scope and duration to that
which is reasonably necessary to counter a threat or attack), and an element of timeliness (i.e. delay of a response to
an attack or the threat of attack attenuates the immediacy of the threat and the necessity to use force in self-defense).

2. Within the bounds of both the UN Charter and customary practice, the inherent right of self-defense has
primarily found expression in three recurring areas: 1) protection of nationals and their property located abroad;
2) protection of a nation’s political independence; and 3) protection of a nation’s territorial integrity. JAs must be

Chapter | 4
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familiar with these foundational issues, as well as basic concepts of self-defense, as they relate to overseas
deployments and operations, such as the Chairman of the Joint Chiefs of Staff (CJCS) Standing Rules of
Engagement (ROE) and the response to State-sponsored terrorism.

a. Protection of Nationals.

(1) Customarily, a State has been afforded the right to protect its citizens abroad if their lives are
placed in jeopardy and the host State is either unable or unwilling to protect them. This right is cited as the
justification for non-combatant evacuation operations (NEO), discussed in greater detail in Chapter 20 of this
TJAGLCS Operational Law Handbook.

(2) The protection of U.S. nationals was identified as one of the legal bases justifying initial U.S.
military intervention in both Grenada and Panama. In each case, however, the United States emphasized that
protection of U.S. nationals, standing alone, did not necessarily provide the legal basis for the full range of U.S.
activities undertaken in those countries. Thus, while intervention for the purpose of protecting nationals is a valid
and essential element in certain uses of force, it cannot serve as an independent basis for continued U.S. military
presence in another country after the mission of safeguarding U.S. nationals has been accomplished.

(3) The right to use force to protect citizens abroad also extends to those situations in which a host
State is an active participant in the activities posing a threat to another State’s citizens (e.g. the government of Iran’s
participation in the hostage-taking of U.S. embassy personnel in that country in 1979-81; and Ugandan President Idi
Amin’s support of terrorists who kidnapped Israeli nationals and held them at the airport in Entebbe).

b. Protection of Political Independence. A State’s political independence is a direct attribute of
sovereignty, and includes the right to select a particular form of government and its officers, the right to enter into
treaties, and the right to maintain diplomatic relations with the world community. The rights of sovereignty or
political independence also include the freedom to engage in trade and other economic activity. Consistent with the
principles of the UN Charter and customary international law, each State has the duty to respect the political
independence of every other State. Accordingly, force may be used to protect a State’s political independence when
it is threatened and all other avenues of peaceful redress have been exhausted.

c. Protection of Territorial Integrity. States possess an inherent right to protect their national borders,
airspace, and territorial seas. No nation has the right to violate another nation’s territorial integrity, and force may
be used to preserve that integrity consistent with the customary right of self-defense.

C. Collective Self-Defense.

1. To constitute a legitimate act of collective self-defense, all conditions for the exercise of an individual
State’s right of self-defense must be met, along with the additional requirement that assistance must be requested by
the State to be defended. There is ro recognized right of a third-party State to unilaterally intervene in internal
conflicts where the issue in question is one of a group’s right to self-determination and there is no request by the de
Jure government for assistance.

a. Collective Defense Treaties and Bilateral Military Assistance Agreements.

(1) Collective defense treaties, such as that of the North Atlantic Treaty Organization (NATO);
the Inter-American Treaty of Reciprocal Assistance (the Rio Treaty); the Security Treaty Between Australia, New
Zealand, and the United States (ANZUS); and other similar agreements do not provide an international legal basis
for the use of U.S. force abroad, per se. These agreements simply establish a commitment among the parties to
engage in “collective self-defense” as required by specified situations, and provide the framework through which
such measures are to be taken. From an international law perspective, a legal basis for engaging in measures
involving the use of military force abroad must still be established from other sources of international law extrinsic
to these collective defense treaties (i.e. there still must be a justifiable need for collective self-defense, or UN
Security Council authorization to use force).
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(2) The United States has entered into bilateral military assistance agreements with numerous
countries around the world. These are not defense agreements, and thus impose no commitment on the part of the
United States to come to the defense of the other signatory State in any given situation. Moreover, such agreements,
like collective defense treaties, also provide no intrinsic legal basis for the use of military force.

D. Anticipatory Self-Defense Under Customary International Law.

1. As discussed above, some States embrace an interpretation of the UN Charter that extends beyond the
black letter language of Article 51, under the customary international law principle of “anticipatory self-defense.”
Anticipatory self-defense justifies using force in anticipation of an “imminent” armed attack. Under this concept, a
State is not required to absorb the “first hit” before it can resort to the use of force in self-defense to repel an
imminent attack.

2. Anticipatory self-defense finds its roots in the 1837 Caroline case and subsequent correspondence
between then-U.S. Secretary of State Daniel Webster and his British Foreign Office counterpart Lord Ashburton.
Secretary Webster posited that a State need not suffer an actual armed attack before taking defensive action, but may
engage in anticipatory self-defense if the circumstances leading to the use of force are “instantaneous,
overwhelming, and leaving no choice of means and no moment for deliberation.” As with any form of self-defense,
the principles of necessity and proportionality serve to bind the actions of the offended State. .

3. Because the invocation of anticipatory self-defense is fact-specific in nature, and therefore appears to
lack defined standards of application, it remains controversial in the international community. Concerns over
extension of anticipatory self-defense as a pretext for reprisal or even preventive/preemptive actions (i.e. the use of
force before the coalescence of an actual threat) have not been allayed by contemporary use. The United States in
particular, in actions such as OPERATION ELDORADO CANYON (the 1986 strike against Libya) and the 1998
missile attack against certain terrorist elements in Sudan and Afghanistan, has increasingly employed anticipatory
self-defense as the underlying rationale for use of force in response to actual or attempted acts of violence against
U.S. citizens and interests.

4. It is important to note, however, that anticipatory self-defense serves as a foundational element in the
CICS Standing ROE, as embodied in the concept of “hostile intent,” which makes it clear to commanders that they
do not, and should not have to absorb the first hit before their right and obligation to exercise self-defense arises.

E. Preemptive Use of Force.

1. In the 2002 National Security Strategy, the U.S. Government took a step toward what many view as a
significant expansion of use of force doctrine from anticipatory self-defense to preemption.” This position was
reinforced in the 2006 National Security Strategy, which reaffirmed the doctrine of preemptive self-defense.®

We must be prepared to stop rogue states and their terrorist clients before they are able to
threaten or use weapons of mass destruction against the United States and our allies and friends.
Our response must take full advantage of strengthened alliances, the establishment of new
partnerships with former adversaries, innovation in the use of military forces, modemn technologies

It has taken almost a decade for us to comprehend the true nature of this new threat. Given
the goals of rogue states and terrorists, the United States can no longer solely rely on a reactive
posture as we have in the past. The inability to deter a potential attacker, the immediacy of
today’s threats, and the magnitude of potential harm that could be caused by our adversaries’
choice of weapons, do not permit that option. We cannot let our enemies strike first.”

7 The White House, The National Security Strategy of the United States of America, (2002).
® The White House, The National Security Strategy of the United States of America, (2006).
® The White House, The National Security Strategy of the United States of America, 14-15 (2002).
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2. The reason for this change can be seen in the very nature of the terrorist threat.

For centuries, international law recognized that nations need not suffer an attack before they
can lawfully take action to defend themselves against forces that present an irnminent danger of
attack. Legal scholars and international jurists often conditioned the legitimacy of preemption on
the existence of an imminent threat-most often a visible mobilization of armies, navies and air

forces preparing to attack.

We must adapt the concept of imminent threat to the capabilities and objectives of today’s
adversaries. Rogue states and terrorists do not seek to attack us using conventional means. They
know such attacks would fail. Instead, they rely on acts of terror and potentially, the use of
weapons of mass destruction-weapons that can be easily concealed, delivered covertly, and used
without warning."

3. For almost two centuries, the right of anticipatory self-defense has been predicated upon knowing, with
a reasonable level of certainty, the time and place of an enemy’s forthcoming attack. In this age of terrorism, where
warnings may not come in the guise of visible preparations, the President has determined that the United States will
not wait because the risks are far too great. In that regard, the Bush Administration has provided: “The greater the
threat, the greater is the risk of inaction — and the more compelling the case for taking action to defend ourselves,
even if uncertainty remains as to the time and place of the enemy’s attack.™

IV. DOMESTIC LAW AND THE USE OF FORCE: THE WAR POWERS RESOLUTION

A. In addition to the requirement that a use of force have an international legal basis, there must also exist
domestic legal support. In every situation involving the possible use of U.S. forces abroad, one of the first legal
determinations to be made embraces the application of U.S. Constitutional principles and the 1973 War Powers

Resolution.

B. The Constitution divides the power to wage war between the Executive and Legislative branches of
government. Under Article I, Congress holds the power to declare war; to raise and support armies; to provide and
maintain a navy; and to make all laws necessary and proper for carrying out those responsibilities. Balancing that
legislative empowerment, Article I vests the Executive power in the President and makes him the Commander-in-
Chief of the Armed Forces. This bifurcation of the war powers created an area in which the coordinate political
branches of government exercise concurrent authority over decisions relating to the use of Armed Forces overseas as

an instrument of U.S. foreign policy.

C. Until 1973, a pattern of Executive initiative, Congressional acquiescence, and Judicial deference combined
to give the President primacy in decisions to employ U.S. forces. In order to reverse the creeping expansion of
Presidential authority and to reassert its status as a “full partner” in decisions relating to the use of U.S. forces
overseas, Congress passed, over Presidential veto, the War Powers Resolution (WPR). The stated purpose of the
WPR is to ensure the “collective judgment” of both the Executive and Legislative branches in order to commit to the
deployment of U.S. forces by requiring consultation of and reports to Congress, in any of the following
circumstances:

1. Introduction of troops into actual hostilities.
2. Introduction of troops, equipped for combat, into a foreign country.

3. Greatly enlarging the number of troops, equipped for combat, in a foreign country.

Y 1 at15.
1 1 at15.
2 Public Law 93-148, 50 U.S.C. §§ 1541-1548.
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D. The President is required to make such reports within 48 hours of the triggering event, detailing: the
circumstances necessitating introduction or enlargement of troops; the Constitutional or legislative authority upon
which he bases his action; and the estimated scope and duration of the deployment or combat action.

E. The issuance of such a report, or a demand by Congress for the President to issue such a report, triggers a
sixty-day clock. If Congress does not declare war, specifically authorize the deployment/combat action, or authorize
an extension of the WPR time limit during that period, the President is required to withdraw deployed forces. The
President may extend the deployment for up to thirty days should he find circumstances so require, or for an
indeterminate period if Congress has been unable to meet due to an attack upon the United States.

F. Because the WPR was enacted over the President’s veto, one of the original purposes of the statute—
establishment of a consensual, inter-branch procedure for committing our forces overseas—was undercut. In that
regard, no President has either conceded the constitutionality of the WPR, or complied fully with its mandates.
Although the applicability of the WPR to specific operations will not be made at the Corps or Division level, once
U.S. forces are committed overseas, a deploying JA must be sensitive to the impact of the WPR on the scope of
operations, particularly with respect to the time limitation placed upon deployment under independent Presidential
action (i.e. the WPR’s 60-90 day clock).

G. Procedures have been established which provide for CJCS review of all deployments that may implicate the
WPR. The Chairman’s Legal Advisor, upon reviewing a proposed force deployment, is required to provide to the
DoD General Counsel his analysis of the WPR’s application. If the DoD General Counsel makes a determination
that the situation merits further inter-agency discussion, he or she will consult with both the State Department Legal
Adpviser and the Attorney General. As a result of these discussions, advice will then be provided to the President
concerning the consultation and reporting requirements of the WPR.

H. In the unlikely event that a JA or his or her supported commander is presented with a question regarding the
applicability of the WPR, the appropriate response should be that the operation is being conducted at the direction of
the National Command Authority, and is therefore presumed to be in accordance with applicable domestic legal

limitations and procedures.
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CHAPTER 2

THE LAW OF WAR
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1. INTRODUCTION

This Chapter will summarize key law of war (LOW) provisions for military personnel and commanders in the
conduct of operations in both international and non-international armed conflicts. It will discuss the purposes and
basic principles of the LOW, its application in armed conflict, the legal sources of the law, the conduct of hostilities,
treatment of protected persons, military occupation of enemy territory, neutrality, and compliance and enforcement

measures.
II. DEFINITION

The LOW is defined as “that part of international law that regulates the conduct of armed hostilities.” (DoDD
2311.01E para. 3.1). Itis often termed “the law of armed conflict.” The LOW encompasses all international law for
the conduct of hostilities binding on the United States or its individual citizens, including treaties and international
agreements to which the United States is a party, and applicable customary international law. (DoDD 2311.01E
para. 3.1)

. POLICY

U.S. LOW obligations are national obligations, binding upon every Soldier, Sailor, Airman, and Marine. DoD
policy is to comply with the LOW “during all armed conflicts, however such conflicts are characterized, and in all

other military operations.” (DoDD 2311.01E para. 41).
IV. PURPOSES AND BASIC PRINCIPLES OF THE LAW OF WAR
A. The fundamental purposes of the LOW are humanitarian and functional in nature. The humanitarian
purposes include:
1. protecting both combatants and noncombatants from unnecessary suffering;

2. safeguarding persons who fall into the hands of the enemy; and
3. facilitating the restoration of peace.
B. The functional purposes include:
1. ensuring good order and discipline;
2. fighting in a disciplined manner consistent with national values; and
3. maintaining domestic and international public support.
V. THE LAW OF WAR RESTS ON FOUR BASIC PRINCIPLES:

A. Principle of Military Necessity. The principle of military necessity is explicitly codified in Article 23,
paragraph (g) of the Annex to Hague IV, which forbids a belligerent “to destroy or seize the enemy’s property,
unless such destruction or seizure be imperatively demanded by the necessities of war.”

1. The principle of military necessity authorizes that use of force required to accomplish the mission.
Military necessity does not authorize acts otherwise prohibited by the LOW. This principle must be applied in
conjunction with other LOW principles discussed in this chapter, as well as other, more specific legal constraints set
forth in LOW treaties to which the U.S. is a party.

2. Military necessity is not a criminal defense. As stated above, military necessity is not a defense for acts
expressly prohibited by law.
a. Protected Persons. The LOW generally prohibits the intentional targeting of protected persons
under any circumstances.

b. Protected Places - The Rendulic Rule. Generally, civilian objects are protected from intentional
attack or destruction. However, civilian objects may lose their protections if they are being used for military
purposes or if there is military necessity for their destruction or seizure. Civilian objects may, in such
circumstances, become military objectives (discussed infra). The LOW permits destruction of these objects if
military circumstances necessitate such destruction. (FM 27-10, paras. 56 & 58). The circumstances justifying
destruction of objects are those of military necessity, based upon information reasonably available to the commander
at the time of his decision. See IX Nuremberg Military Tribunals, Trials of War Criminals Before the Nuremberg
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Military Tribunals, 1113 (1950). The Nuremberg Tribunal convicted General Lothar Rendulic of other charges, but
found him “not guilty” of unlawfully destroying civilian property through employment of a “scorched earth” policy.
The court found that “the conditions, as they appeared to the defendant at the time were sufficient upon which he
could honestly conclude that urgent military necessity warranted the decision made.” Current norms for protection
(and destruction) of civilian property: civilian objects are protected from intentional attack or damage unless they
have become military objectives and “unless demanded by the necessities of war.” (Hague IV, art. 23(g)).

c. There may be situations where, because of incomplete intelligence or the failure of the enemy to
abide by the LOW, civilian casualties occur. Example: Al Firdus Bunker. During the first Persian Gulf War
(1991), U.S. military planners identified this Baghdad bunker as an Iraqi military command and control center.
Barbed wire surrounded the complex, it was camouflaged, armed sentries guarded its entrance and exit points, and
electronic intelligence identified its activation. Unknown to coalition planners, however, some Iraqi civilians used
upper levels of the facility as nighttime sleeping quarters. The bunker was bombed, allegedly resulting in 300
civilian casualties. Was there a violation of the LOW? No, at least not by the U.S. forces (there was, however, a
clear violation of the principle of distinction and discrimination (discussed infra) by Iraqi forces). Based upon
information gathered by Coalition planners, the commander made an assessment that the target was a military
objective. Although the attack may have resulted in unfortunate civilian deaths, there was no LOW violation
because the attackers acted in good faith based upon the information reasonably available at the time the decision to
attack was made. See IX Nuremberg Military Tribunals, Trials of War Criminals Before the Nuremberg Military
Tribunals, 1113 (1950).

B. Principle of Distinction or Discrimination . This principle requires that combatants be distinguished from
noncombatants, and that military objectives be distinguished from protected property or protected places. Parties to
a conflict shall direct their operations only against combatants and military objectives. (AP I, art. 48).

1. AP I prohibits “indiscriminate attacks.” As examples, under Article 51, paragraph 4, these are attacks
that:

a. are “not directed against a specific military objective,” (e.g., Iraqi SCUD missile attacks on Israeli
and Saudi cities during the Persian Gulf War);

b. “employ a method or means of combat the effects of which cannot be directed at a specified
military objective,” (e.g., might prohibit area bombing in certain populous areas, such as a bombardment “which
treats as a single military objective a number of clearly separated and distinct military objectives in a city, town, or
village . . .” (AP I, art. 51, para. 5(a))); or

c. “employ a method or means of combat the effects of which cannot be limited as required” by the
Protocol (e.g., release of dangerous forces (AP I, art. 56) or collateral damage excessive in relation to concrete and
direct military advantage (AP I, art. 51, para. 5(b)); and

d. “consequently, in each case are of a nature to strike military objectives and civilians or civilian
objects without distinction.”

2. Distinction is the customary international law obligation of parties to a conflict to engage only in
military operations the effects of which distinguish between the civilian population (or individual civilians not
taking part in the hostilities), and combatant forces, directing the application of force solely against the latter.
Similarly, military force may be directed only against military objectives, and not against civilian objects. Under the
principle of distinction, the civilian population as such, as well as individual civilians, may not be made the object of
attack. (AP ], art. 51, para. 2).

C. Principle of Proportionality. The anticipated loss of life and damage to property incidental to attacks
must not be excessive in relation to the concrete and direct military advantage expected to be gained. (FM 27-10,
para. 41, change 1). Proportionality is not a separate legal standard as such, but a way in which a military
commander may assess his or her obligations as to the LOW principle of distinction, while avoiding actions that are
indiscriminate.

1. Incidental Injury and Collateral Damage. Collateral damage consists of unavoidable and unintentional
damage to civilian personnel and property incurred while attacking a military objective. Incidental (a/k/a collateral)
damage is not a violation of international law. While no LOW treaty defines this concept, its inherent lawfulness is
implicit in treaties referencing the concept. As stated above, Additional Protocol I, Article 51(5) describes

13 Chapter 2
Law of War



indiscriminate attacks as those causing “incidental loss of civilian life . . . excessive . . . to . . . the military advantage
anticipated.”

2. That being said, the term “attacking” is not well defined in the sense of the principle of proportionality,
or as to the level at which such decisions are to be made. “Military advantage” is not restricted to tactical gains, but
is linked to the full context of war strategy. Balancing between collateral damage to civilian objects and collateral
civilian casualties may be done on a target-by-target basis, as frequently was done in the first (1991) and second
(2003) Persian Gulf Wars, but also may be weighed in overall terms against campaign objectives. It may involve a
variety of considerations, including security of the attacking force. See, for example, DoD Final Report to
Congress, Conduct of the Persian Gulf War (April 1992), p. 611. Similarly, at the time of its ratification of
Additional Protocol I, the United Kingdom declared that *“‘the military advantage anticipated from an attack’ is
intended to refer to the advantage anticipated from the attack considered as a whole and not only from isolated or

particular parts of the attack.”

D. Principle of Humanity or Unnecessary Suffering. A military force must minimize unnecessary
suffering. “It is especially forbidden . . . to employ arms, projectiles or material calculated to cause unnecessary
suffering.” (Hague IV, art. 23(e)). This principle applies to the legality of weapons and ammunition as well as to the
method in which weapons and ammunition are used. Military personnel may not use arms that are per se calculated
to cause unnecessary suffering, sometimes referred to as superfluous injury (e.g., projectiles filled with glass, hollow
point or soft-point small caliber ammunition, lances with barbed heads) or use otherwise lawful weapons in a

manner calculated to cause unnecessary suffering.

1. The prohibition of unnecessary suffering constitutes acknowledgement that necessary suffering to
combatants is lawful, and may include severe injury or loss of life. There is no agreed definition for unnecessary
suffering. A weapon or munition would be deemed to cause unnecessary suffering only if it inevitably or in its
normal use has a particular effect, and the injury caused is considered by governments as disproportionate to the
military necessity for it, that is, the military advantage to be gained from its use. This balancing test cannot be
conducted in isolation. A weapon's or munition's effects must be weighed in light of comparable, lawful weapons or
munitions in use on the modem battlefield.

2. A weapon cannot be declared unlawful merely because it may cause severe suffering or injury. The
appropriate determination is whether a weapon's or munition's employment for its normal or expected use would be
prohibited under some or all circumstances. The correct criterion is whether the employment of a weapon for its
normal or expected use inevitably would cause injury or suffering manifestly disproportionate to its military
effectiveness. A State is not required to foresee or anticipate all possible uses or misuses of a weapon, for almost
any weapon can be used in ways that might be prohibited.

3. See discussion of the DoD Weapons Review Program, infra.

VI. APPLICATION OF THE LAW OF WAR

A. The LOW applies to all cases of declared war or any other armed conflicts that arise between the United
States and other nations, even if the state of war is not recognized by one of them. This threshold is codified in
Common Article 2 of the Geneva Conventions. Armed conflicts such as the 1982 Falklands War, the Iran-Iraq War
of the 1980s, and the first (1991) and second (2003) U.S.-led coalition wars against Iraq clearly were international
armed conflicts to which the LOW applied. The Additional Protocol I to the 1949 Geneva Conventions has
expanded this scope of application to include certain wars of “national liberation” for States who are parties to that
convention. The United States is not a Party to AP I and does not recognize this extension of the LOW. Further,
this expanded scope has not been applied since its promulgation.

1. In peace operations, such as those in Somalia, Haiti, and Bosnia, the question frequently arises whether
the LOW applies. The issue is less applicability of the LOW as such but complete applicability of particular treaties.
Despite the possible inapplicability of the LOW in military operations short of international armed conflict, it has
been, nonetheless, the position of the United States, United Nations, and NATO that their forces would apply the
LOW in these operations. (CJCSI 5810.01B) IAW DoDD 2311.01E, U.S. forces now comply with the LOW
during all military operations. However, the directive itself defines the “law of war,” limiting it to “international law
... binding on the United States or its individual citizens.” When facing situations that do not meet the traditional
threshold of armed conflict (whether of an international or non-international character), Judge Advocates (JA) are
encouraged to use the technical chain to determine how best to comply with the LOW, bearing in mind historical

U.S. practice.
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2. Historically, when applying the DoD policy, allowances have been made for the fact that during these
operations U.S. forces often do not have the resources to comply with the LOW to the letter. It has been U.S.
practice to comply with the LOW to the extent “practicable and feasible” where not directly applicable.
(Memorandum of W. Hays Parks to the Judge Advocate General of the Army, 1 October 1990). The Soldier’s Rules
provide useful standards for the individual Soldier in the conduct of operations across the conflict spectrum. In
military operations short of international armed conflict, LOW treaties provide an invaluable template for military
conduct. It will be the responsibility of the military commander, with the assistance and advice of the JA, to
determine those provisions that best fit the mission and situation.

VII. SOURCES OF THE LAW OF WAR.

A. The Law of The Hague (ref. (1) and (2)). These treaties regulate “methods and means” of warfare,
including: prohibitions against using certain weapons such as poison; humanitarian concerns such as waming the
civilian population before a bombardment; and the law of belligerent occupation (particularly with respect to
property).) The rules relating to the methods and means of warfare are primarily derived from articles 22 through 41
of the Regulations Respecting the Laws and Customs of War on Land annexed to Hague Convention IV. (Hauge

IV, art. 22-41).

B. Geneva Conventions of 1949 (ref. (3) - (6)). The Conventions protect “victims” of war such as wounded
and sick, shipwrecked at sea, prisoners of war, and civilians.

C. 1977 Geneva Protocols (ref. (7)). Although the United States has not ratified AP I and II, most nations
have ratified AP I. U.S. commanders must be aware that many allied forces are under a legal obligation to comply
with the Protocols, and the United States believes some provisions of the Protocol to be customary international law
(see 1986 memorandum from Hays Parks in document supplement). This difference in obligation has not proven to
be a hindrance to U.S. allied or coalition operations since promulgation of AP I in 1977.

D. Other Treaties. The following treaties restrict specific aspects of warfare:

1. Chemical Weapons (ref. (8) and (9)). The Geneva Protocol of 1925 prohibits use in war of
asphyxiating, poisonous, or other gases (and bacteriological weapons; see below). The United States reserved the
right to respond with chemical weapons to a chemical or biological weapons attack by the enemy. This reservation
became moot when the United States ratified the Chemical Weapons Convention (CWC), which prohibits
production, acquisition, stockpiling, retention, and use (even in retaliation). The United States ratified the CWC on
25 April 1997 with declarations. The CWC entered into force on 29 April 1997.

2. Cultural Property (ref. (10)). The 1954 Hague Cultural Property Convention prohibits targeting cultural
property, and sets forth conditions when cultural property may be used by a defender or attacked. Although the
United States has not ratified the treaty, it regards its provisions as relevant to the targeting process: “United States
policy and the conduct of operations are entirely consistent with the Convention’s provisions. In large measure, the
practices required by the convention to protect cultural property were based upon the practices of US military forces
during World War II.” (Message from the President of the United States transmitting the Hague Protocol to the
106 Congress for Advice and Consent, 6 January 1999).

3. Biological Weapons (ref. ((8), 11)). Biological (bacteriological) weapon use was prohibited by the 1925
Geneva Protocol. It does not prohibit development, production, and stockpiling. The 1972 Biological Weapons
Convention (BWC) extended the prohibition contained in the 1925 Geneva Protocol, prohibiting development,
production, stockpiling, acquisition, or retention of biological agents or toxins, weapons, equipment or means of
delivery designed to use such toxins for hostile purposes or in armed conflict.

4. Conventional Weapons (ref. (12)). The treaty is often referred to as the UNCCW - United Nations
Convention on Certain Conventional Weapons. The 1980 Conventional Weapons Treaty restricts, regulates, or
prohibits the use of certain otherwise lawful conventional weapons. Protocol I prohibits any weapon whose primary
effect is to injure by fragments which, when in the human body, escape detection by x-1ay. Protocol II regulates use
of mines, booby-traps, and other devices, while prohibiting certain types of anti-personnel mines to increase
protection for the civilian population. The original Protocol II was replaced in 1996 by an Amended Mines
Protocol, now Amended Protocol II. Protocol III regulates incendiary weapon use to increase protection for the
civilian population. Protocol IV prohibits so-called “blinding laser weapons.” Protocol V on explosive remnants of
war was adopted on 28 November 2003 — the first international agreement to require the parties to an armed conflict,
where feasible, to clear or assist the host nation or others in clearance of unexploded ordnance or abandoned
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explosive ordnance after the cessation of active hostilities. The United States ratified the UNCCW and Protocols I
and IT in 1995, and Amended Mines Protocol in 1999.

E. Regulations. Implementing LOW guidance for U.S. armed forces is found in respective service manuals
(FM 27-10 (Army), NWP 1-14M/FMFM 1-10 (Navy and Marine Corps), and AFPD 51-4 (Air Force).)

VIII. THE CONDUCT OF HOSTILTIES
A. Lawful Combatants and Unprivileged Belligerents
1. Combatants. Generally, combatants are military personnel engaging in hostilities in an armed conflict

on behalf of a party to the conflict. Combatants are lawful targets unless “out of combat,” that is, wounded, sick or
shipwrecked and no longer resisting, or captured.

a. Lawful Combatants. As defined, a lawful combatant:
(1) Is entitled to carry out attacks on enemy military personnel and equipment;
(2) May be the subject of lawful attack by enemy military personnel;

(3) Bears no criminal responsibility for killing or injuring enemy military personnel or civilians
taking an active part in hostilities, or for causing damage or destruction to property, provided his or her acts have
been in compliance with the LOW;

(4) May be tried for breaches of the LOW;

(5) May only be punished for breaches of the LOW as a result of a fair and regular trial;
(6) If captured, must be treated humanely; and

(7) If captured, is entitled to prisoner of war status.

b. 1949 Geneva Conventions criteria (GPW, art. 4; GWS, art. 13). Combatants include: the regular
armed forces of a State Party to the conflict; militia, volunteer corps, and organized resistance movements belonging
to a State Party to the conflict that are under responsible command, wear a fixed distinctive sign recognizable at a
distance, carry their arms openly, and abide by the laws of war; and members of armed forces of a government not
recognized by a detaining authority or occupying power. This list is a summary, but is not intended to be
comprehensive or complete.

c. Protocol I Definition. Article 43 states that members of the armed forces of a party to the conflict,
except medical personnel and chaplains, are combatants. Article 44(3) of AP I allows a belligerent to attain
combatant status by carrying his arms openly during each military engagement and when visible to an adversary
while deploying for an attack. Additional Protocol I thus drops the requirement for a fixed recognizable sign. The
United States believes this does not reflect customary international law and diminishes the distinction between
combatants and civilians, thus undercutting the effectiveness of the LOW. Other governments, such as the United
Kingdom, through reservations and/or statements of understanding, have narrowly restricted or virtually eliminated

application of Article 44, para. 3.

d. Unprivileged belligerents. Unprivileged belligerents may include spies, saboteurs, or civilians who
are participating in the hostilities or who otherwise engage in unauthorized attacks or other combatant acts.
Unprivileged belligerents are not entitled to prisoner of war status and may be prosecuted under the domestic law of

the captor.
2. Forbidden Conduct with Respect to Enemy Combatants and Nationals

a. Itis especially forbidden to declare that no quarter will be given or to kill or injure enemy personnel
who have surrendered. (Hague IV, art. 23). It is also forbidden to kill treacherously or wound treacherously
individuals belonging to the hostile nation or armed forces. (Hague IV, art. 23). Belligerents are likewise prohibited
from compelling nationals of the enemy state to take part in hostilities against their own country. (Hague IV, art.
23).

b. Adssassination. Hiring assassins, putting a price on the enemy’s head, and offering rewards for an
enemy “dead or alive” is prohibited. (FM 27-10, para 31; E.O. 12333). Offering rewards for information that may
lead to the capture of an individual is not prohibited, and targeting military command and control is not
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assassination. See W. Hays Parks, Memorandum of Law: Executive Order 12333 and Assassination, Army Law.
Dec. 1989, at 4.

3. Civilians and Noncombatants. The LOW prohibits intentional attacks on civilians and non-combatants.
The civilian population as such is protected from direct attack. An individual civilian is protected from direct attack
unless and for such time as he or she takes part in hostilities.

a. Noncombatants include: military medical personnel, chaplains, and those out of combat, including
prisoners of war and the wounded, sick, and shipwrecked.

b. Civilians who accompany the armed forces in the field in time of armed conflict are protected from
direct attack unless and for such time as they take part in hostilities. Civilians who accompany the armed forces in
the field may be at risk of injury or death incidental to lawful enemy attacks on military objectives.

IX. METHODS AND MEANS OF WARFARE/WEAPONS
A. “The right of belligerents to adopt means of injuring the enemy is not unlimited.” (HR, art. 22.)

B. Legal Review. All U.S. weapons, weapons systems, and munitions must be reviewed by the service TJAG
or DoD General Counsel for legality under the LOW. (DoDD 5000.1, AR 27-53, AFI 51-402 and SECNAVINST
5000.2c). A review occurs before the award of the engineering and manufacturing development contract and again
before the award of the initial production contract. (DoDD 5000.1). Legal review of new weapons is also required
under Article 36 of AP I.

C. Effect of legal review. The weapons review process of the United States entitles commanders and all other
personnel to assume that any weapon or munition contained in the U.S. military inventory and issued to military
personnel is lawful. If there are any doubts, questions may be directed to the International and Operational Law
Division (HQDA, DAJA-IO), Office of The Judge Advocate General of the Army.

1. Weapons may be illegal:

a. Per se. Those weapons calculated to cause unnecessary suffering, determined by the “usage of
states.” Examples: lances with barbed heads or projectiles filled with glass. (FM 27-10, para. 34).

b. Improper use. Any weapon may be used unlawfully; for example, use of an M9 pistol to murder a
prisoner of war. This may not be a violation of the principle of “unnecessary suffering,” but would most likely
violate the principles of necessity and distinction. Again, illegal use of a lawful weapon does not make the weapon
unlawful.

c. By agreement or prohibited by specific treaties. Example: certain land mines, booby traps, and
“blinding laser weapons” are prohibited by Protocols to the UNCCW. None were declared by the States
Parties/drafters to cause unnecessary suffering or to be illegal as such. Anti-personnel land mines and booby traps
were regulated (and, in some cases, certain types prohibited) in order to provide increased protection for the civilian
population.

(1) Small Arms Projectiles. The 1868 Declaration of St. Petersburg prohibits exploding rounds
of less than 400 grams. The United States is not a State Party to this declaration, and does not regard it as customary
law. State practice since 1868 has limited this prohibition to projectiles weighing less than 400 grams specifically
designed to detonate in the human body. Expanding military small arms ammunition — that is, so called ‘dum-dum’
projectiles, such as soft-nosed (exposed lead core) or hollow point projectiles — are prohibited by the 1899 Hague
Declaration Concerning Expanding Bullets. Although the United States is not a party to this declaration, it has
followed it in conventional military operations through use of full-metal jacketed ammunition. The prohibition on
hollow point/soft nosed military projectiles does not prohibit full-metal jacketed projectiles that yaw or fragment, or
“open tip” rifle projectiles containing a tiny aperture to increase accuracy.

(2) Hollow point or soft point ammunition. Hollow point or soft-point ammunition contain
projectiles with either a hollow point boring into the lead core, or exposed lead core that flatten easily in the human
body, often with skiving, and are designed to expand dramatically upon impact at all ranges. This ammunition is
prohibited for use in international armed conflict against lawful enemy combatants by the 1899 Hague Declaration
mentioned above. There are situations, however, outside of international armed conflict, where use of this
ammunition is lawful because its use will significantly reduce collateral damage risk to innocent civilians and
friendly force personnel, protected property (during a hostage rescue or for aircraft security), and material containing
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hazardous materials. Military law enforcement personnel may be authorized to use this ammunition for law
enforcement missions outside an active theater of operations. Military units or personnel are not entitled to possess
or use small arms ammunition not issued to them or expressly authorized. Private acquisition of small arms
ammunition for operational use is prohibited. “Matchking” ammunition (or similar rifle projectiles by other
manufacturers) has an open tip, with a tiny aperture not designed to cause expansion. The projectile is designed to
enhance accuracy only, and does not function like a hollow or soft point. It is lawful for use across the conflict
spectrum, but may not be modified by soldiers (such as through further opening the tiny aperture to increase the
possibility of expansion).

(3) Land Mines and Booby Traps. The United States regards land mines (anti-personnel and
anti-vehicle) as lawful weapons, subject to the restrictions contained in the Amended Protocol II, UNCCW, and
national policy. Military doctrine and mine inventory comply with each.

(4) U.S. policy on anti-personnel (APL) and anti-vehicle land mines. Per a February 2004
U.S. Presidential Memorandum, anti-personnel landmines that do not self-destruct or self-neutralize, (sometimes
called “dumb” or “persistent” anti-personnel land mines) are only stockpiled for use by the United States in
fulfillment of our treaty obligations to the Republic of Korea. Outside Korea, U.S. forces may no longer employ
persistent APL, and between now and 2010, anti-vehicle landmines that are persistent may only be employed
outside the Republic of Korea when authorized by the President. After 2010, the United States will not employ
either persistent APL or persistent anti-vehicle land mines. U.S. Land Mine Policy can be found at
http://www.state.gov/t/pm/wra/c11735 htm.

(5) Incendiaries. Napalm, flame-throwers, and thermite/thermate type weapons are incendiary
weapons. Tracer ammunition and white phosphorous are not incendiary weapons. All are lawful weapons.
Protocol ITI to the UNCCW prohibits the use of incendiaries in certain situations, primarily in concentrations of
civilians. The United States has not ratified Protocol III.

(6) Lasers. Lasers are lawful. U.S. Policy (SECDEF Memorandum (29 Aug. 1995)) prohibits
use of blinding lasers weapons specifically designed to cause permanent blindness to unenhanced vision. This
policy recognizes that injury, including permanent blindness, may occur incidental to the legitimate military use of
lasers (range-finding, targeting, etc.). U.S. policy became the basis for Protocol IV, UNCCW, which prohibits
blinding laser weapons that meet the same definition.

(7) Poison. Poison has been outlawed for thousands of years, and is prohibited by treaty. (Hague
1V, art. 23(a)).

(8) Chemical weapons. Chemical weapons are governed by the Chemical Weapons Convention.

(a) The CWC was ratified by the United States and came into force in April 1997.

(b) Summary of Provisions (twenty-four articles). Article 1. Parties agree to never develop,
produce, stockpile, transfer, use, or engage in military preparations to use chemical weapons. Retaliatory use
(second use) is not allowed (this is a significant departure from 1925 Geneva Protocol). Requires destruction of
chemical stockpiles. Each party agrees not to use Riot Control Agents (RCAs) as a “method of warfare.” Article II.
Defines chemical weapons, toxic chemical, RCA, and purposes not prohibited by the convention. Article III.
Requires parties to declare stocks of chemical weapons and facilities they possess. Articles IV and V. Provies
procedures for destruction and verification, including routine on-site inspections. Article VIII. Establishes the
Organization for the Prohibition of Chemical Weapons (OPWC). Article IX. Establishes “challenge inspection,” a
short notice inspection in response to another party’s allegation of non-compliance.

(c) Riot Control Agents (RCA). U.S. RCA Policy is found in Executive Order 11850. The
policy applies to the use of Riot Control Agents and Herbicides; requiring presidential approval before first use in an
armed conflict. )

(i) Executive Order 11850. The order renounces first use of RCA in armed conflicts except in
defensive military modes to save lives, such as: controlling riots in areas under direct and distinct U.S. military
control, to include rioting prisoners of war; dispersing civilians where the enemy uses them to mask or screen an
attack; rescue missions for downed pilots/passengers and escaping POWs in remotely isolated areas; and, in our rear
echelon areas outside the zone of immediate combat, to protect convoys from civil disturbances, terrorists, and
paramilitary organizations.
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(ii) The CWC prohibits RCA use as a “method of warfare.” “Method of warfare” is undefined.
The Senate’s resolution of advice and consent for ratification to the CWC (S. Exec. Res. 75 - Senate Report, S-3373
of 24 April 1997, section 2- conditions, (26) - riot control agents) required that the President must certify that the
United States is not restricted by the CWC in its use of riot control agents, including the use against “combatants” in
any of the following cases: when the U.S. is not a party to the conflict, in consensual (Chapter VI, UN Charter)
peacekeeping operations, and in Chapter VII (UN Charter) peacekeeping operations.

(iif) The implementation section of the Senate resolution requires that the President not modify
E.O. 11850. (See S. Exec Res. 75, section 2 (26)(b), S-3378). The President’s certification document of 25 April
1997 states that “the United States is not restricted by the convention in its use of riot control agents in various
peacetime and peacekeeping operations. These are situations in which the United States is not engaged in the use of
force of a scope, duration, and intensity that would trigger the laws of war with respect to U.S. forces.”

(iv) Oleoresin Capsicum Pepper Spray (OC) a/k/a Cayenne Pepper Spray. The United States
classifies OC as a Riot Control Agent. (DAJA-IO, Information Paper of 15 August 1996, Use of Oleoresin
Capsicum (OC) Pepper Spray and other Riot Control Agents (RCAs); DAJA-IO Memo of 20 September 1994,
Subject: Request for Legal Review - Use of Oleoresin Capsicum Pepper Spray for Law Enforcement Purposes;
CJCS Memo of 1 July 1994, Subject: Use of Riot Control Agents).

(d) Herbicides. E.O. 11850 renounces first use in armed conflicts, except for domestic uses and
to control vegetation around defensive areas.

(9) Biological. The 1925 Geneva Protocol prohibits bacteriological methods of warfare. The
BWC (ref. 11) supplants the 1925 Geneva Protocol bacteriological weapons provisions, prohibiting the production,
stockpiling, and use of biological and toxin weapons. The United States renounced all use of biological and toxin

weapons.

(10) Nuclear Weapons. Such are not prohibited by international law. On 8 July 1996, the
International Court of Justice (ICJ) issued an advisory opinion that “[t]here is in neither customary nor international
law any comprehensive and universal prohibition of the threat or use of nuclear weapons.” However, by a split vote,
the ICJ also found that “[t]he threat or use of nuclear weapons would generally be contrary to the rules of
international law applicable in armed conflict.” The Court stated that it could not definitively conclude whether the
threat or use of nuclear weapons would be lawful or unlawful in an extreme circumstance of self-defense, in which
the very survival of the state would be at stake. (35 LL.M. 809 (1996)).

X. BOMBARDMENTS, ASSAULTS, AND PROTECTED AREAS AND PROPERTY

A. Military Objectives. Military objectives are defined in AP I as “objects which by their nature, location,
purpose or use, make an effective contribution to military action and whose total or partial destruction, capture or
neutralization, in the circumstances ruling at the time, offers a definite military advantage.” (AP I. art. 52(2)).

1. State practice has identified the following general categories of military objectives:
a. Military equipment and personnel, units and bases
b. Command and control
c. Economic
(1) Power
(2) Industry (war supporting manufacturing/export/import)
(3) Transportation (equipment/LOC/POL)
d. Geographic

2. Military personnel, equipment, units, and bases are always military objectives. Other objects not
expressly military become military objectives when they meet the balance of the above definition.

a. Explanation. Military objective is a treaty synonym for a potential lawful target. The definition
sets forth objective, simple criteria when military necessity may exist to consider an object a lawful target that may

be seized or attacked.
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b. As will be seen in the list of traditional military objectives, a military objective is not limited to
military bases, forces, or equipment, but includes other objects that contribute to an opposing state’s ability to wage
war. It does not alter the statement contained in the Lieber Code that the LOW permits a commander to take “those
measures which are indispensable for securing the ends of war” that are not expressly prohibited by the LOW. This
may be accomplished through intentional attack of enemy military forces or other military objectives that enable an
opposing state and its military forces to wage war.

c. The term military target is more limited and redundant, and should not be used. In contrast, the
term civilian target is an oxymoron, inasmuch as a civilian object is an object that is not a military objective, and
therefore is immune from intentional attack. Civilian target is inappropriate and should not be used. If military
necessity exists for the seizure or destruction of a civilian object, that is, if its destruction or seizure meets the
criteria set forth in the definition contained in subparagraph a., above, the object has ceased to be a civilian object
and has become a military objective.

3. Interpretation. The definition of military objective contains various elements that require explanation.

a. If the objective is not enemy military forces and equipment, the second part of the definition limits
the first. Both parts must apply before an object that is normally a civilian object can be considered a military

objective.

b. Attacks on military objectives which may cause collateral damage to civilian objects or collateral
injury to civilians not taking a direct part in the hostilities are not prohibited, provided compliance with the other
principles of the LOW.

c. Nature refers to the type of object. Examples of enemy military objectives which by their nature
make an effective contribution to the military action: combatants, armored fighting vehicles, weapons,
fortifications, combat aircraft and helicopters, supply depots of ammunition and petroleum, military transports,
command and control centers, communication stations, etc.

d. Location includes areas that are militarily important because they must be captured or denied an
enemy, or because the enemy must be made to retreat from them. Examples of enemy military objectives which by
their location make an effective contribution to the military action: a narrow mountain pass through which the
enemy formation must pass, a bridge over which the enemy’s main supply route (MSR) crosses, a key road
intersection through which the enemy’s reserve will pass, etc. A town, village, or city may become a military
objective even if it does not contain military objectives if its seizure is necessary to protect a vital line of
communications or for other legitimate military reasons.

€. Purpose means the future intended or possible use. Examples of enemy military objectives which
by their purpose make an effective contribution to the military action: civilian buses or trucks which are being
transported to the front to move soldiers from point A to B, a factory which is producing ball bearings for the
military, etc. While the criterion of purpose is concerned with the intended, suspected, or possible future use of an
object, the potential dual use of a civilian object, such as a civilian airport, may also make it a military objective
because of its future intended or potential military use.

f. Use refers to how an object is presently being used. Examples of enemy military objectives which
by their use make an effective contribution to the military action: an enemy headquarters located in a school, an
enemy supply dump located in a residence, or a hotel which is used as billets for enemy troops.

4. The connection of some objects to an enemy’s war fighting or war-sustaining effort may be direct,
indirect, or even discrete. A decision as to classification of an object as a military objective and allocation of
resources for its attack is dependent upon its value to an enemy nation’s war fighting or war sustaining effort
(including its ability to be converted to a more direct connection), and not solely to its overt or present connection or
use.

5. The words “nature, location, and purpose or use” allow wide discretion, but are subject to qualifications
stated later in the definition of “effective contribution to military action” and the offering of a “definite military
advantage” through its seizure or destruction. There does not have to be a geographical connection between
“effective contribution” and “military advantage.” Attacks on military objectives in the enemy rear, or diversionary
attacks away from the area of military operations as such the “contact zone”, are lawful.
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6. Military action is used in the ordinary sense of the words, and is not intended to encompass a limited or
specific military operation.

7. The phrase “in the circumstances ruling at the time” is important. If, for example, enemy military forces
have taken position in a building that otherwise would be regarded as a civilian object, such as a school, retail store,
or museum, then the building has become a military objective. The circumstances ruling at the time, that is, the
military use of the building, permit its attack if its attack would offer a definite military advantage. If the enemy
military forces permanently abandon the building, there has been a change of circumstances that precludes its
treatment as a military objective.

B. Warning Requirement (Hauge IV, art. 26). The general requirement to warn before a2 bombardment only
applies if civilians are present. Exception: if it is an assault (any attack where surprise is a key element), no
warning need be given. Warnings need not be specific as to time and location of the attack, but can be general and
issued through broadcasts, leaflets, etc.

C. Defended Places (FM 27-10, paras. 39 & 40). As a general rule, any place the enemy chooses to defend
makes it subject to attack. Defended places include: a fort or fortified place; a place occupied by a combatant force
or through which a force is passing; and a city or town that is surrounded by defensive positions under
circumstances where the city or town is indivisible from the defensive positions.

D. Undefended places. The attack or bombardment of towns or villages, which are undefended, is prohibited.
(Hauge IV, art. 25).
1. An inhabited place may be declared an undefended place (and open for occupation) if the following
criteria are met;

a. All combatants and mobile military equipment are removed;
b. No hostile use is made of fixed military installations or establishments;
c. No acts of hostilities shall be committed by the authorities or by the population; and

d. No activities in support of military operations shall be undertaken (the presence of enemy medical
units, enemy sick and wounded, and enemy police forces are allowed). (FM 27-10, art. 39b).

2. While Hauge IV article 25 also includes undefended “habitations or buildings” as protected from attack,
the term was used in the context of intentional bombardment. Given the definition (above) of military objective,
such structures would be civilian objects and immune from intentional attack unless (a) they were being used by the
enemy for military purposes, and (b) their destruction, capture, or neutralization, in the circumstances ruling at the
time, would offer a definite military advantage.

3. To gain protection as an undefended place, a city or town must be open to physical occupation by
ground forces of the adverse party.

E. Protected Areas. Hospital or safety zones may be established for the protection of the wounded and sick or
civilians. (GWS, art. 23; GC, art. 14). Such hospital or safety zones require agreement of the Parties to the conflict.
Articles 8 and 11 of the 1954 Hague Cultural Property Convention provide that certain cultural sites may be
designated in an “International Register of Cultural Property under Special Protections.” The Vatican has qualified
for and been registered as “specially protected.” Special Protection status requires strict adherence to avoidance of
any military use of the property or the area in its immediate vicinity, such as the movement of military personnel or
materiel, even in transit.

F. Protected Individuals and Property.

1. Civilians. Individual civilians, the civilian population as such, and civilian objects are protected from
intentional attack. (FM 27-10, para. 246; AP I, art. 51(2)). A presumption of civilian property attaches to objects
traditionally associated with civilian use (dwellings, school, etc. (AP 1, art. 52(3)), as contrasted with military
objectives. The presence of civilians in a military objective does not alter its status as a military objective.

2. Protection of Medical Units and Establishments - Hospitals. (FM 27-10, paras. 257 and 258; GWS, art.
19). Fixed or mobile medical units shall be respected and protected. They shall not be intentionally attacked.
Protection shall not cease, unless they are used to commit “acts harmful to the enemy.” A warning is required
before attacking a hospital in which individuals are committing “acts harmful to the enemy.” The hospital is given a
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reasonable time to comply with the warning before an attack (AP I, art. 13). When receiving fire from a hospital,
there is no duty to warn before returning fire in self-defense. Example: Richmond Hills Hospital, Grenada.

3. Captured Medical Facilities and Supplies of the Armed Forces. (FM 27-10, para. 234). Fixed facilities
should be used for the care of the wounded and sick, but they may be used by captors for other than medical care, in
cases of urgent military necessity, provided proper arrangements are made for the wounded and sick who are
present. Mobile facilities - Captors may keep mobile medical facilities, provided they are reserved for care of the

wounded and sick. Medical Supplies may not be destroyed.

4. Medical Transport. Transports of the wounded and sick or medical equipment shall not be attacked.
(GWS, art. 35). Under GWS, article 36, medical aircraft are protected from direct attack only if they fly in
accordance with a previous agreement between the parties as to their route, time, and altitude. Additional Protocol I
contains a new regime for protection of medical aircraft (articles 24 through 31). To date, there is no State practice
with respect to implementation of this regime. As the United States is not a State Party to AP I, it continues to apply
the criteria for protection contained in Article 36, GWS. The Distinctive Emblem and other devices set forth in the
Amended Annex I to AP I are to facilitate identification. They do not establish status as such (Amended Annex I,

articles 1 and 2).

5. Cultural Property. Cultural property is protected from intentional attack so long as it is not being used
for military purposes, or otherwise may be regarded as a military objective. The 1954 Hague Cultural Property
Convention elaborates and slightly amends, but does not expand, the protections accorded cultural property found in
other treaties (Hauge IV, art. 27). U.S. ratification is awaiting Senate advice and consent. Cultural property
includes buildings dedicated to religion, art, and historic monuments. Misuse will subject them to attack. While the
enemy has a duty to indicate the presence of such buildings with visible and distinctive signs, state adherence to the
marking requirement has been limited. U.S. practice has been to rely on its intelligence collection to identify such
objects in order to avoid attacking or damaging them.

G. Works and Installations Containing Dangerous Forces (AP I, art. 56, and AP II, art. 15). These rules
are not United States law but should be considered because of the pervasive international acceptance of AP I and II.
Under the Protocol, dams, dikes, and nuclear electrical generating stations shall not be attacked (even if they are
military objectives) if the attack will cause the release of dangerous forces and cause “severe losses” among the
civilian population. Military objectives that are nearby these potentially dangerous forces are also immune from
attack if the attack may cause release of the dangerous forces (parties also have a duty to avoid locating military
objectives near such locations). Works and installations containing dangerous forces may be attacked only if they
provide “significant and direct support” to military operations and attack is the only feasible way to terminate the
support.

H. Objects Indispensable to the Survival of the Civilian Population. Article 54 of AP I prohibits starvation
as a method of warfare. It is prohibited to attack, destroy, remove, or render useless objects indispensable for
survival of the civilian population, such as foodstuffs, crops, livestock, water installations, and irrigation works.

I. Protective Emblems (FM 27-10, para. 238). Objects and personnel displaying emblems are presumed to be
protected under the Conventions. (GWS, art. 38).

1. Medical and Religious Emblems. The recognized emblems are the Red Cross, Red Crescent, and newly
added Red Crystal (AP III). The Red Lion and Sun and Red Star of David were proposed as additional emblems not
mentioned in the 1949 Geneva Convention, and, while not officially recognized, were protected as a matter of
practice during the periods they were used.

2. Cultural Property Emblems. “A shield, consisting of a royal blue square, one of the angles of which
forms the point of the shield and of a royal blue triangle above the square, the space on either side being taken up by
a white triangle.” (1954 Cultural Property Convention, art. 16 and 17).

3. Works and Installations Containing Dangerous Forces. Three bright orange circles, of similar size,
placed on the same axis, the distance between each circle being one radius. (AP I, annex I, art. 16).

XI. Stratagems and Tactics
A. Ruses. (FM 27-10, para. 48). Injuring the enemy by legitimate deception. Examples of ruses:

1. Land Warfare. Creation of fictitious units by planting false information, putting up dummy
installations, false radio transmissions, using a small force to simulate a large unit, feints, etc. (FM 27-10, para. 51.)
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a. 1991 Gulf War: Coalition forces, specifically XVIII Airborne Corps and VII Corps, used deception
cells to create the impression that they were going to attack near the Kuwaiti boot heel, as opposed to the “left hook™
strategy actually implemented. XVIII Airborne Corps set up “Forward Operating Base Weasel” near the boot heel,
consisting of a phony network of camps manned by several dozen soldiers. Using portable radio equipment, cued
by computers, phony radio messages were passed between fictitious headquarters. In addition, smoke generators
and loudspeakers playing tape-recorded tank and truck noises were used, as were inflatable Humvees and
helicopters. Rick Atkinson, Crusade, 331-33 (1993).

2. Use of Enemy Property. Enemy property may be used to deceive under the following conditions:

a. Uniforms. Combatants may wear enemy uniforms but cannot fight in them with the intent to
deceive. An escaping prisoner of war may wear an enemy uniform or civilian clothing to affect his escape (GPW,
art. 93). Military personnel captured in enemy uniform or civilian clothing risk being treated as spies (FM 27-10,
para. 54, 74; NWP 1-14M, para. 12.5.3; AFP 110-31, 8-6).

b. Colors. The U.S. position regarding the use of enemy flags is consistent with its practice regarding
uniforms, i.e., the United States interprets the “improper use” of a national flag (Hauge IV, art. 23(f)) to permit the
use of national colors and insignia of the enemy as a ruse as long as they are not employed during actual combat
(FM 27-10, para. 54; NWP 1-14M, para 12.5). Note the Protocol I position on this issue below.

c. Equipment. Forces must remove all enemy insignia in order to fight with the equipment. Captured
supplies: may seize and use if state property. Private transportation, arms, and ammunition may be seized, but must
be restored and compensation fixed when peace is made. (Hauge IV, art. 53).

d. Protocol I. AP I, Article 39(2) prohibits the use in international armed conflict of enemy flags,
emblerns, uniforms, or insignia while engaging in attacks or “to shield, favor, protect or impede military operations.”
The United States does not consider this article reflective of customary law. This article, however, expressly does
not apply to naval warfare (AP I, art 39(3); NWP 1-14M, para. 12.5.1).

B. Psychological Operations. Psychological operations are lawful. In the 1991 Gulf War, U.S. PSYOP units
distributed over 29 million leaflets to Iraqi forces. The themes of the leaflets were the “futility of resistance;
inevitability of defeat; surrender; desertion and defection; abandonment of equipment; and blaming the war on
Saddam Hussein.” It was estimated that nearly 98% of all Iraqi prisoners acknowledged having seen a leaflet; 88%
said they believed the message; and 70% said the leaflets affected their decision to surrender. Adolph, PSYOP: The
Gulf War Force Multiplier, Army Magazine 16 (December 1992).

C. Treachery and Perfidy. Treachery and perfidy are prohibited under the LOW. (Hauge IV. art. 23(b)).
Perfidy involves injuring the enemy by his adherence to the LOW (actions are in bad faith). Perfidy degrades the
protections and mutual restraints developed in the interest of all Parties, combatants, and civilians. In practice,
combatants find it difficult to respect protected persons and objects if experience causes them to believe or suspect
that the adversaries are abusing their claim to protection under the LOW to gain a military advantage. (FM 27-10,
para. 50).

1. Feigning and Misuse. Feigning is treachery that results in killing, wounding, or capture of the enemy.
Misuse is an act of treachery resulting in some other advantage to the enemy. According to AP I, Article 37(1), the
killing, wounding, or capture via “[a]cts inviting the confidence of an adversary to lead him to believe that he is
entitled to, or is obliged to accord, protection under the rules of international law applicable in armed conflict, with
intent to betray that confidence [are perfidious, and thus prohibited acts]” as such. An act is perfidious only where
the feigning of civilian status or other act is a proximate cause in the killing of enemy combatants. It was not made
a Grave Breach in AP 1, and the prohibition applies only in international armed conflict.

2. Other prohibited acts include:
a. Use of a flag of truce to gain time for retreats or reinforcements. (Hauge IV, art 23(f)).
b. Feigning incapacitation by wounds/sickness. (AP I, art. 37(1)(b)).
c. Feigning surrender or the intent to negotiate under a flag of truce. (AP I, art 37(1)(a)).

d. Misuse of the Red Cross, Red Crescent, Red Crystal and cultural property symbols. This provision
is designed to reinforce/reaffirm. (Hauge IV, art. 23(f)). GWS requires that military wounded and sick, military
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medical personnel (including chaplains), hospitals, medical vehicles, and in some cases, medical aircraft be
respected and protected from intentional attack.

D. Espionage. (FM 27-10, para. 75; AP ], art. 46). Acting clandestinely (or on false pretenses) to obtain
information for transmission back to their side. Gathering intelligence while in uniform is not espionage. Espionage
is not a LOW violation; there is no protection, however, under the Geneva Conventions, for acts of espionage. If
captured, a spy may be tried under the laws of the capturing nation. (See, UCMI, art. 106). Reaching friendly lines
immunizes the spy for past espionage activities; therefore, upon later capture as a lawful combatant, the alleged
“spy” cannot be tried for past espionage.

E. Reprisals. Reprisals are conduct which otherwise would be unlawful, resorted to by one belligerent against
enemy personnel or property for acts of warfare committed by the other belligerent in violation of the LOW, for the
sole purpose of enforcing future compliance with the LOW. (FM 27-10, para. 497). Individual U.S. Soldiers and
units do not have the authority to conduct a reprisal. That authority is retained at the national level.

F. War Trophies/Souvenirs . The LOW authorizes the confiscation of enemy military property. War trophies
or souvenirs taken from enemy military property are legal under the LOW. War trophy personal retention by an
individual soldier is restricted under U.S. domestic law. Confiscated enemy military property is property of the
United States. The property becomes a war trophy, and capable of legal retention by an individual Soldier as a
souvenir, only as authorized by higher authority. Pillage, that is, the unauthorized taking of private or personal
property for personal gain or use, is expressly prohibited (Hauge IV, art. 47; GWS, art. 15; GWS(Sea), art. 18; GC,
art. 33).

1. War Trophy Policy. 10 U.S.C. § 2579 requires that all enemy material captured or found abandoned
shall be turned in to “appropriate” personnel. The law, which directs the promulgation of an implementing directive
and service regulations, contemplates that members of the armed forces may request enemy items as souvenirs. The
request would be reviewed by an officer who shall act on the request “consistent with military customs, traditions,
and regulations.” The law authorizes the retention of captured weapons as souvenirs if rendered unserviceable and
approved jointly by DoD and the Bureau of Alcohol, Tobacco, and Firearms (BATF). Implementing directives have

not been promulgated.

2. Guidance. USCENTCOM General Order Number 1 is perhaps the classic example of a war trophy
order. These regulations and policies, and relevant UCMYJ provisions must be made known to U.S. forces prior to
combat. War trophy regulations must be emphasized early and often, for even those who are aware of the
regulations may be tempted to disregard them if they see others doing so.

a. An 11 February 2004 Deputy Secretary of Defense memorandum establishes interim guidance on
the collection of war souvenirs for the duration of OPERATION IRAQI FREEDOM and will remain in effect until
an updated DoD Directive is implemented. This memorandum provides the following;:

(1) War souvenirs shall be permitted by this interim guidance only if they are acquired and
retained in accordance with the LOW obligations of the United States. Law of war violations should be prevented
and, if committed by U.S. persons, promptly reported, thoroughly investigated, and, where appropriate, remedied by
corrective action.

(2) Al U.S. military personnel and civilians subject to this policy, operating in the Iragi theater
for operations during OIF shall turn over to officials designated by CDRUSCENTCOM, all captured, found
abandoned, or otherwise acquired material, and may not, except in accordance with this interim guidance, take from
the Iraqi theater of operations as a souvenir any item captured, found abandoned, or otherwise acquired.

(3) An individual who desires to retain as a war souvenir an item acquired in the Iragi theater of
operations shall request to have the item returned to them as a war souvenir at the time it is turned over to persons
designated by CDRUSCENTCOM. Such a request shall be in writing, identify the item, and explain how it was
acquired.

(4) War souvenir -- The guidance defines “War Souvenir” as any item of enemy public or private
property utilized as war material (i.e., military accouterments) acquired in the Iraqi area of operations during
OPERATION IRAQI FREEDOM and authorized to be retained by an individual pursuant to this memorandum.
War souvenirs are limited to the following items: (1) helmets and head coverings; (2) uniforms and uniform items
such as insignia and patches; (3) canteens, compasses, rucksacks, pouches, and load-bearing equipment; (4) flags
(not otherwise prohibited by 10 USC 4714 and 7216); (5) knives or bayonets, other than those defined as weaponry
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[in paragraph 3 below]; (6) military training manuals, books, and pamphlets; (7) posters, placards, and photographs;
(8) currency of the former regime; or (9) other similar items that clearly pose no safety or health risk, and are not
otherwise prohibited by law or regulation. Under this interim guidance, a war souvenir does not include weaponry.

(5) Acquired — A war souvenir is acquired if it is captured, found abandoned, or obtained by any
other lawful means. “Abandoned” for purposes of this interim guidance means property left behind by the enemy.

(6) Weaponry — For this guidance, weaponry includes, but is not limited to: weapons; weapons
systems; firearms; ammunition; cartridge casings (“brass”); explosives of any type; switchblade knives; knives with
an automatic blade opener including knives in which the blade snaps forth from the grip (a) on pressing a button or
lever or on releasing a catch with which the blade can be locked (spring knife), (b) by weight or by swinging motion
and is locked automatically (gravity knife), or (c) by any operation, alone or in combination, of gravity or spring
mechanism and can be locked; club-type hand weapons (for example, blackjacks, brass knuckles, nunchaku); and
blades that are (a) particularly equipped to be collapsed, telescoped or shortened, (b) stripped beyond the normal
extent required for hunting or sporting, or (c) concealed in other devices (for example, walking sticks, umbrellas,
tubes). This definition applies whether an item is, in whole or in part, militarized or demilitarized, standing alone or
incorporated into other items (e.g., plaques or frames).

(7) Prohibited Items — For the purposes of this interim guidance, prohibited items include
weaponry and personal items belonging to enemy combatants or civilians including, but not limited to: letters,
family pictures, identification cards, and “dog tags.”

(8) See also MNC-I General Order #1, contained as an appendix to the Criminal Law chapter.

3. The key to a clear and workable war trophy policy is to publicize it before deployment, work it into all
exercises and plans, and train with it! When drafting a war trophy policy, consider the “6 Cs™:

a. COMMON SENSE—does the policy make sense?
b. CLARITY—<an it be understood at the lowest level?

c. Cl—is the word out through all command information means available? (Post on unit bulletin
boards, post in mess facilities, put in post newspaper, put in PSA on radio, etc.).

d. CONSISTENCY—are we applying the policy across all layers and levels of command? (A policy
promulgated for an entire Corps is better than diverse policies within subordinate divisions; a policy that is
promulgated by the unified command and applies to all of its components is better still).

e. CUSTOMS—prepare for customs inspections, “courtesy” inspections prior to redeployment, and
ammesty procedures.

f. CAUTION—Remember one of the prime purposes of a war trophy policy: to limit soldiers from
exposing themselves to danger (in both Panama and the 1991 Persian Guif War, soldiers were killed or seriously
injured by exploding ordnance encountered when they were looking for souvenirs). Consider prohibitions on
unauthorized “bunkering,” “souvenir hunting,” “climbing in or on enemy vehicles and equipment.” A good maxim
for areas where unexploded ordnance or booby-traps are problems: “If you didn’t drop it, don’t pick it up.”

G. Rules of Engagement. ROE is defined as a set of directives issued by competent superior authority that
delineate the circumstances and limitations under which U.S. forces will initiate and/or continue engagement with
other forces. ROE are drafted in consideration of the LOW, national policy, public opinion, and military operational
constraints. ROE are often more restrictive than what the LOW would allow.

X1I. PROTECTED PERSONS
A. Hors de Combat. Prohibition against attacking enemy personnel who are “out of combat.”

B. Prisoners of War. (GPW, art. 4, Hauge IV, art. 23(c) & (d)).

1. Surrender. Surrender may be made by any means that communicates the intent to give up. No clear-cut
rule as to what constitutes surrender. However, most agree surrender constitutes a cessation of resistance and
placement of one’s self at the discretion of the captor. The onus is on the person or force surrendering to
communicate intent to surrender. Captors must respect (not attack) and protect (care for) those who surrender — no
reprisals. Civilians captured accompanying the force also receive POW status (GPW, art. 4(a)(4)).

25 Chapter 2
Law of War



2. Identification and Status. The initial combat phase will likely result in the capture of a wide array of
individuals.! The United States applies a broad interpretation to the term “international armed conflict” set forth in
Common Article 2 of the Conventions. Furthermore, DoD Directive 2311.01E, the DoD Law of War Program,
states that U.S. forces will comply with the LOW regardless of how the conflict is characterized. Judge Advocates,
therefore, should advise commanders that, regardless of the nature of the conflict, all enemy personnel should
initially be accorded the protections of the GPW Convention (GPW), at least until their status may be determined.
In that regard, recall that “status™ is a legal term, while “treatment” is descriptive. When drafting or reviewing
guidance to Soldiers, ensure that the gnidance mandates treatment, not status. For example, a TACSOP should state
that persons who have fallen into the power of U.S. Forces will be “treated as POW,” not that such persons “will
have the status of POW.” When doubt exists as to whether captured enemy personnel warrant continued POW
status, Article 5 (GPW) Tribunals must be convened. It is important that JAs be prepared for such tribunals. During
the Vietnam conflict, a theater directive established procedures for the conduct of Article 5 Tribunals. The

combatant commander or Army component commander may promulgate a comparable directive where appropriate.

3. Treatment. There is a legal obligation to provide adequate food, facilities, and medical aid to all POWs.
This obligation poses significant logistical problems in fast-moving tactical situations; thus, JAs must be aware of
how to meet this obligation while placing a minimum burden on operational assets.” POWs must be protected from
physical and mental harm. They must be transported from the combat zone as quickly as circumstances permit.
Subject to valid security reasons, POWs must be allowed to retain possession of their personal property, protective
gear, valuables, and money. These items must not be taken unless properly receipted for and recorded as required
by the GPW. In no event can a POW’s rank insignia, decorations, personal effects (other than weapons or other
weapons that might facilitate escape), or identification cards be taken. These protections continue through all stages
of captivity, including interrogation.

C. Detainees. Particularly in non-armed conflict situations (e.g., Somalia, Haiti, Bosnia, as discussed above),
persons who commit hostile acts against U.S. forces or serious criminal acts and are captured would not be entitled
to POW protection as provided by the GPW because these situations do not involve an international armed conflict
to which the United States is a Party (Art. 2, GPW). These persons may be termed “detainees” instead of POWs,
The GPW nonetheless provides a useful template for detainee protection and care. See DoDD 2310.01E for current
terminology and application of PW/detainee concepts to the GWOT.

! Far example, in two days of fighting in Grenada, Army forces captured approximately 450 Cubans and 500 hostile Grenadians. Panama
provided large numbers of detainees, both civilian and "PDF" (Panamanian Defense Force/police force) for the Army to sort out. The surrender
of almost overwhelming numbers of Iraqi forces in Desert Storm was well publicized.

% No Article 5 Tribunals were conducted in Grenada or Panama, as all captured enemy personnel were repatriated as soon as possible. In the Gulf
War, OPERATION DESERT STORM netted a large number of persons thought to be EPWs, who were actually displaced civilians. Subsequent
interrogations determined that they had taken no hostile action against Coalition Forces. In some cases, they had surrendered to Coalition Forces
to receive food and water. Tribunals were conducted to verify the status of the detainees. Upon determination that they were civilians who had
taken no part in hostilities, they were transferred to detainment camps. Whether the tribunals were necessary as a matter of law is open to debate
-~ the civilians had not "committed a belligerent act,” nor was their status "in doubt." No art 5 tribunals were held in OEF but limited numbers of
art 5 tribunals were held in the opening stages of OIF. A slight variation of art 5 tribunals were held at Guantanimo Bay for detainees held
pursuant to GWOT. The tribunals were called Combatant Status Review Tribunals and have been the subject of federal litigation in the D.C.

circuit.

® The following examples are illustrative. When U.S. Forces landed in Grenada, they did not possess the food necessary to feed the large number
of POWs and detainees who would come under our control. Thus, we used captured foodstuffs to feed them. Similar situations occurred in
Panama. Thus, by using captured food, the U.S. met its obligation under the GPW, and the ground commanders were able to conserve valuable
assets. Initially, PW facilities on Grenada, in Panama, and in the Gulf were each inadequate in their own ways. They consisted of dilapidated
buildings, with no sanitation facilities or electricity, or were simply non-existent (in the desert). The ground commanders could not afford to use
critically needed combat personnel (the personnel necessary to handle POWs were not initially available) to construct POW camps. Because the
LOW does not require combatants to use their own assets to construct PW camps, the U.S. used captured property and POWs to construct
adequate camps. (In fact, in Grenada the POWs were Cuban construction workers.). Medical assets also tend to be in high demand and short
supply during combat. The LOW, however, prohibits the willful denial of needed medical assistance to POWs, and priority of treatment must be
based on medical reasons. While the Capturing Party has the obligation to ensure adequate medical care for enemy wounded, the GWS
Convention encourages the use of "retained persons"” to treat enemy wounded. The U.S. has made use of this provision as well. As these
examples indicate, the JA must be familiar with and apply the LOW in a practical manner. In doing so, he enables the commander to comply

with legal requirements, without jeopardizing the mission.
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D. Wounded and Sick in the Field and at Sea. (GWS, art. 12; GWS(Sea), art. 12.)

1. The first and second Geneva Conventions deal with protections for military wounded and sick, to
include military shipwrecked.

a. All military wounded and sick in the hands of the enemy must be respected and protected (See
GWS art. 13, GWS (Sea), art. 12)). “Each belligerent must treat his fallen adversaries as he would the wounded of
his own army” (Pictet’s Commentary, GWS, p. 137). The order of treatment is determined solely by urgent medical
reasons (GWS, art.12). No adverse distinctions in treatment may be established because of gender, race, nationality,
religion, political opinions, or any other similar criteria (GWS, art. 12).

b. If compelled to abandon the wounded and sick to the enemy, commanders must leave medical
personnel and material to assist in their care, “as far as military considerations permit” (GWS, art. 12). At all times,
and particularly after an engagement, parties are obligated to search for the wounded and sick as conditions permit
(GWS, art. 15).

c. Permanent medical personnel “exclusively engaged” in medical duties (GWS, art. 24), chaplains
(GWS, art. 24), personnel of national Red Cross Societies, and other recognized relief organizations (GWS, art. 26),
shall not be intentionally attacked. Upon capture they are “retained personnel,” not POWs; however, at 2 minimum
they receive POW protections. They are to perform only medical or religious duties. They are to be retained as long
as required to treat the health and spiritual needs of POWs. If not required, they are to be repatriated (GWS, art. 28).
Personnel of aid societies of neutral countries cannot be retained, and must be returned as soon as possible.

d. Medical units and establishments may not be attacked intentionally. (GWS, art. 19). However,
incidental damage to medical facilities situated near military objectives is not a violation of the LOW. Medical units
and facilities lose their protection if committing “acts harmful to the enemy,” and, if after a reasonable time, they
fail to heed a warning to desist. No warning is required if taking fire from the medical unit or establishment; e.g.,
Richmond Hills Hospital, Grenada (GWS, art. 21, Pictet’s Commentary on GWS, pp. 200-201).

e. Those Soldiers who have fallen by reason of sickness or wounds and who cease to fight are to be
respected and protected.

f. Civilian medical care remains the primary responsibility of the civilian authorities. If a civilian is
accepted into a military medical facility, care must be offered solely on the basis of medical priority (GWS, art.12).

g. Shipwrecked members of the armed forces at sea are to be respected and protected. (GWS(Sea), art.
12, NWP 1-14M, para. 11.6). Shipwrecked includes downed passengers/crews on aircraft, ships in peril, and
castaways.

2. Parachutists and paratroopers (FM 27-10, para. 30). Descending paratroopers are presumed to be on a
military mission and therefore may be targeted. Parachutists are crewmen of a disabled aircraft. They are presumed
to be out of combat and may not be targeted unless it is apparent they are engaged on a hostile mission or are taking
steps to resist or evade capture while descending. Parachutists “shall be given the opportunity to surrender before
being made the object of attack” (AP I, art. 42).

E. Civilians.

1. General Rule. Civilians and civilian property may not be the object of direct (intentional) attack.
Civilians are persons who are not members of the enemy’s armed forces or other enumerated categories of POW. A
civilian is protected from direct attack unless and for such time as he or she takes a direct part in hostilities (AP I,
art. 50 and 51, para. 3). The phrase “direct part in hostilities” has not been universally defined, but is widely agreed
not to include general participation or support for a nation’s war effort. Commentators have suggested that
functions that are of critical or high importance to a war effort constitute direct part in hostilities.

2. Indiscriminate Attacks. Additional Protocol I protects the civilian population from “indiscriminate”
attacks. Indiscriminate attacks include those where the incidental loss of civilian life, or damage to civilian objects,
would be excessive in relation to the concrete and direct military advantage anticipated. (AP I, art. 51(4).)

3. Civilian Medical and Religious Personnel. Civilian medical and religious personnel shall be respected
and protected (AP I, art.15). They receive the benefits of the provisions of the Geneva Conventions and the
Protocols concerning the protection and identification of medical personnel so long as they do not engage in acts
inconsistent with their protected status.
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4. Personnel Engaged in the Protection of Cultural Property. Article 17 of the 1954 Hague Cultural
Property Convention established a duty to respect (not directly attack) persons engaged in the protection of cultural
property. The regulations attached to the Convention provide for specific positions as cultural protectors and for
their identification. As these individuals in all likelihood would be civilians, they are entitled to protection from
intentional attack because of their civilian status.

5. Journalists. Protected as “civilians” provided they take no action inconsistent with their status. (AP I,
art. 79). Although this provision cannot be said to have attained the status of customary law, it is one the United
States has supported historically. If captured while accompanying military forces in the field, a journalist or war
correspondent is entitled to POW status (GPW, art. 4(a)(4)).

XIII. MILITARY OCCUPATION

A. The Nature of Military Occupation. Territory is considered occupied when it is actually placed under the
authority of the hostile armed forces. The occupation extends only to territory where such authority has been
established and can effectively be exercised. (Hauge IV, art. 42). Thus, occupation is a question of fact based on
the invader's ability to render the invaded government incapable of exercising public authority. Simply put,
occupation must be both actual and effective. (FM 27-10, para. 352). However, military occupation (also termed
belligerent occupation) is not conquest; it does not involve a transfer of sovereignty to the occupying force. Indeed,
it is unlawful for a belligerent occupant to annex occupied territory or to create a new state therein while hostilities
are still in progress. (See GC, art. 47). It is also forbidden to compel the inhabitants of occupied territory to swear
allegiance to the hostile occupying power. (Hauge IV, art. 45). Occupation is thus provisional in nature, and is
terminated if the occupying power is driven out.

B. Administration of Occupied Territory. Occupied territory is administered by military government, due to
the inability of the legitimate government to exercise its functions, or the undesirability of allowing it to do so. The
occupying power therefore bears a legal duty to restore and maintain public order and safety, while respecting,
"unless absolutely prevented," the laws of the occupied nation. (Hauge IV, art. 43). The occupying power may
allow the local authorities to exercise some or all of their normal governmental functions, subject to the paramount
authority of the occupant. The source of the occupant's authority is its imposition of government by force, and the
legality of its actions is determined by the LOW.*

1. Inrestoring public order and safety, the occupant is required to continue in force the normal civil and
criminal laws of the occupied nation, unless they would jeopardize the security of the occupying force or create
obstacles to application of the GC. (See GC Art. 64). However, the military and civilian personnel of the occupying
power remain immune from the jurisdiction of local law enforcement.

2. Articles 46-63 of the GC establish important fundamental protections and benefits for the civilian
population in occupied territory. Family honor, life, property, and religious convictions must be respected.
Individual or mass forcible deportations of protected persons from the occupied territory to the territory of the
occupying power or to a third state are prohibited. (GC, art. 49). The occupying power has the duty of ensuring that
the population is provided with adequate food, medical supplies and treatment facilities, hygiene, and public health
measures. (GC, art. 55). In addition, children are subject to special protection and care, particularly with respect to
their education, food, medical care, and protection against the effects of war. (GC, art. 50).

3. The occupying power is forbidden from destroying or seizing enemy property unless such action is
"imperatively demanded by the necessities of war,” (Hauge IV, art. 23) or "rendered absolutely necessary by
military operations." (GC, art. 53). Pillage, that is, the unauthorized taking of private or personal property for
personal gain or use, is expressly prohibited (Hauge IV, art. 47; GWS, art. 15; GWS(Sea), art. 18; GC, art. 33).
However, the occupying power may requisition goods and services from the local populace to sustain the needs of
the occupying force "in proportion to the resources of the country, and of such a nature as not to involve the
population in the obligation of taking part in operations of the war against their country." The occupying power is

* Use of Property. (See Elyce Santere, From Confiscation to Conting Contracting: Property Acquisition on or Near the Battlefield, 124 Mil.
L. Rev. 111 (1989). Confiscation - permanent taking without compensation; Seizure - taking with payment or return after the armed conflict;
Requisition - appropriation of private property by occupying force with compensation as soon as possible; Contribution - a form of taxation under
occupation law.
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obliged to pay cash for such requisitions or provide a receipt and make payment as soon as possible. (Hauge IV, art.
52; FM 27-10, para. 412).

4. The occupying power may not compel protected persons to serve in its armed forces, nor may it compel
them to work unless they are over eighteen years old, and then only on work that: (1) is necessary for the needs of
the occupying force; (2) is necessary for public utility services; or (3) for the feeding, sheltering, clothing,
transportation or health of the populace of the occupied country. The occupied country's labor laws regarding such
matters as wages, hours, and compensation for occupational accidents and diseases remain applicable to the
protected persons assigned to work by the occupant. (GC, art. 51).

5. The occupying power is specifically prohibited from forcing the inhabitants to take part in military
operations against their own country, and this precludes requiring their services in work directly promoting the
military efforts of the occupying force, such as construction of fortifications, entrenchments, and military airfields.
(See GC, art. 51). However, the inhabitants may be employed voluntarily in such activities.

C. Security of the Occupying Force: Penal Law and Procedure

1. The occupant is authorized to demand and enforce the populace's obedience as necessary for the security
of the occupying forces, the maintenance of law and order, and the proper administration of the country. The
inhabitants are obliged to behave peaceably and take no part in hostilities.

2. If the occupant considers it necessary, as a matter of imperative security needs, it may assign protected
persons to specific residences or internment camps. (GC, art. 78). Security detainees should not be subjected to
“prolonged arbitrary detention.”” The occupying power may also enact penal law provisions, but these may not
come into force until they have been published and otherwise brought to the knowledge of the inhabitants in their
own language. Penal provisions shall not have retroactive effect. (GC, att. 65).

3. The occupying power's tribunals may not impose sentences for violation of penal laws until after a
regular trial. The accused person must be informed in writing in his own language of the charges against him, and is
entitled to the assistance of counsel at trial, to present evidence and call witnesses, and to be assisted by an
interpreter. The occupying power shall notify the protecting power of all penal proceedings it institutes in occupied
territory. Sentences shall be proportionate to the offense committed. The accused, if convicted, shall have a right to
appeal under the provisions of the tribunal's procedures or, if no appeal is provided for, he is entitled to petition
against his conviction and sentence to the competent authority of the occupying power. (GC, arts. 72, 73).

4. Under the provisions of the GC, the occupying power may impose the death penalty on a protected
person only if found guilty of espionage or serious acts of sabotage directed against the occupying power, or of
intentional offenses causing the death of one or more persons, provided that such offenses were punishable by death
under the law of the occupied territory in force before the occupation began. (GC, art. 68). However, the United
States has reserved the right to impose the death penalty for such offenses resulting in homicide irrespective of
whether such offenses were previously capital offenses under the law of the occupied state. In any case, the death
penalty may not be imposed by the occupying power on any protected person who was under the age of eighteen
years at the time of the offense. (GC, art. 68).

5. The occupying power must promptly notify the protecting power of any sentence of death or
imprisonment for two years or more, and no death sentence may be carried out until at least six months after such

notification. (GC, arts. 74, 75).

6. The occupying power is prohibited from imposing mass (collective) punishments on the populace for
the offenses of individuals. That is, "[n]o general penalty, pecuniary or otherwise, shall be inflicted upon the
populations on account of the acts of individuals for which they cannot be regarded as jointly and severally
responsible.” (Hauge, IV, art. 50; GC, art. 33).

7. In areas occupied by U.S. forces, military jurisdiction over individuals, other than members of the U.S.
armed forces, may be exercised by courts of a military government. Although sometimes designated by other
names, these military tribunals are actually military commissions. They preside in and for the occupied territory and
thus exercise their jurisdiction on a territorial basis.

17 In OIF, for example, the cases of security detainees are reviewed by the Combined Review and Release Board periodically and detainees may
be referred to the Central Criminal Court of Iraq for prosecution. Periodic status review procedures were also adopted by multi-national forces in
Haiti, Bosnia, and Kosovo.
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XIV. NEUTRALITY

A. Neutrality on the part of a state not a party to an armed conflict consists in refraining from all participation
in the conflict, and in preventing, tolerating, and regulating certain acts on its own part, by its nationals, and by the
belligerents. In response, it is the duty of the belligerents to respect the territory and rights of neutral states. A
primary source of law is Hague Convention V, Respecting the Rights and Duties of Neutral Powers and Persons in
Case of War on Land of 18 October 1907. The degree to which traditional “neutrality” has been modified by the
Charter of the United Nations is unclear; it is generally accepted that neutrality law still provides some guidance,
particularly regarding collective self-defense actions and jus ad bellum analysis. Historically, neutrality rights
include the following:

1. The territory of the neutral state is inviolable. (Hauge V, art. 1). This prohibits any unauthorized entry
into the territory of the neutral state, its territorial waters, or the airspace over such areas by troops or
instrumentalities of war. Thus, belligerents are also specifically prohibited from moving troops or convoys of war
munitions or supplies across the territory of a neutral state. (Hauge V, art. 2). In consequence, the efforts of the
neutral to resist, even by force, attempts to violate its territory cannot be regarded as hostile acts by the offending
belligerents. (Hauge V, art. 10). However, if the neutral is unable, or fails to prevent such violations of its neutrality
by the troops of one belligerent, that belligerent's enemy may be justified in attacking those troops in neutral
territory.

2. Belligerents are also prohibited from establishing radio communications stations in neutral territory to
communicate with their armed forces, or from using such facilities previously established before the outbreak of
hostilities for that purpose. (Hauge V, art. 3). However, a neutral state may permit the use of its own
communications facilities to transmit messages on behalf of the belligerents, so long as such usage does not lend
assistance to the forces of only one side of the conflict. Indeed, the neutral must ensure that the measure it takes in
its status as a neutral state is impartial, as applied to all belligerents. (Hauge V, art. 9).

3. While a neutral state is under no obligation to allow passage of convoys or aircraft carrying the sick and
wounded of belligerents through its territory or airspace, it may do so without forfeiting its neutral status. However,
the neutral must exercise necessary control or restrictive measures concerning the convoys or medical aircraft, must
ensure that neither personnel nor material other than that necessary for the care of the sick and wounded is carried,
and must accord the belligerents impartial treatment. (Hauge V, art. 14; see GWS, art. 37). In particular, if the
wounded and sick or prisoners of war are brought into neutral territory by their captor, they must be detained and
interned by the neutral state so as to prevent them from taking part in further hostilities. (GWS, art. 37).

4. The nationals of a neutral state are also considered as neutrals. (Hauge V, art. 16). However, if such
neutrals reside in occupied territory during the conflict, they are not entitled to claim different treatment, in general,
from that accorded the other inhabitants; the law presumes that they will be treated under the law of nations
pertaining to foreign visitors, as long as there is an open and functioning diplomatic presence of their State. (See
GC, art. 4). They are likewise obliged to refrain from participation in hostilities, and must observe the rules of the
occupying power. Moreover, such neutral residents of occupied territory may be punished by the occupying power
for penal offenses to the same extent as nationals of the occupied nation,

5. A national of a neutral state forfeits his neutral status if he commits hostile acts against a belligerent, or
commits acts in favor of a belligerent, such as enlisting in its armed forces. However, he is not to be more severely
treated by the belligerent against whom he has abandoned his neutrality than would be a national of the enemy state

for the same acts. (Hauge V, art. 17).

6. The United States has supplemented the above-described rules of international law concerning neutrality
by enacting federal criminal statutes that define offenses and prescribe penalties for violations against U.S.
neutrality. Some of these statutes are effective only during a war in which the United States is a declared neutral,
while others are in full force and effect at all times. (See 18 U.S.C. 956-68; 22 U.S.C. 441-57, 461-65).

B. Impact of the United Nations Charter Regime on the Law of Neutrality

1. In the event of any threat to or breach of international peace and security, the United Nations Security
Council may call for action under Articles 39 through 42 of the UN Charter. In particular, the Security Council may
make recommendations, call for employment of measures short of force, or order forcible action to maintain or
restore international peace and security.
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2. For a nation that is a member of the UN, these provisions of the Charter, if implemented, may qualify
that member nation's right to remain neutral in a particular conflict. For example, if a member nation is called on by
the Security Council, pursuant to Articles 42 and 43 of the Charter, to join in collective military action against an
aggressor state, that member nation loses its right to remain neutral. However, the member nation would actually
lose its neutral status only if it complied with the Security Council mandate and took hostile action against the

aggressor.
XV. COMPLIANCE WITH THE LAW OF WAR

A. The Role of Protecting Powers and the ICRC

1. The System of Protecting Powers. Common Articles 8 - 11 of the Geneva Conventions of 1949° provide
for application of the Conventions in time of international armed conflict “with the cooperation and under the
scrutiny of the Protecting Powers whose duty it is to safeguard the interests of the Parties to the conflict.” The
diplomatic institution of Protecting Powers, which developed over the centuries independent of the LOW, enables a
neutral sovereign state, through its designated diplomatic representatives, to safeguard the interests of a second state
in the territory of a third state. Such activities in wartime were first given formal recognition in the Geneva Prisoner
of War Convention of 1929.

a. Such protecting power activities may be of value when belligerent State Parties have severed
diplomatic relations. In particular, the Protecting Power attends to the humanitarian interests of those citizens of the
second state who are within the territory and under the control of the third state, such as prisoners of war and civilian

detainees.

b. Protecting Power activities reached their zenith during World War I1, as the limited number of
neutral states acting as protecting powers assumed a role as representatives not merely of particular belligerents, but
rather as representatives of the humanitarian interests of the world community. Since that time, the Protecting
Power role has been fulfilled by the International Committee of the Red Cross, as authorized by Article 10, GWS,
GWS (Sea), and GPW, and Article 11, GC.

B. The Contributions and Role of the International Committee of the Red Cross (ICRC). Founded in
1863, the ICRC is a private, non-governmental organization of Swiss citizens that has played a seminal role in the
development and implementation of the LOW relating to the protection of war victims. During World War II, the
ICRC supplemented the efforts of the protecting powers, and undertook prodigious efforts on behalf of POWs.
Those efforts included the establishment of a Central Prisoner of War Agency with 40 million index cards, the
conduct of 11,000 visits to POW camps, and the distribution of 450,000 tons of relief items.

1. The role of the ICRC as an impartial hurnanitarian organization is formally recognized in common
articles 9 — 11 and Articles 125, GPW, and 63, GC, of the Geneva Conventions.” Since World War II, the Protecting
Power system has not been widely used, and the ICRC has stepped into the breach as a substitute for government
Protecting Powers in international armed conflicts, subject to the consent of the Parties to the conflict.

2. With respect to non-international conflicts, Common Article 3 of the Geneva Conventions recognizes
the prerogative of the ICRC or other impartial humanitarian organizations to offer its services to the parties to the

conflict.
3. Relations between U.S. Military and the ICRC

a. Subject to essential security needs, mission requirements and other legitimate, practical limitations,
the ICRC must be permitted to visit POWSs and provide them certain types of relief. Typically, the United States
will invite the ICRC to observe POW, civilian internee or detainee conditions as soon as circumstances permit. The
invitation to the ICRC for its assistance is made by the United States Government (Department of State, in
coordination with the Department of Defense), and not by the Combatant Commander. As a consequence, there is
SECDEF guidance on reporting of all ICRC contacts, inspections, or meetings through operational channels.?

S Articles 9 - 12 of the GC.

7 Articles 10 - 12 of the GC.
¥ Memorandum, Secretary of Defense, SUBJECT: Handling of Reports from the International Committee of the Red Cross (14 July 2004).
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b. Given his/her professional qualifications and specialized training in the LOW, the JA should serve
as the escort and liaison officer with the ICRC.” This role is doctrinal, and stated in FM 71-100-2, Infantry Division
Operations Tactics, Techniques, and Procedures, page 6-28. The JA can quickly identify and resolve many LOW
issues before they become a problem for the commander. For those LOW matters requiring command decision, the
JA is best suited to provide advice to the commander and obtain timely responses. These same skills are essential in
dealing with ICRC observers. The JA can best serve as the commander's skilled advocate in discussions with the

ICRC concerning the LOW.

c. Both the commander and the JA should recognize that the ICRC, as an impartial humanitarian
organization, is not a political adversary, eagerly watching for and reporting LOW violations." Rather, it is capable
of providing assistance in a variety of ways. In recent conflicts, the ICRC assisted in making arrangements for the
transportation of the remains of dead enemy combatants and for repatriating POW's and civilian detainees. By
maintaining a close working relationship with ICRC representatives, the JA receives a two-fold benefit. He is
assisted in identifying LOW issues before they pose problems to the command, and he has access to additional legal
resources that may be used to resolve other LOW matters.

d. The ICRC is also heavily involved in MOOTW, where it may be present in conjunction with
numerous other organizations and agencies. In the former Yugoslavia, Somalia, and Rwanda, for example, many
international organizations are or were engaged in “humanitarian relief” activities. Among the most significant is
the UN High Commissioner for Refugees (UNHCR). The list of private voluntary organizations (PVOs) and
Nongovernmental organizations (NGOs) in the field is large; approximately 350 humanitarian relief agencies are
registered with the U.S. Agency for International Development (USAID).

XVI. REMEDIES FOR VIOLATIONS OF THE LAW OF WAR
A. U.S, Military and Civilian Criminal Jurisdiction

1. The historic practice of the military services is to charge members of the U.S. military who commit
offenses regarded as a “war crime” under existing, enumerated articles of the UCMJ. (FM 27-10, para. 507).

2. In the case of other persons subject to trial by general courts-martial for violating the laws of war
(UCMLJ, art. 18), the charge shall be “Violation of the Laws of War” rather than a specific UCMJ article.

3. The War Crimes Act of 1997 (18 U.S.C. § 2441) provides federal courts with jurisdiction to prosecute
any person inside or outside the U.S. for war crimes where a U.S. national or member of the armed forces is
involved as an accused or as a victim.

4. “War Crimes” are defined in the War Crimes Act as: (1) grave breaches as defined in the Geneva
Conventions of 1949 and any Protocol thereto to which the U.S. is a party; (2) violations of Articles 23, 25, 27, 28 of
the Annex to the Hague Convention IV; (3) violations of Common Article 3 of the Geneva Conventions of 1949 and
any Protocol thereto to which the U.S. is a party and deals with a non-international armed conflict; (4) violations of
provisions of Protocol on Prohibitions or Restrictions on the Use of Mines, Booby-Traps & Other devices (Protocol
I as amended May, 1996) when the U.S. is a party to such Protocol and the violator willfully kiils or causes serious
injury to civilians.

5. U.S. policy on application of the LOW is stated in DoD Directive 2311.01E (9 May 2006): “It is DoD
policy that ... [m]embers of the DoD Components [including U.S. civilians and contractors assigned to or
accompanying the armed forces] comply with the LOW during all armed conflicts, however such conflicts are
characterized, and in all other military operations.”

® General Prugh (former TJAG) fulfilled the task of "interfacing” with the ICRC when he was the legal advisor to CDR, MACV in Vietnam.
General Prugh relates that during the early stages of Viet Nam, OTJAG concluded that the U.S. was involved in an Art 3, not Art 2, conflict. In
June '65 the situation had changed, and by Aug '65 a formal announcement was made that Art 2 now applied. Soon, ICRC delegates began to
arrive, and it felt upon the judge advocates to meet with the delegates. This role continued in operations in Grenada, Panama, Somalia, Haiti, and
during the Guif War. The development of this liaison role was also apparent in Haiti, particularly in the operation of Joint Detention Facility.

'° It is essential to understand the neutrality principle of the ICRC. One must stay at arm's length from the delegates so not to risk harming their
relationships with the enemy. For example, ICRC personnel will meet with prisoners in private.
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B. Command Responsibility.

1. Commanders are legally responsible for war crimes committed by their subordinates when any one of
three circumstances applies:

a. The commander ordered the commission of the act;

b. The commander knew of the act, either before or during its commission, and did nothing to prevent
or stop it; or

¢. The commander should have known, “through reports received by him or through other means, that
troops or other persons subject to his control {were] about to commit or [bad] committed a war crime and he fail[ed]
to take the necessary and reasonable steps to insure compliance with the LOW or to punish violators thereof.” (FM
27-10, para. 501).

2. Judge Advocates must keep their commanders informed of their responsibilities concerning the
investigation and prosecution of war crimes. The commander must also be aware of his potential responsibility for
war crimes committed by his subordinates. CISCI 5810.01A requires that legal advisers review all operation plans,
concept plans, ROE, execute orders, deployment orders, policies, and directives to ensure compliance with the
instruction, the DoD Law of War Program, “as well as domestic and international law.” The CJCSI also requires
integrating the reporting and investigative requirement of the DoD Law of War Program into all appropriate
policies, directives, and operation and concept plans.

3. Investigative Assets. Several assets are available to assist commanders investigating suspected
violations of the LOW. The primary responsibility for an investigation of a suspected, alleged, or possible war
crime resides in the U.S. Army Criminal Investigation Command or, for other military services, CID Command’s
equivalent offices. For minor offenses, investigations can be conducted with organic assets and legal support, using
AR 15-6 or RCM 303 commander’s inquiry procedures. (Command regulations, drafted IAW DoD Directive
2311.01E, should prescribe the manner and level of unit investigation.) CID has investigative jurisdiction over
suspected war crimes in two instances. The first is when the suspected offense is one of the violations of the UCMJ
listed in Appendix B to AR 195-2, Criminal Investigation Activities (generally felony-level offenses). The second is
when the investigation is directed by HQDA (AR 195-2, para. 3-3a(7)).

4. In addition to CID, and organic assets and legal support, a commander may have Reserve Component
JAGSO teams available to assist in the investigation of war crimes committed by the enemy against U.S. forces.
JAGSO teams perform JA duties related to international law, including the investigation and reporting of violations
of the LOW, the preparation for trials resulting from such investigations, and the provision of legal advice
concerning all operational law matters. Other available investigative assets include the military police,
counterintelligence personnel, and JAs.

C. Reports. WHEN IN DOUBT, REPORT. Report a “reportable incident” by the fastest means possible,
through command channels, to the responsible CINC. A “reportable incident” is a possible, suspected, or alleged
violation of the LOW. The reporting requirement should be stated not only in a “27 series” regulation or legal
appendix to an OPLAN or OPORD, but also in the unit TACSOP or FSOP. Normally, an OPREP-3 report
established in Joint Pub 1-03.6, JRS, Event/Incident Reports, will be required. Alleged violations of the LOW,
whether committed by or against U.S. or enemy personnel, are to be prompily reported, thoroughly investigated,
and, where appropriate, remedied by corrective action.

D. Prevention of War Crimes. Commanders must take steps to ensure that members of their commands do
not violate the LOW. The two principal means of affecting this goal are to recognize the factors which may lead to
the commission of war crimes, and to train subordinate commanders and troops to standard concerning compliance
with the LOW and proper responses to orders that violate the LOW.

1. Awareness of the factors that have historically led to the commission of war crimes allows the
commander to take preventive action. The following is a list of some of the factors that the commander and the
judge advocate should monitor in subordinate units.

a. High friendly losses.
b. High turnover rate in the chain of command.

c. Dehumanization of the enemy (derogatory names or epithets).
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d. Poorly trained or inexperienced troops.
e. The lack of a clearly defined enemy.

f. Unclear orders.

g. High frustration level among the troops.

2. Clear, unambiguous orders are a responsibility of good leadership. Soldiers who receive ambiguous
orders or who receive orders that clearly violate the LOW must understand how to react to such orders.
Accordingly, the judge advocate must ensure that soldiers receive instruction in this area. Troops who receive
unclear orders must insist on clarification. Normally, the superior issuing the unclear directive will make it clear,
when queried, that it was not his intent to commit a war crime. If the superior insists that his illegal order be
obeyed, however, the soldier has an affirmative legal obligation to disobey the order and report the incident to the
next superior commander, military police, CID, nearest judge advocate, or local inspector general.

E. International Criminal Tribunals

Violations of the LOW, as crimes defined by international law, may also be prosecuted under the auspices of
international tribunals, such as the Nuremberg, Tokyo, and Manila tribunals established by the Allies to prosecute
German and Japanese war criminals after World War II. The formation of the United Nations has also resulted in
the exercise of criminal jurisdiction over war crimes by the international community, with the Security Council's
creation of the International Tribunal to Adjudicate War Crimes Committed in the Former Yugoslavia.
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APPENDIX A
TROOP INFORMATION

I. REASONS TO COMPLY WITH THE LOW—EVEN IF THE ENEMY DOES NOT

A. Compliance ends the conflict more quickly. Mistreatment of EPWs may encourage the remaining enemy
soldiers to fight harder and resist capture. During OPERATION DESERT STORM, favorable treatment of Iraqi
EPWs by coalition forces helped end the war quickly because reports of such treatment likely encouraged massive
surrender by other Iraqi soldiers.

B. Compliance enhances public support of our military mission; violations of the LOW seriously reduce the
support that U.S. Soldiers generally receive not only from the U.S. public, but also from people in other countries
(e.g., reports of misconduct in Vietnam reduced public support of the military mission).

C. Compliance encourages reciprocal conduct by enemy soldiers. Mistreatment of EPW's by our Soldiers may
encourage enemy soldiers to treat captured U.S. Soldiers in the same manner.

D. Compliance not only accelerates termination of the conflict, but it also reduces the waste of our resources in
combat and the costs of reconstruction after the conflict ends.

E. Compliance is required by law. LOW arises in large part from treaties that are part of our national law.
Violation of the LOW is a serious crime punishable by death in some cases.

II. SOLDIER’S GENERAL RESPONSIBILITIES IN WARTIME
A. Carry out all lawful orders promptly and aggressively.

B. In rare cases when an order seems unlawful, do not carry it out right away, but do not ignore it either;
instead, seek immediate clarification of that order.

1. Soldiers may be held criminally responsible for any unlawful acts that they personally commit in time of
war. Since there is no “statute of limitations™ on the prosecution of war crimes, Soldiers may have to defend
themselves many years after the conflict ends.

2. If a Soldier is court-martialed for carrying out an unlawful order, that Soldier cannot normally defend
himself by claiming he was “just following orders.” As a result of attending this class and using common sense,
Soldiers are expected to be able to recognize an unlawful order and take appropriate action,

C. Know:
1. The Soldier’s Rules.
2. Forbidden targets, tactics, and techniques. (See related material above).
3. Rules regarding captured soldiers.
4. Rules for the protection of civilians and private property. (See related material above).
5. Obligations to prevent and report LOW violations.
III. THE SOLDIER’S RULES
A. Fight only enemy combatants.
B. Do not harm enemies who surrender — disarm them and turn them over to your superior.
C. Do not kill or torture EPW, or other detainees.
D. Collect and care for the wounded, whether friend or foe.
E. Do not attack medical personnel, facilities, or equipment.
F. Destroy no more than the mission requires.

G. Treat all civilians humanely.
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H. Do not steal — respect private property and possessions.
I. Do your best to prevent violations of the law of war
J. Report all violations to your superior.

IV. RULES REGARDING CAPTURED SOLDIERS

A. Handling Surrender of Enemy Soldiers.
1. Be cautious — follow unit procedures in allowing enemy soldiers to approach your position and
surrender.

2. Waiving the white flag may not mean surrender; it may simply mean that the enemy wants a brief cease-
fire so they can safely meet with us. The enemy may seek such a meeting to arrange surrender, but the meeting may
also be sought for other reasons (e.g., to pass a message from their commander to our headquarters or to arrange

removal of wounded from the battlefield).

3. Enemy soldiers must be allowed to surrender if they wish to do so. Any order not to accept surrender is
unlawful.

B. Treatment of Captured Soldiers on the Battlefield.

1. Again, follow established unit procedures for the handling of EPWs (recall the “5 Ss and T” process).

2. Recognize that Soldiers have a duty to treat EPWs humanely. The willful killing, torture, or other
inhumane treatment of an EPW is a very serious LOW violation — a “grave breach.” Other LOW violations are
referred to as “simple breaches.”

3. Note it is also forbidden to take EPWs’ personal property except to safeguard it pending their release or
movement elsewhere.

4. In addition, Soldiers have certain affirmative duties to protect and otherwise care for EPWs in their
custody. Because this is often difficult in combat, forces must move EPWs to the rear as soon as possible.

5. Certain captured enemy personnel are not technically EPWs, but are rather referred to as “retained
personnel.” Such retained personnel include medical personnel and chaplains.
C. Your Rights and Responsibilities If Captured.
1. General. Note that a Soldiers’ separate training on Code of Conduct, SERE, efc., provides additional
information.
2. Rights as a Prisoner of War (POW). As discussed earlier, war prisoners are entitled to certain protection

and other care from their captors. Such care includes food, housing, medical care, mail delivery, and retention of
most of your personal property you carried when you were captured. Generally, the POW cannot waive such rights.

3. Responsibilities as a PéW.

a. POWs must obey reasonable camp regulations.

b. Information: if asked, Soldier must provide four items of information (name, rank, service number,
and DOB). Explain that such information is needed by the capturing country to fulfill reporting obligations under
international law.

¢. Work. In addition, enlisted POWs may be compelled to work provided the work does not support

the enemy’s war effort. Also, POW’s are entitled to payment for their work. Commissioned officer POWs may
volunteer to work, but may not be compelled to do so. NCO POWs may be compelled to perform supervisory work.

V. OBLIGATIONS TO PREVENT AND REPORT LOW VIOLATIONS
A. Prevention. Soldiers not only must avoid committing LOW violations; they must also attempt to prevent
violations of the LOW by other U.S. Soldiers.

B. Reporting Obligation. Soldiers must promptly report any actual or suspected violations of the LOW to their
superiors. If that is not feasible, Soldiers report to other appropriate military officers (e.g., IG, JA, or Chaplain).

DoDD 2311.01E.
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CHAPTER 3

HUMAN RIGHTS

REFERENCES

1. United Nations Convention Against Torture and Other Cruel, Inhuman or Degrading Treatment or
Punishment, G.A. Res. 39/46, UN. GAOR, Supp. No. 51, at 197, U.N. Doc. A/RES/39/708 (1984),
reprinted in 23 LLM. 1027 (1984), modified in 24 1.L.M. 535 (1985).

2. International Covenant on Civil and Political Rights, Dec. 16, 1966, 999 U.N.T.S. 171.

3. International Convention on the Elimination of All Forms of Racial Discrimination, adopted by the
U.N. General Assembly Dec. 21, 1965, 660 U.N.T.S. 195.

4. Geneva Convention Relative to the Protection of Civilian Persons in Time of War, 12 August 1949,
6 U.S.T. 3516.

5. Executive Order No. 13107, Implementation of Human Rights Treaties, 63 FR 68991 (10 Dec.
1998).

6. Restatement (Third) of the Foreign Relations Law of the United States.

7. Universal Declaration of Human Rights, G.A. Res. 217 A (III), UN Doc. A/810 at 71 (1948).

1. INTRODUCTION

A. Human rights law focuses on the life and dignity of human beings. In contrast with most international
law, international human rights law protects persons as individuals rather than as subjects of sovereign states.
"Human rights, because they rest on nothing more than being human, are universal, equal, and inalienable."'

B. To best understand human rights law, it may be useful to think in terms of obligation versus aspiration.
Human rights law exists in two forms: treaty law and customary international law (CIL).” Human rights law
established by treaty generally only binds the state in relation to persons under its jurisdiction; human rights law
based on CIL binds all states, in all circumstances. For official U.S. personnel (“state actors” in the language of
human rights law) dealing with civilians outside the territory of the United States, it is CIL that establishes the
human rights considered fundamental, and therefore obligatory.

. HISTORY AND DEVELOPMENT OF HUMAN RIGHTS

A. As a field of international law, human rights did not fully develop until the years following World War IL
The systematic abuse and near-extermination of entire populations by states gave rise to a truly revolutionary aspect
of human rights as international law. Prior to modern human rights law, how states treated their own citizens was
regarded as a purely domestic matter. Furthermore, individuals had not been the object of protection of
international law. Instead, international law had regulated state conduct vis-a-vis other states. International law
only protected individuals as symbols of their parent states (e.g. diplomatic immunity). As sovereigns in the
international system, states could expect other states not to interfere in their internal affairs. Human rights law,
however, pierced the veil of sovereignty by seeking directly to regulate how states treated their own people
within their own borders.

1. The Nuremberg War Crimes Trials are an example of a human rights approach to protection. The
trials held former government officials legally responsible for the treatment of individual citizens within the borders
of their state. The trials did not rely on domestic law, but rather on novel charges like "crimes against humanity."

2. Human rights occupied a central place in the newly formed United Nations. The Charter of the United
Nations contains several provisions dealing directly with human rights. One of the earliest General Assembly
resolutions, the Universal Declaration of Human Rights,’ is perhaps the strongest international statement of
human rights norms.

! Jack Donnelly, What are Human Rights? http://usinfo.state.gov/products/pubs/hrintro/donnelly.htm (last visited Feb. 26, 2008).
2 See RESTATEMENT (THIRD) OF THE FOREIGN RELATIONS LAW OF THE UNITED STATES, at § 701 (2003) [hereinafier RESTATEMENT].
* Universal Declaration of Human Rights, G.A. Res. 217A (III), U.N. GAOR, 3d Sess., U.N. Doc. A/810 (Dec. 10, 1948).
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3. Following the adoption of the 1949 Geneva Conventions, development of the law of war (LOW) began
to stall. Through the so-called Geneva Tradition, the conventions had introduced an approach to regulating armed
conflict that focused on protecting and respecting individuals. By the mid-1950's, however, the LOW process
stalled. The international community largely rejected the 1956 Draft Rules for Limitation of Dangers Incurred by
Civilian Populations in Time of War as a fusion of the Geneva and Hague Traditions.* In fact, the LOW would not
see a significant development in humanitarian protections until the 1977 Additional Protocols.’

4. At the same time, however, human rights law experienced a boom. Two of the most significant human
rights treaties, the International Covenant on Civil and Political Rights® (ICCPR) and the International Covenant
on Economic Social and Cultural Rights’ were adopted and opened for signature in 1966.

B. Human Rights and Law of War - Scholars and states disagree over the interaction between human rights
law and LOW. Positions range from arguments that they are entirely separate systems to a view that makes LOW a
completely integrated component of human rights law.® In the late-1960's, the United Nations General Assembly
took on the application of human rights during armed conflict.” Ultimately, however, the resolutions produced few
useful pronouncements and many ambiguous references to humanitarian principles.

1. The traditional/United States view.'"” Traditionally, human rights law and LOW have been viewed as
separate systems of protection. This classic view applies human rights law and LOW to different situations and
different relationships respectively.

a. Human rights, in the traditional view, regulate the relationship between states and individuals under
their jurisdiction and may, however, be inapplicable during emergencies.

b. LOW, in the traditional view, regulates wartime relations between belligerents and civilians as well
as protected persons, usually not one's own citizens or nationals.

c. The traditional view notes that LOW largely predates human rights law and therefore was never
intended to comprise a sub-category of human rights. This view notes that LOW includes very restrictive triggering
mechanisms which limit its application to specific circumstances.! As such, LOW is cited as a Jex specialis to
situations of armed conflict and therefore applies in lieu of human rights law.

d. The 1949 Geneva Conventions, for the most part, do not apply to a state's own nationals. Most of
the Fourth Convention is restricted to "protected persons,” a group characterized as civilians in the hands of their
nation's enemy."

* Draft Rules for the Limitation of the Dangers Incurred by the Civilian Population in Time of War, reproduced in DIETRICH SCHINDLER & JIR
TOMAN, THE LAWS OF ARMED CONFLICT, 339 (2004).

% Protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection of Victims of Intemational Armed Conflicts,
Jun. 8, 1977, 1125 UNTS 3 [hereinafter Protocol IJ.

S Int’l Covenant on Civil and Political Rights, G.A. Res. 2200 (XXI), U.N. GAOR, 21st Sess., Supp. No. 16, U.N. Doc. A/6316 (Dec. 16, 1966),
999 U.N.T.S. 171 (entered into force Mar. 23, 1976).

7 Int'1 Covenant on Economic, Social and Cultural Rights, Dec. 16, 1966, 993 UN.T.S. 3.
8 PROVOST, INTERNATIONAL HUMAN RIGHTS AND HUMANITARIAN LAW (2002).

% G.A. Res. 2675 (1970); G. A. Res. 2444 (1968) "Respect for Human Rights in Armed Conflict"; UN GAOR 29th Sess. Supp. No. 31.
Professor Schindler argues that while the UN said "human rights" in these instruments, it meant "humanitarian law.” Dietrich Schindler, Human

Rights and Humanitarian Law: The Interrelationship of the Laws, 31 AM U. L.REv. 935 (1982) [hereinafter Schindler].

19 Michael J. Dennis, Applying Human Rights Law and Humanitarian Law in the Extraterritorial War Against Terrorism: Too Little, Too Much,
Or Just Right?: Application of Human Rights Treaties Extraterritorially to Detention of Combatants and Security Internees: Fuzzy Thinking all

Around?, 12 ILSA J. Int’l & Comp. L. 459 (2006).

! See e.g. Geneva Convention Relative to the Protection of Civilian Persons in Time of War art. 2, Aug. 12, 1949, 6 U.S.T. 3516 [hereinafter
GC]. See also, Legality of the Threat or Use of Nuclear Weapons, Advisory Opinion, 1996 ICJ REP. 226, para.25 (July 8).

12 Christopher Greenwood, Rights at the Frontier - Protecting the Individual in Time of War, in LAW AT THE CENTRE, THE INSTITUTE OF
ADVANCED LEGAL STUDIES AT FIFTY (1999); Schindler, supra note 12, at 397.

3 GC, supra note 14, art. 4.
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2. Emerging view. An expanding group of scholars and states has come to view the application of human
rights law and LOW as overlapping. In this view, human rights law creates rights and duties beyond national
borders between states and alien individuals during periods of armed conflict as well as peace.

C. Modern Challenges - As human rights are asserted on a global scale, many governments regard theme as "a
system of values imposed upon them."™ States in Asia and the Islamic world question the universality of human
rights as a neo-colonialist attitude of northern states.'®

III. FUNDAMENTAL HUMAN RIGHTS - THE OBLIGATION

A, If a specific human right falls within the category of CIL, it should be considered a “fundamental” human
right. As such, it is binding on U.S. forces during all overseas operations. This is because CIL is considered part of
U.S. law,'® and human rights law operates to regulate the way state actors (in this case the U.S. armed forces) treat
all humans."” If a “human right” is considered to have risen to the status of CIL, then it is considered binding on
U.S. state actors wherever such actors deal with human beings. Unfortunately, for the military practitioner there is
no definitive “source list” of those human rights considered by the United States to fall within this category of
fundamental human rights. As a result, the Judge Advocate must rely on a variety of sources to answer this
question.

B. Among these sources, the most informative is the Restatement (Third) of Foreign Relations Law of the
United States (2003)."® According to the Restatement, the United States accepts the position that certain
fundamental human rights fall within the category of CIL, and a state violates international law when, as a matter of
policy, it practices, encourages, or condones any of the following:

1. Genocide,

. Slavery,

. Murder or causing the disappearance of individuals,

. Torture or other cruel, inhuman, or degrading treatment or punishment,
. Violence to life or limb,

. Hostage taking,

. Punishment without fair trial,

. Prolonged arbitrary detention,

W 0o N AN

. Failure to care for and collect the wounded and sick,
10. Systematic racial discrimination, '
11. Consistent patterns of gross violations of internationally recognized human rights,

C. According to the Restatement (Third) of Foreign Relations Law of the United States, international law is
violated by any state that “practices, encourages, or condones™® a violation of human rights considered CIL. The
Restatement makes no qualification as to where the violation might occur, or against whom it may be directed.
Therefore, it is the CIL status of certain human rights that renders respect for such human rights a legal obligation on
the part of U.S. forces conducting operations outside the United States, and not the fact that they may be reflected in
treaties ratified by the United States. Of course, this is a general rule, and Judge Advocates must look to specific

14 MANFRED NOWAK, INTRODUCTION TO THE INTERNATIONAL HUMAN RIGHTS REGIME 2 (2003) [hereinafter NOWAK].

15 See DARREN J. O’BYRNE, HUMAN RIGHTS: AN INTRODUCTION 52-55 (2003) (discussing Marxist, Confucian, and Islamic attitudes toward
concepts of universal human rights); UPENDRA BAXI, THE FUTURE OF HUMAN RIGHTS 132-35 (2002) (citing ARJUN APPADURAI, MODERNITY AT
LARGE: CULTURAL DIMENSIONS OF GLOBALIZATION (1997); MIKE FEATHERSTONE, UNDOING CULTURE: GLOBALIZATION, POSTMODERNISM

AND IDENTITY (1995)).

16 See the Paguete Habana The Lola, 175 U.S. 677 (1900); see also RESTATEMENT, supra note 2 at § 111.
17 RESTATEMENT, supra note 2, at §701,

8 1d. at §702.

¥ Id
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treaties, and any subsequent executing legislation, to determine if this general rule is inapplicable in a certain
circumstance.® This is the U.S. position regarding perhaps the three most pervasive human rights treaties: the
Covenant on Civil and Political Rights, the Covenant on Economic, Social and Cultural Rights, and the Refugee

Convention and Refugee Protocol.

IV. HUMAN RIGHTS TREATIES

A. The original focus of human rights law must be re-emphasized. Understanding this original focus is
essential to understand why human rights treaties, even when signed and ratified by the United States, fall within the
category of “aspiration” instead of “obligation.” That focus was to protect individuals from the harmful acts of their
own governments.”' This was the “groundbreaking” aspect of human rights law: that international law could
regulate the way a government treated the residents of its own state. Human rights law was not originally intended
to protect individuals from the actions of any government agent they encountered. This is partly explained by the
fact that historically, other international law concepts provided for the protection of individuals from the cruel

treatment of foreign nations.?
B. Major Human Rights Instruments - Until 1988 the United States had not ratified any major international
human rights treaties.”
1. International Covenant on Civil and Political Rights (ICCPR) (1966) - United States ratified in 1992.

a. Administered by UN Human Rights Committee (HRC). Parties must submit reports in accordance
with Committee guidelines for review by HRC. The HRC may question state representatives on the substance of
their reports. The HRC may report to the UN Secretary General. The HRC issues General Comments to members.

b. The ICCPR addresses so-called “first generation rights.” These include the most fundamental and
basic rights and freedoms. Part ITI of the Covenant lists substantive rights.

c. The ICCPR is expressly non-extraterritorial. Article 2, clause 1 limits a Party’s obligations under
the Covenant to “all individuals within its territory and subject to its jurisdiction . . .” Although some commentators

and human rights bodies have argued for a disjunctive reading of “and,” such that the ICCPR would cover anyone
simply under the control of a Party, >* the United States interprets the extraterritoriality provision narrowly.”

d. First Protocol - empowers private parties to file "communications” with the UN HRC.
Communications have evolved to operate as a basis for individual causes of action under the ICCPR. United States
is not a party to the First Protocol.

e. Second Protocol - seeks to abolish death penalty. United States not a party.
2. International Covenant on Economic, Social, and Cultural Rights (ICESCR) (1966) — United States is
not a party.

a. Does not establish a standing committee; reports went to the UN Economic and Social Council.
Council later established Committee on Economic, Social, and Cultural Rights. Composed of 18 elected members.
No procedure for individual complaint. Committee uses General Comments to Parties to highlight and encourage

compliance.

2 According to the Restatement, as of 1987, there were 18 treaties falling under the category of “Protection of Persons,” and therefore considered
hurnan rights treaties. This does not include the Universal Declaration of Human Rights, or the United Nations Charter, which are considered
expressions of principles, and not binding treaties.

' See RESTATEMENT, supra note 2 and accompanying text.

2 See id. at Part VII, Introductory Note.

2 THOMAS BUERGENTHAL ET. AL., INTERNATIONAL HUMAN RIGHTS IN A NUTSHELL 350 (2002).
* Human Rights Committee, General Comment No. 31, U.N. Doc. HRUGEN/1/Rev.6 (2004).

» Matthew Waxman, Head of U.S. Delegation, Principal Deputy Director of Policy Planning, Dep’t of State, Opening Statement to the U.N.
Human Rights Committee (July 17, 2006), http://www.state.gov/g/drV/rls/70392.htm (last visited Feb. 26, 2008) (“[I]t is the longstanding view of
the United States that the Covenant by its very terms does not apply outside the territory of a State Party. . . . This has been the U.S. position for
more than 55 years”).

Chapter 3 42
Human Rights



b. So-called "second generation human rights."*® Includes right to self-determination (art. 1), right to
work (art. 6), right to adequate standard of living (art 11), and right to education (art. 13).

3. Convention on the Prevention and Punishment of the Crime of Genocide®” (1948). United States signed
in 1948, transmitted to Senate in 1949, United States ratified 1986.

4. Convention Against Torture and Other Cruel, Inhuman, and Degrading Treatment (1984) United
States ratified in 1994, Implemented by Torture Victim Protection Act of 1991.%

a. United Nations treaty; administered by UN Committee on Torture. Composed of 10 elected
experts. Committee informed by periodic reporting system and inter-state and individual complaint procedures.

b. Article 20 empowers the Committee to conduct independent investigations but must have
cooperation of the State Party subject of investigation.

5. Convention on the Elimination of All Forms of Racial Discrimination® (1965) United States signed in
1966. Transmitted to Senate in 1978. United States ratified in 1994.

a. Delay in ratification based on Southern Congressional delegation concerned over international
community's view of Jim Crow laws in the South. This treaty is implemented by the Genocide Convention
Implementation Act of 1987.%°

b. Administered by United Nations Committee on the Elimination of Racial Discrimination. Eighteen
members elected by parties to the Convention. Committee reviews reports and may hear inter-state or individual
complaints. Note that the interstate complaint system is not optional like that of the ICCPR, all parties are
subject to the Committee's jurisdiction. The system has not, however been used in its inter-state form.

c. Prohibits and defines racial discrimination as "any distinction, exclusion, restriction or preference
based on race, colour, descent, or national or ethnic origin” to "nullify[] or impair[] the recognition, enjoyment or
exercise, on an equal footing, of human rights and fundamental freedoms in the political, economic, social, cultural
or any other filed of public life."*' Parties agree to eliminate racial discrimination and apply rights set out in the
Universal Declaration of Human Rights and the two Covenants.

C. The United States Treaty Process

1. Article VI of the United States Constitution establishes treaties as "the supreme Law of the Land."
Consequently, treaties enjoy the same force as statutes. When treaties and statutes conflict, the later in time is law.

2. Article II, Section 2, clause 2 of the United States Constitution enumerates to the President the power to
make treaties. After receiving the advice and consent of two-thirds of the Senate, the President may ratify a treaty.

3. Reservations, Understandings and Declarations (RUDs) — The United States policy toward human
rights treaties relies heavily on RUDs. RUDs have been essential to mustering political support for ratification in
the United States Senate.

a. Reservations modify treaty obligations with respect to relevant provisions between parties that
accept; reservations do not modify provisions for other parties; if a state refuses a reservation but does not oppose
entry into force between the reserving state and itself, the provision proposed for reservation does not operate
between the two states.

2 NOWAK, supra note 14, at 80.
2 Convention on the Prevention and Punishment of the Crime of Genocide, Dec. 9,1948, 102 Stat. 3045, 78 UNTS 277.
% Torture Victim Protection Act of 1991, Pub. L. No. 102-256, 106 Stat. 73 (1992), reprinted in 28 U.S.C. § 1350 (2000).

¥ International Convention on the Elimination of All Forms of Racial Discrimination, Dec. 21, 1965, 660 UN.T.S. 195, 5 LL.M. 352 (entered

into force Jan. 4, 1969).
% Genocide Convention Implementation Act of 1987, 18 U.S.C. §§ 1091-93 (2000).

' Convention on the Elimination of All Forms of Racial Discrimination, Mar. 7, 1966, 660 UN.T.S. 195.

% Vienna Convention on the Law of Treaties, .N. Doc. A/CONF.39/27 (1969), reprinted in 63 AM. J. INT'L L. 875 (1969), and in 8 LL.M. 679
(1969).
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b. Understandings are statements intended to clarify or explain matters incidental to the operation of
the treaty. For instance, a state might elaborate on or define a term applicable to the treaty. Understandings
frequently clarify the scope of application.

c. Declarations give notice of certain matters of policy or principle. For instance, a state might
declare that it regards a treaty to be non-self-executing under its domestic law.

d. United States practice: When the Senate includes a reservation or understanding in its advice and
consent, the President may only ratify the treaty to the extent of the ratification or understanding.

D. Application of Human Rights Treaties - Understanding how the U.S. applies human rights treaties requires
an appreciation of two concepts: Non-extraterritoriality and non-self execution.

1. Non-extraterritoriality - It is the original scope of human rights law that is applied as a matter of
policy by the U.S. when analyzing the scope of human rights treaties. In short, the U.S. interprets human rights
treaties to apply to persons living in the territory of the U.S., and not to any person with whom agents of our
government deal in the international community.”® This theory of treaty interpretation is referred to as “non-
extraterritoriality.”* The result of this theory is that these international agreements do not create treaty-based
obligations on U.S. forces when dealing with civilians in another country during the course of a contingency
operation. This distinction between the scope of application of fundamental human rights, which have attained CIL
status, versus the scope of application of non-core treaty based human rights, is a critical aspect of human rights

law judge advocates must grasp.

2. Non-self Execution - While the non-extraterritorial interpretation of human rights treaties is the primary
basis for the conclusion that these treaties do not bind U.S. forces outside the territory of the U.S., Judge Advocates
must also be familiar with the concept of treaty execution. According to this treaty interspretation doctrine,
although treaties entered into by the U.S. become part of the “supreme law of the land,” > some are not enforceable
in U.S. courts absent subsequent legislation or executive order to “execute” the obligations created by such treaties.

a. This “self-execution” doctrine relates primarily to the ability of a litigant to secure enforcement for
a treaty provision in U.S. courts.® However, the impact on whether a Judge Advocate should conclude that a treaty
creates a binding obligation on U.S. forces is potentially profound. First, there is an argument that if a treaty is
considered non-self-executing, it should not be regarded as creating such an obligation.”” More significantly, once a

* While the actual language used in the scope provisions of such treaties usually makes such treaties applicable to “all individuals subject to [2
states] jurisdiction” the United States interprets such scope provisions as referring to the United States and its territories and possessions, and not
any area under the functional control of United States armed forces. This is consistent with the general interpretation that such treaties do not
apply outside the territory of the United States. See RESTATEMENT, supra note 2, at §322(2) and Reporters’ Note 3; see also CLAIBORNE PELL
REPORT ON THE INTERNATIONAL COVENANT ON CIVIL AND POLITICAL RIGHTS, S. EXEC. COC. NO. 102-23 (Cost Estimate) (This Congressional
Budget Office Report indicated that the Covenant was designed to guarantee rights and protections to people living within the territory of the
nations that ratified it).

™ See Theodore Meron, Exiraterritoriality of Human Rights Treaties, 89 AM. J. INT’L L. 78-82 (1995). See also CENTER FOR LAW AND
MILITARY OPERATIONS, THE JUDGE ADVOCATE GENERAL’S SCHOOL, UNITED STATES ARMY, LAW AND MILITARY OPERATIONS IN HAITI, 1994-
1995--LESSONS LEARNED FOR JUDGE ADVOCATES 49 (1995) (hereinafter CLAMO HAITI REPORT] (citing human rights groups that mounted a
defense for an Army captain that misinterpreted the Civil and Political Covenant to create an affirmative obligation to correct human rights
violations within a Haitian Prison). Lawyers’ Committee for Human Rights, Protect or Obey: The United States Army versus CPT Lawrence
Rockwood 5 (1995) (reprinting an amicus brief submitted in opposition to a prosecution pretrial motion).

3 U.S.CONST. art VI. According to the Restatement, “international agreements are law of the United States and supreme over the law of the
several states.” RESTATEMENT, supra note 2, at §111. The Restatement Commentary states the point even more emphatically: “[T]reaties made
under the authority of the United States, like the Constitution itself and the laws of the United States, are expressly declared to be ‘supreme Law
of the Land’ by Article VI of the Constitution.” Id. at cmt. d.

% See RESTATEMENT, supra note 2, atcmt h.

37 There are several difficulties with this argument. First, it assumes that a U.S. court has declared the treaty non-self-executing, because absent
such a ruling, the non-self-executing conclusion is questionable: “[I]f the Executive Branch has not requested implementing legislation and
Congress has not enacted such legislation, there is a strong presumption that the treaty has been considered self-executing by the political
branches, and should be considered self-executing by the courts.” RESTATEMENT, supra note 2, at §111, Reporters Note 5. Second, it translates a
doctrine of judicial enforcement into a mechanism whereby U.S. state actors conclude that a valid treaty should not be considered to impose
international obligations upon those state actors, a transformation that seems to contradict the general view that failure to enact executing
legislation when such legislation is needed constitutes a breach of the relevant treaty obligation. “[A] finding that a treaty is not self-executing
(when 2 court determines there is not executing legislation) is a finding that the United States has been and continues to be in default, and should

be avoided.” Id.
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treaty is executed, it is the subsequent executing legislation or executive order, and not the treaty provisions, that is
given effect by U.S. courts, and therefore defines the scope of U.S. obligations under our law.*®

b. The U.S. position regarding the human rights treaties discussed above is that “the intention of the
United States determines whether an agreement is to be self-executing or should await implementing legislation. 3
Thus, the U.S. position is that its unilateral statement of intent, made through the vehicle of a declaration during the
ratification process, is determinative of the intent of the parties. Accordingly, if the U.S. adds such a declaration to a
treaty, the declaration determines the interpretation the U.S. will apply to determining the nature of the obligation.*’

1. Derogations — Each of the major human rights treaties to which the United States is a party includes a
derogations clause. Derogation refers to the legal right to suspend certain human rights treaty provisions in time of
war or in cases of national emergencies.

a. Certain rights, however, may not be derogated from:
(1) Right to life,
(2) Prohibition on torture,
(3) Prohibition on slavery,
(4) Prohibition on ex post punishment,
(5) Nor may states adopt measures inconsistent with their obligations under international law.
V. THE INTERNATIONAL HUMAN RIGHTS SYSTEM

International human rights are developed and implemented through a layered structure of complimentary and
coextensive systems. "The principle of universality does not in any way rule out regional or national differences and
peculiarities."*! As the United States participates in combined operations, Judge Advocates will find that allies may
have very different conceptions of and obligations under human rights law. In addition to the global system of the
United Nations, regional human rights bodies have developed in complexity and scope. Judge Advocates will
benefit from an appreciation of the basic features of these systems as they relate to allies’ willingness to participate

and desire to shape operations.*?

A. The Universal Declaration of Human Rights - UN General Assembly Resolution passed in December 1946.
Not a treaty but many provisions reflect CIL. Adopted as "a common standard of achievement for all peoples and

nations."
B. The Human Rights Committee (HRC) —
1. established by the ICCPR as a committee of independent human rights experts
2. reviews the periodic reports submitted by states party to the ICCPR.

3. may also hear "communications" from individuals in states party to the (First) Optional Protocol to the
ICCPR. United States is not a party to the First Protocol to the ICCPR.

VI. REMEDIES FOR HUMAN RIGHTS VIOLATIONS

A. Human Rights Treaty-Based Causes of Action — U.S. courts have generally held human rights treaues to
be non-self-executing and therefore not bases for causes of action in domestic courts. In Sei Fujii v. California,”

3 «[1]t is the implementing legislation, rather than the agreement itself, that is given effect as law in the United States.” Id. Perhaps the best
recent example of the primacy of implementing legislation over treaty text in terms of its impact on how U.S. state actors interpret our obligations
under a treaty was the conclusion by the Supreme Court of the United States that the determination of refugee status for individuals fleeing Haiti
was dictated not pursuant to the Refugee Protocol standing alone, but by the implementing legislation for that treaty — the Refugee Act. United
States v. Haitian Centers Council, Inc. 113 S.Ct. 2549 (1993).

% See RESTATEMENT, supra note 2, at § 131.

® See RESTATEMENT, supranote 2, at § 111, cmt.

‘I NOWAK, supra note 14, at 2.

2 Sej Fujii v. California, 38 Cal.2d 718, 242 P.2d 617 (1952).
43 38 Cal.2d, 718,242 P.2d 617 (1952).
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the California Supreme Court heard a claim that UN Charter articles 55 and 56 invalidated the California Alien Land
Law. The land law had varied land owner rights according to alien status. The court struck down the law on equal
protection grounds but overruled the lower court’s recognition of causes of action under the UN Charter. The court
stated, “The provisions in the [C]harter pledging cooperation in promoting observance of fundamental freedoms lack
the mandatory quality and definiteness which would indicate an intent to create justiciable rights in private person
immediately upon ratification.”® Federal and state courts have largely followed Sei Fujii’s lead.

B. Statutory Causes of Action — The greatest activity in domestic remedies for human rights violations has
occurred through the Alien Tort Statute® The statute provides jurisdiction for U.S. district courts to hear “any civil
action by an alien for a tort only, committed in violation of the law of nations or a treaty of the United States.”*

1. In Filartiga v. Pefia-Irala, the Second Circuit recognized a right to be free from torture actionable under
the statute.”” The court’s analysis includes a detailed exploration of CIL and the level of proof required to establish
an actionable provision of CIL.

2. Recently, the United States Supreme Court addressed the Alien Tort Statute in Sosa v. Alvarez-
Machain® Refining and tightening the standard for establishing torts “in violation of the law of nations,” the Court

characterized the statute essentially as a jurisdictional statute.’® The Court declined to go so far as categorically
requiring separate legislation to establish causes of action under the statute, however the Court set a very high

burden of proof to establish actionable causes.

M 242 P.2d at 621-22.

% 28 U.S.C. § 1350 (2004).
“© 14,

47 630 F.2d 876 (2d Cir.1980).
4 542 U.S. 692 (2004)

W
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CHAPTER 4

THE LAW OF WAR ACROSS THE CONFLICT SPECTRUM

REFERENCES

1. United Nations Charter.

2. Presidential Decision Directive 25 (03 May 1994).

3. U.S. DEP’T OF DEFENSE, DIR. 2311.01E, DOD LAW OF WAR PROGRAM (9 May 2006) (cancelling
Dep’t of Defense Directive 5100.77, DOD LAW OF WAR PROGRAM (9 December 1998)).

4. U.S. DEP’T OF DEFENSE, DIR. 3000.05, MILITARY SUPPORT FOR STABILITY, SECURITY, TRANSITION,
AND RECONSTRUCTION (SSTR) OPERATIONS (28 Nov. 2005).

5. JOINT CHIEFS OF STAFF, INSTR. 5810.01C, IMPLEMENTATION OF THE DOD LAW OF WAR PROGRAM
(31 January 2007, current as of 29 January 2008).

6. JOINT CHIEFS OF STAFF, JOINT PUB. 3-0, DOCTRINE FOR JOINT OPERATIONS (17 Sept. 2006).

7. JOINT CHIEFS OF STAFF, JOINT PUB. 3-07.3, JOINT TACTICS, TECHNIQUES, AND PROCEDURES FOR
PEACE OPERATIONS (17 Oct. 2007).

8. Joint Task Force Commander’s Handbook for Peace Operations (16 June 1997).

9. U.S. Joint Forces Command J7 Pamphlet Version 1.0, U.S. Government Draft Planning Framework
for Reconstruction, Stabilization, and Conflict Transformation, (1 Dec. 2005).

10. U.S. DEP’T OF ARMY, FIELD MANUAL 3-0, OPERATIONS (27 Feb. 2008).

11. U.S. DEP’T OF ARMY, FIELD MANUAL 3-07, STABILITY OPERATIONS AND SUPPORT OPERATIONS
(20 Feb. 2003).

12. U.S. DEP’T OF ARMY, FIELD MANUAL 3-07.31, PEACE OPERATIONS MULTISERVICE TTPS FOR
CONDUCTING PEACE OPERATIONS (26 Oct. 2003).

13. U.S. DEP’T OF ARMY, FIELD MANUAL 100-8, THE ARMY IN MULTI-NATIONAL OPERATIONS (24
Nov. 1997).

14. Peacekeeping: Issues of U.S. Military Involvement, Congressional Research Service Issue Brief
for Congress, updated 27 Mar. 2006 [hereinafter Peacekeeping].

15. United Nations Peacekeeping: Issues for Congress, Congressional Research Service Issue Brief
for Congress, updated 1 Apr. 2005 [hereinafter United Nations Peacekeeping].
"16. Report of the Panel on United Nations Peace Operations (August 2000) [hereinafter Brahimi
Report]. For a condensed version and analysis, see William J. Durch, et al, The Brahimi Report and
the Future of UN Peace Operations, The Henry L. Stimson Center (2003).

17. An Agenda For Peace: Preventive Diplomacy, Peacemaking and Peace-Keeping, Report of The
Secretary-General Pursuant to the Statement Adopted by the Summit Meeting of the Security Council
on 31 January 1992, 17 June 1992, and Supplement to An Agenda For Peace: Position Paper of the
Secretary-General on the Occasion of the Fiftieth Anniversary of the United Nations, Report of the
Secretary-General on the Work of the Organization, 3 January 1995, available at
http://www.un.org/Docs/SG/ [hereinafter Agenda for Peace].

I. INTRODUCTION

The law of war (LOW), whether through application of treaties or customary international law (CIL), applies
pursuant to the satisfaction of triggering clauses or conditions.! For example, the Hague Regulations apply during
“war,” a rather vague term that led to the adoption of Articles Two and Three common to the 1949 Geneva
Conventions (applying the body of the four Conventions to international armed conflict and total or partial
occupation, and applying a limited set of basic provisions to armed conflict not of an international character).
However, military operations are frequently conducted in conditions not amounting to armed conflict, whether
international or non-international. In such cases, what law governs the conduct of military operations?

! For a more detailed discussion of the application of the law of war, both pursuant to treaties and customary law, see Major John Rawcliffe,
Changes to the Department of Defense Law of War Program, ARMY LAW. (September 2006).
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II. DOCTRINAL TYPES OF OPERATIONS

Military operations are divided into three major categories: 1) Major Operations and Campaigns; 2) Crisis
Response and Limited Contingency Operations; and 3) Military Engagement, Security Cooperation, and
Deterrence.? Joint Pub 3-0 further lists the following types of operations: Arms Control, Combating Terrorism,
Department of Defense (DoD) Support to Counterdrug Operations, Enforcement of Sanctions/Maritime Intercept
Operations, Enforcing Exclusion Zones, Ensuring Freedom of Navigation and Overflight, Humanitarian Assistance,
Military Support to Civilian Authorities, Nation Assistance/Support to Counterinsurgency, Noncombatant
Evacuation Operations, Peace Operations, Protection of Shipping, Recovery Operations, Show of Force Operations,
Strikes and Raids, and Support to Insurgency.

Major Operations and Campaigns will most likely involve the triggering of Common Article Two. Other types
of operations, however, will likely not. Of those, Peace Operations are the most common type of operation likely to
involve large numbers of military forces, including Judge Advocates (JA) and Paralegals.

III. PEACE OPERATIONS

Field Manual 3-07, Stability Operations and Support Operations, is the Army’s keystone doctrinal reference on
the subject of peace operations. The key concepts of peace operations are: consent, impartiality, transparency,
restraint, credibility, freedom of movement, flexibility, civil-military operations, legitimacy, and perseverance.’
These concepts affect every facet of operations and remain fluid throughout any mission. While not a doctrinal
source, the Joint Task Force Commander’s Handbook for Peace Operations (16 June 1997) is a widely disseminated
source of lessons learned and operational issues. Chapters VI-5 of Joint Pub 3-0 contains an excellent summary of
the operational considerations and principles that apply directly to Peace Operations. The principles for joint
operations, in addition to the nine principles of war,* are restraint, perseverance, and legitimacy. The JA and
Paralegal can play a significant role in establishing and maintaining these principles.

A. Definition, Generally. There is still no universally accepted definition for many of the terms connected
with peace operations and related activities. For example, no single definition of “peacekeeping” is accepted by the
international community as a whole. The absence of one specific definition has resulted in the term being used to
describe almost any type of behavior intended to obtain what a particular nation regards as peace. There are even
slight inconsistencies within U.S. doctrine and other publications that define peacekeeping and related terms.

B. Peace Operations

1. Peace Operations is a comprehensive term that covers a wide range of activities. Joint Pub. 3-0 defines
peace operations as “multiagency and multinational operations invelving all instruments of national power”
and encompasses peacekeeping operations (PKO), and peace enforcement operations (PEO).

2. Whereas peace operations are authorized under both Chapters VI and VII of the United Nations Charter,
the doctrinal definition excludes high end enforcement actions where the UN or UN sanctioned forces have become
engaged as combatants and a military solution has now become the measure of success. An example of such is
OPERATION DESERT STORM. While authorized under Chapter VII? this was international armed conflict and
the traditional laws of war applied.

3. These operations can occur either: a) to prevent the outbreak of hostilities, such as Task Force Able
Sentry in Macedonia in 1996-98; b) after hostilities to maintain the peace such as Task Force Eagle in Bosnia
beginning in 1996; or c) to provide stability in a post-occupation environment such as CJTF-7 in Iraq after 30 June
2004.

% JOINT CHIEFS OF STAFF, JOINT PUB. 3-0, DOCTRINE FOR JOINT OPERATIONS (17 Sept. 2006)[hereinafter JP 3-0]. JP 3-0 is quoted or cited
extensively in this outline. For brevity’s sake, citations to JP 3-0 will be omitted. Military operations were previously described as “War” or
“Military Operations Other Than War (MOOTW).” The term and acronym “MOOTW” was discontinued by JP 3-0, Joint Operations (17
September 2006).

3 U.S. DEP'T OF ARMY, FIELD MANUAL 3-07, STABILITY OPERATIONS AND SUPPORT OPERATIONS para. 4-14 (20 Feb. 2003).

* The Nine Principles of War are: objective, offensive, mass, economy of force, maneuver, unity of command, security, surprise, and simplicity.
For a detailed definition of each principle see JP 3-0 App. A.

5 See S.C. Res. 678, U.N. Doc. S/RES/678 available at hitp://www.un.org/Docs/scres/1990/scres90.htm.
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C. Peacekeeping

1. FM 3-07 and Joint Pub 3-07.3: Military or paramilitary operations that are undertaken with the consent
of all major belligerents, designed to monitor and facilitate implementation of an existing truce agreement and
support diplomatic efforts to reach a long-term political settlement.

2. Peacekeeping is conducted under the authority of Chapter VI, UN Charter, and just as the name implies,

“there must be a peace to keep. It is intended to maintain calm while providing time to negotiate a permanent
settlement to the underlying dispute and/or assist in carrying out the terms of a negotiated settlement. Therefore,
there must be some degree of stability within the area of operations. Peacekeeping efforts support diplomatic
endeavors to achieve or to maintain peace in areas of potential or actual conflict and often involve ambiguous
situations requiring the peacekeeping force to deal with extreme tension and violence without becoming a
participant.

3. Peacekeeping requires an invitation or, at a minimum, the consent of all the parties to the conflict.
Peacekeepers must remain completely impartial towards all the parties involved. Peacekeeping forces may include
unarmed observers, lightly armed units, police, and civilian technicians. Typical peacekeeping operations may
include: observe, record, supervise, monitor, and occupy a buffer or neutral zone, and report on the implementation
of the truce and any violations thereof. Typical peacekeeping missions include:

a. Observing and reporting any alleged violation of the peace agreement.

b. Handling alleged cease-fire violations and/or alleged border incidents.

c. Conducting regular liaison visits to units within their AO.

d. Continuously checking forces within their AO and reporting any changes thereto.

e. Maintaining up-to-date information on the disposition of forces within their AO.

f. Periodically visiting forward positions; report on the disposition of forces.

g. Assisting civil authorities in supervision of elections, transfer of authority, partition of territory, &
administration of civil functions.

4. Force may only be used in self-defense. Peacekeepers should not prevent violations of a truce or cease-
fire agreement by the active use of force, their presence is intended fo be sufficient to maintain the peace.

5. United Nations Security Council Resolution 690 (1991)° concerning the Western Sahara is a good
example of the implementation of a peacekeeping force.

6. Brahimi Report: Peacekeeping is a 50-year plus enterprise that has evolved rapidly in the past decade
from a traditional, primarily, military model of observing ceasefires and force separations after inter-state wars to
one that incorporates a complex model of many elements, military and civilian, working together to build peace in
the dangerous aftermath of civil wars. The Brahimi definition of peacekeeping, as well as that of many in the UN
and international community, describes both traditional peacekeeping and peace enforcement operations.

D. Peace Enforcement

1. FM 3-07: The application of military force, or the threat of its use, normally pursuant to international
authorization, to compel compliance with resolutions or sanctions designed to maintain or restore peace and order.
An Agenda for Peace: Actions taken to compel a recalcitrant belligerent to comply with demands of the Security
Council. Employing those measures provided for in Chapter VII of the Charter of the United Nations.

2. Peace enforcement is conducted under the authority of Chapter VII, UN Charter, and could include
combat, armed intervention, or the physical threat of armed intervention. In contrast to peacekeeping, peace
enforcement forces do not require consent of the parties to the conflict and they may not be neutral or impartial.

Typical missions include:
a. Protection of humanitarian assistance.

b. Restoration and maintenance of order and stability.

¢ See S.C. Res. 690 U.N. Doc. S/RES/690 available at http://www.un.org/Docs/scres/1991/scres91.htm.
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c. Enforcement of sanctions.

d. Guarantee or denial of movement.

e. Establishment and supervision of protected zones.
f. Forcible separation of belligerents.

3. UNSCR 1031 concerning Bosnia is a good example of the Security Council using Chapter VII to
enforce the peace, even when based on an agreement.’

E. Peacemaking

1. FM 3-07: A process of diplomacy, mediation, negotiation, or other forms of peaceful settlement that
arranges ends to disputes and resolves issues that led to conflict.

2. Brahimi Report: Peacemaking addresses conflicts in progress, attempting to bring them to a halt, using
the tools of diplomacy and mediation. Peacemakers may be envoys of governments, groups of states, regional
organizations or the United Nations, or they may be unofficial and non-governmental groups, as was the case, for
example, in the negotiations leading up to a peace accord for Mozambique. Peacemaking may even be the work of a

prominent personality, working independently.

3. Peacemaking is strictly diplomacy. Confusion may still exist in this area because the former U.S.
definition of peacemaking was synonymous with the definition of peace enforcement.

F. Preventive Diplomacy

1. FM 3-07 and Joint Pub. 3-07.3: Diplomatic actions taken in advance of a predictable crisis to prevent or
limit violence. An Agenda for Peace: Action to prevent disputes from arising between parties, to prevent existing
disputes from escalating into conflicts and to limit the spread of the latter when they occur.

2. Used by the UN with the deployment of a force to Macedonia, preventive diplomacy is generally of a
short-term focus (although Macedonia became a long-term commitment), designed to avert an immediate crisis. It
includes confidence building measures and, while it is diplomatic in theory, it could involve a show of force,
preventive deployments and in some situations, demilitarized ones.

3. Whereas peacekeeping and preventive deployments have many of the characteristics (i.e. similar rules
of engagement and no or very limited enforcement powers), preventive deployments usually will not have the
consent of all the parties to the conflict and do not need an existing truce or peace plan.

G. Peace-Building

1. FM 3-07: Post-conflict actions, predominately diplomatic and economic, that strengthen and rebuild
civil infrastructure and institutions in order to avoid a relapse into conflict.

2. Brahimi Report: Peace-building is a term of more recent origin that, as used in the present report,
defines activities undertaken on the far side of conflict to reassemble the foundations of peace and provide the tools
for building on those foundations something that is more than just the absence of war. Thus, peace-building includes
but is not limited to: reintegrating former combatants into civilian society, strengthening the rule of law (for
example, through training and restructuring of local police, and judicial and penal reform); improving respect for
human rights through the monitoring, education and investigation of past and existing abuses; providing technical
assistance for democratic development (including electoral assistance and support for free media); and promoting
conflict solution and reconciliation techniques.

3. Peace-building activities may generate additional tasks for units earlier engaged in peacekeeping or
peace enforcement. You will typically find post conflict peace-building taking place to some degree in all Peace
Operations. These activities are prime candidates for causing mission creep. Judge Advocates must ensure that
such activities are included in the mission and are properly funded.

H. Other Terms. The reality of modern Peace Operations is that a mission will almost never fit neatly into
one doctrinal category. The JA should use the doctrinal categories only as a guide to reaching the legal issues that
affect each piece of the operation. Most operations are fluid situations, made up of multifaceted and interrelated

7 See generally S.C. Res. 1031, UN. Doc. S/RES/1031 available at http://www.un.org/Docs/scres/1995/scres95.htm.
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missions. Doctrine is currently evolving is this area, and various terms may be used to label missions and operations
that do not fall neatly into one of the above definitions.

1. Second generation peacekeeping®
2. Protective/humanitarian engagement®
3. Stability Operations and/or Support Operations (SOSO or SASO)
4. Stability and Reconstruction Operations (S&RO)
5. Stability, Security, Transition, and Reconstruction (SSTR) Operations™
6. Stability Operations
IV. LEGAL AUTHORITY & U.S. ROLES IN PEACE OPERATIONS

A. As stated above, peacekeeping evolved essentially as a compromise out of a necessity to control conflicts
without formally presenting the issue to the UN Security Council for Chapter VII action. The UN Charter does not
directly provide for peacekeeping. Due to the limited authority of traditional “peacekeeping” operations (i.e., no
enforcement powers), it is accepted that Chapter VI, Pacific Settlement of Disputes, provides the legal authority

for UN peacekeeping.

B. Enforcement actions are authorized under Chapter VII of the UN Charter. The authorizing Security Council
resolution will typically refer to Chapter VII in the text and authorize “all necessary means/measures” (allowing
for the force) to accomplish the mission. Recent examples of Chapter VII operations are Somalia (both UNITAF
and UNOSOM II), UNPROFOR, Haiti (the initial operation, UNMIH is Chapter VI), Bosnia (IFOR as well as
SFOR) and Liberia. The UN must be acting to maintain or restore international peace and security before it
may undertake or authorize an enforcement action. As the UN becomes more willing and able to use these Chapter
VII enforcement powers to impose its will, many Third World states fear a new kind of colonialism. Although the
Charter specifically precludes UN involvement in matters “essentially within the domestic jurisdiction” of states,
that general legal norm “does not prejudice the application of enforcement measures under Chapter VIL.”"

C. As a permanent member of the Security Council, the U.S. has an important political role in the genesis of
Peace Operations under a UN mandate. The JA serves an important function in assisting leaders in the translation of
vague UN mandates into the specified and implied military tasks on the ground. The mission (and hence the
authorized tasks) must be linked to authorized political objectives

D. As a corollary to normal UN authorization for an operation, international agreements provide legal
authorization for some Peace Operations. The Dayton Accords and the MFO are examples of this type of Peace
Operation. As a general rule of international law, states cannot procure treaties through coercion or the threat of
force.”? However, the established UN Charter mechanisms for authorizing the use of force by UN Member states
define the lawful parameters. In other words, even if parties reach agreement following the use of force (or the
threat thereof) or other means of inducement authorized under Chapter VII, the treaty is binding."

E. Therefore: U.S. participation in Peace Operations falls into these discrete categories:

% Second generation peacekeeping is a term being used within the UN as a way to characterize peacekeeping efforts designed to respond to
international life in the post-cold war era. This includes difficulties being experienced by some regimes in coping with the withdrawal of super-
power support, weak institutions, collapsing economies, natural disasters and ethnic strife. As new conflicts take place within nations rather than
between them, the UN has become involved with civil wars, secession, partitions, ethnic clashes, tribal struggles, and in some cases, rescuing
failed states. The traditional peacekeeping military tasks are being complemented by measures to strengthen institutions, encourage political
participation, protect human rights, organize elections, and promote economic and social development. United Nations Peace-keeping, United
Nations Department of Public Information DPI/1399-93527-August 1993-35M.

® Protective/Humanitarian engagement involves the use of military to protect "safe havens" or to effect humanitarian operations. These measures
could be authorized under either Chapter VI or V1I of the UN Charter. Bosnia and Somalia are possible examples.

19 See U.S. DEP’T OF DEFENSE DIR. 3000.05, MILITARY SUPPORT FOR STABILITY, SECURITY, TRANSITION, AND RECONSTRUCTION

(SSTR) OPERATIONS (28 Nov. 2005).

"' {J.N. Charter art. 2, para. 7.
12 Vienna Convention on the Law of Treaties, arts. 51-53 UN Doc. A/Conf. 39/27, reprinted in 8 LLM. 679 (1969).
13 1d. at art. 52; RESTATEMENT (THIRD) OF THE FOREIGN RELATIONS LAW OF THE UNITED STATES § 331 cmt. d (1986).
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1. Participation in United Nations Chapter VI Operations (UNTSO, UNMIH): This type of operation must
comply with the restraints of the United Nations Participation Act (UNPA)." Section 7 of the UNPA (22 U.S.C. §
287d-1) allows the President to detail armed forces personnel to the United Nations to serve as observers, guards, or
in any other noncombat capacity. Section 628 of the Foreign Assistance Act (22 U.S.C. § 2388) is another authority
which allows the head of any agency of the U.S. government to detail, assign, or otherwise make available any
officer to serve with the staff of any international organization or to render any technical, scientific, or professional
advice or service to or in cooperation with such organization.” This authority cannot be exercised by direct
coordination from the organization to the unit. Personnel may only be tasked following DoD approval channels. No
more than 1,000 personnel! worldwide may be assigned under the authorify of § 7 at any one time, while § 628 is not
similarly limited.

2. Participation in support of United Nations Peace Operations: These operations are linked to
underlying United Nations authority. Examples are the assignment of personnel to serve with the UN
Headquarters in New York under § 628 or the provision of DoD personnel or equipment to support
International War Crimes Tribunals.

3. Operations supporting enforcement of UN Security Council Resolutions: These operations are
generally pursuant to Chapter VII mandates, and are rooted in the President’s constitutional authority as the
Commander in Chief. OPERATION JOINT ENDEAVOR (Bosnia, 1995) was authorized by S.C. Res. 1031;
OPERATION JOINT GUARD (Bosnia, 1996) was authorized by UNSCR 1088. The operations are subject to an
almost infinite variety of permutations. For example, OPERATIONS SHARP GUARD (NATO enforcement of
economic sanctions and arms embargo against the former Yugoslavia from 1993-1996) and OPERATION DENY
FLIGHT (NATO enforcement of the no-fly zone over Bosnia from 1993-1995) were based on Chapter VII

mandates.
V. JUDGE ADVOCATE LEGAL CONSIDERATIONS:

A. Legal Authority and Mandate

1. UNDERSTAND THE RELATIONSHIP BETWEEN THE MANDATE AND MISSION!! The first
concern for the JA is to determine the type of operation (peacekeeping, enforcement, etc.), and the general concept
of legal authority for the operation (if UN, Chapter VI or VII). In the context of OPERATION RESTORE HOPE
(1993 humanitarian assistance mission in Somalia), one commander commented that the lawyer is the “High Priest
of the mission statement.” This will define the parameters of the operation, force composition, ROE, status,
governing fiscal authorities, etc. The first place to start is to assemble the various Security Council resolutions that
authorize the establishment of the peace operation and form the mandate for the Force. The mandate by nature is
political and often imprecise, resulting from diplomatic negotiation and compromise. A mandate of “maintain a
secure and stable environment™ (as in Haiti) can often pose difficulties when defining tasks and measuring success.
The mandate should describe the mission of the Force and the manner in which the Force will operate. The CJCS
Execute Order for the Operation is the primary source for defining the mission, but it will usually reflect the
underlying UN mandate. The mandate may also:

a. Include the tasks of functions to be performed.
b. Nominate the force CDR and ask for the Council’s approval.
c. State the size and organization of the Force.

d. List those states that may provide contingents.

" 22 US.C. §287.

13 22 U.S.C. §§ 2389 and 2390 contain the requirements for status of personnel assigned under § 628 FAA as well as the terms goveming such
assignments. Procedures. E.O. 1213 delegates to the SECDEF, in consultation with SECSTATE, determination authority. Approval of initial
detail to UN operation under this authority resides with SECDEF. The same arrangements with the UN as outlined above for Section 7 UNPA
details apply here. Reimbursements for section 628 details are governed by section 630 of the FAA. Section 630 provides four possibilities:

(1) waiver of reimbursement; (2) direct reimbursement to the service concerned with moneys flowing back to relevant accounts that are then
available to expend for the same purposes; (3) advance of funds for costs associated with the detail; and (4) receipt of a credit against the U.S. fair
share of the operating expenses of the international organization in lieu of direct reimbursement. Curmrent policy is that DoD will be reimbursed
the incremental costs associated with a detail of U.S. military to a UN operation under this authority (i.e., hostile fire pay; family separation
allowance) and that State will credit the remainder against the U.S. peacekeeping assessment (currently paid at 27% of the overall UN PKO

budget).
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e. Outline proposals for the movement and maintenance of the Force, including states that might
provide transport aircraft, shipping, and logistical units.

f. Set the initial time limit for the operation.
g. Set arrangements for financing the operations.

2. Aside from helping Commanders define the specified and implied tasks, the mandate outlines the
parameters of the authorized mission. Thus, the mandate helps the JA and comptroller define the lawful uses of U.S.
military O&M funds in accomplishing the mission. In today’s complex contingencies, the UN action may often be
supplemented by subsequent agreements between the parties which affect the legal rights and duties of the military
forces. For example, UNSCR 1088 applied to SFOR, but referenced the General Framework Agreement for Peace
(Dayton Accords) as well as the Peace Implementation Council Agreements, signed in Florence on 14 June 1996.

3. Presidential Decision Directive (PDD) 25 (May 1994)." A former Secretary of State declared that
while the UN performs many important functions, “its most conspicuous role—and the primary reason for which it
was established—is to help nations preserve the peace.” The Clinton Administration defined its policy towards
supporting Peace Operations in Presidential Decision Directive 25, “The Clinton Administration’s Policy on
Reforming Multilateral Peace Operations (May 1994).” Presumably, this policy remains in effect for the Bush
Administration unless revoked or superseded by a subsequent directive.® PDD-25 is a classified document; the
information in this summary is based upon the unclassified public extract. The document reiterated that Multilateral
Peace Operations are an important component of the U.S. national military strategy and that U.S. forces will be used
in pursuit of U.S. national interests. PDD-25 promulgated six major issues of reform and improvement. Many of
the same areas are the subjects of active debate, with Congress discussing methods of placing stricter controls on
how the U.S. will support peace operations and how much the U.S. will pay for peace operations. The PDD-25
factors are an aid to the decision-maker. For the JA, they help define the applicable body of law, the scope of the
mission statement, and the permissible degree of coalition command and control over U.S. forces. There will
seldom be a single document that describes the process of applying the PDD-25 criteria. Nevertheless, the PDD-25
considerations surface in such areas as ROE, the media plan, command and control arrangements, the overall legal
arguments for the legitimacy of the operation, and the extent of U.S. support for other nations to name a few. The
six areas highlighted by PDD-25 follow:

a. Making disciplined and coherent choices about which peace operations to support. In making these

decisions, a three phase analysis is conducted:

(1) The Administration will consider the following factors when deciding whether to vote for a
proposed Peace Operation (either Chapter VI or VII):

(a) UN involvement advances U.S. interests and there is a community of interests for
dealing with the problem on a multilateral basis (NOTE: may entail multinational chain of command and
help define the scope of permissible support to other nations);

(b) There is a threat to or breach of international peace and security, defined as one or a
combination of the following: international aggression, urgent humanitarian disaster coupled with
violence, or sudden interruption of established democracy or gross violation of human rights along with
violence or the threat thereof (NOTE: obviously important in defining the mission, helping define the
scope of lawful fiscal authority, and preventing mission creep);

(c) There are clear objectives and an understanding of whether the mission is defined as
neutral peacekeeping or peace enforcement;

(d) Does a working cease-fire exist between the parties prior to Chapter VI missions?

(e) Is there a significant threat to international peace and security for Chapter VII
missions?

16 BUREAU OF INT’L ORG. AFFAIRS, U.S. DEP’T OF STATE, PUB. No. 10161, The Clinton Administration’s Policy on Reforming Multilateral
Peace Operations (1994), reprinted in 33 LL.M. 795 (1994). See also James P. Terry, The Criteria for Inter jon: An Evaluation of U.S.
Military Policy in U.N. Operations, 31 TEX. INT. L. REV. 101 (1996).

17 Madeleine K. Albright, The UN, The U.S. and the World, 7 Dep’t of State Dispatch 474 (1996).

18 See Peacekeeping, Reference 14, at 3.
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(f) There are sufficient forces, financing, and mandate to accomplish the mission
(NOTE: helps define the funding mechanism, supporting forces, and expected contributions of combined
partners);

(g) The political, humanitarian, or economic consequences are unacceptable;

(h) The operation is linked to clear objectives and a realistic end state (NOTE: helps the
commander define the specified and implied tasks along with the priority of tasks).

(2) If the first phase of inquiry results in a U.S. vote for approving the operation, a second set of
criteria will determine whether to commit U.S. troops to the UN operation:
(a) Participation advances U.S. interests (NOTE: helps the commander and lawyer sort
out the relative priorities among competing facets of the mission, helps guide the promulgation of ROE
which comply with the national interest, and helps weight the best allocation of scarce fiscal resources);
(b) Personnel, funds, and other resources are available (NOTE: may assist DoD obtain
funding from other executive agencies in the interagency planning process);

(c) U.S. participation is necessary for the success of the mission;

(d) Whether the endstate is definable (NOTE: the political nature of the objective should
be as clearly articulated as possible to guide the commander);

(e) Domestic and Congressional support for the operation exists; and

(f) Command and control arrangements are acceptable (NOTE: within defined legal
boundaries).

(3) The last phase of the analysis applies when there is a significant possibility that the operation
will commit U.S. forces to combat:

(a) There is a clear determination to commit sufficient forces to achieve the clearly
defined objective;

(b) The leaders of the operation possess clear intention to achieve the stated objectives;
and

(c) There is a commitment to reassess and continually adjust the objectives and
composition of the force to meet changing security and operational requirements (NOTE: obviously affects
the potential for mission creep and the ongoing security of U.S. forces as well as ROE modifications).

b. Reducing U.S. costs for UN peace operations. This is the area of greatest congressional power
regarding control of military operations.” Funding limitations have helped to check the Security Council’s ability to
intervene in every conflict. In normal Chapter VI operations, member states pay obligatory contributions based on a
standard assessment (currently 25% for the U.S.). In Chapter VII peace operations, participating States normally
pay their own costs of participation.

c. Policy regarding the command and control of U.S. forces.

(1) Command and control of U.S. forces sometimes causes more debate than the questions
surrounding U.S. participation. The policy reinforces the fact that U.S. authorities will relinquish only “operational
control” of U.S. forces when doing so serves U.S. security interests. The greater the U.S. military role, the less
likely we will give control of U.S. forces to UN or foreign command. Any large-scale participation of U.S. forces
likely to involve combat should ordinarily be conducted under U.S. command and operational control or through
competent regional organizations such as NATO or ad hoc coalitions. OPERATION JOINT ENDEAVOR
presented an unusual twist in that the Combatant Commander was the supporting commander to a regional alliance
(NATO). The command and control issues raised by OPERATION JOINT ENDEAVOR will recur if the UN
authorizes regional organizations to execute future Peace Operations.

(2) PDD-25 forcefully states that the President will never relinquish command of U.S. forces.
However, the President retains the authority to release designated U.S. forces to the Operational Control (OPCON)

1% U.S. CONST. art. 1,§ 8.
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of a foreign commander for designated missions. When U.S. forces are under the operational control of a UN
commander they will always maintain the capability to report separately to higher U.S. military authorities. This
particular provision is in direct contravention to UN policy. Under UN policy, Soldiers and units under UN control
will only report to and seek orders and guidance through the UN command channels. The policy also provides that
commanders of U.S. units participating in UN operations will refer to higher U.S. authorities orders that are illegal
under U.S. or international law, or are outside the mandate of the mission to which the U.S. agreed with the UN, if
they are unable to resolve the matter with the UN commander. As a practical matter, this means that deployed units
are restricted to the mission limits prescribed in the CJCS Execute Order for the mission. The U.S. reserves the right
to terminate participation at any time and/or take whatever actions necessary to protect U.S. forces.

(3) The JA must understand the precise definitions of the various degrees of command in order to
help ensure that U.S. commanders do not exceed the lawful authority conveyed by the command and control
arrangements of the CICS execute order.” NOTE<» NATO has its own doctrinal definitions of command
relationships which are similar to the U.S. definitions. FM 100-8 summarizes the NATO doctrine as it relates to
U.S. doctrinal terms.” The Command and Control lines between foreign commanders and U.S. forces represent legal
boundaries that the lawyer should monitor.

(a) COCOM is the command authority over assigned forces vested only in the commanders of
combatant commands by 10 U.S.C. § 164, or as directed by the President in the Unified Command Plan (UCP), and
cannot be delegated or transferred. COCOM is the authority of a combatant commander to perform those functions
of command over assigned forces involving organizing and employing commands and forces, assigning tasks,
designating objectives, and giving authoritative direction over all aspects of military operations, joint training (or in
the case of USSOCOM, training of assigned forces), and logistics necessary to accomplish the missions assigned to
the command.

(b) OPCON is inherent in COCOM and is the authority to perform those functions of command
over subordinate forces involving organizing and employing commands and forces, assigning tasks, designating
objectives, and giving authoritative direction necessary to accomplish the mission. OPCON includes authoritative
direction over all aspects of military operations and joint training necessary to accomplish missions assigned to the
command. NATO OPCON is more limited than the U.S. doctrinal definition in that it includes only the authority to
control the unit in the exact specified task for the limited time, function, and location.

(c) TACON is the command authority over assigned or attached forces or commands, or military
capability made available for tasking that is limited to the detailed and usually local direction and control of
movements or maneuvers necessary to accomplish assigned missions or tasks. TACON may be delegated to and
exercised by commanders at any echelon at or below the level of combatant command. TACON is inherent in
OPCON and allows the direction and control of movements or maneuvers necessary to accomplish assigned
missions or tasks.

(d) Supportis a command authority. A support relationship is established by a superior
commander between subordinate commanders when one organization should aid, protect, complement, or sustain
another force. Support may be exercised by commanders at any echelon at or below the level of combatant
command. Several categories of support have been defined for use within a combatant command as appropriate to
better characterize the support that should be given.

d. Reforming and Improving the UN Capability to Manage Peace Operations. The policy
recommends eleven steps to strengthen UN management of peace operations.

e. Improving the U.S. Government Management and Funding of Peace Operations. The policy
assigns responsibilities for the managing and funding of UN peace operations within the U.S. Government to DoD.
DoD has the lead management and funding responsibility for those UN operations that involve U.S. combat units
and those that are likely to involve combat, whether or not U.S. troops are involved. DoS will retain lead
management and funding responsibility for traditional peacekeeping that does not involve U.S. combat units.

* The precise definitions of the degrees of command authority are contained in Joint Pub 0-2, UNIFIED ACTION ARMED FORCES (UNAAF) (10
July 2001)and Joint Pub 3-0, DOCTRINE FOR JOINT OPERATIONS (17 September 2006).

2! DEP’T OF ARMY, FIELD MANUAL 100-8, THE ARMY IN MULTINATIONAL OPERATIONS (24 Nov. 1997), available at
https://akocomm.us.army.mil/usapa/doctrine/DR_pubs/dr_aa/pdf/fm100_8.pdf.
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Regardless of who has the lead, DoS remains responsible for the conduct of diplomacy and instructions to embassies
and our UN Mission.

f. Creating better forms of cooperation between the Executive, the Congress, and the American public
on peace operations. This directive looks to increase the flow between the executive branch and Congress,
expressing the President’s belief that U.S. support for participation in UN peace operations can only succeed over
the long term with the bipartisan support of Congress and the American people.

B. Chain of Command Issues
1. U.S. Commanders may never take oaths of loyalty to the UN or other organization.”
2. Force Protection is an inherent aspect of command that is nowhere prescribed in Title 10.

3. Limitations under PDD-25: A foreign commander cannot change a mission or deploy U.S. forces
outside the area designated in the CJCS deployment order, separate units, administer discipline, or modify the
internal organization of U.S. forces.

4. In a pure Chapter VI Peacekeeping Operation, command originates from the authority of the Security
Council to the Secretary-General, and down to the Force Commander. The Secretary-General is responsible to the
Security Council for the organization, conduct, and direction of the force, and he alone reports to the Security
Council about it. The Secretary-General decides the force’s tasks and is charged with keeping the Security Council
fully informed of developments relating to the force. The Secretary-General appoints the force commander, who
conducts the day to day operations, all policy matters are referred back to the Secretary-General. In many
operations the Secretary-General may also appoint a civilian Special Representative to the Secretary General
(SRSG) to coordinate policy matters and may also serve as the “Head of Mission.” The relationship between the
special representative and the military force commander depends on the operation, and the force commander may be
subordinate to the special representative. In some cases the military force commander may be dual-hatted and also
serve as the head of mission. For example, the United Nations Mission in Haiti (UNMIH), the force commander
was subordinate to the SRSG, and equal in rank to the UN Administrative Officer (who controlled the funds) and the

Civilian Police Commissioner.

5. In most Chapter VII enforcement operations the Security Council will authorize member states or a
regional organization to conduct the enforcement operation. The authorizing Security Council Resolution provides
policy direction, but military command and control remains with member states or a regional organization. For
example, under the Dayton Peace Accord, sanctioned by UNSCR 1088, the Stabilization Force in Bosnia (SFOR)
operated under the authority of, and subject to, the direction and political control of the North Atlantic Council.

C. Mission Creep

1. Ensure that the mission, ROE, and fiscal authority are meshed properly. Often, new or shifting guidance
will require different military operations than those initially planned. This kind of mission creep comes from above;
you as the JA, cannot prevent it, you just help contro] its impact. For instance, do the ROE need to be modified to
match the changed mission (i.e., a changed or increased threat level) and are there any status or SOFA concerns?

An example might be moving from peacekeeping (monitoring a cease-fire) to peace enforcement (enforcing a cease-
fire).

2. Another potential issue occurs when the unit attempts to do more than what is allowed in the current
mandate and mission. This usually comes from a commander wanting to do good things in his Area of Operations
(AO): rebuilding structures, training local nationals, and other activities which may be good for the local
population, but outside the mission. Acting outside the mission raises a myriad of concerns ranging from possible
Anti-Deficiency Act violations to implicitly violating required neutrality.

D. Status of Forces/Status of Mission Agreement
1. Know the status of U.S. Forces in the AO and train them accordingly.

2 The UN asked MG Kinzer to take such an oath of loyalty during UNMIH, and the judge advocate coordinated with CJCS to prevent the taking
of a foreign oath. The same issue has surfaced in the context of NATO operations under the PFP SOFA (with the same result). See also 22
U.S.C. § 2387.
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2. Notify the Combatant Commander and State Department before negotiating or beginning discussions
with a foreign government as required by State Department Circular 175.2

3. Watch for varying degrees of status for supporting units on the periphery of the AO.
4. The SOFA is likely the source for determining who is responsible for paying claims.

5. The necessity for a SOFA (termed a SOMA in Chapter VI operations commanded by the UN) depends
on the type of operation. Enforcement operations do not depend on, and may not have the consent of the host
authorities, and therefore will not normally have a SOFA. Most other operations should have a SOFA/diplomatic
note/or other international agreement to gain some protection for military forces from host nation jurisdiction.
AGREEMENTS SHOULD INCLUDE LANGUAGE WHICH PROTECTS CIVILIANS WHO ARE
EMPLOYED BY OR ACCOMPANY U.S. FORCES.

6. In most instances the SOFA will be a bilateral international agreement between the UN (if UN
commanded) or the U.S. and the host nation(s). In UN operations the SOFA will usually be based on the Model
Status of Forces Agreement. The SOFA should include the right of a contingent to exercise exclusive criminal
jurisdiction over its military personnel; excusal from paying various fees, taxes, and customs levies; and the
provision of installations and other required facilities to the Force by the host nation.

7. The SOFA/SOMA may also include:
. The international status of the UN Force and its members.
. Entry and departure permits to and from the HN.

o P

. Required identity documents (e.g. driver’s license).
The right to carry arms as well as the authorized type(s) of weapons.

[=F v}

. Freedom of movement in the performance of UN service.
Freedom of movement of individual members of the force in the HN.

. The utilization of airports, harbors, and road networks in the HN.

5w Moo

. The right to operate its own communications system across the radio spectrum.

. Postal regulations.

j. The flying of UN and national flags.

k. Uniform regulations.

1. Permissions to operate UN vehicles without special registration.

m. General supply and maintenance matters (imports of equipment, commodities, local procurement
of provisions and POL.

n. Matters of compensation (in respect of the HN’s property).

8. The UN (and the U.S.) entry into a host nation may precede the negotiation and conclusion of a SOFA.
Sometimes there may be an exchange of Diplomatic Notes, a verbal agreement by the host authorities to comply
with the terms of the model SOFA even though not signed, or just nothing at all.

9. TWO DEFAULT SOURCES OF LEGAL STATUS: (1) “The Convention on the Safety of United
Nations and Associated Personnel.”* The treaty entered into force on 15 January 1999. The convention requires
States to release captured personnel, to treat them in accordance with the 1949 Geneva Convention of Prisoners of
War (GC IV) while in custody, and imposes criminal liability on those who attack peacekeepers or other personnel
acting in support of UN authorized operations. The Convention will apply in UN operations authorized under
Chapter VI or VII. The Convention will not apply in enforcement operations under Chapter VII in which any of the
UN personnel are engaged as combatants against organized armed forces and to which the law of international

-

3 Available at http://www.state.gov/s/l/treaty/c175/.
* Available at http://www.un.org/law/cod/safety.htm.
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armed conflict applies. (2) The Convention on the Privileges and Immunities of the United Nations,” 1946 Article
VI § 22 defines and explains the legal rights of United Nations personnel as “Experts on Mission.” In particular,
Experts on Mission are NOT prisoners of war and therefore cannot lawfully be detained or have their mission

interfered with by any party.

E. Laws of War.

1. Itis the UN and U.S. position that Chapter VI operations are not international armed conflict (requiring
the application of the Geneva Conventions) as between the peacekeepers and any of the belligerent parties. The
Geneva Conventions may of course apply between the belligerent parties. In Chapter VII operations, the
applicability of the Geneva Conventions will depend on the situation. Are the UN personnel engaged as combatants
against organized armed forces (e.g. Desert Storm)? If the answer is no, then the Geneva Conventions do net apply
as between the UN Forces and the belligerent parties. In Somalia, the U.S. position was that the Geneva
Conventions did not apply, as it was not international armed conflict and the U.S. was not an occupying force.
However, GC IV was used to help guide U.S. obligations to the local nationals. In NATO enforcement of the no-fly
zone and subsequent bombing campaign over Bosnia, it was the UN, NATO, and U.S. position that it was not armed
conflict as between the NATO forces and the belligerents. The aircrews were in an “Expert on Mission” status and
they could not be fired upon or kept prisoner. If taken into custody, they were to be immediately released. Whether
the Geneva Conventions do or do apply as a matter of law, as a matter of policy the minimum humanitarian
protections contained within Common Article 3 of the Geneva Conventions will apply.

2. As a matter of U.S. policy (DoDD 2311.01E), U.S. forces will comply with the LOW during all armed
conflicts, however such conflicts are characterized, and in all other military operations.

3. If participating in UN operations, JAs should be aware of “the UN ROE.” Secretary-General Bulletin
ST/SGB/1999/13, Observance by United Nations forces of international humanitarian law, 6 August 1999.
However, it is also important to note that this document was controversial when issued and includes certain LOW
obligations to which the U.S. is not a party and are not reflective of CIL. This document must also be read in light
of limitations on multinational ROE contained in the SROE and CJCSI 3121.01B.

F. Rules of Engagement

1. Chapter VI missions (Peace Keeping): The two principal tenets are the use of force for self-defense
and total impartiality. The use of deadly force is justified only under situations of extreme necessity (typically in
self-defense), and as a last resort when all lesser means have failed to curtail the use of violence by the parties
involved. The use of unnecessary or illegal force undermines the credibility and acceptability of a peacekeeping
force to the host nations, the participants in the dispute, and within the international community. It may escalate the
level of violence in the area and create a situation in which the peacekeeping force becomes part of the local
problem. The use of force must be carefully controlled and restricted in its application. Peacekeeping forces
normally have no mandate to prevent violations of an agreement by the active use of force. The passive use of
force employs physical means that are not intended to harm individuals, installations, or equipment. Examples are
the use of vehicles to block the passage of persons or vehicles and the removal of unauthorized persons from
peacekeeping force positions. The active use of force employs means that result in physical harm to individuals,
installations, or equipment. Examples are the use of batons, rifle butts, and weapons fire.

2. Chapter VII missions (Peace Enforcement): Peace enforcement operations on the other hand, may
have varying degrees of expanded ROE and may allow for the use of force to accomplish the mission (i.e. the use of

force beyond that of self-defense). In peace enforcement, active force may be allowed to accomplish all or portions
of the mission. For more information, see the chapter on Rules of Engagement for tips in drafting ROE, training

ROE, and sample peace operations ROE.

G. Funding Considerations

1. FIND POSITIVE AUTHORITY FOR EACH FISCAL OBLIGATION AND APPROPRIATE
FUNDS TO ALLOCATE AGAINST THE STATUTORY AUTHORITY!! All the same rules that apply to the

funding of military operations continue to apply.

% Available at http://www.un.int/usa/host_p-i.htm.
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2. During a Chapter VI mission, the JA must be familiar with UN purchasing procedures and what support
should be supplied by the UN or host nation. The JA should review the Aide-Memoire/Terms of Reference.
Aide-Memoire sets out the Mission force structure and requirements in terms of manpower and equipment. It
provides the terms of reimbursement from the UN to the Contingents for the provision of personnel and equipment.
Exceeding the Aide-Memoire in terms of either manpower or equipment could result in the UN’s refusal to
reimburse for the excess. Not following proper procedure or purchasing materials that should be provided from
other sources may result in the U.S. not being reimbursed by the UN. The UN Field Administration Manual will
provide guidance. In general, the unit must receive a formal Letter of Assist (LOA) in order to receive
reimbursement under § 7 of the UNPA. The unit can lawfully expend its own O&M funds for mission essential
goods or services which the UN refuses to allow (no LOA issued). During Chapter VI or Chapter VII operations,
the JA should aggressively weave lawful funding authorities with available funds in pursuit of the needs of the
mission.

VI. STRUCTURE FOR ANALYSIS

These diverse operations do not always trigger the application of the traditional LOW regimes because of a lack
of the legally requisite armed conflict needed to trigger such regimes.* This has led JAs to resort to other sources of
law for the resolution of issues during operations not amounting to armed conflict. These sources start with binding
CIL based human rights which must be respected by United States Forces at all times. Other sources include host
nation law, conventional law, and law drawn by analogy from various applicable sources. The sources of law that
can be relied on in these various types of military operations depend on the nature of the operation.

A. The process of analyzing legal issues and applying various sources of law during a military operation entails
four essential steps:

1. define the nature of the issue;

2. ascertain what binding legal obligations, if any, apply;

3. identify any “gaps” remaining in the resolution of the issue after application of binding authority;
4. consider filling these “gaps” by application of non-binding sources of law as a matter of policy.”

B. When attempting to determine what laws apply to U.S. conduct in an area of operations, a specific
knowledge of the exact nature of the operation becomes immediately necessary.”® For example, in the operations
within the Former Yugoslavia, the United States led Implementation Force (IFOR) struggled with defining the exact
parameters of its mission. In a pure legal sense, the IFOR was required or authorized to implement Annex 1-A of
the Dayton Accord. Yet the Accord seemed to require the following IFOR missions: (1) prevent “interference with
the movement of civilian population, refugees, and displaced persons, and respond appropriately to deliberate
violence to life and person,” and (2) ensure that the Parties “provide a safe and secure environment for all persons in
their respective jurisdictions, by maintaining civilian law enforcement agencies operating in accordance with
internationally recognized standards and with respect for internationally recognized human rights and fundamental
freedoms.”?

% The “trigger” for the law of war to apply is a conflict “between two or more of the High Contracting Parties [to the Geneva Conventions], even
if the state of war is not recognized between them” or in “all cases of partial or total occupation of the territory of a High Contracting Party.” See
Convention (I) for the Amelioration of the Condition of the Wounded and Sick in Armed Forces in the Field, Article 2 opened for signature Aug.
12,1949, 6 U.S.T. 3114, 75 U.N.T.S. 31, reprinted in DIETRICH SCHINDLER & JIRI TOMAN, THE LAWS OF ARMED CONFLICTS 373, 376 (3d ed.

1988).

¥ It must be remembered that the so-called “gaps,” denounced by some, may be the result of intentional omission by the drafters of binding
authorities.

% The importance of clear mandates and missions was pointed out as a “critical” lesson learned from the Somalia operations. “A clear mandate
shapes not only the mission (the what) that we perform, but the way we carry it out (the how). See Kenneth Allard, Institute for National
Strategic Studies- Somalia Operations: Lessons Learned (1995), at 22. Determining the authorizing source of the mission is also crucial when
determining who is fiscally responsible for different aspects of the mission.

? See Dayton Accord, at Annex 1A, arts. [ and VI. OPERATION RESTORE HOPE provides another example of the important relationship
between the mission statement and the legal obligation owed to the civilian population. The initial mission statement for RESTORE HOPE
articulated in United Nations Resolution 794 granted the United States the authority to take “all necessary means” to establish a “secure
environment” in which relief efforts could be coordinated. At this point the obligation to local civilians was clear. The mission was not to
assume an active role in protecting the civilians, but instead, to provide security for food and supply transfer. Once the mission was handed over
to the United Nations, this mission was permitted to mutate and the obligation to civilians became less clear. The U.S. led force referred to as the
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C. Inreality, the IFOR, realizing the breadth of a mission with such responsibilities, did not formally
acknowledge the obligation to execute either of these mission elements.” The result was that the forces on the
ground did not have a clear picture of the mission. The lesson learned is that in the absence of well-defined mission
statements, the JA must gain insight into the nature of the mission by turning to other sources of information.

D. This information might become available by answering several important questions that shed light on the
United States’ intent regarding any specific operation. These include: (1) what has the President (or his
representative) said to the American People regarding the operation;*' (2) if the operation is to be executed pursuant
to a United Nations mandate, what does this mandate authorize; and (3) if the operation is based upon use of
regional organization forces,” what statement or directives have been made by that organization?

E. After gaining the best possible understanding of the mission’s objective, it is important to determine what
bodies of law should be relied upon to respond to various issues. The JA should look to the foregoing considerations
and the operational environment and determine what law establishes legally mandated obligations, and then utilize
the “law by analogy.” Thereafter, he should move to succeeding tiers and determine their applicability. Finally,
after considering the application of the regimes found within each of the four tiers, the JA must realize that as the
operation changes, the potential application of the regulation within each of the four tiers must be constantly

reassessed.
VIII. SOURCES OF LAW*

A. Fundamental Human Rights

1. Fundamental buman rights are CIL based rights, obligatory in nature, and therefore binding on the
conduct of state actors at all times. These protections represent the evolution of natural or universal law recognized
and commented upon by leaders and scholars for thousands of years.* The principle behind this body of law is that
these laws are so fundamental in nature that all human beings are entitled to receive recognition and respect of them

when in the hands of state actors.

2. Besides applying to all people, the most critical aspect of these rights is that they are said to be non-
derogable, that is, they cannot be suspended under any circumstances. As the “minimum yardstick™ of protections
to which all persons are entitled, this baseline tier of protections never changes. For an extensive discussion of the
United States position on the scope and nature of fundamental human rights obligations, see the Human Rights

Chapter of this Handbook.

B. Host Nation Law

1. After considering the type of baseline protections represented by fundamental human rights law, the
military leader must be advised in regard to the other bodies of law that he should integrate into his planning and
execution phases. This leads to consideration of host nation law. Because of the nature of most non-armed conflict
missions, JAs must understand the technical and pragmatic significance of host nation law within the area of

Unified Task Force (UNITAF) conducted narrowly prescribed relief operations from December 9, 1992 to May 4, 1993. On May 4, 1993,
UNITAF terminated operations and responsibility for the operation was passed to the United Nations in Somalia (UNOSOM). In March and June
of 1993, the United Nations passed resolutions 814 and 837, respectively. These two resolutions dramatically enlarged the scope of the United

Nations Operation in Somalia (UNOSOM).
%0 See John Pomfret, Perry Says NATO Will Not Serve As “Police Force” in Bosnia Mission, WASH. POST, Jan. 4, 1996, at D-1. See also Office
of Assistant Secretary of Defense (Public Affairs), Operation Joint Endeavor Fact Sheet, Dec. 7, 1995), available at

http://www.dtic/bosnia/fs/bos-004.htm] (reporting that the “IFOR will not act as a police force,” but noting that IFOR will have authority to
detain any persons who interfere with the IFOR mission or those individuals indicted for war crimes, although they “will not track them down”).

*! Similar sources are (1) the justifications that the President or his cabinet members provide to Congress for the use of force or deployment of
troops and (2) the communications made between the United States and the countries involved in the operation (to include the state where the
operation is to occur).

* Regional organizations such as North Atlantic Treaty Organization (NATO), Organization of American States (OAS), and the Organization of
African Unity (OAU).

3 For greater detail see Major Richard M. Whitaker, Civilian Protection Law in Military Operations: An Essay, ARMY LAW., Nov. 1996.

* See RESTATEMENT (THIRD) OF THE FOREIGN RELATIONS LAW OF THE UNITED STATES, at § 701, cmt. [hereinafter Restatement].

* The International Court of Justice chose this language when explaining its view of the expanded application of the type of protections afforded
by article 3, common to the four Geneva Conventions. See Nicar. v. U.S., 1986 1.C.J. 14 (June 27), reprinted in 25 L LM. 1023, 1073.
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operations. Although in theory understanding the application of host nation law during military operations is
perhaps the simplest component, in practice it is perhaps the most difficult.

2. Judge Advocates must recognize the difference between understanding the technical applicability of
host nation law, and the application of that law to control the conduct of U.S. forces during the course of operations.
In short, the significance of this law declines in proportion to the movement of the operation toward the
characterization of “conflict.” Judge Advocates should understand that U.S. forces enter other nations with a legal
status that exists anywhere along a notional legal spectrum. The right end of that spectrum is represented by
invasion followed by occupation. The left end of the spectrum is represented by tourism.*

3. When the entrance can be described as invasion, the legal obligations and privileges of the invading
force are based upon the list of straightforward rules found within the LOW. As the analysis moves to the left end
of the spectrum and the entrance begins to look more like tourism, host nation law becomes increasingly important,
and applies absolutely at the far end of the spectrum. For example, the permissive entry of the 10th Mountain
Division into Haiti to execute OPERATION UPHOLD DEMOCRACY, probably represents the mid-point along the
foregoing spectrum. Although the force entered with permission, it was not the welcomed guest of the de facto
government. Accordingly, early decisions regarding the type of things that could be done to maintain order*’ had to
be analyzed in terms of the coalition force’s legal right to intervene in the matters of a sovereign state, based in part
on host nation law.*

4. The weapons search and confiscation policy instituted during the course of OPERATION UPHOLD
DEMOCRACY is a clear example of this type of deference to host nation law.* The coalition forces adopted an
approach that demonstrated great deference for the Haitian Constitution’s guarantee to each Haitian citizen the right
to “armed self-defense, within the bounds of his domicile.”®

5. It is important to note that Public International Law assumes a default setting.” The classical rule
provides that “it is well settled that a foreign army permitted to march through a friendly country, or to be stationed
in it, by permission of its government or sovereign, is exempt from the civil and criminal jurisdiction of that place.”*
However, the modem rule, is that in the absence of some type of immunity, forces that find themselves in another
pation’s territory must comply with that nation’s law.” This makes the circumstances that move military forces
away from this default setting of extreme importance. Historically, military commentators have stated that U.S.
forces are immune from host nation laws in any one of three possible scenarios:*

% In essence, stability operations frequently place our military forces in 2 law enforcement type role. Yet, they must execute this role without the
immunity from local law that traditional armed conflict grants. In fact, in many cases, their authority may be analogous to the authority of United
States law enforcement officers in the territory of another state. “When operating within another state’s territory, it is well settled that law
enforcement officers of the United States may exercise their functions only (a) with the consent of the other state ... and (b) if in compliance with
the laws of the other state....” See RESTATEMENT, supra note 8, at §§ 433 and 441.

%7 United Nations Security Council Resolution 940 mandated the use of “all necessary means” to “establish a secure and stable environment.”
Yet even this frequently cited source of authority was balanced with host nation law. See CENTER FOR LAW AND MILITARY OPERATIONS, THE
JUDGE ADVOCATE GENERAL’S SCHOOL, U.S. ARMY, LAW AND MILITARY OPERATIONS IN HATITI, 1994-1995 - LESSONS LEARNED FOR JUDGE
ADVOCATES 76 (1995) [hereinafter CLAMO HAITI REPORT].

* Id.at77. Task Force lawyers advised the military leadership that since President Aristide (as well as Lieutenant General Cedras - the de facto
leader) had consented to the entry, “Haitian law would seem to bear” upon coalition force treatment of Haitian civilians.

¥ See OPERATION UPHOLD DEMOCRACY, 10th Mountain Division, Office of the Staff Judge Advocate Multinational Force Haiti After-
Action Report 7-9 (March 1995) at 108 [hereinafter 10th Mountain AAR].

“ HAITI CONST. art. 268-1 (1987).

' See U.S. DEP’T OF ARMY, PAM. 27-161-1, LAW OF PEACE, VOL. 1, para. 8-23 (1 Sept. 1979) at 11-1, [hereinafter DA Pam 27-161-1] for a
good explanation of an armed forces’ legal status while in a foreign nation.

“ Coleman v. Tennessee, 97 U.S. 509, 515 (1878).

“ Classical commentaries describe the international immunity of armed forces abroad “as recognized by all civilized nations.” GERHARD VON
GLAHN, LAW AMONG NATIONS 238 (1992) at 225-6 [hereinaﬁer von Glahn]. See also WILLIAM W. BISHOP, JR. INTERNATIONAL LAW CASES
AND MATERIALS 659-61 (3d ed. 1962) [hereinafter Bishop]. This doctrine was referred to as the Law of the Flag, meaning that the entering force
took its law with its flag and claimed immunity from host nation law. Contemporary commentators, including military scholars, recognize the
jurisdictional friction between an armed force that enters the territory of another state and the host state. This friction is present even where the
entry occurs with the tacit approval of the host state. Accordingly, the United States and most modern powers no longer rely upon the Law of the
Flag, except as to armed conflict. DA PAM 27-161-1, supra note 40,at 11-1.

* Richard M. Whitaker, Environmental Aspects of Overseas Operations, ARMY LAW., Apr. 1995, at 31 [hereinafter Whitaker].
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a. Immunity is granted in whole or part by international agreement;
b. United States forces engage in combat with national forces; or

c. United States forces enter under the auspices of a United Nations sanctioned security enforcement
mission.

6. The exception represented by the first scenario is well recognized and the least problematic form of
immunity. Yet, most status of forces and stationing agreements deal with granting members of the force immunity
from host nation criminal and civil jurisdiction. Although this type of immunity is important, it is not the variety of
immunity that is the subject of this section. Our discussion revolves around the grant of immumity to the
intervention (or sending) force nation itself. This form of immunity benefits the nation directly,” providing it with
immunity from laws that protect host nation civilians. For example, under what conditions can commanders of U.S.
forces, deployed to the territory of another nation, disregard the due process protections afforded by the host nation
law to its own citizens?

7. Although not as common as a status of forces agreement, the United States has entered into other forms
of jurisdictional arrangements. In fact the Carter-Jonassaint Agreement* is an example of such an agreement. The
agreement demonstrated deference for the Haitian government by conditioning its acceptance upon the
government’s approval. It further demonstrated deference by providing that all multi-national force activities would
be coordinated with the “Haitian military high command.” This required a number of additional agreements,
arrangements, and understandings to define the extent of host nation law application in regard to specific events and
activities.

8. The exception represented by the second scenario is probably the most obvious. When engaged in
traditional armed conflict with another national power, military forces care little about the domestic law of that
nation. For example, during the initial phase of OPERATION IRAQI FREEDOM, the coalition invasion force did
not bother to stop at Iraqi traffic lights. The domestic law of Iraq did not bind the invasion force.*” This exception is
based on the classical application of the Law of the Flag theory.

9. The Law of the Flag has two prongs. The first prong is referred to as the combat exception, is described
above, and is exemplified by the lawful disregard for host nation law exercised during such military operations as
OPERATION IRAQI FREEDOM. This prong is still in favor and represents the state of the law.*® The second
prong is referred to as the consent exception, described by the excerpt from the United States Supreme Court in
Coleman v. Tennessee® quoted above, and is exemplified by situations that range from the consensual stationing of
National Treaty Alliance Organization (NATO) forces in Germany to the permissive entry of multi-national forces
in Haiti. The entire range of operations within the consent prong no longer enjoys universal recognition.*

10. To understand the contemporary status of the Law of the Flag’s consent prong, it is helpful to look at
the various types of operations that fall within its traditional range. At the far end of this range are those operations
that no longer benefit from the theory’s grant of immunity. For instance, in nations where military forces have
entered based upon true invitations, and it is clear that the relationship between nations is both mature and normal,*
there is no automatic immunity based upon the permissive nature of the entrance and continued presence. It is to
this extent that the consent prong of the Law of the Flag theory is in disfavor. In these types of situations, the host

“ As opposed to the indirect benefit a sending nation gains from shielding the members of its force from host nation criminal and civil
Jjurisdiction.
* The entry agreement for OPERATION UPHOLD DEMOCRACY, reprinted in CLAMO HAITI REPORT, at 182-83.

7 This rule is modified to a small degree once the invasion phase ends and formal occupation begins. An occupant does have an obligation to
apply the laws of the occupied territory to the extent that they do not constitute a threat to its security. See Geneva Convention Relative to the
Protection of Civilian Persons in Time of War, 12 August 1949, 6 U.S.T. 3516, arts. 64-78.

* See L. OPPENHEIM, INTERNATIONAL LAW, VOL. II, DISPUTES, WAR AND NEUTRALITY 520 (7th ed., H. Lauterpacht, 1955) [hereinafter
Oppenheim]. “In carrying out [the administration of occupied territory], the occupant is totally independent of the constitution and the laws of
the territory, since occupation is an aim of warfare and the maintenance and safety of his forces and the purpose of the war, stand in the

foreground of his interests....”
* 97U.8. 509, 515 (1878).
0 See DA PAM 27-161-1, supra note 40, at 11-1,

%! Normal in the sense that some internal problem has not necessitated the entrance of the second nation’s military forces.
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pation gives up the right to have its laws complied with only to the extent that it does so in an international
agreement (some type of SOFA).

11. On the other end of this range are operations that enjoy, at a minimum, a healthy argument for
immunity. A number of operational entrances into foreign states have been predicated upon invitations, but of a
different type and quality than discussed above. This type of entrance involves an absence of complete free choice
on the part of the host nation (or least the de facto government of the host nation). These scenarios are more
reminiscent of the Law of the Flag’s combat prong, as the legitimate use or threat of military force is critical to the
characterization of the entrance. In these types of operations, the application of host nation law will be closely tied
to the mission mandate and specific operational setting. The importance and discussion of these elements takes us to

the third type of exception.

12. The third exception, although based upon the United Nations Charter, is a variation of the Law of the
Flag’s combat exception.”? Operations that place a United Nations force into a hostile environment, with a mission
that places it at odds with the de facto government may trigger this exception. The key to this exception is the
mission mandate. If the mandate requires the force to perform mission tasks that are entirely inconsistent with
compliance with host nation law then, to the extent of the inconsistency, the force would seem immunized from that
law. This immunity is obvious when the intervention forces contemplate the combat use of air, sea, or land forces
under the provisions of the United Nations Charter,* but the same immunity is available to the extent it is necessary
when combat is not contemplated.®

13. The bottom line is that JAs should understand what events impact the immunity of their force from
host nation laws. In addition, military practitioners should contact the unified or major command to determine the
Department of Defense’s position regarding the application of host nation law. They must be sensitive to the fact
that the decisions, which impact these issues, are made at the interagency level.

C. Conventional Law

This group of protections is perhaps the most familiar to practitioners and contains the protections that are
bestowed by virtue of international law conventions. This source of law may be characterized as the “hard law” that
must be triggered by some event, circumstance, or status in order to bestow protection upon any particular class of
persons. Examples include the LOW treaties (triggered by armed conflict), the Refugee Convention and its
Protocol, weapons/arms treaties, and bi-lateral or multi-lateral treaties with the host nation. Judge Advocates must
determine what conventions, if any, are triggered by the current operation. Often when treaties have not been
legally “triggered,” they can still provide very useful guidance when fashioning law by analogy.

D. Law By Analogy*

1. If the primary body of law intended to guide during military operations (the LOW) is not triggered, the
JA must turn to other sources of law to craft resolutions to issues during such operations. This absence of regulation
creates a vacuum that is not easily filled. As indicated earlier, fundamental human rights law serves as the
foundation for some resolutions. However, because of the ill-defined nature of imperatives that come from that law,
JAs need a mechanism to employ to provide the command with “specific” legal guidance in the absence of
controlling “specifics.”

2. The license and mandate for utilizing non-binding sources of authority to fill this legal vacuum is
established by the Department of Defense’s Law of War Program Directive (DoD Directive 2311.01E).* This

52 Whitaker, supra note 43, atn. 35.

%3 UN Charter art. 42.

4 See S.C. Res. 940, U.N. Doc. S/RES/940 available at hitp://www.un.org/Docs/scres/1994/scres94.htm.; and S.C. Res. 1031, U.N. Doc.
S/RES/1031 available at http://www.un.org/Docs/scres/1995/scres95.htm. . Resolution 940 mandated the muiti-national force, led by the United
States, to enter Haiti and use all necessary means to force Cedras’ departure, return President Aristide to power, and to establish a secure and
stable environment. The force was obligated to comply with the protective guarantees that Haitian Law provided for its citizens only to the extent
that such compliance would not disrupt the accomplishment of these mission imperatives.

* Some might argue that due to potential changes in how U.S. forces apply the Law of War as a result of DoDD 2311.01E, that this section is
duplicative and/or confusing. However, DoDD 2311.01E is new, and exactly how it will be applied in practice remains to be seen. Accordingly,
it was decided to leave this section in the 2008 Operational Law Handbook. However, this chapter, and particularly this section, must be read in
light of DoDD 2311.01E. )
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authority directs the armed forces of the United States to apply the LOW during all armed conflicts, no matter how
characterized, and in all other military operations. Because of the nature of non-armed conflict operations, sources
of law relied upon to resolve various issues extend beyond the LOW. These sources include, but are not limited to,
tenants and principles from the LOW, United States statutory and regulatory law, and peacetime treaties. The fit is
not always exact, but more often than not, a disciplined review of the international conventional and customary law
or any number of bodies of domestic law will provide rules that, with moderate adjustment, serve well.

3. Among the most important rules of applying law by analogy is the enduring importance of the mission
statement. Because these rules are crafted to assist the military leader in the accomplishment of his mission, their
application and revision must be executed with the mission statement in mind. Judge Advocates must not permit
rules, promulgated to lend order to mission accomplishment, become missions in and of themselves. There are
many ways to comply with domestic, international, and moral laws, while not depriving the leader of the tools he
must have to accomplish his mission.

4. The logical start point for this “law by analogy” process is the LOW. For example, when dealing with
treatment of civilians, a logical starting point is the LOW treaty devoted exclusively to the protection of civilians —
the fourth Geneva Convention. This treaty provides many detailed rules for the treatment of civilians during periods
of occupation, rules that can be relied upon, with necessary modification, by JAs to develop treatment policies and
procedures. Protocol I, with its definition of when civilians lose protected status (by taking active part in hostilities),
may be useful in developing classification of “hostile” versus “non-hostile” civilians. If civilians who pose a threat
to the force must be detained, it is equally logical to look to the Prisoner of War Convention as a source for analogy.
Finally, with regard to procedures for ensuring no detention is considered arbitrary, the Manual for Courts-Martial is
an excellent source of analogy for basic due process type procedures.

5. Obviously, the listing of sources is not exclusive. Judge Advocates should turn to any logical source of
authority that resolves the issue, keeps the command in constant compliance with basic human rights obligations,
and makes good common sense. These sources may often include not only the LOW and domestic law, but also
non-binding human rights treaty provisions, and host nation law. The imperative is that JAs ensure that any policy-
based application of non-binding authority is clearly understood by the command, and properly articulated to those
questioning U.S. policies. Both JAs and those benefiting from legal advice must always remember that “law by
analogy” is not binding law, and should not regard it as such.

% DoDD 2311.01E is complimented by CJCSI 5810C which specifies reporting requirements for law of war violations and defines the law of
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APPENDIX A
DISPLACED PERSONS

I. TREATMENT OF DISPLACED PERSONS.

A, If a displaced person qualifies for “refugee status™ under U.S. interpretation of international law, the U.S.
generally must provide such refugees with same treatment provided to aliens and in many instances to a nation’s
own nationals. The most basic of these protections is the right to be shielded from danger.

1. Refugee Defined. Any Person:
a. who has a well-founded fear of being persecuted for reasons of race, religion, nationality, social
group, religion, or political association;

b. who is outside the nation of his nationality, and, according to United States interpretation of
international law (United States v. Haitian Centers Council, Inc., 113 S. Ct. 2549 (1993)) presents him or herself at
the borders of United States territory, and

c. is without the protection of his own nation, either because:
(1) that nation is unable to provide protection, or
(2) the person is unable to seek the protection, due to the well-founded fear described above.

(3) Harsh conditions, general strife, or adverse economic conditions are not considered
“persecution.” Individuals fleeing such conditions do not fall within the category of refugee.
B. Main Sources Of Law:

1. 1951 Convention Relating to the Status of Refugees (RC). The RC bestows refugee status/protection on
pre-1951 refugees.

2. 1967 Protocol Relating to the Status of Refugees (RP). The RP bestows refugee status/protections on
post-1951 refugees.

a. Adopts same language as 1951 Convention.
b. U.S. is a party (110 ratifying nations).
3. 1980 Refugee Act (8 USC §1101). Because the RP was not self-executing, this legislation was intended
to conform U.S. law to the 1967 RP.
a. Applies only to displaced persons who present themselves at U.S. borders

b. This interpretation was challenged by advocates for Haitian refugees interdicted on the high seas
pursuant to Executive Order. They asserted that the international principle of “non-refoulment” (non-return) applied
to refugees once they crossed an international border, and not only after they entered the territory of the U.S.

c. The U.S. Supreme Court ratified the government interpretation of “non-refoulment” in United
States v. Sale. This case held that the RP does not prohibit the practice of rejection of refugees at our borders. (This
holding is inconsistent with the position of the UNHCR, which considers the RP to prohibit “refoulment” once a
refugee crosses any international border).
4. Immigration and Nationality Act (8 USC §1253).

a. Prohibits Attorney General from deporting or returning aliens to countries that would pose a threat
to them based upon race, religion, nationality, membership in a particular social group, or because of a particular
political opinion held.

b. Does not limit U.S. authority outside of the U.S. (Foley Doctrine on Extraterritoriality of U.S. law).
5. Migration and Refugee Assistance Act of 1962 (22 § USC §2601).

a. Qualifies refugees for U.S. assistance.
b. Application conditioned upon positive contribution to the foreign policy interests of U.S.
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C. Return/Expulsion Rule. These rules apply only to individuals who qualify as refugees:

1. No Return Rule (RP art. 33). Parties may not return a refugee to a territory where his life or freedom
would be threatened on account of his race, religion, nationality, social group, or political opinion.

2. No Expulsion Rule (RP arts. 32 & 33). Parties may not expel a refugee in absence of proper grounds
and without due process of law.

3. According to the Supreme Court, these prohibitions are triggered only after an individual crosses a U.S.
border. This is the critical distinction between the U.S. and UNHCR interpretation of the RP which creates the
imperative that refugees be intercepted on the high seas and detained outside the U.S.

D. Freedoms And Rights. Generally, these rights bestow (1) better treatment than aliens receive, and (2)
attach upon the entry of the refugee into the territory of the party.

1. Freedom of Religion (equal to nationals).
. Freedom to Acquire, Own, and Convey Property (equal to aliens).
. Freedom of Association (equal to nationals).
. Freedom of Movement (equal to aliens).
. Access to Courts (equal to nationals).
. Right to Employment (equal to nationals with limitations).
. Right to Housing (equal to aliens).
. Public Education (equal to nationals for elementary education).
. Right to Social Security Benefits (equal to nationals).
10. Right to Expedited Naturalization.
E. Detainment (See DETAINMENT above).
1. U.S. policy relative to Cuban and Haitian Displaced Persons was to divert and detain.

2. General Principles of International Law forbid “prolonged & arbitrary” detention (detention that
preserves national security is not arbitrary).

3. No statutory limit to the length of time for detention (4 years held not an abuse of discretion).

=2 N - SR N N ]

4. Basic Human Rights apply to detained or “rescued” displaced persons.

F. Political Asylum. Protection and sanctuary granted by a nation within its borders or on the seas, because of
persecution or fear of persecution as a result of race, religion, nationality, social group, or political opinion.

G. Temporary Refuge. Protection given for humanitarian reasons to a national of any country under
conditions of urgency in order to secure life or safety of the requester against imminent danger. NEITHER
POLITICAL ASYLUM NOR TEMPORARY REFUGE IS A CUSTOMARY LAW RIGHT. A number of plaintiffs
have attempted to assert the right to enjoy international temporary refuge has become an absolute right under CIL.
The federal courts have routinely disagreed. Consistent with this view, Congress intentionally left this type of relief
out of the 1980 Refugee Act.

1. U.S. Policy.
a. Political Asylum.

(1) The U.S. shall give foreign nationals full opportunity to have their requests
considered on their merits.

(2) Those seeking asylum shall not be surrendered to a foreign jurisdiction except as
directed by the Service Secretary.

(3) These rules apply whether the requester is a national of the country wherein the
request was made or from a third nation.
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(4) The request must be coordinated with the host nation, through the appropriate
American Embassy or Consulate.
(5) This means that U.S. military personnel are never authorized to grant asylum.

b. Temporary Refuge. The U.S,, in appropriate cases, shall grant refuge in foreign countries or on the
high seas of any country. This is the most the U.S. military should ever bestow.

H. Impact Of Where Candidate Is Located.
1. In Territories Under Exclusive U.S. Control and On High Seas:
a.’ Applicants will be received in U.S. facilities or on aboard U.S. vessels.
b. Applicants will be afforded every reasonable protection.
c. Refuge will end only if directed by higher authority (i.e., the Service Secretary).

d. Military personnel may not grant asylum.

e. Arrangements should be made to transfer the applicant to the Immigration and Naturalization
Service ASAP. Transfers don’t require Service approval (local approval).

f. Allrequests must be forwarded in accordance with paragraph 7, AR 550-1, Procedures for Handling
Requests for Political Asylum and Temporary Refuge (21 June 2004) [hereinafter AR 550-1].

g. Inquiries from foreign authorities will be met by the senior Army official present with the response
that the case has been referred to higher authorities.

h. No information relative to an asylum issue will be released to public, without HQDA approval.
(1) IAW AR 550-1, immediately report all requests for political asylum/temporary refuge” to the

Army Operations Center (AOC) at armywtch@hqda-aoc.army.pentagon.mil (NIPR) or
armywtch@hgqda.army.smil.mil (SIPR).

(2) The report will contain the information contained in AR 550-1.
(3) The report will not be delayed while gathering additional information
(4) Contact International and Operational Law Division, Army OTJAG (or service equivalent).
The AOC immediately turns around and contacts the service TJAG for legal advice.
2. In Foreign Territories:

a. All requests for either political asylum or temporary refuge will be treated as requests for temporary
refuge.

b. The senior Army officer may grant refuge if he feels the elements are met: If individual is being
pursued or is in imminent danger of death or serious bodily injury.

c. If possible, applicants will be directed to apply in person at U.S. Embassy.

d. IAW AR 550-1, reporting requirements also apply.

DURING THE APPLICATION PROCESS AND REFUGE PERIOD THE REFUGEE WILL BE PROTECTED.
REFUGE WILL END ONLY WHEN DIRECTED BY HIGHER AUTHORITY.
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CHAPTER 5

RULES OF ENGAGEMENT

REFERENCE

JOINT CHIEFS OF STAFF, INSTR. 3121.01B, STANDING RULES OF ENGAGEMENT/STANDING RULES FOR THE USE
OF FORCE FOR U.S. FORCES (13 June 2005).

I. INTRODUCTION

A. Rules of Engagement (ROE) are the primary tools for regulating the use of force, making them a
comerstone of the Operational Law discipline. The legal factors that provide the foundation for ROE, including
customary and conventional law principles regarding the right of self-defense and the laws of war, are varied and
conmplex. However, they do not stand alone; non-legal issues, such as political objectives and military mission
limitations, also are essential to the construction and application of ROE. As a result of this multidisciplinary reach,
Judge Advocates (JA) participate significantly in the preparation, dissemination and training of ROE. Although JAs
play an important role, ROE ultimately are the commander’s rules that must be implemented by the Soldier, Sailor,
Airman, or Marine who executes the mission.

B. To ensure that ROE are versatile, understandable, easily executable, and legally and tactically sound, JAs
and operators alike must understand the full breadth of policy, legal, and mission concerns that the ROE embrace,
and collaborate closely in their development, training, and implementation. Judge Advocates must become familiar
with mission and operational concepts, force and weapons systems capabilities and constraints, Warfighting
Functions (WF), and the Military Decision Making Process (MDMP) or Joint Operations Planning and Execution
System (JOPES). Operators must familiarize themselves with the international and domestic legal limitations on the
use of force and the laws of armed conflict. Above all, JAs and operators must talk the same language to provide

effective ROE to the fighting forces.

C. This chapter will provide an overview of basic ROE concepts. In addition, it will survey Chairman of the
Joint Chiefs of Staff Instruction (CJCSI) 3121.01B, Standing Rules of Engagement/Standing Rules for the Use of
Force for U.S. Forces, and review the JA’s role in the ROE process. Finally, this chapter will provide unclassified
extracts from the Standing Rules of Engagement (SROE) and specific operations in order to highlight critical issues
and demonstrate effective implementation of ROE.

NOTE: This chapter is NOT intended to be a substitute for the SROE. The SROE are classified SECRET, and
important concepts within it may not be reproduced here. The operational lawyer should ensure that he or she has
ready access to the SROE publication. Once gaining that access, the operational lawyer should read it from cover to
cover until he or she knows it. Judge Advocates play an important role in the ROE process because we are experts
in ROE, but you cannot be an expert unless you read and understand the SROE.

II. OVERVIEW
A, Definition of ROE. Joint Pub 1-02, Dictionary of Military and Associated Terms:

ROE are directives issued by competent military authority that delineate the circumstances and
limitations under which U.S. [naval, ground, and air] forces will initiate and/or continue combat
engagement with other forces encountered.

B. Purposes of ROE. As a practical matter, ROE perform three functions: (1) provide guidance from the
President and Secretary of Defense (SECDEF), as well as subordinate commanders, to deployed units on the use of
force; (2) act as a control mechanism for the transition from peacetime to combat operations (war); and (3) provide a
mechanism to facilitate planning. ROE provide a framework that encompasses national policy goals, mission
requirements, and the rule of law.

1. Political Purposes. ROE ensure that national policies and objectives are reflected in the actions of
commanders in the field, particularly under circumstances in which communication with higher authority is not
possible. For example, in reflecting national political and diplomatic purposes, ROE may restrict the engagement of
certain targets, or the use of particular weapons systems, out of a desire to tilt world opinion in a particular direction,
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place a positive limit on the escalation of hostilities, or not antagonize the enemy. Falling within the array of
political concerns are such issues as the influence of international public opinion (particularly how it is affected by
media coverage of a specific operation), the effect of host country law, and the content of status of forces
agreements (SOFA) with the United States.

2. Military Purposes. ROE provide parameters within which the commander must operate to accomplish
his or her assigned mission:

a. ROE provide a ceiling on operations and ensure that U.S. actions do not frigger undesired
escalation, i.e., forcing a potential opponent into a “self-defense” response.

b. ROE may regulate a commander’s capability to influence a military action by granting or
withholding the authority to use particular weapons systems, or by vesting or restricting authority to use certain
types of weapons or tactics.

c. ROE may also reemphasize the scope of a mission. Units deployed overseas for training exercises
may be limited to use of force only in self-defense, reinforcing the training rather than combat nature of the mission.

3. Legal Purposes. ROE provide restraints on a commander’s actions, consistent with both domestic and
international law, and may, under certain circumstances, impose greater restrictions than those required by the law.
For many missions, particularly peace operations, the mission is stated in a document such as a UN Security Council
Resolution (UNSCRY), e.g., UNSCR 940 in Haiti or UNSCR 1031 in Bosnia. These Security Council Resolutions
also detail the scope of force authorized to accomplish the purpose stated therein. Mission limits or constraints may
also be contained in mission warning or execute orders. Accordingly, commanders must be intimately familiar with
the legal basis for their mission. Commanders also may issue ROE to reinforce principles of the law of war (LOW),
such as prohibitions on the destruction of religious or cultural property or minimization of injury to civilians and
civilian property.

III. CJCS STANDING RULES OF ENGAGEMENT

A. Overview. The new SROE went into effect on 13 June 2005, the result of a review and revision of the
previous 2000 and 1994 editions. They provide implementation guidance on the inherent right of self-defense and
the application of force for mission accomplishment. They are designed to provide a common template for
development and implementation of ROE for the full range of operations, from peace to war.

B. Applicability. Outside U.S. territory, the SROE apply to all military operations and contingencies. Within
U.S. territory, the SROE apply to air and maritime homeland defense missions. Included in the new SROE are
Standing Rules for the Use of Force (SRUF), which apply to civil support missions as well as land homeland
defense missions within U.S. territory and DoD personnel performing law enforcement functions at all DoD
installations. The SRUF cancels CJCSI 3121.02, Rules on the Use of Force by DoD Personnel Providing Support to
Law Enforcement Agencies Conducting Counterdrug Operations in the United States, and the domestic civil
disturbance ROE found in Operation Garden Plot. The SRUF also supersedes DoD Directive 5210.56, Use of
Deadly Force and the Carrying of Firearms by DoD Personnel Engaged in Law Enforcement and Security Duties.!

C. Responsibility. The SECDEF approves the SROE and, through the JCS, may issue theater, mission, or
operation specific ROE. The J3 is responsible for SROE maintenance. Subordinate commanders are free to issue
theater, mission, or operation ROE, but must notify the SECDEF if SECDEF-approved ROE are restricted.

D. Purpose. The purpose is twofold: (1) provide implementation guidance on the application of force for
mission accomplishment, and (2) ensure the proper exercise of the inherent right of self-defense. The SROE outline
the parameters of the inherent right of self-defense in Enclosure A. The rest of the document establishes rules and
procedures for implementing supplemental ROE. These supplemental ROE apply only to mission accomplishment
and do not limit a commander’s use of force in self-defense.?

! For further information regarding SRUF, see CJCSI 3121.01E, Enclosures L-Q, and the Domestic Operations Handbook, available at
www.jagenet.army.mil/clamo.

2 Supplemental measures may be used to limit individual self-defense by members of their unit, when in the context of exercising the right and
obligation of unit self-defense.
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E. The SROE are divided as follows:

1. Enclosure A (Standing Rules of Engagement). This unclassified enclosure details the general purpose,
intent, and scope of the SROE, emphasizing a commander’s right and obligation to use force in self-defense.
Critical principles, such as unit, individual, national, and collective self-defense, hostile act and intent, and the
determination to declare forces hostile are addressed as foundational elements of all ROE. [NOTE: The
unclassified portion of the SROE, including Enclosure A without its appendices, is reprinted as Appendix A to this
Chapter.]

2. Key Definitions/Issues. The 2005 SROE refined the definitions section, combining the definitions of
“unit” and “individual” self-defense into the more general definition of “Inherent right of self-defense” to make
clear that individual self-defense is not absolute. Note, however, that if the ROE are made restrictive, the SECDEF

must be notified.

a. Self-Defense. The SROE do not limit a commander’s inherent authority and obligation to use
all necessary means available and to take all appropriate action in self-defense of the commander’s unit and
other U.S. forces in the vicinity.

(1) Inherent Right of Self-Defense. Unit commanders always retain the inherent right and
obligation to exercise unit self-defense in response to a hostile act or demonstrated hostile intent. Unless otherwise
directed by a unit commander as detailed below, military members may exercise individual self-defense in response
to a hostile act or demonstrated hostile intent. When individuals are assigned and acting as part of a unit, individual
self-defense should be considered a subset of unit self-defense. As such, unit commanders may limit individual self-
defense by members of their unit. Both unit and individual self-defense includes defense of other U.S. military
forces in the vicinity.

(2) National Self-Defense. The act of defending the United States, U.S. forces, U.S. citizens and
their property (in certain circumstances), and U.S. commercial assets from a hostile act, demonstrated hostile intent,
or declared hostile force.

(3) Collective Self-Defense. The act of defending designated non-U.S. citizens, forces, property,
and interests from a hostile act or demonstrated hostile intent. Only the PRESIDENT OR SECDEF may authorize
the exercise of collective self-defense. Collective self-defense is generally implemented during combined
operations.

(4) Mission Accomplishment v. Self-Defense. The SROE distinguish between the right and
obligation of self-defense, and the use of force for the accomplishment of an assigned mission. Authority to use
force in mission accomplishment may be limited in light of political, military, or legal concerns, but such limitations
have NO impact on a commander’s right and obligation of self-defense. Further, although commanders may limit
individual self-defense,’ commanders will always retain the inherent right and obligation to exercise unit self-
defense. However, JAs must be aware that the line between action for mission accomplishment and action in self-
defense is not always clear. Distinctions between mission, accomplishment, and self-defense, and between
offensive and defensive operations, may vary based on the level of command, array of forces, and circumstances on

the ground.

b. Declared Hostile Force (DHF). Any civilian, paramilitary, or military force, or terrorist that has
been declared hostile by appropriate U.S. authority. Once a force is declared to be “hostile,” U.S. units may engage
it without observing a hostile act or demonstration of hostile intent; i.e., the basis for engagement shifts from
conduct to status. Once a force or individual is identified as a DHF, the force or individual may be engaged, unless
surrendering or kors de combat due to sickness or wounds. The authority to declare a force hostile is limited, and
may be found at Appendix A to Enclosure A, paragraph 3 of the SROE.

c. Hostile Act. An attack or other use of force against the United States, U.S. forces, or other
designated persons or property. It also includes force used directly to preclude or impede the mission and/or duties
of U.S. forces, including the recovery of U.S. personnel or vital U.S. government property.

> When assigned and acting as part of a unit, and in the context of unit self-defense. See para. IILE.2.(a).(1).
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d. Hostile Intent. The threat of imminent use of force against the United States, U.S. forces, or other
designated persons or property. It also includes the threat of force to preclude or impede the mission and/or duties
of U.S. forces, including the recovery of U.S. personnel or vital U.S. government property.

e. Imminent Use of Force. The determination of whether the use of force against U.S. forces is
imminent will be based on an assessment of all facts and circumstances known to U.S. forces at the time and may be
made at any level. Imminent does not necessarily mean immediate or instantaneous.

3. Actions in Self-Defense. Upon commission of a hostile act or demonstration of hostile intent, all
necessary means available and all appropriate actions may be used in self-defense. If time and circumstances
permit, forces should attempt to deescalate the situation. In addition, force used in self-defense should be
proportional; that is, sufficient to respond decisively. Force used may exceed that of the hostile act or hostile intent,
but the nature, duration, and scope of force should not exceed what is required to respond decisively.

4. Enclosures B-H. These classified enclosures provide general guidance on specific types of operations:
Maritime, Air, Land, Space, Information, and Noncombatant Evacuation Operations as well as Counterdrug Support
Operations Outside U.S. Territory.

5. Enclosure I (Supplemental Measures).

a. Supplemental measures found in this enclosure enable a commander to obtain or grant those
additional authorities necessary to accomplish an assigned mission. Tables of supplemental measures are divided
into those actions requiring President or SECDEF approval; those that require either President or SECDEF approval
or Combatant Commander approval; and those that are delegated to subordinate commanders (though the delegation
may be withheld by higher authority). The current SROE recognize a fundamental difference between the
supplemental measures. Measures that are reserved to the President or SECDEF or Combatant Commander are
generally permissive; that is, the particular operation, tactic, or weapon is generally restricted, and either the
President, SECDEF, or Combatant Commander implements the supplemental measure to specifically permit the
particular operation, tactic, or weapon. Contrast this with the remainder of the supplemental measures, those
delegated to subordinate commanders. These measures are all restrictive in nature; absent implementation of
supplemental measures, commanders are generally allowed to use any weapon or tactic available and to employ
reasonable force to accomplish his or her mission, without having to get permission first. Only when enacted will
these supplemental measures restrict a particular operation, tactic, or weapon. Finally, note that SUPPLEMENTAL
ROE RELATE TO MISSION ACCOMPLISHMENT, NOT TO SELF-DEFENSE, AND NEVER LIMIT A
COMMANDER'S INHERENT RIGHT AND OBLIGATION OF SELF-DEFENSE. However, as noted above,
supplemental measures may be used to limit individual self-defense.

b. Supplemental measure request and authorization formats are contained in Appendix F to
Enclosure I. Consult the formats before requesting or authorizing supplemental measures.

6. Enclosure J (Rules of Engagement Process). The current, unclassified enclosure (reprinted in
Appendix A to this chapter) provides guidelines for incorporating ROE development into military planning
processes. It introduces the ROE Planning Cell, which may be utilized during the development process. It also
names the JA as the “principal assistant” to the J3 or J5 in developing and integrating ROE into operational
planning.

7. Combatant Commanders’ Theater-Specific ROE. The SROE no longer provide a separate Enclosure for
specific ROE submitted by Combatant Commanders for use within their Area of Responsibility (AOR). Combatant
Commanders may augment the SROE as necessary by implementing supplemental measures or by submitting
supplemental measures for approval, as appropriate. Theater-specific ROE documents can be found on the
Combatant Command’s SIPR website, often within or linked to by the SJA portion of the site. For example:
CENTCOM - http://hgsweb03.centcom.smil. mil/cgi-bin/fsofiles/list_documents.asp?area=jag&pathinfo=/roe_info;
PACOM - http://www2.hq.pacom.smil.mil/j0/j06/default.asp?tab=2. If you anticipate an exercise or deployment
into any geographic Combatant Commander’s AOR, check with the Combatant Commander’s SJA for ROE
guidance.

8. Enclosures L-Q (SRUF). Much like Enclosure A does for SROE, Enclosure L sets out the basic self-
defense posture under the SRUF. Enclosures M-O provide classified guidance on Maritime Operations Within U.S.
Territory, Land Contingency and Security-Related Operations Within U.S. Territory, and Counterdrug Support
Operations Within U.S. Territory. Enclosures P and Q provide a message process for RUF, as well as RUF
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references. JAs utilizing RUF are encouraged to consult the Domestic Operational Law Handbook, Chapters 11
(Rules for the Use of Force for Federal Forces) and 12 (Rules for the Use of Force in National Guard Operations).
The 2006 version of the Domestic Operational Law Handbook was updated to incorporate the 2005 SRUF.

IV. MULTINATIONAL ROE

A. U.S. forces will often conduct operations or exercises in a multinational environment. When that occurs, the
multinational ROE will apply for mission accomplishment if authorized by SECDEF order. If not so authorized,
the CJCS SROE apply. Apparent inconsistencies between the right of self-defense contained in U.S. ROE and
multinational force ROE will be submitted through the U.S. chain of command for resolution. While final
resolution is pending, U.S. forces will continue to operate under U.S. ROE. In all cases, U.S. forces retain the
inherent right and obligation to exercise unit self-defense in response to a hostile act or demonstrated hostile intent.

B. The U.S. currently has combined ROE (CROE) with a number of nations, and is continuing to work on
CROE with additional nations. Some CROE may apply to all operations and others only to exercises. Functioning
within multinational ROE can present specific legal challenges. Each nation’s understanding of what triggers the
right to self-defense is often different, and will be applied differently across the multinational force. Each nation
will have different perspectives on the LOW, and will be party to different LOW obligations that will affect its ROE.
And ultimately, each nation is bound by its own domestic law and policy that will significantly impact its use of
force and ROE. With or without a multinational ROE, JAs must proactively coordinate with allied militaries to
minimize the impact of differing ROE.

V. ROLE OF THE JUDGE ADVOCATE

A. Judge Advocates at all levels play an important role in the ROE process. The remainder of this chapter will
discuss the four major tasks with which the JA will be confronted. Although presented as discrete tasks, they often
are interrelated and occur simultaneously.

B. Determining the current ROE.

1. Judge Advocates in operational units will typically be tasked with briefing the ROE to the commander
during the daily operational brief (at least during the first few days of the operation). In preparing this brief, the JA
will want to consult the following sources:

a. The SROE related to self-defense. The rights and obligations of commanders to defend their units
are always applicable, and bear repeating at any ROE briefing. The concepts of hostile act and hostile intent may
require additional explanation.

b. As applicable, the enclosures of the SROE that deal with the type of operation (e.g., Maritime,
Space, or Counterdrug operations).

c. Depending on the location of an operation, the Combatant Commander’s special ROE for his AOR.

d. The base-line ROE for this particular mission as provided in the OPLAN, as promulgated by
separate message, or as it exists for a particular mission (for example, the OIF ROE as promulgated by Multi-
National Corps — Iraq (MNC-I)). NOTE: ROE for OIF (MNC-I) can be found at
http://spsan.iraq.centcom.smil.mil/C15/current%20ROE/default.aspx ; ROE for OEF can be found at
http://hqsweb03.centcom.smil. mil/cgi-bin/fsofiles/list_documents.asp? Area=jag&PathInfo=/roe_info/OEF-
AFGHANISTAN%20Documents as well as on the CJTF-82 SIPRNet page.

e. Any additional ROE promulgated as the operation evolves or changes, or in response to requests for
additional ROE. This is often a challenging area for JAs. During the first few days of an operation, the ROE may
be quite fluid. Judge Advocates should ensure that any ROE message is brought to his or her immediate attention
(close liaison with the JOC Chief/TOC Battle Captain is necessary here). Judge Advocates should periodically
review the message traffic to ensure that no ROE messages were missed, and should maintain close contact with JAs
at higher levels who will be able to advise that ROE changes were made or are on the way. Adhering to the rules for
serializing ROE messages (Appendix F to Enclosure J of the SROE) will help JAs at all levels determine where the

ROE stand.

2. As the operation matures and the ROE become static, the JA will probably be relieved of the daily
briefing obligation. However, ROE should continue to be monitored, and notable changes should be brought to the
commander’s and his or her staff’s attention.
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C. Requesting Additional ROE.

1. The SROE provides that commanders af any level may request additional ROE. Commanders must look
to their mission tasking and existing ROE when determining courses of action for the mission. The commander may
decide that the existing ROE are unclear, too restrictive, or otherwise unsuitable for his or her particular mission. In
that case, he or she may request additional ROE.

2. Although the task of drafting an ROE request message (format for which will be found in Appendix F to
Enclosure I) will often be assigned to the JA, he or she cannot do it alone; there must be extensive command and
staff (especially J/G/S-3) input. The concept of an “ROE Planning Cell,” consisting of representatives from all
sections of the command, including the JA, is recognized in Enclosure J of the SROE. Such a cell should prove
ideal for the task of drafting an ROE request. The JA, who should have the best grasp of ROE in general and the
SROE in particular, will still play a significant advisory role in this process.

3. Some considerations for drafting an ROE request message.

a. Base-line ROE typically are promulgated at the Combatant Commander-level and higher, and
receive great thought. Be especially careful about requesting supplemental measures that require President or
SECDEF approval, since these items already have received significant consideration. This is not to say that there
are no circumstances for which requesting such a measure is appropriate, only that they will be relatively rare.

b. In the request message, justify why the supplemental measure is needed. As above, those at higher
headquarters who have reviewed the ROE reasonably believe that they have provided the most suitable rules. It is
your job to prove otherwise. For example, your unit may have a mission that earlier ROE planners could not have
foreseen, and that the ROE do not quite fit. If this circumstance is clearly explained, the approval authority is more

likely to approve the request.

c. Remember that the policy regarding supplemental measures is that they are generally permissive in
nature (except for those reserved to the President or SECDEF or Combatant Commander). It is not necessary to
request authority to use every weapon and tactic available at the unit level; higher headquarters will restrict their use
by an appropriate supplemental measure if that is thought to be necessary. See the discussion in Enclosure I of the
SROE for more details.

d. Maintain close contact with JAs at higher headquarters levels. Remember that ROE requests rise
through the chain of command until they reach the appropriate approval authority, but that intermediate commands
may disapprove the request. Your liaison may prove instrumental in having close cases approved, and in avoiding
lost causes. Also, JAs at higher headquarters levels may determine that your ROE request is not needed, as existing
ROE already provide the requested authority.

¢. Follow the message format. Although it may seem like form over substance, a properly formatted
message indicates to those reviewing it up the chain of command that your command (and you) know the SROE
process and should be taken seriously.

D. Disseminating ROE to Subordinate Units.

1. The process involves taking ROE that have been provided by higher authority, adding your
commander’s guidance (within the power delegated to him), and broadcasting it all to subordinate units. To
illustrate, CJCS/Joint Staff ROE, reflecting the guidance of the President or SECDEF, are generally addressed to the
Combatant Commander and Service level. The supported Combatant Commander takes those President or
SECDEF-approved measures, adds appropriate supplemental measures from the group the Combatant Commander
may approve, and addresses these to his subordinate commanders, or to a subordinate JTF, as applicable. The
subordinate commander/JTF commander will take the President/SECDEF- and Combatant Commander-approved
ROE, add any of his own, and distribute his ROE message throughout the rest of the force. To illustrate further,
suppose that a JTF commander receives the Combatant Commander’s ROE, and there is no restriction on indirect,
unobserved fire. The JTF commander, however, wants to restrict its use by his forces. The JTF ROE message to the
field, therefore, should include the addition of the appropriate supplemental measure restricting indirect, unobserved
fire. Note, however, that commanders sometimes place restrictions on the ability to modify, change, or restrict ROE
at lower levels. The SROE requires notification to the SECDETF if the ROE are made more restrictive.
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2. Accordingly, the drafting of ROE is applicable at each of these levels. As stated above, however, a JA
cannot do it alone. The ROE Planning Cell concept is also appropriate to this task. Some applicable considerations
include:

a. Avoid strategy and doctrine. ROE should not be used as a mechanism through which to convey
strategy or doctrine. The commander should express his battlefield philosophy through the battle order and
personally-communicated guidance to subordinates.

b. Avoid restating the law of war. ROE should not restate the LOW. Commanders may desire to
emphasize an aspect of the LOW that is particularly relevant to a specific operation (e.g., see DESERT STORM
ROE regarding cultural property), but they should not include an extensive discussion of the Hague Regulations and
Geneva Conventions.

¢. Avoid tactics. Tactics and ROE are complementary, not synonymous. ROE are designed to provide
boundaries and guidance on the use of force that are neither tactical control measures nor substitutes for the exercise
of the commander’s military judgment. Phase lines, control points, and other tactical control measures should not be
contained in ROE. These measures belong in the coordinating instructions. Prescribing tactics in ROE only serves
to limit flexibility.

d. Avoid safety-related restrictions. ROE should not deal with safety-related restrictions. Certain
weapons require specific safety-related, pre-operation steps. These should not be detailed in the ROE, but may
appear in the tactical or field SOP.

e. Make ROE UNDERSTANDABLE, MEMORABLE, and APPLICABLE. ROE are useful and
effective only when understood, remembered, and readily applied under stress. They are directive in nature, and
should avoid excessively qualified language. ROE must be tailored to both the unit and mission, and must be
applicable to a wide range of circumstances presented in the field. Well-formulated ROE anticipate the
circumstances of an operation and provide unambiguous guidance to a Soldier, Sailor, Airman, and Marine before
he or she confronts a threat.

3. Promulgation of ROE. ROE are often sent via formatted messages as found at Appendix F to Enclosure
J of the SROE (discussed above). Mission-specific ROE also may be promulgated at Appendix 6, Annex C, of
JOPES-formatted (joint) Operational Orders, or in Paragraph 3d (Coordinating Instructions) or Annex E (Rules of
Engagement) of Army operations orders (see FM 5-0, Army Planning and Orders Production, formerly FM 101-5,
Staff Organizations and Operations).

E. Training ROE.

1. Once the mission-specific ROE are received, the question becomes: “How can I as a JA help to ensure
that the troops understand the ROE and are able to apply the rules reflected in the ROE?” A JA canplay a
significant role in assisting in the training of individual Soldiers and the staff and leaders of the WF.

2. Itis the commander, not the JA, who is responsible for training the Soldiers assigned to the unit on the
ROE and on every other mission essential task. The commander normally turns to the staff principal for training,
the G3 or S3, to plan and coordinate all unit training. A JA’s first task may be to help the commander see the value
in organized ROE training. If the commander considers ROE training to be a “battle task,” that is, a task that a
subordinate command must accomplish in order for the command to accomplish its mission, it is more likely that
junior leaders will see the advantages of ROE training. The G3 or S3 is more likely to be willing to set aside
training time for ROE training if it can be accomplished in conjunction with other unit training. The task for the JA
is to help the commander and staff realize that ROE are not contained in a discrete subject, but one that pervades all
military operations and is best trained in conjunction with other skill training. It is only through integrated training,
where Soldiers are practicing their skills in an ROE-sensitive environment that true training on ROE issues will
occur.

3. There is little U.S. Army doctrine on specifically how to train Soldiers on the SROE or on the mission-

specific ROE. However, given that ROE are intended to be a control mechanism for operations in the field, there
can be no substitute for individual and collective training programs. Realistic, rigorous scenario- or vignette-driven
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training exercises have been much more effective than classroom instruction.* ROE training should be conducted by
the Soldier’s NCOs and officers. The Soldier will apply the ROE with his or her NCOs and officers, not with the
JA. The JA should be willing to assist in drafting realistic training, and to be present when possible to observe
training and answer questions regarding ROE application. If Soldiers at the squad and platoon level study and train
to the ROE, they will be more likely to apply them as a team in the real world.

4. Training should begin with individual discussions between Soldiers and NCOs on a one-on-one or small
group basis. Soldiers should be able to articulate the meaning of the terms “declared hostile force,” “hostile act,”
“hostile intent,” and other key ROE principles. Once each Soldier in the squad is capable of doing this, the squad
should be put through an “ROE lane,” or Situational Training Exercise (STX). The ROE training should not be
done in a vacuum. For the greatest value, the STX lane should be centered around a task that Soldiers will perform
during the mission or exercise. This involves the creation of a plausible scenario that a Soldier and his or her squad
may face related to the SROE or the relevant mission-specific ROE. Soldiers move through the lane as a squad and
confront role players acting out the scenario. For example, if the Soldiers are preparing to deploy on a peacekeeping
mission, the STX scenario may call for them to operate a roadblock or checkpoint. A group of paramilitary role
players could approach the checkpoint in a non-threatening manner. As the scenario progresses, the role players
may become more agitated and eventually they may begin shooting at the peacekeepers.

5. The primary goal in STX training is to help Soldiers recognize hostile acts and hostile intent, and the
appropriate level of force to apply in response. These concepts can usually best be taught by exposing Soldiers to
varying degrees of threats of force. For example, in some lanes, the threat may be verbal abuse only. It may then
progress to spitting, or physical attacks short of a threat to life or limb. Finally, significant threats of death or
grievous bodily harm may be incorporated, such as an attack on the Soldier with a knife or club, or with a firearm.
Although not specifically in the ROE, the Soldiers might be taught that an immediate threat of force likely to result
in death, or grievous bodily harm (such as the loss of limb or vital organs, or broken bones) is the type of hostile
intent justifying a response with deadly force. They should be taught to understand that, even where deadly force is
not authorized, they may use force short of deadly force to defend themselves and property.

6. In most military operations other than war, deadly force is not authorized to protect property that is not
mission-essential. However, some degree of force is authorized to protect property that is not mission-essential. A
lane may be established in which a role player attempts to steal some MREs. The Soldier must understand that non-
deadly force is authorized to protect the property. Moreover, if the role player suddenly threatens the Soldier with
deadly force to take the non-essential property, the Soldier should be taught that deadly force would be authorized in
response, not to prevent theft, but to defend him from the threat by the role player. Once they understand what
actions they can take to defend themselves, members of their unit, and property, the mission-specific ROE should be
consulted and trained on the issue of third party defense of others.

7. Not only should Soldiers be trained on ROE, but the staff and WF elements should be trained as well.
This can be accomplished best in Field Training Exercises (FTX) and Command Post Exercises (CPX). Priorto a
real-world deployment, ROE integration and synchronization should be conducted to ensure that all WF elements
understand the ROE and how each system will apply the rules. The JA should ensure that the planned course of
action, in terms of the application of the ROE, is consistent with the ROE.

F. Pocket Cards.

1. ROE cards are a summary or extract of mission-specific ROE. Developed as a clear, concise, and
UNCLASSIFIED distillation of the ROE, they serve as both a training and memory tool; however, ROE CARDS
ARE NOT A SUBSTITUTE FOR ACTUAL KNOWLEDGE OF THE ROE. In fact, the most effective distribution
plan for the ROE card is probably as a diploma from attending ROE training. When confronted with a crisis in the
field, the Soldier, Sailor, Airman, or Marine will not be able to consult his pocket card—he must depend upon
principles of ROE internalized during the training process. Notwithstanding that limitation, ROE cards are a
particularly useful tool when they conform to certain parameters:

a. Maintain brevity and clarity. Use short sentences and words found in the common vocabulary.
Avoid using unusual acronyms or abbreviations. Express only one idea in each sentence, communicating the idea in

* A sample ROE training package is included at part of the JAG Corps’ Standard Training Packages, located at https://jag.learn.army.mil. The
ROE Training Package consists primarily, at this time, of a Powerpoint presentation designed to fulfill only the initial and rudimentary portions
of an ROE training program. This Powerpoint presentation can and should be tailored to particular units and missions.
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an active, imperative format. Although such an approach—the classic “bullet” format—may not be possible in
every case, it should be used whenever feasible.

b. Avoid qualified language. ROE are directives, advising subordinates of the commander’s desires
and mission plan. They should, therefore, be as direct as any other order issued by the commander. However, while
qualifying language may obscure meaning, its use is often necessary to convey the proper guidance. In such a case,
the drafter should use separate sentences or subparagraphs to assure clarity of expression. At the same time, subtle
differences.in language or the organization of a card can convey a certain message or tone, or ensure that the tone set
by the card reflects the commander’s intent for the operation.

c. Tailor the cards to the audience. ROE cards are intended for the widest distribution possible.
Ultimately, they will be put in the hands of an individual Soldier, Sailor, Airman, or Marine. Be aware of the
sophistication level of the audience and draft the card accordingly. ALWAYS REMEMBER that ROE are written
for commanders, their subordinates, and the individual service member charged with executing the mission on the
ground. They are not an exercise in lawyering.

d. Keep the ROE card mission-specific. Though the commander may want to reinforce a few LOW
principles in conjunction with ROE, the purpose of the card is to remind Soldiers of mission-specific issues that are
not part of the regular ROE training plan, but are specific to this particular mission. For example, items which
normally should be on the ROE card include: (1) any forces that are declared hostile; (2) any persons or property
that should or may be protected with up to deadly force; and (3) detention issues, including circumstances
authorizing detention and the procedures to follow once someone is detained. Be aware, however, that such
information may be classified.

e. Anticipate changing rules. If the ROE change during an operation, two possible ways to
disseminate the information are: (1) change the color of the card stock used to produce the new ROE card (and
collect the old ones and destroy them); or (2) ensure every card produced has an “as of” date on it. Combined with
an aggressive training and refresher training program, this will help ensure Soldiers are operating with the current
ROE. ROE for a multi-phased operation, where the ROE are known in advance, should be published on a single
card so as to minimize confusion.

NOTE: Examples of ROE cards employed in various missions—from peacekeeping to combat—are found at
Appendix B of this chapter. These are not “go-bys” and cannot be “cut-and-pasted” for any given operation, but are
intended to provide a frame of reference for the command/operations/JA team as they develop similar tools for
specific assigned operations.

G. Escalation of Force (EOF). Currently, one of the most important topics related to ROE is the concept of
Escalation of Force (EOF). EOF is not integral to the SROE,’ and has been developed and emphasized during recent
operations, most notably in Iraq. EOF can take several different forms.

1. On one level, EOF is simply the modern variant of what used to be called “graduated force measures.”
When possible to do so without unduly endangering U.S. lives, Soldiers should attempt to use lesser means of force.

2. Properly used, EOF measures allow Soldiers more time and better information with which to make use
of force decisions. For example, the proper configuration of a Traffic Control Point will allow Soldiers to identify
approaching vehicles sooner, thus providing Soldiers more time to apply warnings (visual signs, londspeakers,
barricades, tire strips, laser pointers, laser dazzlers, warning shots, etc.). An approaching vehicle’s response to both
the physical layout of the TCP and the Soldiers’ actions can yield valuable clues as to the driver’s intent, such that
Soldiers can make more accurate determinations of whether hostile acts or hostile intent are present.

3. EOF concepts can be applied at TCPs as well as during convoy operations or dismounted patrols.
However, the development of specific TTPs for use during convoy operations or dismounted patrols is much more
challenging, as it is difficult or impossible to configure the battlespace in the manner that might be possible at a

fixed, permanent TCP.
4. EOF concepts can be incorporated into the MDMP process.

5. References. The bulk of EOF development has occurred at Multi-National Corps — Iraq, and JAs should
look to the MNC-I SIPRNet website for current information. In addition, the Center for Army Lessons Learned

3 Arguably, EOF is inherent in the principle of proportionality, while similar concepts may be referenced in Enclosure D.
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(CALL) website contains valuable lessons learned regarding EOF, including the Escalation of Force Handbook (07-
21) (draft) and the TCP Operations Handbook (06-15). EOF scenarios are currently available for Engagement Skills
Trainer 2000 (EST-2000), a video-based training system in use at many Army installations.
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CHAIRMAN OF THE JOINT
CHIEFS OF STAFF
INSTRUCTION

J-3 CIJCSI3121.01B
DISTRIBUTION: A,C, S 13 June 2005

STANDING RULES OF ENGAGEMENT/STANDING RULES FOR THE USE
OF FORCE FOR US FORCES

References: Enclosures K and Q.

1. Purpose. To provide guidance on the standing rules of engagement (SROE) and establish standing
rules for the use of force (SRUF) for DOD operations worldwide. Use of force Guidance contained in
this instruction supersedes that contained in DOD Directive 5210.56.

2. Cancellation. CJCSI3121.01A. 15 January 2000, CJCSI 3121.02, 31 May 2000 and CJCSI 3123.01B,
01 March 2002 are canceled.

3. Applicability.

a. The SROE (enclosures A through K) establish fundamental policies and procedures governing
the actions to be taken by US commanders and their forces during all military operations and
contingencies and routine Military Department functions occurring outside US territory (which includes
the 50 states, the Commonwealths of Puerto Rico and Northern Marianas, US possessions, protectorates
and territories) and outside US territorial seas. Routine Military Department functions include AT /FP
duties, but exclude law enforcement and security duties on DOD installations, and off installation while
conducting official DOD security functions, outside US territory and territorial seas. SROE also apply to
air and maritime homeland defense missions conducted within US territory or territorial seas, unless
otherwise directed by the Secretary of Defense (SecDef).

b. The SRUF (Enclosures L through Q) establish fundamental policies and procedures governing
the actions to be taken by US commanders and their forces during all DOD civil support (e.g., military
assistance to civil authorities) and routine Military Department functions (including AT / FP duties)
occurring within US territory or US territorial seas. SRUF also apply to land homeland defense missions
occurring within US territory and to DOD forces, civilians and contractors performing law enforcement
and security duties at all DOD installations (and off-installation while conducting official DOD security
functions, within or outside US territory, unless otherwise directed by the SecDef. Host nation laws and
international agreements may limit US forces' means of accomplishing their law enforcement or security

duties.

Note: The pagination
of these extracts do not 1
match the SROE.
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4. Policy. IAW Enclosures A (SROE) and L (SRUF).

5. Definitions. Definitions are contained in Joint Pub 1-02 and the enclosures. Enclosures K and G list
ROE/RUF references that provide additional specific operational guidance.

6. Responsibilities. The SecDef approves and the Chairman of the Joint Chiefs of Staff (CJICS)
promulgates SROE and SRUF for US forces. The Joint Staff, Operations Directorate (J-3), is responsible
for the maintenance of this instruction, in coordination with OSD.

a. Commanders at all levels are responsible for establishing ROE/RUF for mission
accomplishment that comply with ROE/RUF of senior commanders, the Law of Armed Conflict,
applicable international and domestic law and this instruction.

b. Standing Rules of Engagement (SROE).

(1) Self-Defense. Unit commanders always retain the inherent right and obligation to exercise
unit self-defense in response to a hostile act or demonstrated hostile intent. Unless otherwise directed by
a unit commander as detailed below, military members may exercise individual self-defense in response
to a hostile act or demonstrated hostile intent. When individuals are assigned and acting as part of a unit,
individual self-defense should be considered a subset of unit self-defense. As such, unit commanders
may limit individual self-defense by members of their unit. Both unit and individual self-defense
includes defense of other US Military forces in the vicinity.

(2) Mission Specific ROE.

(a) Supplemental measures allow commanders to tailor ROE for mission accomplishment during
the conduct of DOD operations. There are two types of supplemental measures:

1. Those supplemental measures that specify certain actions that require SecDef approval (001-
099 in Enclosure I).

2. Those supplemental measures that allow commanders to place limits on the use of force
during the conduct of certain actions (100-599 in Enclosure I). Enclosure I provides ROE supplemental
measures guidance.

(b) Supplemental measures may also be used by unit commanders to limit individual self-
defense by members of their unit, when in the context of exercising the right and obligation of unit self-
defense.

(c) Commanders at all levels may use supplemental measures to restrict SecDef-approved ROE,
when appropriate. US commanders shall notify the SecDef, through the CJCS, as soon as practicable, of
restrictions (at all levels) placed on Secretary of Defense-approved ROE/RUF. In time critical situations,
make SecDef notification concurrently to the CJCS. When concurrent notification is not possible, notify
the CJCS as soon as practicable after SecDef notification.
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(3) SROE are designed to be permissive in nature. Therefore, unless a specific weapon or tactic
requires Secretary of Defense or combatant commander approval, or unless a specific weapon or tactic is
restricted by an approved supplemental measure, commanders may use any lawful weapon or tactic
available for mission accomplishment.

¢. Standing Rules for the Use of Force (SRUF).

(1) Self-Defense. Unit commanders always retain the inherent right and obligation to exercise
unit self-defense in response to a hostile act or demonstrated hostile intent. Unless otherwise directed by
a unit commander as detailed below, military members may exercise individual self-defense in response
to a hostile act or demonstrated hostile intent. When individuals are assigned and acting as part of a unit,
individual self-defense should be considered a subset of unit self-defense. As such, unit commanders
may limit individual self-defense by members of their unit. Both unit and individual self-defense
includes defense of other US Military forces in the vicinity.

(2) Mission Specific RUF.

(a) Commanders may submit requests to the SecDef, through the CJCS, for mission- specific
RUF, as required.

(b) Commanders at all levels may restrict SecDef-approved RUF, when appropriate. US
commanders shall notify the SecDef, through the CJCS, as soon as practicable, of restrictions (at all
levels) placed on Secretary of Defense-approved ROE/RUF. In time critical situations, make SecDef
notification concurrently to the CJCS. When concurrent notification is not possible, notify the CICS as
soon as practicable after SecDef notification.

(3) Unlike SROE, specific weapons and tactics not approved within these SRUF require SecDef
approval.

7. Summary of Changes. This instruction is a comprehensive update and replacement of the existing
SROE and addresses SecDef guidance, USNORTHCOM establishment and
USSTRATCOM/USSPACECOM reorganization. In addition, SRUF guidance is added to allow this
single instruction to provide guidance for worldwide US military operations. Existing combatant
commander standing ROE/RUF guidance should be reviewed for consistency. Existing SecDef-approved
mission-specific ROE/RUF remain in effect, unless otherwise noted.

8. Procedures.

a. Guidance for the use of force for self-defense and mission accomplishment is set forth in this
document. Enclosure A (less appendixes) is UNCLASSIFIED and is intended to be used as a ROE
coordination tool in developing combined or multi-national ROE, if necessary. Enclosure L is
UNCLASSIFIED and intended to be used with US law enforcement agencies and organizations as a RUF
coordination tool in developing combined RUF, if necessary.
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b. Combatant commander requests for ROE supplemental measures and combatant commander
requests for mission-specific RUF will be submitted to the SecDef, through the CJCS, for approval.

c. Combatant commanders will also provide the following, when applicable:

(1) Notification to the SecDef, through the CJICS, as soon as practicable, of restrictions (at all
levels) placed on Secretary of Defense-approved ROE/RUF. In time critical situations, make SecDef
notification concurrently to the CJCS. When concurrent notification is not possible, notify the CJCS as
soon as practicable after SecDef notification.

(2) Notification of all supplemental measures, not requiring SecDef approval, to the SecDef
through the CJCS, as soon as practicable.

d. Geographic combatant commanders may augment these SROE/SRUF, as necessary, through
theater-specific ROE/RUF in order to reflect changing political and military policies, threats and missions
specific to their respective areas of operations.

e. Ensure that operational ROE/RUF currently in effect are made available on appropriately
classified command web sites.

9. Releasability. This instruction is approved for limited release. DOD components, including the
combatant commands and other Federal agencies may obtain this instruction through controlled Internet
access at http://www js.smil. mil/masterfile/sjsimd/jel/Index.htm. Joint Staff activities may access or
obtain copies of this instruction from the Joint Staff local area network.

10. Effective Date. This instruction is effective upon receipt for all US commanders and supersedes all
other nonconforming guidance. It is to be used as the basis for all subsequent mission-specific ROE/RUF
requests to SecDef and guidance promulgated by combatant commanders.

11. Document Security. This basic instruction is UNCLASSIFIED. Enclosures are classified as
indicated.

//SIGNED//
RICHARD B. MYERS

Chairman of the Joint Chiefs of Staff
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Standing Rules of Engagement for US Forces

Appendix A -~ Self-Defense Policies and Procedures

Maritime Operations

Appendix A -- Defense of US Nationals and their Property at Sea
Appendix B -- Recovery of US Government Property at Sea

Appendix C -- Protection and Disposition of Foreign Nationals in the Control of US
Forces

Air Operations

Land Operations

Space Operations

Appendix A -- Hostile Acts and Hostile Intent Indicators in Space Operations
Information Operations

Noncombatant Evacuation Operations

Counterdrug Support Operations Outside US Territory

Supplemental Measures

Appendix A -- General Supplemental Measures

Appendix B -- Supplemental Measures for Maritime Operations
Appendix C -- Supplemental Measures for Air Operations

Appendix D -- Supplemental Measures for Land Operations

Appendix E -- Supplemental Measures for Space Operations

Appendix F -- Message Formats and Examples

Rules of Engagement Process

ROE References

Standing Rules for the Use of Force for US Forces

Maritime Operations Within US Territory

Land Contingency and Security-Related Operations Within US Territory
Counterdrug Support Operations Within US Territory

RUF Message Process

RUF References
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ENCLOSURE A
STANDING RULES OF ENGAGEMENT FOR US FORCES

1. Purpose and Scope.

a. The purpose of the SROE is to provide implementation guidance on the application of force
for mission accomplishment and the exercise of self-defense. The SROE establish fundamental policies
and procedures governing the actions to be taken by US commanders during all military operations and
contingencies and routine Military Department functions. This last category includes Antiterrorism/Force
Protection (AT/FP) duties, but excludes law enforcement and security duties on DoD installations, and
off-installation while conducting official DoD security functions, outside US territory and territorial seas.
SROE also apply to air and maritime homeland defense missions conducted within US territory or
territorial seas, unless otherwise directed by the SecDef.

b. Unit commanders at all levels shall ensure that individuals within their respective units
understand and are trained on when and how to use force in self-defense. To provide uniform training
and planning capabilities, this document is authorized for distribution to commanders at all levels and is
to be used as fundamental guidance for training and directing of forces.

c. The policies and procedures in this instruction are in effect until rescinded. Supplemental
measures may be used to augment these SROE.

d. US forces will comply with the Law of Armed Conflict during military operations involving
armed conflict, no matter how the conflict may be characterized under international law, and will comply
with the principles and spirit of the Law of Armed Conflict during all other operations.

e. US forces performing missions under direct control of heads of other USG departments or
agencies (e.g., Marine Corps Embassy Security Guards and other special security forces), operate under
use of force policies or ROE promulgated by those departments or agencies, when authorized by the
SecDef. US forces always retain the right of self-defense.

f. US Forces Operating With Multinational Forces.

(1) US forces assigned to the operational control (OPCON) or tactical control (TACON) of a
multinational force will follow the ROE of the multinational force for mission accomplishment, if
authorized by SecDef order. US forces retain the right of self-defense. Apparent inconsistencies between
the right of self-defense contained in US ROE and the ROE of the multinational force will be submitted
through the US chain of command for resolution. While a final resolution is pending, US forces will
continue to operate under US ROE.

(2) When US forces, under US OPCON or TACON, operate in conjunction with a multinational
force, reasonable efforts will be made to develop common ROE. If common ROE cannot be developed,
US forces will operate under US ROE. The multinational forces will be informed prior to US
participation in the operation that US forces intend to operate under US ROE.

A-1 Enclosure A
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(3) US forces remain bound by international agreements to which the US is a party even though
other coalition members may not be bound by them.

g. International agreements (e.g., status-of-forces agreements) may never be interpreted to limit
US forces' right of self-defense.

2. Policy.

a. Unit commanders always retain the inherent right and obligation to exercise unit self-defense
in response to a hostile act or demonstrated hostile intent.

b. Once a force is declared hostile by appropriate authority, US forces need not observe a hostile
act or demonstrated hostile intent before engaging the declared hostile force. Policy and procedures
regarding the authority to declare forces hostile are provided in Appendix A to Enclosure A, paragraph 3.

c. The goal of US national security policy is to ensure the survival, safety, and vitality of our
nation and to maintain a stable international environment consistent with US national interests. US
national security interests guide global objectives of deterring and, if necessary, defeating armed attack or
terrorist actions against the US, including US forces, and, in certain circumstances, US persons and their
property, US commercial assets, persons in US custody, designated non-US military forces, and
designated foreign persons and their property.

d. Combatant Commander Theater-Specific ROE.

(1) Combatant commanders may augment these SROE as necessary by implementing
supplemental measures or by submitting supplemental measures requiring SecDef approval to the CICS.
The mechanism for requesting and disseminating ROE supplemental measures is contained in
Enclosure L.

. (2) US commanders shall notify the SecDef, through the CICS, as soon as practicable, of
restrictions (at all levels) placed on Secretary of Defense-approved ROE/RUF. In time-critical situations,
make SecDef notification concurrently to the CJCS. When concurrent notification is not possible, notify
the CJCS as soon as practicable after SecDef notification.

3. Definitions and Authorities.

a. Inherent Right of Self-Defense. Unit commanders always retain the inherent right and
obligation to exercise unit self-defense in response to a hostile act or demonstrated hostile intent. Unless
otherwise directed by a unit commander as detailed below, military members may exercise individual
self-defense in response to a hostile act or demonstrated hostile intent. When individuals are assigned
and acting as part of a unit, individual self-defense should be considered a subset of unit self-defense. As
such, unit commanders may limit individual self-defense by members of their unit. Both unit and
individual self-defense includes defense of other US military forces in the vicinity.

A-2 Enclosure A
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b. National Self-Defense. Defense of the United States, US forces, and, in certain circumstances,
US persons and their property, and/or US commercial assets from a hostile act or demonstration of hostile
intent. Unit commanders may exercise National Self-Defense, as authorized in Appendix A to

Enclosure A, paragraph 3.

c. Collective Self-Defense. Defense of designated non-US military forces and/or designated
foreign nationals and their property from a hostile act or demonstrated hostile intent. Only the President

or SecDef may authorize collective self-defense.

d. Declared Hostile Force. Any civilian, paramilitary or military force or terrorist(s) that has
been declared hostile by appropriate US authority. Policy and procedures regarding the authority to
declare forces hostile are provided in Appendix A to Enclosure A, paragraph 3.

e. Hostile Act. An attack or other use of force against the United States, US forces or other
designated persons or property. It also includes force used directly to preclude or impede the mission
and/or duties of US forces, including the recovery of US personnel or vital USG property.

f. Hostile Intent. The threat of imminent use of force against the United States, US forces or
other designated persons or property. It also includes the threat of force to preclude or impede the
mission and/or duties of US forces, including the recovery of US personnel or vital USG property.

g. Imminent Use of Force. The determination of whether the use of force against US forces is
imminent will be based on an assessment of all facts and circumstances known to US forces at the time
and may be made at any level. Imminent does not necessarily mean immediate or instantancous.

4. Procedures.

a. Principles of Self-Defense. All necessary means available and all appropriate actions may be
used in self-defense. The following guidelines apply:

(1) De-escalation. When time and circumstances permit, the forces committing hostile acts or
demonstrating hostile intent should be warned and given the opportunity to withdraw or cease threatening

actions.

(2) Necessity. Exists when a hostile act occurs or when a force demonstrates hostile intent.
When such conditions exist, use of force in self-defense is authorized while the force continues to commit

hostile acts or exhibit hostile intent.

(3) Proportionality. The use of force in self-defense should be sufficient to respond decisively to
hostile acts or demonstrations of hostile intent. Such use of force may exceed the means and intensity of
the hostile act or hostile intent, but the nature, duration and scope of force used should not exceed what is
required. The concept of proportionality in self-defense should not be confused with attempts to
minimize collateral damage during offensive operations.

A-3 Enclosure A
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b. Pursuit. Self-defense includes the authority to pursue and engage forces that have committed
a hostile act or demonstrated hostile intent, if those forces continue to commit hostile acts or demonstrate

hostile intent.

¢. Defense of US Persons and Their Property, and Designated Foreign Persons.

(1) Within a Foreign Nation's US-Recognized Territory, Airspace or Seas. The foreign nation
has the principal responsibility for defending US persons and property within its territory, airspace or
seas. Detailed guidance is contained in Enclosures B, C and D.

(2) Outside territorial seas. Nation of registry has the principal responsibility for protecting
civilian vessels outside territorial seas. Detailed guidance is contained in Appendix A to Enclosure B

(Maritime Operations).

(3) In International Airspace. Nation of registry has the principal responsibility for protecting
civil aircraft in international airspace. Detailed guidance is contained in Enclosure C (Air Operations).

(4) In Space. Detailed guidance is contained in Enclosure E (Space Operations).

d. Piracy. US warships and aircraft have an obligation to repress piracy on or over international
waters directed against any vessel or aircraft, whether US or foreign flagged. For ship and aircraft
commanders repressing an act of piracy, the right and obligation of unit self-defense extend to the
persons, vessels or aircraft assisted. Every effort should be made to obtain the consent of the coastal state
prior to continuation of the pursuit if a fleeing pirate vessel or aircraft proceeds into the territorial sea,
archipelagic waters or airspace of that country.

e. Operations Within or in the Vicinity of Hostile Fire or Combat Zones Not Involving the
United States. US forces should not enter or remain in areas in which hostilities (not involving the
United States) are innocent or occurring between foreign forces, unless directed by proper US authority.

f. Right of Assistance Entry.

(1) Ships and, under certain circumstances, aircraft have the right to enter a foreign territorial sea
or archipelagic waters and corresponding airspace without the permission of the coastal state when
rendering emergency assistance to those in danger or distress from perils of the sea.

(2) Right of Assistance Entry extends only to rescues where the location of those in danger is
reasonably well known. It does not extend to entering the territorial sea, archipelagic waters or territorial
airspace to conduct a search.

(3) For ships and aircraft rendering assistance on scene, the right and obligation of unit
commanders to exercise unit self-defense extends to and includes persons, vessels or aircraft being
assisted. The extension of self-defense in such circumstances does not include interference with
legitimate law enforcement actions of a coastal nation. Once received on board the assisting ship or
aircraft, however, persons assisted will not be surrendered to foreign authority unless directed by the

SecDef.
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ENCLOSURE 1
SUPPLEMENTAL MEASURES

1. Purpose and Scope. Supplemental measures enable commanders to tailor ROE for specific missions.
This enclosure establishes the procedures for formulation of, request for, and approval of supplemental
measures. Appendices A through E to Enclosure I list supplemental measures for commanders to use
when requesting and authorizing supplemental ROE measures.

2. Policy. IAW Enclosure A.

a. The goal in formulating ROE is to ensure they allow maximum flexibility for mission
accomplishment while providing clear, unambiguous guidance to the forces affected. ROE must be
properly crafted and commanders properly trained to avoid any hesitation when determining whether and

how to use force.

b. Operational ROE supplemental measures are primarily used to define limits or grant authority
for the use of force for mission accomplishment. However, unit commanders may issue supplemental
measures to limit individual self-defense by members of their units. The use of force for mission
accomplishment may sometimes be restricted by specific political and military goals that are often unique
to the situation. Developing and implementing ROE is a dynamic process that must be flexible enough to
meet changes in the operational situation. In addition to ROE, a commander must take into account the
assigned mission, the current situation, the higher commander's intent and all other available guidance in
determining how to use force for mission accomplishment.

¢. The SROE are fundamentally permissive in that a commander may use any lawful weapon or
tactic available for mission accomplishment, unless specifically restricted by approved supplemental
measures or unless the weapon/tactic requires prior approval of the SecDef or a combatant commander.
Thus, other commanders are authorized to employ the full range of supplemental measures set forth in
measures 200 through 699 for mission accomplishment, unless specifically constrained by more
restrictive measures promulgated by higher authority.

d. Although normally used to place limits on the use of force for mission accomplishment,
supplemental measures may also be used specifically to authorize a certain action if clarity is required or

requested.

3. Objectives. This enclosure establishes the procedures for formulation of, request for, and approval of
supplemental measures. Supplemental measures are intended to:

a. Provide enough of the framework underlying the policy and military guidance to enable the
commanders to appropriately address unforeseen situations when immediate decisions and reactions are
required. Commanders must never forget that ROE are a tool to guide them through their decision-
making process and can never substitute for their sound judgment.

I-1 Enclosure I
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b. Provide clear and tactically realistic military policy and guidance to commanders on the
circumstances in which use of force can be used for mission accomplishment.

¢. Enable subordinate commanders to request additional measures needed to carry out their
mission.

12 Enclosure I

93 Chapter 5
Rules of Engagement




CJCSI3121.01B
13 June 2005

ENCLOSURE J
RULES OF ENGAGEMENT PROCESS

1. Purpose and Scope. Developing and implementing effective ROE are critical to mission
accomplishment. This enclosure provides guidelines for incorporating ROE development into the crisis
action planning (CAP) and deliberate planning processes by commanders and staff at all levels. All
supplemental measures not specifically requiring Presidential, SecDef or combatant commander approval
(001-199) are available for use by commanders unless expressly withheld by higher authority.

2. ROE Development.

a. General Guidelines.

(1) ROE are an operational issue and must directly support the operational concept. Once
assigned a mission, the commander and staff must incorporate ROE considerations into mission planning.
Operations planning and ROE development are parallel and collaborative processes that require extensive

integration.

(2) As missions develop and requirements emerge, it is natural to need to request supplemental
measures from higher headquarters for mission accomplishment. The issues addressed throughout the
planning process will form the basis for supplemental ROE requests requiring SecDef or combatant

commander approval in support of a selected course of action (COA). ROE development is a continuous
process that plays a critical role in every step of crisis action and deliberate planning.

(3) Due to the operational nature of ROE, the Director for Operations (J-3) and his staff are
responsible for developing ROE during crisis action planning. Likewise, the Director for Strategic Plans
and Policies (J-5) should play a large role in ROE development for deliberate planning.

(4) As an expert in the law of military operations and international law, the Staff Judge Advocate
(SJA) plays a significant role, with the J-3 and J-5, in developing and integrating ROE into operational

planning.

(5) ROE should be classified at the lowest level possible to ensure widest distribution to US
forces.

b. Task Steps. The following steps can be used to assist staffs in developing and implementing
ROE during planning.

(1) Mission Analysis.

(a) Review the SROE, including any current combatant commander theater-specific ROE.

J-1 Enclosure J
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(b) Review supplemental ROE measures already approved for the mission by higher
headquarters, and determine the need for existing authorizations.

(c) Review higher headquarters planning documents for political, military and legal
considerations that affect ROE. Consider tactical or strategic limitations on the use of force imposed by:

I

. Higher headquarters in the initial planning documents.

N

. U.S. law and policy.

(98]

. International law, including the UN Charter.

A

. HN law, policy and agreements.

1%

. For multinational or coalition operations:

. Foreign forces ROE, NATO ROE, NORAD ROE and other RUF policies.

i

b. UN Security Council resolutions or other mission authority.

(d) Internal review of developed ROE by command ROE review team prior to submission for
execution or approval, as appropriate.

(e) Desired End State. Assess ROE requirements throughout pre-conflict, deterrence, conflict
and post -conflict phases of an operation. ROE should support achieving the desired end state.

(2) Planning Guidance.
(a) Review commander's planning guidance for considerations affecting ROE development.

(b) Ensure ROE considerations derived from commander’s planning guidance are consistent with
those derived from initial planning documents.

(3) Warning Orders. Incorporate instructions for developing ROE in warning orders, as

required. Contact counterparts at higher, lower and adjacent headquarters, and establish the basis for
concurrent planning,

(4) Course of Action (COA) Development. Determine ROE requirements to support the

operational concept of each proposed COA.

(5) COA Analysis.

J-2 Enclosure J
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(a) Analyze ROE during the wargaming process. In particular, assess each COA to identify any
ROE normally retained by a higher headquarters that must be delegated to subordinate commanders.
Identify ROE required by decision and decisive points.

(b) Refine ROE to support synchronizing each phase of proposed COAs.

(6) COA Comparison and Selection. Consider ROE during the COA comparison process,
including affects if ROE supplements are not authorized as requested.

(7) Commander's Estimate. Identify Presidential or SecDef-level ROE required to support
recommended COA.

(8) Preparation of Operations Order (OPORD).

(a) Prepare and submit requests for all supplemental ROE measures IAW Enclosure A.
Normally, the OPORD should not be used to request supplemental measures.

(b) Prepare the ROE appendix of the OPORD IAW CJCSM 3122.03 (JOPES Volume II:
Planning Formats and Guidance). The ROE appendix may include supplemental ROE measures that are
already approved.

(c) Include guidance for disseminating approved ROE that is consistent with SecDef-approved
guidance. Consider:

=

. Developing "plain language" ROE.

N8

. Creating ROE cards.

1]

. Issuing special instructions (SPINS).

. Distributing ROE to multinational forces or coalitions.

S

Ion

Issuing ROE translations (for coalitions).

(9) ROE Request and Authorization Process. Commanders will request and authorize ROE, as
applicable, IAW Enclosure A.

(10) ROE Control. The ROE process must anticipate changes in the operational environment
and modify supplemental measures to support the assigned mission. Commanders and their staffs must
continuously analyze ROE and recommend modifications to meet changing operational parameters.

(a) Ensure that only the most current ROE serial is in use throughout the force.

J-3 Enclosure J
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(b) Catalog all supplemental ROE requests and approvals for ease of reference.
(¢) Monitor ROE training.

(d) Modify ROE as required. Ensure that a timely, efficient staff process exists to respond to
requests for and authorizations of ROE changes.

3. Establish ROE Planning Cell. Commanders may use a ROE planning cell to assist in developing
ROE. The following guidelines apply:

a. The J-3 is responsible for the ROE planning cell and, assisted by the SJA, develops
supplemental ROE.

b. ROE are developed as an integrated facet of crisis action and deliberate planning and are a
product of the Operations Planning Group (OPG) or Joint Planning Group (JPG), or equivalent staff
mechanism.

c. An ROE planning cell can be established at any echelon to refine ROE derived from the OPG
or JPG planning and to produce the most effective ROE requests and/or authorizations possible.
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SAMPLE ROE CARDS
For additional examples of ROE cards from past operations, see www.jagcnet.army.mil/clamo.
Peace Enforcement: KFOR (Albania, April 1999)

TASK FORCE HAWK ROE CARD
(The contents of this card are unclassified for dissemination to Soldiers)

NOTHING IN THESE RULES PROHIBITS OUR FORCES FROM EXERCISING THEIR INHERENT
RIGHT OF SELF DEFENSE.

1. AT ALL TIMES, USE NECESSARY FORCE, UP TO AND INCLUDING DEADLY FORCE:
a. Inresponse to an immediate threat of serious bodily injury or death against yourself, other NATO

Forces, or the Friendly Forces of other nations.
b. To prevent the immediate theft, damage, or destruction of: firearms, ammunition, explosives or

property designated as vital to national security.

2. AT ALL TIMES, USE FORCE LESS THAN DEADLY FORCE:
a. Inresponse to a threat less than serious bodily injury or death against yourself, other NATO Forces,

or the Friendly Forces of other nations.
b. To prevent the immediate theft, damage, or destruction of any NATO military property.

3. WHEN THE SITUATION PERMITS, USE A GRADUATED ESCALATION OF FORCE, TO

INCLUDE:
a. Verbal warnings to “Halt” or “ndalOHnee”

b. Show your weapons.
¢. Show of force to include riot control formations.

d. Non-lethal physical force.
e. If necessary to stop an immediate threat of serious bodily harm or death, engage the threat with

deliberately aimed shots until it is no longer a threat.

4. SOLDIERS MAY SEARCH, DISARM, AND DETAIN PERSONS AS REQUIRED TO PROTECT THE
FORCE. DETAINEES WILL BE TURNED OVER TO APPROPRIATE HOST NATION

AUTHORITIES ASAP.
5. WARNING SHOTS ARE STRICTLY PROHIBITED.

6. TREAT ALL EPWs WITH DIGNITY AND RESPECT. RESPECT THE CULTURAL AND
RELIGIOUS BELIEFS OF ALL EPWs.

7. DO NOT RETAIN WAR TROPHIES OR ENEMY SOVENIRS FOR YOUR PERSONAL USE.

8. DO NOT ENTER ANY MOSQUE, OR OTHER ISLAMIC RELIGIOUS SITE UNLESS NECESSARY
FOR MISSION ACCOMPLISHMENT AND DIRECTED BY YOUR COMMANDER.

9. IMMEDIATELY REPORT ANY VIOLATIONS OF THE LAW OF WAR, OR THE RULES OF
ENGAGEMENT TO YOUR CHAIN OF COMMAND, MPs, CHAPLAIN, IG, OR JAG OFFICER
REGARDLESS OF WHETHER FRIENDLY FORCES OR ENEMY FORCES COMMITTED THE

SUSPECTED VIOLATION.

10. THE AMOUNT OF FORCE AND TYPE OF WEAPONS USED SHOULD NOT SURPASS THAT
AMOUNT CONSIDERED NECESSARY FOR MISSION ACCOMPLISHMENT. MINIMIZE ANY

COLLATERAL DAMAGE.
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Peace Enforcement: KFOR (Kosove, June 1999)

KFOR RULES OF ENGAGEMENT FOR USE IN KOSOVO

SOLDIER'S CARD
To be carried at all times.

MISSION. Your mission is to assist in the implementation of and to help ensure
compliance with a Military Technical Agreement (MTA) in Kosovo.

SELF-DEFENSE.

a. You have the right to use necessary and proportional force in self-defense.
b. Use only the minimum force necessary to defend yourself.

GENERAL RULES.

a. Use the minimum force necessary to accomplish your mission.

b. Hostile forces/belligerents who want to surrender will not be harmed. Disarm them
and turn them over to your superiors.

Treat everyone, including civilians and detained hostile forces/belligerents, humanely.
Collect and care for the wounded, whether friend or foe.

Respect private property. Do not steal. Do not take "war trophies".

Prevent and report all suspected violations of the Law of Armed Conflict to superiors.

o o0

CHALLENGING AND WARNING SHOTS.

a. If the situation permits, issue a challenge:
- InEnglish: "NATO! STOP ORI WILL FIRE!"
- Orin Serbo-Croat: "NATO! STANI ILI PUCAM!"
- (Pronounced as: "NATO! STANI ILI PUTSAM!)
- Orin Albanian: "NATO! NDAL OSE UNE DO TE QELLOJ!
- (Pronounced as: "NATO! N'DAL OSE UNE DO TE CHILLOY!)

b. If the person fails to halt, you may be authorized by the on-scene commander or by
standing orders to fire a warning shot.

FRONT SIDE
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Peace Enforcement: KFOR (Kosovo. June 1999

OPENING FIRE,

a. You may open fire only if you, friendly forces or persons or property under your
protection are threatened with deadly force. This means:

(1) You may open fire against an individual who fires or aims his weapon at, or
otherwise demonstrates an intent to imminently attack, you ,friendly forces, or
Persons with Designated Special Status (PDSS) or property with designated
special status under your protection.

(2) You may open fire against an individual who plants, throws, or prepares to throw,
an explosive or incendiary device at, or otherwise demonstrates an intent to
imminently attack you, friendly forces, PDSS or property with designated special
status under your protection.

(3) You may open fire against an individual deliberately driving a vehicle at you,
friendly forces, or PDSS or property with designated special status.

b. You may also fire against an individual who attempts to take possession of friendly
force weapons, ammunition, or property with designated special status, and there is no
way of avoiding this.

¢. You may use minimum force, including opening fire, against an individual who
unlawfully commits or is about to commit an act which endangers life, in
circumstances where there is no other way to prevent the act.

MINIMUM FORCE.

a. If you have to open fire, you must:
- Fire only aimed shots; and
- Fire no more rounds than necessary; and
- Take all reasonable efforts not to unnecessarily destroy property; and
- Stop firing as soon as the situation permits.

b. You may not intentionally attack civilians, or property that is exclusively civilian or
religious in character, except if the property is being used for military purposes or
engagement is authorized by the commander.

REVERSE SIDE

Chapter 5 100
Rules of Engagement



Armed Conflict: DESERT STORM (Iraq, 1991)

DESERT STORM
RULES OF ENGAGEMENT

ALL ENEMY MILITARY PERSONNEL AND VEHICLES TRANSPORTING
THE ENEMY OR THEIR SUPPLIES MAY BE ENGAGED SUBJECT TO THE
FOLLOWING RESTRICTIONS:

Do not engage anyone who has surrendered, is out of battle due to sickness or wounds, is
shipwrecked, or is an aircrew member descending by parachute from a disabled aircraft.

Avoid harming civilians unless necessary to save US lives. Do not fire into civilian
populated areas or buildings which are not defended or being used for military purposes.

Hospitals, churches, shrines, schools, museums, national monuments, and other historical
or cultural sites will not be engaged except in self defense.

Hospitals will be given special protection. Do not engage hospitals unless the enemy
uses the hospital to commit acts harmful to US forces, and then only after giving a
warning and allowing a reasonable time to expire before engaging, if the tactical situation
permits.

Booby traps may be used to protect friendly positions or to impede the progress of enemy
forces. They may not be used on civilian personal property. They will be recovered and
destroyed when the military necessity for their use no longer exists.

Looting and the taking of war trophies are prohibited.

Avoid harming civilian property unless necessary to save US lives. Do not aftack
traditional civilian objects, such as houses, unless they are being used by the enemy for
military purposes and neutralization assists in mission accomplishment.

Treat all civilians and their property with respect and dignity. Before using privately
owned property, check to see if publicly owned property can substitute. No
requisitioning of civilian property, including vehicles, without permission of a company
level commander and without giving a receipt. If an ordering officer can contract the
property, then do not requisition it.

Treat all prisoners humanely and with respect and dignity.

ROE Annex to the OPLAN provides more detail. Conflicts between this card and the
OPLAN should be resolved in favor of the OPLAN.

REMEMBER

FIGHT ONLY COMBATANTS.

ATTACK ONLY MILITARY TARGETS.

SPARE CIVILIAN PERSONS AND OBJECTS.

RESTRICT DESTRUCTION TO WHAT YOUR MISSION REQUIRES.

Eal ol s e
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CHAPTER 6

INTELLIGENCE LAW AND INTERROGATION OPERATIONS
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I. INTRODUCTION

A. Overview. Intelligence is information and knowledge about an adversary obtained through observation,
investigation, analysis, or understanding. Information superiority is essential to a commander in conducting
operations and in accomplishing his mission. Intelligence collection activities, to include intelligence interrogations,
have become a sophisticated and essential battlefield operating system. Intelligence collection activities involve the
collection of military and military-related foreign intelligence and counterintelligence, based on intelligence
collection requirements. Because intelligence is so important to the commander, operational lawyers must
understand the basics of intelligence law, including how law and policy pertain to the collection of human
intelligence (HUMINT), such as interrogation operations. The role of inteltigence in current operations worldwide
cannot be over-stressed, particularly counterinsurgency (COIN) and counter-terror (CT) operations. This need is
discussed in detail in chapter 3 of FM 3-24, Counterinsurgency. In a COIN or CT environment, one of the key types
of intelligence is HUMINT, and interrogation operations are central to collecting HUMINT.

B. Intelligence in General. Intelligence can be either strategic or tactical. Strategic intelligence is information
required for the formation of policy and military plans at the national and international levels. This intelligence is
normally nonperishable and is collected and analyzed for the consumer on a long-term basis. Tactical intelligence
on the other hand is information required for the planning and conduct of tactical operations. It is usually perishable
and temporary in nature. There are seven intelligence disciplines: human intelligence (HUMINT); imagery
intelligence (IMINT); signals intelligence (SIGINT); measurement and signature intelligence (MASINT); open-
source intelligence (OSINT); technical intelligence (TECHINT); and counterintelligence (CI).

C. Legal Basis. The statutory and policy authorities for intelligence law are listed under References above.

D. The Intelligence Community. The U.S. intelligence community is made up of 16 intelligence agencies.
The Department of Defense (DoD) has eight intelligence activities: Defense Intelligence Agency (DIA); National
Security Agency (NSA); National Geospatial Intelligence Agency (NGA); National Reconnaissance Office (NRO);
and the intelligence commands of the Army, Navy, Air Force, and Marines. In December 2004, the Intelligence
Reform and Terrorism Prevention Act separated the head of the U.S. intelligence community from the head of the
Central Intelligence Agency. Today, the head of the U.S. intelligence community and principal advisor to the
President on all foreign and domestic intelligence matters is the Director of National Intelligence (DNI). DoD
intelligence activities include: collecting national foreign intelligence; responding to taskings from the DNI;
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collecting, producing, and disseminating military and military-related foreign intelligence and counterintelligence;
and protecting DoD installations, activities, and employees.

II. OPERATIONAL ISSUES

A. Scope. Aspects of intelligence law exist in all operations. It is imperative that operational lawyers consider
intelligence law when planning and reviewing both operations in general and intelligence operations in particular.
The joint operations planning system (JOPES) format puts the intelligence section at Annex B of the operations plan
(OPLAN)/ concept plan (CONPLAN). (See this Handbook’s chapter on Military Decision Making Process and
OPLANS, which includes the JOPES format and each annex and appendix.) Annex B is the starting point for the
Judge Advocate (JA) to participate in the intelligence aspects of operational development.

B. Intelligence collection. The restrictions on collection of intelligence against U.S. persons stems from
Executive Order (EO) 12333. That Order required all government agencies to implement guidance consistent with
the Order. DoD has done so in DoDD 5240.1 and its accompanying regulation, DoD 5240.1-R. Each service has
issued complementary guidance, though they are all based on the text of DoD 5240.1-R. AR 381-10 is the Army
guidance. It is important to recognize that certain portions of DoD 5240.1-R, as well as the complimentary service
guidance, apply to intelligence activities relating to non-U.S. persons.

1. DoD 5240.1-R sets forth procedures governing the collection, retention, and dissemination of
information concerning U.S. persons by DoD Intelligence Components. One central requirement is information that
identifies a U.S. person may be collected by a DoD intelligence component only if it is necessary to the conduct of a
function assigned the collecting component. Army Regulation 381-10 further refines this requirement by mandating
that a military intelligence element may only collect information concerning U.S. persons if it has the mission and
authority to conduct an intelligence activity, and there is a link between the U.S. person information to be collected
and the element’s assigned mission and function.

2. There are two threshold questions that must be addressed. The first is determining whether information
has been “collected.” Information is collected when it has been received, in intelligible form (as opposed to raw
data), for use by an employee of an intelligence component in the course of his or her official duties.! The second
question is whether the information collected is about a “U.S. person.” A “U.S. person” is generally defined as a
U.S. citizen; permanent resident alien; a corporation incorporated in the U.S.; or an association substantially
composed of U.S. citizens or permanent resident aliens. A person or organization outside the United States and
aliens inside the United States shall be presumed not to be a U.S. person unless specific information to the contrary
is obtained. However, if it cannot be established whether an individual in the United States is a U.S. person or alien,
then the individual will be assumed to be a U.S. person. Military intelligence elements must exercise great caution
in using the non-U.S. person presumptions. Any information that indicates an individual, who appears to be an
alien, might either possess U.S. citizenship or be a permanent resident alien, must be resolved prior to relying on the
presumption in making a collection decision.

3. Collection. Once it has been determined that a collection will be against a U.S. person, the analysis
then turns to whether the information may be properly collected. Procedure 2 of DoD 5240.1-R governs this area.
In that regard, the intelligence component must have a mission to collect the information, the information must be
contained within one of thirteen categories of information presented in the Procedure, and the information must be
collected by the least intrusive means.? '

4. Retention. Once collected, the component should determine whether the information may be retained
(Procedure 3 of DoD 5240.1-R). In short, properly collected information may be retained. If the information was
incidentally collected (that is, collected without a Procedure 2 analysis), it may be retained if post-collection analysis
indicates that it could have been properly collected. Information may be temporarily retained for up to ninety days
solely for the purpose of determining its proper retainability.

5. Dissemination. Procedure 4 of DoD 5240.1-R governs dissemination of U.S. person information
outside of the Army intelligence component that collected and retained it. In general, there must be a reasonable

! Army Regulation 381-10 adds to this threshold question. See U.S. DEP’T OF ARMY, REG. 381-10, U.S. ARMY INTELLIGENCE ACTIVITIES (3
May 2007). According to AR 381-10, for information to be collected it must also be “intended for intelligence use.” Id. However, Judge
Advocates must keep in mind that when there is a conflict between DoD 5240.1-R and AR_ 381-10, the DoD regulation controls.

? Again, consider AR 381-10, supra note 1, para. 1-5.a., which requires Army elements to have a mission and authority outside of AR 381-10.
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belief the recipient agency or organization has a need to receive such information to perform a lawful government
function. However, if disseminating to another intelligence component, this determination need not be made by the
disseminating military intelligence element, because the recipient component is required to do so.

C. Special Collection Techniques. DoD 5240.1-R goes on to treat special means of collecting intelligence in
subsequent Procedures. These Procedures govern the permissible techniques, the permissible targets, and the
appropriate official who may approve the collection. The JA confronting any of these techniques must consult the
detailed provisions of DoD 5240.1-R and AR 381-10.

1. Electronic Surveillance — Procedure 5.

. Concealed Monitoring — Procedure 6.

2

3. Physical Searches — Procedure 7.

4. Searches and Examinations of Mail — Procedure 8.
5

. Physical Surveillance — Procedure 9.
6. Undisclosed Participation in Organizations — Procedure 10.

According to AR 381-10, paragraph 1-6(a), a legal advisor must review all activities conducted pursuant to
Procedures 5-13. Both the Intelligence and Security Command (INSCOM) and the U.S. Army Intelligence Center
(USAIC) offer assistance with conducting these legal reviews as well as training in special collection techniques.
The OTJAG, International and Operational Law Division may also be contacted for assistance in interpretations of
DoD 5240.1-R and AR 381-10 as well as questions concerning legal reviews of intelligence operations.

D. Counterintelligence. Counterintelligence is information that is gathered or activities conducted to protect
against espionage and other intelligence activities, as well as international terrorism. Such intelligence activities are
usually conducted in connection with foreign powers, hostile organizations, or international terrorists.
Counterintelligence is concerned with identifying and counteracting threats to our national security.

1. Within the United States, the FBI has primary responsibility for conducting counterinteltigence and
coordinating the counterintelligence efforts of all other U.S. government agencies.” Coordination with the FBI will
be in accordance with the “Agreement Governing the Conduct of Defense Department Counterintelligence
Activities in Conjunction with the Federal Bureau of Investigation,” between the Attorney General and the Secretary
of Defense, April 5, 1979, as supplemented by later agreements.

2. Outside the United States, the CIA has primary responsibility for conducting counterintelligence and
coordinating the counterintelligence efforts of all other U.S. government agencies.® Procedures for coordinating
counterintelligence efforts are found in (U) Director of Central Intelligence Directive 5/1 (DCID 5/1), “Espionage
and Counterintelligence Activities Abroad,” December 19, 1984 (S).

3. DoD has primary responsibility for conducting military-related counterintelligence worldwide.® These
activities are typically carried out by Service counterintelligence units. Coordination of effort with the FBI or CIA

is still required in most cases.

E. Military Source Operations (MSO). MSO refer to the collection of foreign military and military-related
intelligence by humans from humans. MSO is but one aspect of HUMINT. Only specially trained and qualified
personnel may conduct MSO. Field Manual 2-22.3, chapter 5 discusses MSO in general. Typically, MSO
operations are classified, but help is available from INSCOM, OTJAG, and USAIC.

F. Cover and Cover Support. Judge Advocates should become familiar with the basics of cover. This is
particularly true for JAs serving with special mission units (SMU) or special intelligence units (SIU). Cover severs
the operator from the true purpose of the operation or the fact that the operator is associated with the U.S.
government. Cover operations are also typically classified, but help is available from INSCOM, OTJAG, and

USAIC on classified networks.

3 EO 12333, 7 1.14(a).
* EO 12333, 9 1.8(c) and (d).
5 EO 12333, 1 1.11(b).
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G. Support Issues Concerning Intelligence Operations. Sound fiscal law principles apply to the support of
intelligence operations. Money and property must be accounted for, and goods and services must be procured using
appropriate federal acquisition regulations. Judge Advocates dealing with expenditures in support of intelligence
operations should be familiar with the regulations regarding contingency funding, property accountability, secure
environment contracting, and the annual intelligence appropriations acts. Intelligence Contingency Funds (ICF) are
appropriated funds to be used for intelligence activities when the use of other funds is not applicable or would either
jeopardize or impede the mission of the intelligence unit. Most publications concerning ICF are classified; however,
AFI 14-101 is an unclassified publication that provides a basic understanding of ICF.

H. Intelligence Oversight. A critical aspect of all intelligence operations and activities is overseeing their
proper execution, particularly when they relate to collection of intelligence against U.S. persons. A JA may be
called upon to advise an intelligence oversight officer of an intelligence unit. Executive Order 12333, the
Intelligence Oversight Act (50 U.S.C. § 413), DoD 5240.1-R, and AR 381-10 provide the proper statutory,
Presidential directive, or regulatory guidance regarding intelligence oversight to include detailed requirements for
reporting violations of intelligence procedures.

II. HUMAN INTELLIGENCE COLLECTOR OPERATIONS [ARMY FIELD MANUAL (FM) 2-22.3]

A. Army Field Manual (FM) 2-22.3 is a September 2006 manual that provides doctrinal guidance, techniques
and procedures for interrogators® to support a commander’s intelligence needs. Field Manual 2-22.3 was effectively
incorporated into federal law through the Detainee Treatment Act of 2005 (DTA 2005). Operational JAs working
with units involved in HUMINT collection, particularly interrogations, must be familiar with DTA 2005, and, ata
minimum, Chapters 5 and 8, and Appendices K and M, of FM 2-22.3.

1. Interrogation. Defined by FM 2-22.3 as “the systematic effort to procure information to answer specific
collection requirements by direct and indirect questioning techniques of a person who is in the custody of the forces
conducting the questioning.” The ONLY personnel who may conduct interrogations are trained and certified
interrogators. There are specific courses that train and certify interrogators. These courses are run exclusively by
USAIC or the Navy-Marine Corps Intelligence Training Center.

2. Tactical Interrogation at Brigade and Below. “Capture Shock™ is the initial shock a detainee feels
following capture. The potential for abuse of the detainee is the greatest at the initial capture and tactical
questioning phase. Initial capture is also called the point of capture. Only trained personnel conduct interrogation
at any level; other DoD personnel may only conduct “tactical questioning.”

3. Tactical Questioning. According to FM 2-22.3, tactical questioning is “the expedient initial questioning
for information of immediate tactical value.” The DoDD 3115.09 defines it as “direct questioning by any DoD
personnel of a captured or detained person to obtain time-sensitive tactical intelligence, at or near the point of
capture or detention and consistent with applicable law.” This is the only type of questioning that a non-trained,
non-certified person may conduct with a detainee.

4. Field Manual 2-22.3 offers two tests that an interrogator should consider before submitting an
interrogation plan for approval:

a. If the proposed approach technique were used by the enemy against one of your fellow Soldiers,
would you believe the Soldier had been abused?

b. Could your conduct in carrying out the proposed technique violate a law or regulation? Keep in
mind that even if you personally would not consider your actions to constitute abuse, the law may be more
restrictive. .

c. If you answer yes to either of these tests, the contemplated action should not be conducted.

¢ In this chapter, the term interrogator is used generically, but the reader should realize that there are HUMINT collectors and interrogators. A
trained and certified interrogator may conduct interrogations, but may not conduct other HUMINT collector tasks, whereas a trained and certified
HUMINT collector may conduct all HUMINT collector tasks including interrogations.
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B. Interrogator training provides interrogators with the basic standards for interrogations in detainee operations.
This is the “THINK” model:

1. Treat all detainees with the same standard.

a. DoDD 2311.01E, DoD Law of War Program, 9 May 2006: DoD personnel will “comply with the
Law of War during all armed conflicts, however such conflicts are characterized, and in all other military

operations.”

b. DoDD 2310.01E, DoD Detainee Program, 5 September 2006: “All detainees shall be treated
humanely, and in accordance with U.S. Law, the Law of War, and applicable U.S. policy.”

c. From an interrogator’s perspective, status may matter in the following situations:

(1) Use of the separation approach technique: only authorized for unlawful enemy combatants;
and

(2) Use of the incentives: may not deny the detainee anything entitled by law (there is a
difference in entiflements between a civilian internee, lawful enemy combatant, an unlawful enemy combatant, and

a retained person).

2. Humane treatment is the standard. Enclosure 4 of DoDD 2310.01E is called the detainee treatment
policy. It provides the minimum standards of humane treatment for all detainees and applies to detainees from the

point of capture on.
a. Adequate food, drinking water, shelter, clothing, and medical treatment;
b. Free exercise of religion, consistent with the requirements for detention;

c. All detainees will be respected as human beings. They will be protected against threats or acts of
violence including rape, forced prostitution, assault, theft, public curiosity, bodily injury, and reprisals. They will
not be subjected to medical or scientific experiments. They will not be subjected to sensory deprivation. This list is

not exclusive.
3. Interrogators interrogate.
a. Pursuant to DoDD 3115.09:
(1) Only trained and certified interrogators may interrogate;
(2) Non-interrogators and non-trained/non-certified interrogators may only ask direct questions,
may not use any other approach/technique, and may not “set the conditions” for an interrogation.

b. Non-interrogators and non-trained/certified interrogators may provide passively obtained
information to trained and certified interrogators for use during interrogations. For example, an MP may tell the
interrogator about leaders in the facility, habits of a detainee, groups that have formed in the facility, and other
information that the MP has observed during the performance of his/her duties.

4. Need to report abuses.

a. Pursuant to DoDD 3115.09, all DoD personnel (including contractors) must report any “suspected
or alleged violation of DoD policy, procedures, or applicable law relating to intelligence interrogations, detainee
debriefings or tactical questioning, for which there is credible information.”

b. FM 2-22.3 requires “all persons who have knowledge of suspected or alleged violations of the
Geneva Conventions are obligated by regulation to report such matters.”

c. Reports should be made to the chain of command unless the chain of command is involved, in
which case the report should be made to one of the following: SJA, IG, Chaplain, or Provost Marshal.

d. Failure to report may be a UCMIJ violation (either Article 92, dereliction of duty, or Article 134,
misprision of a serious offense).

e. Must report violations by anyone, including but not limited to: another interrogator, interpreter, host
nation personnel, coalition personnel, or a representative of another government agency (OGA).
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5. Know the approved techniques. Only those techniques listed in Chapter 8 of FM 2-22.3 are approved
and therefore lawful techniques pursuant to the Detainee Treatment Act of 2005.

a. Approach Techniques.

(1) Direct Approach. Interrogator asks direct questions, which are basic questions generally
beginning with an interrogative (who, what, where, when, how, or why) and requiring a narrative answer. These
questions are brief, concise, and simply worded to avoid confusion.

(2) Incentive Approach. The incentive approach is trading something that the detainee wants for
information. Incentives do not include anything to which a detainee is entitled by law or policy.

(3) Emotional Love Approach. In this approach, the interrogator focuses on the anxiety felt by
the detainee about the circumstances in which he finds himself, his isolation from those he loves, and his feelings of
helplessness. The interrogator directs that love towards the appropriate object, focusing the detainee on what he can
do to help himself, such as being able to see his family sooner, helping his comrades, helping his ethnic group, or
helping his country.

(4) Emotional Hate Approach. The emotional hate approach focuses on any genuine hate, or
possibly a desire for revenge, the detainee may feel.

(5) Emotional Fear-Up Approach. In the fear-up approach, the interrogator identifies a
preexisting fear or creates a fear within the detainee. He then links the elimination or reduction of the fear to
cooperation on the part of the detainee.

(6) Emotional Fear-Down Approach. In the fear-down approach, the interrogator mitigates
existing fear in exchange for cooperation on the part of the detainee.

(7) Emotional-Pride and Ego-Up Approach. This approach exploits a detainee’s low self-esteem.
The detainee is flattered into providing certain information in order to gain credit and build his ego.

(8) Emotional-Pride and Ego-Down Approach. The emotional pride and ego-down approach is
based on attacking the detainee’s ego or self-image. The detainee, in defending his ego, reveals information to
justify or rationalize his actions.

(9) Emotional-Futility. In the emotional-futility approach, the interrogator convinces the detainee
that resistance to questioning is futile. This engenders a feeling of hopelessness and helplessness on the part of the

detainee.

(10) We Know All. With this technique, the interrogator subtly convinces the detainee that his
questioning of the detainee is perfunctory because any information that the detainee has is already known. When the
detainee hesitates, refuses to answer, or provides an incorrect or incomplete reply, the interrogator provides the
detailed answer himself. When the detainee begins to give accurate and complete information, the interrogator
interjects pertinent questions.

(11) File and Dossier. In this approach, the interrogator prepares a dossier containing all available
information concerning the detainee or his organization. The information is carefully arranged within a file to give
the illusions that it contains more data than is actually there. The interrogator proceeds as in the “we know all”
approach, referring to the dossier from time to time for answers. As the detainee becomes convinced that all the
information that he knows is contained within the dossier, the interrogator proceeds to topics on which he has little
or no information.

(12) Establish Your Identity. Using this technique, the interrogator insists the detainee has been
correctly identified as an infamous individual wanted by higher authorities on serious charges, and he is not the
person he purports to be. In an effort to clear himself of this allegation, the detainee makes a genuine and detailed
effort to establish or substantiate his true identity.

(13) Repetition. The repetition approach is used to induce cooperation from a hostile detainee. In
one variation of this approach, the interrogator listens carefully to a detainee’s answer to a question, and then repeats
the question and answer several times. He does this with each succeeding question until the detainee becomes so
thoroughly bored with the procedure, he answers questions fully and candidly to satisfy the interrogator and gain
relief from the monotony of this method.
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(14) Rapid Fire Approach. In this approach, the interrogator asks a series of questions in such a
manner that the detainee does not have time to answer a question completely before the next one is asked. This
confuses the detainee, and he will tend to contradict himself as he has little time to formulate his answers. The
interrogator then confronts the detainee with the inconsistencies causing further contradictions. More than one
interrogator may be used for this approach.

(15) Silent. The silent technique may be successful when used against either a nervous or
confident detainee. When employing this technique the interrogator says nothing to the detainee, but looks him
squarely in the eye, preferably with a slight smile on his face. It is important not to look away from the detainee but

force him to break eye contact first.

(16) Change of Scenery. Using this technique, the interrogator removes the detainee from an
intimidating atmosphere such as an “interrogation” room type of setting and places him in a setting where he feels
more comfortable speaking. Change of scenery is not environmental manipulation.

(17) Mutt and Jeff. This technique is also known as “Good Cop, Bad Cop.” The goal of this
technique is to make the detainee identify with one of the interrogators and thereby establish rapport and
cooperation. Use of this technique requires two experienced interrogators who are convincing actors. The two
interrogators will display opposing personalities and attitudes toward the detainee.

(a) Must be approved by first O-6 in chain of command.

(b) No violence, threats, or impermissible or unlawful physical contact.

(c¢) No threatening the removal of protections afforded by law.

(d) Requires regular monitoring.

(18) False Flag. The goal of this technique is to convince the detainee that individuals from a
country other than the U.S. are interrogating him, and trick the detainee into cooperating with U.S. forces.

(a) Must coordinate with the SJA and C/J/G/S2X (primary staff advisor on Human Intelligence
and Counterintelligence, subordinate to C/J/G/S2).

(b) Must be approved by first O-6 in chain of command.

(c) Must identify country to be used in the interrogation plan.

(d) No implied or explicit threats that non-compliance will result in harsh interrogation by non-
U.S. entities.

(e) Cannot pose or portray one’s self as a prohibited person (i.e. doctor, chaplain, etc.).

b. Restricted Technique.

(1) Separation. This is an approved technique, but the use is restricted by limitations outlined in
Appendix M, FM 2-22.3. The purpose of separation is to deny the detainee the opportunity to communicate with
other detainees in order to keep him from learning counter-resistance techniques or gathering new information to
support a cover story and/or decreasing the detainee’s resistance to interrogation.

(a) COCOM Commander must approve (after SJA review) the use of the separation technique in
the theater.

(b) First General Officer/Flag Officer (GO/FO) in the chain of command must approve each
specific use of separation.

(c) Interrogation plan should have an SJA review before submitting to the first GO/FO in the
chain of command.

(d) May only be used on unlawful enemy combatants. According to FM 2-22.3, an unlawful
enemy combatant is a person not entitled to combatant immunity, who engages in acts against the U.S. or its
coalition partners in violation of the laws and customs of war during an armed conflict. For the purposes of the war

on terrorism, the term “unlawful enemy combatant” is defined to include, but is not limited to, an individual who is
was part of, or supported the Taliban, al Qaeda forces, or associated forces that are engaged in hostilities against the

U.S. or its coalition partners.

111 Chapter 6
Intelligence Law and Interrogation Operations



(e) Applied on a case-by-case approach when the detainee may possess important intelligence and
other techniques are insufficient.
(f) Only DoD interrogators trained and certified on separation may use this technique.

(g) Sensory deprivation is prohibited even for field expedient separation.7
(h) Thirty (30) day limit (12 hours if field expedient use). May be extended with SJA review and
GO/FO approval.
(i) Don’t confuse separation with isolation, confinement, or segregation:
(i) Separation is an interrogation technique, subject to the limitations described above.

(i) Isolation is directed by medical personnel in response to a detainee with a contagious
medical condition, such as tuberculosis or HIV. A related term is quarantine.

(iii) Confinement is punishment, generally for offenses against camp rules, directed by the
camp commander following some sort of due process proceeding.

(iv) Segregation is an administrative and security provision. Segregation is part of the 5Ss
and a T (search, silence, safeguard, segregate, speed to the rear, and tag) that every capturing unit uses to aid in
controlling, sorting, and securing detainees at the point of capture. Military Police or guards also practice
segregation in detention facilities when dealing with detainees who represent an increased security risk or who need
additional oversight beyond that applied to detainees in the general population. An interrogator cannot request
segregation in order to “set the conditions” for an interrogation.

C. Recent Developments.

1. DoDD 3115.09, Department of Defense Intelligence Interrogations, Detainee Debriefings, and Tactical
Questioning, 3 November 2005. Under this directive, all captured or detained personnel must be treated humanely.
The directive requires all DoD personnel to report any reportable incidents. The use of dogs as a part of an
interrogation is prohibited by this directive. The Defense Intelligence Agency is responsible for establishing
training and certification standards for interrogators.

2. Detainee Treatment Act of 2005 (DTA of 2005) (part of the 2006 Department of Defense
Appropriations Act, Pub. Law No. 109-163).

a. § 1002(a): No person in the custody or under the effective control of the Department of Defense or

under detention in a Department of Defense facility shall be subject to any treatment or technique of interrogation
not authorized by and listed in the United States Army Field Manual on Intelligence Interrogation.

b. § 1003(a): No individual in the custody or under the physical control of the United States
Government, regardless of nationality or physical location, shall be subject to cruel, inhuman, or degrading
treatment or punishment.

c. § 1005: Includes provisions for status review of detainees outside the U.S.

d. Based on enactment of the DTA of 2005, only those approach techniques contained in Chapter 8
and Appendix M of FM 2-22.3 are legal. Unlike most doctrine, this is not a recommendation for how to conduct
operations, FM 2-22.3 defines the legal limits of interrogation operations.

e. The DTA of 2005 applies to all DoD personnel, both military and civilian, all the time, everywhere;
and to all others conducting interrogation operations in DoD facilities.

3. DoDD 2310.01E, DoD Detainee Program, 5 September 2006. This directive requires that all detainees

be treated humanely. All persons subject to the directive shall apply, “regardless of a detainee’s legal status, at a
minimum the standards articulated in Common Article 3 to the Geneva Conventions of 1949.”

7 When physical separation is not feasible, goggles or blindfolds and earmuffs may be utilized as a field expedient method to generate a
perception of separation. However, JAs must realize that use of other methods such as tape over the eyes, ears, nose, or mouth, or the use of
burlap bags over a detainee’s head, may be considered inhumane and pose a danger to the detainee.
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APPENDIX A
REFERENCES

1. THE ATTACHED LIST OF REFERENCES IS DESIGNED TO ENABLE NEW PRACTITIONERS TO
DEVELOP AN INTELLIGENCE LAW LIBRARY AT THEIR INSTALLATION.

II. NATIONAL

National Security Act of 1947, 50 U.S.C. §§ 401-441d

Foreign Intelligence Surveillance Act of 1978, 50 U.S.C. §§ 1801-1863

EO 12333, United States Intelligence Activities

NSCID 5, U.S. Clandestine Foreign Intelligence and Counterintelligence Abroad

DCID 1/7, Security Control on Dissemination of Intelligence Information

DCID 5/1, Espionage and Counterintelligence Abroad, with 16 Feb 95 CIA/DoD Supplement

III. DOD

SecDef Memorandum of April 16, 1979, Agreement Governing the Conduct of Defense Department
Counterintelligence Activities in Conjunction with the Federal Bureau of Investigation and the 18 Nov 96

supplement

DoDD 2000.12, DoD Antiterrorism (AT) Program

DoDD 2310.01E, The Department of Defense Detainee Program

DoDD 2311.01E, DoD Law of War Program

DoDD 3115.09, DoD Intelligence Interrogations, Detainee Debriefings, and Tactical Questioning
DoDD 0-3600.1, Information Operations (I10)

DoDD 5105.21, Defense Intelligence Agency

DoDD 8-5105.29, Human Resources Intelligence (HUMINT) Activities

DoDD 5200.27, Acquisition of Information Concerning Persons and Organizations not Affiliated with the
Department of Defense

DoDD 5210.50, Unauthorized Disclosure of Classified Information to the Public
DoDD C-5230.23, Intelligence Disclosure Policy

DoDD 5240.01, DoD Intelligence Activities
DoDD 5240.1-R, Procedures Governing the Activities of DoD Intelligence Components that Affect United States
Persons

DoDD 0-5240.02, DoD Counterintelligence (CI) ‘

DoDD 5525.5, DoD Cooperation with Civilian Law Enforcement Officials

DoDI 2310.08E, Medical Program Support for Detainee Operations

DoDI 0-3600.02, Information Operations (IO) Security Classification Guidance

DoDI C-5240.08, Counterintelligence Security Classification Guide

DoDI 5240.4, Reporting of Counterintelligence and Criminal Violations

DoDI 5240.6, Counterintelligence Awareness Briefing Program

DoDI 8-5240.9, Support to Department of Defense Offensive Counterintelligence Operations

DoDI 5240.10, Counterintelligence Support to the Combatant Commands and the Defense Agencies
DIA Regulation 60-4, Procedures Governing DIA Intelligence Activities that Affect U.S. Persons
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IV, JOINT

CICSI 5901.01A, Conduct of Inspections, Investigations, and Intelligence Ove;;sight
JP 1-02, Department of Defense Dictionary of Military and Associated Terms

JP 2-0, Doctrine for Intelligence Support to Joint Operations

JP 2-01, Joint and National Intelligence Support to Military Operations

JP 2-01.3, Joint Tactics, Techniques and Procedures for Joint Intelligence Preparation of the Battlespace
JP 2-02, National Intelligence Support to Joint Operations

JP 3-05, Doctrine for Joint Special Operations

JP 3-05.1, Joint Special Operations Task Force Operations

JP 3-13, Information Operations

JP 3-63, Detainee Operations (Released and then withdrawn)

V. ARMY

AR 190-8, Enemy Prisoners of War (under revision)

AR 381-10, U.S. Army Intelligence Activities

AR 381-12, Subversion and Espionage Directed Against the U.S. Army (SAEDA)
AR 381-20, The Army Counterintelligence Activities (NOFORN)

AR 381-141, (C) Intelligence Contingency Funds (ICF) (U)

FM 2-22.3, Human Intelligence Collector Operations

FM 3-19.40, Military Police Internment/Resettlement Operations

FM 3-24/MCWP 3-33.5, Counterinsurgency

VI. NAVY

SECNAVINST 3300.2, Combating Terrorism

SECNAVINST 3800.8b, Intelligence Oversight Within the Department of the Navy

SECNAVINST S3810.5a, Management of Foreign Intelligence, Counterintelligence and Investigative Activities
within the Department of the Navy

SECNAVINST 3820.2d, Investigative and Counterintelligence Collection and Retention Guidelines Pertaining to
the Department of the Navy

SECNAVINST 3850.2b, Department of the Navy Counterintelligence
SECNAVINST S3850.3, Support to DoD Offensive Counterintelligence Operations
SECNAVINST 3875.1, Counterintelligence and Awareness Briefing Program

SECNAVINST 5500.30e, Reporting of Counterintelligence and Criminal Violations to the Office of the SecDef
Officials

SECNAVINST 5520.3b, Criminal and Security Investigations and Related Activities Within the Department of the
Navy

OPNAVINST 3300.53, Navy Combating Terrorism Program

OPNAVINST S3850.5, Support to DoD Offensive CI Operations
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VII. MARINE CORPS

MCO 3850.1H, Policy and Guidance for Counterintelligence Activities with Chapter 1
MCDP 2, Intelligence

MCWP 2-1, Intelligence Operations

MCWP 2-14, Counterintelligence

Vill. AIR FORCE

AFI 10-245, The Air Force Antiterrorism (AT) Standards

AFI 14-101, Intelligence Contingency Funds

AFI 31-301, Air Base Defense

AFI 31-401, Information Security Program Management

AF171-101 (VOL I, I, and IIT), Criminal Investigations, Protective Service Matters, and Counterintelligence
AFOSII 71-104V1, Counterintelligence and Security Services

AFOSIMAN 71-114, Surveillance Operations

AFOSIMAN 71-144V4, Antiterrorism Services
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CHAPTER 7

INTERNATIONAL AGREEMENTS AND SOFAS

REFERENCES

1. The Case-Zablocki Act, Pub.L. 92-403, 1 U.S.C. §112b (1995).

2. Coordination, Reporting, and Publication of International Agreements, 22 C.F.R Part 181 (1 April 2005).
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I. INTRODUCTION

This chapter does not attempt to discuss specific international agreements that may affect military operations,
since they are too numerous, and too many are classified. Instead, this discussion focuses on the role of the Judge
Advocate (JA) in this area. The operational JA may be faced with the following tasks relating to international
agreements and status of forces agreements (SOFA): determining the existence of an agreement, assisting in the
negotiation of an agreement, and implementing or ensuring compliance with an agreement.

II. DETERMINING THE EXISTENCE OF AN AGREEMENT

A. Determining the existence of an international agreement is more challenging than one might think. Except
for the most well known agreements (such as the various NATO agreements), most agreements are obscure, poorly
publicized, and occasionally, classified. A JA supporting a unit that frequently deploys has to conduct an extensive
search to determine whether an agreement exists, and then must try to find the text of the agreement. The sources
discussed below may help.
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B. The U.S. Department of State (DoS) is the repository for all international agreements to which the United
States is a party.! DoS publishes annually a document entitled Treaties in Force (TIF), which contains a list of all
treaties and other international agreements in force as of 1 January of that year. The most current TIF is available at
the website of the Office of the Legal Advisor, Treaty Affairs, http://www.state.gov/documents/organization/

24228 pdf. Itis available in printed form from the Government Printing Office at http://bookstore.gpo.gov, and may
be found in some of the larger Staff Judge Advocate offices and most libraries. Note, however, that TIF is merely a
list of treaties and agreements, with appropriate citations.” TIF does not include the text of the agreements; the
practitioner must locate the base document using the citation. Many agreements in TIF bave no citations; either they
have not yet been published in one of the treaty series (which are often years behind), or they are cited simply as
“NP,” indicating that they will not be published. Classified agreements are not included in the Treaties and Other
International Agreements (TIAS) series. While TIF is a good place to start, it often fails to offer a complete

solution.

C. There are a number of other potential sources. Within the DoS, it may be useful to contact the Country
Desk responsible for the country to which the unit is set to deploy. A complete list of phone numbers for each
Country Desk can be found at http://www.state.gov/documents/organization/84694.pdf. Since these desks are
located in Washington, they are usually easily accessible. Somewhat less accessible, but equally knowledgeable, is
the Military Group for the country. A listing for these overseas phone numbers can be found at
http://www.usembassy.gov. Either the Country Desk or the Military Group should have the most current
information about any agreements with “their” country.

D. Within DoD, JAs have a number of options. First, start with your operational chain of command, ending
with the Combatant Commander’s legal staff. Combatant Commands are responsible for maintaining a list of
agreements with countries within their area of responsibility. These are often posted on command web sites, though
it is more likely that they will do so on their classified (SIPRNET) site. Other options are the International and
Operational Law Divisions of the Services: Army (DAJA-IO) (703) 588-0143, DSN 225; Air Force (JAO)

(703) 695-9631, DSN 225; and Navy/Marine Corps (Code 10) (703) 697-9161, DSN 225.

E. The Center for Law and Military Operations (CLAMO) maintains a list of SOFAs, with text, at
http://www.jagcnet.army.mil. Other agreements may be found elsewhere on the Internet, such as the United Nations
website at www.un.org or the NATO website at http://www.nato.int.

1. NEGOTIATING AN INTERNATIONAL AGREEMENT

A. Although JAs may be involved in the negotiation of an international agreement, it is unlikely that they will
do so without DoS representation. Accordingly, this discussion will be rather summary, but is still important for the
following reasons:

1. Itis essential to know what constitutes an international agreement to prevent members of the unit from
inadvertently entering into one. This applies not only to the JA, but to the commander and staff as well.

2. Itis important to know that this is an area governed by very detailed rules that require significant
interagency coordination. It is not a process to be entered into lightly but, at the same time, it does work.

B. There are two significant concepts related to negotiating and concluding international agreements: approval
and coordination.

1. Approval.

a. Elements. The elements of an international agreement are: (a) an agreement; (b) between
governments (or agencies, instrumentalities or political subdivisions thereof) or international organizations; and
(c) signifying intent to be bound under international law. In many respects, an international agreement is simply a
contract (except there is no consideration requirement and it is governed by international law). If a document
includes the elements listed above, it is an international agreement, and its title or form is of little consequence. It is
also possible that an agreement may be oral. All oral agreements, however, should be reduced to writing. Similarly,
the actual status or position of the signer is not as important as the representation that the signer speaks for his

' 1USC.§ 112

2 The citation may be to United States Treaties (UST) series; Treaties and Other International Agreements (TIAS) series; and/or United Nations
Treaty Series (UNTS).
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government. The JA should be suspicious of any document that begins “The Parties agree . . .” unless appropriate
delegation of authority to negotiate and conclude has been granted.

b. Title and Form. An international agreement may be styled a memorandum of understanding or
memorandum of agreement, exchange of letters, exchange of diplomatic notes (“Dip Notes™), technical
arrangement, protocol, note verbale, aide memoire, etc. Forms that usually are not regarded as international
agreements include contracts made under the FAR, credit arrangements, standardization agreements (STANAG),
leases, procedural arrangements, and FMS letters of offer and acceptance. There are exceptions, however. A
memorandum that merely sets out standard operating procedures for de-conflicting radio frequencies is not an
international agreement, while a “lease” that includes status provisions would rise to the level of an international
agreement. Form is not as important as substance.

c. Authority.

(1) General. An international agreement binds the U.S. in international law. The President has
certain Constitutional powers in this area. Similarly, Congress has certain Constitutional powers that permit it to
authorize and regulate international agreements.

(2) Military. Military units, under their own authority, have no such power; accordingly, any
power they have is derivative of the President’s executive power or from legislation created by Congress. In other
words, there must be a specific grant of authority to enter into an international agreement.

(a) Most agreements with which JAs will be interested flow from implementing powers possessed
by the Secretary of Defense (SECDEF). For example, 22 U.S.C. § 2770a, Exchange of Training and Reciprocal
Support, provides: “the President may provide training and related support to military and civilian defense
personnel of a friendly foreign country or an international organization . . . ” and goes on to require an international
agreement to implement the support. In Executive Order 11501, the President delegated his authority to the
SECDEF. 10 U.S.C. § 2342, Cross-Servicing Agreements, is more direct, authorizing “the Secretary of Defense [to]
enter into an agreement . . . ” to provide logistical or similar support.

(b) In DoDD 5530.3, SECDEF delegated much of his power to enter into international
agreements to the Under Secretary of Defense for Policy (USD(P)), and delegated specific powers further. Matters
that are predominately the concern of a single Service are delegated to the Service Secretaries. Agreements
concerning the operational command of joint forces are delegated to the Chairman, Joint Chiefs of Staff (CJCS).
Additional special authorities are delegated to various defense agencies.

(c) In CJCSI 2300.01B, CJCS delegated much of his authority in this area to the Combatant
Commanders. Re-delegation to subordinate commanders is permitted and will be accomplished by a Combatant
Commander’s regulation. Similarly, the Service Secretaries have published regulations or instructions, noted in the
References section, that delegate some portion of the Secretaries’ authority.

(d) The most important authority that has not been delegated (that is, the authority remains at the
DoD level) is the authority to negotiate agreements that have policy significance. The relevant portions of DoDD
5530.3 addressing “policy significance™ follow below, although it is not inclusive of all types of agreements having
policy significance, and it is important to note that the term “policy significance” is interpreted broadly:

8.4. Notwithstanding delegations of authority made in section 13, below, of this Directive, all
proposed international agreements having policy significance shall be approved by the OUSD(P) before any
negotiation thereof, and again before they are concluded.

8.4.1. Agreements “having policy significance” include those agreements that:

8.4.1.1. Specify national disclosure, technology-sharing or work-sharing arrangements, co-
production of military equipment or offset commitments as part of an agreement for international cooperation in the
research, development, test, evaluation, or production of defense articles, services, or technology.

8.4.1.2. Because of their intrinsic importance or sensitivity, would directly and significantly
affect foreign or defense relations between the United States and another government.

8.4.1.3. By their nature, would require approval, negotiation, or signature at the OSD or the
diplomatic level.
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8.4.1.4. Would create security commitments currently not assumed by the United States in
existing mutual security or other defense agreements and arrangements, or which would increase U.S. obligations
with respect to the defense of a foreign government or area.

(e) Politically Significant Agreements. All of the directives and regulations that delegate
authority contain the caveat that agreements that have political significance are not delegated. They also may
contain other limitations of delegation. In general, delegations are to be construed narrowly. Questions about
whether an authority has been delegated by a higher authority generally must be referred to that authority for
resolution. This is an area where if you have to ask whether you have authority, you probably do not.

(f) Procedures. The directives provide specific guidance on the procedures to be used when
requesting authority to negotiate or conclude an agreement from the appropriate approval authority. Among other
requirements, a legal memorandum must accompany the request; therefore, the JA will be closely involved in the
process. The legal memorandum must trace the authority to enter into the agreement from the Constitution/statute
through all delegations to the approval authority. All approvals must be in writing.

2. Coordination.

a. In addition to the approval requirements surnmarized above, Congress has created another level of
review through the Case-Zablocki Act. 1 U.S.C. § 112b(c) (reprinted as enclosure 4 to DoDD 5530.3) provides:
“Notwithstanding any other provision of law, an international agreement may not be signed or otherwise concluded
on behalf of the United States without prior consultation with the Secretary of State.”

b. The Secretary of State has published procedures to implement the Case-Zablocki Act in 22 C.F.R.
Part 181 (reprinted as enclosure 3 to DoDD 5530.3). Part 181.4 specifically deals with the consultation requirement.
It initially refers the reader to Circular 175 procedures, but those procedures are largely digested in the remainder of
Part 181.4. Unfortunately, these procedures are not particularly detailed. DoDD 5530.3 is similarly unhelpful,
merely assigning the responsibility to coordinate with DoS to the authority to which approval of the agreement has
been delegated. Such coordination will generally be conducted at or near the Combatant Commander level.

C. Negotiation. Once the proposed agreement has been approved and coordinated, the actual negotiation with
foreign authorities may begin. At this point, the process is much like negotiating any contract. The objectives of the
parties, the relative strengths of their positions, and bargaining skills all play a part. Once an agreement is reached,
it may not be signed until that specific approval has been given, by the same procedures discussed above, unless the
initial approval was to negotiate and conclude the agreement.

D. Reporting Requirements. Once concluded, procedural requirements remain. Chief among these is the
requirement to send a certified copy of the agreement to the DoS within twenty days. DoDD 5530.3 requires that
another two copies be forwarded to the DoD General Counsel, and that copies be filed at the responsible Combatant
Command headquarters. If concluding an agreement based on delegated authority, the delegating authority also
must receive a copy. For example, CICSI 2300.01B requires that a copy be forwarded to the Secretary, Joint Staff.
Those concluding an agreement based on authority delegated by the Secretary of the Army must forward a copy to
HQDA (DAJA-IO) (the Army requires all copies within ten days).

IV. IMPLEMENTING/ENSURING COMPLIANCE WITH THE AGREEMENT

A. Like any other “law,” international agreements to which the United States is a party must be followed. The
JA will be a principal player in this effort. Some areas, such as foreign criminal jurisdiction (FCJ), will fall within
the JA’s ambit in any case. Others, such as logistics agreements, will be handled by experts in other staff sections,
with JA support. In areas in which we have been exercising an agreement for a long time, such as the NATO
Acquisition and Cross-Servicing Agreement, the subject-matter experts, such as the logisticians, will require little
legal support. Infrequently-used or newly-concluded agreements may require substantial JA involvement.

B. Common subjects of international agreements include: status of forces, logistics support, pre-positioning,
cryptological support, personnel exchange programs, and defense assistance (to include security assistance
programs). For the deploying JA, SOFAs are probably the most important agreements, followed by logistics support
agreements, such as acquisition and cross-servicing agreements (ACSA).

1. SOF4s.

a. Historically. Scant formal international law governed the stationing of friendly forces on a host
nation’s territory. Most frequently, the law of the flag was applied, which basically held that since the friendly
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forces were transiting a host nation’s territory with their permission, it was understood that the nation whose forces
were visiting retained jurisdiction over its members. After World War II, with the large increase in the number of
forces stationed in friendly countries, more formal SOFAs were deemed necessary to address the many and diverse
legal issues that would arise, and to clarify the legal relationships between the countries. SOFAs varied in format
and length, ranging from complex multi-lateral agreements, such as the NATO SOFA and its accompanying country
supplements, to very limited, smaller-scale one-page Diplomatic Notes. Topics addressed in SOFAs may cover a
large variety of issues.

b. Status/FCJ. One of the most important deployment issues is criminal jurisdiction. The general rule
of international law is that a sovereign nation has jurisdiction over all persons found within its borders. There can be
no derogation of that sovereign right without the consent of the Receiving State and, in the absence of an agreement;
U.S. personnel are subject to the criminal jurisdiction of the Receiving State. On the other hand, the idea of
subjecting U.S. personnel to the jurisdiction of a country in whose territory they are present due solely to orders to
help defend that country raises serious problems. In recognition of this, and as a result of the Senate’s advice and
consent to ratification of the NATO SOFA, DoD policy, as stated in DoDD 5525.1, is to maximize the exercise of
jurisdiction over U.S. personnel by U.S. authorities.

c. Exception. An exception to the general rule of Receiving State jurisdiction is deployment for
combat, wherein U.S. forces are generally subject to exclusive U.S. jurisdiction. As the exigencies of combat
subside, however, the primary right to exercise criminal jurisdiction may revert to the Receiving State or come under
another jurisdictional structure established in a negotiated agreement with the Receiving State.

d. Types of Criminal Jurisdiction Arrangements. Beyond a complete waiver of jurisdiction by the
Receiving State, there are four possible types of arrangements that a deploying JA should understand: the NATO
formula of Shared Jurisdiction; Administrative and Technical Status (A&T status); Visiting Forces Acts; and the
prospect of deploying without an applicable SOFA.

(1) NATO SOFA. Article VI of the NATO SOFA provides a scheme of shared jurisdiction
between the Receiving State (i.e., the host nation) and the Sending State (i.e., the State sending forces into the host
nation). This scheme is the model for many other SOFAs, so it will be discussed in detail. All examples assume a
U.S. Soldier committing an offense while stationed in Germany.

(a) Exclusive Jurisdiction in the Sending State. Conduct that constitutes an offense under the
law of the Sending State, but net the Receiving State, is tried exclusively by the Sending State. For example,
dereliction of duty is an offense under the UCMJ, but not under German law, so exclusive jurisdiction rests with the
United States.

(b) Exclusive Jurisdiction in the Receiving State. Conduct that constitutes an offense under the
law of the Receiving State, but not the Sending State, is tried exclusively by the Receiving State. For example, a
given traffic offense may violate German law, but not U.S. law, so Germany has exclusive jurisdiction.

(c) Concurrent Jurisdiction. For all conduct that constitutes an offense under the laws of both
the Receiving and Sending States, there is concurrent jurisdiction, with primary jurisdiction assigned to one party:

(i) Primary Concurrent Jurisdiction in the Sending State. The Sending State has primary
jurisdiction in two instances. First are acts in which the Sending State is the victim, or a person from the Sending
State (otherwise covered by the SOFA) is the victim. This is known as infer se (“among themselves”). For
example, if a Soldier assaults another Soldier, it violates both U.S. and German law, but primary jurisdiction rests
with the United States because the victim is from the Sending State. Second are acts or omissions committed in the
performance of official duty. For example, if a Soldier, while driving to another post for a meeting, hits and kills a
pedestrian, he or she could be charged with some sort of homicide by both the United States and Germany.
However, because the offense was committed while in the performance of official duty, the United States retains
primary jurisdiction.

(ii) Primary Concurrent Jurisdiction in the Receiving State. In all other cases, primary
jurisdiction rests with the Receiving State. However, it is possible for the Receiving State to waive its primary
jurisdiction in favor of the Sending State, and they often do. The NATO SOFA provides that “sympathetic
considerations” shall be given to requests to waive jurisdiction. For example, if a Soldier assaults a German
national, it violates both U.S. and German law, but Germany has primary jurisdiction. Upon request, Germany may
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waive its jurisdiction, in which case the Soldier may be tried by U.S. courts-martial. Supplemental agreements may
provide further detail regarding these waivers of jurisdiction.

(2) Administrative and Technical Status. Some Receiving States may consent to granting U.S.
personnel the privileges and immunities equivalent to those given the administrative and technical staff of the U.S.
embassy, as defined in the Vienna Convention on Diplomatic Relations. This is often referred to as “A&T status.”
In many cases, the United States can obtain such status by incorporating, by reference, the privileges and immunities
already granted to U.S. military personnel under another agreement, such as a defense assistance agreement that
includes personnel assigned to the U.S. embassy or to a Military Assistance Advisory Group (MAAG). These
agreements usually provide A&T status to the covered personnel. A&T status is rarely granted for large-scale
and/or long-term deployments. The Receiving State typically recognizes the A&T status of the deploying forces
through an exchange of diplomatic notes, memorandum of agreement or the like. These agreements will typically
be handled by the Combatant Command headquarters and/or the U.S. Embassy or other diplomatic representative.

(3) Visiting Forces Acts. If the United States does not have an agreement with a host nation,
some nations still extend protections to visiting forces through domestic statutes commonly called Visiting Forces
Acts. Commonwealth nations are those most likely to have Visiting Forces Acts (e.g., Jamaica and Belize). In
general, these statutes provide a two-part test. First, Visiting Forces Acts require that the nation sending forces to
the host country be listed in accordance with its domestic law. Second, the jurisdictional methodology is one of two
types: a jurisdictional model similar to the NATO SOFA, or protections equivalent to A&T status. In any case, it is
essential that the JA acquire a copy of the host nation’s Visiting Forces Act before deploying into that country.

(4) No Protection. The last situation encountered by deployed units occurs when U.S, forces
enter a host nation totally subject to the host nation’s laws. While U.S. policy is to avoid such situations, there are
some situations where a political decision is made to send U.S. forces into a country without any jurisdictional
protections. In such circumstances, U.S. forces are essentially tourists. In these circumstances, if a Solider commits
a crime, diplomatic resolution or liaison with the host nation military authorities may be successful in securing more
favorable treatiment.

(5) Exercise of FCJ by the Receiving State. Under any of these situations, if U.S. military
personnel are subjected to FCIJ, the United States must take steps to ensure that they receive a fair trial. Detailed
provisions are set out in DoDD 5525.1 and implementing Service regulations.

(6) United Nations Missions. Personnel participating in a UN mission typically will have special
protection. In some cases, the State to which the UN is deploying forces may grant those forces “expert on mission”
status. This refers to Article VI of the Convention on the Privileges and Immunities of the United Nations, and
grants complete criminal immunity. Alternatively, the UN may negotiate a SOFA, though in UN parlance it is
called a Status of Mission Agreement (SOMA). The UN “Model” SOMA, which is to be used as a template for the
actual SOMA, provides for exclusive criminal jurisdiction in the Sending State.

(7) Article 98 Agreements and the International Criminal Court (ICC). After the entry into
force of the Rome Statute of the ICC in July 2002, the U.S. began negotiating Article 98 Agreements with other
nations. These agreements are so named after Article 98 of the ICC Statute, which states:

(a) The Court may not proceed with a request for surrender or assistance which would
require the requested State to act inconsistently with its obligations under international law with respect to
the State or diplomatic immunity of a person or property of a third State, unless the Court can first obtain
the cooperation of that third State for the waiver of the immunity.

(b) The Court may not proceed with a request for surrender which would require the
requested State to act inconsistently with its obligations under international agreements pursuant to which
the consent of a sending State is required to surrender a person of that State to the Court, unless the Court
can first obtain the cooperation of the sending State for the giving of consent for the surrender.?

(c) Article 98 Agreements are being negotiated to protect U.S. servicemembers and other U.S.
nationals from being handed over to the ICC by another nation. Though it may be implausible to bave Article 98
agreements signed in each country in which the U.S. military operates or exercises, Article 98-type language may be

3 Rome Charter for the International Criminal Court, 17 July 1998, available at http://www.un.org/law/icc/statte/english/rome_statute(e).pdf.
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integrated into a SOFA, mini-SOFA, diplomatic note, etc. in order to temporarily protect U.S. troops. Well before
deployment, JAs must determine the exact status of U.S.-Host Nation relations on this issue.

(d) In addition to Article 98 Agreements, an applicable SOFA in which the United States has
exclusive or primary jurisdiction for offenses committed in the course of official duties may also protect U.S. service
members. For example, if the United States has a SOFA with country X that grants A&T status to Soldiers (but no
Article 98 Agreement exists), this will still require the host nation to accede to U.S. jurisdiction over the offense in
question. Deploying JAs should check with their technical chain of command regarding the existence of any
applicable Article 98 Agreements and the impact of existing SOFAs on potential ICC jurisdictional issues.

e. Claims and Civil Liability. Claims for damages almost always follow deployments of U.S. forces.
Absent an agreement to the contrary (or a combat claims exclusion), the United States normally is obligated to pay
for damages caused by its forces. As a general rule, the desirable arrangement is for State parties to waive claims
against each other. In addition, it is not uncommon for a Receiving State to agree to pay third party claims caused
by U.S. forces in the performance of official duties, and release Soldiers from any form of civil liability resulting
from such acts. For claims resulting from third party claims not caused in the performance of official duties, the
desirable language is that the United States may, at its discretion, handle and pay such claims in accordance with
U.S. laws and regulations, i.e., the Foreign Claims Act* (FCA), but the Soldier may remain subject to the jurisdiction
of host nation civil courts. This liability may, however, be mitigated based on any payments made by the United
States under the FCA.

f. Force Protection/Use of Deadly Force. The general rule of international law is that a sovereign is
responsible for the security of persons within its territory. This does not, however, relieve the U.S. commander of
his or her responsibility for the safety (i.e., self-defense) of the unit. As part of pre-deployment preparation, the JA
should determine whether the applicable agreement includes provisions regarding force security, along with
reviewing the applicable rules of engagement. While the host nation is generally responsible for the security of
persons in its territory, it is common for the United States to be responsible for security internal to the areas and
facilities it uses. It may also be desirable to provide for the United States with the right to take measures to protect
its own personnel under certain circumstances. For example, Article III of the Korean SOFA provides that, in the
event of an emergency, the U.S. armed forces shall be authorized to take such measures in the vicinity of its facilities
and areas as may be necessary to provide for their safeguarding and control. The SOFA may also inciude a
provision allowing military police the authority to apprehend U.S. personnel off the installation.

g. Entry/Exit Requirements. Passports and visas are the normal instruments for identifying nationality
and verifying that presence in the Receiving State is authorized. But the issuance of passports to large numbers of
military personnel is expensive and impractical, and-in an emergency-the issuance of visas is unacceptably slow.
Even in peacetime, the time it takes to process visa requests has a significant impact on operational flexibility. Asa
result, most SOFAs provide that U.S. personnel may enter and exit the territory of the Receiving State on their
military identification cards and orders, or offer other expedited procedures.

h. Customs and Taxes. While U.S. forces clearly should pay for goods and services requested and
received, sovereigns generally do not tax other sovereigns. As a result, U.S. forces will normally be exempt from
the payment of host nation customs, duties and taxes on goods and services imported to or acquired in the territory
of the Receiving State for official use. Likewise, the personal items of deploying Soldiers also should be exempt

from any customs or duties.

i. Contracting. Specific authority for U.S. forces to contract on the local economy for procurement of
supplies and services not available from the host nation government should be included in the SOFA. As noted
above, provisions should always be made to exempt goods and services brought to or acquired in the host country
from import duties, taxes, and other fees. This provision is designed to allow for the local purchase of some or all
items needed, but does not alter or obviate the need to follow other fiscal and contracting legal requirements.

Jj- Vehicle Registration/Insurance/Drivers’ Licenses. The Receiving State may attempt to require U.S.
vehicles be covered by third party liability insurance, and that U.S. drivers be licensed under local law. These
efforts should be resisted, and provisions specifically exempting U.S. forces from these requirements should be
included in the SOFA or exercise agreement.

* 10 U.S.C. § 2734. Keep in mind that the payment of claims under the FCA is based not on legal liability, but on the maintenance of good
- foreign relations.
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(1) The U.S. Government is “self-insured.” That is, it bears the financial burden of risks of
claims for damages, and the FCA provides specific authority for the payment of claims. As a result, negotiation of
any agreement should emphasize that official vehicles need not be insured.

(2) Official vehicles may be marked for identification purposes, if necessary, but local registration
should not be required by the Receiving State. In many countries, vehicle registration is expensive. SOFAs
frequently provide for privately-owned vehicles to be registered with Receiving State authorities upon payment of
only nominal fees to cover the actual costs of administration,

(3) A provision for U.S. personnel to drive official vehicles with official drivers licenses
expedites the conduct of official business. It is also helpful if the Receiving State will honor the U.S. drivers’
licenses of U.S. personnel or, in the alternative, issue licenses on the basis of possession of a valid stateside 11cense

without requiring additional examination.

k. Communications Support. When U.S. forces deploy, commanders rely heavily upon
communications to exercise command and control. Absent an agreement to the contrary, host nation law governs
the commander’s use of frequencies within the electro-magnetic spectrum. This includes not only tactical
communications, but commercial radio and television airwaves. This can greatly impact operations, and should be
addressed early in the planning process. While unencumbered use of the entire electro-magnetic spectrum should
not be expected, use by U.S. forces must be addressed and responsibilities delineated in the SOFA. Early and close
coordination between U.S. and host nation communications assets should be the norm.

2. Logistics Agreements.

a. Pre-Positioning of Materiel. If U.S. equipment or materiel is to be pre-positioned in a foreign
country, an international agreement should contain the following provisions:

(1) Host nation permission for the United States to store stocks there.
(2) Unimpeded United States access to those stocks.

(3) Right of removal, without restriction on subsequent use.

(4) Adequate security for the stocks.

(5) The host nation must promise not to convert the stocks to its own use, nor to allow any third
party fo do so (i.e., legal title remains vested in the United States).

(6) Appropriate privileges and immunities (status) for U.S. personnel associated with storage,
maintenance, or removal of the stocks.

b. Negotiation. In some cases, the DoD General Counsel has allowed some leeway in negotiating pre-
positioning agreements, provided that host government permission for U.S. storage in its territory and unequivocal
acknowledgment of the U.S. right of removal are explicit. “Legal title” need not be addressed per se, if it is clear
the host government has no ownership rights in the stocks—only custodial interests—and that pre-positioned stocks
are solely for U.S. use. “Access” to the pre-positioned stocks need not be addressed explicitly, unless U.S. access is
necessary to safeguard them. There can be no express restrictions on U.S. use. Prior “consultation” for U.S.
removal of pre-positioned stocks is not favored, and prior “approval” is not acceptable. “Conversion” need not be
specifically addressed, if it is clear that the pre-positioned stocks’ sole purpose is to meet U.S. requirements.
“Security” must be specifically addressed only when stores are at risk due to their value. “Privileges and
immunities” are required only when it is necessary for U.S. personnel to spend significant amounts of time in the
host country to administer, maintain, guard, or remove the stocks.

c. Host Nation Support. When a unit deploys overseas, some of its logistical requirements may be

provided by the host nation. If so, it is desirable to have an international agreement specifying the material the host
nation will provide and on what conditions, such as whether it is provided on a reimbursable basis.

d. ACSA. Subchapter 138 of Title 10, U.S.C. also provides authority for government-to-government
ACSASs for mutual logistics support. Under 10 U.S.C. § 2342, U.S. forces and those of an eligible country® may

* Eligible countries include all NATO countries, plus non-NATO countries designated by SECDEF. Criteria for eligibility include: defense
alliance with the U.S.; stationing or homeporting of U.S. Forces; pre-positioning of U.S. stocks; or hosting exercises or staging U.S. military
operations. A list of ACSAs can be found on CLAMO’s web site.
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provide logistics support, supplies, and services on a reciprocal basis. The primary benefit of cross-servicing is that
such support, supplies, and services may be reimbursed through: replacemnent in kind; trade of support, supplies, or
services of equal value; or cash. In addition, an ACSA allows the deletion of several common contractual
paragraphs required by the FAR but frequently objectionable to other sovereigns. There are limits on the on the
total amount of liabilities the United States may accrue under this subchapter, except during a period of active
hostilities. The amount of acquisitions and cross-servicing a component imay conduct each year is allocated by the
cognizant Combatant Commander.” There are some restrictions on ACSAs. For example, they cannot be used as a
substitute for normal sources of supply, or as a substitute for foreign military sales procedures. “Major end items”
may not be transferred under a cross-servicing agreement. For general guidance, see DoD Directive 2010.9, Mutual
Logistic Support Between the United States and Governments of Eligible Countries and NATO Subsidiary Bodies.

e. Cryptologic Support. 10 U.S.C. § 421 authorizes SECDEF to use funds appropriated for
intelligence and communications purposes to pay the expenses of arrange ments with foreign countries for
cryptologic support. This authority has been frequently used as the basis for agreements to loan communications
security (COMSEC) equipment, such as message processors or secure telephones, to allied forces. Equipment of
this type raises obvious technology transfer issues, and among the key provisions of any COMSEC agreement is the
assurance that the Receiving State’s forces will not tamper with the equipment in an effort to retro-engineer its
technology. See CICSI 6510.01, Joint and Combined Communications Security, for gnidance.

3. The United States as a Receiving State.

a. In the past, the focus of the Status of Forces was on U.S. servicemembers deployed to other
countries. However, in the post-Cold War era, that is no longer exclusively the case. Foreign forces come to the
U.S. for training on a routine basis. In fact, some NATO nations have units permanently stationed in the United
States.® The status of these foreign armed forces personnel depends on what nation’s soldiers are conducting
training in the United States. Almost all SOFAs entered into by the United States have been non-reciprocal in
nature. For example, the Korean SOFA only applies to U.S. armed forces in the Republic of Korea (ROK).
Therefore, if ROK soldiers are present in the United States, exclusive jurisdiction would rest with the United States.
On the other hand, the United States may have entered into a SOFA that is reciprocal, such as the NATO SOFA and
the Partnership for Peace (PFP) SOFA. With nations party to the NATO and PFP SOFAs, the jurisdictional
methodology is the same as when the United States is sending forces, only the roles are reversed.

b. There are a number of issues to be addressed in this area. The first arises based on our federal
system. If the international agreement under which the foreign forces are seeking protection is a treaty, it is the
supreme law of the land, and is binding on both the Federal and state jurisdictions. International agreements that are
Dot treaties (e.g., executive agreements) do not have that status. Although these are binding on the Federal
government, they are not binding on the states. Therefore, a state prosecutor would be free to charge a visiting
service member for a crime under state law, regardless of the provisions of the international agreement. Often, such
a prosecutor will be willing to defer prosecution in the national interest, but it may be a matter for delicate
negotiation, and the JA will take a leading part. Other issues arise from the foreign force imposing discipline on
members of their force within the United States. Just as the United States conducts courts-martial in Germany,
Germany may wish to do the same in the United States. DoDD 5525.3 and Service implementations address some

of these issues.

5 See 10 U.S.C. § 2343.

7 See 10 US.C. § 2347.

# For example, German Tornado Fighters are permanently assigned at Holloman Air Force Base, New Mexico. In addition, Fort Bliss, Texas is
home to a substantial German Air Defense training detachment.
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CHAPTER 8

COMBATING TERRORISM
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I. INTRODUCTION

A. On 11 September 2001, the U.S. view of the world changed. The unprecedented terrorist attacks in the

United States on that day clearly demonstrated to the U.S. and the international community the depth and scope of
global terrorism. The terrorist attacks in New York, Pennsylvania, and Washington, D.C. also undoubtedly
demonstrated the terrorists’ willingness and ability to target civilians, as well as military objects, here at home and
abroad. Furthermore, the attacks unmistakably verified that the changing face of terrorism continues to evolve into
organizations willing to inflict mass casualties. Historically, terrorist attacks were politically-motivated and did not
typically involve mass casualties. The terrorist organizations of the 70s and 80s were mainly state-sponsored,
characterized as having leftist political agendas, and avoided mass casualties. With the disintegration of the Soviet
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Union and the decline of communism, there has been a major shift of terrorists’ motives and tactics. Today,
religious and ethnic fanaticism continues to rise. In many cases, today’s terrorists view violence as a divinely-
inspired act. These terrorists believe they are complying with “God’s” law, and seemingly have no regard for the
laws of man, Additionally, the availability of conventional weapons, the proliferation of technologies of weapons of
mass destruction (WMD), and increased access to information technology provide today’s terrorist organizations
with the means to carry out their deadly terror campaign. Furthermore, their methods have been increasingly lethal,
in the sense that they are more willing to inflict mass casualties. This lethal combination of changing motives,
means and methods of today’s terrorist organizations culminated with the attacks on the World Trade Center Towers

and the Pentagon.

B. The 9/11 attacks clearly placed global terrorism on center-stage, both domestically and internationally. This
focus on global terrorism has resulted in a close examination of how to combat it. As the world is discovering since
the 9/11 attacks, combating terrorism, particularly terrorism from non-state organizations such as the al-Qaida
network, does not fit neatly into any existing paradigms. U.S. involvement in the insurgency in Iraq against assorted
sectarian groups, as well as the al-Qaida organization in Afghanistan and beyond, is not the traditional type of armed
conflict contemplated by the drafters of existing law of war conventions. Since 9/11, many issues and questions
have been raised, and many remain unresolved. The manner in which the U.S. and the international community are
combating terrorism will continue to evolve. One thing is clear, however: the U.S is leading an unprecedented
worldwide campaign against global terrorism, wherever it exists.

C. The international response to the 9/11 attacks was swift. In the United Nations on the day after the attacks,
the General Assembly and the Security Council both passed resolutions regarding global terrorism. Additionally, on
28 September 2001, The U.N. Security Council unanimously adopted United Nations Security Council Resolution
(UNSCR) 1373 under Chapter VII of the U.N. Charter. UNSCR 1373 is extremely significant in that it establishes a
body of legally-binding obligations on all U.N. member states. It also defined the common core of the new
international campaign to combat international terrorists, their organizations, and those who support them.
Furthermore, UNSCR 1373 also called for the establishment of a Counter Terrorist Committee to ensure full
implementation by all states. Other examples of international cooperation on the current war on terrorism include:
136 countries offering a diverse range of military assistance, with 17 countries having forces deployed in the
Afghanistan region; 46 multilateral organizations declaring their support; and 142 countries acting to freeze terrorist
assets.

D. Domestically, the U.S. has taken a broad range of steps to combat terrorism since 9/11. The President has
implemented a comprehensive foreign policy against global terrorism. This policy includes putting the world on
notice that any nation that harbors or supports terrorism will be regarded as a hostile regime. The administration has
spearheaded the worldwide coalition against terrorism utilizing all available diplomatic, financial, law enforcement,
intelligence and military means. The creation of the Department of Homeland Security (DHS) and the Homeland
Security Council (HSC) were established to help protect against future terrorist attacks. In 2001, there has been a
flurry of legislation passed by Congress, including the Authorization for Use of Force (AUMF) and the “PATRIOT
Act.” Operation Enduring Freedom (OEF) was the military manifestation of the administration’s use of military
force against global terrorism. As the U.S. enters the fifth year in the GWOT new organizations, both military and
civilian, are being created or revamped to more effectively wage a campaign against violent Islamic extremists that
routinely violate the law of war in their asymmetric fight against the U.S. and her allies.

E. The purpose of this chapter is to assist the judge advocate (JA) in understanding DoD’s role in combating
terrorism. OEF is an obvious example of DoD’s role in combating terrorism, but DoD’s function is much broader
than the use of military force. Accordingly, the remainder of the chapter will focus mainly on DoD’s role in
supporting the U.S. effort in other areas in combating terrorism. Even before September 11, there were several
studies proposing a greater role for the U.S. military in combating terrorism. The attacks on the homeland quickly

- moved the implementation forward. Examples include the revision of the SROE with SRUF and the bolstering of

NORTHCOM to defend CONUS.

F. DoD is not the lead agency for combating terrorism. However, DoD does play a significant supporting role
in several areas. In that regard, DoD is responsible for providing technical assistance or forces when requested by
the President of the United States and/or the Secretary of Defense (SECDEF). Moreover, DoD is also responsible
for protecting its own personnel, bases, ships, deployed forces, equipment, and installations. Every commander at
every level has the inherent responsibility of planning for and defending against terrorist attacks. Similarly, every
servicemember, family member, DoD civilian, contractor, and host nation laborer should be educated and alerted to
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possible terrorist attacks. Judge Advocates should participate in all foreign and domestic antiterrorism plans and in
the implementation of those plans. Judge Advocates assigned to units involved in counterterrorism should have a

thorough understanding of the unit’s plans and missions.

G. “Terrorism” is defined in Department of Defense Directive (DoDD) 2000.12 as the “calculated use of
violence or threat of unlawful violence to inculcate fear and intended to coerce or to intimidate governments or
societies in the pursuit of goals that are generally political, religious, or ideological.” The term “combating
terrorism” involves both counterterrorism and antiterrorism. One of the issues that constantly arises in discussing
terrorism is defining it. While this issue has plagued the United Nations and its ability to combat terrorism as an
organization, the issue is present in domestic policy as well. The Department of State uses 22 U.S.C. § 2656f(d) for
its definition of terrorism.

H. Counterterrorism (CT) generally refers to offensive military operations designed to prevent, deter, and
respond to terrorism. It is a highly-specialized, resource-intensive military activity. Certain national special
operations forces units are prepared to execute these missions on order of the President or SECDEF. Combatant
commanders maintain designated CT contingency forces when national assets are not available. These programs are
sensitive, normally compartmented, and addressed in relevant National Security Directives (NSD), Presidential
Decision Directives (PDD), National Security Presidential Directives (NSPD), contingency plans (CONPLAN) and
other classified documents. Therefore, this subject is beyond the scope of this publication.

L. Antiterrorism (AT) consists of defensive measures to reduce the vulnerability of individuals and property to
terrorist attacks. Overseas (OCONUS), AT should be an integrated and comprehensive plan within each combatant
command. The AT plan is normally thought of in two primary phases: proactive and reactive. The proactive phase
includes planning, resourcing, and taking preventive measures, as well as preparation, awareness, education, and
training, prior to an incident. The reactive phase includes the crisis management actions in response to an attack. In
the continental United States (CONUS), DoD’s role is generally that of providing expert technical support in the
area of consequence management.

II. JUDGE ADVOCATE INVOLVEMENT

A, As a member of the Crisis Management Team, the JA must provide essentially the same kind of legal advice
to the commander of a force deployed overseas as he or she would provide in the event of a terrorist incident
occurring at a CONUS installation. The unit must be prepared to defend itself, and legal questions such as what, if
any, limitations exist on the use of force, and when is it appropriate to use deadly force, as well as the question of
who may exercise jurisdiction over a particular incident, are issues that must be addressed prior to deployment.

B. The commander of a deployed unit, in addition to providing for force security and terrorism counteraction,
must ensure that Soldiers are operating under clear, concise rules of engagement (ROE), regardless of the
deployment location. Soldiers must be aware of their right to defend themselves, even while participating in a
peacetime exercise. They must also be aware, however, of any restraints on the use of force. Note that according to
the Chairman of the Joint Chiefs of Staff Standing Rules of Engagement (CJCS SROE) “[a]ny civilian, paramilitary
or military force, or terrorist(s)”” may be designated a “Declared Hostile Force.”

C. Judge Advocates advising units involved in counterterrorism operations should be particularly cognizant of
issues concerning: use of force/ROE; weapons selection and employment; collateral damage; defense of third
parties; targeting (determination of proper targets); and terminology (e.g., response, reprisal, self-defense and
anticipatory self-defense).

HI. FEDERAL AGENCY ROLES IN COMBATING TERRORISM

A. Overview. The primary Federal organizations dealing with terrorism management are the National Security
Council (NSC), the Department of State (DoS), and the Department of Justice (DoJ). However, the creation of the
DHS has significantly transformed the government in its response to terrorism as has the creation of the Director of
National Intelligence (DNI).

B. The NSC. The NSC formulates U.S. policy for the President on terrorist threats that endanger U.S.
interests.

C. NSC’s Counterterrorism & National Preparedness Policy Coordination Committee. NSPD-1
established this committee. In that regard, NSPD-1 established the organization of the NSC under the Bush
Administration. NSPD-1 abolished the previous system of interagency working groups, and replaced them with a
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policy coordination committee (PCC). This committee is comprised of representatives from DoS, DoJ, DoD, CICS,
the Central Intelligence Agency (CIA), and the Federal Bureau of Investigation (FBI). The PCC has four standing
subordinate groups to coordinate policy on specific areas relating to responding to terrorism. When the NSC is
advised of the threat of a terrorist incident or actual event, the appropriate subordinate group will convene to
formulate recommendations for the Counterterrorism and Preparedness PCC, who in turn will provide policy
analysis for the Deputies Committee. The Deputies Committee then ensures that the issues brought before the
Principals Committee and NSC are properly analyzed and prepared for a decision by the President.

D. DoS. DoS is the lead agency for responses to terrorism occurring OCONUS, other than incidents on U.S.
flag vessels in international waters. Due to a Memorandum of Understanding between DoS and DoD, DoD has
responsibility for terrorism against U.S. interests on the Arabian Peninsula. Once military force is directed, the
President and SECDEF exercise control of the U.S. military force.

E. DeoJ. Dol is normally responsible for overseeing the Federal response to acts of terrorism within the U.S.
The U.S. Attorney General (AG), through an appointed Deputy Attorney General, makes major policy decisions and
legal judgments related to each terrorist incident as it occurs. In domestic terrorism incidents, the AG will have
authorization to direct a FBI-led Domestic Emergency Support Team (DEST), which is an ad hoc collection of
interagency experts. The part of the former Immigration and Naturalization Service, the Office for Domestic
Preparedness, and Domestic Emergency Support Teams are now part of the new DHS.

F. FBI. The FBI has been designated the primary operational agency for the management of terrorist incidents
occurring in CONUS. When a terrorist incident occurs, the lead official is generally the Special Agent in Charge
(SAC) of the field office nearest the incident, and is under the supervision of the Director of the FBI. The FBI
maintains liaison at each governor’s office. Because of the presence of concurrent jurisdiction in many cases, the
FBI cooperates with state and local law enforcement authorities on a continuing basis. In accordance with the
Atomic Energy Act of 1954, the FBI is the agency responsible for investigating a threat involving the misuse of a
nuclear weapon, special nuclear material, or dangerous radioactive material. For an emergency involving terrorism,
or terrorist acts involving chemical or biological WMD, the FBI also has the lead. In these efforts, the FBI
coordinates with the Department of Energy (DoE), DoD, the Nuclear Regulatory Commission, and the
Environmental Protection Agency, as well as several states that have established nuclear, chemical, and biological
and/or WMD threat emergency response plans. The FBI’s National Domestic Preparedness Office has been shifted

to DHS.

G. DoE. DoE has important national security responsibilities. The Office of Defense Programs maintains the
safety, security, and reliability of U.S. nuclear weapons stockpiles, without underground nuclear testing. The Office
of Emergency Responses is prepared to respond to any nuclear or radiological accident or incident anywhere in the
world. There are seven sub-offices with the Office of Emergency Responses. DoE’s Nuclear Incident Response
Team, CBRN Countermeasures Programs, Environmental Measures Laboratory, and Energy Security and Assurance
Program have been shifted to DHS,

H. Department of Transportation (DoT). DoT and/or the Federal Aviation Agency (FAA) are the Federal
agencies responsible for responding to terrorist incidents on aircraft in flight within U.S. jurisdiction. The FAA has
exclusive responsibility for the coordination of law enforcement responses in instances of air piracy. The FBI
maintains procedures, in coordination with DoS and DoT, to ensure efficient resolution of terrorist hijackings. DoT,
through the U.S. Coast Guard (USCG), is responsible for reducing the risk of maritime terrorist acts within the
territorial seas of the Untied States. The USCG and FBI have an interagency agreement, and must cooperate when
coordinating counterterrorism activities. (See USCG Commandant Instruction 16202.3a.) DoT’s Transportation
Security Administration, as well as the USCG, is now part of DHS.

I. Department of the Treasury. The Department of the Treasury is responsible for preventing unlawful traffic
in firearms and explosives, and for protecting the President and other officials from terrorist attacks. The
Department’s U.S. Customs Service and Federal Law Enforcement Training Center have been shifted to DHS.

J. CIA. The CIA provides overall direction for and coordination of the collection of national intelligence
outside the U.S. The CIA is led by the Director of the CIA, who formerly held many of the duties now held by the
DNI, see below. The CIA mission is accomplished through collecting intelligence through human sources,
correlating and evaluating intelligence related to national security, and providing dissemination of such intelligence.

K. Federal Emergency Management Agency (FEMA). In the event of a terrorist WMD attack, FEMA
manages the support provided by other agencies and the coordination with state and local authorities. FEMA relies
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on the Federal Response Plan to coordinate support for consequence management. FEMA has been shifted to DHS
and is under the Emergency Preparedness and Response division.

L. DHS. On March 1, 2003, DHS officially came into existence. The creation of DHS is a significant
transformation of the U.S. government, consolidating twenty-two disparate domestic agencies (consisting of over
170,000 employees) into one department, to protect the nation against threats to the homeland. DHS’s first priority
is to protect the nation against further terrorist attacks. Component agencies will analyze threats and intelligence;
guard our borders and airports; protect our critical infrastructure; and coordinate our nation’s response to future
emergencies. Additionally, DHS is committed to protecting the rights of American citizens and enhancing public
services, such as natural disaster assistance and citizenship services, by dedicating offices to these missions. The
divisions within DHS coordinate a comprehensive national strategy with Federal, state, and local counterterrorism
efforts to strengthen the current protections against terrorist threats and attacks in the United States. With the
exception of defending against direct attack, providing direct attack deterrence, and protecting critical national
defense assets, DoD’s role in Homeland Security should primarily involve providing military forces in support of
civilian Federal, state, and local agencies. Prior to the establishment of DHS, FEMA was generally the lead agency
in Consequence Management operations. As of this publication, how DHS will impact the roles of the other

agencies remains unclear.

M. DNI. Following the independent National Commission on Terrorist Attacks Upon the United States (9/11
Commission) Congress passed and the President signed the Intelligence Reform and Terrorism Prevention Act of
2004 on December 8, 2004. The Act amended the National Security Act and created the Office of the Director of
National Intelligence (ODNI) led by the DNI. DNI began operations on April 22, 2005. The DNI serves as the head
of the Intelligence Community. The DNI also serves as the principal advisor to the President, the National Security
Council, and the Homeland Security Council for intelligence matters related to national security. The former
advisory roles were previously held by the Director of the CIA. Much like DHS, ODNI missions continue to be
developed as agencies formally under other executive departments now report and are tasked by ODNI directly,
rather than their parent agency, such as DoD.

N. National Counterterrorism Center (NCTC). Following the 9/11 Commission Report, the President
created the NCTC, formerly comprised of the Terrorism Treat Integration Center. The NCTC Director is appointed
by the President and reports to the DNI. The purpose of the NCTC is to serve as the primary organization in the
U.S. Government for analyzing and interpreting intelligence possessed by and acquired by the U.S. Government
pertaining to terrorism and counter-terrorism, excepting purely domestic counterterrorism information.

O. DoD. U.S. Armed Forces are prepared, on order, to attack terrorists or states involved in sponsoring
terrorism. DoDD 2000.12 now prescribes that the Assistant Secretary of Defense for Special Operations and Low
Intensity Conflict (ASD-SO/LIC) has the lead role within DoD in countering domestic terrorist incidents where U.S.
forces may be used. The Nunn-Luger Bill calls for the military to maintain at least one domestic terrorism rapid
response team, which is composed of members of the Armed Forces and employees of DoD with the appropriate
expertise. Active Duty, National Guard, and Reserve forces possess expertise, training, and equipment that can
support responses to chemical, biological, and radiological attacks at DoD installations and civilian communities.
Expert and capable technical organizations and tactical units, such as Explosive Ordinance Disposal (EOD) teams,
the Marine Corps Chemical Biological Incident Response Force (CBIRF), and the Army’s Technical Escort Unit
(TEU), are involved in the development of response plans and procedures. These units can assist the FBI on-site in
dealing with chemical and biological incidents, such as: identification of contaminants; sample collection and
analysis; limited decontamination; medical diagnosis and treatment of casualties; and render-safe procedure for
WMD devices.

1. The Director of Military Support (DOMS) will serve as the executive agent for all domestic
consequence support. However, the AG, through the FBI, will remain responsible for coordinating:

a. The activities of all Federal agencies assisting in the resolution of the incident and in the
administration of justice in the affected areas.

b. Activities with state and local agencies that are similarly engaged.

2. For the military planner in the U.S. and its territories and possessions, the relationship between DoJ and
DoD requires the development of local memoranda of agreement (or understanding) between the installation, base,
unit, or port, and the appropriate local FBI office. This precludes confusion in the event of an incident. Because of
military turnover and reorganization, these local agreements should be reviewed and tested annually.
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P. Military Authority. Upon notification of Presidential approval to use military force, the AG will advise the
Director of the FBI, who will notify the SAC at the terrorist incident scene. Concurrently, the SECDEF will notify
the on-scene military commander. Nothing precludes the presence of the military liaison to respond and keep the
military chain of command informed. The military commander and the SAC will coordinate the transfer of
operational control to the military commander. Responsibility for the tactical phase of the operation is transferred to
the military authority when the SAC relinquishes command and control of the operation, and the on-site military
commander accepts it. However, the SAC may revoke the military force commitment at any time before the assault
phase, if the SAC determines that military intervention is no longer required and it can be accomplished without
seriously endangering the safety of military personnel or others involved in the operation. When the military
commander determines that the operation is complete and military personnel are no longer in danger, command and
control will promptly be returned to the SAC.

IV. AUTHORITY

A. Criminal Actions. Most terrorist acts are Federal crimes, whether committed during peacetime or in
military operations. Terrorists, by definition, do not meet the four requirements necessary for combatant status:
wear uniforms or other distinctive insignia; carry arms openly; be under command of a person responsible for group
actions; and conduct their operations in accordance with the laws of war. More importantly, terrorist activities
typically do not occur during an international armed conflict and, therefore, the laws of armed conflict (which
provide lawful combatant status) would not apply. Only lawful combatants can legitimately attack proper military
targets. For that reason, captured terrorists are not afforded the protection from criminal prosecution attendant to
prisoner of war (POW) status. However, Common Article 3 of the 1949 Geneva Conventions, which requires that
noncombatants be treated in a humane manner, may apply to captured terrorists.

B. Jurisdiction. In peacetime military operations, most terrorist acts are Federal crimes. This is also true in
police actions to maintain a legitimate government. However, in an internationally-recognized war or hostilities
short of war (regional or global), terrorists can be tried under local criminal law or under military jurisdiction by
either a court-martial or military commission. A commander’s authority to enforce security measures to protect
persons and property is paramount during any level of conflict. Commanders must coordinate with their legal
advisers to determine the extent of their authority to combat terrorism.

V. CONSTITUTIONAL AND STATUTORY GUIDANCE

A. The fundamental restriction on the use of the military in law enforcement is contained in the Posse
Comitatus Act (PCA), which is discussed at length in the Domestic Operations chapter of this Handbook. However,
several of the exceptions to the PCA are relevant to DoD’s contribution to the fight against terrorism. A discussion
of the exceptions follows.

1. Constitutional Exceptions: The President, based on his inherent authority as the Commander-in-Chief,
has the authority to use the military in cases of emergency and to protect Federal functions and property. Military
commanders, by extension of this authority, may respond in such cases as well, pursuant to Immediate Response
Authority. In the case of civil disturbances (which may result from a terrorist act), military commanders may rely
on this authority, which is contained in DoDD 3025.12.

a. Generally, to cope with domestic emergencies and to protect public safety, an Emergency Rule has
evolved: when the calamity or extreme emergency renders it dangerous to wait for instructions from the proper
military department, a commander may take whatever action the circumstances reasonably justify. However, the
commander must comply with the following:

(1) Report the military response to higher headquarters (e.g., in the Army, the DOMS at HQDA,
DCSOPS should be contacted).

(2) Document all facts and swrrounding circumstances to meet any subsequent challenge of
impropriety.

(3) Retain military response under the military chain of command.

(4) Limit military involvement to the minimum demanded by necessity.

b. Emergency situations include, but are not limited to, the following:
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(1) Providing civilian or mixed civilian and military fire-fighting assistance where base fire
departments have mutual aid agreements with nearby civilian communities.

(2) Providing EOD services.

(3) Using military working dog (MWD) teams in an emergency to aid in locating lost persons
(humanitarian acts) or explosive devices (domestic emergencies).

2. Statutory Exceptions: 10 U.S.C. §§ 331-334 are the primary statutory exceptions pertinent to terrorism
scenarios. A terrorist incident may well qualify as a civil disturbance. Triggering these statutes permits the active
component to take on a law enforcement function, subject to the policy considerations discussed in the preceding
section. In such a case, Federalization of the National Guard would not affect its functioning, since they would not
be excepted from the PCA. For more information on these statutes, see the preceding section. In addition, some
lesser-known statutes contain exceptions to the PCA:

a. To assist DoJ in cases of offenses against the President, Vice President, members of Congress, the
Cabinet, a Supreme Court Justice, or an “internationally protected person.” (18 U.S.C. §§ 351, 1116, 1751).

b. To assist DoJ in enforcing 18 U.S.C. § 831, which deals with prohibited transactions involving
nuclear materials. This statute specifically authorizes the use of DoD assets to conduct arrests and searches and
seizures with respect to violations of the statute in cases of “emergency,” as defined by the statute.

c. To assist DoJ in enforcing 18 U.S.C. §§ 175 & 2332 during an emergency situation involving
chemical or biological WMD, pursuant to 18 U.S.C. § 382. DoD support in WMD situations also appears in
50 U.S.C. §§ 2311- 2367, Weapons of Mass Destruction Act of 1996. These statutes specifically authorize the use
of DoD assets, and also provide authorization for DoD to arrest, search and seize in very limited situations.

B. Vicarious Liability. Commanders at all echelons should be aware of the legal principle of vicarious
liability in planning and implementing antiterrorist measures. This principle imposes indirect legal responsibility
upon commanders for the acts of subordinates or agents. For example, willful failure on the part of the commander
or a subordinate to maintain a trained and ready reaction force, as required by regulation, could be construed as an
act taking the commander out of the protected position of being an employee of the Federal Government; thus
making the commander subject to a civil suit by any hostages who are injured. Civil or criminal personal liability
may result from subordinates’ or agents’ unlawful acts, negligence or failure to comply with statutory guidance.
With the increasing number of civilian contract personnel on military installations and the sophistication of terrorist
organizations, commanders should pay particular attention to meeting regulatory requirements and operating within
the scope of their authority. The legal principle of vicarious liability, long established in the civilian community, has
only recently applied to the military community. In this light, the command’s legal adviser has become increasingly
important to the commander in the planning, training and operational phases of the antiterrorist program.

V1. JURISDICTION AND AUTHORITY FOR HANDLING TERRORIST INCIDENTS

A. Jurisdiction Status of Federal Property. In determining whether a Federal or state law is violated, it is
necessary to look not only to the substance of the offense, but also to where the offense occurred. In many cases, the
location of the offense will determine whether the state or Federal government will have jurisdiction to investigate
and prosecute violations. There are four categories of Federal territorial jurisdiction: exclusive, concurrent, partial
and proprietary.

1. Exclusive jurisdiction means that the Federal government has received, by whatever method, all of the
authority of the state, with no reservations made to the state except the right to serve criminal and civil process. In
territory that is under the exclusive jurisdiction of the U.S., a state has no authority to investigate or prosecute
violations of state law. However, the Assimilative Crimes Act, 18 U.S.C. § 13, allows the Federal government to
investigate and prosecute violations of state law that occur within the special maritime and territorial jurisdiction of
the United States.

2. Concurrent jurisdiction means that the U.S. and the state each have the right to exercise the same
authority over the land, including the right to prosecute for crimes. In territory that is under the concurrent
jurisdiction of the U.S. and a state, both sovereigns have the authority to investigate or prosecute violations of their
respective laws. In addition, the Federal government may prosecute violations of state law under the Assimilative

Crimes Act.
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3. Partial jurisdiction refers to territory where the U.S. exercises some authority, and the state exercises
some authority beyond the right to serve criminal and civil process (usually the right to tax private parties). In
territory that is under the partial jurisdiction of the U.S., a state has no authority to investigate or prosecute
violations of state law, unless that authority is expressly reserved. However, the Federal govemment may prosecute
violations of state law under the Assimilate Crimes Act.

4. Proprietary jurisdiction means that the U.S. has acquired an interest in (or title to) property, but has no
legislative jurisdiction over it. In territory that is under the proprietary jurisdiction of the U.S., the U.S. has the
authority to investigate and prosecute non-territory-based Federal offenses committed on such property, such as
assault on a Federal officer. This authority does not extend to investigations and prosecution of violations of state
laws under the Assimilative Crimes Act and Federal Crimes Act of 1970. The state has the authority to investigate

and prosecute violations of state law that occur on such territory.

B. Federal Authority. Several Federal criminal statutes apply to terrorist activities committed in the U.S. or
against U.S. nationals or interests abroad. Some deal with conduct that is peculiar to terrorism, such as 18 U.S.C. §
2332 (prohibiting murder or assault of U.S. nationals overseas, when the AG certifies that the crime was intended to
coerce, intimidate, or retaliate against a civilian population). Other Federal statutes proscribe conduct that is a crime
for anyone, but in which a terrorist may engage to accomplish his purposes, such as 18 U.S.C. § 32 (destruction of
aircraft or aircraft facilities); 18 U.S.C. § 1203 (hostage taking); and 49 U.S.C. § 46502 (aircraft piracy). The
Assimilative Crimes Act, finally, will allow the Federal government to investigate and prosecute violations of state
law regarding terrorist acts or threats that occur within the exclusive, concurrent or partial jurisdiction of the U.S.,
thereby giving the Federal government investigative and prosecutorial jurisdiction over a wide range of criminal
acts. Once a violation of Federal law occurs, the investigative and law enforcement resources of the FBI and other
Federal enforcement agencies become available, and prosecution for the offense may proceed through the Office of

the United States Attorney.

C. Federal and State Concurrent Authority. In some cases, terrorist acts may be violations of state law as
well as Federal law. In that situation, both state and Federal law enforcement authorities have power under their
respective criminal codes to investigate the offense and institute criminal proceedings. If a terrorist act is a violation
of both Federal and state law, then the Federal government can either act or defer to the state authorities, depending
on the nature of the incident and the capabilities of local authorities. Even where the Federal government defers to
state authorities, it can provide law enforcement assistance and support to local authorities on request. The
prosecuting authority makes the choice between Federal or state action. However, successive prosecutions are
possible even where Federal and state law proscribe essentially the same offense, without contravening the Fifth
Amendment prohibition against double jeopardy. (For example, recall Federal and state prosecutions regarding the
Oklahoma City Bombing.) Two relevant factors regarding law enforcement responsibility for a given incident are:

1. The capability and willingness of state or Federal authorities to act.
2. The importance of the state or Federal interest sought to be protected under the criminal statute.

VII. MILITARY INSTALLATION COMMANDER’S RESPONSIBILITIES

A. PDD-39 directs Federal agencies to ensure that the people and facilities under their jurisdiction are protected
against terrorism. This applies to DoD facilities CONUS and OCONUS. In response to a Downing Assessment
Task Force recommendation concerning the Khobar Towers bombing, DoD and DoS are reviewing their
responsibilities to protect U.S. military and personnel assigned OCONUS.

B. Domestic Incidents. Although the FBI has primary law enforcement responsibility for terrorist incidents in
the U.S. (including its possessions and territories), installation commanders are responsible for maintaining law and
order on military installations. Contingency plans should address the use of security forces to isolate, contain and
neutralize a terrorist incident within the capability of installation resources. In the U.S., installation commanders
will provide the initial and immediate response to any incident occurring on military installations to isolate and
contain the incident. The FBI will take the following steps:

1. The senior FBI official will establish liaison with the command center at the installation. If the FBI
assumes jurisdiction, the FBI official will coordinate the use of FBI assets to assist in resolving the situation; e.g.,
hostage rescue team and public affairs assets.

2. If the FBI assumes jurisdiction, the AG will assume primary responsibility for coordinating the Federal
law enforcement response.
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3. If the FBI declines jurisdiction, the senior military commander will take action to resolve the incident.

4. Even if the FBI assumes jurisdiction, the military commander will take immediate actions as dictated by
the situation to prevent loss of life and to mitigate property damage before the FBI response force arrives.

5. In all cases, command of military elements remains within military channels.

6. Response plans with the FBI and service agencies should be exercised annually at the installation and
base level to ensure the plans remain appropriate.

C. Foreign Incidents. For foreign incidents, the installation commander’s responsibilities are the same as for
domestic incidents, with the added requirement to notify the host nation and DoS. Notification to DoS is made at
the combatant commander level. In all areas of responsibilities, existing contingency plans provide guidance to the
installation commander regarding notification procedures. DoS has the primary responsibility for dealing with
terrorism involving U.S. citizens abroad. The installation’s response is also subject to agreements established with
the host nation. Such agreements notwithstanding, the SROE (CJCS Instruction 3121.01B) make it clear that the
commander always retains the inherent right and obligation of self-defense.

D. The response to an off-installation foreign incident is the sole responsibility of the host nation. U.S. military
assistance, if any, depends on the applicable status of forces agreement (SOFA) or memorandum of understanding
and coordination through the U.S. embassy in that country. Military forces will not be provided to host nation
authorities without a directive from DoD that has been coordinated with DoS. The degree of DoS interest and the
involvement of U.S. military forces depend on the incident site; the nature of the incident; the extent of foreign
government involvement; and the overall threat to U.S. security.

VIII. VARIOUS ISSUES REGARDING THE CURRENT WAR ON TERRORISM

A. This portion of the chapter relates solely to some of the issues highlighted in the Global War on Terrorism
(GWOT), including OEF. This section does not specifically address any past or potential future issues involving the
war on terrorism.

B. Legal Basis for Military Use of Force in Afghanistan. Self Defense under the UN Charter, Article 51.
Although neither UNSCR 1368 (12 Sep 01) nor UNSCR 1373 (28 Sep 01) expressly authorize the use of force
against the terrorists, both resolutions recognize the United States’ “inherent right of self-defense”.

C. Application of the Law of Armed Conflict. As a matter of U.S. policy, DoDD 2311.01E, DoD Law of
War Program (9 May 2006) states the U.S. armed forces comply with the law of war during all armed conflicts,
however such conflicts are characterized, and in all other military operations.

D. Status of Enemy Participants in Conflict. Taliban and al-Qaida lack some or all of the four attributes
specified in Article 4, GC III; thus, they are unlawful enemy combatants (See January 22, 2002 NSC statement of
U.S. policy regarding al-Qaida and Taliban detainees).
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INFORMATION OPERATIONS
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L. INTRODUCTION

A. This entire section is derived almost entirely from the Executive Summary and Chapter II of Joint
Publication 3-13, Information Operations.! According to Joint Publication (Joint Pub.) 3-13, information is a
strategic resource, vital to national security, and military operations depend on information and information systems
for many simultaneous and integrated activities. Information Operation (IO) are described as the integrated
employment of electronic warfare (EW), computer network operations (CNO), psychological operations (PSYOP),
military deception (MILDEC), and operations security (OPSEC), in concert with specified supporting and related
capabilities, to influence, disrupt, corrupt, or usurp adversarial human and automated decision making while
protecting our own. IO require collecting and integrating essential information while simultaneously denying the
adversary and target andience essential information. IO are conducted through the integration of many core
capabilities, as well as supporting and related capabilities. Core IO capabilities consist of PSYOP, MILDEC,
OPSEC, EW, and CNO. Capabilities supporting IO include information assurance (LA), physical security, physical
attack, counterintelligence, and combat camera. The related capabilities for IO are public affairs (PA), civil-military
operations (CMO), and defense support to public diplomacy (DSPD). Department of Defense Directive (DoDD) O-
3600.01 (FOUO), Information Operations, and Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 3210.01B
(SECRET), Joint Information Operations Policy, outline general and specific 10 policy for Department of Defense
(DoD) components and delineate specific responsibilities.

B. 10 Core Capabilities

1. Psychological Operations (PS YOP) are planned operations to convey selected truthful information and
indicators to foreign audiences to influence their emotions, motives, objective reasoning, and ultimately, the
behavior of their governments, organizations, groups, and individuals. The purpose of PSYOP is to induce or
reinforce foreign attitudes and behavior favorable to the originator’s objectives. PSYOP as an IO core capability has
a central role in the achievement of IO objectives in support of the Joint Force Commander.?

a. In creating a PSYOP plan, one must conduct research and analysis of critical information, develop
themes and actions, produce the PSYOP product, and disseminate the product. In planning the dissemination of the
product, one must consider the type of PSY OP product, for example: leaflets, radio broadcasts, TV broadcasts, and
Internet-based products.

b. Though the vast majority of PSYOP do not raise issues of truthfulness, the 1907 Hague Convention
Number IV states that ruses of war are legal so long as they do not amount to treachery or perfidy. PSYOP have
played a major role in recent operations, to include Desert Shield/Desert Storm, Bosnia, Kosovo, Operation
Enduring Freedom (OEF), and Operation Iraqi Freedom (OIF).

2. Military Deception (MILDEC) is described as being those actions executed to deliberately mislead
adversary decision makers as to friendly mi litary capabilities, intentions, and operations, thereby causing the
adversary to take specific actions (or inactions) that will contribute to the accomplishment of the friendly forces’
mission. MILDEC and OPSEC are complirnentary activities—MILDEC seeks to encourage incorrect analysis,

! JOINT CHIEFS OF STAFF, JOINT PUB. 3—13, INFORMATIION OPERATIONS ix (13 Feb. 2006), available at http://www.dtic.mil/doctrine/jel/
new_pubs/jp3_13.pdf (hereinafter JOINT PUB. 3-13).

% For additional discussion of PSYOP, see Joint Publication 3-53. JOINT CHIEFS OF STAFF, JOINT PUB. 3-53, JOINT DOCTRINE FOR
PSYCHOLOGICAL OPERATIONS (5 Sep. 2003), available: at http://www.dtic.mil/doctrine/jeUnew_pubs/jp3_53.pdf.
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causing the adversary to arrive at specific false deductions, while OPSEC seeks to deny real information to an
adversary, and prevent correct deduction of friendly plans. MILDEC as an IO core capability exploits the
adversary’s information systems, processes, and capabilities. Military deception operations have been used
throughout history, including WWII in order to divert attention from Normandy for the D-Day invasion. MILDEC
must not intentionally target or mislead the U.S. public, the U.S. Congress, or the U.S. news media.’

a. There are three means by which a force may conduct MILDEC: physical means (i.e. dummy and
decoy equipment), technical means (i.e. the emission of biological or chemical odors or nuclear particles), and
administrative means (i.e. the conveyance or denial of oral, pictorial, documentary, or other physical evidence).

b. There are four different deception techniques a force may employ: feints (offensive actions to
deceive the enemy about actual offensive actions), demonstrations (a show of force to cause the enemy to select an
unfavorable course of action), ruses (cunning tricks to deceive the enemy for a friendly advantage), and displays (the
simulation, disguising, and/or portrayal of friendly objects, units, or capabilities).

c. As with PSYOP, there is no prohibition on cover or deception operations, so long as they are not
tied to an enemy’s reliance on compliance with the law of war.

3. Operations Security (OPSEC) is a process of identifying critical information and subsequently
analyzing friendly actions and other activities to: identify what friendly information is necessary for the adversary
to have sufficiently accurate knowledge of friendly forces and intentions; deny adversary decision makers critical
information about friendly forces and intentions; and cause adversary decision makers to misjudge the relevance of
known critical friendly information because other information about friendly forces and intentions remain secure.
On joint staffs, responsibilities for OPSEC are normally delegated to the J-3. OPSEC as an IO core capability,
denies the adversary the information needed to correctly assess friendly capabilities and intentions. In particular,
OPSEC complements MILDEC by denying an adversary information required to both assess a real plan and to
disprove a deception plan.*

4. Electronic Warfare (EW) refers to any military action involving the use of electromagnetic (EM) and
directed energy to control the EM spectrum or to attack the adversary. EW includes major subdivisions: electronic
attack (EA), electronic protection (EP), and electronic warfare support (ES). EW as an IO core capability
contributes to the success of IO by using offensive and defensive tactics and techniques in a variety of combinations
to shape, disrupt, and exploit adversarial use of the EM spectrum while protecting friendly freedom of action in that
spectrum.

a. EA involves the use of EM energy, directed energy, or antiradiation weapons to attack personnel,
facilities, or equipment with the intent of degrading, neutralizing, or destroying adversary combat capability. EA is
considered a form of fires.

b. EP involves actions taken to protect personnel, facilities, and equipment from any effects of
friendly or enemy use of EM spectrum that degrade, neutralize, or destroy friendly combat capability.

c. ES consists of actions tasked by, or under direct control of, an operational commander to search for,
intercept, identify, and locate or localize sources of intentional and unintentional radiated EM energy for the purpose
of immediate threat recognition, targeting, planning, and conduct of future operations.’

5. Computer Network Operations (CNO), along with EW, is used to attack, deceive, degrade, disrupt,
deny, exploit, and defense electronic information and infrastructure. For the purpose of military operations, CNO
are divided into computer network attack (CNA), computer network defense (CND), and related computer network
exploitation (CNE) enabling operations. Note that due to the continued expansion of wireless networking and the
integration of computers and radio frequency communications, there will be operations and capabilities that blur the
line between CNO and EW and that may require case-by-case determination when EW and CNO are assigned
separate release authorities. CNO as an IO core capability offers both opportunities to attack and exploit an

* For additional discussion of MILDEC, see Joint Publication 3-13.4. JOINT CHIEFS OF STAFF, JOINT PUB. 3-13.4, MILITARY DECEPTION (13
July 2006), available at http://www.dtic.mil/doctrine/jel/new_pubs/jp3_13_4.pdf.

* For additional discussion of OPSEC, see Joint Publication 3-13.3. JOINT CHIEFS OF STAFF, JOINT PUB. 3—13.3, OPERATIONS SECURITY (29
June 2006), available at http://www dtic.mil/doctrine/jel/new_pubs/jp3_13_3.pdf.

% For additional discussion of EW, see Joint Publication 3-13.1. JOINT CHIEFS OF STAFF, JOINT PUB. 3—13.1, ELECTRONIC WARFARE (25 Jan.
2007), available at http://www.dtic.mil/doctrine/jel/new_pubs/jp3_13_1.pdf.
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adversary’s computer system weaknesses and a requirement to identify and protect our own from similar attack or
exploitation.

a. CNA consists of actions taken through the use of computer networks to disrupt, deny, degrade, or
destroy information resident in computers and computer networks, or the computers and the networks themselves.

b. CND involves actions taken through the use of computer networks to protect, monitor, analyze,
detect, and respond to unauthorized activity within DoD information systems and computer networks. CND actions
not only protect DoD systems from an external adversary but also from exploitation from within, and are now a
necessary function in all military operations.

c. CNE is enabling operations and intelligence collection capabilities conducted through the use of
computer networks to gather data from target or adversary automated information systems or networks.®

C. 10 Supporting Capabilities

1. Information Assurance (IA) is defined as measures that protect and defend information and
information systems by ensuring their availability, integrity, authentication, confidentiality, and nonrepudiation.
This includes providing for restoration of information systems by incorporating protection, detection, and reaction
capabilities. IA as a supporting capability for IO protects information and information systems, thereby assuring
continuous capability. IA and IO have an operational relationship in which IO are concerned with the coordination
of military activities in the information environment, while IA protects the electronic and automated portions of the

information environment.’

2. Physical Security is that part of security concerned with physical measures designed to safeguard
personnel, to prevent unauthorized access to equipment, installations, material, and documents, and to safeguard
them against espionage, sabotage, damage, and theft. Physical Security as a supporting capability for IO protects
physical facilities containing information and information systems worldwide. Physical security often contributes to
OPSEC, particularly in the case of MILDEC, when compromise of the MILDEC activity would compromise the real
plan.®

3. Physical Attack disrupts, damages, or destroys adversary targets through destructive power. Physical
attack can also be used to create or alter adversary perceptions or drive an adversary to use certain exploitable
information systems. Physical attack as a supporting capability for IO can be employed as a means of attacking
command and control (C2) nodes to affect enemy ability to exercise C2 and of influencing target audiences.

4. Counterintelligence (CI) consists of information gathered and activities conducted to protect against
espionage, other intelligence activities, sabotage, or assassinations conducted by or on behalf of foreign
governments or elements thereof, foreign organizations, foreign persons, or international terrorist activities. Cl as a
supporting capability for IO is a critical part of guarding friendly information and information systems. A robust
security program that integrates IA, physical security, CI, and OPSEC with risk management procedures offers the
best chance to protect friendly information and information systems from adversary actions.’

5. The Combat Camera (COMCAM) mission to provide the Office of the Secretary of Defense, the
Chairman of the Joint Chiefs of Staff, the Military Departments, the combatant commands, and the Joint Task Force

8 For additional discussion of CNO, see Appendix A of Joint Publication 3-13. JOINT PUB. 3-13, supra note 1.

7 For detailed policy guidance on 1A, see DoD Directive (DoDD) 8500.1 and DoD Instruction 8500.2. U.S. DEP’T OF DEFENSE, DIR. 8500.1,
INFORMATION ASSURANCE (24 Oct. 2002), available at http://www.dtic.mil/whs/directives/corres/pdf/d85001_102402/d85001p.pdf; U.S. DEP’T
OF DEFENSE, INSTR. 8500.2, INFORMATION ASSURANCE IMPLEMENTATION (6 Feb. 2003), available at http://www.dtic.mil/whs/directives/
corres/pdf/i85002_020603/i85002p.pdf. For Joint Policy, see Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 3401.03A and CJCSI
6510.01D. JOINT CHIEFS OF STAFF, INSTR. 3401.03A, INFORMATION ASSURANCE AND COMPUTER NETWORK DEFENSE JOINT QUARTERLY
READINESS REVIEW (15 July 2003) (directive current as of 10 July 2007), available at http://www.dtic.mil/cjcs_directives/cdata/unlimit/
3401_03.pdf; JOINT CHIEFS OF STAFF, INSTR. 6510.01 D, INFORMATION ASSURANCE AND COMPUTER NETWORK DEFENSE (15 June 2004), available
at http://www.dtic.mil/cjcs_directives/cdata/unlimit/6510_01.pdf.

¥ For more discussion on physical security, see Joint Pub. 3-07.2, Joint Pub. 3-57, and Joint Pub. 3-10. JOINT CHIEFS OF STAFF, JOINT PUB. 3—
07.2, ANTITERRORISM (14 Apr. 2006); JOINT CHIEFS OF STAFF, JOINT PUB. 3-57, JOINT DOCTRINE FOR CIVIL-MILITARY OPERATIONS (8 Feb.
2001), available at http://www.dtic.mil/doctrine/jel/new_pubs/jp3_57.pdf (hereinafter JOINT PUB. 3-13); JOINT CHIEFS OF STAFF, JOINT PUB. 3—-
10, JOINT SECURITY OPERATIONS IN THEATER (1 Aug. 2006), available at http://www.dtic.mil/doctrine/jel/new_pubs/ip3_10.pdf.

? For more discussion on Cl, see classified Joint Pub. 2-01.2. JOINT CHIEFS OF STAFF, JOINT PUB. 2-01.2, JOINT DOCTRINE, TACTICS,
TECHNIQUES, AND PROCEDURES FOR COUNTERINTELLIGENCE SUPPORT TO OPERATIONS.
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with an imagery capability in support of operational and planning requirements across the range of military
operations. COMCAM as a supporting capability for IO provides images for PSYOP, MILDEC, PA, and CMO use,
but can also be used for battle damage assessment/measures of effectiveness analysis.”

D. IO Related Capabilities

1. Public Affairs (PA) are those public information, command information, and community relations
activities directed toward both external and internal audiences with interest in DoD. PA’s principal focus is to
inform domestic and international audiences of joint operations to support combatant command public information
needs. PA as a related capability to IO requires coordination and synchronization between PA and IO to ensure
consistent themes and messages are communicated to avoid credibility losses. Credibility and truth are key elements
to maintaining PA’s operational capability."

2. Civil-Military Operations (CMO) are the activities of a commander that establish, maintain, influence,
or exploit relations between military forces, governmental and nongovernmental civilian organizations and
authorities, and the civilian populace. CMO as a related capability to IO can be particularly effective in peacetime
and pre/post-combat operations when other capabilities and actions may be constrained. Distribution of information
about CMO efforts and results through PA and PSYOP can affect the perceptions of a broader audience and
favorably influence key groups or individuals. '

3. Defense Support to Public Diplomacy (DSPD) consists of activities and measures taken by DoD
components, not solely in the area of IO, to support and facilitate public diplomacy efforts of the U.S. government.
DoD contributes to public diplomacy, which includes those overt international information activities of the U.S.
government designed to promote U.S. foreign policy objectives by seeking to understand, inform, and influence
foreign audiences and opinion makers and by broadening the dialogue between American citizens and institutions
and their counterparts abroad.”

II. DEFENDING U.S. CRITICAL INFRASTRUCTURE AND INFORMATION SYSTEMS

A. “The Department of Defense is heavily dependent upon timely and accurate information and is keenly
focused on information operations and information assurance. . . . Over 95% of Department of Defense
telecommunications travel over commercial systems, and the interdependence of our civilian infrastructure and
national security grows dramatically on a daily basis. In a few short decades, the global networking of computers
via the internet will very likely be viewed as the one invention that had the greatest impact on human civilization—
and perhaps the greatest challenge to our national security.”*

B. On 15 September 1993, President Clinton established the “United States Advisory Council on the National
Information Infrastructure” by Executive Order 12864. This Advisory Council was tasked to advise the Secretary
of Commerce on a national strategy and other matters related to the development of the National Information

Infrastructure (NII).

C. Recognizing the vulnerabilities created by U.S. dependence upon information technology, on 15 July 1996,
President Clinton promulgated Executive Order 13010, establishing the “President’s Commission on Critical
Infrastructure Protection” (CIP). EO 13010 declared that certain “national infrastructures are so vital that their
incapacity or destruction [by physical or cyber attack] would have a debilitating impact on the defense or economic
security of the United States.” EO 13010 listed eight categories of critical infrastructures: telecommunications;
electrical power systems; gas and oil storage and transportation; banking and finance; transportation; water supply

1® For more discussion on COMCAM, see FM 3-55.12/Marine Corps Reference Publication 3-33.7A/Navy Tactics, Techniques, and Procedures
3-13.12/Air Force Tactics, Techniques, and Procedures (Interservice) 3-2.41. U.S. DEP’T OF ARMY, FIELD MANUAL 3-55.12, MULTI-SERVICE
TACTICS, TECHNIQUES, AND PROCEDURES FOR JOINT COMBAT CAMERA (Mar. 2003), available at https://akocomm.us.army.mil/usapa/doctrine/

DR_pubs/dr_aa/pdf/fm3_55x12.pdf.

"' For more discussion on PA, see Joint Pub. 3-61. JOINT CHIEFS OF STAFF, JOINT PUB. 3-61, PUBLIC AFFAIRS (9 May 2005), available at
http://www.dtic.mil/doctrine/jel/new_pubs/jp3_61.pdf.

2 For more discussion on CMO, see Joint Pub. 3-57. JOINT PUB. 3-57, supra note 8.
' For more discussion on DSPD, see DoDD 0-3600.01. U.S. DEP’T OF DEFENSE, DIR. 0-3600.01, INFORMATION OPERATIONS (14 Aug. 2006).

¥ W.G. Sharp, Critical Infrastructure Protections: A New Era of National Security, 12 THE FEDERALIST SOC’Y INT’L AND NAT’L SECURITY L.
NEWS 1, 1 (1998).
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systems; emergency services (including medical, police, fire, and rescue); and continuity of government.
Recognizing that many of these infrastructures are owned and operated by the private sector, the EO noted that it is
essential that the government and private sector work together to develop a strategy for protecting them and assuring

their continued operation.

D. To enhance U.S. ability to protect critical infrastructures, on 22 May 1998, President Clinton promulgated
two Presidential Decision Directives to build the interagency framework and coordinate our critical infrastructure

defense programs.

1. Presidential Decision Directive (PDD) 62, Combating Terrorism. PDD 62 focuses on the growing
threat of all unconventional attacks against the United States such as terrorist acts, use of weapons of mass
destruction (WMD), assaults on critical infrastructures, and cyber attacks.

2. Presidential Decision Directive (PDD) 63, Critical Infrastructure Protection. PDD 63 calls for
immediate action and national effort between government and industry to assure continuity and viability of our
critical infrastructures. PDD 63 makes it U.S. policy to take all necessary measures to swiftly eliminate any
significant vulnerability to physical or information attacks on critical U.S. infrastructures, particularly our
information systems.

E. On 22 October 2001, President Bush issued Executive Order 13231 — Critical Infrastructure Protection in
the Information Age. In the EO, President Bush states: “It is the policy of the United States to protect against
disruption of the operation of information systems for critical infrastructure and thereby help to protect the people,
economy, essential human and government services, and national security of the United States and to ensure that any
disruptions that occur are infrequent, of minimal duration, and manageable, and cause the least damage possible.”
To help accomplish this, the EO establishes the President’s Critical Infrastructure Protection Board.

F. On 14 February 2003, the President released the National Strategy to Secure Cyberspace and the National
Strategy for the Physical Protection of Critical Infrastructures and Key Assets. The National Strategy to
Secure Cyberspace designates the Department of Homeland Security as the lead agency for the protection of
cyberspace. The objectives of the strategy are to “[p]revent attacks against our critical infrastructures; [rleduce our
national vulnerabilities to cyber attack; and [m]inimize the damage and recovery time from cyber attacks that do
occur.” The DoD is responsible for the cyber security of the defense industrial base. The National Strategy for the
Physical Protection of Critical Infrastructures and Key Assets on the other hand, focused on the protection of critical

infrastructures and key assets against physical attack.

G. On February 28, 2003, the President directed that the Department of Homeland Security develop a
comprehensive plan for managing incidents of national significance. In compliance with Homeland Security
Presidential Directive 5, the Department of Homeland Security implemented the National Response Plan (NRP)
in December 2004. The NRP contains a cyber incident annex assigning responsibilities for a response to and
recovery from a cyber attack of national significance. According to the NRP, the DoD may exercise computer
security and computer network defense activities in military operations to defend the homeland. Additionally, the
DoD “can take action to deter or defend against cyber attacks which pose an imminent threat to national security, as
authorized by applicable law and policy.” The annex does not clarify what constitutes an imminent threat to
national security.

H. On 17 December 2003, President Bush issued Homeland Security Presidential Directive 7 — Critical
Infrastructure Identification, Prioritization, and Protection. This directive tasks federal departments with the
responsibility to “identify, prioritize, and coordinate the protection of critical infrastructure and key resources in
order to prevent, deter, and mitigate the effects of deliberate efforts to destroy, incapacitate, or exploit them. Federal
departments and agencies will work with State and local governments and the private sector to accomplish this
objective.” The Secretary of the Department of Homeland Security (DHS) is tasked with coordinating the “overall
national effort to enhance the protection of the critical infrastructure and key resources of the United States.”

I. In compliance with HSPD 7, the Department of Homeland Security developed the National Infrastructure
Protection Plan (NIPP). The NIPP laid out in detail the Department’s effort to coordinate and plan for the
protection of critical infrastructure to include cyberspace. The NIPP assigns the DoD with the responsibility to
quickly attribute the perpetrator of a cyber attack. In addition, the NIPP sets specific objectives to include the
establishment of a National Cyberspace Security Response System.
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J. These authorities place emphasis on the protection of IO systems tied to critical national infrastructure,
including those associated with national security. They also task each agency with responsibility to protect its own
systems. However, DHS is the overall coordinator and Department of Justice (DOJ) has the lead in investigation
and prosecution of any attacks on those critical IO systems.

1. INTERNATIONAL LEGAL CONSIDERATIONS IN 10
A. IO is governed by both pre-hostilities law, or jus ad bellum, and the law of war, or jus in bello, once
hostilities have begun.

B. 10 and Jus ad Bellum. The primary jus ad bellum document is the UN Charter, and the ultimate question,
based on UN Charter Articles 2(4), 39, and 51, is whether a particular application of IO equates to a “use of force”
or “armed attack.”?

1. To determine the legality of any pre-hostilities action under the UN Charter, it is necessary to determine
where that action would fit along the spectrum of force: below the threshold of a use of force under Article 2(4), a
use of force under Article 2(4) but shy of an armed attack under Article 51, or an armed attack under Article 51
giving the victim state the right to respond in self-defense.

Spectrum of Interstate Relations'
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Article 2(4) Article 51

2. While the phrase use of force is commonly understood to include a kinetic military attack of one state
against the territory, property, or citizens of another state, i.e., an armed attack, some state activities that fall short of
an armed attack may also cross the threshold of the Article 2(4) use of force. For example, some states and scholars
consider the use of economic or political force as a use of force prohibited by Article 2(4)." “The Article 2(4)
prohibition on the use of force also covers physical force of a non-military nature committed by any state agency.”"*
Although this economic or political force may cross the use of force threshold, it will not cross the Article 51 armed
attack threshold.

3. Some aspects of IO that cross the use of force threshold under Article 2(4) may go one step further and
become an armed attack triggering a state’s right to Article 51 self-defense (unlike the economic or political force
mentioned above). “The dilemma lies in the fact that CNA [and IO in general] spans the spectrum of
consequentiality. Its effects freely range from mere inconvenience (e.g., shutting down an academic network
temporarily) to physical destruction (e.g., as in creating a hammering phenomenon in oil pipelines so as to cause
them to burst) to death (e.g., shutting down power to a hospital with no back-up generators).””

1 See THOMAS C. WINGFIELD, THE LAW OF INFORMATION CONFLICT pt. II (2000).

16 See id. at 128.

17 See THE CHARTER OF THE UNITED NATIONS: A COMMENTARY 118-19 (Bruno Simma ed., 2002). This is the minority view; the prevailing
view and the view of the U.S. is that the prohibition on the use of force in Article 2(4) does not extend to economic and political force. See id.
Some scholars suggest that Article 2(4) prohibits physical force of a non-military nature, such as “the cross-frontier expulsion of populations, the
diversion of a river by an up-stream State, the release of large quantities of water down a valley, and the spreading of fire across a frontier.” Id.

18 Sharp, supra note 14, at 101.

' Michael N. Schmitt, Computer Network Attack and the Use of Force in International Law: Thoughts on a Normative Framework, 37 COLUM.
J. TRANSNAT’L L 885, 912 (1999).
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4. Determining when an IO amounts to a use of force, or an armed attack is difficult at best. Howevar, if
the deliberate actions of one belligerent cause injury, death, damage, and destruction to the military forces, citizens,
and property of another belligerent, those actions are likely to be judged by applying traditional jus in bello
principles. DoD Office of the General Counsel adopts a results test. In their “Assessment,” they conclude: “If a
coordinated computer network attack shuts down a nation’s air traffic control system along with its banking and
financial systems and public utilities, and opens the floodgates of several dams resulting in general flooding that
causes widespread civilian deaths and property damage, it may well be that no one would challenge the victim
nation if it concluded that it was a victim of an armed attack, or of the equivalent to an armed attack.” While this is
helpful in the event of a catastrophic CNA, it does not provide much guidance for a CNA, or other forms of 10, that
affect only one of the systems mentioned.

5. Michael Schmitt, Stockton Chair at the Naval War College, offers seven factors that one may use to
determine whether an IO amounts to a use of force under the UN Charter.! According to Professor Schmitt, the best
approach to analyze an IO jus ad bellum issue is to apply a consequence based analysis rather than an instrument
based analysis using the following factors:

a. Severity: Armed attacks threaten physical injury or destruction of property to a much greater degree
than other forms of coercion. Physical well-being usually occupies the apex of the human hierarchy of need.

b. Immediacy: The negative consequences of armed coercion, or threat thereof, usually occur with
great immediacy, while those of other forms of coercion develop more slowly. Thus, the opportunity for the target
state or the international community to seek peaceful accommodation is hampered in the former case.

c. Directness: The consequences of armed coercion are more directly tied to the actus reus than in
other forms of coercion, which often depend on numerous contributory factors to operate. Thus, the prohibition on
force precludes negative consequences with greater certainty.

d. Invasiveness: In armed coercion, the act causing the harm usually crosses into the target state,
whereas in economic warfare the acts generally occur beyond the target's borders. As a result, even though armed
and economic acts may have roughly similar consequences, the former represents a greater intrusion on the rights of
the target state and, therefore, is more likely to disrupt international stability.

e. Measurability: While the consequences of armed coercion are usually easy to ascertain (e.g., a
certain level of destruction), the actual negative consequences of other forms of coercion are harder to measure. This
fact renders the appropriateness of community condemnation, and the degree of vehemence contained therein, less
suspect in the case of armed force.

f. Presumptive Legitimacy: In most cases, whether under domestic or international law, the
application of violence is deemed illegitimate absent some specific exception such as self-defense. The cognitive
approach is prohibitory. By contrast, most other forms of coercion - again in the domestic and international sphere -
are presumptively lawful, absent a prohibition to the contrary. The cognitive approach is permissive. Thus, the
consequences of armed coercion are presumptively impermissible, whereas those of other coercive acts are not (as a
very generalized rule).

8. Responsibility: The extent to which the State is responsible for the attack.

6. Armed attack is not defined in the UN Charter. The closest the UN came was when the General
Assembly defined armed aggression. As part of this definition, the General Assembly Resolution listed acts of
aggression that amount to an armed attack.” Professor Schmitt attempts to provide an approach for determining
whether an IO amounts to an armed attack. “First, a cyber attack [or an IO in general] is an armed attack justifying a
forceful response in self-defense if it causes physical damage or human injury or is part of a larger operation that
constitutes an armed attack. Second, self-defense is justified when a cyber attack [or an IO in general] is an
irrevocable step in an imminent (near-term) and unavoidable attack (preparing the battlefield). Finally, a State may

2 .8. DEP’T OF DEFENSE, OFFICE OF THE GENERAL COUNSEL, AN ASSESSMENT OF LEGAL ISSUES IN INFORMATION OPERATIONS 16 (2d ed.
1999) [hereinafter DOD OGC].

2 Michael N. Schmitt, The Sixteenth Waldemar A. Solf Lecture in International Law, 176 MIL. L. REV. 364, 417 (2003); Schmitt, supra note 19,
at 914-15.

2 Seeid. at111.
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react defensively during the last possible window of opportunity available to effectively counter an armed attack
when no reasonable doubt exists that the attack is forthcoming.”*

7. Thomas Wingfield provides one approach to determine whether an IO amounts to an armed attack,
when he argues that “an armed attack may occur when a use of force or an activity not traditionally considered an
armed attack is used in such a way that it becomes tantamount in effect to an armed attack.” He suggests three
factors to consider when looking at whether an activity is tantamount to an armed attack: scope, duration, and
intensity.

8. IO on the Offense. Any offensive IO prior to hostilities must comply with the UN Charter. While the
principles are similar with any aspect of IO, the areas of EW and CNO are probably the most likely to create
significant legal issues.

a. How these principles of international law will be applied to EA and CNA by the international
community is unclear. Much will depend on how nations and international institutions react to the particular
circumstances in which the issues are raised for the first time. It seems likely that the international community will
be more interested in the consequences of an EA or a CNA than in the means used. An EA or a CNA can cause
significant property and economic damage, as well as human fatalities. For instance, a state could use a CNA to
cause: “(1) flooding by opening the flood gates of a dam; (2) train wrecks by switching tracks for oncoming trains;
(3) plane crashes by shutting down or manipulating air traffic control systems; (4) large chemical explosions and
fires by readjusting the mix of volatile chemicals at an industrial complex; (5) a run on banks or a massive economic
crisis by crashing stock exchanges; and any number of other examples that are limited only by the imagination of the
actors. . . . The effect can be the same, if not more severe, as if the destruction was caused by conventional kinetic

means of warfare.””

b. Though there is little state practice to help determine how the international community will view
offensive IO, “it seems likely that the international community will be more interested in the consequences of a
computer network attack [or other means of IO] than in its mechanism.”* This means that the method of IO is less
important than the effects of a particular IO when establishing the legality of an action.

9. IO on the Defense. As with offensive IO, legal issues with regard to defensive IO are most likely to
occur in the areas of EW and CNO. Because equipment necessary for CNA is readily available and inexpensive,
and access to many computer systems can be obtained through the Internet, CNO poses a particularly important
defensive challenge. As a result, many U.S. military and non-military information systems are subject to CNA
anywhere and anytime. The actor may be a foreign state, an agent of a foreign state, an agent of a non-governmental
entity or group, or an individual acting for purely private purposes. The phrase use of force also applies to all
agencies and agents of a state government, such as the organized military, militia, security forces, police forces,
intelligence personnel, or mercenaries. When determining lawful actions in response to an EA or a CNA,
attribution, characterization, and the doctrine of neutrals should guide any U.S. military response.

a. Attribution of attack is very important in determining an appropriate response. However,
1dent1ﬁcat10n of an EA or a CNA originator has often been a difficult problem. This is especially true for a CNA
when the intruder has used a number of intermediate relay points, when he has used an anonymous bulletin board
whose function is to strip away all information about the origin of messages it relays, or when he has used a device
that generates false origin information. Locating an originating computer does not entirely resolve attribution
problems, since a computer may have been used by an unauthorized user, or by an authorized user for an

unauthorized purpose.”

b. Characterization of the intent and motive underlying an attack may also be very difficult, though
equally important when determining an appropriate response. However, factors such as persistence, sophistication

3 Schmitt, supra note 21, at 420.

* WINGFIELD, supra note 15, at 113.
» See Sharp, supra note 14, at 101-02.
% DOD OGC, supranote 20, at 16.

7 Idat19.
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of methods used, targeting of especially sensitive systems, and actual damage done may persuasively indicate both
the intruder’s intentions and the dangers to the system in a manner that would justify an action in defense.”®

c. Neutrality. As a general rule, all acts of hostility in neutral territory, including neutral lands,
waters, and airspace, are prohibited. A belligerent nation has a right to demand that a neutral nation prevent
belligerents from using its information systems in 2 manner that violates the nation’s neutrality. If the neutral nation
is unable or unwilling to do so, other belligerent(s) may have a limited right of self-defense to take necessary and
proportionate action against the neutral nation (e.g., jamming) to prevent such use by the enemy.

(1) A limited exception exists for communications relay systems. Articles 8 and 9 of 1907 Hague
Convention Respecting Rights and Duties of Neutral Powers and Persons in Case of War on Land (to which the U.S.
is a party) provides that “A neutral Power is not called upon to forbid or restrict the use on behalf of belligerents of
telegraph or telephone cables or of wireless telegraph apparatus belonging to it or to Companies or private
individuals,” so long as such facilities are provided equally to both belligerents.

(2) International consortia (an association or institution for engaging in a joint venture) present
special problems. Where an international communications system is developed by a military alliance, such as
NATO, few neutrality issues are likely to arise. Other international consortia provide satellite communications and
weather data used for both civilian and military purposes. The membership of these consortia virtually guarantees
that not all members of a consortium will be allies in future conflicts. Consortia such as INTELSAT, INMARSAT,
ARABSAT, EUTELSAT, and EUMETSAT have attempted to deal with this possibility by limiting system uses
during armed conflict. However, INMARSAT nations have determined that the communications relay provision
permits use by UN Security Council authorized forces, even while engaged in armed conflict.

d. If an EA or a CNA results in widespread civilian deaths and property damage, it may well be that
the international community would not challenge the victim nation if it concluded that it was the victim of an armed
attack, or an equivalent of an armed attack.”> Even if the systems attacked were unclassified military logistics
systems, an attack upon such systems might seriously threaten a nation’s security.

e. If a particular EA or CNA were considered an armed attack or its equivalent, it would seem to
follow that the victim nation would be entitled to respond in self-defense by EA, CNA or by conventional military
means. For example, a state might respond in self-defense to disable the equipment and personnel used to mount the

offending attack.

f. In some circumstances, it may be impossible or inappropriate to attack the specific means used
where, for example, the personnel and equipment cannot reliably be identified, an attack would not be effective, or
an effective attack might result in disproportionate collateral damage. In such cases, any legitimate military target
could be attacked, as long as the purpose of the attack is to dissuade the enemy from further attacks or to degrade the
enemy’s ability to undertake them (i.e., not in “retaliation” or reprisal).”

g. It seems beyond doubt that any unauthorized intrusion into a nation’s computer systems would
justify that nation in taking self-help action to expel the intruder and to secure the system against reentry. Though
the issue has yet to be addressed in the international community, unauthorized electronic intrusion may be regarded
as a violation of the victim’s sovereignty, or even as equivalent to a physical trespass into that nation’s territory.
Such intrusions create vulnerability, since the intruder had access to information and may have corrupted data or
degraded the system.

h. As a minimum, a victim nation of an unauthorized computer intrusion has the right to protest such
actions if it can reliably characterize the act as intentional and attribute it to agents of another nation.

i. It is far from clear the extent to which the world community will regard an EA or a CNA as armed
attacks or uses of force, and how the doctrine of self-defense will be applied to either. The most likely result is an
acceptance that a nation subjected to a state-sponsored EA or CNA can lawfully respond in kind, and that in some
circumstances it may be justified in using conventional military means in self-defense. Unless nations decide to

B .
» Idat16.
® Mdatl7.

Chapter 9 ' 148
Information Operations



negotiate a treaty addressing EA and/or CNA, international law in this area will develop through the actions of
nations and through the positions that nations adopt publicly as events unfold.

C. 10 and Jus in Bello.

1. While some have termed IO, and particularly CNO, as a revolution in military affairs,” use of various
forms of IO generally require the same legal analysis as any other method or means of warfare.

2. However, IO pose an interesting dilemma; they run the gamut from mere inconvenience to actual death
and destruction in the physical realm. This wide disparity in effects from IO creates a threshold issue that one must
examine before applying the jus in bello principles.”? Does the IO cause injury, death, damage, or destruction? If so,
one must apply jus in bello principles; if not, the principles need not be applied to the IO. g

3. Applying jus in bello principles to IO.
a. Military Necessity/Military Objective.

(1) Article 14 of the Lieber Code defines military necessity as “those measures which are
indispensable for securing the ends of war, and which are lawful according to the modern laws and usages of war.”
Once a commander determines he or she has a military necessity to take a certain action or strike a certain target,
then he or she must determine that the target is a valid military objective. The current definition of a military
objective is found in Additional Protocol (AP) I to the Geneva Conventions, Article 52(2): “those objects which by
their nature, location, purpose or use make an effective contribution to military action and whose total or partial
destruction, capture, or neutralization, in the circumstances ruling at the time, offers a definite military advantage.”

(2) The U.S. defines “definite military advantage™ very broadly to include “economic targets of
the enemy that indirectly but effectively support and sustain the enemy’s warfighting capability.”* This broad
definition is important in IO because most financial institutions rely heavily on information technology and under
this expansive definition, these economics institutions may become targets for 10.* For example, a nation’s stock
market will generally rely heavily upon information technology like computer systems.

(3) There are specifically protected objects that a force may not target in spite of the fact that they
may be military objectives. For example, one may by unable to conduct an IO against a food storage or distribution
center.”

b. Distinction/Discrimination.

(1) AP, Article 48 sets out the rule: “[p]arties to the conflict shall at all times distinguish
between the civilian population and combatants and between civilian objects and military objectives and accordingly
shall direct their operations only against military objectives.” AP I further defines “indiscriminate attacks” under
Article 51(4) as those attacks that:

(a) are “not directed against a specific military objective” (e.g., SCUD missiles during Desert
Storm);

3 Michael N. Schmitt, Wired Warfare: Computer Network Attack and Jus in Bello, 846 INT’L REVIEW OF THE RED CROSS 365, 365 (2002),
available at http://www.icrc.org/Web/eng/siteeng0.nsf/iwpList501/EAE4A03DE3BE1211C1256BF900332F62.

2 Id. at 381.

¥ U.S. NAVAL WAR COLLEGE, ANNOTATED SUPPLEMENT TO THE COMMANDER’S HANDBOOK ON THE LAW OF NAVAL OPERATIONS 8-3 (1997).
The U.S. considers this customary international law. Letter from J. Fred Buzhardt, General Counsel, Department of Defense, to Edward
Kennedy, Senator, U.S. Congress (Sep. 22, 1972), quoted in Arthur W. Rovine, Contemporary Practice of the United States Relating to
International Law, 67 AM. J.INT’L L. 118, 123 (1973). But see CLAUDE PILLOUD ET AL., COMMENTARY ON THE ADDITIONAL PROTOCOLS OF 8
JUNE 1977 TO THE GENEVA CONVENTIONS OF 12 AUGUST 1949 636 (Yves Sandoz et al. eds., 1987) [hereinafter COMMENTARY] (stating that “it is
not legitimate to launch an attack which only offers potential or indeterminate advantages”).

3 Schmitt, supra note 31, at 381.

% Seeid. at 385-86. Article 54(2), AP I, prohibits attacks on “objects indispensable to the survival of the civilian population, such as food-
stuffs.” The U.S. believes that starvation of civilians shall not be used as a method of warfare, however the U.S. does not subscribe to the belief
that starvation of the military would be prohibited. See Michael Matheson, Deputy Legal Advisor, U.S. Dep't of State, Address at the Sixth
Annual American Red Cross-Washington College of Law Conference on International, Humanitarian Law: A Workshop on Customary
International Law and the 1977 Protocols Additional to the 1949 Geneva Conventions (1987) in 2 AM. UJ. INT’L L. & POLICY 419 (1987).
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(b) “employ a method or means of combat the effects of which cannot be directed at a specified
military objective” (e.g., area bombing);

(c) “employ a method or means of combat the effects of which cannot be limited as required” (use
of bacteriological weapons); and

(d) “consequently, in each case are of a nature to strike military objectives and civilians or civilian
objects without distinction.”

(2) AP, Article 51(2) requires that “[t]he civilian population as such, as well as individual
civilians shall not be the object of attack.” And as for civilian objects, AP I, Article 52 requires they “not be the
object of attack.”

(3) According to the commentary to AP I, “[t]he immunity afforded individual civilians is subject
to an overriding condition, namely, on their abstaining from all hostile acts. Hostile acts should be understood to be
acts which by their nature and purpose are intended to cause actual harm to the personnel and equipment of the
armed forces.” According to AP I, Article 51(3), civilians enjoy the protection against targeting “unless and for
such time as they take a direct part in hostilities.” The Commentary to AP I, Article 51(3) explains “direct part” as
“acts of war which by their nature or purpose are likely to cause actual harm to the personnel and equipment of the
enemy armed forces.”™ According to U.S. policy, a civilian “entering the theater of operations in support or
operation of sensitive, high value equipment, such as a weapon system, may be at risk of intentional attack because
of the importance of his or her duties.”*® This is the U.S. direct part test.

(4) Government agencies other than the U.S. military have the ability to conduct IO. However, if
a civilian takes direct part (defined differently by AP [ and the U.S.) in an IO, that civilian becomes an unlawful
enemy combatant and loses the protections afforded to civilians under Geneva Convention IV.

(5) Dual-use objects pose another dilemma. A dual-use object is one that is used for both military
purposes and civilian purposes. If the object does serve or may serve a military purpose, it may be a valid military
target in spite of the civilian purpose. However, the civilian purpose will weigh heavily in the proportionality
analysis that must be done for a dual-use target.

(6) Indiscriminate attacks are prohibited by Article 51(4), AP 1. This could become an issue for a
CNA. For instance, if the CNA will release a virus, chances are the spread of that virus cannot be controlled and
will become an indiscriminate attack prohibited by Article 51(4).” Keep in mind the threshold question: this only
applies to a CNA, in this case a virus, that may cause injury, death, damage, or destruction.

(7) A means or method of warfare that is not directed at a specific military objective violates
Article 51(4) as well. For instance, a CNA that can be directed at a specific military objective, but is not and rather
affects civilian objects as well would be prohibited. Again one must keep in mind the threshold question.

c. Proportionality.

(1) The test to determine if an attack is proportional is found in AP I, Article 51(5)(b): “[a]n
attack which may be expected to cause incidental loss of civilian life, injury to civilians, damage to civilian objects,
or a combination thereof, which would be excessive in relation to the concrete and direct military advantage
anticipated” violates the principle of proportionality. Note: this principle is only applicable when an attack has the
possibility of affecting civilians. If the target is purely military with no known civilian personnel or property in
jeopardy, no proportionality analysis need be conducted.

(2) One difficulty in applying the proportionality principle to an IO is determining the proper
valuation system for the balancing test.* For instance, how does one value an IO that shuts off basic services such
as electricity, water, and/or natural gas?

3 PILLOUD ET AL., COMMENTARY, supra note 33, at 618.

7 M. at 619.

3 Memorandum of Law, W. Hays Parks, Office of the Judge Advocate General, U.S. Army, subject: Law of War Status of Civilians
Accompanying Military Forces in the Field (May 6, 1999).

¥ See Schmitt, supra note 31, at 389; DOD OGC, supra note 20, at 8-9.
4 See Schmitt, supra note 31, at 390.
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(3) Another very difficult issue for IO relates to the knock-on effects from an operation. Knock-
on effects are “those effects not directly and immediately caused by the attack, but nevertheless the product
thereof.”” These knock-on effects are much harder to calculate for IO than kinetic operations and must be
considered in the proportionality analysis. For example, an IO that shuts down an electrical grid may have the
intended effect of degrading the command and control of the military, but may also have the effect of shutting down
electricity for civilian facilities with follow-on effects such as: unsanitary water and therefore death of civilians and
the spread of disease because the water purification facilities and sewer systems don’t work; death of civilians
because the life support systems at emergency medical facilities fail; or death of civilians because traffic accident
increase due to a failure of traffic signals.

d. Unnecessary Suffering.

(1) Hague Regulation, Article 22 states that the right of belligerents to adopt means of injuring the
enemy is not unlimited. Furthermore, Article 23(e) states that “it is especially forbidden . . . to employ arms,
projectiles or material calculated to cause unnecessary suffering.”

(2) One must not dismiss the possibility that an IO could cause unnecessary suffering. For
example, photosensitivity to rapid flashes of light or alternating patterns of colors may cause seizures in certain
people.” A photosensitive seizure can be the result of viewing a television broadcast or a computer monitor image.
An IO that has the intended effect of causing photosensitive seizures may be viewed as illegal because it causes
unnecessary suffering.

e. Treachery or Perfidy. Article 37 of Protocol I to the Geneva Conventions prohibits belligerents
from killing, injuring, or capturing an adversary by perfidy. The essence of this offense lies in acts desigped to gain
advantage by falsely convincing the adversary that applicable rules of international law prevent engaging the target
when in fact they do not. The use of enemy codes and signals is a time-honored means of tactical deception.
However, misuse of distress signals or of signals exclusively reserved for the use of medical aircraft would be
perfidious. The use of deception measures to thwart precision guided munitions would be allowed, while falsely
convincing the enemy not to attack a military target by electronic evidence that it was a hospital would be
perfidious. “Morphing” techniques, while not a violation of the law of war generally, if used to create an image of
the enemy’s chief of state falsely informing troops that an armistice or cease-fire agreement exists would be
considered perfidy and constitutes a war crime.*

D. Communications Law and 10*

1. International Communications Law. Interhational communications law consists primarily of a
number of bilateral and multilateral communications treaties. The International Telecommunications Convention of
1982 (ITC) (the Nairobi Convention) is the most significant. The ITC is the latest of a series of multilateral
agreements that establish the International Telecommunication Union (ITU) (a specialized agency of the UN).
These agreements invest the [TU with the authority to formulate telegraph and telephone regulations, which become
binding legal obligations upon formal acceptance by ITU member nations. They also establish mutual legal
obligations among parties, several of which are directly relevant to IO.

a. ITC Article 35 provides that all radio “stations, whatever their purpose, must be established and
operated in such a manner as not to cause harmful interference to the radio services or communications of other
Members or of recognized private operating agencies, which carry on radio service, and which operate in
accordance with the provisions of the Radio Regulations.”

b. Annex 2 to the ITC defines “harmful interference” as “interference which endangers the
functioning of a radio navigation service or of other safety services or seriously degrades, obstructs or repeatedly
interrupts a radio communication service operating in accordance with the Radio Regulations.” This provision

4 See id. at 392.
2 Id. at392.

“ Epilepsy Foundation, Photosensitivity and Seizures, http://www.epilepsyfoundation.org/answerplace/Medical/seizures/precipitants/
photosensitivity.cfm?renderforprint=1& (last visited 30 Nov. 2006).

4 See DOD OGC, supra note 20, at 8-9.
* See generally id. at 30-32.
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would appear to restrict IO techniques that involve the use of radio broadcasting, for example, jamming or
“spoofing” of a radio navigation service.

c. However, ITC Article 38 provides a specific exemption for military transmissions: “members
retain their entire freedom with regard to military radio installations of their army, naval and air forces.” Article 38
further provides: “Nevertheless, these installations must, so far as possible, observe . . . the measures fo be taken to
prevent harmful interference, and the provisions of the Administrative Regulations concerning the types of emission
and the frequencies to be used, according to the nature of the service performed by such installations.” This
provision indicates that military installations do not have carte blanche to interfere with civilian communications,
but the phrase “so far as possible,” read together with the specific exemption for military radio installations,
provides considerable room for military forces’ I0.

d. The ITC permits member nations to interfere with international communications in certain
circumstances. Article 19 allows members to “stop the transmission of any private telegram which may appear
dangerous to the security of the State or contrary to their laws, to public order or to decency, provided that they
immediately notify the office of origin of the stoppage of any such telegram or part thereof, except when such
notification may appear dangerous to the security of the state.” Asticle 19 also permits members to “cut off any
private telecommunications which may appear dangerous to the security of the State or contrary to its laws, to public
order or to decency.”

e. Article 20 reserves the right of members “to suspend the international telecommunications service
for an indefinite time, either generally or only for certain relations and/or certain kinds of correspondence, outgoing,
incoming or in transit, provided that it immediately notifies such action to each of the other members through the
medium of the Secretary-General.”

f. It seems clear that ITC provisions apply primarily in peacetime. The treaty does not specifically
state whether it applies during armed conflict. Ample precedent exists, however, in which nations have
demonstrated conclusively that they regard international communications conventions as suspended between
belligerents engaged in armed conflicts.

2. Domestic Communications Law. ITC obligates each member nation to suppress acts by individuals or
groups within its territory that interfere with the communications of other members. In the U.S., 47 U.S.C. § 502
implements this treaty obligation. It provides: “Any person who willfully and knowingly violates any rule,
regulation, restriction, or condition . . . made or imposed by any international radio or wire communications treaty or
convention, or regulation annexed thereto, to which the United States is or may hereafter become a party, shall, in
addition to any other penalties provided by law, be punished, upon conviction thereof, by a fine of not more than
$500 for each and every day during which such offense occurs.”

3. Department of Justice, Office of Legal Counsel, issued a written opinion providing in effect that 47
U.S.C. § 502 does not apply to actions of the U.S. military executing instructions of the President acting within his
constitutional powers to conduct foreign policy and to serve as Commander-in-Chief.

4. Assessment. Neither international nor domestic communications law presents any significant barrier to
U.S. military IO. International Communications law contains no direct and specific prohibition against the conduct
of IO by military forces, even in peacetime. Established state practice evidences that nations regard
telecommunications treaties as suspended among belligerents during international armed conflict. Domestic
communications laws do not prohibit properly authorized military 10.

IV. FOREIGN DOMESTIC LAW AND CNO*

A. Foreign domestic laws, like U.S. criminal statutes addressing computer-related offenses, space activities,
communications, and the protection of classified information, may have important implications for U.S. forces’
conduct of I0. The state of domestic laws dealing with high-tech misconduct varies enormously from country to
country.

B. The state of a nation’s domestic criminal law directly impacts the assistance that the nation’s public officials
can provide in suppressing certain behavior by persons operating in its territory. The state of the nation’s domestic

% See generally id. at 39-42.
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criminal law may also have a significant effect on U.S. IO conducted in the nation’s territory or involving
communications through the nation’s communications systems.

C. U.S. forces must determine whether local laws prohibit contemplated IO activities. These prohibitions are
important because individuals who order or execute prohibited activities might be subject to prosecution in a host
nation criminal court, and commanders might feel obligated on a policy basis to refrain from issuing such an order.
U.S. military members who order or execute acts in the course of their official duties overseas, that are a crime
under host nation law, may be subject to prosecution in that nation’s criminal courts.

V. LAW ENFORCEMENT ASPECTS OF IO

As mentioned above, DoD has the responsibility to take necessary steps to protect its own information systems.
When DoD’s information systems are compromised, the Defense Criminal Investigative Service Computer Crimes
Program (which is part of the Department of Defense Office of Inspector General) has the lead in investigating those
responsible. Department of Justice would have the lead for the prosecution. There are several domestic statutory
provisions that provide the basis for criminal prosecution in such cases.

A. Electronic Communications Privacy Act of 1986 (ECPA).” ECPA was enacted as 18 U.S.C. §§ 2510-
2521, §§ 2701-11, §§ 3121-27, § 1367, § 3117. The ECPA made numerous amendments to provisions of the
Communications Act of 1934. § 107 of the Act specifically limits its statutory application to law enforcement
functions. “Nothing contained ... constitutes authority for the conduct of any intelligence activity.”

1. ECPA makes it unlawful for “any person” to “intentionally intercept, use, or disclose or endeavor to
intercept, use, or disclose any wire, oral, or electronic communication.” 18 U.S.C. § 2511. 18 U.S.C. § 2703(c)
states that with a subpoena the government can obtain the name, address, local and long distance telephone billing
records, telephone number or other subscriber information. The government entity receiving such information is not
required to provide notice to the consumer. 18 U.S.C. § 2703(d) allows a court to issue an order for disclosure if the
government offers specific and articulable facts that there are reasonable grounds to believe that the contents of an
electronic communication or the records within the service provider’s database or other information sought are
relevant and material to an ongoing criminal investigation. The service provider may move to quash or modify the
order, if the request is unusually voluminous or would cause an undue burden on the carrier. Section 209 of the
USA PATRIOT Act now authorizes the seizure of stored voice communications under 18 U.S.C. § 2703 with a
warrant.® Section 211 of the USA PATRIOT Act also clarifies that the ECPA and “trap and trace” rules govern
cable companies’ records for telephone and Internet services.”

2. There are nine Statutory Exceptions (of which three are central to IO) to the ECPA prohibitions: (1) a
System Administrator may “intercept, disclose, or use . . . communication in the normal course of his employment
while engaged in any activity which is a necessary incident to the rendition of his service or to the protection of the
rights or property of the provider of that service,”18 U.S.C. § 2511(2)(a)(i); (2) it is not unlawful “where such
person is a party to the communication or one of the parties to the communication has given prior consent to such
interception,” 18 U.S.C. § 2511(2)(c); and (3) it is not unlawful pursuant to a court order directing such assistance
signed by the authorizing judge or a certification in writing by a person designated in 18 U.S.C. § 2518(7) or the
Attorney General that no court order is required by law and that all statutory requirements have been met, 18 U.S.C.
§ 2511(2)(a)(ii).

B. 18 U.S.C. § 2709 deals with counterintelligence access to telephone tolls and transactional records. The
Director of the FBI or his designee in a position not lower than Deputy Assistant Director has authority to require a
wire or electronic communication service provider to produce subscriber information and toll billing records
information or electronic communication transactional records.

The FBI must certify that the information sought is relevant to an authorized foreign counterintelligence
investigation and that there are specific and articulable grounds to believe that the person or entity to whom the
information pertains is a foreign power or an agent of a foreign power as defined in the Foreign Intelligence
Surveillance Act, 50 U.S.C. § 1801.

7 Electronic Communications Privacy Act of 1986, Pub. L. No. 99-508, 100 Stat. 1848 (codified as amended in scattered sections of 18 U.S.C.).

8 Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001, tit. I1, §
209(2), Pub. L. No. 107-56, 115 Stat. 272 (codified as amended at 18 U.S.C. § 2703 (Supp. I1 2002)).

® 47US.C. §551.
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C. 18 U.S.C. § 1029 prohibits a wide range of offenses dealing fraud activity in connection with access
devices. The statute prohibits the following: producing, using, or trafficking in counterfeit access devices
knowingly and with intent to defraud, 18 U.S.C. § 1029(a)(1); trafficking in or using one or more unauthorized
access devices during a one year period (which can include unauthorized use of passwords), 18 U.S.C. § 1029
(a)(2); possessing 15 or more unauthorized or counterfeit access devices, 18 U.S.C. § 1029 (a)(3); or a variety of
other offenses dealing with the unlawful procurement of telecommunications services. Offenses are punishable by
either 10 or 15 years confinement with fines.

The term “access device” means any card, plate, account number, electronic serial number, personal
identification number, or other means of account access that can be used to obtain money, goods, services, or to
initiate a transfer of funds. 18 U.S.C. § 1029(e)(1). The term “unauthorized access device” means any access device
that is lost, stolen, expired, revoked, canceled, or obtained with intent to defraud. 1998 amendments broadened
coverage to include all telecommunications service as defined in section 3 of title I of the Communications Act of
1934.% Section 377 of the USA PATRIOT Act provides for extraterritorial jurisdiction for certain “access device”
offenses under 18 U.S.C. § 1029 such as stolen computer passwords, credit card account numbers, or other
counterfeit or unauthorized devices.”

D. Computer Fraud and Abuse Act of 1984°2 and Computer Fraud and Abuse Act of 1986.” The Act
contains eleven specified crimes: 6 felony offenses and 5 misdemeanor offenses, including:

1. Computer Espionage, 18 U.S.C. § 1030(a)(1): knowing access, or exceeding authorized access, to obtain
information and to willfully communicate, deliver, or transmit to any person not authorized to receive it with reason
to believe that the information could be used to the injury of the United States.

2. Financial Records, 18 U.S.C. § 1030(a)(2): intentional access without authorization, or exceeding
authorized access, to information from any department of the United States, computer records of financial
institutions, or information from a protected computer involved in interstate or foreign communication.

3. Government Computers, 18 U.S.C. § 1030(a)(3): intentional access to any nonpublic computer
exclusively for the use of the United States or affecting the United States’ use of the system.

4. Intent to Defraud, 18 U.S.C. § 1030(2)(4): knowingly and with intent to defraud accessing a protected
computer.

5. Unlawful Computer Trespassers, 18 U.S.C. § 1030(a)(5): knowingly causing the transmission of a
program, information code, or command and, as a result of such conduct, intentionally causing damage to a
protected computer.

6. Password Trafficking, 18 U.S.C. § 1030(a)(6): knowingly and with intent to defraud trafficking (as
defined in 18 U.S.C. § 1029) in any password or similar information in any government computer, or in a computer
that affects interstate commerce.

7. Extortion, 18 U.S.C. § 1030(a)(7): knowingly and with intent to defraud transmitting any

communication containing a threat to cause damage to a protected computer. Section 202 of the USA PATRIOT
Act added any felony violation of the Computer Fraud and Abuse Act to a list of offenses that support a voice

wiretap order.*

E. Gathering, Transmitting, or Losing Defense Information, 18 U.S.C. § 793. The information need not be
classified to constitute a violation of this statute if the information is not generally accessible to the public.”* The
accused must have had an intent or reason to believe that the information “is to be used” to the injury of the United
States. 18 U.S.C. § 794 deals with Gathering or Delivering Defense Information to Aid a Foreign Government. 18

% Communications Act of 1934, tit. I, § 3, Pub. L. No. 73-415, 48 Stat. 1064 (codified as amended at 47 U.S.C. § 153 (2002)).

1 18 US.C. § 1029.

2 Computer Fraud and Abuse Act of 1984, Pub. L. 98-473, 98 Stat. 1837 (codified as amended at 18 U.S.C. § 1030 (2002)).

% Computer Fraud and Abuse Act of 1986, sec. 2, Pub. L. 99-474, 100 Stat. 1213 (codified as amended at 18 U.S.C. § 1030 (2002)).

5 18 US.C. § 2516(1)(c).
53 United States v. Allen, 31 M.J. 572 (N.M.C.M.R. 1990), af"d, 33 M.J. 309 (C.M.A. 1991), cert. denied, 503 U.S. 936 (1992).
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U.S.C. § 798 concerns Disclosure of Classified Information which is “for reasons of national security, specifically
designated by a United States Government Agency for limited or restricted dissemination or distribution.”

F. The Economic Espionage Act of 1996.% 18 U.S.C. § 1831 prohibits knowing theft, appropriation,
duplication, communication, receipt, purchase, or possession of a trade secret intending or knowing that it will
benefit any foreign government, instrumentality, or agent. 18 U.S.C. § 1832 prohibits theft of trade secrets without
requiring the intent to benefit a foreign government, instrumentality, or agent.

G. Intelligence Identities Protection Act of 1982 (codified at 50 U.S.C. §§ 421-26).” Whoever, having or
having had authorized access to classified information that identifies a covert agent, intentionally discloses any
information identifying such covert agent to any individual not authorized to receive classified information, knowing
that the information disclosed so identifies such covert agent and that the United States is taking affirmative
measures to conceal such covert agent’s intelligence relationship to the United States, shall be fined not more than
$50,000 or imprisoned not more than ten years, or both.

Whoever, in the course of a pattern of activities intended to identify and expose covert agents and with reason to
believe that such activities would impair or impede the foreign intelligence activities of the United States, discloses
any information that identifies an individual as a covert agent to any individual not authorized to receive classified
information, knowing that the information disclosed so identifies such individual and that the United States is taking
affirmative measures to conceal such individual’s classified intelligence relationship to the United States, shall be
fined not more than $15,000 or imprisoned not more than three years, or both.

H. Interception of Wire, Oral, and Electronic Communications. Within DoD, the relevant guidance is
contained in DoDD 5505.9, Interception of Wire, Electronic, and Oral Communications for Law Enforcement
Purposes (20 Apr. 1995), and DoD 0-5505.9-M, Procedures for Wire, Electronic, and Oral Interceptions for Law
Enforcement Purposes (May 1995).

I. The Foreign Intelligence Surveillance Act of 1978 (FISA).*® FISA revolves around the core definition of
FOREIGN INTELLIGENCE INFORMATION, which is information that relates to the ability of the U.S. to
protect against the following: attack or hostile act of a foreign power or agent; sabotage or international terrorism;
clandestine intelligence activities by an intelligence network or service of a foreign power or by an agent; or
information on foreign power or foreign territory relative and necessary to the national defense and security of the
U.S. or the foreign affairs of the U.S.

FISA is the statutory mechanism for obtaining two major categories of information related to defensive I0: (1)
Acquisition of a “nonpublic communication” by electronic means* without the consent of a person who is a party to
an electronic communication or, in the case of a non-electronic communication, without the consent of a person who
is visibly present at the place of the communication; and (2) Physical searches seeking to obtain foreign intelligence
information. Section 214 of the USA PATRIOT Act eliminates the requirement of showing specific and articulable
facts to believe the targeted line is being used by an agent of a foreign power, or in communication with such an
agent to get a FISA pen register, trap and trace authorization.® Section 218 changes the requirement that obtaining
foreign intelligence was “the” purpose of the search to now being “a significant purpose” of the search.®

J. USA PATRIOT Act of 2001.# In addition to those specific provision mentioned above, the USA PATRIOT
Act also makes the following changes to pre-existing laws:

5 The Economic Espionage Act of 1996, tit. I, § 101, Pub. L. No. 104-294, 110 Stat. 3488 (codified as amended at 18 U.S.C. §§ 1831-39
(2002)).

57 The Intelligence Identities Protection Act of 1982, tit. VI, § 601, Pub. L. No. 97-200, 96 Stat. 122 (codified as amended at 50 U.S.C. §§421-26
(2002)).

8 Foreign Intelligence Surveillance Act of 1978, Pub. L. No. 95-511, 92 Stat. 1783 (1978) (codified as amended at 50 U.S.C. §§ 1801-29). See
also 18 U.S.C. § 2232 regarding prohibitions on wamning an individual of surveillance authorized under the Foreign Intelligence Surveillance Act.

% Such means include wiretaps of phones, teleprinter, facsimile, computers, computer modems, radio intercepts, and microwave eavesdropping.
® 50 US.C. § 1842.

¢ §§ 1804(a)(7)(B), 1823(2)(7)(B).

 Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001, Pub. L. No.
107-56, 115 Stat. 272 (codified in scattered sections).
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1. § 203b allows investigative or law enforcement officers to disclose foreign intelligence information
without a court order to any other Federal law enforcement, intelligence, protective, immigration, national defense,
or national security official to assist in official duties.

2. § 210 updates and expands records available by subpoena to add the means and source of payment,
credit card or bank account number, records of session times and durations, and any temporarily assigned network

address.

3. § 216 applies to any non-content information — “dialing, routing, addressing, and signaling information”
if the information is relevant to ongoing criminal investigation. It also allows for nationwide federal pen/trap orders.

4. § 217 allows victims of computer attacks to authorize persons “acting under color of law” (law
enforcement or counter-intelligence) to monitor trespassers on their computer systems.

5. § 219 allows judges, in domestic or international terrorism cases, to issue search warrants in any district
in which acts may have occurred, for property or persons within or outside the district.

6. § 220 allows single jurisdiction search warrants for e-mail.

K. Communications Security (COMSEC) monitoring. This is a clearly defined, bright line exception to the
genera) limitations on content monitoring. Section 107(b)(1) of the Electronic Communications Privacy Act
specifically allows activities intended to “intercept encrypted or other official communications of United States
executive branch entities or United States Government contractors for communications security purposes.” NSA is
the proponent under National Telecommunications and Information Systems Security Directive (NTISS) Directive
No. 600, Communications Security Monitoring (10 Apr. 1990). COMSEC is one of the tools available to fulfill the
DoD mandate to accredit automated information systems and ensure compliance with security requirements.®
According to DoD Directive 8500.1, it is DoD policy to monitor information systems “in order to detect, isolate, and
react to intrusions, disruption of service, or other incidents.”

1. Implemented within the Army by AR 380-53, Information Systems Security Monitoring will be
conducted only in support of security objectives.* Information Systems Security Monitoring will not be performed
to support law enforcement or criminal or counterintelligence investigations. The results of Information Systems
Security Monitoring shall not be used to produce foreign intelligence or counterintelligence, as defined in Executive

Order 12333.
2. There are certain prerequisites for Information Systems Security Monitoring.

a. NOTIFICATION: Users of official DoD telecommunications will be given notice that: (1)
Passing classified information over nonsecure DoD telecommunications systems, other than protected distribution
systems or automated information systems accredited for classified processing is prohibited; (2) Official DoD
telecommunications systems are subject to Information Systems Security Monitoring at all times, and (3) Use of
official DoD telecommunications systems constitutes consent by the user to Information Systems Security
Monitoring at any time.

b. CERTIFICATION: The Office of the General Counsel has certified the adequacy of the
notification procedures in effect, and the OGC and TJAG have given favorable legal review of any proposed
Information Systems Security Monitoring that is not based on a MACOM request. AR 380-53, paragraph 2-4
contains a specific list of information required prior to certification.

c. AUTHORIZATION: The Deputy Chief of Staff for Intelligence has authorized Information
Systems Security Monitoring to be conducted within the MACOM involved.

@ See generally U.S. DEP'T OF DEFENSE, INST. 8523.01, COMMUNICATIONS SECURITY (COMSEC) (22 Apr. 2008).

% U.S. DEP'T OF ARMY, ARMY REGULATION 380-53, INFORMATION SYSTEMS SECURITY MONITORING (29 Apr. 1998), available at
http://www.apd.army.mil/pdffiles/r380_53.pdf.

Chapter 9 156
Information Operations



157

Chapter 9
Information Operations



NOTES

Chapter 9 158
Information Operations



CHAPTER 10

NONCOMBATANT EVACUATION OPERATIONS (NEO)
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I. NATURE AND CHARACTERISTICS OF NEO

A. NEO are operations directed by the Department of State (DoS), the Department of Defense (DoD), or other
appropriate authority whereby noncombatants are evacuated from areas of danger overseas to safe havens or to the
U.S. Recent examples include:

1. Lebanon: 14,000 American Citizens (AMCITS), July 2006

2. Liberia (Assured Response): 2200 civilians, April-June 1996.

3. Central African Republic (Quick Response): 448 civilians, April 1996.
4. Albania (Silver Wake): 900 civilians, March 1997.

5. Sierra Leone (Nobel Obelisk): 2610 civilians, May-June 1997.

B. There have been many smaller NEOs in the last ten years such as OPERATION SHEPHERD SENTRY in
the Central African Republic in October 2002 and OPERATION SHINING EXPRESS in Liberia in June/July 2003.
The nature of operations as well as the diplomatic concerns over even calling an operation officially a NEO has
caused confusion in the last five years. Even the Lebanon evacuation was not officially deemed a NEO, but an
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authorized departure in some DoS communiqués. Regardless of the official name, the concept of rapidly inserting
U.S. forces to evacuate AMCITS and other third country nationals (TCN) remains an area that Judge Advocates
(JA) need to be aware of.
II. COMMAND AND CONTROL
A. Executive Order (EO) 12656 assigns primary responsibility for safety of U.S. citizens abroad to the
Secretary of State.
1. DosS establishes and chairs the “Washington Liaison Group” (WLG) to oversee NEO.
a. WLG membership consists of representatives from various government agencies, including DoS,

DoD, Central Intelligence Agency (CIA), Defense Intelligence Agency (DIA), Department of Homeland Security
(DHS) and Department of Health and Human Services (DHHS).

b. The WLG ensures national-level coordination of government agencies in effecting a NEO.
c. The WLG also serves as coordinator with Regional Liaison Groups (RLG).
2. The Chief of Diplomatic Mission, or principal officer of the DoS, is the lead official in the threat area
responsible for the evacuation of all U.S. noncombatants.
a. The Chief of Mission will give order for the evacuation of civilian noncombatants, except for
Defense Attaché System personnel and DIA personnel.
b. The evacuation order of military personnel is given by the Combatant Commander but, in reality,
the call is made by the Chief of Mission.
¢. The Chief of Mission is responsible for drafting an evacuation plan (this is usually done by the
Regional Security Officer (RSO)).
3. The Secretary of Defense (SECDEF) plays a supporting role in planning for the protection, evacuation,
and repatriation of U.S. citizens in threat areas.
a. Within DoD, the responsibility for NEO is assigned under DoD Directive 3025.14,
b. DoD assigns members from service components and Joint Staff to WLG.
c. Department of the Army (DA) is the executive agent for the repatriation of civilians following the
evacuation, This is accomplished through establishment of a Joint Reception Center/Repatriation Processing Center.
4. Combatant Commanders are responsible for the following:
a. Preparing and maintaining plans for the evacuation of noncombatants from their respective area of
operations (AO).
b. Accomplishing NEO planning through liaison and cooperation with the Chiefs of Mission in the
AO.
c. Assisting in preparing local evacuation plan.
5. Rules of Engagement (ROE) guidance for NEO is found in Enclosure G of Combined Joint Chiefs of
Staff (CJCS) Standing Rules of Engagement (SROE).
B. Amendment to EO 12656.

1. An amendment to EO 12656 and a new Memorandum of Agreement (MOA) between DoD and DoS
address the relative roles and responsibilities of the two departments in NEO. DosS retains ultimate responsibility for

NEO.

2. On 9 February 1998, the President amended EO 12656 to state that DoD is “responsible for the
deployment and use of military forces for the protection of U.S. citizens and nationals and in connection therewith,
designated other persons or categories of persons, in support of their evacuation from threatened areas overseas.”
EO 12656 states that the amendment was made in order to “reflect the appropriate allocation of funding
responsibilities” for NEO. EO 12656 refers to “procedures to be developed jointly by the Secretary of Defense and
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the Secretary of State” order to implement the amendment. DoS and DoD subsequently signed a memorandum of
understanding that addresses those procedures.

3. On 14 July 98, DoS and DoD entered into an MOA concerning their “respective roles and
responsibilities regarding the protection and evacuation of U.S. citizens and nationals and designated other persons

from threatened areas overseas.”

a. DoS retains ultimate responsibility for NEO, except that DoD has responsibility for NEO from the
U.S. Naval Base at Guantanamo Bay, Cuba (Sections C.2. and C.3.b.).

b. DoD prepares and implements plans for the protection and evacuation of DoD noncombatants
worldwide. In appropriate circumstances, SECDEF may authorize the evacuation of DoD noncombatants after
consultation with the SECSTATE (Section C.3.c.).

c. “Once the decision has been made to use military personnel and equipment to assist in the
implementation of emergency evacuation plans, the military commander is solely responsible for conducting the
operations. However, except to the extent delays in communication would make it impossible to do so, the military
commander shall conduct those operations in coordination with and under policies established by the Principal U.S.
Diplomatic or Consular Representative” (Section E.2.).

d. The MOA includes a “Checklist for Increased Interagency Coordination in Crisis/Evacuation
Situations” and a DoS/DoD Cost Responsibility Matrix with Definitions. Under the matrix, DoS is responsible for
“Evacuation Related Costs” and DoD is responsible for “Protection Related Costs.”

III. LEGAL ISSUES INVOLVED IN NEO

A. International Law. NEO fall into three categories: permissive (where the host country or controlling
factions allow the departure of U.S. personnel); non-permissive (where the host country will not permit U.S.
personnel to leave); and uncertain (where the intent of the host country toward the departure of U.S. personnel is
uncertain). The non-permissive and uncertain categories raise the majority of legal issues because “use of force”
becomes a factor.

B. Use of Force. Because non-permissive NEQOs intrude into the territorial sovereignty of a nation, a legal
basis is required. As a general rule, international law prohibits the threat or use of force against the territorial
integrity or political independence of any state. While there is no international consensus on the legal basis to use
armed forces for the purpose of NEOs, the most common bases are cited below:

1. Custom and Practice of Nations (pre-UN Charter) clearly allowed NEO. In that regard, a nation could
intervene to protect its citizens located in other nations when those nations would not or could not protect them.

2. UN Charter.
a. Article 2(4): Under this Article, a nation may not threaten or use force “against the territorial
integrity or political independence of any state . . . .” One view (a minority view) holds that NEO are of such a

limited duration and purpose that they do not rise to the level of force contemplated by Article 2(4).

b. Article 51: The U.S. position is that Article 51°s “inherent right of individual or collective self-
defense” includes the customary pre-charter practice of intervention to protect citizens. There is no international
consensus on this position.

C. Sovereignty Issues. Planners need to know the territorial extent of the countries in the AO. Absent
consent, U.S. forces should respect countries’ territorial boundaries when planning NEO ingress and egress routes.

1. Extent of Territorial Seas and Airspace. The Law of the Sea allows claims of up to 12 nautical miles.
The Chicago Convention limits state aircraft to international airspace or to domestic airspace with consent. There is
a right of innocent passage through the territorial seas. Innocent passage poses no threat to territorial integrity. Air
space, however, is inviolable. There is no right of innocent passage for aircraft. Only “transit passage” allows over-
flight over international straits. See Chapter 23 of this Handbook for more information. Note that airspace and
territorial sea boundaries are not a consideration for the target nation of a non-permissive NEO.

2. Rights and Duties of Neutral States. Neighboring states may have concerns that permitting over-flight
or staging areas may cause them to lose their “neutrality” with the target state. To the extent that the concept of
neutrality still exists in international law, such action may jeopardize relations between the two countries.
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Establishing “safe havens,” however, does not violate neutrality concepts. A safe haven is a stopover point where
evacuees are initially taken when removed from danger. They are then taken to their ultimate destination.

D. Status of Personnel. In NEO, commanders will face a multitude of legal issues regarding the personnel
encountered on the ground.

1. Captured Combatants. Treatment (not status) derives from Articles 2, 3 and 4 of the Third Geneva
Convention. U.S. policy is to treat all captured personnel as prisoners of war while in our custody, but to leave them

in the host nation upon departure.
2. Civilians Seeking Refuge: Temporary Refuge v. Asylum.
a. U.S. policy: DoD Directive 2000.11 and AR 550-1 set out procedures for Asylum/Temporary
Refuge. U.S. commanders may not grant political asylum to foreign nationals. U.S. Citizenship and Immigration
Services, DHS is the lead agency for granting asylum requests. U.S. commanders may, however, offer temporary
refuge in emergencies.

b. General policy: If the applicant makes a request at a unit or installation located within the
territorial jurisdiction of a foreign country (to include territorial waters), then:

(1) Asylum may not be granted, but the request is forwarded via immediate message to the
Assistant Secretary of Defense (ASD) for International Security Affairs (ISA), and the applicant is referred to the
appropriate diplomatic mission. The best practice is to immediately forward the issue to the DoS representative at
the embassy in the country being evacuated.

(2) Temporary refuge will be granted (if the requester is in imminent danger) and ASD (ISA) will
be informed. The applicant will not be surrendered without Service Secretary approval.

c. If the applicant makes a request at a unit, installation or vessel in U.S. territorial waters or on the
high seas, then the applicant is “received” and the request for asylum is forwarded to DHS. Do not surrender the
applicant to a foreign power without higher headquarters approval (Service Secretary level).

3. Status of U.S. Embassy Premises and the Grant of Diplomatic Asylum.

a. Usually a NEO will involve actions at the U.S. embassy or consulate. Therefore, it is important to
understand the special status of embassy property and the status of persons who request asylum on that property.

b. The status of the premises may depend on whether the mission is an embassy or a consul; whether
the U.S. owns the property or leases it; and whether the host country is a signatory to the Vienna Convention on
Diplomatic Relations. If the mission is an embassy owned by the U.S. and in a foreign country that is a signatory,
the premises are inviolable. Even if these conditions are not met, the premises are usually inviolable anyway due to
reciprocal agreements with host nations under the Foreign Missions Act. Diplomatic missions are in a foreign
country only at the invitation of that country. Most likely, that nation will have a mission in the U.S., and thus enjoy
a reciprocal relation of inviolability (Information from the DoS Legal Counsel’s Office).

4. The Vienna Convention on Diplomatic Relations, April 18, 1961, 23 U.S.T. 3227, 500 U.N.T.S. 95.
Article 22 states that “The premises of the [diplomatic] mission shall be inviolable. The agents of the receiving
State may not enter them, except with the consent of the head of mission. . . . the mission shall be immune from
search, requisition, attachment or execution.”

5. The Foreign Missions Act (Pub. Law 88-885, State Department Basic Authorities Act of 1956 Title
H, Sections 201-213). This legislation establishes procedures for reciprocal agreements to provide for the
inviolability of diplomatic missions.

6. Diplomatic Asylum. The grant of political asylum on embassy premises has been “circumscribed little
by little, and many states have abandoned the practice, normally by issuing instructions to their diplomatic agents.”
Today, the extensive practice of the grant of diplomatic asylum appears to be restricted to missions in the Latin
America republics (Gerhard von Glahn, Law Among Nations, 6th ed., 309).

7. DoDD 2000.11. Paragraph IV(B)(2)(a)(2) states that persons who request political asylum in territories
under foreign jurisdiction “will be advised to apply in person at the nearest American Embassy or Consulate, subject
to the internal procedures published by the Chief of Missions.” Requests for political asylum will be governed by
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the appropriate instructions applicable to the diplomatic mission. Once again, seek out DoS personnel at the
embassy in question,

E. Law of War Considerations.

1. Targeting — Rule of Thumb: follow the targeting guidance of the Hague Regulations, Geneva
Conventions, and applicable articles of the 1977 Protocols regardless of whether NEO is “international armed
conflict.” Under DoDD 2311.01E, U.S. Armed Forces will comply with the law of war “during all armed conflicts
... and in all other operations.” Use of Force guidance for NEO is found in Enclosure G of the CJCS SROE (CJCSI

3121.01B).

2. Riot Control Agents (RCA). EO 11850 allows the use of RCA in non-armed conflict and defensive
situations, to include “rescue of hostages.” But the Chemical Weapons Convention prohibits the use of RCA as a
“method of warfare.” Whether the use of RCA in NEO is a “method of warfare” may depend on the circumstances
of the NEO. However, under EO 11850, Presidential approval is always required prior to RCA use, and this
approval may be delegated through the Combatant Commander. Authorization to use RCA would normally be
requested as a supplemental ROE under Enclosure J to the CJCS SROE.

3. Drafting ROE. Coordinate Combatant Command forces” ROE with the ROE of the Marine Security
Guards (who work for DoS), Host Nation Security, and Embassy Security. As always, ensure that the inherent right
of self-defense is addressed adequately.

F. Search Issues.

1. Search of evacuee’s luggage and person. Baggage will be kept to a minimum, and civilians will not
be allowed to retain weapons. In accordance with the Vienna Convention on Diplomatic Relations, the person and
personal luggage of diplomatic personnel are inviolable if the Diplomat is accredited to the U.S. (which would be
rare in NEO). Even if they were accredited, luggage may be inspected if “serious grounds” exist to suspect that
luggage is misused. An “accredited” diplomatic bag retains absolute inviolability.

2. However, force protection is paramount. If a commander has a concern regarding the safety of
aircraft, vessels, ground transportation, or evacuation force personnel due to the nature of the personnel being
evacuated, he or she may order a search of their person and belongings as a condition to evacuation. Diplomatic
status is not a guarantee to use U.S. transportation. If a diplomat refuses to be searched (to include their diplomatic
bag), the commander may refuse transportation. If this becomes an issue during NEO, immediately contact senior
DosS personnel on-scene to assist. Always consider the actual nature of the problem, i.e. would a diplomat want to
endanger himself on his own flight or is he bringing contraband that while problematic is not dangerous to the crew
or aircraft.

IV. PLANNING CONSIDERATIONS

Due to their very nature, NEOs are rapidly developing operations that rely on as much pre-planning as possible.
At a minimum, NEO planners should look to Joint Pub 3-68 and it’s annexes to begin planning and request products
to assist in mission development. Early connectivity with higher headquarters is also necessary for ROE requests.
Like all ROE requests that begin an operation of this magnitude, it will be subject to much scrutiny and therefore
needs to begin early to ensure it has time to complete the decision loop and return back to the unit that must execute
the mission. Other early coordination with HQs such as service components at COCOMs and TRANSCOM will
assist planners in spotting issues with legal and operational concerns.
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CHAPTER 11

SEA, AIR, AND SPACE LAW
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I. INTRODUCTION

A. Unlike many other topics of instruction in international and operational law, which primarily address

questions of “What” is permitted or prohibited, or “How” to legally obtain a certain result, this topic often addresses
the question of “Where.” In other words, what an individual or State may do depends on where the action is to take

place (i.e. land, sea, air, or space).

B. This chapter will first discuss the various legal divisions of the land, sea, air, and outer space. Next, it will

turn to the navigational regimes within each of those divisions. Finally, it will present the competencies of the
coastal State over navigators within the divisions.

C. There are many sources of law which impact on Air, Sea, and Space Law, but three are particularly

noteworthy:
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1. 1982 United Nations Convention on the Law of the Sea (UNCLOS III).

a. Opened for signature on December 10, 1982, UNCLOS III entered into force on
November 16, 1994 (with 60 State ratifications).' Previous conventions on the law of the sea had been concluded,
but none were as comprehensive as UNCLOS III. UNCLOS I (1958) was a series of four conventions (Territorial
Sea/Contiguous Zone; High Seas; Continental Shelf; and Fisheries/Conservation). The 1958 Conventions’ major
defect was their failure to define the breadth of the territorial sea.? UNCLOS II (1960) attempted to resolve this
issue, but “failed, by only one vote, to adopt a compromise formula providing for a six-mile territorial sea plus a six-
mile fishery zone.” UNCLOS III, which was negotiated over a period of nine years,* created a structure for the
governance and protection of the seas, including the airspace above and the seabed and subsoil below. In particular,
it provided a framework for the allocation of reciprocal rights and responsibilities between States—including
jurisdiction, as well as navigational rights and duties—that carefully balances the interests of coastal States in
controlling activities off their own coasts with the interests of all States in protecting the freedom to use ocean
spaces without undue interference (aka “freedom of the seas™).’ The resources of the deep sea bed below the high
seas are declared to be the common heritage of mankind.® The high seas are reserved for peaceful uses.’

b. On July 9, 1982, the United States announced that it would not sign the Convention, objecting to
provisions related to deep seabed mining® (Part XI of the Convention).” In a March 10, 1983 Presidential Policy
Statement, the United States reaffirmed that it would not ratify UNCLOS III because of the deep seabed mining
provisions.” Nevertheless, the United States considers the navigational articles to be generally reflective of
customary international law, and therefore binding upon all nations." In 1994, the UN General Assembly proposed
amendments to the mining provisions.” On October 7, 1994, President Clinton submitted the Convention, as
amended, to the Senate for its advice and consent.” On February 25, 2004, the Senate Foreign Relations Committee
voted to send the treaty to the full Senate with a favorable recommendation for ratification. To date, no action has

been taken by the full Senate on UNCLOS IIL"

2. 1944 Convention on International Civil Aviation (Chicago Convention). This 1944 Convention was
intended to encourage the safe and orderly development of the then-rapidly growing civil aviation industry. It does
not apply to State (i.e. military, police or customs) aircraft. While recognizing the absolute sovereignty of the State
within its national airspace, the Convention provided some additional freedom of movement for aircraft flying over
and refueling within the national territory. The Convention also attempted to regulate various aspects of aircraft

! As of 20 May 2008, 155 States have ratified UNCLOS III (http://www.un.org/Depts/los/reference_files/status2008.pdf). See also NWP 1-14M,
Annotated Supplement to the Cornmander’s Handbook on the Law of Naval Operations 1-71 to 1-73 (1997) [hereinafter NWP 1-14M] (available
at http://www.dsca.mil/diils/library/US%20Navy%20Marine%20Coast%20Guard%200perational%20Law%20Manual%20for%20Lawyers.pdf).

2 The four 1958 law of the sea conventions (UNCLOS I) are the only law of the sea treaties to which the United States is presently a State party.
NWP 1-14M, supra note 1, at 1-74 to 1-76. The breadth of the territorial sea under customary international law was 3 Nautical Miles (NM).
Churchill & Lowe, The law of the sea 78 (3d ed. 1999) [hereinafter Churchill & Lowe].

* Churchill & Lowe, supra note 3, at 15.

* NWP 1-14M, supranote 1, at 1-1.

5 UNCLOS 111, Article 87. See also Churchill & Lowe, supra note 3, at 205-08.

§ UNCLOS 11, Pmbl. para. 6 and Article 136.

7 Id. at Articles 88 and 301. See also Churchill & Lowe, supra note 3, at 208, 421-30.

# Since it is not a party to UNCLOS III, the United States maintains that it may mine the deep sea-bed without being bound by any limitations
contained in UNCLOS III. NWP 1-14M, supra note 1, at 1-25 to 1-26, 1-39.

% See generally id. at 1-30, 1-38.
10 fd. at 1-1 to 1-2, 1-38 to 1-39, 1-65 to 1-67.
4 at 1-25, 2-59, 2-63.

2 Id at1-2.

" Id. at 1-2, 1-29 to 1-30. In doing so, President Clinton noted that “[s}ince the late 1960s, the basic U.S. strategy has been to conclude a
comprehensive treaty on the law of the sea that will be respected by all countries. Each succeeding U.S. Administration has recognized this as

the cornerstone of U.S. oceans policy.” /d. at 1-29.
14 Accession to UNCLOS III is supported by President Bush. See, e.g. http://www.state.gov/g/oes/tls/rm/2003/25572. htm.
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operations and procedures. This is a continuing responsibility of the International Civil Aviation Organization
(ICAO), which was created by the Convention.

3. 1967 Outer Space Treaty. This treaty limited State sovereignty over outer space. Outer space was
declared to be the common heritage of mankind. This treaty prevented certain military operations in outer space and
upon celestial bodies, including the placing in orbit of any nuclear weapons or other weapons of mass destruction,
and the installation of such weapons on celestial bodies. Quter space was otherwise to be reserved for peaceful
uses.'” It is argued by the United States and a majority of other nations, that the phrase “peaceful purposes” does not
exclude the use or emplacement of weapons in outer space (other than WMD) as long as such use is in compliance
with the jus ad bellum principles of the UN Charter. Current U.S. space policy reflects this view that the U.S. will
take an aggressive stance against nations, groups, or individuals who would threaten the numerous space assets the
U.S. currently relies upon for military operations and national security. Various other international conventions,
such as the Moon, Registration, and Liability Treaties, expand upon provisions found in the Outer Space Treaty.

II. LEGAL DIVISIONS
A. The Earth’s surface, sub-surface and atmosphere is broadly divided into National and International areas. '

B. National Areas.

1. Land Territory. This includes all territory within recognized borders. Although most borders are
internationally recognized, there are still some border areas in dispute.

2. Internal Waters. These are all waters landward of the baseline,"” over which the coastal State
“exercise[s] the same jurisdiction and control ... as they do over their land territory.””® The baseline is an artificial
line generally corresponding to the low-water mark along the coast.”” The coastal State has the responsibility for
determining and publishing its baselines. The legitimacy of these baselines is determined by international
acceptance or rejection of the claims. UNCLOS III recognizes several exceptions to the general rule:

a. Straight Baselines. A coastal State may draw straight baselines when its coastline has fringing
islands or is deeply indented (e.g., Norway with its fjords).” The lines drawn by the coasta] State must follow the
general direction of the coast. Straight baselines should not be employed to expand the coastal State’s national
areas. Straight baselines are also drawn across the mouths of rivers” and across the furthest extent of river deltas or
other unstable coastline features.”? Straight baselines are overused,” and the United States strictly interprets the few
instances when straight baselines may be properly drawn.*

b. Bays. Depending on the shape, size, and historical usage, the coastal State may draw a baseline
across the mouth of a bay, making the bay internal waters. The bay must be a “well-marked indentation,” and “more
than a mere curvature” in the coastline.” A juridical bay (i.e., one legally defined by UNCLOS III) must have a
water area greater than that of a semi-circle whose diameter is the length of the line drawn across its mouth
(headland to headland), and the closure lines may not exceed 24 NM.** Historic bays (i.e. bodies of water with
closures of greater than 24 NM but which historically have been treated as bays) may be claimed as internal waters

15 NWP 1-14M, supra note 1, at 2-38.
16 See schematic infra; NWP 1-14M, supra note 1, at 1-69 to 1-70.
7 UNCLOS 111, Article 8; NWP 1-14M, supra note 1, at 1-14.

18 NWP 1-14M, supra note 1, at 2-6.

1% UNCLOS 111, Article 5; NWP 1-14M, supra note 1, at 1-4, 1-46. The “low-water line” is inherently ambiguous, and may correspond to “the
mean low-water spring tide, the lowest astronomical tide or some other low-water line.” Churchill & Lowe, supra note 3, at 33 n.4.

% UNCLOS 111, Article 7(1); NWP 1-14M, supra note 1, at 1-5.

2 UNCLOS 111, Article 9; NWP 1-14M, supra note 1, at 1-12.

2 UNCLOS IlI, Article 7(2); Churchill & Lowe, supra note 3, at 37-38.

2 Churchill & Lowe, supra note 3, at 38-40; NWP 1-14M, supra note 1, at 1-77 to 1-79.

2 NWP 1-14M, supra note 1, at 1-6.

B 14, at1-8, 147,

26 UNCLOS 111, Article 10; NWP 1-14M, supra note 1, at 1-8 to 1-11; Churchill & Lowe, supra note 3, at 41-43.
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when the following criteria are met: the claim of sovereignty is an open, effective, continuous and long term
exercise of authority, coupled with acquiescence (as opposed to mere absence of opposition) by foreign States.”
The United States does not recognize any claims to historic bay status,” such as Libya’s claim to the Gulf of Sidra®
(closure line in excess of 300 NM) or Canada’s claim to Hudson Bay (closure line in excess of 50 NM).»

c. Archipelagic Baselines. UNCLOS III allows archipelagic States (i.e. those consisting solely of
groups of islands,” such as Indonesia®) to draw baselines around their outermost islands, subject to certain
restrictions.” The waters within are given special status as archipelagic waters, which are more akin to territorial
waters than to internal waters.

d. Maritime Claims Reference Manual. This DoD publication* sets out in detail the maritime claims
of all States, including specific points of latitude and longitude, and the U.S. position with regard to those maritime

claims.

3. Territorial Sea. This is the zone lying immediately seaward of the baseline. States must actively claim
a territorial sea, to include its breadth (i.e. it does not exist until claimed by the coastal State). The maximum
breadth is 12 NM.* Most States, including the United States, have claimed the full 12 NM. Some States have
claimed less than 12 NM, and some have made excessive claims of more than 12 NM.”

4. Off-Shore Elevations.

a. Low-tide Elevations. These are “paturally formed area[s] of land which [are] surrounded by and
above water at low tide but submerged at high tide.””® Low-tide elevations do not generate any maritime zones.
However, if they are located within the territorial sea, they may be used to extend out the baseline,” which is used
for measuring the territorial sea and other zones. Straight baselines may also be drawn out to the low-tide elevation
if “a lighthouse or similar installation, which is permanently above sea level” is erected.”

b. Rocks. These are naturally formed areas of land which are surrounded by and always above water
(i.e. even at high-tide). A rock is similar to an island, except that the former is not capable of sustaining human
habitation or economic life.* Rocks are entitled to a territorial sea and a contiguous zone (see infra), but not to an
exclusive economic zone (EEZ—see infra) or a continental shelf,” which may have serious economic consequences.
For example, Chinese, Malaysian, Filipino, Taiwanese and Vietnamese soldiers occupy 45 of the smaller Spratly
Islands in the South China Sea, in order to prove not only ownership, but that what otherwise appear to be “rocks”

27 UNCLOS 111, Article 10(6); NWP 1-14M, supra note 1, at 1-11; Churchill & Lowe, supra note 3, at 4345,
% NWP 1-14M, supra note 1, at 1-80.

® Id. at 2-70, 2-82; Churchill & Lowe, supra note 3, at 45.

3 NWP 1-14M, supra note 1, at 1-11 to 1-12 n.23.

3 Id. at 1-17 to 1-18, 1-85 to 1-88.
32 Seventeen States have claimed archipelagic status, including the Bahamas, Indonesia, Jamaica, and the Philippines. Churchill & Lowe, supra
note 3, at 121-22.

¥ UNCLOS III, Article 47; NWP 1-14M, supra note 1, at 1-17 to 1-18; Churchill & Lowe, supra note 3, at 123-25.
3 DoD 2005.1-M, available at http://www.dtic.mil/whs/directives/corres/html/2005 Im.htm.
3 UNCLOS 111, Article 2; NWP 1-14M, supra note 1, at 1-14 to 1-15, 1-62.

3 UNCLOS 111, Article 3; NWP 1-14M, supra note 1, at 1-15.

3 NWP 1-14M, supra note 1, at 1-81 to 1-84. See the DoD Maritime Claims Reference Manual for claims of specific States, or the annotated
supplement to NWP 1-14M for a synopsis of State claims.

*® Id. at 1-54.

¥ UNCLOS 111, Article 13; NWP 1-14M, supranote 1, at 1-15 to 1-16.
* UNCLOS Il Article 7(4); NWP 1-14M, supra note 1, at 1-6 to 1-8.
1 NWP 1-14M, supranote 1,at 1-15 to 1-16.

“2 The continental shelf is the seabed and subsoil, which may extend beyond the 200 NM EEZ, but generally not more than 350 NM from the
baseline, over which the coastal State exercises sovereignty for exploration and exploitation of natural resources. UNCLOS III, Articles 76 and

77; NWP 1-14M, supra note 1, at 1-22 to 1-23, 1-27.
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are actually capable of sustaining life, and therefore qualify as islands, each with its own 200 NM EEZs (which may
contain extensive fishing and petroleum resources—see infra).

c. Islands. These are naturally formed areas of land which are surrounded by and always above water
(i.e. even at high-tide), and are capable of sustaining human habitation and economic life. Islands are entitled to all
types of maritime zones (i.e. territorial sea, contiguous zone (see infra), EEZ (see infra), and a continental shelf).”

5. National Airspace. This area includes all airspace over the land territory, internal waters and territorial
sea.”

C. International Areas.

1. Contiguous Zone. This zone is immediately seaward of the territorial sea and extends no more than
24 NM from the baseline.* See infia for a discussion of the coastal State’s competency in the contiguous zone.

2. Exclusive Economic Zone (EEZ). This zone is immediately seaward of the territorial sea and extends no
more than 200 NM from the baseline.* See infra for a discussion of the coastal State’s competency in the EEZ.

3. High Seas. This zone includes all areas beyond the exclusive economic zone (EEZ).*
4. International Airspace. This area includes all airspace beyond the furthest extent of the territorial sea.®*

5. Outer Space. The Outer Space Treaty and subsequent treaties do not define the point where national
airspace ends and outer space begins, nor has there been any international consensus on the line of delimitation.”
Some of the suggested delimitations include the upper limit of aerodynamic lift (approximately 80 km); the lowest
satellite orbit (approximately 90 km); and the end of measurable air resistance (approximatety 200 km).

6. Antarctica. The Antarctic Treaty of 1959 applies to the area south of 60° South Latitude, reserving that
area for peaceful purposes only. Specifically, “any measures of a military nature, such as the establishment of
military bases and fortifications, the carrying out of military maneuvers, as well as the testing of any type of
weapon,” is prohibited.*® However, the Treaty does not prejudice the exercise of rights on the high seas within that
area.”! “Antarctica has no territorial sea or territorial airspace.”?

% NWP 1-14M, supra note 1,at 1-15 to 1-16.

“ UNCLOS 111, Article 2; NWP 1-14M, supra note 1, at 1-18, 1-24, 2-28 to 2-29.

4 UNCLOS 111, Article 33; NWP 1-14M, supra note 1, at 1-89; Churchill & Lowe, supra note 3, at 132-39.
% UNCLOS 111, Articles 55, 57; Churchill & Lowe, supra note 3, at 160-79.

7 UNCLOS 11, Article 86; NWP 1-14M, supra note 1, at 1-21.

“C NWP 1-14M, supra note 1, at 1-24, 2-29 to 2-30.

* Id at1-24,2-38.

% Id. at2-25.

rd

2 M

169 Chapter 11
Sea, Air, and Space Law



Outer Space
National International
i
1 International
Ai e
' 24 nm . irspac
14 * , N |
1 ] [}
: i i
1 12mm i
i Territorial Contiguous i High
1
] Sea Zone ' Seas
L] [N I N N 2 TN T e
Exclusive Economic Zone |!
B 200 om J
A o
S
E
L
i
N
E

II. NAVIGATIONAL REGIMES

A. Having presented the various legal divisions, it is now necessary to discuss the navigational regimes within
those zones. The freedom of navigation within any zone is inversely proportional to the powers that may be
exercised by the coastal State (see the discussion infra on State Competencies). Where a State’s powers are at their
greatest ebb (e.g., land territory, internal waters), the navigational regime is most restrictive. Where a State’s
powers are at their lowest ebb (e.g., high seas, international airspace), the navigational regime is most permissive.

B. National Areas.
1. With limited exception, States exercise full sovereignty within their national areas.” Therefore, the
navigational regime is “consent of the State.”** Although the State’s consent may be granted based on individual
requests, it may also be manifested generally in international agreements such as:

a. Status of Forces Agreements. These agreements typically grant reciprocal rights, without the need
for securing individual consent, to members of each State party. Such rights may include the right-of-entry and
travel within the State.

b. Friendship, Commerce and Navigation (FCN) Treaties. These treaties typically grant reciprocal
rights to the commercial shipping lines of each State party to call at ports of the other party.

c. Chicago Convention. State parties to the Chicago Convention have granted limited consent to civil
aircraft of other State parties to enter and land within their territory.”® The Chicago Convention “does not apply to
military aircraft ... other than to require that they operate with ‘due regard for the safety of navigation of civil
aircraft.””*

2. The DoD Foreign Clearance Guide® sets out the entry and clearance requirements for both aircraft and
personnel, and overflight rights where applicable, for every State.

% Id. at2-6 t0 2-7.

* Id. at1-14, 1-24,2-6 to 2-7. The only exceptions are when entry into internal waters is “rendered necessary by force majeure or by distress.”
% Jd. at2-30.

* Id. See also Chicago Convention, Article 3(d).

%7 DoD 4500.54-G, available at https://www.fcg.pentagon.mil/fcg.cfm.
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3. Exceptions in the Territorial Sea. Although the territorial sea is considered a national area, the need for
greater freedom of navigation than consent of the coastal State has convinced the international community to
recognize the four exceptions specified below. Note that these exceptions do not apply to internal waters, for which
consent of the State remains the navigational regime.

a. Innocent Passage. Innocent passage refers to a vessel’s right to continuous and expeditious transit
through a coastal State’s territorial sea for the purpose of traversing the seas (without entering a State’s internal
waters, such as a port).* Stopping and anchoring are permitted when incident to ordinary navigation or made
necessary by force majeure (e.g., mechanical casualty, bad weather or other distress).” “Passage is innocent so long
as it is not prejudicial to the peace, good, order, or security of the coastal nation.”® There is no provision in
international law that would permit a coastal State to require prior notification or authorization in order to exercise
the right of innocent passage.® Moreover, UNCLOS III contains no requirement that passage through a State’s
territorial sea be necessary in order for it to be innocent; it does, however enunciate a list of twelve activities deemed
not to be innocent, including any threat or use of force, any weapons exercise or practice, any intelligence collection
or act of propaganda, the launching or recovery of aircraft or any military device (e.g. landing craft), any willful act
of serious pollution, any fishing, research or survey activities, any intentional interference with communications
systems, or “any other activity not having a direct bearing on passage.”®

(1) The United States takes the position that UNCLOS III’s list of prohibitions on innocent

passage is exhaustive and intended to eliminate subjective determinations of innocent passage. If a vessel is not
engaged in the above listed activities, its passage is deemed innocent according to the U.S. view.

(2) The U.S. view is that innocent passage extends to all shipping, and is not limited by cargoes,
armament or type of propulsion (e.g. nuclear). Note that UNCLOS III prohibits coastal State laws from having the

practical effect of denying innocent passage.

(3) Innocent Passage does not apply to aircraft (i.e. the airspace above the territorial sea is
considered “national airspace,” which aircraft can generally only enter with the consent of the coastal State, e.g. in
accordance with the Chicago Convention).®

(4) A submarine in innocent passage must transit on the surface, showing its flag.*

(5) Challenges to Innocent Passage.

(a) Merchant ships must be informed of the basis for the challenge and provided an opportunity to
clarify intentions or to correct the conduct at issue. Where no corrective action is taken by the vessel, the coastal
State may require it to leave or may, in limited circumstances, arrest the vessel.

(b) A warship/State vessel must be challenged and informed of the violation that is the basis for
the challenge. Where no corrective action is taken, the coastal State may require the vessel to leave its territorial sea
and may use necessary force to enforce the ejection.®

(6) Suspension of Innocent Passage. A coastal State may temporarily suspend innocent passage if

such an act is essential for the protection of security. Such a suspension must be: (1) non-discriminatory; (2)
temporary; (3) applied to a specified geographic area; and (4) imposed only after due publication/notification.*

% UNCLOS 111, Article 18; NWP [-14M, supra note 1, at 2-7 to 2-9.
% UNCLOS 11, Article 18(3); NWP 1-14M, supra note 1, at 2-7, 3-3.
S NWP 1-14M, supra note 1, at 2-7.

¢! Id. at 1-26. Nevertheless, many States seek to require either prior notification or authorization, particularly for warships, before engaging in
innocent passage through their territorial sea. See generally id. at 2-83; DoD 2005.1-M, Maritime Claims Reference Manual (June 2005)
(available at http://www.dtic.mil/whs/directives/corres/html/20051m.htm).

2 UNCLOS III, Article 19(2). See also NWP 1-14M, supra note 1, at 2-8; Churchill & Lowe, supra note 3, at 84-87.

6 NWP 1-14M, supranote 1, at 2-7, 2-9, 2-28.

6 UNCLOS III, Article 20; NWP 1-14M, supra note 1, at 2-11; Churchill & Lowe, supra note 3, at 88-92.

% UNCLOS 111, Article 30. See also NWP 1-14M, supra note 1, at 2-9, 2-11; Churchill & Lowe, supra note 3, at 99.

¥ UNCLOS III, Article 25(3); NWP 1-14M, supra note 1, at 2-9 to 2-10; Churchill & Lowe, supra note 3, at 87-88. Note that the temporary

suspension of innocent passage is different from the establishment of security zones, which are not recognized either by international law or by
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b. . Right-of-Assistance Entry. Based on the long-standing obligation of mariners to aid those in
distress from perils of the sea, the right-of-assistance entry gives limited permission to enter into the territorial sea to
render assistance to “those in danger of being lost at sea.” The location of the persons in danger must be
reasonably well-known—the right does not permit a search.® Aircraft may be used to render assistance, though this
right is not as well-recognized as that for ships rendering assistance.®

c. Transit Passage. Transit passage applies to passage through International Straits,” which are
defined as: (1) routes between the high seas or exclusive economic zone (EEZ) and another part of the high seas or
exclusive economic zone;" (2) overlapped by the territorial sea of one or more coastal States;™ (3) with no high seas
or exclusive economic zone route of similar convenience;” (4) natural, not constructed (i.e., not the Suez Canal); and
(5) must actually be used for international navigation. The U.S. position is that the strait must only be susceptible to
use, and not necessarily actually be used for international navigation. Transit passage is unimpeded, continuous and
expeditious passage through the strait.” The navigational regime is “normal mode[] of continuous and expeditious
transit.”” In the normal mode of transit, ships may launch and recover aircraft if that is normally done during their
navigation (e.g. for force protection purposes), and submarines may transit submerged.” Unlike innocent passage,
aircraft may also exercise transit passage (i.e. aircraft may fly in the airspace above international straits without
consent of the coastal States).” Transit passage may not be suspended by the coastal States during peacetime.” The
U.S. view is that unlike Archipelagic Sea Lanes Passage (see infra), the right of transit passage exists from coastline
to coastline of the strait, and of the approaches to the strait.”

(1) Straits regulated by long-standing international conventions remain governed by the terms of
their respective treaty (e.g. the Bosphurus and Dardanelles Straits are governed by the Montreux Convention of 20
July 1936, and the Straits of Magellan are governed by article V of the Boundary Treaty between Argentina and
Chile) rather than by the regime of transit passage.”

the United States. NWP 1-14M, supra note 1, at [-21 to 1-22, 1-90, 2-22 to 2-23. However “[c]oastal nations may establish safety zones to
protect artificial islands, installations, and structures located in their internal waters, archipelagic waters, territorial seas, and exclusive economic
zones, and on their continental shelves.” Id. at 1-24. Safety zones were established in the immediate vicinity of the two Iraqi oil platforms in the
northern Arabian Gulf to protect against terrorist attacks. States may also “declare a temporary warning area in international waters and airspace
to advise other nations of the conduct of activities that, although lawful, are hazardous to navigation and/or overflight. The U.S. and other nations
routinely declare such areas for missile testing, gunnery exercises, space vehicle recovery operations, and other purposes entailing some danger to
other lawful uses of the high seas by others.” Jd. at 2-22.

7 Id. at 2-12. See also id. at 2-48 to 2-58, 3-1 to 3-2.
® Id. at2-12.

© See CICSI 2410.01B for further guidance on the exercise of the right-of-assistance entry, available at
http://www.dtic.mil/cjcs_directives/cdata/unlimit/2410_01.pdf.

™ See generally id. at 2-71 to 2-76 for large-scale charts of popular intemational straits.

" UNCLOS 111, Article 37.

™ For example, Japan only claims a territorial sea of 3 nm in some areas in order to leave a “high seas corridor,” rather than creating an
international strait through which transit passage may theoretically occur “coastline to coastline.” NWP 1-14M, supra note 1, at 2-12 to 2-15, 2-

17.
™ UNCLOS 111, Article 36; Churchill & Lowe, supra note 3, at 105.

™ UNCLOS HI, Article 38. See Churchill & Lowe, supra note 3, at 110-13 for three arguments that transit passage is a matter of customary
international law.

 UNCLOS 11, Article 39(1)(c); Churchill & Lowe, supra note 3, at 109.
" NWP 1-14M, supra note 1, at 2-15.

7 Id. at 1-24, 2-29.

" UNCLOS III, Article 44; NWP 1-14M, supra note 1, at 2-15. See also The Corfu Channel Case, International Court of Justice 1947 (available
at http://www.icj-cij.org/docket/index.php?p1=3&p2=3&k=cd&case=1&code=cc&p3=4); Churchill & Lowe, supra note 3, at 103-04.

™ NWP 1-14M, supra note 1, at 2-12 to 2-15, 2-59 to 2-60, 2-62, 2-65, 2-66, 2-67.
8 UNCLOS I, Article 35(c); NWP 1-14M, supra note 1, at 2-13, 2-61, 2-63, 2-85; Churchill & Lowe, supra note 3, at 114-15.
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d. Archipelagic Sea Lanes Passage (ASLP).

(1) Archipelagic Sea Lanes Passage (ASLP) is the exercise of the rights of navigation and
overflight, in the normal mode of navigation, solely for the purpose of continuous, expeditious and unobstructed
transit between one part of the high seas/exclusive economic zone and another part of the high seas/exclusive
economic zone through archipelagic waters.® ASLP “is substantially identical to the right of transit passage
through international straits.”

(2) Qualified archipelagic States may designate Archipelagic Sea Lanes (ASL) for the purpose of
establishing the ASLP regime within their Archipelagic Waters. States must designate all normal passage routes
used as routes for international navigation or overflight through or over archipelagic waters,” and the designation
must be referred to the International Maritime Organization (IMO) for review and adoption. In the absence of
designation, the right of ASLP may be exercised through all routes normally used for international navigation.*
Once ASLs are designated, transiting ships and aircraft* may not deviate more than 25 NM from the ASL axis, and
must stand off the coastline no less than 10% of the distance between the nearest points of land on the islands
bordering the ASL (unlike transit passage, which arguably exists coastline to coastline—see supra).* Upon ASL
designation, the regime of innocent passage applies to Archipelagic Waters outside ASL.¥ ASLP is non-
suspendable;® however, if ASLs are designated, innocent passage outside the lanes—but within Archipelagic
Waters—may be suspended in accordance with UNCLOS III (see supra discussion of Suspension of Innocent
Passage).

C. International Areas. In all international areas, the navigational regime is “due regard for the rights of other
nations and the safe conduct and operation of other ships and aircraft.” Although reserved for peaceful purposes,”
military operations are permissible in international areas. The U.S. position is that military operations which are
consistent with the provisions of the United Nations Charter are “peaceful.””

IV. STATE COMPETENCIES

A. General. The general rule is that the Flag State exercises full and complete jurisdiction over ships and
vessels that fly its flag. The United States has defined the “special maritime and territorial jurisdiction” of the
United States as including registered vessels, U.S. aircraft and U.S. space craft.” Various Federal criminal statutes
are specifically made applicable to acts within this special jurisdiction. The power of a State over non-Flag vessels
and aircraft depends upon the zone in which the craft is navigating (discussed infra), and whether the craft is
considered State or civil.

1. State Craft. State ships include warships”and ships owned or operated by a State and used only for
government non-commercial service. State aircraft are those used in military, customs and police services.* State
vessels enjoy complete sovereign immunity (see infra).”

8l UNCLOS 11, Article 53; NWP 1-14M, supra note 1, at 2-17 to 2-18; Churchill & Lowe, supra note 3, at 127.

82 NWP 1-14M, supra note 1, at 2-17.

B Id, at 1-18. “If the archipelagic nation does not designate such {normal passage routes as) sea lanes, the right of archipelagic sea lanes passage
may nonetheless be exercised by all nations through routes normally used for international navigation and overflight.” /d. See also UNCLOS III,
Article 53(12); Churchill & Lowe, supra note 3, at 128.

# UNCLOS 111, Article 53(12); NWP 1-14M, supra note 1, at 1-28; Churchill & Lowe, supra note 3, at 128.
% NWP 1-14M, supra note 1, at 1-24, 2-29.

% Id. at 2-18 t0 2-19.

¥ Id. at2-18.

® I

¥ Id. at 2-21. See also UNCLOS III, Articles 58 and 87.

% UNCLOS III, Articles 88 and 301. See also Churchill & Lowe, supra note 3, at 208, 421-30.

%! See, e.g., NWP 1-14M, supra note 1, at 2-38 & n.114."

2 18 US.C. § 7 (2007).

% “For the purposes of this Convention, “warship” means a ship belonging to the armed forces of a State bearing the external marks
distinguishing such ships of its nationality, under the command of an officer duly commissioned by the government of the State and whose name
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2. Civil Craft. These are any craft other than State craft. States must set conditions for the granting of
nationality to ships and aircraft. Craft may be registered to only one State at a time.

B. National Areas.

1. Land Territory and Internal Waters. Within these areas, the State exercises complete sovereignty,
subject to limited concessions based on international agreements (e.g., SOFAs).

2. Territorial Sea. As noted above, the navigational regime in the territorial sea permits greater
navigational freedom than that available within the land territory or inland waters of the coastal State. Therefore,
the State competency within the territorial sea is somewhat less than full sovereignty.

a. Innocent Passage.
(1) Civil Craft. The State’s power is limited to:

(a) safety of navigation, conservation of resources, control of pollution and prevention of
infringements of the customs, fiscal, immigration or sanitary laws;

(b) criminal enforcement, but only when the alleged criminal act occurred within internal waters,
or the act occurred while in innocent passage through the territorial sea and it affects the coastal State;*

(c) civil process, but the coastal State may not stop ships in innocent passage to serve process, and
may not arrest ships unless the ship is leaving internal waters, lying in territorial sea (i.e., not in passage), or incurs a
lability while in innocent passage (e.g., pollution).”

(2) State Craft. State vessels enjoy complete sovereign immunity.” However, the Flag State
bears liability for any costs that arise from a State vessel’s violation of any of the laws that would otherwise be
applicable to civil vessels.” The coastal State’s only power over State vessels not complying with its rules is to
require them to leave the territorial sea immediately,'® arguably by using “any force necessary to compel them to do
so.”"

b. Transit Passage and Archipelagic Sea Lane Passage.

(1) Civil Craft. The coastal State retains almost no State competencies over civil craft in transit
passage or ASL passage, other than the competencies applicable within the contiguous zone and exclusive economic
zone (EEZ—see infra). These include customs, fiscal, immigration and sanitary laws, and prohibitions on
exploitation of resources (e.g. fishing). Additionally, the coastal State may propose a traffic separation scheme, but
it must be approved by the International Maritime Organization (IMO).'™

(2) State Craft. State vessels enjoy complete sovereign immunity. The Flag State bears liability
for any costs that arise from a State vessel’s violation of any of the laws that would otherwise be applicable to civil

vessels.

appears in the appropriate service list or its equivalent, and manned by a crew which is under regular armed forces discipline.” Article 29,
UNCLOS [II; NWP 1-14M, supra note 1, at 2-1.

% Chicago Convention, Article 3.

% UNCLOS III, Article 30; NWP 1-14M, supra note 1, at 2-1.

% UNCLOS 11, Article 27; Churchill & Lowe, supra note 3, at 98, 268.
% UNCLOS 11, Article 28; Churchill & Lowe, supra note 3, at 98, 461.

% UNCLOS 111, Article 30; NWP 1-14M, supra note 1, at 2-1. For an interesting 1994 Naval message on the sovereign immunity policy,
including examples of situations raising the issue of sovereign immunity, see id. at 2-43 to 2-46.

% UNCLOS 111, Article 31; Churchill & Lowe, supra note 3, at 9.
1% UNCLOS III, Article 30; NWP 1-14M, supranote 1, at 1-18 to 1-19, 2-2.
1! Churchill & Lowe, supra note 3, at 99.

12 See generally hitp://www.imo.org/.
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C. International Areas.

1. Contiguous Zone. The contiguous zone was created by UNCLOS III solely to allow the coastal State to
prevent and punish infringement of its customs, fiscal, immigration and sanitary laws “within its territory or
territorial sea.”® Thus, the contiguous zone serves as a buffer to prevent or punish violations of coastal State law
that occurred on land, within internal waters, or within the territorial sea, and arguably not for purported violations
within the contiguous zone itself (unless the deleterious effects extend to the territorial sea). Thus, a vessel polluting
while engaged in innocent passage in the territorial sea could be stopped and arrested in the contiguous zone.
However, all nations continue to enjoy the right to exercise the traditional high seas freedoms of navigation and
overflight in the contiguous zone.

2. Exclusive Economic Zone. Within this area, the coastal State exercises sovereign rights for managing all
natural resources.' Coastal State consent is required for marine scientific research (with no exception for State
vessels), but such consent should normally be given.'*® “However, in the EEZ all nations enjoy the right to exercise
the traditional high seas freedoms of navigation and overflight ... and of all other traditional high seas uses by ships
and aircraft which are not resource related.”®

3. High Seas.

a. Civil Craft. On the high seas, the general rule is Flag State jurisdiction only.'” Non-Flag States
have almost no competencies over civil craft on the high seas, with the following exceptions:

(1) Ships engaged in the slave trade."® Every State is required to take measures to suppress the
slave trade by its flagged vessels. If any other State stops a slave vessel, the slaves are automatically freed.

(2) Ships or aircraft engaged in piracy."® Any State may seize, arrest and prosecute pirates.
Piracy remains a problem in many areas of the world, particularly in confined waters."®

(3) Ship or installation (aircraft not mentioned), engaged in unauthorized broadcasting.™' Any
State which receives such broadcasts, or is otherwise subject to radio interference, may seize and arrest the vessel
and persons on board.

(4) Right of visit."? The right of visit, which is similar to an automobile traffic stop to check

license and registration, may only be conducted by State ships and aircraft. There must be a reasonable suspicion
that: (1) the ship visited is engaged in slave trade,'” piracy,'* or unauthorized broadcasting;"* (2) the ship is either

192 UNCLOS 111, Article 33(1)(a) and (b); NWP 1-14M, supra note 1, at 1-18 to 1-19, 1-48; Churchill & Lowe, supra note 3, at 132-39. [Note
that the NWP 1-14M’s assertion that “[t]he U.S. claims a contiguous zone extending 12 nautical miles from the baselines used to measure the
territorial sea” is no longer correct. Presidential Proclamation No. 7219 of Aug 2, 1999 extended the U.S. contiguous zone out to 24 NM from
the baseline. DoD 2005.1-M, Maritime Claims Reference Manual (June 2005) (available at
http://www.dtic.mil/whs/directives/corres/html/20051m.htm).]

104 UNCLOS I1I, Article 56; NWP 1-14M, supra note 1, at 1-19 to 1-21; Churchill & Lowe, supra note 3, at 166-69.
1% UNCLOS 111, Article 246; Churchill & Lowe, supra note 3, at 405-12.

195 NWP 1-14M, supra note 1, at 1-20. See also UNCLOS II, Article 58(1); NWP 1-14M, supra note 1, at 1-26, 1-39; Churchill & Lowe, supra
note 3, at 170-74.

197 UNCLOS 111, Article 92; Churchill & Lowe, supra note 3, at 461. See also UNCLOS 111, Article 217; Churchill & Lowe, supranote 3, at
348.

1% UNCLOS HI, Article 99.
19 1d, at Articles 101-107.

19 pirate attacks have recently decreased in the Strait of Malacca, through which forty percent of the world’s trade is shipped. “Watchdog hails
improved security in Malacca Strait; Increased patrols and other measures have cut number of pirate attacks,” The Straits Times, January 23,
2007 (available at http://app.mfa.gov.sg/pr/read_content.asp?View,6339,).

' UNCLOS 111, Article 109.

"2 4. at Article 110.

2 NWP 1-14M, supra note 1, at 3-13.
4 1d. at 3-9 to 3-13.

15 Id. at 3-13 1o 3-14.
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stateless (i.e. without nationality, under the premise that a ship that belongs to no State belongs to all States) or
quasi-stateless (e.g. flying under more than one flag);" or (3) the ship, although flying a foreign flag, actually is of
the same nationality of the visiting State ship or aircraft.’” The visiting State ship may ask to see the visited ship’s
documents. If the documents raise the level of suspicion of illicit activity, this may serve as the basis for a further

search of the vessel.

(5) Hot Pursuit."® Like the right of visit, hot pursuit may be conducted only by State ships and
aircraft. A craft suspected of committing a prohibited act may be pursued and captured upon the high seas. The
pursued ship must have violated a law or regulation of the coastal State in any area in which those laws or
regulations are effective. For example, the ship must have violated a customs rule within the territorial sea, or a
fishing regulation within the exclusive economic zone (EEZ). The pursuit must commence in the area where the
violation was committed, and must be continuous. Pursuit must end once the ship enters the territorial sea of

another State, including its own.

(6) Terrorism. Over the past 30 years, nations have attempted to combat the problem of criminal
interference with aircraft, specifically hijacking. To deter hijackers, these legal strategies must be supported by
strengthened airport security, commitment to prosecute terrorists, and sanctions against States that harbor terrorists.
Hijacking is usually not an act of piracy as defined under UNCLOS IIl. Nations have entered into multilateral
agreements to define the offense of hijacking and to deter hijacking as a method of terrorism. These conventions

include the Tokyo Convention, Hague Convention and Montreal Convention.

b. State Craft. State vessels are absolutely immune on the high seas."”

Legal Division

Navigational Regime

State Competency

Land Territory

Consent of coastal State

Full sovereignty

Internal Waters

Consent of coastal State

Full sovereignty

Territorial Sea

Innocent Passage (ships only)

Limited navigational, criminal, and
civil

International Straits

Transit Passage (normal mode of

Fiscal, customs, immigration, and

transit) sanitary
Archipelagic Sea Lanes Archipelagic Sea Lanes Passage Fiscal, customs, immigration, and
sanitary
Contiguous Zone Due Regard for the rights of others Fiscal, customs, immigration, and
sanitary
Due Regard for the rights of others Natural resources

Exclusive Economic Zone (EEZ)

High Seas

Due Regard for the rights of others

Almost none, other than over vessels
of Flag State

Y6 Jd. at 3-25.
" Id. a1 3-8.

U8 UNCLOS IIL Article 111; NWP 1-14M, supra note 1, at 3-21 to 3-23.

2 UNCLOS 111, Article 95.
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CHAPTER 12

DETAINEE OPERATIONS
REFERENCES

1. Geneva Convention (IIT) Relative to the Treatment of Prisoners of War of August 12, 1949.
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3. Detainee Treatment Act of 2005, found in Department of Defense Appropriations Act of 2006 (H.R. 2863, Title
X) Dec 30, 2005.

4. U.S. DEP’T OF ARMY, ARMY REG. 190-8, ENEMY PRISONERS OF WAR, RETAINED PERSONNEL, CIVILIAN
INTERNEES AND OTHER DETAINEES (1 Oct. 97) (also published as a multi service regulation as MCO 3461.1,
OPNAVINST 3461.6, AFJI 31-304).

5. U.S. DEP’T OF ARMY, FIELD MANUAL 27-10, THE LAW OF LAND WARFARE (July 1956).

6. U.S. DEP’T OF DEFENSE, DIR. 2310.01E, DOD DETAINEE PROGRAM (5 Sept. 2006).
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Detention Operations, Aug. 2004,
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12. Review of Dep’t of Defense Detention Operations and Detainee Interrogation Techniques. (Church Report)
13. Memorandum for Secretaries of the Military Departments, et al, Subject: Application of Common Article 3 of
the Geneva Conventions to the Treatment of Detainees in the Department of Defense.

14. U.S. DEP’T OF DEFENSE, DIR. 2311.01E, DOD LAW OF WAR PROGRAM (9 May 2005).

15. U.S. DEP’T OF THE ARMY, FIELD MANUAL 2-22.3. HUMAN INTELLIGENCE COLLECTOR OPERATIONS (6 Sept.
2006).

16. Military Commission Act of 2006; Public Law 109-366- Oct 17, 2006.

17. U.S. DEP’T OF DEFENSE, INSTR. 2310.081E MEDICAL PROGRAM SUPPORT FOR DETAINEE OPERATIONS (6 June
2006).

18. JOINT CHIEFS OF STAFF, JOINT PUB. 3-63, DETENTION OPERATIONS (6 Feb. 2008).

19. Jennifer Elsea, Treatment of “Battlefield Detainees™ in the War on Terrorism, Congressional Research Service
Report, (27 Mar. 06) available at http://www.usembassy.at/en/download/pdf/battlefield det.pdf.

20. U.S. DEP’T OF THE ARMY, FIELD MANUAL 3-19.40, INTERNMENT AND RESETTLEMENT OPERATIONS (4 Sept.

2007).

I. FRAMEWORK

A. Throughout the 20th century, American forces have engaged their adversaries in numerous conflicts across
the entire spectrum of conflict. From the Banana Wars of the middle 1920s to World War II and Operation Desert
Storm, American forces have captured personnel and treated them as criminals, insurgents, and prisoners of war
(POW). Following the attacks of September 11, 2001, American forces continued to engage in conflicts that led to

the detention of individuals.
B. The United States has been at the forefront of legally defining and treating its enemies since the inception of

the Lieber Code in 1863.' The Hague Conventions of 1907 provided the first international attempt to codify
treatment of captured individuals.* The first substantive treatment of captured personnel, however, was codified in

! Instructions for the Government of Armies of the United States in the Field, General Orders No. 100, (Apr. 24, 1863), reprinted in The Laws of
Armed Conflicts 3 (Dietrich Schindler & Jiri Tomas eds., 3d ed., 1988) [hereinafter Lieber Code].

2 See Hague Convention IV Respecting Laws & Customs of War on Land, Oct. 18, 1907, art. 4-20, 36 Stat. 2227 [hereinafier Hague IV].
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the 1929 Geneva Conventions Relative to Prisoners of War.® Following World War II the international community
came together to improve the 1929 POW conventions to address significant shortcomings that arose during World
War II. The 1949 Geneva Conventions became the preeminent international standard for treatment of POWs.*

1. The full body of customary international law as well as the Geneva Conventions of 1949 is triggered
when an international armed conflict arises between two high contracting parties to the convention.’ Referred to as
Common Article 2 conflicts, international armed conflict occurs during declared war or de facto conflicts between
two contracting states. The easiest example to describe a recent international armed conflict is Desert Storm in
which the United States and its coalition partners fought Irag for control of Kuwait.

2. Partial or total occupation of the territory of a high contracting party also triggers the full body of
customary international law as well as the Geneva Conventions of 1949.¢

C. The United States has also participated in various internal armed conflicts.” These conflicts are traditionally
known as civil wars. They do not involve two belligerent states fighting each other. Rather they involve one nation
fighting indigenous forces and may involve another state assisting the current government’s attempt to retain its
sovereignty. These internal conflicts have significantly less internationally based protections for its combatants than
are provided by international law to combatants in international armed conflicts; the primary protections afforded to
those involved in internal armed conflict derive from domestic law.® The protections afforded from Common Article
3 of the Geneva Conventions do provide a minimal amount of protections for combatants involved in internal armed
conficts.” These protections are generally accepted as so basic to fundamental human rights that their universality is
rarely questioned. American assistance to Columbia in its fight against the Revolutionary Armed Forces of
Colombia (Fuerzas Armadas Revolucionarios de Colombia) (FARC) is an example of American forces in an internal

armed conflict.
1. Within the framework of the GWOT, are examples of both international and internal armed conflicts.

a. The United States characterized military operations conducted against the Taliban in Afghanistan
during Operation Enduring Freedom (OEF) as international armed conflict, even though there was some question as
to whether the Taliban constituted a government of that nation or was more appropriately characterized as one of a
number of warring factions in a failed state. The United States also characterized military operations against the
armed forces of Iraq in Operation Iraqi Freedom (OIF) as an international armed conflict. The United States
Government’s position as of October 2005 is that neither of these international armed conflicts have officially
terminated. Moreover, the U.S. / Coalition presence is also based on our status as an invitee to the country as
reflected in the United Nations Security Council Resolution (UNSCR) 1546 and UNSCR 1790. It such a case, these
provide authority to act IAW the UNSCR and in reliance on the host nation invitation/request for assistance. There
has been no formal termination of either conflict, and large numbers of U.S. military personnel continue to conduct
combat operations in both countries. Additionally, U.S. forces have been continuously engaged in armed conflict
with various opposition groups to include remnants of the Taliban in Afghanistan and former Iraqi armed forces, and
Saddam loyalists in Iraq. In both nations, foreign fighters and other armed groups opposed to the new governments
continue to engage U.S. forces. Issues related to operations conducted against such groups are addressed on a case
by case basis reflecting the distinct nature of these conflicts from the broader international armed conflicts

surrounding them.

¥ Convention Relative to the Treatment of Prisoners of War, July 27, 1929, 47 Stat. 2021, 2 Bevans 932.

4 See Geneva Convention Relative to the Treatment of Prisoners of War, Aug. 12, 1949, 6 U.S.T. 3316, 75 U.N.T.S. 135 [hereinafter GC III],
Geneva Convention Relative to the Protection of Civilian Persons in Time of War, Aug. 12, 1949, 6 U.S.T. 3516, 75 UN.T.S. 287 [hereinafter

GCIV].

* GC 1L, supra note 4, art. 2. Additionally, cases of either partial or total occupation trigger the full body and protections of the Geneva
Conventions. Id.

¢

7 Seeid. art. 3.

8 Although the United States does not recognize the applicability of Human Rights law in the International Armed Conflicts (IAC) because the
United States view the law of war as the Jex specialis of these conflicts, the United States and increasingly all States, recognize that domestic
protections for those involved in Internal Armed Conflicts are based on Human Rights law.

*
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b. Other coalition partners, nations, international organizations, and commentators have asserted that while
U.S. forces were engaged in international armed conflict initially in Afghanistan and Iraq, U.S. forces are now
engaged in internal armed conflicts in support of the nascent Afghani and Iraqi governments as they strive to defeat
opposition groups. No matter how the conflicts are characterized, there is little dispute that both situations qualify
as armed conflicts. For purpose of U.S. legal advisors, this requires analysis of applicable policy related to the
conduct of military operations by U.S. forces — specifically DOD policy related to compliance with the law of war
is established in DOD Directive 2311.01E.”® The clear policy mandate of that directive is that the armed forces of
the United States will comply with the law of war applicable to international armed conflict during all armed
conflicts, however such conflicts are characterized, and in all other military operations." The Army doctrine for
specific treatment of detainees and the intemment or resettlement of civilians is contained in AR 190-8 and FM 3-
19.40 — both of which are drafted with Geneva Conventions III and IV as the standard. These standards of treatment
are the default standards for detainee operations, unless directed otherwise by competent authority (usually the
Combatant Commander or higher).

¢. The main take away for the legal advisors involved in detainee operations in today’s operational
environment is that there will likely be some uncertainty related to the nature of armed conflicts. Even when the
nature of the conflict seems relatively apparent, each conflict will likely include new policy changes. With respect
to detainee issues, it is essential to emphasize the basic mandate to treat all detainees humanely; to treat captured
personnel consistently with the GC IIT until a more precise determination is made regarding status; and to raise
specific issues on a case by case basis when resort to the policy mandate is insufficient to provide effective guidance

to the operational decision-makers.
II. LEGALLY DEFINED PERSONS

A. This Section will examine three constructs used in detainee operations: Department of Defense Directive
2310.01E, Geneva Convention III, Relative to the Treatment of Prisoners of War (GC III), and the Military
Commissions Act of 2006. Absent the specific triggers of both the right type of conflict and right type of person,
practicing JAs should look to the DoD Directive first for definitions applicable to detention operations.

1. Departmentt of Defense Directive 2310.01E. The following definitions are found in DoDD 2310.01E,
Department of Defense Detainee Program.

a. Detainee.”” Any person captured, detained, held, or otherwise under the control of DoD personnel
(military, civilian, or contractor employee). It does not include persons being held primarily for law enforcement
purposes, except where the United States is the Occupying Power. It includes any person held during operations
other that war. This is the default term to use when discussing persons who are in custody of U.S. Forces. A POW
may be termed a detainee initially by U.S. forces if there is doubt as to his status. If he is later declared a POW by
competent authority he should be called an EPW." It is good practice to have capturing forces refer to persons in
their custody as detainees if there is doubt as to their status. A detainee may also include the following categories:

b. Enemy Combatant."* In general, a person engaged in hostilities against the United States or its
coalition partners during armed conflict. The term “enemy combatant” includes both “lawful enemy combatants”
and “unlawful enemy combatants.”

(1) Lawful Enemy Combatant.” Lawful enemy combatants, who are entitled to protections under
the Geneva Conventions, include members of the regular armed forces of a State party to the conflict; militia,
volunteer corps, and organized resistance movements belonging to a State party to the conflict, which are under
responsible command, wear a fixed distinctive sign recognizable at a distance, carry their arms openly, and abide by

' U.S. DEP’T OF DEFENSE, DiR. 2311.01E, DOD LAW OF WAR PROGRAM, (9 May 2005) [hereinafter DOD DIR. 2311.01E].

"' Id. para. 4.1.

'2 U.S. DEP’T OF DEFENSE, DIR. 2310.01E, THE DEPARTMENT OF DEFENSE DETAINEE PROGRAM, para. E2.1. (5 Sept. 2006) [hereinafter DOD
DIR. 2310.01E].

3 See GC HI, supra note 4, art. 5.
* DOD DRr. 2310.01E, supra note 10, para. E.2.1.1.
5 Id. para. E2.1.1.1.
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the law of war; and members of regular armed forces who profess allegiance to a government or an authority not
recognized by the detaining power.!

(2) Unlawful Enemy Combatant.” Unlawful enemy combatants are persons not entitled to
combatant immunity, who engage in acts against the United States or its coalition partners in violation or the laws
and customs of war during an armed conflict. For purposes of the war on terrorism, the term Unlawful Enemy
Combatant is defined to include, but is not limited to, an individual who is or was part of or supporting Taliban or al
Qaeda forces or associated forces that are engaged in hostilities against the United States or its coalition partners.

¢c. Enemy Prisoner of War.”® Individuals under the custody and/or control of the Department of
Defense according to GC I, Articles 4 and 5.

d. Retained Person.” Individuals under the custody and/or control of the Departent of Defense
according to GC III, Article 33.

e. Civilian Internee.® Individuals under the custody and/or control of the Department of Defense
according to GC IV, Article 4.

2. The following are defined persons that can be found in Geneva Conventions III (GC III) and IV (GC
v).

a. Prisoner of War (POW). A detained person as defined in Article 4 of GC III. Traditionally these
are members of the armed forces of a party or militias forming a part of an armed force who comply with criteria set
out in Article 4(a)(2) of GC III. The term Enemy Prisoner of War (EPW) is also used by U.S. forces.”? There is no
legal difference between POWs and EPWs. As a practice EPW refers to POWSs that Americans capture in
international armed conflict. POW is the term for US service members captured by our enemy. POW is also the
international name of choice for armed forces captured on the battlefield.

b. Protected Person. A person protected under GC IV is any person who at a given moment and in
any manner whatsoever finds himself in case of conflict or occupation, in the hands of a Party to the conflict or
Occupying Power, of which he is not a national.? Furthermore, if an individual falls into one of the following four
categories, they are excluded from the protections given to a “protected person” under the GC IV: a) nationals of a
State not bound by the GC; b) nationals of a neutral State with normal diplomatic relations with the Detaining
Power; c) nationals of a co-belligerent State with normal diplomatic relations with the Detaining Power; or d)
individuals covered by another Geneva Convention.*

c. Detainee. This term is not specifically defined in the Geneva Conventions.” However, this term is
used in some articles discussing the due process rights of civilians being held by an Occupying Power.

'8 This language mirrors the requirements found in article 4(a)(2) of the Third Geneva Convention (GC II). See GC III, supra note 4, art. 4.
Therefore, in cases where additional guidance may be required, look to the law surrounding the development of GC I1, article 4. This definition
of lawful enemy combatant is narrower than the definition of enemy prisoner of war. The definition of lawful enemy combatant is limited to GC
101, art. 4(a)(1) & (2); whereas, the definition of enemy prisoner of war includes all six categories of potential prisoner of war found in GC HI, art.
4(a)(1)-(6). GC III, supra note 4, art. 4.

" DD DR. 2310.01E, supra note 10, para, E.2.1.1.2.
" Id. para. E.2.1.2.
¥ fd. para. E2.1.3.

? Id. para. E2.14.

2 These individuals qualify as “protected persons” under the Fourth Geneva Convention (GC IV). See GC IV, supra note 4, art. 4. Protected
persons are entitled to various protections in Part II and Part Ill of GC IV. Jd. Refer to the GC IV outline for additional details.

2 DOD DIR. 2310.01E, supra note 10, para. E2.1.2.

2 GC IV, supra note 4, art. 4.

% Id. In practice, few individuals would fall outside the protected person status since virtually all nations today consider themselves bound by the
Conventions and any individual meeting the criteria of exclusion b and c should already receive some level of protection based upon the bilateral
relationship between their State and the detaining powers. Thus, in current operations in OIF and OEF almost all persons would be “protected
person” in some way.

2 GC IV, supra note 4, art. 76.
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d. Civilian Internee. A civilian internee is a civilian who is interned during international armed
conflict or occupation for imperative reasons of security or for committing an offense against the detaining power.*

3. Further guidance has been promulgated in the Military Commissions Act of 2006 (MCA).” Recent
court decisions found that “detainees could not be tried as “unlawful enemy combatants” under the MCA if the
individual was designated only an “enemy combatant” by Combatant Status Review Tribunals (CSRT) rather than
an “unlawful enemy combatant.”” The definition of unlawful enemy combatant in the MCA, however, is slightly
different from that found in the DODD 2310.01EIn the Act, the following definitions apply:

a. Lawful Enemy Combatant. The term “lawful enemy combatant” means a person who is—

(1) A member of the regular forces of a State party engaged in hostilities against the United
States;”

(2) A member of a militia, volunteer corps, or organized resistance movement belonging to a
State party engaged in such hostilities, which are under responsible command, wear a fixed distinctive sign
recognizable at a distance, carry their arms openly, and abide by the law of war;* or

(3) A member of a regular armed force who professes allegiance to a government engaged in such
hostilities but not recognized by the United States.*

b. Unlawful Enemy Combatant. The term “unlawful enemy combatant” means—

(1) aperson who has engaged in hostilities or who has purposefully and materially supported
hostilities against the United States or its co-belligerents who is not a lawful enemy combatant (including a person
who is part of the Taliban, al Qaeda, or associated forces);” or

(2) aperson who, before, on, or after the date of the MCA, has been determined to be an unlawful
enemy combatant by a CSRT or another competent tribunal established under the authority of the President or the
Secretary of Defense.”

4. Other terms for Detainees. The following names have been used to describe persons detained by U.S.
forces in the GWOT. Some of the terms have no legal background while others are used to describe persons who
did not appear to fit neatly into the recognized framework of the Geneva Conventions. The key for JAs is to ensure
that servicemembers treat all detainees humanely. Judge Advocates can look to Common Article 3 as a minimum

yardstick for human treatment. Since the adoption of various definitions in DoD Directive 2310.01E, JAs should
work to categorizing detainees in accordance with the DoD Detainee Program or Geneva Conventions at the lowest

possible level.

a. Unlawful Combatant / Belligerent

b. Person of Interest / Person Under US Control (PUC)
Terrorist

Security Detainee

o

&

. Unprivileged Belligerent

o

8 See generally, GC IV, supra note 4, art. 79-135 (discussing the protections afforded to civilian internees).

7 Military Commissions Act of 2006, 10 U.S.C. § 948a et seq. (2000). Note that the MCA likely has a narrow application to cases arising from
detainees held at Guantanamo Bay.

% Michael Sung, Pentag ki ideration of G dismissals, available at
http://jurist.law. pltLedu./paperchase/2007/06/penmgon-seekmg-recons1deranon-of php. The Military Commissions Act of 2006 and its definition
of “unlawful enemy combatant” did not exist when these initial individuals were classified.

® 10 U.S.C. § 948a(2)(A).
10 U.S.C. § 948a(2)(B).
3 10 US.C. § 948a(2)XC).
2 10 U.S.C. § 948a(1(AXG).
3 10 U.S.C. § 948a(1)(AXGi).
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III. DETAINEE OPERATIONS IN GWOT

A. Operation Enduring Freedom (OEF)*

1. Following the attacks on the United States on September 11, 2001, the United States prepared a myriad
of potential responses against the attackers. Once Al-Qaida was identified as the entity responsible for the attack,
the United States attacked the Al-Qaida leadership and their Taliban allies in Afghanistan. In a Presidential Order
dated 13 Nov 2001, the President of the United States authorized the Secretary of Defense (SECDEF) to detain
individual subjects captured by American forces.” The order listed the basic protections that the individuals would
receive,

a. Humane treatment without distinction based on race, color, religion, gender, birth, wealth or similar
criteria;’®

b. Adequate food, drinking water, shelter, clothing, and medical treatment;”

c. Free exercise of religion consistent with requirements for detention;* and

d. Inaccordance with other such conditions as the SECDEF may proscribe.*

2. The protections afforded captured individuals were not as broad as those found in Common Article 3 of
the Geneva Conventions and were subject to criticism from domestic and international commentators.

3. OnJuly 7, 2006, the Deputy Secretary of Defense issued new guidance to DoD in regards to individuals
detained in the GWOT.” Following the U.S. Supreme Court’s decision in Hamdan v. Rumsfeld," the official DoD
position is that Common Article 3 of the 1949 Geneva Conventions applies as a matter of law to the conflict with
Al-Qaida.” The status of Al-Qaida, as an organization, has not changed. They remain a non party to Geneva
Conventions and therefore do not qualify for protection under the full body of the Geneva Conventions and
customary international law.

B. Prelude to Guantanamo (G’ TMO)

1. American and allied forces captured thousands of Taliban and Al-Qaida fighters during OEF.#® Among
the captured were American citizens as well as nationals from numerous countries as diverse as Australia and Saudi
Arabia. Afghan nationals were also captured along with the foreign fighters. This led to the first distinction based
on nationalities and rationale for the treatment given to these detainees.

2. Initial guidance for American forces was to TREAT the detainees in accordance with GC III but not to
grant the STATUS of POW to the detained personnel. As the detainees were being transferred to G'TMO the policy

guidance became public.

* For a full discussion of the historical treatment of both Al Qaida and the Taliban during the Global War on Terror see Congressional Research
Service Report, Treat of “Battlefield Detainees” in the War on Terrorism, Jennifer Elsea, updated 27 March 06 at

htp://www.usembassy.at/en/download/pdfbattlefield_det.pdf
% 66 Fed. Reg, 57833, 57834.

36 Id.

Sy’

® I

¥

* Memorandum, Deputy Secretary of Defense, to Secretaries of the Military Departments, subject: Application of Common Article 3 of the
Geneva Conventions to the Treatment of Detainees in the Department of Defense (7 July 2006) available at
http://www.defenselink.mil/news/ Aug2006/d20060814comm3.pdf (last visited July 31, 2007) [hereinafter England Memorandum].

' Hamdan v. Rumsfeld, 344 F.Supp.2d 152, 162 (D.D.C. 2004), rev'd 413 F.3d 33 (D.C. Cir. 2005), rev'd 548 U.S. 126 (2006).

2 DOD DIR. 2310.01E, supra note 10, para. 4.2.
* Sean D. Murphy, Contemporary Practice of the United States Relating to International Law, 98 AM. J. INT’L L. 820 (2004).
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C. Treatment vs. Status

1. On January 19, 2002, the SECDEF transmitted to DoD the official USG position on the status of
Taliban and Al-Qaida individuals under US control.* This policy was backed by a memorandum from the
Department of Justice Office of Legal Council to Counsel to the President, Alberto Gonzales and General Counsel
to DoD, William Haynes. The memo laid out the legal rationale for the denial of POW status for Taliban and Al-
Qaida detainees.

2. The advice provided to the President and subsequently passed to DoD was formally mandated by
Presidential memorandum dated February 7, 2002 and publicized by a press conference on the same day. The
presidential memorandum did not take as expansive view of Afghanistan as a failed state but it did end up with the
same conclusions relative to Al-Qaida and the Taliban.® Al-Qaida is a transnational criminal organization; therefore,
its members are not protected by the Geneva Conventions. The Taliban are not protected by the Geneva
Conventions because they failed to meet the criteria of GC III, art. 4(a)(2).*

a. The Taliban practice of not adhering to these criteria may be the object of some question regarding
one or two of the provisions but there is little to no question that they did not adhere to all four which is the
requirement for militia members to rate POW status.

b. The other subject of disagreement is whether the Taliban even have to adhere to the criteria since
they were the legitimate armed force of Afghanistan and should be accorded status based on GC III art. 4(a)(1),
which can be argued as well, grants status based on membership in the armed service of a high contracting party.

3. Of particular note to those working with alties is Additional Protocol I (AP I). Neither, the United
States nor Afghanistan is a party to AP I. However, several of our allies, to include Great Britain, did ratify AP 1.
AP I recognizes a much less onerous standard for individuals to qualify for POW status. Under AP I, anyone who
openly carries their arms in the attack and follows the law of war can qualify for POW status.¥

4. Following the US Supreme Court’s decision in Hamdan v. Rumsfeld the official position to Al-Qaida
has changed. The new DoD policy is that Common Article 3 of the 1949 GCs applies to the conflict with Al-Qaida
as a matter of law. This position was initially promulgated in the 7 July 2006 memorandum from Deputy Secretary
of Defense England.® It is now found in DoD Directive 2310.01E.* All DoD personnel, as well as all orders, policy,
directives, execute orders, and doctrine will adhere to the CA3 standards.

D. Interrogation Methods

1. In August 2002, the Department of Justice Office of Legal Council (OLC) wrote an opinion on the
legality of torture in light of the 1994 Torture Statute (18 U.S.C. §§ 2340-2340a).”° The opinion when released was
highly controversial and remains so today. It asserted that interrogation methods that did not cause death or severe
pain would not run afoul of domestic law.* The opinion rested strongly on the ability of the President to authorize

“ Memorandum, Secretary of Defense, to Chairman of the Joint Chiefs of Staff, subject: Status of Taliban and Al Qaida (19 Jan. 2002)
available at hitp://mews.findlaw.com/hdocs/docs/dod/62204index.htmi.

% Presidential Memorandum, supra note 32.

“ For militia, volunteer groups, or organized resistance movements to qualify as lawful combatants, they must meet the following criteria
identified in Article 4(a)(2) of Geneva Convention III: 1) be under responsible command; 2) wear a fixed distinctive sign recognizable from a
distance; 3) carry their arms openly; and 4) abide by the laws of war.

7 Protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection of Victims of International Armed Conflicts,
art. 44, June 8, 1977, 1125 UNTS 3 [hereinafter AP I]. While the United States has not ratified Geneva Protocol I, the United States remains
bound by those provisions considered customary international law (CIL) assuming that the trigger for Common Article 2 is met. However, the

United States does not view articles 44 or 45 of Geneva Protocol I to be CIL. Michael Matheson, Session One: The United States Position on the
Relation of Cust y International Law to the 1977 Protocols Additional to the 1949 Geneva Conventions, 2 AM. U.J. INT'L L. & POLICY 419

(1987).

* England Memorandum, supra note 38, para. 2.

* DoD DIR. 2310.01E, supra note 10, para. 4.2.

% Memorandum, Office of Legal Council, to Alberto R. Gonzalez, Counsel to the President, subject: Standards of Conduct for Interrogation
under 18 U.S.C. §§ 2340-2340a (1 Aug. 2002) available at http://www.gwu.edu/~nsarchiv/NSAEBB/NSAEBB127/02.08.01.pdf.

51 Id. at4.
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extreme measures commensurate with his powers as Commander in Chief.? Additionally interrogation methods that
were violative of the Torture Statute were justifiable as self defense or necessity thereby voiding criminal liability.
The August 2002 legal opinion was rescinded on December 31, 2004 by the Department of Justice, Office of Legal
Council and a new opinion was published that reiterated the USG position that torture was violative of U.S. law.*

2. G’TMO and SOUTHCOM requested legal guidance on authorized interrogation measures they felt
necessary to use on extremely resistant detainees.” In response to these requests, in December 2002, SECDEF
promulgated measures more severe than FM 34-52 (which was the interrogation manual in effect at that time).
These measures could only be used after being given specific approval from the appropriate level of command.”

3. Inresponse to serious concerns of DoD uniformed JAs and Dept. of Navy General Counsel, SECDEF
rescinded his December 2002 directive and returned interrogation techniques to those mirroring FM 34-52 (now FM
2-22.3). SECDEF also tasked DoD to form a working group to formulate guidance on interrogations that would
comport with existing legal obligations.*

4. The DoD working group forwarded their recommendations to SECDEF in April 2003 which were
transmitted to G'TMO with implementation guidance that the measures were only for G’TMO detainees.”

5. On December 30, 2005, President Bush signed the Department of Defense Appropriations Act of 2006
that included the “Detainee Treatment Act of 2005.”%

a. Section 1002 directly relates to the treatment of detainees under DoD custody or effective control.
No detainee in custody shall be subject to any treatment not authorized by the Army Field Manual on Intelligence
Interrogation. The FM was recently re-released as FM 2-22.3.

b. Section 1003 states that no individual in the custody or under the physical control of the United
States Government, regardless of nationality or physical location, shall be subject to cruel, inhuman or degrading
treatment or punishment.” Note this section goes beyond DoD to the entire USG. This should be of special
emphasis to JAs when dealing with agencies and personnel outside of DoD.

6. The Detainee Treatment Act along with numerous DoD publications recently published or revised will
be the gnidance for commanders and JAs as we continue to prosecute the GWOT.

2 Id. at 31.

3 Memorandum, Acting Assistant Attorney General, to Deputy Attoney General, subject: Legal Standards Applicable Under 18 U.S.C. §§
2340-2340A (Dec. 30, 2004) available at http://www.usdoj.gov/olc/18usc23402340a2 htm (last visited Aug. 1, 2007).

% Memorandum, Cornmander United States Southern Command, to Chairman of the Joint Chiefs of Staff, subject: Counter-Resistance
Techniques (25 Oct. 2002) available at http://www.gwu.edu/~nsarchiv/FNSAEBB/NSAEBB127/02.12.02.pdf (last visited Aug. 1, 2007).

% Decision, Secretary of Defense, to Chairman of the Joint Chiefs of Staff, subject: Counter-Resistance Techniques (2 Dec. 2002) available at
http://www.gwu.edu/~nsarchiv/NSAEBB/NSAEBB127/02.12.02.pdf (last visited Aug. 1, 2007).

% Memorandum, Secretary of Defense, to General Counsel of the Department of Defense, subject: Detainee Interrogations (Jan. 15, 2003)
hitp://www.gwu.edu/~nsarchiv/NSAEBB/NSAEBB127/03.01.15b.pdf (last visited Aug. 1, 2007).

57 Working Group Report on Detainee Interrogations in the Global War on Terrorism: Assessment of Legal, Historical, Policy, and Operational
Considerations (Apr. 4, 2003) available at http://www.gwu.edu/~nsarchiv/NSAEBB/NSAEBB127/03.04.04.pdf (last visited Aug. 1, 2007).

58 Detainee Treatment Act of 2005, Pub. L. No. 109-148, 119 Stat. 2680 (also commonly referred to as the McCain Amendment); Detainee
Treatment Act of 2005, Pub. L. No. 109-148. This law was passed twice, with identical language, in both the 2005 National Defense
Appropriations Act and the National Defense Authorization Act. For purposes of this outline, all references will be to the Detainee Treatment
Act will be as published in Public Law 109-148.

% “[C}ruel, inhuman, or degrading treatment or punishment means the cruel, unusual, and inhumane treatment or punishment prohibited by the
Fifth, Eighth, and Fourteenth Amendments to the Constitution of the United States, as defined in the United States Reservations, Declarations and
Understandings to the United Nations Convention Against Torture and Other Forms of Cruel, Inhuman or Degrading Treatment or Punishment
done at New York, December 10, 1984.” Id. § 1003(d).
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IV. DETAINEE OPERATIONS IN OIF

A. American forces with their coalition allies began combat operations against Iraq in March 2003.% The USG
announced that the entire body of the law of war including the Geneva Conventions would apply to American forces

during OIF.

B. Immediately after combat operations began, American and allied coalition Soldiers captured Iraqi soldiers
who were dressed in civilian clothes. Allied forces also were engaged by Saddam Fedayeen® forces wearing
civilian clothes. The majority of Iraqi forces captured in the opening days of the war were taken to Camp Bucca in
southeastern Iraq. Some of these individuals qualified for protection under GC III as POWs. However, other
individuals who were detained were civilians who took a direct part in hostilities or posed a threat to security, but
who would not qualify as a POW under GC I1I, art. 4.

C. President Bush declared an end to major combat activities on May 1, 2003.% This ostensibly began the
occupation of Iraq by American and allied forces. The American occupation ended on June 28, 2004 with the
transfer of sovereignty to the interim Iraqi government.® During major combat operations as well as during the
occupation, individual detainees, who meet the criteria of GC III, art. 4, could have qualified as a POW.

1. Recall that during a period of occupation the Geneva Conventions remain applicable law.* Forces may
capture EPWs during an occupation as was the case with Saddam Hussein who was captured in December 2003.
Hussein was an EPW at the time of his capture but he was also an unindicted war criminal who was facing

prosecution by the Iraqi government.

2. During the summer of 2003, there was a rise of an insurgency, especially in Sunni dominated central
Iraq. The state of occupation potentially triggered the full body and protections of GC IV.* However, some of the
foreign fighters who came into Iraq after May 1, 2003 likely did not qualify for protections of GC IV because they
would not be “protected persons” under the definition in Article 4, as they are nationals of a States Party to the
Convention not at war with Iraq.* Specific protections to afford these individuals needed to be considered on a case
by case basis. All other security internees are; however, afforded GC IV treatment per Coalition Provisional
Authority Memorandum 3, subject to derogations necessary for “imperative reasons of security,” under Article § of
GC IV and FM 27-10 paragraph 248.

3. The position of the USG in October 2006 is that the United States is still engaged in international armed

conflict in Iraq. This position is debated among international lawyers as noted previously. The key remains to treat
all detainees humanely and in accordance with DoD policies, to include CA3 at a minimum.

V. ABU GHRAIB AND THE INVESTIGATIONS

A. During the October/November 2003 timeframe, numerous members of the 800th Military Police (MP)
Brigade and 205th Military Intelligence (MI) Brigade took part in abuses that were subsequently reported to the
world in 2004. The aftermath of the abuses as Abu Ghraib will resonate for years to come.

® George W. Bush, President, President Bush Addresses the Nation (Mar. 19, 2003) available at
http://www.whitehouse.gov/news/releases/2003/03/20030319-17.html (last visited Aug. 1, 2003).

¢! The paramilitary Fedayeen Saddam (Saddam's *Men of Sacrifice') was founded by Saddam's son Uday in 1995. Saddam's Martyrs "Men of
Sacrifice" Fedayeen Saddam, http://www.globalsecurity.org/intell/world/irag/fedayeen.htm (last visited Aug. 6, 2007). The Fedayeen, with a
total strength reportedly between 18,000 and 40,000 troops, was composed of young soldiers recruited from regions loyal to Saddam. Jd. The
unit reported directly to the Presidential Palace, rather than through the army command, and was responsible for patrol and anti-smuggling duties.
Jd. Though at times improperly termed an "elite” unit, the Fedayeen was a politically reliable force that could be counted on to support Saddam

against domestic opponents. Id.

 George W. Bush, President, President Bush Announces Major Combat Operations in Iraq Have Ended, Remarks by the President from the
USS Abraham Lincoln At Sea Off the Coast of San Diego, California, (May 1, 2003) available at
http://www.whitehouse.gov/news/releases/2003/05/20030501-15.html (last visited Aug. 1, 2007).

% §.C. Res. 1546, 9 1, UN. Doc. S/RES/1546 (June 8, 2004).
% GC IV, supranote 4, art. 2.

@ See id. art. 4.

% See id.
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1. The events of the personnel at Abu Ghraib led to many investigations into the practices of the units
involved as well as reviews of Department of the Army policy on detention operations in Iraq as well as Afghanistan
and G’TMO. The following are the most applicable to detention operations:

2. Major General Taguba AR 15-6.9 This investigation was initiated in January 2004 well before the
release of the photos that sparked a media frenzy. This investigation focused on the 800th MP Brigade and found
that among other problems, the MPs were not adequately trained for their mission and that no clear guidance on
chain of command existed at Abu Ghraib.

3. Major General Fay/ Lieutenant General Jones AR 15-6.% The investigation was initiated in the spring of
2004 and focused on the activities of the 205th MI Brigade: Among major problems listed were confusion
concerning authorized interrogation techniques, a failure of leadership, and the presence of Other Governmental
Agencies (OGAs) that did not have the same rules or procedures as DoD personnel.

4. Department of the Army Inspector General (DAIG) Report on Detainee Operations.® The Inspector
General of the Army completed an assessment of detainee doctrine in the United States Army. He found that the
doctrine in place was basically sound and the brunt of the responsibility for abuses fell on the leadership of the units
in question. The report did acknowledge that MP and MI doctrine needed to be revised to accommodate the
presence of both units in detainee operations.

5. Schlesinger Report.” Former Secretary of Defense James Schiesinger headed an investigation team that
reviewed the overall tenor of detention operations in the DoD. The investigation is a compilation of the above
mentioned reports as well as several others. It highlighted that no one decision at any level led to the abuses of
detainees. It generally shared in the conclusions of leadership failure at the tactical level as well as confusion as to

the proper conduct of interrogations.

6. Church Report.” The most recent report released by DoD was the Final Report on Detainee Operations
and Detainee Interrogation Techniques, chaired by Vice Admiral A.T. Church ITI. Among the main conclusions
were: 1) One-third of detainee abuses occur at the point of capture (this reinforces the necessity of training all
personnel in detainee handling); 2) There was a failure to react to early warning signs of abuse (this is a concept
that military leaders must constantly guard against apathy and constantly monitor their units that are dealing with
detainees); 3) There was a breakdown in fundamental good order and discipline in the units that had confirmed
cases of abuse (this highlights the need for initial and refresher training for detainee operations).

7 Major General Antonio M. Taguba, Article 15-6 Investigation of the 800th Military Police Brigade (commonly referred to as the Taguba
Report) (3 Mar. 2004).

% Major General George R. Fay, Army Regulation 15-6 Investigation of the Abu Ghraib Detention Facility and 205th Military Intelligence
Brigade, (23 Aug. 2004) available at http://f11 findlaw.com/news.findlaw.com/hdocs/docs/dod/fay82504rpt.pdf (last visited Aug. 1, 2007);
Licutenant General Anthony R. Jones, Army Regulation 15-6 Investigation of the Abu Ghraib Prison and 205th Military Intelligence Brigade (23
Aug. 2004) available at http://f11 findlaw.com/news.findlaw.com/hdocs/docs/dod/fay82504rpt.pdf (last visited Aug. t, 2007).

% Department of the Army The Inspector General, Detainee Operations Inspection, (commonly referred to as the DAIG Investigation) available
at http:/fwww4.army.mil/ocpa/reports/ArmyIGDetaineeAbuse/DAIG%20Detainee%200perations%20nspection%20Report.pdf (last visited
Aug. 1,2007).

™ Honorable James Schlesinger, Final Report of the Independent Panel to Review Detainee DoD Operations (commonly referred to as the
Schlesinger Report) (24 Aug. 2004) available at hitp://www.defenselink.mil/news/Aug2004/d20040824finalreport.pdf (last visited Aug. 1, 2007).

™ Vice Admiral A.T. Church III, Review of Department of Defense Detention Operations and Detention Interrogation Techniques (7 Mar. 2005)
(commonly referred to as the “Church Report”) http://www.aclu.org/images/torture/asset_upload_file625_26068.pdf (last visited Aug. 1, 2007).
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APPENDIX A: PRACTICAL CONSIDERATION OF DETAINEE OPERATIONS IN OIF

1. There is now a system in place “for the capture, evidence collection, processing, questioning, tracking,
internment, prosecution, and subsequent release of captured individuals” detained in Iraq.” While some of the
specific details and procedures remain classified, the basic requirements for compiling a detainee packet for a
security internee will be discussed below.

2. The authority to detain individuals in Iraq stems from United Nations Security Counsel Resolution (UNSCR)
1546.” Internment is authorized “where this is necessary for imperative reasons of security.”™ This is the legal
standard used by the Brigade Judge Advocate and Division Detainee Operations Officer who determines if there are
reasonable grounds to support continued detention. ‘

3. To ensure that an individual is properly detained, the unit must complete the correct administrative paperwork,
provide evidence linking the defendant to the crime, and provide evidence linking the detainee to the witnesses.”
Evidence linking the defendant to the crime includes photographs, sworn statements, diagrams, (PSD) and physical
evidence.” The better the evidence collected at the site and consolidated as part of the initial packet, the more likely
that the individual will remain detained if he poses an imperative threat to security (as demonstrated by intelligence)
and successfully prosecuted for his criminal activities against military forces.

a. Photographs. Units should use photographs to connect the individual being detained to the basis for
detention. These photographs can be and frequently are presented to judges at the Central Criminal Court of Iraq
(CCCI).” Therefore, the more photographs that the unit takes on the objective, the better the potential case has for
prosecution.™

(1) Individuals from the unit should take photographs of all potentially relevant evidence such as weapons,
ammunition, money, detonators, etc.” Taking photographs helps maintain the integrity of the evidence. “In
documenting your evidence at the site, you have not only shown the evidence exists, but what it looked like when
you found it and where it was when you found it.”* Therefore, take photographs before the evidence is moved.*
Attempt to capture photographs covering 360 degrees around the site.®

(2) Itis important to have one photograph where the individual detainee is visible next to the evidence.”
However, if this photograph is not taken at the time of the operation, do not stage this type of photograph later. For
security purposes, the detainee can be photographed while wearing zip ties. However, the detainee should not be
blindfolded in the photograph since the blindfold will hinder the judge’s ability to identify the detainee. U.S. forces
should not be visible in the photographs.

™ CENTER FOR MILITARY LAW AND OPERATIONS, THE JUDGE ADVOCATE GENERAL’S LEGAL CENTER & SCHOOL, U.S. ARMY, FORGED IN THE
FIRE, LEGAL LESSONS LEARNED DURING MILITARY OPERATION 1994-2006 33 (Sept. 2006).

™ 8. C. Res. 1546, attached letter from Colin L. Powell, U.N. Doc. S/RES/1546 (June 8, 2004). The authority to detain individuals found in
UNSCR 1546 was renewed by UNSCR 1637 in 2005 and UNSCR 1723 in 2006.

"

5 powerPoint Presentation, Detainee Operations, Joint Readiness Training Center (2006) [hereinafter JRTC PowerPoint].

7 TASK FORCE 134, MULTI-NATIONAL FORCE — IRAQ, SOLDIER'S INVESTIGATION GUIDE AND CRIME TIP MANUAL 3 (2006) {hereinafter TF 134
GUIDE].

7 Although the CCCI original worked out of the Green Zone, it now has ten panels throughout Iraq located in Baghdad, Kut, Hillah, Baquba,
Tikrit, Najaf, Karbala, Basrah. JRTC PowerPoint, supra note 73, at slide 12.

7 Although most units have digital cameras, for those units who are likely to detain individuals, this provides justification for the acquisition of
digital cameras.

™ TF 134 GUIDE, supra note 74, at 4.

% powerPoint Presentation, The All Army Evidence Awareness Training Support Package (3 Aug. 2007) (information contained in the notes
section of slide 22) [hereinafter Evidence PowerPoint Presentation].

- 8 . If time permits, take multiple photographs of the evidence. /4. One set should contain a measuring device to give the judge perspective.
Id. If possible, take photographs from a ninety degree angle (from overhead) to capture the most accurate dimension. /d.

® 1
8 TF 134 GUIDE, supra note 74, at 4.
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(3) Furthermore, the photographs should include any notable landmarks or reference points which may be
helpful to put the scene into context for the judge.* A series of photographs of the site, building, or area will help
establish the view so that the judge can formulate an idea of what the site looked like to Soldiers on the day of the
operation.” It is important to mark the photographs with a date time stamp.* On a practical note, consider having
the Brigade Commander make it a requirement for subordinate units to submit all photographs on two CDs as part of
the detainee packet. One CD will be forwarded with the packet to the next level of detention (either the Division
Detainee Collection Point or the Theater Internment Facility (TIF)). The second CD should be stored by either the
Brigade Human Intelligence Officer (S2X) or the legal office.

b. Statements. At least two, preferably three, Soldiers who were at the scene must write a detailed account of
why the individual is being detained.” Each sworn statement should cover the who, what, when, where, why and
how of the detention.®® These statements provide much of the information used to conduct the initial magistrate’s
review. Under the UNSCR, the packet must support a finding that detention is necessary for imperative reasons of
security. By standard operating procedure (SOP), the United States applies a reasonable basis standard during this
review. However, JAs should also consider the fact that the information contained in the initial packet is likely to be
the same information used to support a higher legal standard applied by the court. Since it is unlikely that the unit
will uncover a significant amount of additional information before the trial, it is important to collect as much
information in the initial sworn statements as possible to support the court’s standard. Remember, that it is the
content of the statement that is key. Therefore, even if the Soldiers do not have a DA Form 2823 (Sworn Statement)
available at the point of capture, they should record the information on any piece of paper and transfer the
information to a DA Form 2823 as soon as the security situation permits. In the event there is insufficient
unclassified evidence to prosecute a detainee before the Central Criminal Court of Iraq, units may still attempt to
justify continued detention using classified evidence. To this end, it is imperative for the detaining unit to ensure
such intelligence is provided with the packet to enable reviewers who do not recommend CCCI processing to
recommend, instead, continued detention for imperative reasons of security.

(1) Who: Clearly identify the detainee by name and capture tag number. If multiple individuals are
detained in the same operation, list all individuals who are detained together. It is important to link potential co-
defendants together in both the sworn statement and one the apprehension form.* Furthermore, the statement should
also identify other members of the unit who were present for the operation by full name and rank.”*

(2) What: Explain what happened and the events leading up to the detainee’s capture.” This description
should include what the overall mission of the unit was that day, such as, patrol, convoy, or raid. Furthermore, this
explanation should include what the unit found in terms of contraband, if anything.

(3) When: Record the date and time of the incident” Include the time and location of all significant
events that occurred during the mission. For example, if the unit took small arms fire before detaining the individual
include the time and location for both the small arms fire and the detention.

I
& Evidence PowerPoint Presentation, supra note 78, slide 22.

¥ TF 134 GUIDE, supra note 74, at 4.

¥ See U.S. DEP’T OF ARMY, FIELD MANUAL 3-90.6, THE BRIGADE COMBAT TEAM Table G-1(4 Aug. 2006). Documenting the reason for
detention is part of a common task trained to all Soldiers. Writing a sworn statement is part of the Tag requirement from the 5Ss and T (Silence,
Segregate, Safeguard, Speed to a Safe Area / Rear and Tag) training for detainees at the point of capture. Jd. This is not a task imposed by the

prosecutors.
8 M

% If one of the potential co-defendants is released and others are forwarded to the theater internment facility (TIF), annotate the reason for the
release in the files of all remaining co-defendants. Do not allow the detainees to “blame the crime on the guy who was released” when they are

tried before the Central Criminal Court of Iraq.

% TF 134 GUIDE, supra note 74, at 4. Ideally, you should list at least five Soldiers who were actual witnesses to the detention. Jd. Remember
that the individuals prosecuting this case are likely not assigned to your unit. The prosecutors are likely assigned to another service. The case
may not go to trial for six to twelve months. Add as much contact information as possible to help make future witness production easier.

! TF 134 GUIDE, supra note 74, at 5.

Chapter 12 190
Detainee Operations



(4) Where: The statement should include both a grid location and physical description of where the
individual was detained. While other members of the military can related to the grid location, local judges are better
able to relate to a physical description that refers to local landmarks. Therefore, the where section of the statement
should identify the nearest town, street name (local not the Main Supply Route (MSR) name given by US forces),

mosque, or other notable landmark.”

(5) Why: Explain what the events and / or unclassified information that led the unit to the search or to the
detention. Furthermore, annotate whether or not the detainee made 2 confession or admission at the point of

capture.*
(6) How: Explain how the unit accomplished the mission and how the items or detainees were found.

(7) Classification: Attempt to ensure that the content of each staternent is unclassified. While the detainee
packet itself may contain information from classified target folders, intelligence debriefings, or other classified
information, the statements should contain only information that is releasable to the Iraqi government without
further redaction or reclassification.

c. Diagrams. Diagrams or sketches are essential to put the operation into context for the judge. The diagram
relates the location of either the physical evidence seized by US forces to the location of the detainee in the house,
on the street, or in the field. The diagram, or sketch, “is the quickest and easiest way to document and exhibit the
layout of a site.”” Ideally, Soldiers should complete the diagram “before the evidence is collected and it should be
used to reaffirm the location of evidence, and the location of your site.”® The diagram should also correspond to the
photographs taken at the site.” The diagram can help relate the location of landmarks or other significant points of
interest to where the evidence was found. Make sure that the diagram has a key or legend, as required. Ensure that
distances are properly marked. Estimates of sizes and distances are acceptable if taking exact measurements is not

feasible.

4. The contents of the detainee packet supplement the physical evidence taken from the objective. The unit may
and should seize items that connect the detainee to the basis for detention. ** Examples of evidence seized by U.S.
forces could include the following: weapons, scopes, ammunition, cell phones, pagers, documents, computers,
thumb drives, fake identification documents, passports, bomb making material (such as wiring, circuit boards,
blasting caps, plastic explosives, artillery rounds, copper, batteries, car alarms, garage door openers, and timers.”

a. Evidence Handling: Attempt to maintain evidence consistent with chain of custody requirements for
evidence presented in U.S. courts. While the evidence may not be presented before the judge, the chain of custody
is still important from an operational, intelligence and legal perspective.

b. It is important to document all property seizures with either a DD Form 2745 (Enemy Prisoner of War
[EPW] Capture Tag) or DA Form 4137 (Evidence Property/Custody Document).'® Make sure that the

2 Id. The time date group should be consistent with the information presented on the apprehension form. If there is any inconsistency between
the date time group in the sworn statement and that in the apprehension form, then the Combined Review and Release Board will use the

information on the apprehension form. Interview with Lieutenant Commander David D. Furry, Student 55th Judge Advocate Officer Advanced
Course, in Charlottesville, VA (Nov. 16, 2006) (discussing his previous assignment with Task Force 134 working on the Combined Review and

Release Board).

% TF 134 GUIDE, supra note 74, at 5.

% Id. Furthermore, the statement should refer to whether or not the detainee signed the evidence inventory form.
% Evidence PowerPoint Presentation, supra note 78, slide 23.

% M.

%7 Clearly label the diagram so that the link to various photographs is as clear as possible.

% The general rule regarding property is that “it is especially forbidden to destroy or seize the enemy’s property, uniess such destruction or
seizure be imperatively demanded by the necessities of war.” Hague IV, supra note 2, art. 23(g). Any property seized by members of the United
States armed forces is property of the United States and not property of the individual conducting the seizure. U.S. DEP’T OF ARMY, FIELD
MANUAL 27-10 THE LAW OF LAND WARFARE para. 396 (18 July 1956) [hereinafter FM 27-10].

% PowerPoint Presentation, The All Army Evidence Awareness Training Support Package (3 Aug. 2007).

19 See FM 27-10, supra note 96, para 409. The information contained on the DA Form 4137 may be used to support or refute future claims by
detainees. Therefore, the content should be as thorough and accurate as possible.
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documentation clearly ties the item to one individual if multiple individuals are detained during the same operation.
If neither the DD Form 2745 nor the DA Form 4137 is available on the objective, capture the content of the
information to be transferred to the proper form later in a more secure location.

c. Note that only a Commander can order the seizure of funds. If the unit seizes any money, account for each
piece of currency by amount. Furthermore, United States currency must be accounted for by serial number. Thus, a
key element of unit level planning is also obtaining a safe to ensure the evidence custodian has a means to secure
cash and other high value items. Such funds may be turned over to finance, but all evidence custodians should be
trained and maintain records of such transactions just as would a Class A agent or armorer from the arms room to

protect themselves. _
5. Minimum Mandatory Forms Required for a Detainee Packet

a. Multi-National Forces Iraq Apprehension Form

b. DA Form 2823 (Sworn Statement) (times two)

c. DA Form 4137 (Evidence Property / Custody Document)

d. DD Form 2708 Receipt for Inmate or Detained Person

e. Evidence Inventory Form (unnumbered, bi-lingual, published by Task Force 134)
6. Top Ten Detainee Packet Deficiencies.'

a. Statements with insufficient detail.

b. X-spray results as the sole piece of evidence.

c. Detaining groups without investigating the culpability of each member of the group (this results in
insufficient evidentiary packets and without Evidence to prosecute, detainees must be released)

d. Enemy propaganda as the sole piece of evidence.

e. Detaining small time crooks (extra weapons, curfew violator) (These individuals do not meet the criteria for
continued detention absent other evidence. There dentition cannot be considered necessary for imperative reasons
of security in most cases and their crimes should be handled by the Iraqi systemy).

f. Identical statements provided by multiple witnesses.
g. Detainee engaged in suspicious activity (lying to or fleeing from CF).
h. Only evidence supporting detention is guilt by association (phone activity with known bad guys)
i. Lack of photos or diagrams.
j- Failure to corroborate times with events.
7. Role of the JAG may include the following:
a. Review the initial packet for completeness and conduct a magistrate’s review.

b. Ensure accuracy of the forms submitted in the packet and assist the unit in identifying relevant evidence or
information that could support continued detention.

c. Be the counselor who is willing to advise the Commander when the evidence does not support continued
detention.

d. Be prepared to answer requests for assistance from higher headquarters prosecuting the detainee before the
Central Criminal Court of Iraq.

e. Provide an advocacy memorandum for select detainees being processed for early release.

f. Participate in regular inspections of detention facilities.

't a4h Infantry Division (OIF 05-07) After Action Review, 11-12 (1 Feb. 2007) (covering lessons leamed by the Office of the Staff Judge
Advocate).
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g. Help prepare unit witnesses to testify before the CCCI and help the CCCI prosecutors locate the best
witnesses to the incident.

8. Reviews of the File

a. Each detaince packet will undergo a number of legal reviews to provide the detainee due process. These
reviews occur at the following command levels:

(1) Brigade: A member of the brigade legal team will conduct an initial legal review within the first 72
hours to 7 days.

(2) Division: If the Brigade nominates the individual for continued detention at the Theater Interment
Facility (TIF), the division legal office will conduct a review.

(3) Theater Internment Facility (TIF): During the initial in-processing of the detainee at the TIF, a JA
assigned to Task Force 134 will conduct a magistrate’s review to determine whether the individual should be
recommended for expedited release, prosecution by the CCCI, or further detention and review by the Multinational
Forces Review Committee (MNFRC).

(4) Multi-National Forces Review Committee (MNFRC): The detainee has the opportunity to appeal, in
person, the magistrate’s recommendation of continued detention. The MNFRC can recommend release, continued
detention with or without reintegration training. The MNFRC consists of three US officers. While the procedures
are similar to an Article 5 tribunal, the purpose is to determine if further detention is warranted rather than to
determine status. This committee will see classified information about the detainee.

(5) Combined Review and Release Board (CRRB): The CRRB is a board composed of both local
nationals and United States military officers. The detainee’s file should be presented to this board within six months
of the detainee arriving at the TIF. This committee WILL NOT see classified information about the detainee, and if
there is insufficient evidence to detain, may well recommend release. This decision goes to the Chief of Detention
Operations for final decision who WILL see any classified information before rendering his or her decision

(6) Joint Detainee Review Committee (JDRC): The JDRC is also a board composed of both local
nationals and United States military officers. Generally, the file of any individual detained for more than eighteen
months will be considered by the JDRC. Any recommendation by the JDRC for continued detention beyond
eighteen months must be approved by the Prime Minister of Iraq and the Commander, Multi-National Forces-Iraq.

b. This process has evolved over time to increase the due process afforded to each individual detainee. This
process may continue to evolve and JAs should look for updates or changes as posted in theater specific SOPs.

¢. In order to understand the decision made regarding detainees from a specific area of operations (AOR),
Brigade Judge Advocates (BJA) should identify and meet the JA assigned to TF 134 who works the initial review,
CCCI, CRRB, and JDRC for their specific AOR. This will enable the BJA to potential learn of trends either for
detention or release that directly impact their command.
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APPENDIX B: DETAINEE OPERATIONS AT THE POINT OF CAPTURE (“THE FIVE S’s AND T*)

Search each detainee for weapons, items of intelligence value, and items that would make escape easier or
compromise US security interests. Confiscate these items. Prepare a receipt when taking property DA Form
4137 (Evidence/Property Custody Document).

Search Note. When possible, conduct same gender searches. When not possible, perform mixed gender searches in a
respectful manner. Leaders must carefully supervise Soldiers to prevent allegations of sexual misconduct.
Detainees may keep the following items found in a search: Protective clothing and equipment that cannot be
used as a weapon (such as

helmets, protective masks and clothing) for use during evacuation from the combat zone.

Retained property, once cleared by military intelligence personnel or other authority may consist of,
identification (ID) cards or tags, personal property having no intelligence value and no potential value to others
(such as photos, mementos, etc.), clothing, mess equipment (except knives and forks), badges of rank and
nationality, decorations, religious literature, and jewelry. (Personal items, such as diaries, letters, and family
pictures may be taken by MI teams for review, but are later returned to the proper owner).

Note. Initially all property is taken into custody.

Confiscate currency only on the order of a commissioned officer (AR 190-8) and provide a receipt and
establish a chain of custody using DA Form 4137 or any other field expedient substitute.

Silence the detainees by directing them not to talk. Muffle may be employed if necessary (ensure detainee can
Silence breathe after application).

Segregate detainees based on perceived status and positions of authority. Segregate leaders from the remainder
Segregate | for the population. Segregate hostile elements such as religious, political, or ethnic groups hostile to one
another. For their protection, segregate minor and female detainees from adult male detainees whenever
possible.

Safeguard the detainees. Ensure detainees are provided adequate food, potable water, clothing, shelter, and
medical attention. Ensure detainees are not exposed to unnecessary danger and are protected (afforded the
Safeguard | same protective measures as the capturing force) while awaiting evacuation. Do not use coercion to obtain
information from the captives. Provide medical care to wounded and/or sick detainees equal in quality to that
provided to US forces. Report acts or allegations of abuse through command channels, to the supporting judge
advocate, and to the US Army Criminal Investigation Command.

Speed to | Evacuate detainees from the battlefield as quickly as possible, ideally to a DCP or detainee holding area where
Safe Area | MPs take custody of the detainees. Transfer custody of all captured documents and other property to the US

/ Rear forces assuming responsibility for the detainees.

Use DD Form 2745 (Enemy Prisoner of War [EPW] Capture Tag). Include the following information: (1)
Date and time of the capture (2) Location of the capture (grid coordinates) (3) capturing unit (4)
circumstances of capture. Indicate specifically why the person has been detained. Use additional
documentation when necessary and feasible to elaborate on the details of capture: Documentation should

Tag answer five Ws — who, what, where, why, and witnesses. Use a form, such as a DA Form 2823 (Sworn
Statement) or an appropriate field expedient, to document this information. List all documents and items of
significance found on the detainee.

Attach Part A, DD Form 2745, to the detainee’s clothing with wire, string, or another type of durable material.
Instruct the captive not to remove or alter the tag. Maintain a written record of the date, time, location, and
personal data related to the detention. Attach a separate identification tag to confiscated property that clearly
links the property with the detainee from whom it was seized.'”

12 U.S. DEP’T OF ARMY, FIELD MANUAL 3-90.6, THE BRIGADE COMBAT TEAM Table G-1(4 Aug. 2006).
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CHAPTER 13

DOMESTIC OPERATIONS
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1. OVERVIEW

The military’s mission is to fight and win the nation’s wars. Prior to September 11, 2001, military involvement
in domestic operations was almost exclusively in the area of civil support operations. Today, the military’s mission
includes Homeland Security. For the Department of Defense (DoD), the concept of Homeland Security consists of
two major components: homeland defense and Civil Support.

II. HOMELAND DEFENSE AND CIVIL SUPPORT

“Homeland security (HLS)” is defined in The National Strategy for Homeland Security (October 2007)
(available at http://www.whitehouse.gov/infocus/homeland/nshs/2007/index.html) as “a concerted national effort to
prevent terrorist attacks within the United States, reduce America’s vulnerability to terrorism, and minimize the
damage and recover from attacks that do occur.” This definition is consistent with the definition provided in the
first National Strategy for Homeland Security, published in July 2002. Then-Army Secretary Thomas E. White
testified before Congress that the DoD homeland security mission breaks down into two functions: Homeland
Defense and Civil Support. (available at hitp://www.defenselink.mil/news/Oct2001/n10262001_200110262.html).

A. DoD defines Homeland Defense (HD) as the “protection of U.S. sovereignty, territory, domestic population,
and critical defense infrastructure against external threats and aggression, or other threats as directed by the
President.” It is generally considered to consist of war-fighting missions led by the DoD. Examples include combat
air patrols and maritime defense operations.

B. DoD defines Civil Support (CS) as support to civil authorities for domestic emergencies and other
designated activities. Examples include disaster response, counterdrug support, and support to civilian law
enforcement.

1. POSSE COMITATUS ACT (PCA).

A. To advise commanders properly, especially in the area of CS, Judge Advocates (JA) must understand the
limitations created by the PCA, and as importantly, the constitutional and statutory exceptions to the PCA. The

PCA states:

Whoever, except in cases and under circumstances expressly authorized by the
Constitution or Act of Congress, willfully uses any part of the Army or Air Force as a
posse comitatus or otherwise to execute the laws shall be fined under this title or
imprisoned not more than two years, or both. 18 U.S.C. § 1385.

B. History

1. Posse comitatus po.si komitei.tAs, -tius , [med. (Anglo) L., force of the county: see prec. and county.]
“The force of the county’; the body of men above the age of fifteen in a county (exclusive of peers, clergymen, and
infirm persons), whom the sheriff may summon or ‘raise’ to repress a riot or for other purposes; also, a body of men
actually so raised and commanded by the sheriff. Oxford English Dictionary Online.

2. In the U.S., the military was used extensively as a posse comitatus to enforce various laws as diverse as
the Fugitive Slave Law and Reconstruction-era laws. Throughout time, the authority level necessary for local law
enforcement to call on the military as a posse comitatus devolved down to the lowest level. For several reasons
(e.g., the Army’s increasingly vocal objection to “commandeering of its troops;” Southerners’ complaints that the
Northern-based Federal military was unfairly enforcing laws against them; and compromises made as a result of the
most recent presidential election), Congress sought to terminate the prevalent use of Federal Soldiers in civilian law
enforcement roles. Accordingly, Congress passed the PCA in 1878 as a rider to an Army appropriations act,
limiting the circumstances under which the Army could be used as a posse comitatus to “execute the laws.”

C. To Whom the PCA Applies
1. Active duty personnel in the Army and Air Force.

a. Most courts interpreting the Posse Comitatus Act have refused to extend its terms to the Navy and
Marine Corps (United States v. Yunis, 924 F.2d 1086 (D.C. Cir. 1991); United States v. Roberts, 779 F.2d 565
(9th Cir. 1986), cert. denied, 479 U.S. 839 (1986); United States v. Mendoza-Cecelia, 736 F.2d. 1467
(11th Cir. 1992); United States v. Acosta-Cartegena, 128 F. Supp. 2d 69 (D.P.R. 2000)).
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b. In 10 U.S.C. § 375, Congress directed SecDef to promulgate regulations forbidding direct
participation “by a member of the Army, Navy, Air Force, or Marine Corps in a search, seizure, arrest, or other
similar activity.” SECDEF has done so in DoDD 5525.5. Therefore, the proscription has been extended by
regulation to the Navy and Marine Corps (DoDD 5525.5). SECDEF and SECNAYV may grant exceptions on a case-
by-case basis (DoDD 5525.5, Encl. 4, SECNAVINST 5820.7b, para. 9¢.).

2. Reservists on active duty, active duty for training, or inactive duty for training.
3. National Guard personnel in Federal service (i.e., Title 10 status).

4. Civilian employees of DoD when under the direct command and control of a military officer
(DoDD 5525.5, para. E4.2.3; AR 500-51, para. 3-2; SECNAVINST 5820.7B, para. 9b(3)).

D. To Whom the PCA does NOT Apply

1. A member of a military service when off duty and acting in a private capacity. A member is not acting
in a private capacity when assistance to law enforcement officials is rendered under the direction or control of DoD
authorities (DoDD 5525.5, Encl. 4; AR 500-51 para. 3.2; SECNAVINST 5820.7B, para. 9b(4); AFI 10-801).

2. A member of the National Guard when not in Federal Service (i.¢., while serving under state control in
Title 32 or State Active Duty status).

3. A member of a Reserve Component when not on active duty, active duty for training, or inactive duty
for training.

4. Members of the Coast Guard (14 U.S.C. § 2) (Jackson v. Alaska, 572 P.2d 87 (Alaska 1977)).

5. Members who are not a “part of the Army or Air Force.” In a 1970 Department of Justice opinion, then-
Assistant Attorney General William Rehnquist addressed the assignment of Army personnel to the Department of
Transportation (DoT) to act as U.S. Marshals. He determined that this was not a violation of the PCA since: (2) a
statute (49 U.S.C. § 1657) expressly authorized the detailing of military members to DoT; (b) under the statute, the
assigned members were not charged against statutory limits on grade or end strength; and (c) the members were not
subject to direct or indirect command of their military department of any officer thereof. He determined, therefore,
that they were DoT employees for the duration of the detail. Therefore, they were not “part of the Army or Air
Force” (Memorandum for Benjamin Forman, Assistant General Counsel, Department of Defense, from William H.
Rehnquist, Assistant Attorney General, Office of Legal Counsel, Re: Legality of deputizing military personnel
assigned to the Department of Transportation (Sept. 30, 1970) (“Transportation Opinion™)).

E. To What the PCA Applies.

1. When determining what actions are covered by the PCA (i.e., what constitutes “execut[ing] the law”
under the statute), you must consider both directive and case law, as they are not identical. In fact, case law
prohibits a much broader range of activities as “execut[ing] the law.” Some of these issues have been addressed in
various service Judge Advocate General opinions, but some instances simply will require you to apply the court tests

described.
a. Directive/Regulation (DoDD 5525).
(1) Prohibits direct law enforcement assistance, including:
(a) Interdiction of a vehicle, vessel, aircraft, or other similar activity.
(b) Search or seizure.
(c) Aurest, apprehension, stop and frisk, or similar activity.

(d) Use of military personnel for surveillance or pursuit of individuals, or as undercover agents,
informants, investigators, or interrogators (DoDD 5525.5, para. E4.1.3).

b. Case Law.

(1) Analytical framework. There are three separate tests that courts apply to determine whether
the use of military personnel has violated the PCA (United States v. Kahn, 35 F.3d 426 (9th Cir. 1994); United
States v. Hitchcock, 103 F.Supp. 2d 1226 (D. Haw. 1999)).
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(a) FIRST TEST: whether the action of the military personnel was “active” or “passive” (United
States v. Red Feather, 392 F. Supp. 916, 921 (W.D.S.D 1975); United States v. Yunis, 681 F. Supp. 891, 892
(D.D.C. 1988); United States v. Rasheed, 802 F. Supp. 312 (D. Haw. 1992)).

(b) SECOND TEST: whether use of the armed forces pervaded the activities of civilian law
enforcement officials (United States v. Hartley, 678 F.2d 961, 978 (11th Cir. 1982) cert. den. 459 U.S. 1170 (1983);
United States v. Hartley, 796 F.2d 112 (5th Cir. 1986); United States v. Bacon, 851 F.2d 1312 (11th Cir. 1988);
Hayes v. Hawes, 921 F.2d 100 (7th Cir. 1990)).

(c) THIRD TEST: whether the military personnel subjected citizens to the exercise of military
power that was:

- Regulatory (a power that controls or directs);
- Proscriptive (a power that prohibits or condemmns); or

- Compulsory (a power that exerts some coercive force) (United States v. McArthur, 419 F. Supp.
186 (D.N.D. 1975); United States v. Casper, 541 ¥.2d 1274 (8th Cir. 1976), cert. denied, 30 U.S. 970 (1977); United
States v. Yunis, 681 F. Supp. 891, 895-6 (D.D.C. 1988); United States v. Kahn, 35 F.3d 426 (Sth Cir. 1994)).

2. Military Purpose Activities (DoDD 5525.5, para. E4.1.2.1). The PCA does NOT apply to actions
furthering a military or foreign affairs function of the Untied States. This is sometimes known as the “Military
Purpose Doctrine.” The primary purpose must be to further a military interest, and civilians may receive an
incidental benefit. Such military purposes include:

a. Investigations and other actions related to enforcement of the UCMJ (United States v. Thompson,
33 M.J. 218 (CMA 1991), cert. denied. 502 U.S. 1074 (1992) (E4.1.2.1.1)).

b. Investigations and other actions that are likely to result in administrative proceedings by DoD,
regardless of whether there is a related civil or criminal proceeding (E4.1.2.1.2).

c. Investigations and other actions related to the commander’s inherent authority to maintain law and
order on a military installation or facility (Harker v. State, 663 P.2d 932 (Alaska 1983); Anchorage v. King,
754 P.2d 283 (Alaska Ct. App. 1988); Eggleston v. Department of Revenue, 895 P.2d 1169 (Colo. App 1995)).
Civilians may be detained for an on-base violation long enough to determine whether the civilian authorities are
interested in assuming the prosecution (Applewhite v. United States, 995 F.2d 997 (10th Cir. 1993), cert. denied,
510 U.S. 1190 (1994) (E4.1.2.1.3)).

d. Protection of classified military information or equipment (E4.1.2.1.4).

e. Protection of DoD personnel, DoD equipment, and official guests of the DoD (United States v.
Chon, 210 F.3d 990 (9th Cir. 2000), cert. denied, 531 U.S. 910 (2000) (NCIS investigation of civilians undertaken
for independent purpose of recovering military equipment was permissible) (E4.1.2.1.5)).

f. Other actions undertaken primarily for a military or foreign affairs purpose (E4.1.2.1.6).
F. Where the PCA Applies — Extraterritorial Effect of the PCA

1. A 1989 Department of Justice Office of Legal Counsel opinion concluded that the PCA does not have
extraterritorial application (Memorandum, Office Legal Counsel for General Brent Scowcroft, 3 Nov. 1989). This
opinion also states that the restrictions of 10 U.S.C. §§ 371 - 381 (specifically, 10 U.S.C. § 375), were also not
intended to have extraterritorial effect.

2. Some courts have also adopted the view that the PCA imposes no restriction on use of U.S. Armed
Forces abroad, noting that Congress intended to preclude military intervention in domestie affairs (United States v.
Cotton, 471 F.2d 744 (9th Cir. 1973); Chandler v. United States, 171 F.2d 921 (1st Cir. 1948), cert. denied, 336 U.S.
918 (1949); D’Aquino v. United States, 192 F.2d 338 (9th Cir. 1951), cert. denied, 343 U.S. 935 (1952); United
States v. Marcos, No. SSSS 87 Cr. 598, 1990 U.S. Dist. LEXIS 2049 (S.D.N.Y. Feb. 28, 1990)). (Note: both
Chandler and D’ Aquino involved law enforcement in an area of military occupation.) But see United States v.
Kahn, 35 F.3d 426, 431 n. 6 (9th Cir. 1994) (In a case involving the applicability of the PCA to Navy activities in
support of maritime interdiction of a drug-smuggling ship, the government maintained the PCA had no
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extraterritorial effect. While the court stated that issue had not been definitively resolved, it did state that 10 U.S.C.
§§ 371-381 did “impose limits on the use of American armed forces abroad.”).

3. Note, however, that DoD policy, as contained in DoDD 5525.5 (which incorporates the restrictions of
10 U.S.C. § 375), applies to all U.S. forces wherever they may be. Two weeks after the promulgation of the DoJ
memo, Secretary Cheney amended the Directive to read that, in the case of compelling and extraordinary
circumstances, SECDEF may consider exceptions to the prohibition against direct military assistance with regard to
military actions outside the territorial jurisdiction of the United States (DoDD 5525.5, para. 8.2).

G. The Effects of Violating the PCA

1. Criminal Sanctions. Two years imprisonment, fine, or both. Note that, to date, no direct action has
been brought for violations of the PCA. The issue of the PCA has arisen instead as a “collateral” issue, whether as a
defense to a charge by a criminal defendant (see Padilla v. Bush, 233 F. Supp. 2d 564 (S.D.N.Y. 2002); United
States v. Red Feather, 392 F. Supp. 916 (W.D.S.D. 1975)), or in support of an argument for exclusion of evidence.
Perhaps the question of more interest to the military member is what effect violations of the PCA would have on a
state criminal case brought against a military member. For example, if a military member shot and killed a U.S.
civilian in the course of an HLS mission, and if the state charged the servicemember with murder and determined
that the servicemember was “execut[ing] the law” (i.e., searching or seizing an individual) in violation of the PCA,
would he therefore be acting outside the scope of his authority, and lose protection from state prosecution.

a. Inability to Convict Offenders.

(1) Exclusionary rule. In general, courts have not applied the exclusionary rule to cases in which
the PCA was violated, using the following rationales:

(a) The PCA is itself a criminal statute, so there is no need to use the deterrent of the exclusionary
rule. However, since there have been no prosecutions under the PCA, its deterrent effect is questionable (State v.
Pattioay, 896 P.2d 911 (Hawaii 1995); Colorado v. Tyler, 854 P.2d 1366 (Colo. Ct. App. 1993), rev’d on other
grounds, 874 P.2d 1037 (Colo. 1994); Taylor v. State, 645 P.2d 522 (Okla. 1982)).

(b) The PCA is designed to protect the rights of all civilians, not the personal rights of the
defendant (United States v. Walden, 490 F.2d 372 (4th Cir. 1974), cert. denied 416 U.S. 983 (1974)).

(c) Violations of the PCA are neither widespread nor repeated, so the remedy of the exclusionary
rule is not needed. Court will apply the exclusionary rule when the need to deter future violations is demonstrated
(United States v. Roberts, 779 F.2d 565 (9th Cir. 1986), cert. denied 479 U.S. 839 (1986); United States v. Wolffs,
594 F.2d 77 (5th Cir. 1979); United States v. Thompson, 30 M.J. 570 (A.F.C.M.R. 1990)).

(d) Failure to prove an element of offense. Where the offense requires that law enforcement
officials act lawfully, violation of the PCA would negate that element (United States v. Banks, 383 F. Supp. 368

(1974)).

(e) Dismissal of charges. Not likely to be considered an appropriate remedy (United States v.
Rasheed, 802 F. Supp 312 (D. Haw. 1992); United States v. Hitchcock, 103 F. Supp 2d. 1226 (D. Haw. 1999)).

2. Civil Liability.
a. PCA violation as a private cause of action? No. PCA is a criminal statute; Congress did not intend

to create a private cause of action (Robinson v. Overseas Military Sales Corp., 21 F. 3d 502, 511 (2nd Cir. 1994)
citing Lamont v. Haig, 539 F. Supp. 552 (W.D.S.D. 1982)).

b. PCA violation as a constitutional tort (“Bivens suit”)? An evolving area (Applewhite v. United
States Air Force, 995 F.2d. 997 (10th Cir. 1993), cert. denied, 510 U.S. 1190 (1994) (finding PCA not violated, and
conduct of military personnel did not otherwise violate 4th or 5th Amendment rights); Bissonette v. Haig, 800 F.2d
812 (8th Cir. 1986), aff’d, 485 U.S. 264 (1988) (finding a private right of action under the 4th Amendment)).

¢. Federal Tort Claims Act. Military personnel acting in violation of the PCA may not be found to be
acting “within the scope of their employment,” and therefore may be subject to individual personal liability (Wrynn
v. U.S,, 200 F. Supp. 457 (ED.N.Y. 1961)).
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IV. CIVIL SUPPORT

A. The DEPSECDEF memo titled, “Implementation Guidance Regarding the Office of the Assistant Secretary
of Defense for Homeland Defense” (Appendix A) (now the Assistant Secretary of Homeland Defense and
Americas’ Security Affairs (ASD (HD&ASA)) directs the ASD (HD&ASA) to “update and streamline” DoDDs
3025.15, 3025.1 and 3025.12, and “other related issuances.” There is no specific deadline for these changes.
Therefore, before relying on the below information, you MUST check to ensure you have the most current version
of the directive you are using.

B. Itis DoD’s policy that DoD shall cooperate with and provide military assistance to civil authorities as
directed by and consistent with applicable law, Presidential Directives, Executive Orders, and DoDD 3025.15.
Assistance is generally one of support; the civilian authorities retain primary responsibility.

C. DoDD 3025.15.

1. This directive establishes DoD’s policy and assigns responsibilities for providing military assistance to
civil authorities. The directive governs all DoD military assistance provided to civil authorities within the fifty
States, District of Columbia, Puerto Rico, and U.S. possessions and territories, including:

a. Sensitive support requests under DoDD S-5210.36.

b. Civil disturbances under DoDD 3025.12.

¢. Protection of key assets under DoDD 5160.54.

d. DoD responses to civil emergencies under DoDD 3025.1.

€. Acts or threats of terrorism under DoDD 2000.12.

f. Requests for aid to civil law enforcement authorities (LEA) under DoDD 5525.5.

2. DoDD 3025.15 provides criteria against which all requests for support shall be evaluated. The directive
addresses them to approval authorities, but commanders at all levels should use them in providing a
recommendation up the chain of command.

a. Legality: compliance with the law.

b. Lethality: potential use of lethal force by or against DoD forces.

c. Risk: safety of DoD forces.

d. Cost: who pays, impact on DoD budget.

e. Appropriateness: whether the requested mission is in the interest of DoD to conduct.
f. Readiness: impact on DoD’s ability to perform its primary mission.

3. Approval Authority. DoDD 3025.15 changes the approval authority, in certain cases, from that set forth
in older directives, but the older directives have not been changed and are otherwise applicable. For this reason, this
directive should always be the first one consulted.

4. Although the directive states that the “Secretary of the Army is the approval authority for emergency
support in response to natural or man-made disasters,” this responsibility has been transferred to the Joint Director
of Military Support (JDOMS) (Appendix B).

5. SECDEEF is the approval authority for:
a. Civil disturbances (DoDD 3025.15, para. 4.4).
b. Responses to acts of terrorism (DoDD 3025.15, para. 4.4).

c. Support that will result in a planned event with the potential for confrontation with specifically-
identified individuals or groups, or which will result in the use of lethal force (DoDD 3025.15, para. 4.4).

d. Loan of equipment, facilities or personnel to law enforcement (DoDD 3025.15, para. 4.7.2).
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6. Requests shall be made and approved JAW DoDD 5525.5, but at a level no lower than a Flag or General
Officer, or equivalent civilian, with the following exceptions:

a. SECDEEF is approval authority for any requests for potentially lethal support.

b. SECDEEF is approval authority for all assistance with the potential for confrontation between DoD
personnel and civilian individuals or groups.
7. Support for Civil Disasters. Follow DoDD 3025.1 and Appendices A and B.
8. When Combatant Command assigned forces are to be used, there must be coordination with the CICS.

CJCS will determine whether there is a significant issue requiring SECDEF approval, after coordination with the
affected Combatant Command (DoDD 3025.15, para. 4.5).

9. Immediate response authority (DoDD 3025.1, paragraph 4.5) in the local commander is not affected.
This is discussed in greater detail below.
V. SUPPORT TO CIVILIAN LAW ENFORCEMENT

A. When providing support to civilian law enforcement, there is always a concern that such actions may run
afoul of the PCA. The following chart illustrates the permissible and non-permissible activities (Prohibited Direct
Assistance-circled block):

PCA RESTRICTIONS UNDER 10 U.S.C. §8§371-375
AND DODD 5525.5

Use of Use of DoD Use of Military
Information Personnel Equipment and
(10 US.C. 6371 and (10 US.C. 8§371-375 Facllities
DODD 5525.5, End. 2) & DODD 5528.5, Encl. (10 U.5.C. §372 &
hd DODD §525.5, Enel. 3)

el

Jraining Expert Advice Direct Asslstance Operation and Other Permissible
(10 US.C. $373 & (10 U.S.C, 6373 & (10 U.S.C. 6375 & Mointenance of e
DODD 55255, FncL 4) DODD 55255, Encl. 4) DODD 55255, Encl. 4) uipment ae u.s".‘c’..u“ : le &
(10 US.C. §374 & DODD §525.5, Encl. 4)
DODD 5525.5, Encl. 4)

N

Prohlbited Direct Permissible
ce Direct Assistance
(10 US.C. §375 & (10 US.C. §375 &
DODD 5525.5, Endl. 4) DODD 5525.5, Encl 4)

Military Purpose Emergency Civil Disturbance Other Express
Doctrine Authority Statutes Statutory
{(DoDD 5525.5, Enc). (DODD 5525.5, Encl. (10 US.C. 88 331-334 Authority
4.0.2.1) 4.1.2.3) & DODD 5525.5, Encl. (DODD $525.5, EncL
4.1.2.4) 41.2.5)

B. Although the activities discussed below can be considered law enforcement-type activities, they do not
violate the PCA since the military personnel do not provide direct assistance. In addition, many of them are
statutorily directed, and therefore could be considered an “exception” to the PCA.

C. This section is broken down into three functional areas of support: loan of equipment and facilities; expert
advice and training; and sharing information. Material otherwise not covered in one of these three areas can be

found in DoDD 5525.5.
1. Loan of Equipment and Facilities.

a. Key References.
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(1) Law. 10 U.S.C. §§ 372 and 374.
(2) DeD. DoDDs 5525.5 and 3025.15.

b. With proper approval, DoD activities may make equipment (including associated supplies and spare
parts), base facilities, or research facilities available to Federal, state, or local law enforcement officials for law
enforcement purposes.

_ ¢. There must be no adverse impact on national security or military preparedness.

d. Approval authority.
(1) SECDEEF is the approval authority for requests for assistance with the potential for
confrontation between DoD personnel and civilian individual groups, as well as any requests for potentially lethal
support, including loans of:

(a) Arms.
(b) Combat and tactical vehicles, vessels, or aircraft.
(¢) Ammunition. (DoDD 3025.15, paras. 4.7.2.1. and 4.7.2.3.)

(2) Requests for loans of equipment, facilities, or personnel made by law enforcement agencies,
including the Coast Guard when not acting as part of the Navy, shall be made and approved in accordance with
DoDD 5525.5, but at a level no lower than a flag or general officer, or equivalent civilian, with the exceptions

discussed in the following authorities:
(a) AR700-131.
(b) SECNAVINST 5820.7B, para. 8.
(c) AFI 10-801, Attachment 4.
2. Expert Advice and Training.

a. Key References.
(1) Law. 10U.S.C. §§ 373,375,377; and 50 U.S.C. §§ 2312, 2315.

(2) DoD. DoDD 5525.5, Enclosure 4. and DoDI 5525.10.

b. Military personnel may be used to train civilian law enforcement personnel in the use of equipment
that we provide. Large scale or elaborate training programs are prohibited, as is regular or direct involvement of
military personnel in activities that are fundamentally civilian law enforcement operations.

(1) Note that the DEPSECDEF has provided policy guidance in this area, which limits the types
of training U.S. forces may provide. The policy is based on prudent concerns that advanced training could be
misapplied or misused by civilian law enforcement agencies, resulting in death or injury to non-hostile persons. The
memo permits basic military training, such as basic marksmanship; patrolling; medical/combat lifesaver; mission
planning; and survival skills. It prohibits what it terms “advance military training,” which is defined as “high
intensity training which focuses on the tactics, techniques, and procedures (TTP) required to apprehend, arrest,
detain, search for, or seize a criminal suspect when the potential for a violent confrontation exists.” Examples of
such training include: sniper training; military operations in urban terrain (MOUT); advanced MOUT; and close
quarter battle/close quarter combat (CQB/CQC) training. (See Appendix C.)

(2) A single general exception exists to provide this advanced training at the U.S. Army Military
Police School. In addition, Commander, United States Special Operations Command (USSOCOM) may approve
this training, on an exceptional basis, by special operations forces personnel. (See Appendix C.)

¢. Military personnel may also be called upon to provide expert advice to civilian law enforcement
personnel. However, regular or direct involvement in activities that are fundamentally civilian law enforcement
operations is prohibited.
(1) A specific example of this type of support (advice) is military working dog team (MWDT)
support to civilian law enforcement. The military working dog (MWD) has been analogized to equipment, and its
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handler provides expert advice. (See DoDI 5525.10, Using Military Working Dog Teams to Support Law
Enforcement Agencies in Counterdrug Missions, 17 Sept. 1990; Military Working Dog Program, AFI 31-202.)

(a) Pursuant to 10 U.S.C. § 372, the Secretary of Defense may make available equipment to any
Federal, state or local LEAs for law enforcement purposes. So, upon request, an MWD (viewed by the DoD as a
piece of equipment) may be loaned to law enforcement officials. Moreover, MWD handlers may be made available
to assist and advise law enforcement personnel in the use of the MWD under 10 U.S.C. § 373. If a MWD is loaned
to an LEA, its military handlers will be provided to work with the particular MWD. An MWD is always loaned
with its handler since they work as a team. Under compelling and exceptional circumstances, requests for
exceptions may be submitted, through channels, to the DoD Drug Coordinator. (DoDDI 5525.10, para. 4.2.1.)

(b) Inall cases, MWDT support may be provided only under circumstances that preclude any
confrontation between MWDTs and civilian subjects of search.

d. Weapons of Mass Destruction (WMD). Congress has directed DoD to provide certain expert advice
to Federal, state and local agencies with regard to WMD. This training is non-reimbursable because Congress has
appropriated specific funds for these purposes.

(1) 50 U.S.C. § 2312. Training in emergency response to the use or threat of use of WMD.,

(2) 50 U.S.C. § 2315. Program of testing and improving the response of civil agencies to
biological and chemical emergencies. Department of Energy runs the program for responses to nuclear
emergencies.

3. Sharing Information.
a. Key References.

(1) Law. 10 U.S.C. § 371.
(2) DoD. DoDD 5525.5, Enclosure 2.
(3) Services.
(2) AR 500-51, Chapter 2, Section 1.
(b) SECNAVINST 5820.7B, para. 7.
(c) AFI 10-801, Chapter 4.

b. Military Departments and Defense Agencies are encouraged to provide to Federal, state, or local
civilian law enforcement officials any information collected during the normal course of military operations that
may be relevant to a violation of any Federal or state law within the jurisdiction of such officials. (DoDD 5525.5,

para. E2.1)

c. Collection must be compatible with military training and planning. To the maximum extent
practicable, the needs of civilian law enforcement officials shall be taken into account in planning and execution of

military training and operations. (10 U.S.C. § 371(b))

d. However, the planning and/or creation of missions or training for the primary purpose of aiding
civilian law enforcement officials is prohibited. (DoDD 5525.5, para. E2.1.4.)

VI. CIVIL DISTURBANCES
A. Key References.

1. Law.

a. Constitution. Atrticle 4, Section 4: “The United States shall guarantee to every State in this Union a
Republican Form of Governinent, and shall protect each of them against Invasion; and on Application of the
Legislature, or of the Executive (when the Legislature cannot be convened), against domestic Violence.”

b. 10US.C. §§ 331-335.
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2. DoD.
a. DoDD 3025.12.
b. U.S. Dep’t of Defense, Garden Plot.
c. USJFCOM Functional Plan 2502-98, Military Assistance for Civil Disturbances (25 June 2001).

B. The primary responsibility for protecting life and property and maintaining law and order in the civilian
community is vested in the state and local government (DoDD 3025.12, para. 4.1.3). Involvement of military forces
will only be appropriate in extraordinary circumstances. Use of the military under these authorities to conduct law
enforcement activities is a specific exception to the PCA. The probable order of employment of forces in response

to a certain situation will be:

1. Local and state police.

2. National Guard in their state status.

3. Federal civil law enforcement officials.

4. Federal military troops (to include National Guard called to active Federal service).

C. The insurrection statutes permit the President to use the armed forces, subject to the following

circumstances:

1. An insurrection within a state. The legislature or governor must request assistance from the President
(10 U.S.C. § 331).

2. A rebellion making it impracticable to enforce the laws of the United States (i.e., Federal law) by the
ordinary course of judicial proceedings (10 U.S.C. § 332).

3. To suppress, in any State, any insurrection, domestic violence, unlawful combination or conspiracy;, if it

a. Hinders execution of State and U.S. law protecting Constitutional rights and State is unable, fails, or
refuses to protect those rights (state is considered to have denied equal protection under the Constitution)

b. Opposes or obstructs execution of U.S. law or justice (10 U.S.C. § 333).
4. If the President considers it necessary to use the armed forces, he must (shall) first issue a proclamation
directing the insurgents to disperse and retire peacefully (10 U.S.C. § 334).
D. The Federal Response

1. Responsibility for the management of the Federal response to civil disturbances rests with the Attorney
General of the United States.

2. As discussed above, if the President decides to respond to the situation, he must first issue a
proclamation to the insurgents, prepared by the Attorney General, directing them to disperse within a limited time.
At the end of that time period, the President may issue an execute order directing the use of armed forces.

3. The Attorney General appoints a Senior Civilian Representative of the Attorney General (SCRAG) as
his action agent.
E. The DoD Response

1. SECDEEF has reserved to himself the authority to approve support in response to civil disturbances
(DoDD 3025.15, para. 4.4).

2. Although the civilian authorities have the primary responsibility for response to civil disturbances,
military forces shall remain under military command and control at all times (DoDD 30125.12, para. 4.2.5).

3. GARDEN PLOT is the standing Operation Plan for response to civil disturbance. It is a comprehensive
plan. Detailed RUF/ROE is found in Appendices 1 and 8 to Annex C of this plan.
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F. Emergency Employment of Military Forces (DoDD 30125.12, para, 4.2.2).

1. Military forces shall not be used for civil disturbances unless specifically directed by the President,
pursuant to 10 U.S.C. §§ 331-334, except in the following circumstances:

a. To prevent the loss of life or wanton destruction of property, or to restore governmental functioning
and public order. The “emergency authority” applies when sudden and unexpected civil disturbances occur, and the
duly-constituted authority local authorities are unable to control the situation and circumstances preclude obtaining
prior Presidential authorization (DoDD 30125.12, para. 4.2.2.1).

b. When duly-constituted state or local authorities are unable or decline to provide adequate protection
for Federal property or fundamental Federal functions, Federal action is authorized, as necessary, to protect the
Federal property and functions (DoDD 30125.12, para. 4.2.2.2).

2. Note that this is limited authority.

3. Other Considerations. Although employment under these authorities permits direct enforcement of the
law by military forces, the military’s role in law enforcement should be minimized as much a possible. Our role is
to support the civilian authorities, not replace them.

XIl. VIL. DISASTER AND EMERGENCY RELIEF

A. Key References.

1. Law. Robert T. Stafford Disaster Relief and Emergency Assistance Act, 42 U.S.C. § 5121, et seq., as
amended.

2.DoD. DoDD 3025.1.
3. DHS. The National Response Framework.

B. The Stafford Act is not a statutory exception to the PCA,; therefore, all missions performed during a disaster
relief response must comply with the restrictions of the PCA.

C. Stafford Act. The overarching purpose of the Act is to provide an orderly and continuing means of
assistance by the Federal government to state and local governments in carrying out their responsibilities to alleviate
suffering and damage resulting from disaster. The Act provides four means by which the Federal government may

become involved in the relief effort:
1. President may declare the area a major disaster (42 U.S.C. § 5170).

a. “Major disaster” means any natural catastrophe (including any hurricane; tornado; storm; high
water; wind-driven water; tidal wave; tsunami; earthquake; volcanic eruption; landslide; mudslide; snowstorm; or
drought) or, regardless of cause, any fire, flood, or explosion, in any part of the United States, which, in the
determination of the President, causes damage of sufficient severity and magnitude to warrant major disaster
assistance under this chapter to supplement the efforts and available resources of states, local governments, and
disaster relief organizations in alleviating the damage, loss, hardship, or suffering caused thereby
(42 US.C. § 5121).

b. Requires a request for the declaration from the governor.
c. State must have executed its own emergency plan and require supplemental help.
d. State certifies that it will comply with cost sharing provisions under this Act.

2. President may declare the area an emergency (42 U.S.C. § 5191).

a. “Emergency” means any occasion or instance for which, in the determination of the President,
Federal assistance is needed to supplement state and local efforts and capabilities to save lives and to protect
property and public health and safety, or to lessen or avert the threat of a catastrophe in any part of the United States
(42U.S.C. § 5122).

b. Same criteria as for a major disaster, except also requires that governor define the type and amount
of Federal aid required. Total Federal assistance may not exceed $5 million.
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c. Operationally, no significant distinction between an emergency and a major disaster.
3. President’s 10-day Emergency Authority. President may send in DoD assets on an emergency basis to
“preserve life and property” (42 U.S.C. § 5170b(c)).

a. “During the immediate aftermath of an incident which may ultimately qualify for assistance under
this subchapter or subchapter IV-A of this chapter, the Governor of the State in which such incident occurred may
request the President to direct the Secretary of Defense to utilize the resources of the Department of Defense for the
purpose of performing on public and private lands any emergency work which is made necessary by such incident
and which is essential for the preservation of life and property. If the President determines that such work is
essential for the preservation of life and property, the President shall grant such request to the extent the President
determines practicable. Such emergency work may only be carried out for a period not to exceed 10 days”

(42 U.S.C. § 5170b(c)).
b. Done before any Presidential declaration, but still requires a governor’s request.

c. Lasts only ten days.

d. Used to clear debris and wreckage and to temporarily restore essential public facilities and services.
Very limited authority.

4. President may send in Federal assets where an emergency occurs in an area over which the Federal
government exercises primary responsibility by virtue of the Constitution or Federal statute (42 U.S.C. § 5191(b}).

a. Does not require a governor’s request, although the statute directs consultation with the governor, if
practicable.

b. Results in a Presidential declaration of an emergency regarding a situation for which the primary
responsibility for a response rests with the United States.

c. President Clinton exercised this authority on April 19, 1995 in the case of the bombing of the
Murrah Federal Building in Oklahoma City, OK.

5. Types of support authorized under the Stafford Act.

a. Personnel, equipment, supplies, facilities, and managerial, technical, and advisory services in
support of relief authorized under the Act (42 U.S.C. §§ 5170a(1) and 5192(a)).

b. Distribution of medicine, food, and other consumable supplies, and emergency assistance
(42 US.C. §§ 5140a(4) and 5192(a)(7)).

c. Utilizing, lending or donating Federal equipment, supplies, facilities, personnel, and other resources
to state and local governments (42 U.S.C. §§ 5170b(a)(1) and 5192(b)).

d. Performing on public or private lands or waters any work or services essential to saving lives and
protecting and preserving property, public health, and safety, including:

(1) Debris removal.

(2) Search and rescue; emergency medical care; emergency mass care; emergency shelter; and
provision of food, water, medicine and other essential needs, including movement of supplies and persons.

(3) Clearance of roads and construction of temporary bridges necessary to the performance of
emergency tasks and essential community services.

(4) Provision of temporary facilities for schools and other essential community services.

(5) Demolition of unsafe structures that endanger the public.

(6) Warning of further risks and hazards.

(7) Dissemination of public information and assistance regarding health and safety measures.

(8) Provision of technical advice to state and local governments regarding disaster management
and control.
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(9) Reduction of immediate threats to life, property, and public health and safety
(42 U.S.C. § 5170b(a)(3)).

D. The Federal Response

1. The Federal Emergency Management Agency (FEMA), which is part of DHS, directs and coordinates
the Federal response on behalf of the President.

2. In HSPD-S, the President directed the development of a National Response Plan (to supersede the
Federal Response Plan) to align federal coordinating structures, capabilities, and resources into a unified, all-
disciplined, and all-hazards approach to domestic incident management. The DHS published the National Response
Plan (NRP) in December, 2004 and updated the NRP on May 25, 2006. The NRP was superseded by the National
Response Framework.

3. The National Response Framework (NRF) (73 Fed. Reg. 4887-4888 (Jan. 22, 2008), effective March 22,
2008, supersedes the NRP and “is now more in keeping with its intended purpose, specifically, simplifying the
language, presentation and content; clarifying its national focus; articulating the five principles of response doctrine;
and methodically describing the who, what and how of emergency preparedness and response.” The NREF is a guide
to how the nation conducts all-hazards response. It is built upon scalable, flexible, and adaptable coordinating
structures to align key roles and responsibilities across the Nation, linking all levels of government,
nongovernmental organizations and the private sector. It is intended to capture specific authorities and best
practices for managing incidents that range from the serious but purely local, to large-scale terrorist attacks or
catastrophic natural disasters.

a. The NRF consists of the following components:

(1) The core document describes the doctrine that guides our national response, roles and
responsibilities, response actions, response organizations, and planning requirements to achieve an effective national
response to any incident that occurs.

(2) The Emergency Support Function (ESF) Annexes group Federal resources and capabilities
into functional areas that are most frequently needed in a national response (e.g., Transportation, Firefighting, Mass
Care).

(3) The Support Annexes describe essential supporting aspects that are common to all incidents
(e.g., Financial Management, Volunteer and Donations Management, Private-Sector coordination).

(4) The Incident Annexes address the unique aspects of how to respond to a seven broad incident
categories (e.g., Biological, Nuclear/Radiological, Cyber, Mass Evacuation).

(5) The Partner Guides provide ready references describing the key roles and actions for local,
tribal, State, Federal and private-sector response partners.

b. The NRF applies a functional approach that groups the capabilities of federal departments and
agencies and the American Red Cross into Emergency Support Funtions (ESFs) to provide the planning, support,
resources, program implementation, and emergency services that are most likely to be needed during actual or
potential incidents where coordinated federal response is required. The NRF contains 15 ESFs for which certain
federal agencies are either the coordinator, a primary agency, or a support agency or serve in two or all of the
capacities. The DoD/U.S. Army Corps of Engineers is the Coordinator and a Primary Agency for ESF #3 (Public
Works and Engineering), and DoD is a Primary Agency for ESF #9 (Search and Rescue). DoD serves as a support
agency for all 15 ESFs.

c. Joint Field Office (JFO). The JFO is the primary Federal incident management field structure. Itis
a temporary Federal facility that provides a central location for the coordination of Federal, State, tribal, and local
government and private-sector and nongovernmental organizations with primary responsibility for response and
TECOVery.
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(1) The Principal Federal Official (PFO). By law and Presidential directive, the Secretary of
Homeland Security is the PFO responsible for coordination of all domestic incidents requiring multiagency federal
response. The Secretary may elect to designate a single individual to serve as his or her primary representative who
serves as the PFO in the field.

(2) The Federal Coordinating Officer (FCO). For Stafford Act incidents, upon the
recommendation of the FEMA administrator and the Secretary of Homeland Security, the President appoints an
FCO. The FCO is a senior FEMA official trained, certified, and well experienced in emergency management, and
specifically appointed to coordinate Federal support in the response to and recovery from emergencies and major
disasters.

(3) Defense Coordinating Officer (DCO). The DCO is the DoD’s single point of contact at the
JFO. DoD has appointed ten DCOs and assigned one to each FEMA region. The DCO coordinates requests for
DSCA with the exception of requests for U.S. Army Corps of Engineers support, National Guard forces operating in
State Active Duty or Title 32 status (i.e. in a State, not Federal status), or, in some circumstances, DoD forces in
support of the FBI. Specific responsibilities of the DCO (subject to modification based on the situation) include
processing requirements for military support, forwarding mission assignments to the appropriate military
organizations through DoD-designated channels, and assigning military liaisons, as appropriate, to activated ESFs.

E. The DoD Response

1. Regulation. DoDD 3025.1, Military Support to Civil Authorities (MSCA), governs all planning and
response by DoD components for civil defense or other assistance to civil authorities, with the exception of military
support to law enforcement operations under DoDD 3025.12, Military Assistance for Civil Disturbance (MACDIS)
and contingency war plans (DoDD 3025.1, para 4.2).

2. MSCA Policy. MSCA shall include, but is not limited to, support similar to that described for
“Immediate Response” (DoDD 3025.1, para. 5.4) in either civil emergencies or attacks, or during any period of
peace, war or transition to war. It shall include response to civil defense agencies, but shall not include military
assistance for civilian law enforcement operations (DoDD 3025.1, para. 4.4.1).

3. NOTE: The Secretary of the Army is no longer the DoD Executive Agent for disaster relief operations.
The duties and authorities associated with that assignment have been delegated to the ASD(HD(&ASA))(See

Appendix B). The ASD(HD&ASA) is responsible for policy oversight (legality, cost, lethality, appropriateness,
risk, readiness impact), supervises HD activities, and serves as the liaison between DoD and lead federal agencies

(LFAs).
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4. The JDOMS is the ASD(HD&ASA)’s action agent. The JDOMS designates the Supported Combatant
Commander (COCOM), and serves as the focal point for that COCOM and the National Guard, while coordinating
and monitoring the DoD effort through the DCO. The JDOMS also deconflicts the mission(s) with worldwide
demands and keeps the SECDEF and CJCS informed of ongoing mission(s) status.

5. Supported COCOMs. The U.S. Northern Command (USNORTHCOM) area of responsibility (AOR)
includes air, land, and sea approaches and encompasses the continental United States, Alaska, Canada, Mexico, and
the surrounding water out to approximately 500 nautical miles, the Gulf of Mexico and the Straits of Florida. The
U.S. Pacific Command (USPACOM) AOR includes Hawaii and U.S. territories and possessions in the Pacific. The
U.S. Southern Command (USSOUTHCOM) AOR includes Puerto Rico and the U.S. Virgin Islands.

6. Immediate Response Authority (DoDD 3025.1, para 4.5).

a. “Imminently serious conditions resulting from any civil emergency or attack may require immediate
action by military commanders, or by responsible officials of other DoD Agencies, to save lives, prevent human
suffering, or mitigate great property damage. When such conditions exist and time does not permit prior approval
from higher headquarters, local military commanders and responsible officials of other DoD Components are
authorized by this Directive, subject to any supplemental direction that may be provided by their DoD Component,
to take necessary action to respond to requests of civil authorities. All such necessary action is referred to in this
Directive as Immediate Response” (para 4.5.1).

b. Types of support authorized include (see para 4.5.4. for full list):

(1) Rescue, evacuation, and emergency treatment of casualties; maintenance or restoration of
emergency medical capabilities; and safeguarding the public health.

(2) Emergency restoration of essential public services (such as fire-fighting, water,
communication, fransportation, power and fuel).

(3) Emergency removal of debris and explosive ordnance.
(4) Recovery and disposal of the dead.

c. This type of support is provided on a cost-reimbursable basis, but assistance should not be denied
because the requester is unable or unwilling to commit to reimbursement (para 4.5.2).

d. NOTE: This is a very limited authority, and should only be invoked in bona fide emergencies.
Contemporaneous coordination with higher headquarters should always occur in these scenarios, and in any other
case potentially involving this type of assistance to civil authorities. See APPENDIX E.

7. Disaster Support Involving Law Enforcement Activities.

a. The Stafford Act is not an exception to the PCA. Therefore, any support that involves direct
mvolvement in the enforcement of the civil law must undergo the PCA analysis discussed above. Typical areas of

concern include:
(1) Directing traffic.
(2) Guarding supply depots.
(3) Patrolling.
b. National Guard personnel acting in their Title 32 (state) status should be the force of choice in these
areas.
¢. Law enforcement duties that involve military functions may be permissible (e.g., guarding a
military supply depot).
vil. DUAL STATUS COMMAND AUTHORITIES

A. National Guard Officer Dual Status (or Dual Hat). Typically, National Guard personnel may only serve in
one of three statuses (State, Federal, Civilian) at a time. Specific statutory authority at 32 U.S.C. § 325, however,
provides limited authority for a National Guard officer to serve simultaneously in both State and Federal statuses.
The dual status commander is authorized to concurrently command both federal (Title 10) and state (Title 32, State
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Active Duty) forces. This dual status requires the authority of the President (currently delegated to the SecDef) and
the consent of the officer’s governor to serve in both duty statuses.

1. The National Guard dual status command authority was used in recent National Special Security Events
(NSSEs). An NSSE is a highly visible, well-attended event that if attacked by terrorists would have significant
impact on our country because of physical and psychological damage. Examples include the G8 Summit, and the
Republican and Democratic National Conventions of 2004.

2. The dual status commander receives orders from both superior and separate federal and state chains of
command. These two distinct, separate chains of command flow through different sovereigns that recognize and
respect the dual status commander’s duty to exercise these two separate authorities in a mutually exclusive manner.
As such, the dual status commander typically establishes his or her own subordinate federal and state chains of

command.

B. Active Component Dual Status. Pursuant to 32 U.S.C. § 315, the Secretaries of the Army or Air Force may
detail regular officers to duty with the National Guard, and with the permission of the President, the detailed officer
may accept a commission in the National Guard without vacating his or her regular appointment. The state or
territory would have to commission the officer in its National Guard for him or her to command its National Guard
forces serving in a state status (Title 32 or State Active Duty). State law will dictate the requirements and
procedures for such appointment and would typically require the Governor’s consent.

IX. COUNTERDRUG SUPPORT
A. Key References.

1. Law.
a. 10U.S.C. § 124.
b. 32U.S.C. § 112.
¢. Section 1004, FY91 NDAA.
d. Section 1031, FY97 NDAA.
e. Section 1033, FY98 NDAA.
f. Public Law 107-107, Section 1021 (extends support for counterdrug activities through 2006).

2. DoD.
a. Drug Enforcement Policy and Support (DEP&S) Policy of 26 January 1995.
b. CICSI 3710.01A, 30 March 2004.
¢. NGR 500-2/ANGI 10-801.

B. General.

1. Counterdrug support operations have become an important activity within DoD. All such DoD support
is coordinated through the Office of the Defense Coordinator for Drug Enforcement Policy and Support (DEP&S),
which is located within the Office of the Assistant Secretary of Defense for Special Operations and Low Intensity
Conflict (ASD (SO/LIC)).

2. What separates counterdrug support from most other areas of support is that it is non-reimbursable. For
FYO03, Congress appropriated nearly $850 million for DoD counterdrug support. DEP&S channels that money to
the providers of counterdrug support.

C. Detection and Monitoring (D&M).
1. Pursuant to 10 U.S.C. § 124, DoD is the lead Federal agency for D&M of aerial and maritime transit of
illegal drugs into the United States. Accordingly, D&M is a DoD mission.

2. Although it is a DoD mission, D&M is to be carried out in support of Federal, state, and local law
enforcement authorities.
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3. Note that the statute does not extend to D&M missions covering land transit (e.g., the Mexican border).

4, Interception of vessels or aircraft is permissible outside the land area of the United States to identify and
direct the vessel or aircraft to a location designated by the supported civilian authorities.

5. D&M missions involve airborne (AWACs, aerostats), seaborne (primarily USN vessels), and land-based
radar (to include Remote Other The Horizon Radar (ROTHR)) sites.

6. This mission is not covered by CICSI 3710.01A (CJCSI 3710.01A, para 2.a).

D. National Guard (NG).

1. Pursuant to 32 U.S.C. § 112, SECDEF may make Federal funding available for NG drug interdiction
and counterdrug activities, to include pay, allowances, travel expenses, and operations and maintenance expenses.

2. The state must prepare a drug interdiction and counterdrug activities plan. DEP&S reviews each state’s
implementation plan and disburses funds.

3. It is important to note that although the NG is performing counterdrug support operations using Federal
funds and under Federal guidance, it remains a state militia force and is not to be considered a Federal force for

purposes of the PCA.

4. Although the NG is not subject to the restrictions of the PCA while not in Federal status, the NGB has
imposed a number of policy restrictions on counterdrug operations. See NGR 500-2 for more information.

E. Additional Support to Counterdrug Agencies.

1. General. In addition to the authorities contained in 10 U.S.C. §§ 371-377 (discussed above), Congress
has given DoD additional authorities to support Federal, state, local, and foreign entities that have counterdrug
responsibilities. Congress has not chosen to codify these authorities, however, so it is necessary to refer to the
public laws instead. Many of them are reproduced in the notes following 10 U.S.C. § 374 in the annotated codes.

2. Section 1004 (see Appendix D).

a. Section 1004 is the primary authority for counterdrug operations. The statute permits broad support
to the following law enforcement agencies that have counterdrug responsibilities:

(1) Federal, state, and local.

(2) Foreign, when requested by a Federal counterdrug agency (typically, the Drug Enforcement
Agency or member of the State Department Country Team that has counterdrug responsibilities within the country).

b. Types of support (see CICSI 3710.01A, para. 3):
(1) Equipment maintenance.
(2) Transportation of personnel (U.S. & foreign), equipment and supplies CONUS/OCONUS.
(3) Establishment of bases of operations CONUS/OCONUS.

(4) Counterdrug-related training of law enforcement personnel, including associated support and
training expenses.

(5) Detection and monitoring of air, sea and surface traffic outside the United States, and within
25 miles of the border if the detection occurred outside the United States.

(6) Engineer support (e.g., construction of roads, fences and lights) along U.S. border.
(7) Linguist and intelligence analyst services.
(8) Aerial and ground reconnaissance.

(9) Establishment of command, control, communication and computer networks for improved
integration of law enforcement, active military and NG activities.
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3. These authorities are not exceptions to the PCA. Any support provided must comply with the
restrictions of the PCA. Additionally, any domestic training provided must comply with the Deputy Secretary of
Defense policy on advanced training.

4. Approval Authorities (CJCSI 3710.014A).

a. Non-Operational Support.

(1) This type of support does not involve the active participation of DoD personnel, and includes
the provision of equipment only; the use of facilities; and formal schoolhouse training. This type of support is
requested and approved in accordance with DoDD 5525.5 and implementing service regulations, discussed above.

b. Operational Support.

(1) SECDEEF is the approval authority. The approval will typically be reflected in a CJCS-issued

deployment order. :

(2) SECDEEF has delegated approval authority for certain missions to Geographic Combatant
Commanders (GCC), with the ability for further delegation, but no lower than a flag officer. The delegation from
SECDEF depends on the type of support provided, the number of personnel provided, and the length of the mission.
See CJCSI 3710.01A. Example: for certain missions along the southwest border, the delegation runs from
SECDEF to NORTHCOM to Joint Task Force North (JTF-N).

c. Requests for DoD support must meet the following criteria:
(1) Have a clear counterdrug connection.
(2) Originate with Federal, state or local agency having counterdrug responsibilities.
(3) Be for support that DoD is authorized to provide.
(4) Clearly assist with counterdrug activities of agency.
(5) Be consistent with DoD support of the National Drug Control Strategy.

(6) With regard to operational support, must have military training value to the supporting unit or
be consistent with the DoD policy (CJICSI 3710.01A, para 8b.(4)(a-f)).
5. Other Statutes.

a. Section 1206, FY 90 NDAA. Congress directed the armed forces, to the maximum extent
practicable, to conduct training exercises in declared drug interdiction areas.

b. Section 1031, FY 97 NDAA. Congress authorized, and provided additional funding specifically
for, enhanced support to Mexico. The support involves the transfer of certain non-lethal specialized equipment such
as communication, radar, navigation and photo equipment.

c. Section 1033, FY 97 NDAA. Congress authorized, and provided additional funding specifically
for, enhanced support to Colombia and Peru. The additional support is similar that provided to Mexico under
Section 1031, but also includes boats suitable for riverine operations.

X. MISCELLANEOUS SUPPORT
A. Sensitive support - DoDDS-5210.36.
B. Law Enforcement Detachments (LEDET).

1. Law. 10U.S.C. § 379.

2. U.S. Coast Guard personnel shall be assigned to naval vessels operating in drug interdiction areas. Such
personnel have law enforcement powers, and are known as LEDETSs.

3. When approaching a contact of interest, tactical control (TACON) of the vessel shifts to the Coast
Guard. As a “constructive” Coast Guard vessel, the ship and its crew are permitted to participate in direct law
enforcement. However, to the maximum extent possible, law enforcement duties should be left to Coast Guard

personnel. Military members should offer necessary support.
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C. Emergencies Involving Chemical or Biological Weapons.

1. The Secretary of Defense, upon request of the Attorney General, may provide assistance in support of
Department of Justice activities during an emergency situation involving a biological or chemical weapon of mass
destruction. 10 U.S.C. § 382.

a. Department of Defense rapid response team. The SECDEF shall develop and maintain at least one
domestic terrorism rapid response team composed of members of the Armed Forces and employees of the DoD who
are capable of aiding Federal, State, and local officials in the detection, neutralization, containment, dismantlement,
and disposal of weapons of mass destruction containing chemical, biological, radiological, nuclear, and high-yield
explosives (CBRNE). 50 U.S.C.S. § 2314(a) (LEXIS 2006). The U.S. Marine Corps Chemical Biological Incident
Response Force (CBIRF), therefore, has the mission to, when directed, forward-deploy and /or respond to a credible
threat of a CBRNE incident in order to assist local, state, or federal agencies and Unified Combat Commanders in
the conduct of consequence management operations. CBIRF accomplishes this mission by providing capabilities for
agent detection and identification; casualty search, rescue, and personnel decontamination; and emergency medical
care and stabilization of contaminated personnel.

b. National Guard Weapons of Mass Destruction Civil Support Teams (WMD-CSTs). 10 U.S.C. §
12310(c). Each team consists of twenty-two highly skilled, full-time Army and Air National Guard members who
are state controlled, federally resourced, trained, and exercised, and employs federally approved response doctrine.
In 2002, Congress required the establishment of fifty-five teams, providing at least one team is established in each
state (two in California) and territory (U.S. Virgin Islands, Puerto Rico, Guam) and Washington, D.C. All teams are
scheduled to be certified by September 2007. Their missions primarily fall under the command and control of state
or territory officials; however, if the teams are federalized, they fall under the command and control of Joint Task
Force, Civil Support (JTF-CS).

D. Miscellaneous Exceptions. DoDD 5525.5, para. E4.1.2.5 contains a list of statutes that provide express
authorization for the use of military forces to enforce the civil law. Among them are:

1. Protection of the President, Vice President and other dignitaries.

2. Assistance in the case of crimes against members of Congress or foreign officials, or involving nuclear
materials.
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APPENDIX A

DEPUTY SECRETARY OF DEFENSE
101 DEFENSE PENTAGON
WASHINGTON, DC 20301-1010

MAR 25 2003

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS
CHAIRMAN OF THE JOINT CHIEFS OF STAFF
UNDER SECRETARIES OF DEFENSE
ASSISTANT SECRETARIES OF DEFENSE
GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE
INSPECTOR GENERAL OF THE DEPARTMENT OF DEFENSE
DIRECTOR, OPERATIONAL TEST AND EVALUATION
ASSISTANTS TO THE SECRETARY OF DEFENSE
DIRECTOR, ADMINISTRATION AND MANAGEMENT
DIRECTOR, FORCE TRANSFORMATION
DIRECTOR, NET ASSESSMENT
DIRECTOR, PROGRAM ANALYSIS AND EVALUATION
DIRECTORS OF THE DEFENSE AGENCIES
DIRECTORS OF THE DOD FIELD ACTIVITIES

SUBJECT: Implementation Guidance Regarding the Office of the Assistant Secretary of Defense for Homeland
Defense

The Honorable Paul McHale has been appointed as the first Assistant Secretary of Defense for Homeland
Defense (ASD(HD)). His principal duty is the overall supervision of the homeland defense activities of the
Department under the authority, direction and control of the Under Secretary of Defense for Policy (USD(P)) and, as
appropriate, in coordination with the Chairman of the Joint Chiefs of Staff (CJCS). As such, he will averse HD
activities, develop policies, conduct analyses, provide advice, and make recommendations on HD, support to civil
authorities, emergency preparedness and domestic crisis management matters within the Department.

Specifically, the ASD(HD) will assist the Secretary in providing policy direction on HD matters through the
CJCS to United States Northern Command and other Combatant Commands, as applicable, to guide the
development and execution of their plans and activities. To focus the planning and execution of DoD activities and
the use of resources in preventing or responding to crises, the ASD(HD) will serve as the DoD Domestic Crisis
Manager. To address the complexities of the interagency environment, the ASD(HD) will represent the Department
on all HD related matters with designated Lead Federal Agencies, the Executive Office of the President, the
Department of Homeland Security, other Executive Departments and Federal Agencies, and state and local entities,

as appropriate.

Accordingly, the interim DoD Executive Agent for Homeland Security assignment to the Secretary of the Army
(SecArmy), as described in Deputy Secretary of Defense Memorandum, “Homeland Security Executive Agent,”
October 2, 2001, is hereby terminated. To streamline and consolidate our support to civil authorities and related
activities, the DoD Executive Agent assignments for Military Support to Civil Authorities, as described in DoD
Directive 3025.1, and Military Assistance for Civil Disturbances, as described in DoD Directive 3025.12, are also
terminated. The duties and authorities associated with these DoD Executive agent assignments are delegated to the
ASD(HD) effective today. Also effective today, the delegation of authority to oversee the management and
coordination of DoD support to international and national special events, including, without limitation, events
covered under 10 U.S.C. 2564, is transferred from the SecArmy to the ASD(HD).
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Effective no later than May 16, 2003, the following additional transfers and transitions of delegated authority,
personnel, and associated resources, as shown, are directed to focus and align the Department with regard to
homeland defense.

e From the Army to the Office of ASD(HD): transfer the functions and associated resources of the Offices of
the Special Assistant for Military Support -- Civilian (3), Military (2), Total (5).

e  From the Army to the CJCS: transition of the functions and associated resources of the Office of the
Director of Military Support (DOMS) related to support to civilian authorities and special events -- Civilian
(8), Military (12), Total (20). The ASD(HD) will exercise policy oversight of the DOMS on behalf of the
Secretary.

e  From the USD for Personnel and Readiness to the Office of the ASD(HD): the functions and associated
resources related to Military Assistance to Civil Authorities -- Civilian (2), Military (5), Total (7).

e From the ASD for Special Operations and Low Intensity Conflict to the Office of the ASD(HD): the
functions and associated resources related to Territorial Security -- Civilian (7), Military (6), Total (13).

The Director of Administration and Management, in coordination with the USD(P), the USD(Comptroller), the
General Counsel of the Department of Defense, and other cognizant official will take the actions necessary to
implement this direction. The attachment provides additional guidance to implement these and other actions.

/s/Paul Wolfowitz

Attachment:
As stated
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Additional Implementation Guidance Regarding the Office of the
Assistant Secretary of Defense for Homeland Defense (ASD(HD))

1. The ASD(HD), through the Under Secretary of Defense for Policy (USD)(P), shall:

1.1. Prepare transition plans, within 30 days, to effect all directed transfers and transitions as soon as possible,
but no later than May 16, 2003. Coordinate the plans, as appropriate, with the Secretary of the Army, the Chairman
of the Joint Chiefs of Staff (CJCS), the Under Secretary of Defense for Personnel and Readiness, the Under
Secretary of Defense (Comptroller)(USD)(C), the General Counse! of the Department of Defense (GC, DoD), and
the Director of Administration and Management (DA&M).

1.2. Prepare a memorandum for my approval, within 30 days, defining the domestic crisis management
structure within OSD. Coordinate the memorandum with the CJCS, the under Secretaries of Defense, the Assistant
Secretary of Defense for Command, Control, Communications and Intelligence (or successor organizations), the
GC, DoD, and the DA&M.

1.3. Prepare a memorandum for my approval, within 30 days, defining the relationship between the ASD(HD)
and the U.S. Northern Command, and other Combatant Commands as applicable. Coordinate the memorandum
with the CJCS, the GC, DoD and DA&M.

1.4. Update and streamline DoD Directive 2000.15, “Support to Special Events”, DoD Directive 3025.1,
“military Support to Civil Authorities (MSCA)”, DoD Directive 3025.12, “Military Assistance for Civil
Disturbances (MACDIS)”, DoD Directive 3025.15, “Military Assistance to Civil Authorities,” and other related
issuances, to implement this memorandum and any other required changes resulting from the establishment of the
Office of the ASD(HD). Coordinate the directive in accordance with DoD 5025.1-M, “DoD Directive Systems

Procedures.”

2. The DA&M shall:

2.1. Develop and coordinate a chartering DoD Directive for the ASD(HD), within 45 days, for my approval, to
incorporate the appropriate provisions of the memorandum. The DoD Directive shall define the relationship
between the ASD(HD) and the ASD for Special Operations and Low Intensity Conflict regarding the matters of
counterterrorism, antiterrorism, force protection, consequence management and counternarcotics. The DoD
Directive shall also define the relationship between the ASD(HD) and the ASD for International Security Affairs
(ASD(ISA)) regarding matters involving Mexico and the island nations of the Caribbean. And, the DoD Directive
shall define the relationship between ASD(HD) and the ASD(ISA) regarding matters involving Canada and other
NATO nations as they pertain to direct defense of the homeland.

2.2. Once the ASD(HD) chartering DoD Directive is approved, update DoD Directive 5111.1, “Under
Secretary of Defense for Policy (USD(P)),” DoD Directive 5111.10, “Assistant Secretary of Defense for Special
Operations and Low Intensity Conflict (ASD(SO/LIC))” and other chartering DoD Directives, as required, to

implement this memorandum.

2.3. Implement other administrative, financial, personnel, information technology, and support actions
necessary to establish the Office of the ASD(HD).

3. The USD(C), the USD(P), and the Director, Program Analysis and evaluation shall promulgate updated planning,
programmting, and budgeting system (PPBS) guidance documents, beginning with the current PPBS cycle, that
reflect these organizational, functional, and personnel realignments and requirements, and that include separate
guidance for DoD homeland defense matters.
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APPENDIX B

Originator: JOINT STAFF WASHINGTON DC//JTDOMS//

SUBJECT: TRANSFER OF THE ARMY DIRECTOR OF MILITARY SUPPORT TO THE JOINT STAFF

RATUZYUW RUEKIJCS8003 1342206-UUUU--RUEAACS.
ZNR UUUUU

R 141916Z MAY 03

FM JOINT STAFF WASHINGTON DC//JDOMS//

BT
UNCLAS
MSGID/GENADMIN/JIDOMS//
SUBJ/TRANSFER OF THE ARMY DIRECTOR OF MILITARY SUPPORT MISSION TO THE
JOINT STAFF//
REF/A/DOD DIRECTIVE 3025.1/DTD 15 JAN 93/-/NOTAL//
REF/B/DOD DIRECTIVE 3025.1-M/DTD 2 JUN 94/-/NOTAL//
REF/C/DOD DIRECTIVE 3025.15/DTD 18 FEB 97/-/NOTAL//
REF/D/DOD DIRECTIVE 3025.12/DTD 4 FEB 94/-/NOTAL/
REF/E/DEPUTY SECRETARY OF DEFENSE IMPLEMENTATION MEMORANDUM/DTD 25
MAR 03/-/NOTAL//
RUEKIJCS8003 UNCLAS
AMPN/REFS A-C DESIGNATE THE SECRETARY OF THE ARMY AS THE DOD
EXECUTIVE AGENT FOR MILITARY SUPPORT TO CIVIL AUTHORITIES (MSCA) AND
OUTLINE PROCEDURES FOR REQUESTING AND PROVIDING MSCA. REF D
DESIGNATES THE SECRETARY OF THE ARMY AS THE DOD EXECUTIVE AGENT FOR
MILITARY ASSISTANCE FOR CIVIL DISTURBANCES (MACDIS) AND OUTLINE
PROCEDURES FOR REQUESTING AND PROVIDING MACDIS. REF E TRANSFERS THE
EXECUTIVE AGENT AUTHORITY FOR MSCA AND MACDIS FROM THE SECRETARY OF
THE ARMY TO THE ASSISTANT SECRETARY OF DEFENSE FOR HOMELAND DEFENSE
AND DIRECTS THE TRANSFER OF THE FUNCTIONS OF THE DIRECTOR OF MILITARY
SUPPORT (DOMS) FROM THE DEPARTMENT OF THE ARMY TO THE JOINT STAFF.//
RMKS/1. EFFECTIVE 161600Z MAY 03, THE ACTION AGENCY FOR MSCA AND
MACDIS IS TRANSFERRED FROM THE DEPARTMENT OF THE ARMY DIRECTOR OF
MILITARY SUPPORT (DOMS) TO THE JOINT STAFF PER REF E. CURRENT DOMS
FUNCTIONS WILL BE ASSUMED BY A NEW DIVISION, JDOMS, WITHIN THE JOINT
STAFF, J-3 DIRECTORATE.
2. THE TRANSFER OF THE ACTION AGENCY FOR DOMESTIC MILITARY SUPPORT
FOLLOWS THE RECENT TRANSFER OF EXECUTIVE AGENCY FOR MSCA AND MACDIS
FROM THE SECRETARY OF THE ARMY TO THE ASSISTANT SECRETARY OF DEFENSE
FOR HOMELAND DEFENSE.
3. JDOMS IS LOCATED IN THE PENTAGON, WASHINGTON DC, ROOM 1E1008.
4. CONTACT NUMBERS.

A. PHONE: 703-697-9400, DSN 227-9400.

B. FAX: 703-697-3147, DSN 227-3147.

C. AFTER HOURS DUTY PHONE: DDO IN THE NATIONAL MILITARY COMMAND
CENTER, 703-693-8196, DSN 223-8196.
5. NETWORK CONNECTIONS

A. NIPRNET EMAIL: JDOMS@JS.PENTAGON.MIL

B. SIPRNET EMAIL: JIDOMS@JS.PENTAGON.SMIL.MIL
6. THE JOINT STAFF POINT OF CONTACT IS CDR FRANK MORNEAU, J-3, JOD
HLS, TEL: 703-697-9444 OR 9400, DSN 697-9444 OR 9400.//
BT
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APPENDIX C

THE DEPUTY SECRETARY OF DEFENSE
WASHINGTON D.C. 20301-1000

29 JUN 1996

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS
CHAIRMAN OF THE JOINT CHIEFS OF STAFF

UNDER SECRETARIES OF DEFENSE

COMMANDERS-IN-CHIEF OF THE UNIFIED COMBATANT COMMANDS
ASSISTANT SECRETARIES OF DEFENSE

GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE

INSPECTOR GENERAL OF THE DEPARTMENT OF DEFENSE
DIRECTOR OF ADMINISTRATION AND MANAGEMENT

CHIEF, NATIONAL GUARD BUREAU

SUBIJECT: DoD Training Support to U.S. Civilian Law Enforcement Agencies

This directive-type memorandum provides the DoD policy for providing advanced military training to U.S.
civilian law enforcement agencies.

It is DoD policy that no advanced military training will be provided to U.S. civilian law enforcement agency
(CLEA) personnel, except as noted below. “Advanced military training,” in the context of this policy, is defined as
high intensity training which focuses on the tactics, techniques, and procedures (TTPs) required to apprehend, arrest,
detain, search for, or seize a criminal suspect when the potential for a violent confrontation exists. “Advanced
military training” includes advanced marksmanship (including sniper training), military operations in urban terrain
(MOUT), advanced MOUT, close quarters battle/close quarters combat (CQB/CQC), and similar specialized
training. It does not include basic military skills such as basic marksmanship, patrolling, mission planning, medical,

and survival skills.

As a single general exception to this policy, the U.S. Army Military Police School is authorized to continue
training CLEA personnel in the Counterdrug Special Reaction Team Course, the Counterdrug Tactical Police
Operations Course, and the Counterdrug Marksman/Observer Course. Additionally, on an exceptional basis, the
Commander-in-Chief, U.S. Special Operations Command (USCINCSOC) may approve such training by special
operations forces. In such cases, USCINCSOC will inform the Executive Secretary to the Secretary of Defense of
the training support provided. Similarly, the U.S. Army MP School will continue to report training performed in
accordance with existing procedures.

Those portions of applicable DoD directives and instructions relating only to the procedures for coordination

and approval of CLEA requests for DoD support are not affected by this memorandum. Those portions of such
directives that address the substance of training that may be provided to CLEAs will be revised to reflect this change

in policy within 90 days.
The Under Secretary of Defense for Policy will notify civilian law enforcement agencies through appropriate
means of this change in policy

/s/ JOHN P. WHITE
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APPENDIX D
NATIONAL DEFENSE AUTHORIZATION ACT FOR FY2002
107 P.L. 107; 115 Stat. 1012; 2001 Enacted S. 1438; 107 Enacted S. 1438

Sec. 1021. EXTENSION AND RESTATEMENT OF AUTHORITY TO PROVIDE DEPARTMENT OF
DEFENSE SUPPORT FOR COUNTER-DRUG ACTIVITIES OF OTHER GOVERNMENTAL AGENCIES.

Section 1004 of the National Defense Authorization Act for Fiscal Year 1991 (Public Law 101-510; 10 U.S.C.
374 note) is amended to read as follows:

Sec. 1004. ADDITIONAL SUPPORT FOR COUNTER-DRUG ACTIVITIES.

(a) Support to Other Agencies.--During fiscal years 2002 through 2006, the Secretary of Defense may provide
support for the counter-drug activities of any other department or agency of the Federal Government or of any State,
local, or foreign law enforcement agency for any of the purposes set forth in subsection (b) if such support is

requested—

(1) by the official who has responsibility for the counter-drug activities of the department or agency of the
Federal Government, in the case of support for other departments or agencies of the Federal Government;

(2) by the appropriate official of a State or local government, in the case of support for State or local law
enforcement agencies; or

(3) by an appropriate official of a department or agency of the Federal Government that has counter-drug
responsibilities, in the case of support for foreign law enforcement agencies.

(b) Types of Support.--The purposes for which the Secretary of Defense may provide support under subsection (a)
are the following:

(1) The maintenance and repair of equipment that has been made available to any department or agency of the
Federal Government or to any State or local government by the Department of Defense for the purposes of—

(A) preserving the potential future utility of such equipment for the Department of Defense; and

(B) upgrading such equipment to ensure compatibility of that equipment with other equipment used by the
Department of Defense.

(2) The maintenance, repair, or upgrading of equipment (including computer software), other than equipment
referred to in paragraph (1) for the purpose of—

(A) ensuring that the equipment being maintained or repaired is compatible with equipment used by the
Department of Defense; and

(B) upgrading such equipment to ensure the compatibility of that equipment with equipment used by the
Department of Defense.

(3) The transportation of personnel of the United States and foreign countries (including per diem expenses
associated with such transportation), and the transportation of supplies and equipment, for the purpose of facilitating
counter-drug activities within or outside the United States.

(4) The establishment (including an unspecified minor military construction project) and operation of bases of
operations or training facilities for the purpose of facilitating counter-drug activities of the Department of Defense or
any Federal, State, or local law enforcement agency within or outside the United States or counter-drug activities of
a foreign law enforcement agency outside the United States.

(5) Counter-drug related training of law enforcement personnel of the Federal Government, of State and local
governments, and of foreign countries, including associated support expenses for trainees and the provision of
materials necessary to carry out such training.
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(6) The detection, monitoring, and communication of the movement of—
(A) air and sea traffic within 25 miles of and outside the geographic boundaries of the United States; and

(B) surface traffic outside the geographic boundary of the United States and within the United States not to
exceed 25 miles of the boundary if the initial detection occurred outside of the boundary.

(7) Construction of roads and fences and installation of lighting to block drug smuggling corridors across
international boundaries of the United States.

(8) Establishment of command, control, communications, and computer networks for improved integration of
law enforcement, active military, and National Guard activities.

(9) The provision of linguist and intelligence analysis services.
(10) Aerial and ground reconnaissance.

(c) Limitation on Counter-Drug Requirements.--The Secretary of Defense may not limit the requirements for which
support may be provided under subsection (a) only to critical, emergent, or unanticipated requirements.

(d) Contract Authority.--In carrying out subsection (a), the Secretary of Defense may acquire services or equipment
by contract for support provided under that subsection if the Department of Defense would normally acquire such
services or equipment by contract for the purpose of conducting a similar activity for the Department of Defense.

(e) Limited Waiver of Prohibition.--Notwithstanding section 376 of title 10, United States Code, the Secretary of
Defense may provide support pursuant to subsection (a) in any case in which the Secretary determines that the
provision of such support would adversely affect the military preparedness of the United States in the short term if
the Secretary determines that the importance of providing such support outweighs such short-term adverse effect.

(f) Conduct of Training or Operation To Aid Civilian Agencies.--In providing support pursuant to subsection (a), the
Secretary of Defense may plan and execute otherwise valid military training or operations (including training
exercises undertaken pursuant to section 1206(a) of the National Defense Authorization Act for Fiscal Years 1990
and 1991 (Public Law 101-189; 103 Stat. 1564)) for the purpose of aiding civilian law enforcement agencies.

(g) Relationship to Other Laws. —

(1) The authority provided in this section for the support of counter-drug activities by the Department of
Defense is in addition to, and except as provided in paragraph (2), not subject to the requirements of chapter 18 of
title 10, United States Code.

(2) Support under this section shall be subject to the provisions of section 375 and, except as provided in
subsection (), section 376 of title 10, United States Code.

(h) Congressional Notification of Facilities Projects. —

(1) When a decision is made to carry out a military construction project described in paragraph (2), the
Secretary of Defense shall submit to the congressional defense committees written notice of the decision, including
the justification for the project and the estimated cost of the project. The project may be commenced only after the
end of the 21-day period beginning on the date on which the written notice is received by Congress.

(2) Paragraph (1) applies to an unspecified minor military construction project that—

(A) is intended for the modification or repair of a Department of Defense facility for the purpose set forth
in subsection (b)(4); and
(B) has an estimated cost of more than $ 500,000.

Chapter 13 222
Domestic Operations



APPENDIX E

DEPUTY SECRETARY OF DEFENSE

1010 DEFENSE PENTAGON

WASHINGTON. DC 20301-1010
AR 28 205

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS
CHAIRMAN OF THE JOINT CHIEFS OF STAFF
UNDER SECRETARIES OF DEFENSE
COMMANDERS OF THE COMBATANT COMMANDS
GENERAL COUNSEL OF THE DEPARTMENT OF

DEFENSE

DIRECTOR, ADMINISTRATION AND MANAGEMENT
DIRECTORS OF THE DEFENSE AGENCIES
DIRECTORS OF THE DOD FIELD ACTIVITIES

SUBJECT: Reporting “Immediate Response” Requests from Civil Authorities

Military commanders and responsible officials of DoD components and agencies are
authorized, when time does not permit prior approval from higher headquarters and subject to
supplemental direction, to take immediate actions in response to requests from domestic civil
authorities in order to save lives, prevent human suffering, or mitigate great property damage.
Such actions are referred to as “immediate response.”

Recently, the Secretary of Defense, Chairman of the Joint Chiefs of Staff and the
combatant commanders have not received timely notice of immediate response activities
undertaken in accordance with DoD directives. Accordingly, the notification policy contained
in this memorandum is effective immediately.

As soon as practical, the military commander, or responsible official of a DoD
component or agency rendering such assistance, shall report the request, the nature of the
response, and any other pertinent information through the chain of command to the National
Military Command Center (NMCC). Each level in the chain of command will make
expeditious notification to the next higher authority. Notification should reach the NMCC
within a few hours of the decision to provide immediate response. The NMCC will notify the
Joint Staff through the Deputy Director for Operations and the Secretary of Defense, Deputy
Secretary of Defense, Assistant Secretary of Defense (Homeland Defense) and Executive
Secretary through OSD Cables.

This interim policy clarifies the notification guidance contained in DoD Directives
3025.1, “Military Support to Civil Authorities (MSCA),” January 15, 1993 and 3025.15,
“Military Assistance to Civil Authorities,” February 18, 1997. This interim policy guidance
will remain in effect until its incorporation into appropriate directives by the Assistant

Secretary of Defense (Homeland Defense).

G
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CHAPTER 14

RESERVE COMPONENT SOLDIERS AND OPERATIONS

I. TYPES OF OPERATIONALLY DEPLOYED RESERVE COMPONENT SOLDIERS

A. Overview. The Army’s Reserve Components (RC) consist of the U.S. Army Reserve (USAR) and the
Army National Guard of the United States (ARNGUS).! USAR units are combat service or combat service support
type units, whereas ARNGUS units are typically combat or combat support type units.

B. USAR. The USAR consists of Soldiers assigned to units, and various individual Soldiers not assigned to
units. Typically, USAR units and Soldiers serve under the U.S. Army Reserve Command (USARC), a part of U.S.
Army Forces Command (FORSCOM). Most of the individuals who are not assigned to units belong to a manpower
pool known as the Individual Ready Reserve (IRR).

C. ARNGUS. The ARNGUS is the RC consisting of federally recognized units and organizations of the Army
National Guard (ARNG) and members of the ARNG who are also Reserves of the Army.> Members of the
ARNGUS/ARNG serve in a “dual status” in that they may serve as members of the ARNGUS under the command
of the President, or as members of their individual state’s ARNG under the command of their governor.*

1. Federal (ARNGUS) Status. Soldiers serve in their ARNGUS (RC) status when in federal (Title 10, U.S.
Code) status. In this federal status, ARNGUS Soldiers are commanded and controlled by a federal chain of
command, are subject to the UCMYJ, and are typically subject to Army regulations applying to the active component.
Judge Advocates (JA) should look to the “applicability” paragraph of a regulation in determining whether the
regulation applies to Soldiers serving in an ARNGUS status. By regulation, National Guard Soldiers serving outside
the United States must serve in their ARNGUS, Title 10 status.®

2. State (ARNG) status. Unless ordered into service in a federal ARNGUS status, ARNG Soldiers serve
under a state chain of command, with the governor as commander-in-chief. Soldiers serving in this ARNG status
can generally serve in either a Title 32, U.S. Code, status or State Active Duty (SAD) status. The distinction
between state and federal status often assumes critical legal importance. The UCMJ does not apply to Soldiers on
duty in either a Title 32 or SAD status.® Instead, state law provides for military justice.” The Federal Posse
Comitatus Act® does not apply to National Guard Soldiers in a Title 32 or SAD status. Thus, they may legally
participate in law enforcement activities if authorized by State law.

! See 10 U.S.C. § 3062(c)(1)(2000). The other RCs are the Air National Guard of the United States, the Air Force Reserve, the Navy Reserve,
the Marine Corps Reserve and the Coast Guard Reserve. Id. § 10101.

2 Like the Selected Reserve, the IRR is a part of the broader Ready Reserve. See 10 U.S.C. § 10144. Although individuals who belong to the
IRR “are available for mobilization in time of war or national emergency,” they should not be confused with those who serve as drilling
individual mobilization augmentees (DIMAs). As a technical matter, DIMAs belong to the Selected Reserve. AR 140-10, supra note 3, at para.
2-4a(2). See also U.S. DEP’T OF ARMY, REG. 140-145, ARMY RESERVE: INDIVIDUAL MOBILIZATION AUGMENTATION (IMA) PROGRAM (23

Nov. 1994).
10 U.S.C. § 10105 (2000).

4 See Licutenant Colonel Steven B. Rich, The National Guard, Drug Interdiction and Counterdrug Activities, and Posse Comitatus: The
Meaning and Implications of “In Federal Service,” ARMY LAW., June 1994 at 35, 35-40 (detailed discussion of the various types of status for
National Guardsmen).

% U.S. DEP’T OF ARMY, REG. 350-9, OVERSEAS DEPLOYMENT TRAINING, para. 4-2a (8 Nov. 2004). See also U.S. DEP'T OF ARMY, NATIONAL
GUARD REG. (AR) 350-1, NATIONAL GUARD TRAINING table 1-1 (3 June 1991) (“All overseas deployment training (ODT) is Title 10.”).

¢ The UCMY is specific on this point indicating that it is applicable to “members of the Army National Guard of the United States or the Air
National Guard of the United States only when in Federal service.” UCM]J, art. 2(a)(3) (2008). See also U.S. DEP’T OF ARMY, REG. 135-200,
ACTIVE DUTY FOR MISSIONS, PROJECTS, AND TRAINING FOR RESERVE COMPONENT SOLDIERS para. 1-11g(9) (30 June 1999); U.S. DEP’T OF
ARMY, REG. 27-10, MILITARY JUSTICE para. 21-2b (16 Nov. 2005).

7 See, e.g., COLO. REV. STAT. §§ 28-3.1-101 to -607 (2005); CONN. GEN. STAT. §§ 27-145 to -274 (LEXIS 2006); Miss. Code Ann. § 33-13-1 to -
627 (2006); TEX. GOV'T CODE §§ 432.001 to 432.048 (LEXIS 2005).

® 18 U.S.C. § 1385 (2000).
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a. Title 32 status. Often considered a hybrid status, Title 32 status is federally funded; however, state
authorities maintain command and control of its ARNG soldiers serving in Title 32 status. ARNG soldiers serving
in Title 32 status are regulated by various, but not all, Army regulations. Judge Advocates should look to the
“applicability” paragraph of the regulation in determining whether the regulation applies to Soldiers serving in an
ARNG status.

(1) Training status. ARNG soldiers serving in a Title 32 are generally, and historically, in a
“training” status. ARNG soldiers typically attend drill periods and annual training in this “training” status as they
train for their federal mission if federalized in their ARNGUS status.®

(2) Operational status. Limited and specific statutory authorities also exist for ARNG personnel
to conduct operational missions in a Title 32 status. Examples include Drug Interdiction and Counterdrug (CD)
Missions,'* Weapons of Mass Destruction Civil Support Teams (WMD CSTs)," Homeland Defense Activities,” and
recent authority to support operations or missions undertaken by the member’s unit at the request of the President or
Secretary of Defense.”

b. State Active Duty (SAD) Status. National Guard Soldiers serving in their home state (or other state
pursuant to the Emergency Management Assistance Compact (EMAC))" in such roles as disaster relief or control of
civil disturbances typically serve in a SAD status.” Service in this status is completely governed by State law and
regulations, is state funded and commanded and controlled by state authorities. In this status, ARNG members serve
in a pure “militia” status,

II. STATUTORY AUTHORITY TO ORDER THE USAR AND ARNGUS TO ACTIVE DUTY TO TRAIN
OR PERFORM OPERATIONS

A. Reserve and National Guard Soldiers and units may be ordered to perform annual training under statutory
authority, and may be mobilized to participate in operations under several different statutory authorities.'s The list
below summarizes some of the more important ones.

1. Annual Training. Members of the USAR serve fourteen days of annual, active duty training and forty-
eight periods of inactive duty training (IDT), which consists of twenty-four days of IDT per year.”” Members of the
National Guard, however, perform fifteen days of annual training and forty-eight periods of IDT per year, typically
in a Title 32 status.”® If training is conducted OCONUS, ARNG members serve in their ARNGUS, Title 10 status. *

2. 15 Days Without Consent. Service secretaries may bring members of the RC to active duty for not
more than fifteen days per year without the member’s consent.? This type of secretarial authority is useful for
training and processing in advance or anticipation of a longer mobilization period. It is distinct from those
authorities that require performance of duty during weekend drills and a two week period of annual training.?

% 32 US.C. § 502(a)(2000).

1 32 US.C. § 112 (2000).

1 10 U.S.C. § 12310(c) (LEXIS 2007).

12 32 US.C. § 901, et seg. (LEXIS 2007).

13 32 US.C. § S02(H)(2)(A) (LEXIS 2007).

¥ See Emergency Management Assistance Compact, Pub. L. No. 104-321, 110 Stat, 3877 (1996)

¥ See, e.g., N.Y. MIL. LAW § 6 (LEXIS 2005); GA. CODE ANN. § 38-2-6 (LEXIS 2005); W. VA. CODE § 15-1D-1 (LEXIS 2006).

18 For an alternative discussion of the mobilization continuum, see U.S. FORCES COMMAND, REG. 500-3-1, FORSCOM MOBILIZATION AND
DEPLOYMENT PLANNING SYSTEM (FORMDEPS): VOLUME I, FORSCOM MOBILIZATION PLAN, para. 3 (15 Apr. 1998).

17 10 U.S.C. § 10147 (2006) (USAR drill and annual training provision).

'8 32 U.S.C. § 502(a)(2000).

1% 1).S. DEP'T OF ARMY, REG. 350-9, OVERSEAS DEPLOYMENT TRAINING para. 4-2a (8 Nov. 2004); see also U.S. DEP’T OF ARMY, NATIONAL
GUARD REG. (AR) 350-1, NATIONAL GUARD TRAINING table 1-1 (3 Jun. 1991) (“All overseas deployment training (ODT) is Title 10.”).

% 10 US.C. § 12301 (b)(LEXIS 2006). Members of the National Guard can only be brought to active duty under this authority with the consent
of their governor. Jd.

.
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3. With Consent. RC members may be ordered to active duty at any time with their consent. There is no
limit to the duration of this duty aside from normal mandatory retirement dates and the expiration of enlistment
contracts. Other than budgetary constraints, there is no cap on the number of reservists who may be on active duty.”

4. Selective Mobilization. This authority exists for peacetime domestic mobilization to suppress
insurrection, enforce Federal authority, or prevent interference with state or Federal law.?

5. Presidential Reserve Call-Up (PRC). Up to 200,000 reservists from the Selected Reserve and IRR
may be involuntarily called to active duty for up to 365 days, for purposes related to external threats to U.S.
security. Soldiers may not be retained under this authority for more than 365 days, including time spent on active
duty prior to and after deployment. The statute allows for the activation of units or individual Soldiers not assigned
to a unit. Sometimes, special units (referred to as “derivative UICs”) may be created to mobilize individual or
groups of unit members without mobilizing entire units. These derivative units can be comprised of particular skill
sets needed in theater.

6. Partial Mobilization. Upon presidential proclamation of a national emergency, up to one million
Reserve Soldiers may be involuntarily called to duty for not more than twenty-four consecutive months.”

7. Full Mobilization. Under public law or Congressional resolution, all reservists may be involuntarily
ordered to active duty for the duration of the war or emergency, plus six months.*

B. Determining when a Soldier’s active duty service terminates can be critically important. Some types of duty
end by operation of law. For example, no authority exists to extend a 365-day PRC. Therefore, the command must
either complete actions pertaining to such a Soldier or initiate the Soldier’s continuation under other authority.
Similarly, a unit present on a 15-day annual training tour cannot be retained involuntarily, even if its continued
presence is essential to the success of a mission.

C. Continuation of duty beyond the limits of the authorization to active duty is one matter. It is another for a
Soldier to be continued on active duty pursuant to some other authorization. Servicemembers ordered to active duty
under a PRC, for instance, may be ordered to perform a consecutive period of active duty pursuant to a partial
mobilization. Similarly, those ordered to duty under a partial mobilization may be ordered to a further twenty-four
consecutive month period of active duty. Individuals may also volunteer to extend their activation.” This latter
option not only works to extend the period, but can also work to avoid the strength limitations in the event the
mobilization calls for more personnel than authorized.

INI. ADVERSE ACTIONS AGAINST DEPLOYED RC SOLDIERS

A. Overview. Mobilized RC Soldiers in Federal service have rights and obligations comparable to Active
Army Soldiers. However, the JA advising commanders of these Soldiers and units must take care to avoid some
RC-specific problem areas.

B. Authority to take UCMJ action. Two points loom large when assessing the implications of UCMYJ action
against RC Soldiers. They are (1) jurisdiction over the RC Soldier at the time of the offense and (2) jurisdiction
over the RC Soldier at the time of the UCMJ action.

2 10 U.S.C. § 12301(d). National Guard Soldiers activated under this authority come to active duty with their governor’s consent. Those who
have volunteered to serve through the active guard reserve (AGR) program with the USAR are on active duty pursuant to this authority.
Congress does establish an upper limit on the number of AGR Soldiers who may be on duty at any time. See, e.g., Department of Defense
Authorization Act, 2006, Pub. L. No. 109-163, § 412, 119 Stat. 3136 (2006). See also, U.S. DEP’T OF ARMY, REG. 135-18, THE ACTIVE GUARD

RESERVE (AGR) PROGRAM (1 Nov. 2004).

B See 10 U.S.C. §§ 331-333.

2 10 U.S.C. § 12304, as amended (LEXIS 2007). No more than 30,000 may come from the IRR. Id.
% 10 U.S.C. § 12302(a)(2000).

% Hd. § 12301(a).

2 Id.atpara. 4.1.1. See also 10 U.S.C. § 12301(d).
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1. Status at the time of the offense. In order to be subject to UCMI liability, a Soldier has to be in a
Federal® duty status at the time of commission of the offense. Proving this can sometimes present problems. For
example, consider the case where a Soldier submits a urine sample shortly after beginning a tour of active duty. It
may show ingestion of an illegal drug, but the command will need to prove that the Soldier was in an active duty
status at the time of drug ingestion.”

2. Status at the time of the action. In order to take UCM]J action against a RC Soldier, the Soldier must
be in an active duty status. This makes it critically important that the command know when the Soldier’s active
duty concludes. An RC Soldier may be retained on active duty for court-martial if action with a view toward court-
martial is taken prior to the normal end of the Soldier’s period of active duty. An Active Army General Court-
Martial Convening Authority (GCMCA) can also order an RC Soldier back to active duty for court-martial or
Article 15 punishment under this authority.” '

3. Assignment or attachment. In addition to determining duty status, these situations also call for a
careful review of the RC Soldier’s orders. If a Soldier is assigned to a command, there should be no problem.
However, if the orders specify that a Soldier is attached to a command, counsel must ensure that the terms of the
attachment vest UCM]J jurisdiction in the command. If they do not, the attachment command may contact the
assigning command to request any necessary amendments.

4. Witness. The authority to retain or call back a Soldier to active duty for court-martial does not apply to
witnesses. In cases where RC Soldiers will be needed as witnesses after their release from active duty, the command
may contact the Reserve Soldier’s chain of command to secure the witness® presence under other authority.

5. State jurisdiction over UCMJ violations. Many State Codes of Military Justice lose jurisdiction over
its National Guard Soldiers when serving in or mobilized into Title 10 (ARNGUS) status. Consequently, when the
Soldier is demobilized and returns to his ARNG status, the State is unable to prosecute the Soldier under its State
Code of Military Justice for crimes committed when in Title 10 status. If the Federal authorities wish the Court-
Martial the soldier, he must be recalled to active duty. Otherwise, the State is likely only authorized to pursue
administrative action against the Soldier.

C. Administrative Actions. Administrative actions against a deployed RC Soldier pose fewer jurisdictional
issues than UCMI actions, but must still be approached carefully.

1. Unlike UCMYJ jurisdictional requirements, a Soldier need not be in a duty status when committing
misconduct subject to administrative action. However, the command must have authority to take the action. Here
again, the RC Soldier’s orders require careful examination. Assigned RC Soldiers generally fall under the
command’s administrative authority like any other Soldier, but attachment orders may reserve authority for
administrative actions to the Soldier’s reserve chain of command.

2. Generally, Active Army regulations will apply to mobilized RC Soldiers. For example, an
administrative separation action against a mobilized Soldier would proceed under AR 635-200% rather than AR 135-
178 Practical considerations are also a factor. It is imperative fo check the applicable regulation carefully and
determine its impact when a RC Soldier is involved. Often, the duration of a Soldier’s remaining active duty may be
important. For example, what if a Soldier has only a week of active duty left? The Active Army command may
lack sufficient time to complete a separation. Because a court-martial is not contemplated, there is no authority to
extend the Soldier on active duty. The better alternative may be to ensure the documentation is forwarded to the

2 The UCM] is inapplicable to members of the National Guard serving in State Active Duty status or Title 32 status. UCMYJ, art. 2(a)(3) (2008).
See also U.S. DEP'T OF ARMY, REG. 135-200, ACTIVE DUTY FOR MISSIONS, PROJECTS, AND TRAINING FOR RESERVE COMPONENT SOLDIERS,
para. 1-11g(9) (30 June 1999); U.S. DEP’T OF ARMY, REG. 27-10, MILITARY JUSTICE para. 21-2b (16 Nov. 2005).

® See, e.g., United States v. Chodara, 29 M.J. 943 (ACMR, 1990).

* See generally, U.S. DEP'T OF ARMY, REG. 27-10, MILITARY JUSTICE chapter 21 (16 Nov. 2005).

3 See, e.g., W. Va. Code § 15-1-3 (2006) (“This [code] applies to all members of the state military forces who are not in federal service.”)
32 .S DEP'T OF ARMY, REG. 635-200, ACTIVE DUTY ENLISTED ADMINISTRATIVE SEPARATIONS (6 Jun. 2005).

% U.S. DEP’T OF ARMY, REG. 135-178, ENLISTED ADMINISTRATIVE SEPARATIONS (29 Jul. 2005).
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Soldier’s RC chain of command for appropriate action. With other actions, the Active Army chain of command
processes the action to completion even after the RC Soldier departs.*

IV. JUDGE ADVOCATES IN THE RESERVE COMPONENTS*

A. This chapter has outlined some key terminology relevant to the RC. It has also discussed some of the
important authorities for and issues related to the mobilization of RC Soldiers. Assistance with those matters and
the fuller spectrum of RC legal issues is available from JAs who serve in the RC.

B. JAs are “embedded” as command JAs in some brigades and other brigade-level units in the USAR and
ARNG. Legal Service Organizations (LSO) and Mobilization Support Organizations (MSO) are USAR units,
comprised solely of JAs and paralegal specialists. Within the USAR, JAs also serve in garrison support units,
division headquarters, at certain higher echelon commands, such as a theater support command or a theater
signal command, and at the regional readiness command headquarters. They are also found at the fifty-four
state and territorial Joint Force Headquarters and at divisions in the National Guard.

™ See, e.g., U.S. DEP’T OF ARMY, REG. 600-37, UNFAVORABLE INFORMATION para. 3-4d (19 Dec. 1986) (providing for the completion of the
memorandum of reprimand process following the departure of a Soldier from the command).

* For a further discussion of the roles of ARNG/ARNGUS and USAR JAs and their organizations, see U.S DEP'T OF ARMY, FIELD MANUAL 27-
100, LEGAL SUPPORT TO OPERATIONS para. 2.1.5 and para. 2.1.6 (1 Mar. 2000). See also U.S. DEP’T OF ARMY, REG. 27-1, JUDGE ADVOCATE
LEGAL SERVICES chp. 11 (30 Sep. 1996).
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CHAPTER 15

EMERGENCY ESSENTIAL CIVILIANS SUPPORTING MILITARY OPERATIONS

REFERENCES

1. Ciriteria for Designating Emergency Essential Employees, 10 U.S.C. § 1580.

2. Anthrax Notification Requirements, 10 U.S.C. § 1580a.

3. U.S. DEP’T OF DEFENSE, DIR. 1404.10, EMERGENCY-ESSENTIAL (E-E) DOD U.S. CITIZEN CIVILIAN
EMPLOYEES (dated 10 Apr. 1992, certified current as of 1 December 2003).

4. U.S. DEP’T OF DEFENSE, DIR. 1400.31, DOD CIVILIAN WORK FORCE CONTINGENCY AND
EMERGENCY PLANNING AND EXECUTION (28 Apr. 1995).

5. U.S. DEP’T OF DEFENSE INSTR. 1400.32, DOD CIVILIAN WORK FORCE CONTINGENCY AND
EMERGENCY PLANNING GUIDELINES AND PROCEDURES (24 Apr. 1995).

6. U.S. DEP’T OF DEFENSE, INSTR. 1000.13, IDENTIFICATION CARDS FOR MEMBERS OF THE
UNIFORMED SERVICES, THEIR DEPENDENTS, AND OTHER ELIGIBLE INDIVIDUALS (5 Dec. 1997).

7. U.S. DEP’T OF DEFENSE, INSTR. 5525.11, CRIMINAL JURISDICTION OVER CIVILIANS EMPLOYED BY
OR ACCOMPANYING THE ARMED FORCES OUTSIDE THE UNITED STATES, CERTAIN SERVICE MEMBERS,
AND FORMER SERVICE MEMBERS (3 Mar. 2005).

8. U.S. U.S. DEP’T OF ARMY, REG. 690-11, USE AND MANAGEMENT OF CIVILIAN PERSONNEL IN
SUPPORT OF MILITARY CONTINGENCY OPERATIONS (26 May 2004).

9. U.S. DEP’T OF AIR FORCE, INSTR. 36-3026(I) (AR 600-8-14), IDENTIFICATION CARDS FOR MEMBERS
OF THE UNIFORMED SERVICES, THEIR ELIGIBLE FAMILY MEMBERS, AND OTHER ELIGIBLE PERSONNEL
(20 Dec. 2002) (Joint Instruction Adopted by Order of the Secretaries of the Air Force, Army, Navy,
Marine Corps and Coast Guard).

10. U.S. DEP’T OF ARMY, PAM. 690-47, DA CIVILIAN EMPLOYEE DEPLOYMENT GUIDE (1 Nov. 1995).
11. Civilian Personnel Management Guide for Management Officials During Contingencies and
Emergencies (March 2003), available at http://www.cpms.osd.mil/civ_prep/ManagementGuide.pdf.
12. Army Civilian Personnel Online (CPOL) “Civilian Deployment/Mobilization” guidance, available
at htip://cpol.army.mil/library/mobil/civ-mobil. html.

13. Department of State Office of Allowances (Foreign Post Differential and Danger Pay Allowance),
available at hittp://www.state.gov/m/a/als.

14. Limitation on Premium Pay, 5 U.S.C. § 5547 (2000).

15. Federal Employees’ Compensation Act (FECA), 5 U.S.C. § 8101 (2000).

16. Hours of Duty, 5 C.F.R. § 610.

17. Military Extraterritorial Jurisdiction Act (MEJA) of 2000, 18 U.S.C. §3261 (See also Chapter 7 of
this Handbook).

L. INTRODUCTION

A. Throughout our history, civilians have accompanied the force during operations. Recent operations
highlight civilian employees’ importance to the military mission. Civilian employees perform a number of jobs
formerly held by Soldiers, in areas as diverse as recreation specialists and intelligence analysts. Civilian employees’
importance is reflected in the following Department of Defense (DoD) Directive:

The DoD civilian workforce shall be prepared to respond rapidly, efficiently, and
effectively to meet mission requirements for all contingencies and emergencies.™

B. An understanding of the process for designating, training, and directing the efforts of emergency-essential
(EE) civilians while deployed is essential for Judge Advocates (JA) advising commanders.

! DEP’T OF DEFENSE DIR. 1400.31, DOD CIVILIAN WORK FORCE CONTINGENCY AND EMERGENCY PLANNING AND EXECUTION para. 4 (28 Apr.
1995)
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II. DESIGNATING EMERGENCY-ESSENTIAL POSITIONS

A. An EE employee is one in a position that is located overseas or that would be transferred overseas during a
crisis situation, or that requires the employee to deploy or to perform temporary duty assignments overseas during a
crisis in support of a military operation. EE civilians are not contractor employees. EE civilian positions must be
limited to those required to ensure the success of combat operations or to support combat-essential systems
subsequent to mobilization, an evacuation order, or some other type of military crisis. EE positions cannot be
converted to military positions because they require uninterrupted performance to provide immediate and continuing
support for combat operations and/or support maintenance and repair of combat-essential systems. EE designations
should be regularly reviewed and updated as part of each installation’s operations plan. Management officials have
the authority to designate additional positions as EE during a contingency or emergency, when such positions are
deemed critical to accomplishment of the military mission.

B. The specific crisis situation duties, responsibilities, and physical requirements of each EE position must be
identified and documented to ensure that EE employees know what is expected. Documentation can include
annotation of EE duties in the existing peacetime position descriptions, a brief statement of crisis situation duties
attached to position descriptions if materially different than peacetime duties, or separate EE position descriptions.

C. Employees assigned to pre-identified EE positions must sign a Department of Defense (DD) Form 2365,
“DoDD Civilian Employee Overseas Emergency-Essential Position Agreement” as a condition of employment. The
agreement specifies that the employee must continue to perform the duties and requirements of the EE position in
the event of a crisis situation or war. It further documents that incumbents of EE positions accept certain conditions
of employment arising out of crisis situations wherein EE employees shall be sent on temporary duty, relocate to
duty stations in overseas areas, or continue to work in overseas areas afier the evacuation of other U.S. citizen
employees who are not EE. If a person with military recall status (e.g., Ready Reserve, Standby Reserve, or other
military recall status) is selected for an EE position, his or her non-availability for military mobilization will be
reported promptly to the appropriate military personnel center so that he or she may be removed from military recall
status. Any employee selected for an EE position who cannot be exempted from recall to active duty will not be
appointed to an EE position.

D. Employees in positions located overseas that are identified as EE after the outbreak of a military crisis will
be asked to execute an EE agreement (DD Form 2365). If the employee declines, the employee will continue to
perform the functions of the position if no other qualified employee or military member is reasonably available. The
employee will be entitled to the benefits and protections of an EE employee, but will be reassigned out of the
position and assigned to a non-EE position as soon as reasonably practicable under the circumstances.

E. An employee in the U.S. who occupies a position that is identified as EE after a crisis develops or
contingency mission begins will be asked to execute the DD Form 2365 and participate in contingency operations
during the crisis. If the incumbent declines to sign the agreement or perform in the newly-designated EE position,
the employing activity will seek another employee to volunteer to fill the position. If a volunteer is available, the
incumbent will be detailed or transferred to a non-EE position, if one is available, at the same grade for which he or
she is qualified. If a volunteer is not found, and the incumbent declines to sign the agreement but possesses the
skills and expertise that, in management’s view, renders it necessary that he or she perform in the EE position
without an EE agreement, the employee may be involuntarily assigned the EE duties at the location where needed,
and directed to perform the duties at that location on a temporary basis.

F. The EE position designation is included in the position description of each EE-identified position. Example:

This position is emergency-essential. In the event of a crisis situation, the incumbent, or
designated alternate, must continue to perform the EE duties until relieved by proper
authority. The incumbent, or designated alternate, may be required to take part in
readiness exercises. This position cannot be vacated during a national emergency or
mobilization without seriously impairing the capability of the organization to function
effectively; therefore, the position is designated “key,” which requires the incumbent, or
designated alternate, to be screened from military recall status.

G. The FY 2001 National Defense Authorization Act amended Title 10, U.S. Code, to require that EE civilians
be notified of anthrax immunijzation requirements. The most recent guidance on the Anthrax Vaccine Immunization
Program can be found at http://www.anthrax.mil. The notification requirement applies to both current and new EE
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employees. The notice must be written, and the employee must sign to acknowledge receipt. File a copy of the
notice and acknowledgement with the signed DD Form 2365. A sample notice follows:

This is to notify you that your position has been designated as emergency essential. You
may be required, as a condition of employment, to take the series of anthrax vaccine
immunizations, to include annual boosters. This may also include other immunizations
that may in the future be required for this position, or for a position you may fill as an
emergency-essential alternate. Failure to take the immunizations may lead to your
removal from this position or separation from Federal service. [Acknowledgement: This
is to acknowledge that I have read and fully understand the potential impact of the above
statement. (employee signature and date)).

H. Notice of the anthrax vaccine requirements must also be included in all vacancy announcements for EE
positions. The notice may mirror that provided above.

I. Personnel selected for, or occupying, EE and alternate positions will meet the medical fitness and physical
requirements of the job, as determined by the combatant or major command commander. Any special medical
fitness requirements must be job-related and/or theater-specific.

1. DEPLOYMENT PREPARATIONS

A. Identification. Issue Geneva Convention Identity Cards to EE employees, or employees occupying
positions determined to be EE. Emergency essential employees shall also be issued passports, visas, country
clearances, and any required security clearances.

B. Documentation. Civilian employees must fill out DD Form 93, “Record of Emergency Data.”
Components will establish procedures for storing and accessing civilian DD Forms 93. Civilian casualty
notification and assistance should be the same as, or parallel to, that provided to military personnel.

C. Clothing and Equipment Issue. All deploying Department of the Army (DA) civilians are expected to
wear the appropriate military uniform, as determined and directed by the theater commander. Department of the
Army Pamphlet 690-47 and AR 670-1 contain more details on the issuance and wear of military uniforms and
equipment. Maintenance and accountability of military uniforms and equipment is the employee’s responsibility.
Personal clothing and care items are also the responsibility of the individual. Civilian employees should bring work
clothing required by their particular job.

D. Training Requirements. Headquarters, Department of the Army (HQDA) mandated training includes the
following: first aid and other Soldier field survival tasks; hands-on Mission Oriented Protective Posture (all levels);
Geneva Convention (Relative to the Treatment of Prisoners of War); and an explanation of entitlements, and the
circumstances under which the entitlements are authorized. Training requirements are the responsibility of the
employee’s home installation. Civilian EE employees shall be provided the same specialized training as military
members (including training on the use of protective gear) on a periodic basis and prior to any deployment.
Emergency essential civilians should also be trained in their responsibilities as members of the force, including
standards of conduct, cultural awareness, prisoner of war coping skills, law of war, and the Uniform Code of
Military Justice. EE employees will be encouraged, but not required, to participate in physical fitness and
conditioning activities in accordance with AR 600-63.

E. Medical and Dental Care. Prior to deployment, provisions shall be made for EE employee medical care in
the theater of operations. As part of pre-deployment preparations, EE employees shall receive the same
immunizations as military personnel in theater. EE employees may be ordered to submit to required immunizations
for service in the theater, and may be subjected to discipline for failing to submit. EE employees shall be tested for
human immunodeficiency virus HIV before deployment, if the country of deployment requires it. According to DA
policy (Department of the Army Chief of Staff/Office of the Judge Advocate General decision), when a requirement
exists for mandatory HIV screening, and an individual tests positive, the individual can be deployed in support of a
contingency operation if the host country is notified and the EE employee is able to perform assigned duties. EE
employees shall receive medical and dental examinations and, if warranted, psychological evaluations to ensure
fitness for duty in the theater. They shall carry with them a minimum of a ninety day supply of any medication they
require. During a contingency, returning EE civilians shall receive cost-free military physical examinations within
thirty days if the medical community decides it is warranted, or if it is required for military personnel.
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F. Casualty, Mortuary, and Family Care. All EE employees who permanently change stations or are on
temporary duty (TDY) outside the United States shall have panarex or deoxyribonucleic acid (DNA) samples taken
for identification purposes. Dental x-rays may be substituted when the ability to take panarex or DNA samples is
not available. EE employees may also be issued “dog tags™ for identification purposes.

1. EE civilians who are in or deploying to a theater of operations, and who have dependents, are
encouraged to make Family Care Plans. As a condition of employment, single parents or families in which both
parents are EE civilians are responsible for ensuring that an adequate family care plan is in place at all times
(DoDD 1404.10).

2. EE civilians are entitled to casualty services, to include tracking under the military casualty system,
next-of-kin notification by Casualty Area Command, military escort of remains, and a U.S. flag and casket provided

at Government expense.

G. Legal Assistance. Legal assistance, including wills and any necessary powers of attorney relating to
deployments, is available to EE civilians notified of deployment, as well as their families, and will be available
throughout the deployment. It is limited to deployment-related matters as determined by the on-site supervising
attorney. DoD civilian employees who are serving with the Armed Forces of the United States in a foreign country
(and their family members who accompany them) are eligible to receive legal assistance (without limitation) (see
AR 27-3, para. 2-5a(6)(b)).

H. Weapons Certification and Training. Under certain conditions, and subject to weapons familiarization
training in the proper use and safe handling of firearms, EE employees may be issued a personal military weapon for
personal self-defense. Acceptance of a personal weapon is voluntary. Authority to carry a weapon for personal self-
defense is contingent upon the approval and guidance of the Combatant Commander. Only Government-issued
weapons/ammunition are authorized. Civilians may not be assigned to guard duty or perimeter defense or to engage
in offensive combat operations.

L. Continental United States (CONUS) Replacement Center (CRC). All CONUS-based DA civilians (EEs,
volunteers, and replacements) will process through a designated CRC prior to deployment.

IV. COMMAND AND CONTROL DURING DEPLOYMENTS

A. During deployments, EE civilians are under the direct command and control of the on-site supervisory
chain, which will perform the normal supervisory functions, such as performance evaluations, task assignments and
instructions, and disciplinary actions.

B. On-site commanders may impose special rules, policies, directives, and orders based on mission necessity,
safety, and unit cohesion. These restrictions need only be considered reasonable to be enforceable.

V. COMMON ISSUES DURING DEPLOYMENTS

A. Accountability. The Army has developed an automated civilian tracking system called Civilian Tracking
System (CIVTRACKS) to account for civilian employees supporting unclassified military contingencies and
mobilization exercises. CIVTRACKS is a web-based tracking system designed to allow input of tracking data from
any location with Internet access; its use is required. It is the employee’s responsibility to input his/her data into
CIVTRACKS, and data should be entered each time there is a change in duty location while deployed, to include the
initial move from home station. The employee’s home station is responsible for providing the employee a
deployment card with user identification and password for access to CIVTRACKS
(https://cpolrhp.belvoir.army.mil/civtracks/default.asp).

B. Tour of Duty. The administrative workweek constitutes the regularly-scheduled hours for which an EE
civilian must receive basic and premium pay. Under some conditions, hours worked beyond the administrative
workweek may be considered to be irregular and occasional, and compensatory time may be authorized in lieu of
overtime/premium pay. The in-theater commander or his/her representative has the authority for establishing and
changing EE tours of duty. The in-theater commander will establish the duration of the change.

C. Overtime. EE civilians whose basic rates of pay do not exceed that of a general schedule (GS) 10, step 1
will be paid at a rate of one and one-half times their basic hourly pay rate for each hour of work authorized and
approved over the normal eight hour day or forty hour week. For employees paid at the rate of GS-10, step 1 or
higher, their overtime pay used to be limited to one and one-half times the hourly pay rate for a GS-10, step 1. This
meant that higher-ranking employees often earned less than their usual wage while working overtime. The 2004
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Defense Authorization Act changed this: employees whose rate exceeds that of a GS-10, step 1 will now be paid at
the rate of one and one-half times the basic hourly rate of a GS-10, step 1 or the employees’ basic rate of pay,
whichever is greater. Ideally, overtime will be approved in advance of deployment. If overtime is not approved in
advance, the EE employee’s travel orders should have the following statement in the remarks column: “Overtime
authorized at TDY site as required by the Field Commander. Time and attendance reports should be sent to (name
and address).” Field commanders should then submit to the EE employee’s home installation a DA Form 5172-R,
or local authorization form (with a copy of the travel orders), documenting the actual premium hours worked by
each EE employee for each day of the pay period as soon as possible after the premium hours are worked.

D. On-Call Employees. Emergencies or administrative requirements that might occur outside the established
work hours may make it necessary to have employees “on-call.” On-site commanders may designate employees to
be available for such a call during off-duty times. Designation will follow these guidelines: (1) a definite possibility
that the designated employee’s services might be required; (2) required on-call duties will be brought to the attention
of all employees concerned; (3) if more than one employee could be used for on-call service, the designation should
be made on a rotating basis; and (4) the designation of employees to be “on-call” or in an “alert” posture will not, in
itself, serve as a basis for additional compensation (i.e., overtime or compensatory time). If an employee is called
in, the employee must be compensated for a minimum of two hours.

E. Leave Accumulation. Any annual leave in excess of the maximum permissible carry-over is automatically
forfeited at the end of the leave year. Annual leave that was forfeited during a combat or crisis situation determined
by appropriate authority to constitute an exigency of the public business may be temporarily restored. However, the
employee must file for carry-over. Normally, the employee has up to two years to use restored annual leave.

F. Pay and allowances during deployments. Civilian employees receive the same pay and allowances to
which they were entitled prior to deploying, and to which they would become entitled thereafter (e.g., within-grade
increases). There is no tax exclusion for civilian employees similar to the combat tax exclusion for military
members. By law, the pay of a GS employee normally cannot exceed that of a GS-15, step 10 in a biweekly pay
period, except that in a deployment situation this maximum salary limitation (basic plus overtime pay) is measured
on an annual basis. As part of the 2006 Defense Authorization Act, Congress raised the total pay cap for civilian
employees supporting overseas military operations under U.S. Central Command to $212,100 for calendar year
2007. Danger Pay Allowance (DPA) and Foreign Post Differential (FPD), both discussed below, are not subject to
the pay cap. The pay cap does not apply to wage grade (WG) employees.

G. FPD. Employees assigned to work in foreign areas where the environmental conditions either differ
substantially from CONUS conditions or warrant added compensation as a recruiting and retention incentive, are
eligible for FPD afier being stationed in the area in excess of forty-one days. FPD is exempt from the pay cap and is
paid as a percentage of the basic pay rate, not to exceed 25% of basic pay. The Department of State (DoS) .
determines which areas are entitled to receive FPD, the FPD rate for the area, and the length of time the rate is in
effect. Different areas in the same country can have different rates.

H. DPA. Civilian employees serving at or assigned to foreign areas designated for danger pay by the Secretary
of State (SECSTATE) because of civil insurrection, civil war, terrorism, or wartime conditions which threaten
physical harm or imminent danger to the health or well being of a majority of employees stationed or detailed to that
area, will receive DPA. The allowance will be a percentage of the employee’s basic compensation at the rates of 15,
20, or 25 percent, as determined by the SECSTATE. This allowance is in addition to any FPD prescribed for the
area, but in lieu of any special incentive differential authorized the post prior to its designation as a DPA area. For
employees already in the area, DPA starts on the date of the area’s designation for DPA. For employees later
assigned or detailed to the area, DPA starts upon their arrival in the area. For employees returning to the post after a
temporary absence, it starts on the date of return. DPA will terminate with the close of business on the date the
Secretary of State removes the danger pay designation for the area, or on the day the employee leaves the post, for
any reason, for an area not designated for DPA. DPA paid to Federal civilian employees should not be confused
with Imminent Danger Pay (IDP) paid to the military. IDP is triggered by different circumstances, and is not
controlled by the SECSTATE.

1. Life Insurance. Federal civilian employees are eligible for coverage under the Federal Employees Group
Life Insurance (FEGLI) program. Death benefits (under basic and all forms of optional coverage) are payable
regardless of cause of death. Civilians who are deployed with the military to combat support roles during times of
crises are not “in actual combat” and are entitled to accidental death and dismemberment benefits under FEGLI in
the event of death. Similarly, civilians carrying firearms for personal protection are not “in actual combat.”
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J. Discipline. For information regarding MEJA, see the chapter on “Contractors Accompanying the Force” in
this handbook.

VI. CONTRACTOR EMPLOYEES
For contractor issues during deployment, the chapter entitled “Contractors Accompanying the Force.”
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CHAPTER 16

CONTINGENCY CONTRACTOR PERSONNEL (CCP)

REFERENCES

1. U.S. DEP’T OF DEFENSE, DEFENSE FEDERAL ACQUISITION REG. SUPP. 225.74, (July, 2007) (Defense
Contractors Outside the United States, with its accompanying clause at 252.225-7040, Contractor Personnel
Authorized to Accompany U.S. Armed Forces Deployed Outside the United States; Department of Defense
Procedures, Guidance and Information (DFARS PGI) Subpart 225.74, Defense Contractors Outside the United
States).

2. U.S. DEP’T OF DEFENSE, INSTR. 3020.41, CONTRACTOR PERSONNEL AUTHORIZED TO ACCOMPANY U.S.
ARMED FORCES, 3 Oct. 2005.

3. U.S. DEP’T OF DEFENSE, INSTR. 5525.11, CRIMINAL JURISDICTION OVER CIVILIANS EMPLOYED BY OR
ACCOMPANYING THE ARMED FORCES OUTSIDE THE UNITED STATES, CERTAIN SERVICE MEMBERS, AND FORMER
SERVICE MEMBERS, 3 March 2005.

4. Army Contractors Accompanying the Force (CAF) (AKA Contractors on the Battlefield) Guidebook,
Procurement and Industrial Base Policy Office under the Deputy Assistant Secretary of the Army (Policy and
Procurement), September 2003, available at http://www.afsc.army.mil/gc/files/CAF%20Guidebook.doc
(hereinafter, CAF Guidebook).

5. Army Field Support Command (AFSC) Contractors on the Battlefield webpage.
http://www.afsc.army.mil/gc/battle2.asp (contains links to CCP related Army Regulations; Field Manuals; Joint
Publications; DOD Directives, Instructions and Regulations; DA Pamphiets & Policy Memos; the LOGCAP
contract and amendments; and, Status of Forces Agreements).

6. Contingency Contracting/Contractors on the Battlefield, available at

https://www .alt.army.mil/portal/page/portal/oasaalt/SA AL-ZP-Contingency-Contracting (contains links to
materials relevant to contingency contracting; deployments; CCP; suggested contracting clauses; contingency
contracting arficles; etc.).

7. Defense Acquisition Deskbook, Supplement on Contractor Support in Theater of Operations, 28 Mar. 2001
available at (http://www.dscp.dla.mil/contract/doc/contractor.doc.

8. U.S. DEP’T OF ARMY, REG. 715-9, CONTRACTORS ACCOMPANYING THE FORCE, 29 Oct. 1999; U.S. DEP’T
OF ARMY REG. 700-137, LOGISTICS CIVIL AUGMENTATION PROGRAM (LOGCAP), (16 Dec. 1985).

9. See Section IX below for additional references.

I. INTRODUCTION

DOD uses contractors to provide U.S. forces that are deployed overseas with a wide variety of
services because of force limitations and a lack of needed skills. The types of services contractors
provide to deployed forces include communication services, interpreters, base operations services,
weapons systems maintenance, gate and perimeter security, intelligence analysis, and oversight
over other contractors. The military uses contractors to support deployed forces for several
reasons. One reason is that in some deployed areas, such as Bosnia and Kosovo, the executive
Branch has limited the number of U.S. military personnel who can be deployed in those countries
at any one time. When these limits, known as force caps, are in place, contractors replace
soldiers so that the soldiers will be available to undertake activities with the potential for combat.
A second reason that DOD uses contractors is because either the required skills are not available
in the military or are only available in limited numbers and need to be available to deploy for
other contingencies . . .. Finally, DOD uses contractors to conserve scarce skills to ensure that
they will be available for future deployments.'

! Military Operations: Contractors Provide Vital Services to Deployed Forces But Are Not Adequately Addressed in DOD Plans, GAO-03-695,
page 2.
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II. DEFINITIONS

A. Contingency Contractor Personnel (CCP). Defense contractors and employees of defense contractors and
their subcontractors at all tiers under DOD contracts, including U.S. citizens, U.S. legal aliens, third country national
(TCN) and host nation (HN) personnel, who are authorized to accompany the U.S. Armed Forces under such
contracts. This includes employees of external support, systems support, and theater support contractors. Such
personnel are provided with an appropriate identification card under the Geneva Conventions.?

B. Contractors Deploying with the Force (CDF). This is a significant sub-category of CCP subject to special
deployment, redeployment, and accountability requirements and responsibilities. Employees of system support and
external support contractors, and associated subcontractors at all tiers, who are specifically authorized in their
contract to deploy through a deployment center or process and provide support to U.S. military forces in
contingency operations or in other military operations. CDF do not include TCN or local national personnel hired in

theater using local procurement (e.g., day laborers).?

C. Defense Contractor. Any individual, firm, corporation, partnership, association, or other legal non-Federal
entity that enters into a contract directly with the DOD to furnish services, supplies, or construction. In most
instances, foreign governments, representatives of foreign governments, or foreign corporations wholly owned by
foreign governments that have entered into contracts with DOD are not Defense contractors.*

D. Essential Contractor Services. A service provided by a firm or individual under contract to the DOD to
support vital systems in support of military missions considered of utmost importance to the U.S. mobilization and
wartime mission. The services, which shall be designated in the contract, are essential because the DOD
components may not bave military or DOD civilians to perform these services immediately or the effectiveness of
defense systems or operations may be seriously impaired, and interruption is unacceptable when those services are
not immediately available. Most support under external support and systems support contracts falls into this
category as well as some support under theater support contracts.®

E. Joint Reception Center (JRC). The center established in the operational area (as directed by the joint force
commander), with responsibility for the reception, accountability, training, and processing, of military and civilian
individual augmentees upon their arrival in the operational area. It is also the center where augmentees will normally
be out-processed through upon departure from the operational area.®

F. Local Procurement. This is the process of obtaining personnel, services, supplies, and equipment from local
or indigenous sources.”

G. DFARS clause 252.225-7040, Contractor personnel Authorized to Accompany U.S. Armed Forces
Deployed Outside the United States, applies when contractor personnel are authorized to accompany U.S. Armed
Forces deployed outside the United States in contingency operations, humanitarian or peacekeeping operations,
other military operations, or military exercises designated by the combatant commander.*

1. Contingency Operation. A military operation that the Secretary of Defense designates as an operation in
which members of the armed forces are or may become involved in military actions, operations, or hostilities against
an enemy of the U.S. or against an opposing military force. Or, alternatively, a military operation that results in the
call or order to, or retention on, active duty of membeis of the uniformed services.’

2. Other Military Operations. A range of military force responses that can be projected to accomplish
assigned tasks. These include, e.g.: civic action, humanitarian assistance, civil affairs, military presence,

% U.S. DEP’T OF DEFENSE, INSTR. 3020.41, CONTRACTOR PERSONNEL AUTHORIZED TO ACCOMPANY U.S. ARMED FORCES, para. E2.1.3 (3 Oct.
2005) [hereinafter DODI 3020.41).

3 Jd. para. E2.1.4. Cf. definition of “external support contractors.”
* Id para. E2.1.5.

* Id. para. E2.1.6.

¢ Id. para. E2.1.10.

7 Id. para. E2.1.11.

® DFARS 252.225-7040(b)(1).

? 10 U.S.C. § 101(a)(13).
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psychological operations, quarantines, blockades, raids, intervention, and support for law enforcement authorities to
counter international criminal activities or suppress domestic rebellion.'

H. Types of Contracts involving CCP. CCP contracts can be grouped into three categories. Each category may
trigger different sets of rules and may also indicate where the contracting officer is located.

1. External Support.

a. External Support Contract. Contracts awarded by a supporting headquarters outside the
contingency operation area that provide support for deployed operational forces. These contracts are usually
prearranged, but may be awarded or modified during the mission based on the commanders’ needs. Examples
include the Army Logistics Civil Augmentation Program (LOGCAP), the Air Force Contract Augmentation
Program, the Navy Construction Capabilities Contract, Civil Reserve Air Fleet contracts, and war reserve materiel
contracts. Support under external support contracts is ofien designated as “essential contractor services” under the

contract."

b. External Support Contractors. Contract personnel under external support contracts who are hired
predominantly from outside the operational area to support deployed operational forces. External support
contractors include TCN personnel and local national personnel who are hired under a subcontract relationship of a
prime external support contract; while these TCN and local national subcontractor personnel may not deploy
through a deployment center or process, they are considered CDF for joint contractor database purposes and the
prime external support contractor shall ensure their applicable personnel data is reflected in the joint contractor
database. See also systems support contractors; theater support contractors.”

2. Systems Support.

a. Systems Support Contract. Contracts awarded by Military Department program managers or by
Component Commands outside the contingency operation area to support deployed operational forces. They
provide essential support to specific systems throughout the system’s life cycle (including spare parts and
maintenance for key weapons systems, command and control infrastructure, and communications systems) across
the range of military operations. Support under systems support contracts is often designated as “essential
contractor services” under the contract.”

b. Systems Support Contractors. Contract personnel under systems support contracts, normally with
high levels of technical expertise, hired to support specific military systems. See also external support contractors;
theater support contractors."

3. Theater Support

a. Theater Support Contract. Contracts awarded within the contingency operation area to support
deployed operational forces. Military contracting personnel with the deployed force, working under the contracting
authority of the theater, component, or joint forces command contracting chief, normally award and administer these
contracts. Theater support contracts provide goods, services, and minor construction, usually from the local vendor
base, to meet the immediate needs of operational commanders. Most of these contracts do not provide essential
contractor services; however, there are exceptions such as fuel and transportation support.*

b. Theater Support Contractors. Contract personnel under theater support contracts that are hired in,
and operating in, a specific operational area. See also external support contractors; systems support contractors.'®

'* DFARS 252.225-7040(a).

' DoDI 3020.41, supra note 1, para. E2.1.7.
2 Id, para. E2.1.8.

3 Jd. para .E.2.1.15.

' Id. para. E2.1.16.

5 Id. para. E2.1.17.

16 Id. para. E2.1.18.
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III. LEGAL STATUS
A. International Law. Contractors may support military operations as “civilians accompanying the force.”

Contractors must be designated as such by the military force they are accompanying and must be provided an
appropriate identification (ID) card under the Geneva Convention."”

1. If captured during armed conflict, CCP are entitled to POW status.

2. CCP may support operations through indirect participation, such as by providing communications
support, transporting munitions and other supplies, performing maintenance on military equipment, and other
logistic services.”® CCP who “engage in hostilities” risk being treated as combatants (and thus being targeted, etc.).
Further, they risk being treated as “unprivileged belligerents” (and thus as war criminals).”

3. Arming of CCP, and CCP performance of security services, are addressed below in Section VI.

4. Each service to be performed by CCP in contingency operations SHALL BE reviewed, on a CASE-BY-
CABSE basis, in consultation with the servicing legal office to ensure compliance with applicable law and regulation.

B. HN and TCN Laws. Subject to international agreements, CCP are subject to HN law and the law of their
home country (TCN law).

1. Status of Forces Agreements (SOFAs). SOFAs are international agreements between two or more
governments that provide various privileges, immunities and responsibilities and enumerate the rights and
responsibilities of individual members of the deployed force. The United States does not have SOFA arrangements
with every country and some SOFAs do not adequately cover all contingencies. As such, it is possible that CCP and
Soldiers will be treated differently by a local government. CAF Guidebook, Topic 15.

a. CCP status will depend upon the specific provisions of the SOFA, if any, that are applicable
between the U.S. and the country of deployment at the time of deployment.

b. CCP may or may not be subject to criminal and/or civil jurisdiction of the host country to which
they are deploying.

c. If an international agreement (e.g., SOFA) does not address CCP status, the contractor may be
unable to perform because their employees may not be able to enter the country or the contractor could be treated as
a foreign corporation subject to local laws and taxation policies.”

d. The North Atlantic Treaty Organization (NATO) SOFA is generally accepted as the model for
bilateral and multilateral SOF As between the U.S. Government and host nations around the world.

e. The NATO SOFA covers three general classes of sending state personnel: 1) Members of the
“force,” i.e., members of the armed forces of the sending state; 2) Members of the “civilian component,” i.e.,
civilian employees of the sending state; 3) “‘Dependents,” i.e., the spouse or child of a member of the force or
civilian component that is dependent upon them for support.

f. Under the generally accepted view of the NATO SOFA, contractor employees are not considered
members of the civilian component. Accordingly, special technical arrangements or international agreements
generally must be concluded to afford contractor employees the rights and privileges associated with SOFA status.

g. If there is no functioning government with which the Department of State can negotiate a SOFA,
contract planners must comply with the policy and instructions of the combatant commander when organizing the
use of contractors in that country.

h. If there is any contradiction between a SOFA and an employer’s contract, the terms of the SOFA
will take precedence.

Y Id. para. 6.1.1.
'8 (J.S. DEP'T OF ARMY REG. 715-9, CONTRACTORS ACCOMPANYING THE FORCE, para. 3-3(d) (29 Oct. 1999) [hereinafter AR 715-9].

'* Rebecca Rafferty Vernon, Battlefield Contractors: Facing the Tough Issues, 33 PUB. CONT. L.J. 369, 404-21 (2004).
® Id. para. 3-1(g).
% H.
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i. The following websites may help determine if the U.S. has a SOFA agreement with a particular
country: http://www jagcnet.army.mil (CLAMO section); https://aflsa.jag.af. mil/INTERNATIONAL (site requires
FLITE registration and password); http://www.state.gov (this webpage also contains country studies, a quick way to
learn about a country to which personnel are deploying).

2. CCP remain subject to the laws of their home country. Application of U.S. law is discussed below in
Section VII.

C. Iraq: Coalition Provisional Authority (CPA), Coalition Contractors, Subcontractors and Their Employees.

1. Criminal, Civil and Administrative Jurisdiction. Contractor and sub-contractor Coalition personnel,
who do not normally reside in Iraq, are subject to the exclusive jurisdiction of their Parent State for actions taken
pursuant to contract terms. These CCP are not subject to Iraqi criminal jurisdiction. Coalition Provisional Authority
Order Number 17, § 4 (available at http://www.cpa-iraq.org/regulations). Although the CPA was dissolved in June
2004 with the transfer of governing authority to the Iraqis, several orders, including CPA Order 17, continue to
operate as the law of Iraq unless and until they are rescinded or superseded.

2. Licensing; Registration of Employees; Business and Corporate Laws; Acts Performed in an Official
Capacity; and, Acts Not Performed in an Official Capacity. Coalition contractors, their subcontractors and all of
their employees, who do not normally reside in Iraq, are not subject to Iraqi jurisdiction in matters relating to the
terms and conditions of their contract in relation to the Coalition Provisional Authority. Coalition Provisional
Authority Order Number 17, § 16 (available at http://www.cpa-iraq.org/regulations).

3. Claims against Contractors in Iraq. Claims for property loss, property damage, personal injury, personal
illness and death against any persons employed by the CPA shall be submitted to and dealt with by the Parent State.
Coalition Provisional Authority Order Number 17, § 18. (available at http://www.cpa-iraq.org/regulations).

IV. ADMINISTRATIVE ACCOUNTABILITY AND PROCESSING

A. General. Combatant Commanders are responsible, with assistance from their Component Commanders, for
overall contractor visibility within their AOR. Accountability requirements apply to CDF; accountability of other
CCP is left to lower command levels. In practice, accountability of both CDF and all other CCP requires the work
and coordination of all levels of command.

B. Joint Contractor Database. The Under Secretary of Defense (Personnel and Readiness) (USD(P&R)) in
coordination with the Under Secretary of Defense (Acquisition, Technology, and Logistics) (USD (ATL)) shall
designate or develop a joint web-based database as the central repository of CDF personnel and contract capability
information for all external support and systems support contracts.

1. The database shall provide by-name accountability of all CDF.

2. The database shall contain or link to minimum contract information, such as contract number;
contractor, contracting office, and sponsoring military unit contact information, and a summary of services or
capability to be provided under the contract.

3. Military Departments shall ensure that the joint database is designated, and its use required, in all
external support and systems support contracts where CDF have the potential to support contingency operations or

other military operations.

4. The Synchronized Predeployment and Operational Tracker (SPOT) was designated as the database to
serve as the central repository for information on all CDF personnel and contract capability as required by DODI
3020.41. Queries about SPOT should be addressed to the SPOT group at SPOT@maill. monmouth.army.mil. A
SPOT Guidebook is also available upon request from this address.

5. CIVTRACKS was the previous system used for accountability of civilian personnel, and may still be
encountered. CIVTRACKS is also a web-based tracking system that allows commanders to track and maintain
accountability of civilians (e.g., contractor employees, government civilians, Red Cross, etc.) in a theater of
operations. CIVTRACKS requires each individual to enter, via the internet, their name, duty location, telephone
number, status, etc. into the computer program. CIVTRACKS may be modified in the future to enable civilians to
input their data with a passage of their Common Access Card (CAC) through a computer scanner. Memorandum
from the DA, Deputy Chief of Staff, G-1, 31 May 2002. CAF Guidebook, Topic 17.
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C. Contractor Responsibilities.

1. Accountability. External support and systems support contractors shall input employee data and
maintain by-name accountability of CDF in the joint database specified in the contract. These contractors are
responsible for knowing the general location of their employees and shall keep the database updated.

2. Personnel Requirements.

a. Medical. Contractors are responsible for providing medically and physically qualified CCP. Any
CDF deemed unsuitable to deploy during the deployment process, due to medical or dental reasons, will not be
authorized to deploy with the military force. The SECDEF may direct mandatory immunizations for CDF.>
Contracts must stipulate that CDF must provide medical, dental and DNA reference specimens, and make available

medical and dental records.

b. Contracting officers may authorize contractor-performed deployment processing. Contracting
officers shall coordinate with and obtain approval from the military departments for contractor-performed
processing.”

D. CONUS Replacement Centers (CRCs) and Individual Deployment Sites (IDS). All CDF shall report to the
deployment center designated in the contract before deploying to a contingency operation.* Actions at the
deployment center include:

1. Validate accountability information in the joint database; verify: security background checks completed,
possession of required vehicle licenses, passports, visas, next of kin/emergency data card;

2. Issue/validate proper ID card;
3. Issue applicable government-furnished equipment;

4. Provide medical/dental screenings and required immunizations. Screening will include HIV testing,
pre- and post-deployment evaluations, dental screenings, and TB skin test. A military physician will determine if
the contract employee is qualified for deployment to the AO and will consider factors such as age, medical
condition, job description, medications, and requirement for follow-up care.”

5. Validate/complete required training (e.g., law of war, detainee treatment, Geneva Conventions, General
Orders, standards of conduct, force protection, nuclear/biological/chemical, etc);

6. All CDF shall receive deployment processing certification (annotated in the letter of authorization
(LOA) or separate certification letter) and shall bring this certification to the JRC and carry it with them at all times;

7. Waivers. For less than 30-day deployments, the Combatant Commander may waive some of the formal

deployment processing requirements, including processing through a deployment center. Non-waivable
requirements include possession of proper ID card, proper accountability, medical requirements (unless prior
approval of qualified medical personnel). CDF with waivers shall carry the waiver with them at all times.”

E. Joint Replacement Center (JRC). CDF shall process through a JRC upon arrival at the deployed location.
The JRC will validate personnel accountability, ensure theater-specific requirements are met, and brief CDF on
theater-specific policies and procedures.”

F. Army sponsored. All U.S. Army sponsored contractor employees in the AO shall be designated to a military
unit to maintain oversight and accountability.

2 See U.S. DEP’T OF DEFENSE INSTR. 6205.4. IMMUNIZATION OF OTHER THAN U.S. FORCES (OTUSF) FOR BIOLOGICAL WARFARE DEFENSE (14
Apr. 2000).

2 DODI 3020.41, supra note 1, para. 6.2.7.11.

* Id. para 6.2.7.1.; DFARS 252.225-7040(f).

¥ U.S. DEP’T OF ARMY, FIELD MANUAL 3-100.21, CONTRACTORS ON THE BATTLEFIELD para. 3-39; See also DFARS 252.225-7040(f).
% DODI 3020.41, supra note 1, para. 6.2.7.2.

7 . para. 6.3.1; DFARS 252.225-7040(f).

% AR 715-9, supra note 18, para. 2-1(a).

Chapter 16 244
Contingency Contractor Personnel



V. LOGISTICS SUPPORT

A. Policy. Generally, contractors are responsible for providing for their own logistical support and logistical
support for their employees. Logistical support shall be provided by the DOD ONLY when the commander or
contracting officer determines the provision of such support is needed to ensure continuation of essential contractor
services and adequate support cannot be obtained by the contractor from other sources.” The contracting office is
required to verify the logistical and operational support that will be available for CCP. DoD Procedures, Guidance

and Information (DFARS PGI) Subpart 225.74.
B. Letter of Authorization (LOA).%

1. An LOA shall be issued by a contracting officer or designee for all CDF, and will be required for
processing through a deployment center, travel to/from/within the AOR, and will detail the privileges and
government support to which each contractor employee is entitled.*

2. The LOA shall provide, at a minimum, the contract number, emergency contact information for the
contracting officer, emergency contact information for the contractor POC, and contact information for the
sponsoring in-theater supported unit.

3. All CDF shall carry the LOA with them at all times. The LOA shall identify the CDF by-name.

4. The LOA shall state the intended length of assignment in the AOR, and identify the government
facilities, equipment, and privileges the CDF is entitled to use.

C. Individual Protective Equipment. Generally, contractors are responsible for providing all life, mission, and
administrative support to its employees. If the government determines it is in its interests to provide protective
equipment, the level of support must be stated in the contract. The contract should designate where/when the
equipment will be provided, where/when it is to be returned, and whether it is being provided on a reimbursable
basis.”? The decision of contractor personnel to wear any issued protective equipment is voluntary; however, the
Combatant Commander, subordinate JFC and/or ARFOR Commander may require contractor employees to be
prepared to wear Chemical, Biological, and Radiological Element (CBRE) and High-Yield Explosive defensive
equipment. CAF Guidebook, Topic 6.

D. Clothing. Generally, commanders SHALL NOT issue military clothing to CCP, nor allow CCP to wear
military or military look-alike uniforms.** Individual CCP are ordinarily responsible to provide their own clothing.

Combatant commanders may authorize certain CCP to wear military uniforms for operational reasons. This
authorization shall be in writing and be carried at all times by subject CCP. Care must be taken to ensure CCP are

distinguishable from military personnel.*
E. Government Furnished Equipment (may include protective equipment, clothing, or other equipment
necessary for contract performance).
1. The contract must specify that the contractor is responsible for storage, maintenance, accountability, and

performance of routine inspection of Government furnished property. The contract must also specify contractor
responsibilities for training and must specify the procedures for accountability of Government furnished property.*

2. Contractor employees will be responsible for maintaining all issued items and must return them to the
issuer upon redeployment.” In the event that issued clothing and/or equipment is lost or damaged due to negligence,

% DODI 3020.41, supra note 1, para. 4.3; DFARS 225.7402-3; AR 715-9, supra note 18, para. 3-1(i).
% DODI 3020.41, supra note 1, para. 6.2.7.4.

3t DFARS PGI 225.7402-3 provides a sample LOA.

2 DODI 3020.41, supra note 1, para. 6.2.7.6.

¥ AR 715-9, supra note 18, para. 3-3(¢).

* DODI 3020.41, supra note 1, para. 6.2.7.7.

% U.S. DEP’T OF ARMY, REG. 700-137 LOGISTICS CIVIL AUGMENTATION PROGRAM (LOGCAP) (16 Dec. 85) [hereinafter AR 700-137]; AR
715-9, supra note 18, para. 3-1(j); CAF Guidebook, Topic 6

% DFARS 252.225-7040().

245 Chapter 16
Contingency Contractor Personnel



a report of survey will be initiated IAW AR 735-5, Chapters 13 and 14. According to the findings of the Survey
Officer, the government may require reimbursement from the contractor.”

F. Legal Assistance. Generally, CCP are NOT entitled to military legal assistance with personal legal affairs,
either in theater or at the deployment center. Any authorization should be contained within the LOA, which should
be carried by the CCP and be presented to the legal office to show entitlement.*

1. Contractual Obligation. The specific terms of the contract must be reviewed to verify if the government
is obligated to provide legal service.” SJAs should recommend eliminating legal assistance contractual obligations
whenever such contracts are reviewed or renegotiated.®

2. If contractually obligated to provide legal assistance, the following limitations apply:

a. If the legal assistance is to be provided overseas, it must be in accordance with applicable
international agreements or approved by the host nation government in some way."

b. Legal assistance is limited to ministerial service (for example notarial services), legal counseling (to
include the review and discussion of legal correspondence and documents), and legal document preparation (limited
to powers of attorney and advanced medical directives) and help on retaining civilian lawyers.*

¢. NOTE: Contract employee status is irrelevant if the person is an authorized recipient of legal
assistance services, e.g., Retiree or Family Member otherwise authorized legal assistance services.

G. ID Cards.
1. CCP will receive one or more of the following three distinct forms of identification:

a. Common Access Card (CAC). Required for access to facilities and use of privileges afforded to
military, government civilians and/or military dependents. CDF are issued CACs. CAF Guidebook, Topic 4.

b. DD Form 489 (Geneva Conventions Identity Card for Persons who Accompany the Armed Forces).
Identifies one’s status as a contractor employee accompanying the U.S. Armed Forces. Must be carried at all times
when in the theater of operations. Pursuant to the Geneva Convention Relative to the Treatment of Prisoners of
War, Article 4(4), if captured, contractors accompanying the force are entitled to prisoner of war status. CAF
Guidebook, Topic 4. (See discussion of Status, supra).

c. Personal identification tags. The identification tags will include the following information: full
name, social security number, blood type and religious preference. These tags should be worn at all times when in
the theater of operations. CAF Guidebook, Topic 4.

2. In addition, other identification cards, badges, etc., may be issued depending upon the operation. For
example, when U.S. forces participate in United Nations (U.N.) or multinational peace-keeping operations,
contractor employees may be required to carry items of identification that verify their relationship to the U.N. or
multinational force.

3. If the contractor processes CDF for deployment, it is the responsibility of the contractor to ensure CDF
receive required identification prior to deployment.
H. Medical and Dental Care. Generally, DOD may provide resuscitative care, stabilization, hospitalization at
level Il Military Treatment Facilities (MTF), and assistance with patient movement in emergencies where loss of
life, limb, or eyesight could occur.®

¥ AR 700-137 supra note 35; CAF Guidebook, Topic 6.
% DODI 3020.41, supra note 1, para. 6.2.7.10; U.S. DEP'T OF ARMY, REG. 27-3 THE ARMY LEGAL ASSISTANCE PROGRAM para. 2-5a(7) (21 Feb.
96) [hereinafier AR 27-3].

% AR 27-3, supra note 38, para. 2-5(a)(7).

% Jd. para, 2-5a(7).

4 Id. para. 2-5.

“ Id. para, 2-5.

** DODI 3020.41, supra note 1, para. 6.3.8; DFARS 252.225-7040(c)(2)-
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1. All costs associated with treatment and transportation are reimbursable to the government.

2. Resuscitative care. The aggressive management of life and limb-threatening injuries. Examples of
emergencies include refills of prescription/life-dependent drugs, broken bones, and broken teeth.

3. Primary Care. Primary medical or dental care is NOT authorized and will not be provided unless
specifically authorized under the terms of the contract and the corresponding LOA.

4. Long term care. Long term care will not be provided.
I. Evacuation, Next of Kin (NOK) Notification, Personnel Recovery, Mortuary Affairs.

1. Evacuation. The government will provide assistance, to the extent available, to U.S. and TCN CCP if
the Combatant Commander orders a mandatory evacuation.*

2. NOK Notification. The contractor is responsible for notification of the employee-designated NOK in
the event an employee dies, requires evacuation due to an injury, or is isolated, missing, detained, captured, or
abducted.®

3. The government will assist, in accordance with DODD 2310.2, Personnel Recovery, in the case of
isolated, missing, detained, captured, or abducted CCP.*

4. Mortuary Affairs. Mortuary affairs will be handled in accordance with DODD 1300.22, Mortuary
Affairs Policy.”
J. Vehicle and Equipment Operation. Deployed contractor employees may be required or asked to operate
U.S. military, government owned or leased equipment such as generators and vehicles. Contractor personnel may
also be required to obtain a local license for the deployment country, e.g. German driver’s license.*

1. Contractor-owned/leased vehicles shall meet all requirements established by the combatant commander
and be maintained in a safe operating condition.*

2. While operating a military owned or leased vehicle, a contractor employee is still subject to the local
laws and regulations of the country, area, city, and/or camp in which he/she is deployed. Traffic accidents or
violations usually will be handled in accordance with the local laws, the Status of Forces Agreement, and/or
combatant commander guidance.

3. If a contractor employee does not enjoy special status under the Status of Forces Agreement, then he/she
may be subject to criminal and/or civil liabilities. Therefore, the employee or contractor may be held liable for
damages resulting from negligent or unsafe operation of government, military vehicles and equipment.

K. MWR Support. CCP may be eligible to use some or all MWR facilities and activities subject to the
installation or Combatant Commander’s discretion and the terms of the contract.® U.S. citizen contractor employees
may be eligible for use of Army and Air Force Exchange Service (AAFES) facilities for health and comfort items.
Use of these facilities will be based on the installation or Combatant Commander’s discretion, the terms of the
contract with the government, and the terms of the applicable Status of Forces Agreement.*!

L. Military Postal Service (MPS). U.S. citizen contractor employees, and any accompanying dependents, are
entitled to use the MPS only where there is no U.S. Postal Service available and the contract between the U.S.

“ DFARS 252.225-7040(m).
* DFARS 252.225-7040(n).
“ DFARS 252.225-7040(n).
7 DFARS 252.225-7040(0).
“ DFARS 252.225-7040(k); CAF Guidebook, Topic 8.

> CAF Guidebook, Topic 8.

30 U.S. DEP’T OF ARMY, REG. 215-1 MILITARY MORALE, WELFARE, AND RECREATION PROGRAMS AND NONAPPROPRIATED FUND
INSTRUMENTALITIES ch. 6 (31 July 2007).

3t U.S. DEP’T OF ARMY, REG. 60-20, ARMY AND AIR FORCE EXCHANGE SERVICE OPERATING POLICIES ch. 2 (15 Dec. 1992).
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Government and contractor does not preclude the contractor’s employees from using the MPS. Contract clauses
authorizing a contractor employee to use the MPS must be reviewed and approved by the MPS agency.

M. American Red Cross (ARC) Services. ARC services such as emergency family communications and
guidance for bereavement airfare are available to CDF in the area of operations.

N. Family Readiness Groups (FRG). CDF personnel are encouraged to form their own FRGs or may
coordinate with supported unit leaders to determine whether to involve their family with the FRG group of the
military unit to which they are attached.

0. Religious Support. CDF are entitled to receive Army chaplain religious support. The Army can restrict the
right to the free exercise of religion by CDF. The location and nature of the conflict will determine these
parameters.”

P. Hostage Aid. When the Secretary of State declares that U.S. citizens or resident aliens are in a “captive
status” as a result of “hostile action” against the U.S. government, CDF personnel and his/her dependents become
entitled to a wide range of benefits. Potential benefits include: continuation of full pay and benefits, select remedies
under the Servicemembers’ Civil Relief Act, physical and mental health care treatment, education benefits to
spouses or dependents of unmarried captives, and death benefits. Eligible persons must petition the Secretary of
State to receive benefits. Responsibility for pursuing these benefits rests with the contractor employee, the
employee’s family members, or the contractor.

VI. SECURITY, WEAPONS, AND USE OF FORCE

A. Security. It is DOD policy to develop a plan for protection of CCP in locations where there is not sufficient
or legitimate civil authority and the commander decides it is in the interests of the government to provide security
because the contractor cannot obtain effective security services, such services are unavailable at a reasonable cost, or
threat conditions necessitate security through military means.”

1. The contracting officer shall include the level of protection to be provided to CCP in the contract.

2. In appropriate cases, the Combatant Commander may provide security through military means,
commensurate with the level of security provided to DOD civilians.
3. All CCP shall comply.with applicable Combatant Commander and local commander force protection
policies.*
B. CCP Arming for Self-Defense.*

1. In accordance with applicable U.S., HN, and international law, and relevant international agreements, on
a CASE-BY-CASE basis, the Combatant Commander (or general officer designee) may authorize CCP arming for
INDIVIDUAL self-defense. .

2. Acceptance of weapons by CCP must be voluntary and permitted by the contractor and the contract.

3. The government must furnish or ensure weapons training and briefings on the rules for the use of force.

4, The contractor must ensure that employees are not prohibited under U.S. law to possess firearms (e.g.,
Lautenberg Amendment, 18 U.S.C. § 922(d)(9)).

5. Unless immune from HN jurisdiction, CCP shall be advised that the inappropriate use of force may
subject them to U.S. or HN prosecution and civil lLiability.

6. All applications for arming CCP shall be reviewed on a case-by-case basis by the Staff Judge Advocate
to the Combatant Commander.

C. Security Services. If consistent with applicable U.S., HN, and international law, and international
agreements and DODI 3020.41, a defense contractor may be authorized to provide security services for OTHER

2 AR 7159, supra note 18, para. 2-1(b).

* DoDI 3020.41, supra note 1, para. 4.4; DFARS 252.225-7040(c).
* DoDI 3020.41, supra note 1, para. 6.3.4.

% Id.para. 6.34.1 & 6.3.4.2.
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THAN UNIQUELY MILITARY FUNCTIONS. Contracts for security services shall be used cautiously in
contingency operations where major combat operations are ongoing or imminent.*

1. Whether a particular use of contract security personnel to protect military assets is permissible is
dependent on the facts and requires legal analysis considering the nature of the operation, the type of conflict, and a

case-by-case determination.”

2. Requests for permission to arm CCP to provide security services shall be reviewed by the Staff Judge
Advocate to the Combatant Commander. The request will then be approved or denied by the Combatant
Commander, or a specifically identified designee no lower than general officer.*

3. If major combat operations are ongoing or imminent, contract security services will NOT be used to
guard U.S. or coalition military supply routes, military facilities, military personnel, or military property except as
specifically authorized by the Combatant Commander (non-delegable).”

4. Requests for permission to arm CCP to provide security services shall include:*

a. A description of where such contract security personnel will operate, the anticipated threat, and
what non-military property, or non-military personnel such personnel are intended to protect, if any;

b. A description of how the movement of contractor security personnel will be coordinated through
areas of increased risk or planned or ongoing military operations including how the contractor security personnel
will be rapidly identified by members of the Armed Forces;

¢. A communication plan to include a description of how relevant threat information will be shared
between contractor security personnel and U.S. military forces, including how appropriate assistance will be
provided to contractor security personnel who become engages in hostile situations;

d. Documentation of individual training covering weapons familiarization, rules for the use of deadly
force, limits on the use of force including whether defense of others is consistent with HN law, the distinction
between the rules of engagement applicable to military forces and the prescribed rules for the use of deadly force
that control the use of weapons by civilians, and the Law of Armed Conflict;

e. DD Form 2760, “Qualification to Possess Firearms and Ammunitions,” certifying the individual is
not prohibited under U.S. law from possessing a weapon or ammunition due to conviction in any court of a crime of
domestic violence whether a felony or misdemeanor;

f. Written acknowledgement by the defense contractor and individual contractor security personnel,
after investigation of background and qualifications of contractor security personnel and organizations, certifying
such personnel are not prohibited under U.S. law to possess firearms; and

g. Written acknowledgement by the defense contractor and individual contractor security personnel
that: potential civil and criminal liability exists under U.S. and HN law for the use of weapons; proof of
authorization to be armed must be carried; CCP may possess ONLY U.S. Government-issued and/or approved
weapons and ammunition for which they have been qualified; contract security personnel were briefed and
understand limitations on the use of force; and authorization to possess weapons and ammunition may be revoked
for non-compliance with established rules for the use of force.

5. Upon approval of the request, the Combatant Commander will issue written authorization to the defense
contractor identifying who is authorized to be armed and the limits on the use of force.

VII. COMMAND, CONTROL AND DISCIPLINE

A. General. Command and control, including direction, supervision, and discipline, of CCP is significantly
different than that of military personnel or even government civilian employees.

% Id. para. 6.3.5.
7 Id. para. 6.3.5.
%% Id. para. 6.3.5.1.
* Id. para. 6.3.5.2.
® Id. para. 6.5.3.3
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1. The contract is the principal legal basis for the relationship between DOD and the contractor. The
contract shall specify the terms and conditions under which the contractor is to perform.*

2. Functions and duties that are inherently governmental are barred from private sector performance.®
Additionally, the contracting officer is statutorily required to make certain determinations before entering into a
contract for the performance of each function closely associated with inherently governmental functions.®

3. CCP are not under the direct supervision of military personnel in the chain of command.# CCP shall not
be supervised or directed by military or government civilian personnel.®

4. The Contracting Officer is the designated liaison for implementing contractor performance
requirements. The contracting officer is the only government official with the authority to increase, decrease or
materially alter a contract scope of work or statement of objectives.* Only the designated contracting officer’s
representative (COR) shall communicate the Army’s requirements to the contractor and prioritize the contractor’s
activities consistent with the contract.”

5. CCP personnel cannot command, supervise, or control military or government civilian personnel.®

B. Orders and Policies.

1. The general rule is that CCP are subject to the terms of the contract under which they are performing,
and CCP are responsible for their performance to the contractor — their employer. Commanders have no direct
contractual relationship with CCP or defense contractors.®

2. All contracts involving CCP should include provisions requiring CCP to comply with: U.S. and HN
laws; applicable international agreements; applicable U.S. regulations, directives, instructions, policies, and
procedures; orders, directives, and instructions issued by the combatant commander relating to force protection,
security, health, safety, or relations and interaction with local nationals.”™

3. Commanders and legal advisers must be aware that interaction with CCP may lead to unauthorized
commitments and possible Anti-Deficiency Act (ADA) violations. While contracting officers are the only
government officials authorized to change contracts, actions by other government officials, including commanders,
CORs, etc, may bind the government under alternative theories of recovery.

4. Contract changes (direction to CCP) in emergency situations.

a. DFARS. The DFARS maintains the general rule that only contracting officers may change a
contract, even in emergency situations. The DFARS clause does expand the scope of the standard Changes Clause,
by allowing, in addition to changes otherwise authorized, that the contracting officer may, at any time, make
changes to Government-furnished facilities, equipment, material, services, or site.”

b. DODI. The Instruction states that the ranking military commander may, in emergency situations
(e.g., enemy or terrorist actions or natural disaster), direct CCP to take lawful action as long as those actions do not
require them to assume inherently governmental responsibilities.™

% Id. para. 6.1.4.

© Id. para. 6.1.5.

% 10 US.C. § 2383.

% AR 715-9, supra note 18, para. 3-2(f).

% Id. para. 3-3(b).

% Id. para, 3-2(€). See also FAR Part 42; AR 700-137, supra note 35.

AR 715-9, supra note 18, paras. 3-2(f), 3-3(b).

% Id. para, 3-3(a); AR 700-137, supra note 35. See aiso FAR 37.104, prohibition on personal services contracts.
% DODI 3020.41, supra note 1, para. 6.3.3.

™ DFARS 252.225-7040(d); AR 715-9, supra note 18, para. 3-2(h); DODI 3020.41, supra note 1, para. 6.3.3.
I DFARS 252.225-7040(p).

™ DoDI 3020.41, supra note 1, para. 6.3.3.
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C. Discipline. The contractor is responsible for disciplining CCP; commanders have LIMITED authority to
take disciplinary action against CCP.”
1. Commander’s Options.
a. Revoke or suspend security access or impose restriction from installations or facilities.

b. Request that the contracting officer direct removal of the individual.

2. Contracting Officer Options. The contracting officer may direct the contractor, at its own expense, to
remove and replace any CCP who jeopardize or interfere with mission accomplishment or who fail to comply with
or violate applicable requirements of the contract. The contractor shall have on file a plan showing how the
contractor would replace CCP who are so removed.™

3. Specific jurisdiction for criminal misconduct is subject to the application of international agreements.
Application of HN and TCN law is discussed above in Section IV.

4. Military Extraterritorial Jurisdiction Act of 2000, as amended by § 1088 of the Ronald W. Reagan
National Defense Authorization Act for Fiscal Year 2005 (MEJA).”

a. Background. Since the 1950s, the military has been prohibited from prosecuting by courts-martial
civilians accompanying the Armed Forces overseas in peacetime who commit criminal offenses. Many Federal
criminal statutes lack extraterritorial application, including those penalizing rape, robbery, burglary, and child sexual
abuse. In addition, many foreign countries decline to prosecute crimes committed within their nation, particularly
those involving U.S. property or another U.S. person as a victim. Furthermore, military members who commit
crimes while overseas, but whose crimes are not discovered or fully investigated prior to their discharge from the
Armed Forces are no longer subject to court-martial jurisdiction. The result is jurisdictional gaps where crimes go

unpunished.”™
b. Solution. The MEJA closes the jurisdictional gaps by extending Federal criminal jurisdiction to
civilians overseas and former military members.”
c. Covered Conduct:™
(1) Conduct committed outside the United States, that
(2) Would be a crime under U.S. law if committed within U.S. special maritime and territorial
jurisdiction, that is
(3) Punishable by imprisonment for more than one year.
d. Covered persons include:™
(1) Members of the Armed Forces who, by Federal indictment or information, are charged with
committing an offense with one or more defendants, at least one of whom is not subject to the UCMI;
(2) Members of a Reserve component who commit an offense when they are not on active duty or
inactive duty for training;
(3) Former members of the Armed Forces who were subject to the UCMYJ at the time the alleged
offense was committed, but are not longer subject to the UCMJ;

™ Id. para. 6.3.3.
™ DFARS 252.225-7040(h).
5 18 US.C. §§ 3261-3267.

7 U.S. DEP'T OF DEFENSE INSTR. 5525.11, CRIMINAL JURISDICTION OVER CIVILIANS EMPLOYED BY OR ACCOMPANYING THE ARMED FORCES
OUTSIDE THE UNITED STATES, CERTAIN SERVICE MEMBERS, AND FORMER SERVICE MEMBERS, 3 Mar. 2005 (implementing the Military
Extraterritorial Jurisdiction Act of 2000, 18 U.S.C. §3261).

7 Id. para. 2.5.
™ [d. para. 6.1.1
™ Id, paras. 6.1.2-6.1.9
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(4) Civilians employed by the Armed Forces outside the United States, who are not a national of
or resident in the HN, who commit an offense while outside the United States in connection with such employment.

Such civilian employees include:
(a) Persons employed by DOD, including NAFIs;
(b) Persons employed as a DOD contractor, including subcontractors at any tier;
(c) Employees of a DOD contractor, including subcontractors at any tier;

(d) Civilian employees, contractors (including subcontractors at any tier), and civilian employees
of a contractor (including subcontractors at any tier) of any other Federal agency, or any provisional authonty, to the
extent such employment relates to supporting the mission of the DOD overseas.

(5) Civilians accompanying the Armed Forces:

(a) Dependents of anyone covered above if:

(b) The dependent resides with the person, allegedly committed the offense while outside the
United States, and is not a national of or ordinarily resident in the HN. Command sponsorship is not required for the
MEIJA to apply.

(6) MEJA does not apply to persons whose presence outside the United States at the time the
offense is committed is solely that of a tourist, student, or is otherwise not accompanying the Armed Forces.

(7) Foreign Criminal Jurisdiction. If a foreign government, in accordance with jurisdiction
recognized by the U.S., has prosecuted or is prosecuting the person, the U.S. will not prosecute the person for the
same offense, absent approval by the Attorney General or Deputy Attorney General.

(8) TCNs who might meet the requirements above for MEJA jurisdiction may have a nexus to the
United States that is so tenuous that it places into question whether the Act should be applied. DOS should be
notified of any potential investigation or arrest of a TCN.

e. DODD 5525.11 contains detailed guidance regarding the procedures required for MEJA use,
including investigation, arrest, detention, representation, initial proceedings, and removal of persons to the United
States or other countries. Further, much authority is delegated to Combatant Commanders, so local policies must be

researched and followed.
5. Uniform Code of Military Justice (UCMYJ).

a. Retired military members who are also CCP are subject to the UCMIJ. Art. 2(a)(4), UCMJ. DA
policy provides that retired Soldiers subject to the UCMJ will not be tried for any offense by any courts-martial
unless extraordinary circumstances are present. Prior to referral of courts-martial charges against retired Soldiers,
approval will be obtained from Criminal Law Division, ATTN: DAJA-CL, Office of The Judge Advocate General,
HQDA.*

b. Under the law for at least the past 30 years, contractors were only subject to the UCMJ in a
congressionally declared war. During that time, there was never UCMJ jurisdiction over contractor personnel
because there were no congressionally declared wars.

c. Congress amended the UCMYJ in the John Warmmer National Defense Authorization Act for Fiscal
Year 2007 (2007 NDAA). In section 552 of the 2007 NDAA, Congress changed Article 2(a)(10), addressing UCMJ
jurisdiction over civilians accompanying the Armed Forces, from “time of war” to “time of declared war or
contingency operation.” This change now subjects contractors and other civilians accompanying the Armed Forces

to the UCMY in OIF/OEF.

d. It is not clear whether this congressional attempt at expanding UCM]J jurisdiction over civilians in
less-than congressionally declared war is constitutional. Prior congressional attempts at expanding UCMJ
jurisdiction have been rejected by the Courts as unconstitutional.

8 U.S. DEPT OF ARMY, REG. 27-10, MILITARY JUSTICE para. 5-2b(3) (16 Nov. 2005).
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e. The Secretary of Defense published guidance on the exercise of this expanded UCMJ jurisdiction in
March 2008. Office of the Secretary of Defense memorandum, Subject: UCMYJ Jurisdiction Over DoD Civilian
Employees, DoD Contractor Personnel, and Other Persons Serving With or Accompanying the Armed Forces
Overseas During Declared War and in Contingency Operations, dated March 10, 2008. This guidance requires,
among other things, that the Department of Justice be notified and afforded an opportunity to pursue U.S. federal
criminal prosecution under the MEJA or other federal laws before disciplinary action pursuant to the UCMJ

authority is initiated.
VIII. OTHER CCP ISSUES
A. Living Conditions.

1. Generally, when provided by the government, CCP living conditions, privileges, and limitations will be
equivalent to those of the units supported unless the contract with the Government specifically mandates or prohibits
certain living conditions.

2. Tours of Duty. CCP tours of duty are established by the contractor and the terms and conditions of the

contract between the contractor and the government. Emergency-based on-call requirements, if any, will be
included as special terms and conditions of the contract.

3. Hours of Work. Contractors must comply with local laws, regulations, and labor union agreements

governing work hours.” Federal labor laws that govern work hours and minimum rates of pay do not apply to
overseas locations. FAR 22.103.1 allows for longer workweeks if such a workweek is established by local custom,

tradition, or law. SOFAs or other status agreements may impact work hours issues.

B. Life and Health Insurance.
1. Unless the contract states otherwise, the Army is not statutorily obligated to provide health and/or life
insurance to a contractor employee. Policies that cover war time deployments are usually available from
commercial insurers.

2. Contractors and their employees bear the responsibility to ascertain how a deployment may affect their
life and health insurance policies and to remedy whatever shortcomings a deployment may cause.

C. Workers’ Compensation-Type Bepefits:

1. Several programs are available to ensure “workers comp” type insurance cover contractor employees
while deployed and working on government contracts.® Pursuing any of the following benefits is up to the
contractor employee or the contractor.”

2. Defense Base Act (DBA) 42 U.S.C. 1651 et seq.; FAR 28.305 and 52.228-3; DFARS 228.305,
228.370(a), and 252.228-7000.

a. Requires contractors to obtain workers compensation insurance coverage or to self-insure with
respect to injury or death incurred in the scope of employment for “public work™ contracts or subcontracts
performed outside the United States.*

8l DFARS 252.222-7002.
# See generally, FAR 28.305 and AR 715-9.

8 CAF Guidebook, Topic 11.

¥ AR 715-9, supra note 18. See, Royal Indem. Co. v. Puerto Rico Cement Co., 142 F.2d 237, 239 (st Cir. 1944), cert. denied, 323 U.S. 756
(1944) (holding that a construction employee working on a military base in Puerto Rico was covered by the DBA because the purpose of the
DBA was to extend the benefits of the Longshore and Harbor Worker’s Compensation Act to areas overseas and to obtain insurance at reasonable
rates); Berven v. Fluor Co., 171 F. Supp. 89 (S.D.N.Y. 1959) (explaining the statute covers individuals employed at any military, air, or naval
base or contracts for the purpose of engaging in a public work); See also, University of Rochester v. Hartman, 618 F.2d 170, 173 (2d Cir. 1980)
(holding that a service contract lacking a nexus with overseas construction project or work connected with national defense does not constitute
“public work” within the meaning of 42 U.S.C. § 1651(a)(4)); O’Keeffe v. Pan American World Airways Inc., 338 F.2d 319 (5th Cir. 1964), cert.
denied, 380 U.S. 951 (1965) (holding that the frolic and detour rule for scope of employment analysis must be applied more broadly in the
context of DBA claims because the statute was intended to avoid harsh results); Republic Aviation Co. v. Lowe, 164 F.2d 18 (2d Cir. 1947), cert.

denied, 333 U.S. 845 (1948).
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b. FAR Clause 52.228-3, Workers’ Compensation Insurance (Defense Base Act), is required in all
DoD service contracts performed, entirely or in part, outside the U.S and in all supply contracts that require the
performance of employee services overseas.®
3. Longshoreman and Harbor Worker’s Compensation Act (LHWCA) 33 U.S.C. §§ 901-950, DA
Pamphlet 715-16, paragraphs 10-5¢ to 10-5d. Applicable by operation of the DBA. The LHWCA provides
compensation for partial or total disability, personal injuries, necessary medical services/supplies, death benefits,
loss of pay and burial expenses for covered persons. Statute does not focus on fault.*

4, War Hazards Compensation Act (WHCA) 42 U.S.C. §§ 1701-17, FAR 52.228-4, DFARS 228.370(a).
The WHCA provides that any contractor employee who is killed in a “war risk hazard” will be compensated in some
respects as if the CDF were a full time government civilian employee. WHCA benefits apply regardless of whether
the injury or death is related to the employee’s scope of employment.*

D. Pay. CCP pay and benefits are governed by the CCP employment contract with the contractor. The U.S.
Government is not a party to this employee-employer relationship. CCP are not entitled to collect any special pay,
cash benefits or other financial incentives directly from the U.S. Government.

E. Veteran’s Benefits. Service performed by CCP is NOT active duty or service under 38 U.S.C. 106.* DoD
policy is that contractors operating under this clause shall not be attached to the armed forces in a way similar to the
Women’s Air Forces Service Pilots of World War II. Contractors today are not being called upon to obligate
themselves in the service of the country in the same way as the Women’s Air Forces Service Pilots or any of the
other groups listed in 38 U.S.C. 106. ®

F. Continued Performance During a Crisis.

1. During non-mandatory evacuation times, Contractors shall maintain personnel on location sufficient to
meet contractual obligations.”

2. DODI 3020.37, Continuation of Essential DOD Contractor Services During a Crisis (6 Nov. 1990)
(administrative reissuance incorporating Change 1, 26 Jan. 1996). The Instruction requires contractors to use all
means available to continue to provide services deemed essential by DOD. The DODI is guidance for commanders;
it does not bind contractors in any way.*

3. There is no “desertion” offense for contractor personnel. Commanders should plan for interruptions in
services if the contractor appears to be unable to continue support.

IX. ADDITIONAL REFERENCES
A. Geneva Conventions of 1949 and Additional Protocol of 1977.
B. 18 U.S.C. § 922(d), Unlawful Acts (providing firearms to certain persons).
. 22 U.S.C. § 3261 et seq., Responsibility of the Secretary of State (for U.S. citizens abroad).
. AR 700-4 (Logistics Assistance).
. AR 570-9 (Host Nation Support).
. AR 12-1 (International Logistics).

Q = m g

. FM 3-100.21 — Contractors Accompanying the Force.
H. FM-100-10-2 — Contracting Support on the Battlefield.

® Office of the Under Secretary of Defense Memo, 8 December 2003.
¥ CAF Guidebook, Topic 11.

8 CAF Guidebook, Topic 11.

% DFARS 252.225-7040(b)(4).

¥ 73 Fed. Reg, 62 (March 31, 2008).

% DFARS 252.225-7040(m).

%' See also, CAF Guidebook, Topic 13.

Chapter 16 254
Contingency Contractor Personnel



1. DA PAM 27-1-1 (Geneva Convention Protocols).

J. DA PAM 690-80 (Use of Local Civvies in Hostilities).

K. DA PAM 715-16 (Contractor Deployment Guide).

. DA Policy Memo, 12 Dec 97, Contractors on the Battlefield.

. ASA(ALT) Memo, 26 Jan 02, (Contractor Systems Support During Contingency Operations).
. DODI 4161.2 (Government Property in Possession of Contractors).

. DODI 1300.23 (Isolated Training for DOD Civilian and Contractors).

. DODI 1000.1 (Geneva Convention ID Cards).

. DODI 1100.22 (Guidance for Determining Workforce Mix, ).

. DODI 3020.37 (Continuation of Essential DOD Contractor Services Crisis).

DODD 5000.1 (The Defense Acquisition System).

. DODD 3025.1 (Non-combatant Evacuation Operations).

. Joint Pub 1-2, Definitions.

V. Joint Pub 4-0, Doctrine for Logistics Support of Joint Operations, Contractors in Theater.

W. AMC Pamphlet, 715-18. AMC Contracts and Contracting Supporting Military Operations. 16 June 1999.

X. Air Force General Counsel Guidance Memorandum titled Deploying With Contractors — Contractor
Consideration, November 2003.

cHwREO ™o ZEZ
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CHAPTER 17

FISCAL LAW

REFERENCES

Contract & Fiscal Law Department, TYAGLCS, Fiscal Law Deskbook.
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8. The Honorable Michael B. Donley, B-234326.15, 24 Dec. 1991 (unpublished).
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I. INTRODUCTION

A. Fiscal Law and the Deployed JA: Fiscal law touches everything we do, whether in garrison or in
contingency operations. Behind every operation, or even daily requirements, an expenditure of funds is required to
pay for the goods or services or pay the salary of those performing the duties. Your ability to scrutinize the fiscal
aspects of the mission will assist the unit meeting the commander’s intent and keep the unit within the boundaries of
the law. The U.S. Constitution grants the President the authority to be Commander in Chief of the Armed Services.
The same document retains the power to authorize funds to a separate body, Congress. The founders also made
clear that no money be spent without a specific appropriation (See Art. I, §9, cl. 7, U.S. Constitution). That is the
law! While commanders recognize the importance of having funds to accomplish their mission, they often times do
not appreciate the underlying law that requires affirmative authority to spend the money in the manner the
commander intends. It is your mission to make sure commands use the funds for the purpose they are given.

If there was ever any doubt about commanders’ recognition of the strategic effect that money can have on an
operation, the recent experiences in Iraq and Afghanistan provide clear evidence that commanders appreciate how
funds can, and do, shape their overall success (for example, the MNC-I CJ8 “Money As A Weapons System —
MAAWS” SOP indicates that commanders understand the combat multiplier that fiscal law can provide to their
units). Due to the requirement for affirmative authority in order to expend funds, the question you must ask and you
must train commanders and staff to ask is, “show me where in the statutes it says I can do this.”

Because Congress provides appropriations for military programs, and military departments in turn allocate
funds to commands, commanders may wonder why legal advisors scrutinize the fiscal aspects of mission execution
so closely, even though expenditures or tasks are not prohibited specifically. Similarly, JTF staff members
managing a peacekeeping operation may not appreciate readily the subtle differences between operational necessity
and “mission creep,” nation building and humanitarian and civic assistance, and construction, maintenance, and
repair. Deployed judge advocates (JA) often find themselves immersed in such issues. When this occurs, they must
find affirmative fiscal authority for a course of action, suggest alternative means for accomplishing a task, or counsel
against the proposed use of appropriated funds, personnel, or assets. To aid legal advisors in this endeavor, this
chapter affords a basic, quick reference to common authorities. Because fiscal matters are so highly legislated,
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regulated, audited and disputed, however, it is not a substitute for thorough research and sound application of the
law to specific facts. One possible source for an example of previous application of the law to specific facts is the
compilation of AARs that CLAMO has put together on various past operations.

B. Constitutional Framework: Under the Constitution, Congress raises revenue and appropriates funds for
Federal agency operations and programs. See U.S. Const., Art. I, § 8. Courts interpret this constitutional authority
to mean that Executive Branch officials, e.g., commanders and staff members, must find affirmative authority for the
obligation and expenditure of appropriated funds.' See, e.g., U.S. v. MacCollom, 426 U.S. 317, at 321 (1976) (“The
established rule is that the expenditure of public funds is proper only when authorized by Congress, not that public
funds may be expended unless prohibited by Congress.”) Likewise, in many cases, Congress has limited the ability
of the Executive to obligate and expend funds through annual authorization or appropriations acts or in permanent
legislation.

C. Legislative Framework: The principles of Federal appropriations law permeate all Federal activity, both
within the United States, as well as overseas. Thus, there are no “contingency” exceptions to the fiscal principles
discussed throughout this chapter. However, Congress has provided DoD with special appropriations and/or
authorizations for use during contingency operations. Fiscal issues arise frequently during contingency operations.
Failure to understand the fiscal nuances and the special appropriations and/or authorizations during contingency
operations may lead to the improper expenditure of funds and administrative and/or criminal sanctions against those
responsible for funding violations. Moreover, early and continuous JA involvement in mission planning and
execution is essential. JAs who participate actively and have situational awareness will have a clearer view of the
command’s activities and an understanding of what type of appropriated funds, if any, are available for a particular
need. JAs should consider several sources that define fund obligation and expenditure authority: (1) Title 10, U.S.
Code; (2) Title 22, U.S. Code; (3) Title 31, U.S. Code; (4) DoD authorization acts; (5) DoD appropriations acts; (6)
supplemental appropriations acts; (7) agency regulations; and (8) Comptroller General decisions. Without a clear
statement of positive legal authority, the legal advisor should be prepared to articulate a rationale for an expenditure
which is “necessary and incident” to an existing authority.

D. Roadmap for this Chapter. This Chapter is divided into 14 sections. Sections I through V provide an
overview of Basic Fiscal Controls — Purpose, Time, and Amount/Antideficiency Act. Section VI explores military
construction appropriations, authorizations, and regulatory policies (including special authorities for contingency
operations). Section VII provides the fiscal law legislative framework that regulates the Funding of US Military
Operations (FUSMO). The focus of FUSMO is the funding of Foreign Assistance operations (i.e., operations whose
primary purpose is to assist foreign governments, militaries, and populations). Section VIII analyzes the
Department of State appropriations and/or authorizations to fund Foreign Assistance, with a focus on those
authorities that DoD commonly executes on behalf of DoS via an interagency acquisition. Section IX details DoD’s
appropriations and/or authorizations to fund Foreign Assistance operations, to include the Commander’s Emergency
Response Program (CERP). Section X explains and analyzes the primary role of the Defense Reutilization and
Marketing Service (DRMS) in providing excess DoD equipment to foreign governments, security forces, and
populations. Section XI provides a summary chart of the 2008 Department of Defense Appropriations Act
(DODAA) provisions. Section XII provides a summary chart of the 2008 National Defense Authorization Act
provisions likely to affect JAs during deployments and contingency operations. Section XIII notes the requirement
that DoD notify Congress before transferring any defense articles or services to another nation or international
organization. Section XTIV provides some concluding thoughts for JAs.

II. BASIC FISCAL CONTROLS?

A. Congress imposes fiscal controls through three basic mechanisms, each implemented by one or more
statutes. The U.S. Comptroller General, who heads the Government Accountability Office (GAO), audits executive
agency accounts regularly, and scrutinizes compliance with the fund control statutes and regulations. The three
basic fiscal controls are as follows:

! An obligation arises when the government incurs a legal liability to pay for its requirements, e.g., supplies, services, or construction, For
example, a contract award normally triggers a fiscal obligation. Commands also incur obligations when they obtain goods and services from
other U.S. agencies or a host nation. An expenditure is an outlay of funds to satisfy a legal obligation. Both obligations and expenditures are

critical fiscal events.

% For a more in-depth review of fiscal law issues, See, CONTRACT & FISCAL L. DEP"T, THE JUDGE ADVOCATE GENERAL'S LEGAL CENTER AND
SCHOOL, U.S. ARMY, FISCAL LAW COURSE DESKBOOK, current edition, available at http://www jagcnet.army.mil/jagsa.
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1. Obligations and expenditures must be for a proper purpose;

2. Obligations must occur within the time limits applicable to the appropriation (e.g., operation and
maintenance (O&M) funds are available for obligation for one fiscal year); and

3. Obligations must be within the amounts authorized by Congress.

HI. THE PURPOSE STATUTE—GENERALLY

A. Although each fiscal control is key, the “purpose” control is most likely to become an issue during military
operations. The Purpose Statute provides that “[a}ppropriations shall be applied only to the objects for which the
appropriations were made except as otherwise provided by law.” See 31 U.S.C. § 1301(a). Thus, expenditures must
be authorized by law (permanent legislation or annual appropriations act) or be reasonably related to the purpose of
an appropriation. In determining whether expenditures conform to the purpose of an appropriation, JAs should
apply the GAO’s Necessary Expense Doctrine, which allows for the use of an appropriation if:

1. An expenditure fits an appropriation (or permanent statutory provision), or is for a purpose that is
necessary and incident to the general purpose of an appropriation;

2. The expenditure is not prohibited by law; and
3. The expenditure is not provided for otherwise, i.e., it does not fall within the scope of another, more
specific, appropriation.
B. Augmentation of Appropriations and Miscellaneous Receipts.

1. AUGMENTATION OF APPROPRIATIONS: A corollary to the Purpose control is the prohibition against
augmentation. See, Nonreimbursable Transfer of Admin. Law Judges, B-221585, 65 Comp. Gen. 635 (1986); cf. 31
U.S.C. § 1532 (prohibiting transfers from one appropriation to another except as authorized by law). Appropriated
funds designated for a general purpose may not be used for another purpose for which Congress has appropriated
other funds. Secretary of the Navy, B-13468, 20 Comp. Gen. 272 (1940). If two funds are equally available for a
given purpose, an agency may elect to use either, but once the election is made, the agency must continue to charge
the same fund. See, Funding for Army Repair Projects, B-272191, Nov. 4, 1997. The election is binding even after
the chosen appropriation is exhausted. Honorable Clarence Cannon, B-139510, May 13, 1959 (unpub.) (Rivers and
Harbors Appropriation exhausted; Shipbuilding and Conversion, Navy, unavailable to dredge channel to shipyard.)

2. MISCELLANEOUS RECEIPTS STATUTE: If an agency retains funds from a source outside the normal fund
distribution process, an augmentation has occurred and the Miscellaneous Receipts Statute is violated. See 31
U.S.C. § 3302(b); see also, Interest Earned on Unauthorized Loans of Fed. Grant Funds, B-246502, 71 Comp. Gen.
387 (1992). When the retained funds are expended, this generally violates the constitutional requirement for an
appropriation. See, Use of Appropriated Funds by Air Force to Provide Support for Child Care Centers for
Children of Civilian Employees, B-222989, 67 Comp. Gen. 443 (1988); Bureau of Alcohol, Tobacco, and Firearms-
-Augmentation of Appropriations--Replacement of Autos by Negligent Third Parties, B-226004, 67 Comp. Gen. 510
(1988).

3. EXCEPTIONS. There are, however, statutory exceptions to the augmentation prohibition.

a. There are interagency acquisition authorities that allow augmentation or retention of funds from
other sources. See, e.g., Economy Act, 31 U.S.C. § 1535; Foreign Assistance Act (FAA), 22 U.S.C. § 2344, 2360,
2392 (permitting foreign assistance accounts to be transferred and merged); Emergency Presidential drawdown
authority. The Economy Act authorizes a Federal agency to order supplies or services from another agency. For
these transactions, the requesting agency must reimburse the performing agency fully for the direct and indirect
costs of providing the goods and services. See, Washington Nat'l Airport; Fed. Aviation Admin., B-136318, 57
Comp. Gen. 674 (1978) (depreciation and interest); Obligation of Funds Under Mil. Interdepartmental Purchase
Reguests, B-196404, 59 Comp. Gen. 563 (1980); see also, DoD 7000.14-R, vol. 11A, ch. 1, para. 010201.J.
(waiving overhead for transactions within DoD). Consult agency regulations for order approval requirements. See,
e.g., Federal Acquisition Regulation Subpart 17.5; Defense Federal Acquisition Regulation Subpart 217.5; Army
Federal Acquisition Regulation Supplement Subpart 17.5. '

b. Congress also has authorized certain expenditures for military support to civil law enforcement
agencies (CLEA) in counterdrug operations. See the Domestic Operations chapter for a more complete review.
Support to CLEAs is reimbursable unless it occurs during normal training and results in DoD receiving a benefit
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substantially equivalent to that which otherwise would be obtained from routine training or operations. See 10
U.S.C. § 377. Another statutory provision authorizes operations or training to be conducted for the sole purpose of
providing CLEAs with specific categories of support. See §1004 of the 1991 Defense Authorization Act, codified at
10U.S.C. § 374. In 10 U.S.C. § 124, Congress assigned DoD the operational mission of detecting and monitoring
international drug traffic (a traditional CLEA function). By authorizing DoD support to CLEAs at essentially no
cost, Congress has authorized augmentation of CLEA appropriations.

C. Purpose Statute Violations.

1. VIOLATIONS OF THE PURPOSE STATUTE: As noted at the beginning of this chapter, the Purpose Statute
provides that “[a]ppropriations shall be applied only to the objects for which the appropriations were made except as
otherwise provided by law.” See 31 U.S.C. § 1301(a). Thus, if the command uses funds for an improper purpose, it
must adjust the accounts by deobligating the funds used erroneously and seek the proper appropriation.

2. CORRECTING VIOLATONS OF THE PURPOSE STATUTE: For example, if the command constructs an
$850,000 (funded costs) building with O&M funds, it has violated the Purpose Statute. (Remember, O&M is
normally proper only for projects with funded costs up to $750,000). To correct this violation, the command must
deobligate the O&M funds and substitute (obligate) Unspecified Minor Military Construction (UMMC) funds,
which are available for projects between $750,000 and $1.5 million. This account adjustment is typically an internal
adjustment of the agency’s accounting records and does not normally require a recovery of the actual payment
disbursed to the contractor or other payee. While this is a matter of adjusting agency accounts, the command must
report a potential Anti-Deficiency Act (ADA) violation unless proper funds (UMMC) were available: (1) at the time
of the original obligation (e.g., coniract award), (2) at the time the adjustment is made, and (3) continuously at all
times in-between. See discussion of the ADA, below. The same analysis applies if the command uses O&M funds
to purchase what are considered to be investment items, e.g., equipment or systems that are either centrally managed
or cost $250,000 or more. Finally, if a command uses funds for a purpose for which there is no appropriation, this is
an uncorrectable Purpose Statute violation, and officials must report a potential ADA violation.

IV. AVAILABILITY OF FUNDS AS TO TIME
A. Overview: The “Time” control includes two major elements:
1. Appropriations have a definite life span; and
2. Appropriations normally must be used for the needs that arise during their period of availability.

B. Period of availability. Most appropriations are available for a finite period. For example, O&M funds (the
appropriation most prevalent in an operational setting) are available for one year; Procurement appropriations are
available for three years; and Construction funds have a five-year period of availability. If funds are not obligated
during their period of availability, they expire and are unavailable for new obligations (e.g., new contracts or
changes outside the scope of an existing contract). Expired funds may be used, however, to adjust existing
obligations (e.g., to pay for a price increase following an in-scope change to an existing contract).

C. The “bona fide needs rule.” This rule provides that funds are available only to satisfy requirements that
arise during their period of availability, and will affect which fiscal year appropriation you will use to acquire
supplies and services. See 31 U.S.C. § 1502(a).

1. SupPLIES. The bona fide need for supplies normally exists when the government actually will be able to
use the items. Thus, a command would use a currently available appropriation for office supplies needed and
purchased in the current fiscal year. Conversely, commands may not use current year funds for office supplies that
are not needed until the next fiscal year. Year-end spending for supplies that will be delivered within a reasonable
time after the new fiscal year begins is proper, however, as long as a current need is documented. Note that there
are lead-time and stock-level exceptions to the general rule governing purchases of supplies. The lead-time
exception allows the purchase of supplies with current funds at the end of a fiscal year even though the time period
required for manufacturing or delivery of the supplies may extend over into the next fiscal year. The stock-level
exception allows agencies to purchase sufficient supplies to maintain adequate and normal stock levels even though
some supply inventory may be used in the subsequent fiscal year. See Defense Finance and Accounting Service
Reg.--Indianapolis 37-1 [DFAS-IN 37-1], Chapter 8; or DoD Financial Management Regulation 7000.14-R, vol. 3,
para. 080303. In any event, “stockpiling” items is prohibited. See, Mr. H.V. Higley, B-134277, Dec. 18, 1957
(unpub.).
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2. SERVICES. Normally, severable services are bona fide needs of the period in which they are performed.
Grounds maintenance, custodial services, and vehicle/equipment maintenance are examples of severable services
because of the recurring “day-to-day” need. Use current year funds for recurring services performed in the current
fiscal year. As an exception, however, 10 U.S.C. § 2410a permits DoD agencies to obligate funds current at the
time of award for a severable services contract (or other agreement) with a period of performance that does not
exceed one year. Even if some services will be performed in the subsequent fiscal year, current fiscal year funds can
be used to fund the full year of severable services. Conversely, nonseverable services are bona fide needs of the
year in which a contract (or other agreement) is executed. Nonseverable services are those that contemplate a single
undertaking, e.g., studies, reports, overhaul of an engine, painting a building, etc. Fund the entire undertaking with
appropriations current when the contract (or agreement) is executed, even if performance extends into a subsequent
fiscal year. See DFAS-IN 37-1, ch. 8.

V. AVAILABILITY OF APPROPRIATIONS AS TO AMOUNT

A. The Anti-Deficiency Act (31 U.S.C. §§ 1341(a), 1342, & 1517(a)). The Anti-Deficiency Act prohibits any
government officer or employee from:

1. Making or authorizing an expenditure or obligation in advance of or in excess of an appropriation.
(31 U.S.C. § 1341)

2. Making or authorizing an expenditure or incurring an obligation in excess of an apportionment or ir
excess of a formal subdivision of funds. (31 U.S.C. § 1517).

3. Accepting voluntary services, unless authorized by law. (31 U.S.C. § 1342)

B. Informal and Formal Subdivisions: Commanders must ensure that fund obligations and expenditures do
not exceed amounts provided by higher headquarters. Although over-obligation of an installation O&M account
normally does not trigger a reportable ADA violation, an over-obligation locally may lead to a breach of a formal
O&M subdivision at the Major Command level. See 31 U.S.C. § 1514(a) (requiring agencies to subdivide and
control appropriations by establishing administrative subdivisions); 31 U.S.C. 1517; DoD Financial Management
Regulation, vol. 141 DFAS-IN 37-1, ch. 4. Similarly, as described in the Purpose section, above, over-obligation of
a statutory limit, e.g., the $750,000 O&M threshold for construction, may lead to an ADA violation.

C. Requirements when an ADA is suspected: Commanders must investigate suspected violations to establish
responsibility and discipline violators. Regulations require “flash reporting” of possible ADA violations. DoD
7000.14-R, Financial Management Regulation, vol. 14, chs. 3-7; DFAS-IN 37-1, ch. 4, para. 040204. If a violation
is confirmed, the command must identify the cause of the violation and the senior responsible individual.
Investigators file reports through finance channels to the office of the Assistant Secretary of the Army, Financial
Management & Comptroller (ASA (FM&C)). Further reporting through OSD and the President to Congress also is
required if ASA (FM&C) concurs with a finding of violation. By regulation, commanders must impose
administrative sanctions on responsible individuals. Criminal action also may be taken if a violation was knowing
and willful, 31 U.S.C. §1349, §1350. Lawyers, commanders, contracting officers, and resource managers all have
been found to be responsible for violations. Common problems that have triggered ADA violations include the
following: '

1. Without statutory authority, obligating (e.g., awarding a contract) current year funds for the bona fide
needs of a subsequent fiscal year. This may occur when activities stockpile supply items in excess of those required
to maintain normal inventory levels.

2. Exceeding a statutory limit (e.g., funding a construction project in excess of $750,000 with O&M;
acquiring investment items with O&M funds).

3. Obligating funds for purposes prohibited by annual or permanent legislation.

4. Obligating funds for a purpose for which Congress has not appropriated funds, e.g., personal expenses
where there is no regulatory or case law support for the purchase.
VI. MILITARY CONSTRUCTION (MILCON) — A SPECIAL PROBLEM AREA

A. Introduction. Military Construction represents a special area of concern for commands. Misinterpretation
and misapplication of the rules is one of the leading causes of Anti-Deficiency Act violations. These violations
consume massive amounts of manhours (investigations etc.) and can have professional ramifications on the officers
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involved. Great care should be taken to properly define the scope of the project. Most commands would prefer to
use O&M funds for any and all construction projects, though the ability to use these funds is extremely limited. To
add to the dilemmas, deployed commands normally receive only O&M-type funds. In this context, the O&M may
be from humanitarian or foreign disaster assistance appropriation, but is used as a generic O&M fund would be, i.e.,
to conduct the specified operation.

B. Definitions. What you call a project often times determines what type of funds may be used on the project.
Congress appropriates funds for military construction projects and, based upon the cost of the project, may or may
not specifically authorize projects. Other types of work, such as maintenance and repair, are not construction, and
therefore military construction funds are not required to perform maintenance and repair.

1. “MILITARY CONSTRUCTION” includes any construction, development, conversion, or extension carried .
out with respect to a military installation whether to satisfy temporary or permanent requirements. It includes “all
military construction work...necessary to produce a complete and usable facility or a complete and usable
improvement to an existing facility....” 10 U.S.C. § 2801. The definition of a military installation is very broad and
includes foreign real estate under the operational control of the U.S. military. “Military Construction Project”
includes all work “necessary to produce a complete and usable facility or a complete and usable improvement to an
existing facility.” See, The Honorable Michael B. Donley, B-234326.15, Dec. 24, 1991 (unpub.) (Prohibiting
project splitting to avoid statutory thresholds). As defined further in AR 420-1, para. 4-17, construction includes the
following:

a. The erection, installation, or assembly of a new facility;

b. The addition, expansion, extension, alteration, functional conversion, or replacement of an existing
facility;
¢. The relocation of a facility from one site to another;

d. Installed equipment (e.g., built-in furniture, cabinets, shelving, venetian blinds, screens, elevators,
telephones, fire alarms, heating and air conditioning equipment, waste disposals, dishwashers, and theater seats); and

e. Related real property requirements, including land acquisitions, site preparation, excavation, filling,
landscaping, and other land improvements.

2. “MILITARY CONSTRUCTION PROJECT” includes all work necessary to produce a “complete and usable
facility, or a complete and usable improvement to an existing facility.” 10 U.S.C. § 2801(b). Splitting projects into
separate parts so as to stay under the $750,000 O&M threshold is strictly prohibited. See AR 420-1, para. 2-15a(2),
DA Pam 420-11, Glossary, sec. II; AF1 32-1021, para 4.2; OPNAVINST 11010.20F, para. 6.2.1.

3. MAINTENANCE is “work required to preserve or maintain a facility in such condition that it may be used
effectively for its designated purpose.” AR 420-1, Glossary, sec. IT (12 Feb 2008). It includes work required to
prevent damage and sustain components (e.g., replacing disposable filters; painting; caulking; refastening loose
siding; and sealing bituminous pavements). See DA Pam 420-11, para. 1-6a.

4. REPAIR means the restoration of a real property facility to such conditions that it may be used effectively
for its designated functional purpose or; Correction of deficiencies in failed or failing components of existing
facilities or systems to meet current Army standards and codes where such work, for reasons of economy, should be
done concurrently with restoration of failed or failing components; or a utility system or component may be
considered “failing” if it is energy inefficient or technologically obsolete. AR 420-1, Glossary, sec. II.

5. RELOCATABLE BUILDINGS - An arrangement of components and systems designed to be transported over
public roads with a minimum of assembly upon arrival and 2 minimum of disassembly for relocation. A relocatable
building is designed to be moved and reassembled without major damage to floor, roof, walls, or other significant
structural modification. DA Memo — Delegation of Authority (8 Feb 2008). AR 420-1, para. 6-14 further defines
relocatables as personal property used as a structure that would have a building category code if it was real property,
designed to be readily moved, erected, disassembled, stored, reused, and met the 20 percent rule. In accordance
with Dept of the Army guidance published on February 10, 2008, the costs for disassembly, repackaging, any
exterior refinishing (e.g. brick fagade etc ...) and any interior work (e.g. electrical systems, fire suppression systems,
walls or ceiling, etc.) including labor applied to the building after site delivery to make the relocatable building
useable, and non-recoverable building components, including foundations, may not exceed 20 percent of the
purchase price of the relocatable building. HQDA, DAIM-ZA Interim Policy Memo (10 Feb 2008).
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6. FUNDED COSTS. Costs which are charged to the appropriation designated to pay for a project. AR 420-
1, Glossary. They are the “out-of-pocket” expenses of a project, such as contract costs, TDY costs, materials, etc. It
does not include the salaries of military personnel, equipment depreciation, and similar “sunk” costs. The cost of
fuel used to operate equipment is a funded cost. Segregable maintenance and repair costs are not funded costs. See
DA Pam 420-11, Glossary. Only funded costs count against the $750,000 O&M threshold.

C. Funds for Construction. This year, there were significant changes to funding for construction and
construction related areas. As of the FY0O8 NDAA there is a new threshold for Unspecified Minor Military
Construction (UMMC) and new requirements for the Contingency Construction Authority (CCA). Also, there are
new directives for Relocatable Buildings and clarifications on what to include in the funded costs. The charts on the
next pages summarize many of these changes.

Construction Fiscal Law Basics

Amount Type Funds Approval
>$2 Mil* MILCON Congress
$750K-$2 Mil** Unspec Minor MILCON | (Under or Dep) Sec Level
(UMMC)
Under $750K* o&M Commander

Thresholds is $1.5 million if project is intended solely to correct a deficiency that threatens life,
health, or safety.

** Limit is $3 million if project is intended solely to correct a deficiency that threatens life, health, or
safety.

Generally, funding for construction is appropriated for the specific projects under the Military Construction
Appropriation. However, there are some exceptions. 10 U.S.C. § 2805(c) authorizes the use of O&M funds for
unspecified minor military construction up to $750,000 per project. The statute increases this threshold to $1.5
million if the project is “solely to correct a deficiency that threatens life, health, or safety.” See also AR 420-1, para.
2-12d. Military Construction projects between $750,000 and $2 million may use Unspecified Minor Military
Construction funds. AR 420-1, Appendix D-1 a. The threshold for UMMC is increased to $3 million if the project
is “solely to correct a deficiency that threatens life, health, or safety.” Congress increased the threshold to $2
million with the FY 2008 NDAA, but it did not increase the threshold to correct deficiencies that threaten life,
health, or safety. Military Construction projects above $2 million must be funded with Military Construction Funds.

[Note: While the statute allows for the increase in the threshold to $1.5 million for life,
health, or safety, there is no statutory guidance as to what constitutes “a deficiency that
threatens life, health, or safety.” Further, DoD and Army Regulations do not assist in
defining this criteria. At least one Army MACOM has issued limited guidance. See
Appendix B: Memorandum, Deputy Chief of Staff for Personnel and Installation
Management, AFEN-ENO, Subject: Funding and Approval Authority, 6 March 2000.
The Air Force requires prior approval of SAF/MII and Congressional notification for
projects solely to correct a life, health, or safety deficiency that exceed $500,000. AFI

32-1032, para 5.1.2.1.]

DoD also must notify Congress if commanders intend to undertake construction (temporary or permanent)
during any exercise, and the cost of the construction is expected to exceed $100,000. See Military Construction
Appropriation Act, 2004, Pub. L. No. 108-132, 117 Stat. 1374, (2003) § 113.

Commanders also must use UMMC funds for all permanent construction during CJCS-coordinated or directed
OCONUS exercises. See 10 U.S.C. § 2805(c)(2). The authority for exercise-related construction is limited to no
more than $5 million per military department per fiscal year. See 10 U.S.C. § 2805(c)(2). This limitation does not
affect funding of minor and truly temporary structures such as tent platforms, field latrines, shelters, and range
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targets that are removed completely once the exercise is completed. Units may use O&M funds for these temporary
requirements. Again, however, congressional notification is required for any construction in excess of $100,000.
See Military Construction Appropriation Act, 2000, Pub. L. No. 106-52, § 113, 113 Stat. 264 (1999).

D. Methodology for analyzing construction funding issues:
1. Define the scope of the project (i.e., what is the complete and usable facility?);
. Classify the work as construction, repair, or maintenance;

2
3. Determine the funded cost of the project;

4. Select the proper appropriation (O&M <$750,000, UMMC < $2 mil, MILCON > $2 mil); and
5

. Verify the identity of the proper approval authority.

E. Construction Using O&M Funds During Combat or Declared Contingency Operations. As stated in
the introduction, there is no “deployment exception to Fiscal Law, whether in construction funding or other types of
funding. However, Congress has provided special funding authorities for contingency operations. The following
additional authorities are available to DoD to fund combat and contingency related construction projects. Of the
authorities listed below, only the Contingency Construction Authority is frequently used. The remainder of the
authorities are rarely used because their requirements include Congressional notification, and in the case of 10
U.S.C. § 2808 and 10 U.S.C. § 2803, the reprogramming of unobligated military construction funds, which are
normally limited in amount.

1. CONTINGENCY CONSTRUCTION AUTHORITY (CCA). Within the last several years significant changes
have taken place in the funding of combat- and contingency-related construction. Section 2808 of the Military
Construction Authorization Act for FY 2004 (Pub. L. No. 108-136, 117 Stat. 1723 (2003)) authorized what is now
known as “Contingency Construction Authority.” To compensate for the loss of authority provided under the
February 2000 SAGC (Ethics & Fiscal) (also known as the Reres Doctrine) and the February 2003 USD(C) policy
memoranda, section 1901 of the FY 03 Emergency Supplemental provided authority to transfer up to $150 million
of O&M funds to the account established for contingency construction under 10 U.S.C. § 2804. The Military
Construction Authorization Act for FY 2004 authority has been granted annually by Congress, though there were
significant changes to the procedures instituted in the FY2008 NDAA.

Section 2801 of the FY 08 NDAA extended the original authority of Section 2808 of the FY(04 Military
Construction Authorization Act not to exceed $200,000 for one year (through FY 2008). Now, however, BEFORE
using this authority, Congress must be notified and the unit must wait 10 days (or 7 days if the notice is delivered to
Congress electronically).

The Deputy Secretary of Defense issued implementing guidance for Section 2808 of the FY 2004 Defense
Authorization Act on 1 April 2004, which still applies. See Memorandum, Deputy Secretary of State, Subject: Use
of Operation and Maintenance Appropriations for Construction During Fiscal Year 2004 (1 April 2004). Military
Departments or Defense Agencies are to submit candidate construction projects exceeding $750,000 to the Under
Secretary of Defense (Comptroller). The request will include a description and the estimated cost of the project, as
well as a certification by the Secretary of the Military Department or Director of the Defense Agency that the project
meets the conditions stated in Section 2808 of the FY 04 Defense Authorization Act. The Under Secretary of
Defense (Comptroller) will review the candidate projects in coordination with the Under Secretary of Defense
(Acquisition, Technology, and Logistics), and the Under Secretary of Defense (Comptroller) will notify the Military
Department or Defense Agency when to proceed with the construction project.

2. PROJECTS RESULTING FROM A DECLARATION OF WAR OR NATIONAL EMERGENCY. Upon a presidential
declaration of war or national emergency, 10 U.S.C. § 2808 permits the Secretary of Defense (SECDEF) to
undertake construction projects not otherwise authorized by law that are necessary to support the armed forces.
These projects are funded with unobligated military construction and family housing appropriations, and the
SECDEF must notify the appropriate committees of Congress of (a) the decision to use this authority; and (b) the
estimated costs of the construction project. On 16 November 2001 President Bush invoked this authority in support
of the Global War on Terrorism. See Executive Order 13235, Nov. 16, 2001, 66 Fed. Reg. 58343.

a. Emergency Construction, 10 U.S.C. § 2803. Limitations: (a) a determination by the Service
Secretary concerned that the project is vital to national defense; (b) a 21-day congressional notice and wait period;
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(c) a $45 million cap per fiscal year; and (d) a requirement that the funds come from reprogrammed, unobligated
military construction appropriations.

b. Contingency Construction, 10 U.S.C. § 2804. Limitations similar to those under 10 U.S.C. § 2803
apply; however, Congress specifically appropriates funds for this authority. In 2003, Congress dramatically
increased the amount of funding potentially available to DoD under this authority. See Emergency Wartime
Supplemental Appropriations for the Fiscal Year 2003, Pub. L. No. 108-11, 117 Stat. 587 (2003). Section 1901 of
the supplemental appropriation authorized the SECDEF to transfer up to $150 million of funds appropriated in the
supplemental appropriation for the purpose of carrying out military construction projects not otherwise authorized
by law. The conference report accompanying the supplemental appropriation directed that projects that previously
had been funded under the authority of the DoD Deputy General Counsel (Fiscal) 27 February 2003 memorandum,
must be funded pursuant to 10 U.S.C. § 2804 in the future. However, because the 2004 and 2005 Defense
Authorization Acts authorized DoD to spend up to $200 million per fiscal year on such construction projects, DoD’s
authority to fund projects pursuant to 10 U.S.C. § 2804 was later significantly reduced. See Pub. L. 108-767, 118
Stat. 1811, Section 2404(a)(4) (limiting funding under this authority to $10 million for fiscal year 2005).

F. Recurring Construction Funding Issues — Relocatable Buildings and LOGCAP

1. RELOCATABLE BUILDINGS. Department of the Army issued new guidance regarding Relocatable
Buildings and the delegation authority in February 2008. See DAIM-ZO Memo, Interim Policy for Relocatable
Buildings (10 February 08), Delegation of Authority — Relocatable Buildings Memorandum, Office of the Assistant
Secretary of the Army Installations and Environment (8 February 2008). Depending on the purpose of the
relocatable, it may be construction or procurement. The flow diagram below shows the analysis for selecting the
proper funds for the use of relocatable buildings.

I Short Term Interim Faci]ity—l

=/ N

Funded Project Costs = or < Construction:
$2 Million or less

20% of Bldg costs
No
) S\

Is cost $250,000 or

less Is project $750,000 or less , MILCON

e ~ wl
/ ]

| O&M I [Procu t I Unspecified Minor
Military Construction

As a general rule, a “relocatable building” must be funded as a construction project IF the estimated funded and
unfunded costs for average building disassembly, repackaging (including normal repair and refurbishment of
components, but not transportation), and nonrecoverable building components, including typical foundations, exceed
20% of the acquisition cost of the relocatable building itself. (DoDI 4165.56 dtd Apr ’88, para. 3.2.1). The Army
recently clarified the 20% rule in its Interim Policy published in February 2008. The policy states “[t]he costs for
disassembly, repackaging, any exterior refinishing (e.g. brick fagade, etc ...) and any interior work (e.g. electrical
systems, fire suppression systems, walls, or ceilings, etc.) including labor applied to the building after site delivery
to make the relocatable building usable, and non-recoverable building components, including foundations, may not
exceed 20% of the purchase price of the relocatable building. (Foundations include blocking, footing, bearing
plates, ring walls, and concrete slabs. When concrete slabs are used as relocatable building foundations or floors,
the entire cost of the slab will be included in the foundation cost).” Under the interim policy, relocatable buildings
may be used for no more than 6 years.

2. LOGCAP. The rules concerning construction ordered under the Logistics Civil Augmentation Program

(LOGCAP) are the same as if the unit was funding the construction contract through normal contracting procedures.
For years, units ordered things through the LOGCAP service contract via a task order and, because the LOGCAP
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contract was funded with O&M funds, assumed O&M funds were appropriate for all contracted items under the
contract. In March 2006, the DoD OGC clarified the fiscal rules concerning the LOGCAP contract, stating “there
are no special fiscal rules when using LOGCAP.” Thus, if the task order’s terms calls for construction, then the
rules concerning construction funding apply. (See generally Appendix C: DOD OGC, LOGCAP Funding Opinion,

dtd 7 Mar. 2006).

VI. THE LEGISLATIVE FRAMEWORK REGULATING THE FUNDING OF UNITED STATES
MILITARY OPERATIONS (FUSMO).

A. Fiscal Legislative Controls: There is NO “deployment exception” to the Fiscal Law Framework!
Therefore, the same fiscal limitations regulating the obligation and expenditure of funds apply to FUSMO (See
supra, Purpose, Time, and Amount/ADA, Fiscal Law Deskbook, chapters 2-4). The focus of FUSMO is how to
fund operations whose primary purpose is to benefit foreign militaries, foreign governments, and foreign
populations. Generally these operations are Foreign Assistance, and are normally funded by the Department of State
(DoS). Congtress does provide DoD, however, special appropriations and/or authorizations to fund Foreign
Assistance. Of the three general limitations - Purpose, Time, and Amount/ADA, the Purpose Statute is the fiscal
control that is generally the primary focus for the fiscal law practitioner in a military operational setting and

FUSMO.

1. 31 U.S.C. § 1301(a). Provides that appropriations shall be applied only to the objects for which the
appropriations were made, except as otherwise provided by law.

2. NECESSARY EXPENSE DOCTRINE (THREE-PART PURPOSE TEST). In 1984, in response to a request for an
opinion by Congressman Bill Alexander, the Government Accountability Office’s (GAO) Comptroller General
addressed numerous funding issues related to the Ahuas Tara military exercises conducted in Honduras.> In this
case, the Comptroller General reviewed the use of DoD O&M funds to fully fund the Foreign Assistance activities
of the DoD during the Ahuas Tara military exercises. Accordingly, the Comptroller General reiterated the three
prongs of the Necessary Expense Doctrine, used to determine whether an appropriation is legally available for an
expenditure:

a. The expenditure must be reasonably related to the purposes for which the appropriation was made.
In other words, the expenditure of an appropriation must be for a particular statutory purpose, or necessary and
incident, to the proper execution of the general purpose of the appropriation.

b. The expenditure must not be prohibited by law.

c. The expenditure must not fall specifically within the scope of some other category of
appropriations. This last requirement applies even if the more appropriate funding source is exhausted and therefore

unavailable.

3. OPERATIONS & MAINTENANCE (O&M) RECURRING ISSUES. To understand whether O&M funds may be
used for Foreign Assistance, it is important to understand the primary purpose of O&M appropriations. The primary
purpose of O&M is "[f]or expenses, not otherwise provided for, necessary for the operation and maintenance of the
[Army, Air Force or Navy] as authorized by law....”

a. "For expenses" — Expenses are non-durable end items that are not expected to last more than one
year. Therefore, O&M may generally not be used for capital investments (i.e., durable goods whose expected usable
life exceeds one year), or centrally-managed items. Capital investments and centrally-managed items are generally

funded with Procurement appropriations.

(1) Congress provided the DoD with the authority to use O&M funds for capital investments
whose cost is $250,000 or less. See Section 8031 of the FY07 DoD Appropriations Act (DODAA), stating that
O&M may be used "to purchase items which have an investment unit item cost of not more than $250,000...;" See
also Purpose Outline, Chapter 2, “Investment-Expense” Threshold.

(2) All DoD elements will use O&M funds for capital investments whose cost is $250,000 or less.
(See Financial Management Regulation (FMR) Vol 2A, paragraph 010201 on the “expense — investment threshold.”

? CONTRACT & FISCAL L. DEP’T, THE JUDGE ADVOCATE GENERAL’S LEGAL CENTER AND SCHOOL, U.S. ARMY, FISCAL LAW COURSE
DESKBOOK, current edition, Chapter 12: FUSMO, Appendix A: The Honorable Bill Alexander, B-213137, 63 Comp. Gen. 422 (1984), available
at http://www jagenet.army.mil/tjagsa.
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See also Purpose Outline, Chapter 2, “Investment-Expense” Threshold). As a result, DoD funds all expense items,
and capital investment items that exceed $250,000 and are “not otherwise provided for,” with O&M appropriations.
An example of a capital investment item that would be purchased with O&M funds would be a desk or a computer
system, as long as these investment items do not exceed $250,000 in price.

b. "not otherwise provided for" — O&M is not for Weapons, Ammunition or Vehicles, since these are
investment items. Additionally, Congress appropriates funds separately for each military department for weapons,
ammunition, and vehicles. For example, vehicles are purchased with Procurement, Army Other Funds (OPA): "For
construction, procurement, production, and modification of vehicles, including tactical, support, and non-tracked
combat vehicles; the purchase of passenger motor vehicles for replacement only...." Therefore, O&M may not be
used to procure these types of “investment” items (even if the cost is $250,000 or less), since more specific
appropriations exist for the purchase of Weapons, Ammunition, and Vehicles (i.e., the various Procurement
appropriations).

c. "necessary for the operation” — Military Construction (MILCON) presents a special problem area.
10 USC § 2805(c)(1), a “codified” or “permanent” authorization (see infra, VI.C.), authorizes the use of O&M
funds, as opposed to UMMC or MILCON funds, for a military construction project costing not more than $750,000
(or $1.5M for a project intended solely to correct a life, health, safety deficiency). Absent this authorization, DoD
units would fund all construction projects that cost $750,000 or less with UMMC or MILCON funds. There are,
however, some statutory exceptions to the general limitation on the use of O&M funds for construction projects that
exceed $750,000:

(1) Contingency Construction Authority (CCA): Authorizes the SECDEF to obligate up to $200
million of the DoD O&M appropriation “to carry out a construction project outside the United States that the
Secretary determines...:”

(a) “[I]s necessary to meet urgent military operational requirements of a temporary nature

involving the use of the Armed Forces in support of a declaration of war, the declaration by the President of a
national emergency under section 201 of the National Emergencies Act (50 U.S.C. 1621), or a contingency

operation.”
(b) “[I]s not carried out at a military installation where the United States is reasonably expected to
have a long-term presence.”

(c) “The United States has no intention of using the construction after the operational
requirements have been satisfied,” and;

(d) “The level of construction is the minimum necessary to meet the temporary operational
requirements.”

(e) Prior to using CCA authority for each project, the SECDEF must waive and approve the use of
O&M in excess of MILCON thresholds. See Division B of the National Defense Authorization Act (NDAA) for
2004, Section 2808(a), as amended by Section 2810, of the NDAA for 2005, Section 2809 of the NDAA for 2006,
Section 2802 of the NDAA for 2007, and Section 2801 of the 2008 NDAA.*

(f) CCA authorization also requires Congressional advance notification to the House and Senate
Armed Services and Appropriations Committees of every CCA project seven or ten days prior to the award of the
contract for the contingency construction (seven days if the notification is by electronic format and ten days if it is
not in electronic format).’

(g) The notification requirement is very important, as Congress included a provision that if DoD
failed to provide the required notices, the Contingency Construction Authority ceases to exist by operation of law.
This occurred in FY07 (prior to Congress re-authorizing the CCA with additional notice requirements in FY08).
Due to DoD’s failure to notify Congress by 18 September 2007 of a CCA project approved on 11 September 2007,

* CONTRACT & FISCAL L. DEP’T, THE JUDGE ADVOCATE GENERAL’S LEGAL CENTER AND SCHOOL, U.S. ARMY, FISCAL LAW COURSE
DESKBOOK, current edition, Chapter 12: FUSMO, Appendix B: Contingency Construction Authority Statutory Language Yearly Updates,
available at http://www jagcnet.army.mil/tjagsa.

% National Defense Authorization Act for 2008, Pub. L. No. 110-181, § 2801 (Jan. 28, 2008), available at http://frwebgate.access.gpo.gov/cgi-
bin/getdoc.cgi?dbname=110_cong_public_laws&docid=f-publ181.110.pdf.
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CCA authority ceased to exist on 19 September 2007. Congress did not re-authorize CCA until the enactment of the
2008 National Defense Authorization Act (2008 NDAA) on 28 January 2008.

(2) Logistics Civil Augmentation Program (LOGCAP) — Auother recurring issue related to the use
of O&M for construction projects is the use of LOGCAP to issue task orders for construction projects. LOGCAP is
a multi-year contingency indefinite delivery-indefinite quantity (ID/IQ) contract originally designed for the
provision of contractor services to the U.S. Army, but it also allows the Army to contract for the provision of goods
and construction in wartime and other contingency operations. Contractors perform the procured services to support
U.S. Army units in support of the operational missions. Use of contractors in a theater of operations allows the
release of military units for other missions or to fill support shortfalls. This program provides the Army with
additional means to adequately support the current and programmed forces. The Army recently awarded the 4th
iteration of the LOGCAP contract, LOGCAP IV, in 2007.

(a) When OEF and OIF began, the Army used LOGCAP to contract for services, goods, and
construction. The Army, however, initially paid for all LOGCAP ID/IQ task orders, including construction, with
O&M funds. The Army’s rationale for doing this was that the goods and construction were really a LOGCAP
service allowed under the LOGCAP ID/IQ (e.g., The Army needs food service for its Soldiers — if the contractor
needs to construct a Dining Facility to provide those services, that is their decision; it is still a service to us, which is
expended within the current fiscal year, so the Army can use O&M funds to reimburse the contractor for
constructing the facility, since what the Army really procured were dining facility “services”). This rationale is no
longer legally valid!

(b) O&M is no longer the “exclusive” source of funding for LOGCAP. All LOGCAP projects
should be financed with the proper purpose funds, depending on what the Army is procuring. The fact that the
command is making a procurement via LOGCAP does not affect the normal fiscal analysis. For example, if the
Army wants food services, and the contractor will need to construct a Dining Facility with a cost exceeding $2
million, specified MILCON funds should be used to finance the construction of the facility. The actual cost of
providing the meals, however, is an expense of current operations and should be funded with O&M funds.*

B. Appropriations vs. Authorizations. Under the U.S. Constitution, no funds may be drawn from the U.S.
Treasury for any purpose, absent a congressional appropriation. There is no constitutional requirement to pass an
authorization act in order to draw funds from the U.S. Treasury. In layman’s terms, the appropriation draws the “pot
of money” from the U.S. Treasury, while an authorization may provide additional purposes for which that “pot of
money” may be used.

1. OVERVIEW: Congress has enacted laws that require it to enact an authorization act prior to enacting an
appropriation act. Technically, the authorization act sets the maximum amounts that may be appropriated for a
specific program. These laws, however, are unenforceable upon Congress, since an earlier Congress cannot bind a
later Congress via statute.

a. Historically, the authorization acts passed in the respective congressional committees (e.g., House
and Senate Armed Services Committees) set the maximum funding levels and purposes that the appropriations
committees (e.g., House and Senate Appropriations Committees) could appropriate funds for in the appropriations
acts. For example, 10 U.S.C. § 114(a) states that “No funds may be appropriated for any fiscal year” for certain
purposes, including procurement, military construction, and/or research, development, test and evaluation “unless
funds therefore have been specifically authorized by law.”

b. The congressionally enacted requirement to enact an authorization act prior to an appropriation act,
however, is unenforceable upon Congress. Based on generally accepted principles of statutory hierarchy, an earlier
congressional law cannot bind a later Congress. In this case, a previous Congress passed a statute that requires a
future Congress to pass an authorization act prior to the passage of an appropriations act. A future Congress can
certainly change that law. By passing an appropriations act prior to the respective authorization act, Congress has,
in effect, changed the law to not require the enactment of the authorization act prior to the enactment of the
appropriations act. This has occurred on numerous occasions, including most recently in fiscal year (FY) 2008.

¢ CONTRACT & FISCAL L. DEP'T, THE JUDGE ADVOCATE GENERAL’S LEGAL CENTER AND SCHOOL, U.S. ARMY, FISCAL LAW COURSE
DESKBOOK, current edition, Chapter 12: FUSMO, Appendix C: DOD OGC, LOGCAP Funding Opinion, dtd 7 March 2006, available at

http://www jagcnet.army.mil/tjagsa.
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c. Historically, an authorization act provision would not expand the scope of availability of a
particular appropriation beyond what was permitted by the terms utilized in the appropriation act. An authorization
act, however, could decrease the scope of availability of an appropriation by placing further restrictions on the use of
those funds.”

d. This tradition, however, is also unenforceable upon Congress. The sole constitutional requirement
to allow a federal agency to obligate and expend funds from the U.S. Treasury is that “[n]o money shall be drawn
from the Treasury, but in Consequence of Appropriations made by law . ...” (U.S. Const. Art. I, § 9, cl. 7.
emphasis added). As a result, when Congress draws funds from the Treasury due to the enactment of an
appropriation act, it has met its constitutional requirement. It is not a constitutional violation for Congress to enact
additional authorizations, or purpose(s), for the respective funds drawn from the Treasury, in legislation other than
the appropriation act itself (i.e., an authorization act).

e. Recently, Congress has used the yearly National Defense Authorization Act (NDAA) as a vehicle to
provide additional authorizations for the funds that are appropriated in the yearly DoD Appropriations Act
(DODAA). Many of these additional authorizations exceed the basic purpose of the appropriation which these
additional authorizations are linked to. For example, the Commander’s Emergency Response Program (CERP)
authorizes the use of O&M funds, generally available for the annual expenses of service members and units, for the
“urgent humanitarian and reconstruction needs” of the Iraqi and Afghan civilian populations. The CERP
authorization clearly exceeds the basic purpose of the O&M appropriation, but remains legally viable.

2. APPROPRIATIONS AND AUTHORIZATION STATUTES: Traditionally, Congress appropriated funds and
authorized additional purposes for those funds in three annual public laws:

a. Department of Defense Appropriations Act (DODAA): Appropriated funds for the yearly expenses
and investment activities of DoD, not including the funding of contingency operations. These activities are
colloquially referred to as “baseline operations,” funded with “baseline funds.”

b. Veteran’s Affairs and Military Construction Appropriation Act (VA/MILCONAA): Div. A
(MILCON) appropriated Unspecified Minor Military Construction (UMMC) and Specified Military Construction
(MILCON) funds for DoD. Veteran’s Affairs (VA) Administration is now its own agency.

c. NDAA: provides maximum amounts that the DODAA may appropriate, and additional
authorizations (purposes) for which the appropriated funds drawn by the DODAA may be used.

d. Congressional Committees: The congressional appropriations committees (House and Senate
Appropriations Committees, respectively) draft the federal appropriations acts for consideration and passage by
Congress. The congressional authorizations committees (House and Senate Armed Services Committees,
respectively) draft the DoD authorization acts for consideration and passage by Congress.

(1) Generally, Congress appropriates DoD funds via the DODAA and the MILCONAA, and
provides authorizations via the NDAA.

(2) On certain occasions, however, Congress will provide additional appropriations in the NDAA,
and additional authorizations in one of the DoD appropriations acts. This often occurs because DoD requests a high
priority authorization or appropriation provision that may be politically controversial in one congressional
committee, but not another. If DoD is unsure whether the high priority appropriation or authorization will survive
the respective committee compromises, they may request the provision in both the appropriations committees and
the Armed Services committees. On rare occasions, the same appropriation and/or authorization provision will
appear in multiple appropriations and/or authorization acts.

3. APPROPRIATIONS FOR CONTINGENCY OPERATIONS: The President has made the policy decision to
request funds for the GWOT via separate appropriations acts, other than the DODAA or the VA/MILCONAA (this
policy has been the traditional presidential practice of the modern presidency since WWII):

a. GWOT Operations are normally funded through “Wartime Supplemental” appropriations acts.

7 See generally, Principles of Fed. Appropriations Law, vol. I, ch. 2, 2-51 to 2-52, GAO-040261SP (3d ed. 2004).
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b. If DoD expends the appropriated funds enacted by Congress prior to the end of the fiscal year,
Congress may provide additional funds with additional appropriations. These additional appropriations are
generally referred to as “Emergency Supplemental” appropriations acts.

4. 2008 DOD APPROPRIATIONS AND AUTHORIZATIONS ACTS AS OF 28 MAY 2008:

a. 2008 DoD Appropriations Act (DODAA): signed by the President on 13 November 2007, the 2008
DODAA appropriated “baseline” funds for DoD non-GWOT related operations.® Until the DODAA’s enactment,
DoD was operating under Continuing Resolutions, or temporary appropriations acts. Section XII infra, provides a
summary chart of the appropriations contained in the 2008 DODAA.

b. 2008 Consolidated Appropriations Act (CAAY): signed by the President on 26 December 2007, the
CAA appropriated funds for all U.S. federal agencies in one act. The CAA is divided into 13 different divisions,
each of which appropriates funds for the traditional appropriations acts.®

(1) MILCONAA: Division I, Title I contains the DoD MILCON appropriations for FY2008.
Title II contains the VA appropriations.”

(2) GWOT Funds: Division L of the 2008 CAA, also named the Emergency Supplemental
Appropriations Act for Defense, 2008, contains $70 billion in appropriations for DoD to prosecute the GWOT."

c. 2008 National Defense Authorization Act (NDAA): On 28 December 2007, the President vetoed
Congress” first attempt at enacting the 2008 NDAA. After resolving the disagreement with Congress, the President
_enacted the 2008 NDAA on 28 January 2008."

C. “Codified” (or “Permanent”) vs. “Uncodified” (or “Temporary”) Authorizations. “Codified” (or
“permanent’) means that Congress inserts a respective authorization into the actual U.S. Code (e.g., Title 10 for
DoD and Title 22 for DoS). In contrast, “uncodified” (or “temporary”) authorizations are not inserted into the U.S.
Code (although it remains an enacted Public Law).

1. “CODIFIED” (OR “PERMANENT”) APPROPRIATIONS AND AUTHORIZATIONS: These authorizations are
inserted into the appropriate Title of the U.S. Code (e.g., Title 10 for DoD). The significance of this event is that
Congress need not “re-authorize” the authorization on a yearly basis. They are presumed to be authorized until
Congress modifies or eliminates the authorization in a later statute.

2. “UNCODIFIED” (OR “TEMPORARY”) APPROPRIATIONS AND AUTHORIZATIONS: These appropriations and
authorizations are not inserted into the U.S. Code. As a result, they automatically cease to exist once the period of
availability is complete, unless Congress subsequently re-authorizes the provision in later legislation.

3. GENERALLY, GWOT AND CONTINGENCY FUNDS ARE “UNCODIFIED”: Most of the GWOT funds are
“uncodified,” implying that Congress intends to cease appropriations for specific GWOT theaters of operation (e.g.,
OEF and OIF) when those operations are completed.

D. The Fiscal Law Framework and FUSMO. As Section VII, supra, indicates, Congress has created a broad
and detailed fiscal law framework whose complexity directly impacts FUSMO. The Fiscal Law Framework creates
some basic rules in the field of Funding US Military Operations. Generally, DoD may only obligate appropriated
O&M and Procurement funds when the primary purpose is to directly benefit the U.S. military. When the primary
purpose of the expenditure is to assist foreign nations, their military/security services, or their foreign populations,
apply the framework below.

1. FUSMO GENERAL RULE: The general rule in FUSMO is that the Department of State (DoS), and not
DoD, funds Foreign Assistance to foreign nations and their populations. Section VIII, infra, discusses the Title 22

8 Department of Defense Appropriations Act for 2008, Pub. L. No. 110-116 (Nov. 13, 2007), available at http://frwebgate.access.gpo.gov/cgi-
bin/getdoc.cgi?dbname=110_cong_bills&docid=f:h3222enr.txt.pdf.

¥ Consolidated Appropriations Act for 2008, Pub. L. No. 110-161, (Dec. 26, 2008), available at http://frwebgate.access.gpo.gov/cgi-
bin/getdoc.cgi?dbname=110_cong_bills&docid=f:h2764enr.txt.pdf.

1 1d. at Div. L.

"' Id. at Div. L.

2 National Defense Authorization Act for 2008, Pub. L. No. 110-181, § 2801 (Jan. 28, 2008), available at http://frwebgate.access.gpo.gov/cgi-
bin/getdoc.cgi?dbname=110_cong_public_laws&docid=f:publ181.110.pdt.
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DoS funds available for FUSMO. Foreign Assistance includes Security Assistance to a foreign military or
government, Development Assistance for major infrastructure projects, and Humanitarian Assistance directly to a

foreign population.
2. TwO EXCEPTIONS: There are two exceptions to the FUSMO general rule.

a. Interoperability, Safety, and Familiarization Training: DoD may fund the training (as opposed to
goods and services) of foreign militaries with O&M only when the purpose of the training is to enhance the
Interoperability, Familiarization, and Safety Training, and not Security Assistance Training. This exception applies
only to training."” .

b. Congressional Appropriation and/or Authorization to conduct Foreign Assistance: DoD may fund
Foreign Assistance operations if Congress has provided a specific appropriation and/or authorization to execute the
mission. Section VIII, infra, discusses the most frequently used appropriations and authorizations that Congress has
enacted for DoD to execute FUSMO. Section IX, infra, also explores The Honorable Bill Alexander GAO Opinion,
which provides the Interoperability, Safety, and Familiarization Training exception to the general rule that DoS
funds Foreign Assistance.

VIII. DEPARTMENT OF STATE AUTHORIZATIONS AND APPROPRIATIONS

A. Introduction. The United States military has engaged in operations and activities that benefit foreign
nations for many decades. The authorities and funding sources for these operations and activities have evolved into
a complex set of statutes, annual appropriations, regulations, directives, messages, and policy statements. The key
issue for the practitioner is determining whether DoS authorizations and/or appropriations (under Title 22 of the
U.S. Code, and the annual Foreign Assistance Act), or DoD authorizations and/or appropriations (under Title 10 of
the U.S. Code, and the annual DoD appropriations and authorizations) should be used to accomplish a particular
objective. If there are non DoD appropriations and/or authorizations that may be used to fund a Foreign Assistance
mission, then DoD may still be able to execute the mission, but with DoS funds (as long as DoS approves their use).

1. FUSMO GENERAL RULE. The general rule in Funding U.S. Military Operations (FUSMO) is that the
Department of State (DoS) has the primary responsibility, authority, and funding to conduct Foreign Assistance on
behalf of the USG. Foreign assistance encompasses any and all assistance to a foreign nation, incltuding Security
Assistance (assistance to th