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PREFACE

This report assesses conditions that contribute to or are potentially hospitable to
transnational criminal activity and terrorist activity in selected regions of the world during the
period 1999-2002. Although the focus of the report is on transnational activity, domestic
criminal activity is recognized as a key foundation for transnational crime, especially as the
forces of globalization intensify.

The report has been arranged geographically into the following major headings: Africa,
the former Soviet Union and Eastern Europe, South Asia, Southeast Asia, Western Europe, and
the Western Hemisphere. Within the geographical headings, the report addresses individual
countries with particularly salient conditions. Cases such as the Triborder Area (TBA) of South
America and East and West Africa, where conditions largely overlap national borders, have been
treated as regions rather than by imposing an artificial delineation by country. The bibliography
has been divided into the same geographical headings as the text.

The major sources for this report are recent periodical reports from Western and regional
sources, Internet sites offering credible recent information, selected recent monographs, and
personal communications with regional experts. Treatment of individual countries varies
according to the extent and seriousness of conditions under study. Thus some countries in a
region are not discussed, and others are discussed only from the perspective of one or two
pertinent activities or conditions. Because they border the United States, Canada and Mexico

have received especially extensive treatment.
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INTRODUCTION

As organized crime and terrorist groups have globalized and diversified their operations
in the past decade, they have based their activities in countries offering conditions most
favorable to survival and expansion. Mobility, an important new characteristic of most such
groups, has given groups a wider selection of operational bases and the ability to respond faster
to changes that are unfavorable to their operations.

The main domestic elements making a nation “hospitable” to transnational crime and
terrorism are official corruption, incomplete or weak legislation, poor enforcement of existing
laws, non-transparent financial institutions, unfavorable economic conditions, lack of respect for
the rule of law in society, and poorly guarded national borders. In some cases, several of those
conditions arise together from a lack of political will to establish the rule of law. In turn, such a
lack can derive from weak national institutions or from high-level corruption. A failing national
economy often is an influential background factor that increases domestic and transnational
criminal activity in a country. Such purely domestic factors often are exacerbated by a nation’s
geographic location (along a key narcotics trafficking route or in a region where arms trafficking
is prolific, for example), or the influence of regional geopolitical issues such as a long-standing
territorial dispute.

The reach of transnational crime and terrorism is increasing for many of the same reasons
that the reach of legitimate business is expanding. Many of the regions discussed in this report
are touched by criminal or terrorist activity from other regions of the world. For example, the
starting point of arms trafficking in Africa often is weapons supplies in Eastern Europe and the
former Soviet Union, and the trafficking of narcotics and human beings covers long distances
from Asia and Africa to Western Europe and North America. Intermediary agents often are
involved in transit countries along the routes. This globalization has brought about greatly
increased cooperation and sophistication among criminal groups based in different parts of the
world. In recent years, terrorist groups also have proven that their reach is worldwide, as they
benefit from some of the same conditions that make nations hospitable to organized crime.
Evidence shows, for example, that terrorist groups based in the Middle East have established

connections in several other continents.
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This report uses the term “trafficking” to refer to two categories of illegal transnational
movement of people: the buying and selling of women and children for illegal labor and for the
sex trade, and the movement of illegal migrants through or into countries without fulfilling the
documentation requirements of those countries. Although the second activity often is called
“smuggling,” transnational criminal groups view both activities as the movement of a profit-
bearing commodity. For that reason, this report refers to all transnational movement of illegal

people or goods as “trafficking.”

AFRICA
Introduction

In the past decade, the continent of Africa has been the scene of violent acts and planning
operations by terrorist groups, as well as many types of “conventional” transnational crimes. In
December 2000, an interagency law enforcement working group in the U.S. Government issued
a report, International Crime Threat Assessment, that described the African climate for

international organized crime and terrorism as follows:

Porous borders, ample routes for smuggling drugs, weapons, explosives, and other
contraband, and corruptible police and security forces make Sub-Saharan Africa an
inviting operational environment for international criminals, drug traffickers, and
terrorists. Major Sub-Saharan cities with extensive commercial, financial, and sea and air
transportation links to Europe, the Middle East, and Asia are hubs for international
criminal activity. . . . These include Nairobi and Mombasa in Kenya, Addis Ababa in
Ethiopia, Abidjan in Cote d’Ivoire, Johannesburg in South Africa, and Lagos in Nigeria.'

Several other factors, common to almost every country on the continent, could also be
cited. In the most general terms, these are the endemic weaknesses of state institutions and
loyalties, transnational ethnic networks, and widespread poverty.” Other factors come into play
on a regional or country basis.

Most states in Africa offer multiple opportunities and provide few constraints on criminal

behavior, whether that behavior is displayed by traditional criminal organizations or by corrupt

''U.S. Government, International Crime Threat Assessment (Washington: 2000), 34. <http://clinton4. nara.gov>

? These factors are discussed in any number of sources on contemporary Africa. This discussion is based largely on
Phil Williams and Doug Brooks, “Captured, Criminal , and Contested States: Organised Crime and Africa in the
Twenty-First Century,” South African Journal of International Affairs, 6, no. 2 ( Winter 1999), 86-96.
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political elites. Nation-states in Africa are almost all multi-ethnic entities in which local
populations affect at best only embryonic allegiance to the nation as opposed to clan, tribe, or
kin. In such states, integrative national institutions tend to be poorly developed, and they are
often conceived of as ”prizes” to be won and exploited rather than as forums for national
government. There is often limited or no capacity to effect policy intervention in economy and
society. Criminal justice systems are also often inadequate with respect to legislation to control
or prevent racketeering and money laundering and to mandate punishment requisite to the crime
committed. Police capacity and commitment to fight crime may be similarly limited.

Corruption is particularly pervasive and entrenched in many African states. This
condition manifests itself many ways, often in collusive relationships between criminals and the
elites in control of the state. In many cases, corruption is a natural outgrowth of the social and
cultural practices that characterize the patrimonial state in Africa—a type of organization in
which personal and/or patron-client ties, rather than prescriptive criteria or elections, determine
the allocation of resources (and often of public office).

Another manifestation of weak states is porous borders and weak border controls. The
extensive land and sea boundaries of many African states often are virtually unpatrolled. Many
points of entry cannot be monitored by states with limited resources, resulting in opportunities
for illegal immigration and constituting entry points for organized criminals. Customs and
immigration services generally are poorly developed, trained, equipped, and paid. As such, they
are readily circumvented or intimated by the relatively sophisticated methods employed by drug
dealers and others who can offer bribes and have access to speedboats and overwhelming
firepower.

Transnational ethnic networks are a natural outgrowth of artificial, colonial-era borders
that divide ethnic groups in virtually all African countries. Local populations move back and
forth freely across such borders. The resulting transnational networks readily transport stolen or
illicit goods. Foreign communities resident in a given country also may form networks that often
control legal commerce, but they may also protect well-established trafficking networks that
channel illegal commodities between the host country in Africa and the home country abroad.
Such networks exist among Chinese, Indian, Nigerian, and Russian communities in southern

Africa and among Indian and Middle Eastern groups in East and West Africa. Such networks
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have come to characterize religious communities that may be ethnically based or trans-ethnic in
composition, such as Muslims in coastal East Africa and in large parts of West Africa.

A final factor is poverty in the starkest economic sense. By Western standards, most
Africans are incredibly poor. Vast areas of the continent are poorly endowed with natural
resources; soils often are infertile and difficult to work, and the climate of many countries offers
unpredictable and insufficient rain. In such conditions, legal economic activity may offer limited
opportunities for wealth and upward mobility. The temptation to turn to various forms of illicit
activity to earn a living or simply to survive can become overwhelming. This temptation is made
even greater by the extremes of wealth and poverty that exist between a small elite and the
impoverished majority in all African countries, particularly in cities. Such illicit activity includes
individual and organized fraud, robbery, and illegal trafficking, all of which provide fertile
ground for transnational exploitation and connections. At least some members of the continent’s

elite acquired their wealth by following this path.

North Africa

With the exception of Egypt and Morocco, the nations at North Africa’s “corners” closest
to the Middle East and Europe respectively, North Africa has not included important transit,
origination, or destination points for the transnational trafficking of arms, narcotics, or people. In
recent years, Morocco has suffered rapid expansion of its narcotics export activity, which has
become linked with Islamic fundamentalist groups. In recent years, Algeria, Egypt, and Morocco

have been the most fertile countries of the region for terrorist groups.

Algeria

Algeria has a rich history of activity by terrorist groups, dating to the country’s bloody
war for independence from France between 1956 and 1962. According to the U.S. Department of
State, since the early 1990s government enforcement has effectively reduced the level of
terrorist-related violence in Algeria, although individual acts still occur outside Algiers, the

capital city.’

3 U.S. Department of State, Patterns of Global Terrorism 2002.
<http://www.usis.usemb.se/terror/rpt2002/middle _east overview.html>
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The main terrorist group emanating from the revolutionary years is the Armed Islamic
Group (Groupe Islamique Armé, GIA), a loosely organized movement that surfaced in 1992 as a
radical branch of Algeria’s main Islamic party, the Islamic Salvation Front. The overall aim of
the organization, which is made up of highly autonomous cells, is to replace the secular
government of Algeria with an Islamic state, using violent means if necessary. After a spate of
terrorist killings in the mid-1990s, the GIA has been credited with occasional bombings in recent
years, including a series of attacks in Paris in the mid-1990s. Current membership is estimated at
between several hundred and several thousand individuals. Some members are believed to have
joined other Islamic extremist groups, but current information about the GIA is scarce.”

No direct link between the GIA and al Qaeda has been identified, although al Qaeda has
some Algerian operatives. In addition, some GIA leaders may have been in contact with Osama
bin Laden in the 1980s, during the campaign against Soviet occupation of Afghanistan. GIA’s
goals and activities seem to be confined mainly to Algeria. However, some terrorism experts
have speculated that a national Islamist movement such as the GIA would be a likely source for
al Qaeda to reinvigorate its operations.’

In 1998 GIA was eclipsed by the Salafist Group for Call and Combat (GSPC) as the
largest and most active terrorist organization in Algeria. The size and structure of the GSPC’s
membership and support networks are unknown. Attacks mainly focus on government and
military targets in rural areas. For such attacks, the GSPC reportedly receives weapons and
equipment from Islamic extremist groups in southern Algeria and has links with traffickers
within and outside Algeria. GSPC members reportedly maintain contact in Europe with other

North African Islamic groups sympathetic to al Qaeda.’

Egypt

Two major Islamic terrorist groups, Jamaat al-Islamiyya and Islamic Jihad, have been
based in Egypt since the 1970s. Both groups have contributed members and leaders to al Qaeda,

including top functionaries Ayman al-Zawahiri and Muhammad Atef, and many members of the

* Council on Foreign Relations and Markle Foundation, “Armed Islamic Group: Algeria, Islamists.”
<http://www.terrorismanswers.com/groups/gia.htm>

> Council on Foreign Relations and Markle Foundation, “Armed Islamic Group: Algeria, Islamists.”

% U.S. Department of State and Federation of American Scientists, Intelligence Resource Program, “Salafist Group
for Call and Combat (GSPC).” <http://www.fas.org/irp/world/para/salaf.htm>
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two groups attended Taliban training facilities in Afghanistan. Jumaat al-Islamiyya has a
worldwide membership; within Egypt the group has observed a 1999 cease-fire with the
government, but the activity of individual members has continued in other countries. Islamic
Jihad carried out the 1981 assassination of Egyptian president Anwar Sadat and attempted to
assassinate government officials in the early 1990s. The organization has operated mainly
outside Egypt in recent years; it was implicated in the attacks of September 11, 2001. The
Muslim Brotherhood, from which both Jamaat al-Islamiyya and Islamic Jihad sprang, is a 70-
year-old, grassroots Islamic social and political organization based in Egypt. The Muslim
Brotherhood has not been linked with recent terrorist activity, and several members represent
their organization in the national parliament.”

Beginning in the late 1990s, the activity of terrorist groups in Egypt has been limited
substantially by harsh reprisals, mass arrests, and financial crackdowns instituted by the Mubarak
government.® The last major terrorist attack occurred at Luxor in November 1997. However, the
government has not dealt effectively with Egypt’s long-term economic crisis, which combines
with a high birth rate to foster social unrest and yield new recruits for the terrorist ranks. Some
experts have argued that, under those conditions, Mubarak’s “iron fist” policy against terrorism
in fact exacerbates conditions that produce violent measures against the government. The
terrorist acts of the 1990s themselves worsened economic conditions by severely damaging

Egypt’s vital tourism industry.’

Morocco

Morocco’s participation in transnational narcotics trafficking is based on the country’s
status as the world’s largest exporter of cannabis. In 2002 an estimated 75 percent of Morocco’s
total output of 2,000 tons was trafficked into Europe, accounting for an estimated 70 percent of

the cannabis products entering Europe. Experts believe that cannabis cultivation, which already

7 Council on Foreign Relations and Markle Foundation, “Jamaat al-Islamiyya, Egyptian Islamic Jihad: Egypt,
Islamists.” http://www.terrorismanswers.com/groups/jamaat.htm>

¥ Council on Foreign Relations and Markle Foundation, “Jamaat al-Islamiyya, Egyptian Islamic Jihad: Egypt,
Islamists.”

? Marc David Turetzky, “Egypt, Mubarak, and the Rise of Islamic Fundamentalist Terrorism, 1981-1994: An
Empirical Analysis of the Mubarak Regime’s Punitive Counter-Terrorist Policy,” Michigan Journal of Political
Science, no. 24 (Winter 1998). <http://www.umich.edu/~mjps/archives/issue24/turetzky24.htm>
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is the most important economic activity in northern Morocco, is expanding rapidly.'® The trade
in hashish resin and oil that is prepared from cannabis is Morocco’s largest single source of
foreign currency. The high profitability of cannabis cultivation compared with cultivation of
legal crops is a strong stimulus for growers to continue cultivating and for the government to
tolerate such enterprises. In Morocco cannabis also has the advantage of being a highly drought-
resistant crop.'’

According to international narcotics trade expert Alain Labrousse, Morocco’s cannabis
exporters constitute one of Africa’s two well-organized narcotics trafficking networks (the other
is Nigeria’s).'? Cannabis products move from Morocco to Spain, thence into the rest of Europe,
via the Mediterranean ports of Oued Lalou, Martil, and Bou Ahmed. Vehicles containing
cannabis also reach Spain by ferry from the Spanish enclaves of Ceuta and Melilla. Some
cannabis also moves overland to ports in Western Africa."

The government’s role in the narcotics trade occasionally has extended beyond benign
neglect. In 2000 a Moroccan newspaper linked the head of King Hassan’s security services with
a Moroccan trafficker arrested in Spain, and the bribing of local police and customs officials is
an accepted procedure for traffickers.'® International pressure on Morocco’s government to
curtail transnational cannabis trafficking is mitigated by Morocco’s role as a primary bulwark
against Islamic fundamentalism in the Muslim world.

Meanwhile, northern Morocco’s drug trade is the nucleus of a dangerously autonomous
and lawless enclave. Narcotics traffickers have entered symbiotic relationships with Islamic
groups in and around the port of Tangier. Although they remain organizationally separate, the
traffickers and the religious extremists share tactics and a deep distrust of the secular
government, which opposes Muslim participation in government (Islamic groups have been
repressed harshly) and has attempted to manipulate rival narcotics trafficking groups. According

to a 2001 Middle East Report:

' For example, international narcotics trade expert Alain Labrousse says Morocco’s area of cannabis cultivation
“has increased enormously,” interview by Frederic Dorce, reported in Jeune Afrique Economie [Paris], 16 December
2002-19 January 2003 (FBIS Document AFP20030108000224).

'U.S. Department of State, Bureau for International Narcotics and Law Enforcement Affairs, International
Narcotics Control Strategy Report 2003 (Washington, D.C.: Department of State, 2003), X-37-38.

12 Labrousse, in Dorce interview.

Bus. Department of State, Bureau of International Narcotics and Law Enforcement Affairs, X-37-38.

' James Ketterer, “Networks of Discontent in Northern Morocco,” Middle East Report, no. 218 (Spring 2001).
<http://www.merip.org/mer/mer218/218_ketterer.htm>
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Drug traffickers, contraband smugglers, prostitution rings, the chronic unemployed,
Islamists and other groups in Tangier have built up elaborate networks based on illegal
commerce, political opposition, corruption and violent protest that have infiltrated the
local political system and now challenge the state’s power in northern Morocco. Periodic
attempts to control these informal networks have largely been unsuccessful.... Although
informal, these networks are highly organized."

Morocco is a transit point and a destination for transnational trafficking of women into
the sex industry, as well as a starting point for trafficking illegal migrants into Europe. The eight-
mile distance across the Mediterranean from Morocco to Spain is a key geographical factor, as
Spain is the first step for both types of trafficking in people. In 2001 the government of Morocco
claimed to have dismantled 400 networks that were smuggling illegal migrants, but the
government of Spain has asserted that Morocco’s enforcement measures are insufficient to stop
the illegal entries.'® According to the U.S. Department of State, in 2002 Morocco did not have a
law specifically prohibiting trafficking in people. The country’s resources for dealing with such
crimes are limited, border controls are insufficient, and police complicity in cross-border
trafficking has been observed.'” Morocco also has been unable to reduce the substantial
incidence of domestic forced prostitution, often run by criminal groups, that is concentrated
around tourist centers and military bases.'® An estimated 200,000 women work as prostitutes in
Morocco."”

Morocco’s status as a relatively terror-free nation was shattered in May 2003, when a
series of bomb attacks in Calcutta killed 41 people. Authorities attributed the attacks to a little-
known domestically based Salafist organization having links to al Qaeda. This was the first such

attack in Morocco since 1995.%°

' Ketterer.

1o «“A Human Rights Report on Trafficking of Persons, Especially Women and Children: Morocco.”
<http://209.190.246.239/ver2/cr/Morocco.pdf>

'7U.S. Department of State, Trafficking in Persons Report 2002. <http://www.state.gov/g/tip/rls/tiprpt/2002>

18 Global March, “Worst Forms of Child Labour Data 2002: Morocco.” www.globalmarch.org/worstformsreport/
world/morocco.html.

1 «A Human Rights Report on Trafficking of Persons, Especially Women and Children: Morocco.”

20 Adrian Croft, “Radical Muslim Link to Morocco Blast,” The Age [Melbourne], 19 May 2003.
<http://www.theage.com.au/articles/2003/05/18/1053196472643.htm>
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Sub-Saharan Africa
Eastern Africa

In the past decade, Eastern Africa has been the scene of several major terrorist acts, and
populations in the region reportedly support terrorist planning and supply cells. Several forms of
transnational crime are rampant in the region as well. The countries of Eastern Africa offer all of
the advantages to international criminals and terrorists mentioned in the general overview of
Africa: weak state institutions, corrupt politicians and law enforcement personnel, porous
borders, ethnic groups with ties in neighboring and foreign states, and high levels of poverty. Of
all such factors, however, the most important element may be the region’s geographical position
along the eastern coast of Africa, on trade routes that for more than a millennium have linked

South Asia with the African continent.

Contributing Factors

In recent years, many nations of East Africa have been plagued by domestic and
transnational upheavals that have destabilized borders and weakened law enforcement in both the
nations directly affected and their more stable neighbors. Sudan has endured a lengthy
insurgency, Somalia is an agglomeration of rival groups without a national government, Ethiopia
and Eritrea have been at war often, and the Great Lakes District has been plagued by inter-tribal
brutality in Rwanda and Burundi and insurgent movements in eastern Congo. International
traffickers in narcotics, human beings, and arms have found this environment favorable for their
enterprises. The more stable nations of the region—Kenya, Tanzania, and Uganda—have
suffered from the instability surrounding them as well as from domestic corruption and law
enforcement insufficiencies. Smugglers and terrorists are attracted to East Africa because of its
geographic proximity to the Middle East and South Asia, its long coastline that is difficult to
control, regular airline service to Europe and North America, and sizeable and increasingly
radicalized Muslim communities.

Poverty is a major factor in all the countries of the region. Most of Somalia is arid or
semi-arid desert that provides few natural resources. Most Somalis are shepherds; sedentary

agriculture is practiced in some areas, but no industry has functioned since the breakdown of
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civil order in the early 1990s.?' The lack of gainful employment causes the young to enroll in
local militias or leave to find work in neighboring countries or in the Middle East.

In 1997 a survey by the government of Kenya showed that more than one-half of the
population was below the government’s standard for absolute poverty, and that in the 1990s
poverty was spreading from rural areas into urban centers.** This trend has been accelerated by
Kenya’s very high birth rate, especially in the 1980s. The large age cohorts produced during that
decade