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1 Introduction

The purpose of this Configuration Management Plan (CMP) is to identify, define and describe the configuration management process for all systems and associated documentation managed by the Library of Congress (LOC) <system name> group.  The <system name> CMP defines the implementation of configuration management for the <system name>.  This plan should be used as a guideline on the process of how changes should occur for systems, applications and devices managed by the <system name>.

1.1 <system name> System 

The purpose of the <system name> system is to <insert purpose of system>.  The <system name> system consists of <describe system components and whether or not it is hosted by OCIO>.
1.2 Scope

The CMP covers all changes that are made to the <system name> system and related documentation.  Additionally, all configuration and certification and accreditation documentation related to these systems is under the control of this CMP.  The specific items under control of this CMP are:

· <List components, such as software versions in detail>

2 Roles & Responsibilities

2.1 Change Agent

The change agent is defined as any person or group submitting a request to make a modification to any element under configuration management via this configuration management plan.  This includes configurations and documentation.  All <system name> staff are responsible for documenting and utilizing the standardized change management procedures in this CMP in the execution of their duties.  

2.2 Information System Security Officer/Configuration Manager 

The <system name> ISSO/Configuration Manager reviews and makes recommendations concerning Change Requests (CRs) in terms of security risk that a given change would pose to the system.  The ISSO is responsible for evaluating potential risk and making a recommendation to the Change Control Board (CCB).  Additionally, the ISSO/Configuration Manager is responsible for initiating any update of the certification documentation and notifying the Information System Security Manager (ISSM) and Certification Official (CO) of changes to any certified system that would materially alter the security posture of the system.  Examples of this are adding new servers and implementing new networked applications.

2.3 Change Control Board

The <system name> Change Control Board (CCB) is responsible for ensuring any element under this CMP is managed and operated in accordance with IT Security directives.  The CCB is comprised of the Manager for <system name>.  The <system name> Manager may expand the CCB as required or delegate approval of a given Change Request as needed.  The <system name> Manager makes the final approval on any Change Request.  The <system name> Manager can override the ISSO/Configuration Manager, though this must be clearly documented.

2.4 Documentation Configuration Manager

The Documentation Configuration Manager is the individual who ensures that documentation is consistent.  The Documentation Configuration Manager is not responsible for creating the document content.  The ISSO/Configuration Manager can also fulfill this role.

3 Configuration Management Process

All changes to any element covered by this CMP must have a Change Request (CR) associated with any changes.  There are two types of CRs.

· Change Request

· Emergency Change Request

3.1 Change Request

All planned changes must utilize the Change Request process.  This process is described below and shown in Figure 1 – Change Request Process.

1. Submit Change Request (CR)

Submit the CR using the form provided in Appendix A – Change Request Form.  Lab testing results are required for all major system changes.  The ISSO or CCB may reject the CR if there was not adequate testing.

For new software and hardware, the CR form is used and the following information is attached:

· Implementation Plan (includes rollback)

· Hardware/Software maintenance contract

· Documentation of changes per the OCIO SDLC

2. Security Review

The ISSO/Configuration Manager will review the CR to determine what, if any impact the proposed change will have on the system and its associated A&A package.  The ISSO/Configuration Manager may make a positive or negative recommendation.  The reason for a negative recommendation must be documented in the CR.  Regardless of the ISSO/Configuration Manager’s recommendation, the CR, with the ISSO/Configuration Manager’s comments is forwarded to the CCB.

3. CCB Review

The CCB will review the CR to determine what, if any impact the proposed change will have to the system on operations.  The CCB may approve or deny the request.  The reason for denial must be documented in the CR.  Moreover, the <system name> Manager may override the recommendation of the ISSO/Configuration Manager.  If the ISSO/Configuration Manager’s recommendation is overridden, the reason must be documented in the CR.

4. Perform Update

The <system name> Manager will assign a responsible party to perform the system update in accordance with <system name> Standard Operating Procedures.  Note that certain changes do not affect any production system, but are instead changes to documentation covered by this CMP.

5. Update Documentation

Prepare any documentation updates.  Documentation updates may include an entirely new version of the document or an updated section, table or diagram.  In the case of an updated section, table or diagram, ensure that the update contains the proper section/figure/table number and labeling.  Documentation updates are forwarded to the Documentation Configuration Manager.

6. Update <system name> Document Repository

The Documentation Configuration Manager will ensure that the documentation is correctly updated and tracked by updating and formatting the particular document and filling out the <system name> Document Tracking Sheet.

Figure 1 – Change Request Process
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3.2 Emergency Changes

Emergency Changes are performed to enable a non-operational system to become operational or to mitigate a newly discovered, high-risk, vulnerability.  The following type of changes cannot be designated as Emergency Changes:

· Changes that solely apply to documentation

· Addition of software or hardware

· Removal of software or hardware 

This emergency change process is described below and shown in Figure 2 – Emergency Change Process.

1. Perform Update

Perform the system update in accordance with <system name> Standard Operating Procedures.  

2. Submit Change Request (CR)

Within 24 hours of performing the change, submit the CR using the form provided in Appendix A – Change Request Form.  Document the reason for using the Emergency Change process.

3. Security Review

The ISSO/Configuration Manager will review the CR to determine what, if any impact the change has on the system and its associated A&A package.  The ISSO/Configuration Manager may make a positive or negative recommendation.  The reason for a negative recommendation must be documented in the CR.  Regardless of the ISSO/Configuration Manager’s recommendation, the CR, with the ISSO/Configuration Manager’s comments is forwarded to the CCB.

4. CCB Review

The CCB will review the CR to determine what, if any impact the change to the system has on operations.  The CCB may approve or deny the CR.  The reason for denial must be documented in the CR.  Moreover, the <system name> Manager may override the recommendation of the ISSO/Configuration Manager.  If the ISSO/Configuration Manager’s decision is overridden, the reason must be documented in the CR.  If the CCB denies the CR or if the <system name> Manager does not override a negative ISSO/Configuration Manager recommendation, the changes to the production systems must be rolled back.  

5. Update Documentation

Prepare any documentation updates.  Documentation updates may include an entirely new version of the document or an updated section, table or diagram.  In the case of an updated section, table or diagram, ensure that the update contains the proper section/figure/table number and labeling.  Documentation updates are forwarded to the Documentation Configuration Manager.  


5a.
Rollback Changes

If the CCB denies the CR of if the <system name> Manager does not override a negative ISSO/Configuration Manager recommendation, the changes to the production systems must be rolled back in accordance with <system name> Standard Operating Procedures.  

6. Update <system name> Document Tracking Sheet

Documentation Configuration Manager will ensure that the documentation is correctly updated and tracked by updating and formatting the particular document and filling out the <system name> Document Tracking Sheet.  Note that if a decision was made to rollback the emergency changes, Step 5 does not occur.

Figure 2 – Emergency Change Process
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4 <System Name> Documentation Repository

The <system name> Documentation Repository is located on \\lcdat2\<system name>Docs. Additionally, for documents that require hard copies to be maintained, the Documentation Configuration Manager prints hard copies annually if changes have been made in the prior year and places them in the office of the <system name> Manager at the Madison Building and the Alternate Computing Facility.

4.1 <system name> Document Tracking

The Documentation Configuration Manager using the <system name> Document Tracking Sheet tracks all documents that are covered by this CMP and are contained in the <system name> Documentation Repository.  Additionally, each document has a date, version number and Revision History.  The Documentation Configuration Manager uses input from the CR to update these items.

4.1.1 <system name> Document Tracking Sheet

The <system name> Document Tracking Sheet is located on \\lcdat2\<system name>Docs\<system name> Document Tracking.xls.

The Documentation Configuration Manager registers document names and issues Document ID numbers.  Document ID numbers are tracked exclusively in the <system name> Document Tracking Sheet.  The Documentation Configuration Manager will resolve document name collisions and enforce naming conventions.

Figure 3 – <system name> Document Tracking Sheet (Sample)
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4.1.2 Submitting New Documents to the <system name> Documentation Repository

Submitting new documents to the <system name> Documentation Repository is performed using a Change Request.

Soft copies of the documents are preferred.  The Documentation Configuration Manager will not create soft copy documentation from hard copy documentation.

4.1.3 Removing Documents to the <system name> Documentation Repository

Removing documents from the <system name> Documentation Repository is performed using a Change Request.

Removal of documents entails destroying all copies of the documentation per the <system name> SOPs and changing the Status to Removed in the <system name> Document Tracking Sheet.

5 Change Control of <system name> Configuration Plan

This CMP may be changed with the approval of the CCB.  The CCB must review the plan annually, at a minimum, to determine its effectiveness and determine whether changes are necessary.

6 Appendix A – Change Request Form

	Change Request Number (Configuration Manager use only)
	

	Change Agent Information

	Change Agent Name
	

	Email Address
	

	Telephone Ext.
	

	Department
	

	Date/Time
	

	Change Information

	Emergency Change (Y/N)
	

	Documentation Only (Y/N)
	

	Systems Affected
	

	Documentation Affected
	

	Path and file name of attached test documentation 
	

	Path and file name of attached document updates
	


Describe and List the Change(s) to be performed (Include Interconnections)

	


Describe why the Change is necessary (Change Agent Analysis) (Include potential Impact)

	

	Security Recommendation
	Yes
	No

	
	
	

	CCB Recommendation
	Approve
	Deny

	
	
	


Security Category: Moderate
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