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1 Supercedes

This is the initial Memorandum of Understanding/Interconnection Security Agreement (MOU/ISA) for Application Hosting between Office of the Chief Information Officer (OCIO) and <Service/Infrastructure Unit>.

This Memorandum of Understanding/Interconnection Security Agreement (MOU/ISA) for Application Hosting between Office of the Chief Information Officer (OCIO) and <Service/Infrastructure Unit> supercedes all other MOU/ISAs concerning Application Hosting for <System Name>.

2 Introduction

The purpose of this memorandum is to establish a management agreement between OCIO and the <Service/Infrastructure Unit> regarding the development, management, operation, and security of a connection between Library of Congress <Application Hosting Environment (AHE)/Financial Hosting Environment (FHE)>, owned by OCIO, and <System Name>, owned by the <Service/Infrastructure Unit>. This agreement will govern the relationship between OCIO and the <Service/Infrastructure Unit>, including designated managerial and technical staff, in the absence of a common management authority.

3 Authority

The authority for this agreement is based on LCR 1620, Information Technology Security Policy of the Library of Congress, dated August 20, 2004.

4 Background

It is the intent of both parties to this agreement to interconnect the following information technology (IT) systems to allow Copyright Office to operate <System Name> on the Library of Congress <AHE/FHE>, operated by OCIO.  <System Name> will hereafter be referred to as Hosted Application and <Service/Infrastructure Unit> as Service Unit.

The Hosted Application will utilize services outlined in Figure 3 – <AHE/FHE> Services. 

Each IT system is described below: 

4.1 Library of Congress <AHE/FHE> 

Figure 1 – Hosting Environment Summary

	Function
	Provide an environment to cost-effectively and securely support multiple applications within the Library of Congress

	Location
	Primary instance: Library of Congress Data Center

	
	Secondary instance: Library of Congress Alternate Computing Facility (ACF)


	Levels of Concern
	This environment protects data and systems hosted on it at the following levels (at a maximum):

	Confidentiality
	Moderate

	Integrity
	Moderate

	Availability
	Moderate


4.2 Hosted Application 

Figure 2 – Hosted Application Summary

	System Name
	<System Name>

	Function
	<Describe system function>

	Services Utilized
	The services utilized by the Hosted Application and the servers are detailed in Figure 3 – <AHE/FHE> Services. The architecture is defined in Figure 4 – <System Name> Architecture.

	Levels of Concern

	The Hosted Application requires data and systems to be protected at the following levels (at a minimum):

	Confidentiality
	<Low/Moderate/High>

	Integrity
	<Low/Moderate/High>

	Availability
	<Low/Moderate/High>


Figure 3 – <AHE/FHE> Services

	Service
	Servers Utilized for this function by the Hosted Application

	Application Platform for AIX applications
	RS7 – External Apache web server 

RS21N – AIX Siebel database server
RS20 – AIX File Server

	Application Platform for Solaris applications
	SUN8 – External mail server 
ILSTEST1 – Solaris <Service/Infrastructure Unit> Voyager, ENCompass resource access

	Application Platform for Windows applications
	COPWEB – Windows 2000 Web Server
COPSCAN – Windows 2000 Scanning and Fax Server
COPENT – Windows 2000 Enterprise Server
COPAPP1 – Windows 2000 Application Server 1
COPAPP2 – Windows 2000 Application Server 2
COPAPP3 – Windows 2000 Application Server 3

	Database – Oracle
	RS21N – AIX Siebel database server

	Email – SMTP services
	SUN8 – External mail server

	Web Server – Apache
	RS7 – External Apache web server

	Web Server – IIS
	COPWEB – Windows 2000 Web Server


Figure 4 – <System Name> Architecture

	Place System Architecture Diagram Here


5 System Recovery 

All Hosted Applications are backed up to tape according to the Storage Allocation Request (SAR) submitted by the system owner.  For more information see IT Security Directive 15 (Backup Directive).  OCIO will make every effort to recover the system as soon as possible.

<System Name> has been designated as a Tier <1/2/3> application.  In disaster situations, when the LC IT Continuity Of Operations Plan (COOP) has been activated, the system will be recovered per its designated Recovery Tier as shown in Figure 5 – Recovery in Disaster Situations.

Figure 5 – Recovery in Disaster Situations

	Tier
	Continuous Data Backup
	Hardware Available at ACF
	Recovery Period

	1
	Yes
	Yes
	12-24 hours

	2
	Yes
	Yes
	48 hours

	3
	No
	No
	Not defined


6 Communications

Frequent formal communications are essential to ensure the successful management and operation of the interconnection. The parties agree to maintain open lines of communication between designated staff at both the managerial and technical levels. All communications described herein must be conducted in writing unless otherwise noted. Electronic written communication is the preferred media.  The owners of the two systems agree to designate and provide contact information for technical leads for their respective system and to facilitate direct contacts between technical leads to support the management and operation of the interconnection.

Figure 6 – Contacts 

	
	Name
	Office Phone
	Email
	Cell/Pager

	<Service/Infrastructure Unit> Primary Contact
	
	
	
	

	<Service/Infrastructure Unit> Secondary Contact
	
	
	
	

	OCIO Primary Contact
	
	
	
	

	OCIO Secondary Contact
	
	
	
	


To safeguard the confidentiality, integrity, and availability of the connected systems and the data they store, process, and transmit, the parties agree to provide notice of specific events within the time frames indicated below: 

6.1 Meetings

The primary means of communication to deal with complex issues shall be meetings.  Both parties agree to the following:

· Meetings on routine issues will require 10 working days notice

· Meetings on urgent (emergency) issues will require immediate attention

· Either party can call for a meeting

· The meeting request must include the type (routine or urgent) and the reason for the meeting

· On an annual basis, at a minimum, the parties will meet and discuss the MOU/ISA with the goal of renewing the MOU/ISA or letting it lapse

6.2 Security Incidents

Technical staff will immediately notify their designated counterparts by telephone or e-mail when a security incident(s) is detected, so the other party may take steps to determine whether its system has been compromised and to take appropriate security precautions. Telephone contacts will be immediately documented in a follow-up email. The system owners will receive formal notification in the form of a Memorandum For Record (MFR), within five (5) business days after detection of the incident(s).   Both parties will develop the MFR.

6.3 Disasters and Other Contingencies

Technical staff will immediately notify their designated counterparts by telephone or email in the event of a disaster or other contingency that disrupts the normal operation of one or both of the connected systems.

6.4 Material Changes to System Configuration

When either <Service/Infrastructure Unit> or OCIO identify a change that may impact their counterparts, this change should be communicated in a MFR, at least (1) month prior to testing and scheduled implementation of the proposed change.  This does not apply to changing passwords.  The initiating party agrees to conduct a risk assessment based on the new system architecture and to modify and re-sign the MOU/ISA within one (1) month of implementation. 

6.5 Emergency Configuration Changes

Changes to the configuration are necessary to ensure that the application continues to fulfill its mission are termed as Emergency Changes.  While these changes are generally not material in nature, Emergency Changes that are material in nature can be made unilaterally, but must immediately be followed up within 15 minutes with an email or phone call to the contact.  Within 24 hours a MFR must be delivered to the other party and an Urgent meeting must be called to discuss the changes.

6.6 New Interconnections

The initiating party will notify the other party, via a MFR, at least one (1) month before it connects its IT system with any other IT system, including systems that are owned and operated by third parties. 

6.7 Personnel Changes

The parties agree to provide notification of the separation or long-term absence of their respective system owner or technical lead. In addition, both parties will provide notification of any changes in point of contact information. Both parties also will provide notification of changes to user profiles, including users who resign or change job responsibilities.  All personnel changes are noted using MFRs.

7 Responsibilities

Per this agreement, both parties must agree to fulfill the responsibilities.  Failing to fulfill responsibilities can lead to disconnection.  In the case of a Hosted Application, disconnection will consist of shutting down the application’s processes and perhaps disabling access to database or other shared resources. Please note that disconnection is seen as a last recourse and would only be performed to protect the overall Library resources.

7.1 OCIO Responsibilities

1. OCIO shall adhere to all Library of Congress Regulations (LCRs) and IT Security Directives.

2. OCIO shall make the Certification Package and signed Accreditation Memorandum for the <AHE/FHE> available to the Service Unit for review.

3. OCIO shall monitor all system and service security and access logs on a daily basis, reporting incidents as specified above.

4. OCIO shall proactively manage all aspects of information security on the operating systems and server software providing services to the Hosted Application.

5. OCIO shall provide services as defined in this MOU/ISA, IT Security Directive 12 (Enterprise and Department Servers Directive) and IT Security Directive 15 (Backup Directive).

6. OCIO shall adhere to the provisions of this MOU/ISA.

7.2 Service Unit Responsibilities

1. The Service Unit shall adhere to all LCRs and IT Security Directives.

2. The Service unit shall make the Certification Package and signed Accreditation Memorandum for the Hosted Application available to OCIO for review.

3. The Service Unit shall monitor all application security and access logs on a daily basis, reporting incidents as specified above.

4. The Service Unit shall proactively manage all aspects of information security on the Hosted Application, within its accreditation boundary.

5. The Service Unit shall adhere to the provisions of this MOU/ISA.

8 Disconnection

As discussed above, in the case of a Hosted Application, disconnection will consist of shutting down the application’s processes and perhaps disabling access to database or other shared resources.

· OCIO will call a meeting, the outcome of which may lead to disabling a Hosted Application, if the Service Unit fails to follow the requirements set forth in this MOU/ISA.

· OCIO will warn the system owner via email (MFR) of the specific infraction, giving at least ten (10) business days to rectify the issue. 

· OCIO may immediately disable a Hosted Application if a vulnerability in the Hosted Application is determined to endanger other Hosted Applications or the <AHE/FHE> as a whole.  This is known as an Emergency Disconnection.

· In case of an Emergency Disconnection, OCIO will notify the system owner via email and telephone before disabling the Hosted Application when possible and within 15 minutes otherwise.

9 Cost Considerations 

· OCIO shall maintain the hardware, operating system and server software that make up the <AHE/FHE>.

· The Service Unit shall maintain the Hosted Application, including any customizations.

10 Timeline 

This agreement will remain in effect for one (1) year after the last date on either signature in the signature block below. After one (1) year, this agreement will expire without further action. If the parties wish to extend this agreement, they may do so by reviewing, updating, and reauthorizing this agreement. The newly signed agreement should explicitly supersede this agreement, which should be referenced by title and date. If one or both of the parties wish to terminate this agreement prematurely, they may do so upon 30 days advanced notice or in the event of a security incident that necessitates an immediate response. 

11 Signatory Authority

I agree to the terms of this Memorandum of Understanding/Interconnection Security Agreement. 

	OCIO Signatory Authority: 

Chief Information Officer
	< Service/Infrastructure Unit> Signatory Authority: 

<Signatory Name> 

<Signatory Title>



	
	

	Date: <Month DD, YYYY>
	Date: <Month DD, YYYY>


� Recovery at ACF is subject to Recovery Tier Designation


� The Hosted Application must require an equal or lesser level of concern than is provided by the Hosting Environment in order for the Hosted Application to reside on the Hosting Environment.
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