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1 Introduction

The incidence of information theft and identity theft has increased dramatically over the last few years. In order to protect the Library from the risks that the loss of sensitive information may pose, the IT Security Group has developed the following guidance in accordance with the Library’s IT Security Policy and Directives and guidance issued by the National Institute of Standards and Technology (NIST).

All data and information used to accomplish the Library’s business functions and fulfill the Library’s mission must be categorized according to guidance promulgated by NIST. Information (data) is categorized according to the impact that the loss of the data would have on the mission of the organization. This can be a loss of confidentiality (individuals gaining access to information that they are not authorized to access, e.g., social security numbers), a loss of integrity (data changed, especially without the Library knowing that it was changed, e.g., a competitor changing the award amount of a contract immediately before it is signed) or a loss of availability of the data (e.g., deletion of files from the archive of record.)

1.1 Purpose

The purpose of categorization is to ensure that the individual within the Library with the greatest understanding of the impact due to the compromise of a specific type of information or an information system determines the value of that information or information system. This is typically a manager and never the IT support personnel. The Security Category will then be used as a basis for IT security measures, ensuring that spending on IT security is commensurate with the value of the information or IT system.
1.2 Scope

This categorization can either be applied to:

· All the information associated with a system

· All the information associated with a division, office, group, etc 

This categorization is associated with the information associated with <System or Group>.

1.3 Instructions

Detailed instructions can be found in Section 3. Instructions in PowerPoint format can be found: http://lcweb.loc.gov/staff/security/Performing%20System%20and%20Information%20Categorization.ppt 
NOTE: Remove the guidance appendices and this Note before submitting the final document.
2 Security Categorization for <System or Group>
Figure 1 – Inventory of Information Types for <System or Group>
	ID

	Information Type


	System Containing Information
	NIST SP 800-60 Description
	Library Description

	C.2.1
	Controls and Oversight
	
	Controls and Oversight information is used to ensure that the operations and programs of the Federal government and its external business partners comply with applicable laws and regulations and prevent waste, fraud, and abuse.
	<Describe the information type and the LC business functions it supports>

	C.2.1.1
	Corrective Action
	
	Corrective Action involves the enforcement functions necessary to remedy programs that have been found non-compliant with a given law, regulation, or policy.
	

	C.2.1.2
	Program Evaluation
	
	Program Evaluation involves the analysis of internal and external program effectiveness and the determination of corrective actions as appropriate. The impact levels should be commensurate with the impact levels of the program that is being evaluated. For example, if the program contains very sensitive financial data with moderate impact levels for confidentiality and integrity, the program evaluation impact levels for confidentiality and integrity should also be moderate.
	

	C.2.1.3
	Program Monitoring
	
	Program Monitoring involves the data-gathering activities required to determine the effectiveness of internal and external programs and the extent to which they comply with related laws, regulations, and policies. The impact levels should be commensurate with the impact levels of the programs that are being monitored. For example, if a program contains very sensitive financial data with moderate impact levels for confidentiality and integrity, the program monitoring impact levels for confidentiality and integrity should also be moderate.
	

	C.2.2
	Regulatory Development
	
	Regulatory Development involves activities associated with providing input to the lawmaking process in developing regulations, policies, and guidance to implement laws.
	

	C.2.2.1
	Policy and Guidance Development
	
	Policy and Guidance Development involves the creation and dissemination of guidelines to assist in the interpretation and implementation of regulations. In most cases, the effect on public welfare of a loss of policy and guidance development mission capability can be expected to be delayed rather than immediate. As a result, the potential for consequent loss of human life or of major national assets is relatively low, since these most catastrophic consequences of impairment to mission capability can, in most cases, be corrected before they are fully realized.
	

	C.2.2.2
	Public Comment Tracking
	
	Public Comment Tracking involves the activities of soliciting, maintaining, and responding to public comments regarding proposed regulations.
	

	C.2.2.3
	Regulatory Creation
	
	Regulatory Creation involves the activities of researching and drafting proposed and final regulations.
	

	C.2.2.4
	Rule Publication
	
	Rule Publication includes all activities associated with the publication of a proposed or final rule in the Federal Register and Code of Federal Regulations.
	

	C.2.3
	Planning and Budgeting
	
	Planning and Budgeting involves the activities of determining strategic direction, identifying and establishing programs and processes to enable change, and allocating resources (capital and labor) among those programs and processes.
	

	C.2.3.1
	Budget Formulation
	
	Budget Formulation involves all activities undertaken to determine priorities for future spending and to develop an itemized forecast of future funding and expenditures during a targeted period of time. This includes the collection and use of performance information to assess the effectiveness of programs and develop budget priorities.
	

	C.2.3.2
	Capital Planning
	
	Capital Planning involves the processes for ensuring that appropriate investments are selected for capital expenditures.
	

	C.2.3.3
	Enterprise Architecture
	
	Enterprise Architecture is an established process for describing the current state and defining the target state and transition strategy for an organization’s people, processes, and technology.
	

	C.2.3.4
	Strategic Planning
	
	Strategic Planning entails the determination of long-term goals and the identification of the best approach for achieving those goals.
	

	C.2.3.5
	Budget Execution
	
	Budget Execution involves day-to-day requisitions and obligations for agency expenditures, invoices, billing dispute resolution, reconciliation, service level agreements, and distributions of shared expenses.
	

	C.2.3.6
	Workforce Planning
	
	Workforce Planning involves the processes for identifying the workforce competencies required to meet the agency’s strategic goals and for developing the strategies to meet these requirements.
	

	C.2.3.7
	Management Improvement
	
	Management Improvement includes all efforts to gauge the ongoing efficiency of business processes and identify opportunities for reengineering or restructuring.
	

	C.2.3.8
	Budget and Performance Integration
	
	Budget and Performance Integration involves activities that align Federal resources allocated through budget formulation, execution, and management actions with examinations of program objectives, performance, and demonstrated results such as Program Performance Assessments, Government Performance Results Act (GPRA) plans and reports, performance-based agency budget submissions, and Financial Management Cost Accounting and Performance Measurement data.
	

	C.2.3.9
	Tax and Fiscal Policy
	
	Tax and Fiscal Policy encompasses analysis of the implications for economic growth and stability in the United States and the world of Federal tax and spending policies. This includes assessing the sustainability of current programs and policies, the best means for raising revenues, the distribution of tax liabilities, and the appropriate limits on debt.
	

	C.2.4
	Internal Risk Management and Mitigation
	
	Internal risk management and mitigation involves all activities relating to the processes of analyzing exposure to risk and determining appropriate counter-measures. Note that risks to information and information systems associated with internal risk management and mitigation activities may inherently affect the resistance to compromise/damage and recovery from damage with respect to a broad range of critical infrastructures and key national assets.
	

	C.2.4.1
	Contingency Planning
	
	Contingency planning involves the actions required to plan for, respond to, and mitigate damaging events.
	

	C.2.4.2
	Continuity of Operations
	
	Continuity of operations involves the activities associated with the identification of critical systems and processes, and the planning and preparation required to ensure that these systems and processes will be available in the event of a catastrophic event.
	

	C.2.4.3
	Service Recovery
	
	Service recovery involves the internal actions necessary to develop a plan for resuming operations after a catastrophe occurs, such as a fire or earthquake.
	

	C.2.5
	Revenue Collection
	
	Revenue Collection includes the collection of Government income from all sources. Note: Tax collection is accounted for under the Taxation Management information type in the General Government mission area.
	

	C.2.5.1
	Debt Collection
	
	Debt Collection supports activities associated with the collection of money owed to the United States government from both foreign and domestic sources.
	

	C.2.5.2
	User Fee Collection
	
	User fee Collection involves the collection of fees assessed on individuals or organizations for the provision of Government services and for the use of Government goods or resources (i.e. National Parks).
	

	C.2.5.3
	Federal Asset Sales
	
	Federal Asset Sales encompasses the activities associated with the acquisition, oversight, tracking, and sale of non-internal assets managed by the Federal Government with a commercial value and sold to the private sector.
	

	C.2.6
	Public Affairs
	
	Public Affairs activities involve the exchange of information and communication between the Federal Government, citizens and stakeholders in direct support of citizen services, public policy, and/or national interest.
	

	C.2.6.1
	Customer Services
	
	Customer Service supports activities associated with providing and managing the delivery of information and support to the government’s customers.
	

	C.2.6.2
	Official Information Dissemination
	
	Official Information Dissemination includes all efforts to provide official government information to external stakeholders through the use of various types of media, such as video, paper, web, etc.
	

	C.2.6.3
	Product Outreach
	
	Product Outreach relates to the marketing of government services products, and programs to the general public in an attempt to promote awareness and increase the number of customers/beneficiaries of those services and programs.
	

	C.2.6.4
	Public Relations
	
	Public Relations activities involve the efforts to promote an organizations image through the effective handling of citizen concerns.
	

	C.2.7
	Legislative Relations
	
	Legislative Relations involves activities aimed at the development, tracking, and amendment of public laws through the legislative branch of the Federal Government.
	

	C.2.7.1
	Legislation Tracking
	
	Legislation Tracking involves following legislation from conception to adoption.
	

	C.2.7.2
	Legislation Testimony
	
	Legislation Testimony involves activities associated with providing testimony/evidence in support or, or opposition to, legislation from conception to adoption.
	

	C.2.7.3
	Proposal Development
	
	Proposal Development involves drafting proposed legislation that creates or amends laws subject to Congressional legislative action.
	

	C.2.7.4
	Congressional Liaison Operations
	
	Congressional Liaison Operations involves all activities associated with supporting the formal relationship between a Federal Agency and the U.S. Congress.
	

	C.2.8
	General Government
	
	General Government involves the overhead costs of the Federal Government, including legislative and executive activities; provision of central fiscal, personnel, and property activities; and the provision of services that cannot reasonably be classified in any other service support area. As a normal rule, all activities reasonably or closely associated with other service support areas or information types shall be included in those service support areas or information types rather than listed as a part of general government. This service support area is reserved for central government management operations; most service delivery (mission-based) management activities would not be included here. Unlike the other service support functions, some general government information types are associated with specific organizations (e.g., Department of the Treasury, Executive Office of the President, Internal Revenue Service).
	

	C.2.8.1
	Central Fiscal Operations
	
	Central Fiscal Operations includes the fiscal operations that the Department of Treasury performs on behalf of the Government.14 [Note: Tax-related functions are associated with the Taxation Management information type.] Impacts to some information and information systems associated with central fiscal operations may affect the security of the critical banking and finance infrastructure. In most cases, the effect on public welfare of a loss of central fiscal operations functionality can be expected to be delayed rather than immediate. The potential for consequent loss of human life or of major national assets is low.
	

	C.2.8.2
	Legislative Functions
	
	Legislative functions include the service support activities associated with costs of the Legislative Branch other than the Tax Court, the Library of Congress, and the Government Printing Office revolving fund.
	

	C.2.8.3
	Executive Functions
	
	No description


	

	C.2.8.4
	Central Property Management
	
	Central Property Management involves most of the operations of the General Services Administration.
	

	C.2.8.5
	Central Personnel Management
	
	Central Personnel Management involves most of the operating activities of the Office of Personnel Management and related agencies.
	

	C.2.8.6
	Taxation Management
	
	Taxation Management includes activities associated with the implementation of the Internal Revenue Code and the collection of taxes in the United States and abroad.
	

	C.2.8.7
	Central Records and Statistics Management
	
	Central Records and Statistics Management involves the operations surrounding the management of official documents, statistics, and records for the entire Federal Government. This information type is intended to include information and information systems associated with the management of records and statistics for the Federal government as a whole, such as the records management performed by NARA or the statistics and data collection performed by the Bureau of the Census. Note: Many agencies perform records and statistics management for a particular business function and as such should be mapped to the service support, management, or mission area associated with that business function. The central records and statistics management information type is intended for functions performed on behalf of the entire Federal government.
	

	C.2.8.8
	Income Information
	
	Income information includes all the wages, self-employment earnings, savings data and other financial resources information that is needed to help determine the amount of Retirement, Survivor, or Disability benefits that individuals may be entitled to receive or not receive from the Supplementary Security Income or RSDI Title II Programs. In most cases, the impact levels are based on the effects of unauthorized disclosure, modification, or loss of availability of income information on the ability of the Federal government to identify citizen entitlements and obligations and to protect individuals against identity theft and the Federal government against fraud.
	

	C.2.8.9
	Personal Identity and Authentication Information
	
	Personal identity and authentication information includes that information necessary to ensure that all persons who are potentially entitled to receive any federal benefit are enumerated and identified so that Federal agencies can have reasonable assurance that they are paying or communicating with the right individuals. This information include individual citizen’s Social Security Numbers, names, dates of birth, places of birth, parents’ names, etc.
	

	C.2.8.10
	Entitlement Event Information
	
	Entitlement event information includes information about events such as death and date of occurrence, date of a disabling event and the relating data that can reasonably prove the severity of such disability, proof of age for retirement benefits, birth and relationship of spouse and/or children who may be entitled to benefits only as auxiliaries of the primary beneficiary, and other related information needed to process a claim for benefits. This also includes means-related information required to administer all the means related benefits associated with the Title XVI (Supplementary Security Income Program) and the new drug provisions of the recently revised Medicare Program.
	

	C.2.8.11
	Representative Payee Information
	
	Representative payee information includes the information required to determine the need for representative payees and the data that is gathered to make the determination of who should serve as the representative payee for all beneficiaries of federal benefits who are unable to manage their own funds. This also includes accountability information required to provide reasonable assurance that the funds are being used appropriately for the well being of entitled individuals.
	

	C.2.8.12
	General Information
	
	An additional management and support sub-function information type has been defined to address General Information as a catch-all information type that may not be defined by the FEA BRM. As such, agencies may find it necessary to identify additional information types not defined in the BRM and assign impact levels to those types. Agency personnel may uniquely identify information types using a FIPS 199 process to identify information not contained neatly in the FEA BRM.
	

	C.3.1
	Administrative Management
	
	Administrative Management involves the day-to-day management and maintenance of the internal infrastructure. Administrative information is usually routine and is relatively low impact. However, some administrative management information is either very sensitive (e.g., logistics management for nuclear or other hazardous materials, security management information, and security clearance management information) or critical (e.g., inventory control and logistics management information needed to support time-critical operations). National security information is outside the scope of this guideline. [See Appendix A, Glossary of Terms, for a definition of national security information/systems.] Routine administrative management information systems that do not process classified information are not usually designated national security systems, even if they are critical to the direct fulfillment of military or intelligence missions.
	

	C.3.1.1
	Facilities, Fleet, and Equipment Management
	
	Facilities, Fleet, and Equipment management involves the maintenance, administration, certification, and operation of office buildings, fleets, machinery, and other capital assets considered as possessions of the Federal government. Impacts to some information and information systems associated with facilities, fleet, and equipment management may affect the security of some key national assets (e.g., nuclear power plants, dams, and other government facilities).
	

	C.3.1.2
	Help Desk Services
	
	Help Desk Services involves the management of a service center to respond to government employees' technical and administrative questions.
	

	C.3.1.3
	Security Management
	
	Security Management involves the physical protection of an organization’s personnel, assets, and facilities (including security clearance management). Impacts to some information and information systems associated with security management may affect the security of some critical infrastructure elements and key national assets (e.g., nuclear power plants, dams, and other government facilities). Impact levels associated with security information directly relate to the potential threat to human life associated with the asset(s) being protected (e.g., consequences to the public of terrorist access to dams or nuclear power plants).
	

	C.3.1.4
	Travel
	
	Travel involves the activities associated with planning, preparing, and monitoring of business related travel for an organization’s employees.
	

	C.3.1.5
	Workplace Policy Development and Management(Intra-Agency Only)
	
	Workplace policy development and management includes all activities required to develop and disseminate workplace policies such as dress codes, time reporting requirements, telecommuting, etc.
	

	C.3.2
	Financial Management
	
	Financial management involves the aggregate set of accounting practices and procedures that allow for the accurate and effective handling of all government revenues, funding, and expenditures. Confidentiality impacts associated with financial management information are generally associated with the sensitivity of the existence of specific projects, programs, and/or technologies that might be revealed by unauthorized disclosure of information. For integrity, temporary successful frauds can affect agency image, and corrective actions are often disruptive to agency operations. Permanent loss/unavailability of financial management information can cripple agency operations.
	

	C.3.2.1
	Assets and Liability Management
	
	Assets and Liability Management provide accounting support for the management of assets and liabilities of the Federal government. Assets and liability management activities measure the total cost and revenue of Federal programs, and their various elements, activities and outputs. Assets and liability management is essential for providing accurate program measurement information, performance measures, and financial statements with verifiable reporting of the cost of activities.
	

	C.3.2.2
	Reporting and Information
	
	Reporting and Information includes providing financial information, reporting and analysis of financial transactions. Financial reporting includes the activities necessary to support: management’s fiduciary role; budget formulation and execution functions; fiscal management of program delivery and program decision making; and internal and external reporting requirements.
	

	C.3.2.3
	Funds Control
	
	Funds Control includes the management of the Federal budget process including the development of plans and programs, budgets, and performance outputs as well as financing Federal programs and operations through appropriation and apportionment of direct and reimbursable spending authority, fund transfers, investments and other financing mechanisms. Funds control management includes the establishment of a system for ensuring an organization does not obligate or disburse funds in excess of those appropriated or authorized.
	

	C.3.2.4
	Accounting
	
	Accounting entails accounting for assets, liabilities, fund balances, revenues and expenses associated with the maintenance of Federal funds and expenditure of Federal appropriations (Salaries and Expenses, Operation and Maintenance, Procurement, Working Capital, Trust Funds, etc.), in accordance with applicable Federal standards (FASAB, Treasury, OMB, GAO, etc.).
	

	C.3.2.5
	Payments
	
	Payments include disbursements of Federal funds, via a variety of mechanisms, to Federal and private individuals, Federal agencies, state, local and international Governments, and the private sector, to effect payment for goods and services, or distribute entitlements, benefits, grants, subsidies, loans, or claims. Payment management provides appropriate control over all payments made by or on behalf of an organization, including but not limited to payments made to vendors in accordance with contracts, purchase orders and other obligating documents; state governments under a variety of programs; employees for salaries and expense reimbursements; other Federal agencies for reimbursable work performed; individual citizens receiving Federal benefits; and recipients of Federal loans.
	

	C.3.2.6
	Collections and Receivables
	
	Collections and Receivables include deposits, fund transfers, and receipts for sales or service. 

Receivable management supports activities associated with recognizing and recording debts due to the Government, performing follow-up actions to collect on these debts, and recording cash receipts.
	

	C.3.2.7
	Cost Accounting/ Performance Measurement
	
	Cost Accounting / Performance Measurement is the process of accumulating, measuring, analyzing, interpreting, and reporting cost information useful to both internal and external groups concerned with the way in which an organization uses, accounts for, safeguards, and controls its resources to meet its objectives. Cost accounting information is necessary in establishing strategic goals, measuring service efforts and accomplishments, and relating efforts to accomplishments. Also, cost accounting, financial accounting, and budgetary accounting all draw information from common data sources.
	

	C.3.3
	Human Resource Management
	
	Human resource management activities involve all activities associated with the recruitment and management of personnel.
	

	C.3.3.1
	HR Strategy
	
	HR Strategy develops effective human capital management strategies to ensure federal organizations are able to recruit, select, develop, train, and manage a high-quality, productive workforce in accordance with merit system principles. This sub-function includes: conducting both internal and external environmental scans; developing human resources and human capital strategies and plans; establishing human resources policy and practices; managing current and future workforce competencies; developing workforce plans; developing succession plans; managing the human resources budget; providing human resources and human capital consultative support; and measuring and improving human resources performance.
	

	C.3.3.2
	Staff Acquisition
	
	Staff Acquisition establishes procedures for recruiting and selecting high-quality, productive employees with the right skills and competencies, in accordance with merit system principles. This sub-function includes: developing a staffing strategy and plan; establishing an applicant evaluation approach; announcing the vacancy, sourcing and evaluating candidates against the competency requirements for the position; initiating pre-employment activities; and hiring employees.
	

	C.3.3.3
	Organization & Position Management
	
	Organization and Position Management designs, develops, and implements organizational and position structures that create a high-performance, competency-driven framework that both advances the agency mission and serves agency human capital needs.
	

	C.3.3.4
	Compensation Management
	
	Compensation Management designs, develops, and implements compensation programs that attract, retain and fairly compensate agency employees. In addition, designs, develops, and implements pay for performance compensation programs to recognize and reward high performance, with both base pay increases and performance bonus payments. This sub-function includes: developing and implementing compensation programs; administering bonus and monetary awards programs; administering pay changes; managing time, attendance, leave and pay; and managing payroll.
	

	C.3.3.5
	Benefits Management
	
	Benefits Management designs, develops, and implements benefit programs that attract, retain and support current and former agency employees. This sub-function includes: establishing and communicating benefits programs; processing benefits actions; and interacting as necessary with third party benefits providers.
	

	C.3.3.6
	Employee Performance Management
	
	Employee Performance Management designs, develops, and implements a comprehensive performance management approach to ensure agency employees are demonstrating competencies required of their work assignments. Design, develop and implement a comprehensive performance management strategy that enables managers to make distinctions in performance and links individual performance to agency goal and mission accomplishment. This sub-function also includes managing employee performance at the individual level and evaluating the overall effectiveness of the agency’s employee development approach.
	

	C.3.3.7
	Employee Relations
	
	Employee Relations designs, develops, and implements programs that strive to maintain an effective employer-employee relationship that balance the agency’s needs against its employees’ rights. This sub-function includes: addressing employee misconduct; addressing employee performance problems; managing administrative grievances; providing employee accommodation; administering employees assistance programs; participating in administrative third party proceedings; and determining candidate and applicant suitability.
	

	C.3.3.8
	Labor Relations
	
	Labor Relations manages the relationship between the agency and its unions and bargaining units. This includes negotiating and administering labor contracts and collective bargaining agreements; managing negotiated grievances; and participating in negotiated third party proceedings.
	

	C.3.3.9
	Separation Management
	
	Separation Management conducts efficient and effective employee separation programs that assist employees in transitioning to non-Federal employment; facilitates the removal of unproductive, non-performing employees; and assists employees in transitioning to retirement.
	

	C.3.3.10
	Human Resources Development
	
	Human Resources Development designs, develops, and implements a comprehensive employee development approach to ensure that agency employees have the right competencies and skills for current and future work assignments. This sub-function includes conducting employee development needs assessments; designing employee development programs; administering and delivering employee development programs; and evaluating the overall effectiveness of the agency’s employee development approach.
	

	C.3.4
	Supply Chain Management
	
	Supply chain management involves the purchasing, tracking, and overall management of goods and services.
	

	C.3.4.1
	Goods Acquisition
	
	Goods acquisition involves the procurement of physical goods, products, and capital assets to be used by the Federal government.
	

	C.3.4.2
	Inventory Control
	
	Inventory control refers to the tracking of information related to procured assets and resources with regards to quantity, quality, and location.
	

	C.3.4.3
	Logistics Management
	
	Logistics management involves the planning and tracking of personnel and their resources in relation to their availability and location.
	

	C.3.4.4
	Services Acquisition
	
	Services acquisition involves the oversight and/or management of contractors and service providers from the private sector.
	

	C.3.5
	Information and Technology Management
	
	IT management involves the coordination of IT resources and systems required to support or enable a citizen service. Impacts to information associated with the operation of IT systems generally need to be considered even when all mission-related information processed by the system is intended to be available to the general public. The relevant issues may be different for integrity and availability than for confidentiality. Information that has been made public, by definition, requires no confidentiality protection. In contrast, integrity and availability protection cannot be maintained for copies of information that have been distributed to the public. Integrity and availability assurance can only be maintained by maintaining copies of information in organization-controlled information systems.
	

	C.3.5.1
	System Development
	
	System Development supports all activities associated with the in-house design and development of software applications.
	

	C.3.5.2
	Lifecycle/Change Management
	
	Lifecycle/Change Management involves the processes that facilitate a smooth evolution, composition, and workforce transition of the design and implementation of changes to agency resources such as assets, methodologies, systems, or procedures.
	

	C.3.5.3
	System Maintenance
	
	System Maintenance supports all activities associated with the maintenance of in-house designed software applications.
	

	C.3.5.4
	IT Infrastructure Maintenance
	
	IT infrastructure maintenance involves the planning, design, implementation, and maintenance of an IT Infrastructure to effectively support automated needs (i.e. operating systems, applications software, platforms, networks, servers, printers, etc.). IT infrastructure maintenance also includes information systems configuration and security policy enforcement information. This information includes password files, network access rules and implementing files and/or switch setting, hardware and software configuration settings, and documentation that may affect access to the information system’s data, programs, and/or processes. The impact levels associated with IT infrastructure maintenance information are primarily a function of the information processed in and through that infrastructure. 

The IT Maintenance Information type represents a complex set of data elements that are used to secure the design, implementation, and maintenance of systems and networks. The security of each of these data elements is dependent on the security of the other data elements. Security compromise of one data element type will propagate to others.
	

	C.3.5.5
	Information Security
	
	IT Security involves all functions pertaining to the securing of Federal data and systems through the creation and definition of security policies, procedures and controls covering such services as identification, authentication, and non-repudiation.
	

	C.3.5.6
	Record Retention
	
	Records Retention involves the operations surrounding the management of the official documents and records for an agency.
	

	C.3.5.7
	Information Management
	
	Information Management involves the coordination of information collection, storage, and dissemination, and destruction as well as managing the policies, guidelines, and standards regarding information management.
	

	C.3.5.8
	System and Network Monitoring
	
	System and Network Monitoring supports all activities related to the real-time monitoring of systems and networks for optimal performance. System and network monitoring describes the use of tools and observation to determine the performance and status of information systems and is closely tied to other Information and Technology Management sub-functions. System and network monitoring information type should be considered broadly to include an agency’s network [performance, health, and status] and security operations [intrusion monitoring, auditing, etc.] support.
	

	C.3.5.9
	Information Sharing
	
	The BRM provided in the FEA Consolidated Reference Model Document, Version 2.3, October 2007 specifies Information Sharing as relating to any method or function, for a given business area, facilitating: data being received in a usable medium by one or more departments or agencies as provided by a separate department or agency or other entity; and data being provided, disseminated or otherwise made available or accessible by one department or agency for use by one or more separate departments or agencies, or other entities, as appropriate. 

Since Information Sharing, as a function, is receiving and disseminating data [other information types] from business areas already identified, this BRM information type will not require its own impact assessment. Therefore, agency personnel should identify the information sharing information type as a pure resource management support activity for the evaluated information system. With the information sharing information type identified, agency personnel can track the flow of information to interfacing systems.
	

	D.4
	Disaster Management
	
	Disaster management involves the activities required to prepare for, mitigate, respond to, and repair the effects of all physical and humanitarian disasters whether natural or man-made. Compromise of much information associated with any of the missions within the disaster management mission area may seriously impact the security of a broad range of critical infrastructures and key national assets.
	

	D.4.1
	Disaster Monitoring and Prediction
	
	Disaster monitoring and prediction involves the actions taken to predict when and where a disaster may take place and communicate that information to affected parties. [Some disaster management information occurs in humanitarian aid systems under the International Affairs and Commerce line of business (e.g., State Department disaster preparedness and planning).]
	

	D.4.2
	Disaster Preparedness and Planning
	
	Disaster preparedness and planning involves the development of response programs to be used in case of a disaster. This involves the development of emergency management programs and activities as well as staffing and equipping regional response centers.
	

	D.4.3
	Disaster Repair and Restoration
	
	Disaster repair and restoration involves the cleanup and restoration activities that take place after a disaster. This involves the cleanup and rebuilding of any homes, buildings, roads, environmental resources, or infrastructure that may be damaged due to a disaster.
	

	D.4.4
	Emergency Response
	
	Emergency Response involves the immediate actions taken to respond to a disaster (e.g., wildfire management). These actions include providing mobile telecommunications, operational support, power generation, search and rescue, and medical life saving actions. Impacts to emergency response information and the information systems that process and store emergency response information could result in negative impacts on cross-jurisdictional coordination within the critical emergency services infrastructure and the general effectiveness of organizations tasked with emergency response missions.
	

	D.5
	International Affairs and Commerce
	
	International Affairs and Commerce involves the non-military activities that promote U.S. policies and interests beyond our national borders, including the negotiation of conflict resolution, treaties, and agreements. In addition, this function includes: foreign economic development and social/political development; diplomatic relations with other Nations; humanitarian, technical and other developmental assistance to key Nations; and global trade. Information that is protected by procedures established and authorized under criteria specified in an Executive Order or an Act of Congress to be kept classified in the interests of foreign policy are national security related. Security objectives and impact levels associated with such national security information are determined by the head of each agency exercising control of the system and are outside the scope of this guideline.
	

	D.5.1
	Foreign Affairs
	
	Foreign Affairs refers to those activities associated with the implementation of foreign policy and diplomatic relations, including the operation of embassies, consulates, and other posts; ongoing membership in international organizations; the development of cooperative frameworks to improve relations with other Nations; and the development of treaties and agreements. Conflict resolution involves the mitigation and prevention of disputes stemming from inter and intra-state disagreements. 

Some conflict resolution information is subject to security classification. This classified information is treated under separate rules established for national security information and is outside the scope of this guideline. 

Treaties and agreements involves the negotiation and implementation of accords with foreign governments and organizations in efforts related to arms reduction and regulation, trade matters, criminal investigations and extraditions, and other various types of foreign policy. When treaties and agreements information affects intelligence gathering and/or law enforcement cooperation, impacts to such information and the information systems that process and store the information could result in negative impacts on protection of a broad range of critical infrastructures and key national assets. 

Some information associated with treaties and agreements is subject to security classification. This classified information is treated under separate rules established for national security information.
	

	D.5.2
	International Development and Humanitarian Aid
	
	International Development and Humanitarian Aid refers to those activities related to the implementation of development and humanitarian assistance programs to developing and transitioning countries throughout the world. Development and aid may include technical assistance (the transfer of knowledge and expertise), and the delivery of equipment, commodities and humanitarian assistance including food aid. In some cases, international development and humanitarian aid information is subject to security classification. This classified information is treated under separate rules established for national security information.
	

	D.5.3
	Global Trade
	
	Global Trade refers to those activities the Federal Government undertakes to advance worldwide economic prosperity by increasing trade through the opening of overseas markets and freeing the flow of goods, services, and capital. Trade encompasses all activities associated with the importing and exporting of goods to and from the United States. This includes goods declaration, fee payments, and delivery/shipment authorization. Export promotion involves the development of opportunities for the expansion of U.S. exports. Merchandise inspection includes the verification of goods and merchandise as well as the surveillance, interdiction, and investigation of imports/exports in violation of various Customs laws. Tariffs/quotas monitoring refers to the monitoring and modification of the schedules of items imported and exported to and from the United States.
	

	D.9
	Economic Development
	
	Economic Development includes the activities required to promote commercial/industrial development and to regulate the American financial industry to protect investors. It also includes the management and control of the domestic economy and the money supply, and the protection of intellectual property and innovation. Note: The promotion of U.S. business overseas is captured in the function, "International Affairs and Commerce."
	

	D.9.1
	Business and Industry Development
	
	Business and industry development supports activities related to the creation of economic and business opportunities and stimulus, and the promotion of financial and economic stability for corporations and citizens involved in different types of business.
	

	D.9.2
	Intellectual Property Protection
	
	Intellectual property protection involves law enforcement activities involving the enforcement of intellectual property including inventions, literary and artistic works, and symbols, names, images, and designs used in commerce. Note that intellectual property protection is an exception to the often-close relationship between impacts to law enforcement information and information systems and the security of critical infrastructures and key national assets.
	

	D.9.3
	Financial Sector Oversight
	
	Financial Sector Oversight involves the regulation of private sector firms and markets (stock exchanges, corporations, etc.) to protect investors from fraud, monopolies, and illegal behavior. This also includes deposit protection.
	

	D.9.4
	Industry Sector Income Stabilization
	
	Industry Sector Income Stabilization involves all programs and activities devoted to assisting adversely impacted industrial sectors (farming, commercial transportation, etc.) to ensure the continued availability of their services for the American public and the long-term economic stability of these sectors.
	

	D.12
	Education
	
	Education refers to those activities that impart knowledge or understanding of a particular subject to the public. Education can take place at a formal school, college, university or other training program. This mission area includes all government programs that promote the education of the public, including both earned and unearned benefit programs.
	

	D.12.1
	Elementary, Secondary, and Vocational Education
	
	Elementary, secondary, and vocational education refers to the provision of education in elementary subjects (reading and writing and arithmetic); education provided by a high school or college preparatory school; and vocational and technical education and training.
	

	D.12.2
	Higher Education
	
	Higher Education refers to education beyond the secondary level; specifically, education provided by a college or university. It includes external higher educational activities performed by the government (e.g., Military Academies, ROTC, and USDA Graduate School).
	

	D.12.3
	Cultural and Historic Preservation
	
	Cultural and Historic Preservation involves all activities performed by the Federal Government to collect and preserve information and artifacts important to the culture and history of the United States and its citizenry and the education of U.S. citizens and the world.
	

	D.12.4
	Cultural and Historic Exhibition
	
	Cultural and Historic Exhibition includes all activities undertaken by the U.S. government to promote education through the exhibition of cultural, historical, and other information, archives, art, etc.
	

	D.13
	Workforce Management
	
	Workforce Management includes those activities that promote the welfare and effectiveness of the Nation’s workforce by improving their proficiency, working conditions, advancing opportunities for profitable employment, and strengthening free collective bargaining.
	

	D.13.1
	Training and Employment
	
	Training and Employment includes programs of job or skill training, employment services and placement, and programs to promote the hiring of marginal, unemployed, or low-income workers. Additionally, training information can include special training for personnel involved in Federal government operations (e.g., astronaut training).
	

	D.13.2
	Labor Rights Management
	
	Labor Rights Management refers to those activities undertaken to ensure that employees and employers are aware of and comply with all statutes and regulations concerning labor rights, including those pertaining to wages, benefits, safety and health, whistleblower, and nondiscrimination policies.
	

	D.13.3
	Worker Safety
	
	Worker Safety refers to those activities undertaken to save lives, prevent injuries, and protect the health of America's workers.
	

	D.14
	Health
	
	Public Health involves Federal programs and activities charged with ensuring and providing for the health and well being of the public. This includes the direct provision of health care services and immunizations as well as the monitoring and tracking of public health indicators for the detection of trends and identification of widespread illnesses/diseases. It also includes both earned and unearned health care benefit programs. Note that impacts to some public health information and information systems may affect the security of critical elements of the public health infrastructure.
	

	D.14.1
	Access to Care
	
	Access to Care focuses on the access to appropriate care. This includes streamlining efforts to receive care; ensuring care is appropriate in terms of type, care, intensity, location and availability; providing seamless access to health knowledge, enrolling providers; performing eligibility determination, and managing patient movement.
	

	D.14.2
	Population Health Management and Consumer Safety
	
	Population Health Management and Consumer Safety assess health indicators and consumer products as a means to protect and promote the health of the general population. This includes monitoring of health, health planning, and health management of humans, animals, animal products, and plants, as well as tracking the spread of diseases and pests. It also includes evaluation of consumer products, drug, and foods to assess the potential risks and dangers; education of the consumer and the general population; and facilitation of health promotion and disease and injury prevention.
	

	D.14.3
	Health Care Administration
	
	Health Care Administration assures that federal health care resources are expended effectively to ensure quality, safety, and efficiency.
	

	D.14.4
	Health Care Delivery Services
	
	Health Care Delivery Services provides and supports the delivery of health care to its beneficiaries. This includes assessing health status; planning health services; ensuring quality of services and continuity of care; and managing clinical information and documentation.
	

	D.14.5
	Health Care Research and Practitioner Education
	
	Health Care Research and Practitioner Education fosters advancement in health discovery and knowledge. This includes developing new strategies to handle diseases; promoting health knowledge advancement; identifying new means for delivery of services, methods, decision models and practices; making strides in quality improvement; managing clinical trials and research quality; and providing for practitioner education.
	

	D.19
	General Sciences and Innovation
	
	General Science and Innovation includes all Federal activities to meet the national need to advance knowledge in this area. This includes general research and technology programs, space exploration activities, and other research and technology programs that have diverse goals and cannot be readily classified into another mission area or information type.
	

	D.19.1
	Scientific and Technological Research and Innovation
	
	Scientific and Technological Research and Innovation includes all federal activities whose goal is the creation of new scientific and/or technological knowledge as a goal in itself, without a specific link to the other mission areas or information types identified in the BRM. Most sensitive information is developed under research and development programs that directly support another of the mission areas described in this Appendix and are not included here. Some information associated with scientific and technical research and innovation is national security information and is outside the scope of this guideline.
	

	D.19.2
	Space Exploration and Innovation
	
	Space Exploration and Innovation includes all activities devoted to innovations directed at human and robotic space flight and the development and operation of space launch and transportation systems, and the general research and exploration of outer space. While some space exploration and innovation is national security information, most sensitive information is developed under research and development programs that directly support another of the mission areas described in this Appendix and are not included here.
	

	D.20
	Knowledge Creation and Management
	
	Knowledge Creation and Management involves the programs and activities in which the Federal Government creates or develops a body or set of knowledge, the manipulation and analysis of which can provide inherent benefits for both the Federal and private sector.
	

	D.20.1
	Research and Development
	
	Research and Development involves the gathering and analysis of data, dissemination of results, and development of new products, methodologies, and ideas. The sensitivity and criticality of most research and development information depends on the subject matter involved.
	

	D.20.2
	General Purpose Data and Statistics
	
	General purpose data and statistics includes activities performed in providing empirical, numerical, and related data and information pertaining to the current state of the nation in areas such as the economy, labor, weather, international trade, etc.
	

	D.20.3
	Advising and Consulting
	
	Advising and Consulting activities involve the guidance and consultative services provided by the Federal Government to support the implementation of a specific service provided to citizens.
	

	D.20.4
	Knowledge Dissemination
	
	Knowledge Dissemination addresses those instances where the primary method used in delivering a service is through the publishing or broadcasting of information, such as the Voice of America or web-based museums maintained by the Smithsonian. Knowledge Dissemination is not intended to address circumstances where the publication of information is a by-product of a mission rather than the mission itself.
	

	D.21
	Regulatory Compliance and Enforcement
	
	Regulatory Compliance and Enforcement involves the direct monitoring and oversight of a specific individual, group, industry, or community participating in a regulated activity via market mechanisms, command and control features, or other means to control or govern conduct or behavior.
	

	D.21.1
	Inspections and Auditing
	
	Inspections and Auditing involves the methodical examination and review of regulated activities to ensure compliance with standards for regulated activity.
	

	D.21.2
	Standards Setting/Reporting Guideline Development
	
	Standard Setting/Reporting Guideline Development involves the establishment of allowable limits associated with a regulated activity and the development of reporting requirements necessary to monitor and control compliance with allowable limits. This includes the development of requirements for product sampling and testing, emissions monitoring and control, incident reporting, financial filings, etc.
	

	D.21.3
	Permits and Licensing
	
	Permits and Licensing involves activities associated with granting, revoking, and the overall management of the documented authority necessary to perform a regulated task or function.
	

	D.22
	Public Goods Creation and Management
	
	The construction, manufacturing, administration, and/or management of goods, structures, facilities, common resources, etc. used for the general well being of the American public or society at large.
	

	D.22.1
	Manufacturing
	
	Manufacturing involves all programs and activities in which the Federal Government produces both marketable and non-marketable goods.
	

	D.22.2
	Construction
	
	Construction involves all programs and activities in which the Federal Government builds or constructs facilities, roads, dams, etc.
	

	D.22.3
	Public Resources, Facility and Infrastructure Management
	
	Public Resources, Facility and Infrastructure Management involves the management and maintenance of government-owned capital goods and resources (natural or otherwise) on behalf of the public, usually with benefits to the community at large as well as to the direct user. Examples of facilities and infrastructure include schools, roads, bridges, dams, harbors, and public buildings. Examples of resources include parks, cultural artifacts and art, endangered species, oil reserves, etc.
	

	D.22.4
	Information Infrastructure Management
	
	Information Infrastructure Management involves the management and stewardship of a type of information by the Federal Government and/or the creation of physical communication infrastructures on behalf of the public in order to facilitate communication. This includes the management of large amounts of information (e.g., environmental and weather data, criminal records, etc.), the creation of information and data standards relating to a specific type of information (patient records), and the creation and management of physical communication infrastructures (networks) on behalf of the public. 

Note: Information infrastructures for government use are not included in this information type because the impact levels associated with information infrastructure maintenance information are primarily a function of the information processed in that infrastructure.
	

	D.26
	Direct Services for Citizens
	
	Direct Services for Citizens refers to the delivery of a good or service to (or on behalf of) the citizenry by the federal government with no other intervening persons, conditions, or organizations.
	

	D.26.1
	Military Operations
	
	The BRM provided in the FEA Consolidated Reference Model Document, Version 2.3, October 2007 does not define the Military Operations information type. For the purpose of this document, Military Operations describes the direct provision of military service for the citizens. Further, the BRM specifies Military Operations as a Mode of Delivery business area or a vehicle by which the federal government delivers it services to citizens. Therefore, agency personnel should consider the Military Operations information type as delivery mechanisms of the mission-based services information types [e.g., Catastrophic Defense, Emergency Response, Key Asset and Critical Infrastructure Protection] described heretofore.
	

	D.26.2
	Civilian Operations
	
	Civilian Operations describes the direct provision of a non-military service for the citizen by government employees. 

The BRM provided in the FEA Consolidated Reference Model Document, Version 2.3, October 2007 specifies Civilian Operations as a Mode of Delivery business area or a vehicle by which the federal government delivers it services to citizens. Therefore, agency personnel should consider the Civilian Operations information type as delivery mechanisms of the mission-based services information types [e.g., Health Care, Emergency Response, and Environmental Remediation] described heretofore.
	


Figure 2 – Security Categorization for <System or Group> Information Types
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	C.2.1
	Controls and Oversight
	
	
	
	
	
	
	
	

	C.2.1.1
	Corrective Action
	
	L
	L
	L
	
	
	
	

	C.2.1.2
	Program Evaluation
	
	L
	L
	L
	
	
	
	

	C.2.1.3
	Program Monitoring
	
	L
	L
	L
	
	
	
	

	C.2.2
	Regulatory Development
	
	
	
	
	
	
	
	

	C.2.2.1
	Policy and Guidance Development
	
	L
	L
	L
	
	
	
	

	C.2.2.2
	Public Comment Tracking
	
	L
	L
	L
	
	
	
	

	C.2.2.3
	Regulatory Creation
	
	L
	L
	L
	
	
	
	

	C.2.2.4
	Rule Publication
	
	L
	L
	L
	
	
	
	

	C.2.3
	Planning and Budgeting
	
	
	
	
	
	
	
	

	C.2.3.1
	Budget Formulation
	
	L
	L
	L
	
	
	
	

	C.2.3.2
	Capital Planning
	
	L
	L
	L
	
	
	
	

	C.2.3.3
	Enterprise Architecture
	
	L
	L
	L
	
	
	
	

	C.2.3.4
	Strategic Planning
	
	L
	L
	L
	
	
	
	

	C.2.3.5
	Budget Execution
	
	L
	L
	L
	
	
	
	

	C.2.3.6
	Workforce Planning
	
	L
	L
	L
	
	
	
	

	C.2.3.7
	Management Improvement
	
	L
	L
	L
	
	
	
	

	C.2.3.8
	Budget and Performance Integration
	
	L
	L
	L
	
	
	
	

	C.2.3.9
	Tax and Fiscal Policy
	
	L
	L
	L
	
	
	
	

	C.2.4
	Internal Risk Management and Mitigation
	
	
	
	
	
	
	
	

	C.2.4.1
	Contingency Planning
	
	M
	M
	M
	
	
	
	

	C.2.4.2
	Continuity of Operations
	
	M
	M
	M
	
	
	
	

	C.2.4.3
	Service Recovery
	
	L
	L
	L
	
	
	
	

	C.2.5
	Revenue Collection
	
	
	
	
	
	
	
	

	C.2.5.1
	Debt Collection
	
	M
	L
	L
	
	
	
	

	C.2.5.2
	User Fee Collection
	
	L
	L
	M
	
	
	
	

	C.2.5.3
	Federal Asset Sales
	
	L
	M
	L
	
	
	
	

	C.2.6
	Public Affairs
	
	
	
	
	
	
	
	

	C.2.6.1
	Customer Services
	
	L
	L
	L
	
	
	
	

	C.2.6.2
	Official Information Dissemination
	
	L
	L
	L
	
	
	
	

	C.2.6.3
	Product Outreach
	
	L
	L
	L
	
	
	
	

	C.2.6.4
	Public Relations
	
	L
	L
	L
	
	
	
	

	C.2.7
	Legislative Relations
	
	
	
	
	
	
	
	

	C.2.7.1
	Legislation Tracking
	
	L
	L
	L
	
	
	
	

	C.2.7.2
	Legislation Testimony
	
	L
	L
	L
	
	
	
	

	C.2.7.3
	Proposal Development
	
	M
	L
	L
	
	
	
	

	C.2.7.4
	Congressional Liaison Operations
	
	M
	L
	L
	
	
	
	

	C.2.8
	General Government
	
	
	
	
	
	
	
	

	C.2.8.1
	Central Fiscal Operations
	
	M
	L
	L
	
	
	
	

	C.2.8.2
	Legislative Functions
	
	L
	L
	L
	
	
	
	

	C.2.8.3
	Executive Functions
	
	L
	L
	L
	
	
	
	

	C.2.8.4
	Central Property Management
	
	L
	L
	L
	
	
	
	

	C.2.8.5
	Central Personnel Management
	
	L
	L
	L
	
	
	
	

	C.2.8.6
	Taxation Management
	
	M
	L
	L
	
	
	
	

	C.2.8.7
	Central Records and Statistics Management
	
	M
	L
	L
	
	
	
	

	C.2.8.8
	Income Information
	
	M
	M
	M
	
	
	
	

	C.2.8.9
	Personal Identity and Authentication Information
	
	M
	M
	M
	
	
	
	

	C.2.8.10
	Entitlement Event Information
	
	M
	M
	M
	
	
	
	

	C.2.8.11
	Representative Payee Information
	
	M
	M
	M
	
	
	
	

	C.2.8.12
	General Information
	
	L
	L
	L
	
	
	
	

	C.3.1
	Administrative Management
	
	
	
	
	
	
	
	

	C.3.1.1
	Facilities, Fleet, and Equipment Management
	
	L
	L
	L
	
	
	
	

	C.3.1.2
	Help Desk Services
	
	L
	L
	L
	
	
	
	

	C.3.1.3
	Security Management
	
	M
	M
	L
	
	
	
	

	C.3.1.4
	Travel
	
	L
	L
	L
	
	
	
	

	C.3.1.5
	Workplace Policy Development and Management(Intra-Agency Only)
	
	L
	L
	L
	
	
	
	

	C.3.2
	Financial Management
	
	
	
	
	
	
	
	

	C.3.2.1
	Assets and Liability Management
	
	L
	L
	L
	
	
	
	

	C.3.2.2
	Reporting and Information
	
	L
	M
	L
	
	
	
	

	C.3.2.3
	Funds Control
	
	M
	M
	L
	
	
	
	

	C.3.2.4
	Accounting
	
	L
	M
	L
	
	
	
	

	C.3.2.5
	Payments
	
	L
	M
	L
	
	
	
	

	C.3.2.6
	Collections and Receivables
	
	L
	M
	L
	
	
	
	

	C.3.2.7
	Cost Accounting/ Performance Measurement
	
	L
	M
	L
	
	
	
	

	C.3.3
	Human Resource Management
	
	
	
	
	
	
	
	

	C.3.3.1
	HR Strategy
	
	L
	L
	L
	
	
	
	

	C.3.3.2
	Staff Acquisition
	
	L
	L
	L
	
	
	
	

	C.3.3.3
	Organization & Position Management
	
	L
	L
	L
	
	
	
	

	C.3.3.4
	Compensation Management
	
	L
	L
	L
	
	
	
	

	C.3.3.5
	Benefits Management
	
	L
	L
	L
	
	
	
	

	C.3.3.6
	Employee Performance Management
	
	L
	L
	L
	
	
	
	

	C.3.3.7
	Employee Relations
	
	L
	L
	L
	
	
	
	

	C.3.3.8
	Labor Relations
	
	L
	L
	L
	
	
	
	

	C.3.3.9
	Separation Management
	
	L
	L
	L
	
	
	
	

	C.3.3.10
	Human Resources Development
	
	L
	L
	L
	
	
	
	

	C.3.4
	Supply Chain Management
	
	
	
	
	
	
	
	

	C.3.4.1
	Goods Acquisition
	
	L
	L
	L
	
	
	
	

	C.3.4.2
	Inventory Control
	
	L
	L
	L
	
	
	
	

	C.3.4.3
	Logistics Management
	
	L
	L
	L
	
	
	
	

	C.3.4.4
	Services Acquisition
	
	L
	L
	L
	
	
	
	

	C.3.5
	Information and Technology Management
	
	
	
	
	
	
	
	

	C.3.5.1
	System Development
	
	L
	M
	L
	
	
	
	

	C.3.5.2
	Lifecycle/Change Management
	
	L
	M
	L
	
	
	
	

	C.3.5.3
	System Maintenance
	
	L
	M
	L
	
	
	
	

	C.3.5.4
	IT Infrastructure Maintenance
	
	L
	L
	L
	
	
	
	

	C.3.5.5
	Information Security
	
	L
	M
	L
	
	
	
	

	C.3.5.6
	Record Retention
	
	L
	L
	L
	
	
	
	

	C.3.5.7
	Information Management
	
	L
	M
	L
	
	
	
	

	C.3.5.8
	System and Network Monitoring
	
	M
	M
	L
	
	
	
	

	C.3.5.9
	Information Sharing
	
	N/A
	N/A
	N/A
	
	
	
	

	D.4
	Disaster Management
	
	
	
	
	
	
	
	

	D.4.1
	Disaster Monitoring and Prediction
	
	L
	H
	H
	
	
	
	

	D.4.2
	Disaster Preparedness and Planning
	
	L
	L
	L
	
	
	
	

	D.4.3
	Disaster Repair and Restoration
	
	L
	L
	L
	
	
	
	

	D.4.4
	Emergency Response
	
	L
	H
	H
	
	
	
	

	D.5
	International Affairs and Commerce
	
	
	
	
	
	
	
	

	D.5.1
	Foreign Affairs
	
	H
	H
	M
	
	
	
	

	D.5.2
	International Development and Humanitarian Aid
	
	M
	L
	L
	
	
	
	

	D.5.3
	Global Trade
	
	H
	H
	H
	
	
	
	

	D.9
	Economic Development
	
	
	
	
	
	
	
	

	D.9.1
	Business and Industry Development
	
	L
	L
	L
	
	
	
	

	D.9.2
	Intellectual Property Protection
	
	L
	L
	L
	
	
	
	

	D.9.3
	Financial Sector Oversight
	
	M
	L
	L
	
	
	
	

	D.9.4
	Industry Sector Income Stabilization
	
	M
	L
	L
	
	
	
	

	D.12
	Education
	
	
	
	
	
	
	
	

	D.12.1
	Elementary, Secondary, and Vocational Education
	
	L
	L
	L
	
	
	
	

	D.12.2
	Higher Education
	
	L
	L
	L
	
	
	
	

	D.12.3
	Cultural and Historic Preservation
	
	L
	L
	L
	
	
	
	

	D.12.4
	Cultural and Historic Exhibition
	
	L
	L
	L
	
	
	
	

	D.13
	Workforce Management
	
	
	
	
	
	
	
	

	D.13.1
	Training and Employment
	
	L
	L
	L
	
	
	
	

	D.13.2
	Labor Rights Management
	
	L
	L
	L
	
	
	
	

	D.13.3
	Worker Safety
	
	L
	L
	L
	
	
	
	

	D.14
	Health
	
	
	
	
	
	
	
	

	D.14.1
	Access to Care
	
	L
	M
	L
	
	
	
	

	D.14.2
	Population Health Management and Consumer Safety
	
	L
	M
	L
	
	
	
	

	D.14.3
	Health Care Administration
	
	L
	M
	L
	
	
	
	

	D.14.4
	Health Care Delivery Services
	
	L
	H
	L
	
	
	
	

	D.14.5
	Health Care Research and Practitioner Education
	
	L
	M
	L
	
	
	
	

	D.19
	General Sciences and Innovation
	
	
	
	
	
	
	
	

	D.19.1
	Scientific and Technological Research and Innovation
	
	L
	M
	L
	
	
	
	

	D.19.2
	Space Exploration and Innovation
	
	L
	M
	L
	
	
	
	

	D.20
	Knowledge Creation and Management
	
	
	
	
	
	
	
	

	D.20.1
	Research and Development
	
	L
	M
	L
	
	
	
	

	D.20.2
	General Purpose Data and Statistics
	
	L
	L
	L
	
	
	
	

	D.20.3
	Advising and Consulting
	
	L
	L
	L
	
	
	
	

	D.20.4
	Knowledge Dissemination
	
	L
	L
	L
	
	
	
	

	D.21
	Regulatory Compliance and Enforcement
	
	
	
	
	
	
	
	

	D.21.1
	Inspections and Auditing
	
	M
	M
	L
	
	
	
	

	D.21.2
	Standards Setting/Reporting Guideline Development
	
	L
	L
	L
	
	
	
	

	D.21.3
	Permits and Licensing
	
	L
	L
	L
	
	
	
	

	D.22
	Public Goods Creation and Management
	
	
	
	
	
	
	
	

	D.22.1
	Manufacturing
	
	L
	L
	L
	
	
	
	

	D.22.2
	Construction
	
	L
	L
	L
	
	
	
	

	D.22.3
	Public Resources, Facility and Infrastructure Management
	
	L
	L
	L
	
	
	
	

	D.22.4
	Information Infrastructure Management
	
	L
	L
	L
	
	
	
	

	D.26
	Direct Services for Citizens
	
	
	
	
	
	
	
	

	D.26.2
	Civilian Operations
	
	N/A
	N/A
	N/A
	
	
	
	


Figure 3 – Sensitive Personally Identifiable Information (PII) for <System or Group>
	Information Type

	Is the Information Type in Column 1 combined with any of the types below, and… 
	… collected about Staff, Contractor, Volunteer, Fellow, etc.? (Y/N)
	…collected about External Entities? (Y/N)

	IT System/ Location of Hard Copy Records

	Bank Account Number
	N/A (this type is always considered sensitive PII)
	
	
	

	Biometric Record (such as fingerprint, iris scan, DNA)
	Name or address or phone number and/or SSN
	
	
	

	Credit Card Number
	Name or address or phone number and/or SSN
	
	
	

	Criminal History
	Name or address or phone number and/or SSN
	
	
	

	Date of Birth
	Name or address or phone number and/or SSN
	
	
	

	Driver’s License Number
	N/A (this type is always considered sensitive PII)
	
	
	

	Passport Number
	N/A (this type is always considered sensitive PII)
	
	
	

	Employment information that includes ratings, disciplinary actions, performance elements and standards
	Name or address or phone number and/or SSN
	
	
	

	Financial Information
	Name or address or phone number and/or SSN
	
	
	

	Medical History Information (including medical conditions and metric information, e.g. weight, height, blood pressure)
	Name or address or phone number and/or SSN
	
	
	

	Parents Name(s) or Maiden Name(s)
	Name or address or phone number and/or SSN
	
	
	

	Place of Birth
	Name or address or phone number and/or SSN
	
	
	

	Security Clearance History or Related Information (Not including actual clearances held)
	Name or address or phone number and/or SSN
	
	
	

	Last 4 digits of SSN
	Name or address or phone number
	
	
	

	Social Security Number (SSN)
	N/A (this type is always considered sensitive PII)
	
	
	

	<add or repeat as necessary>
	
	
	
	


Figure 4 – Security Categorization for <System or Group> Systems (Systems and Groups with Systems Only)

	System Name
	Impact Assess​ment
	Security Categorization for System
	Subject to Privacy Act (Y/N)
	System Owner Name
	System Owner Title
	System Owner Signature
	Date

	
	C
	I
	A
	
	
	
	
	
	

	<System Name>
	M
	M
	M
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	


3 Appendix A – Guidance On Performing FIPS 199 Security Categorization

The following sections provide the background information and reference for the security categorization process. Remove this section from the actual categorization. 

A copy of NIST Special Publication 800-60: Guide for Mapping Types of Information and Information Systems to Security Categories, Volume II: Appendixes to Guide for Mapping Types of Information and Information Systems to Security Categories is required to complete this process. The document can be obtained from NIST. 

· http://csrc.nist.gov/publications/nistpubs/800-60-rev1/SP800-60_Vol2-Rev1.pdf  

Using an electronic copy is highly recommended. The Search function allows specific information types to quickly be located, then cut and pasted into the categorization.

3.1 Impact Levels 

The following definitions are from FIPS 199 – Standards for Security Categorization of Federal Information and Information Systems (http://csrc.nist.gov/publications/fips/fips199/FIPS-PUB-199-final.pdf.) See FIPS 199 for an in depth discussion of security categorization.

The potential impact is LOW if— 

The loss of confidentiality, integrity, or availability could be expected to have a limited adverse effect on organizational operations, organizational assets, or individuals. Adverse effects on individuals may include, but are not limited to, loss of the privacy to which individuals are entitled under law.
AMPLIFICATION: A limited adverse effect means that, for example, the loss of confidentiality, integrity, or availability might: (i) cause a degradation in mission capability to an extent and duration that the organization is able to perform its primary functions, but the effectiveness of the functions is noticeably reduced; (ii) result in minor damage to organizational assets; (iii) result in minor financial loss; or (iv) result in minor harm to individuals. 

The potential impact is MODERATE if— 

The loss of confidentiality, integrity, or availability could be expected to have a serious adverse effect on organizational operations, organizational assets, or individuals. 

AMPLIFICATION: A serious adverse effect means that, for example, the loss of confidentiality, integrity, or availability might: (i) cause a significant degradation in mission capability to an extent and duration that the organization is able to perform its primary functions, but the effectiveness of the functions is significantly reduced; (ii) result in significant damage to organizational assets; (iii) result in significant financial loss; or (iv) result in significant harm to individuals that does not involve loss of life or serious life threatening injuries.

The potential impact is HIGH if— 

The loss of confidentiality, integrity, or availability could be expected to have a severe or catastrophic adverse effect on organizational operations, organizational assets, or individuals. 

AMPLIFICATION: A severe or catastrophic adverse effect means that, for example, the loss of confidentiality, integrity, or availability might: (i) cause a severe degradation in or loss of mission capability to an extent and duration that the organization is not able to perform one or more of its primary functions; (ii) result in major damage to organizational assets; (iii) result in major financial loss; or (iv) result in severe or catastrophic harm to individuals involving loss of life or serious life threatening injuries. 

3.2 Information Types

In order to aid Federal Government Agencies in security categorization, NIST developed a reference document, SP800-60: Guide for Mapping Types of Information and Information Systems to Security Categories, defining all Federal information types. This document was based upon the OMB Federal Enterprise Architecture Program Management Office’s Business Reference Model 2.0 and was thoroughly reviewed by the Federal community. The reference guide is in two parts:

· http://csrc.nist.gov/publications/nistpubs/800-60-rev1/SP800-60_Vol1-Rev1.pdf 
· http://csrc.nist.gov/publications/nistpubs/800-60-rev1/SP800-60_Vol2-Rev1.pdf  

4 Performing Categorization

The following sections are drawn from NIST SP800-60. For additional detail, see Section 3 of NIST SP800-60. Note that when the Security Categorization is being performed for a group within the Library, rather than a specific system, the system specific steps do not apply. However, when the Security Categorization is being performed for a group within the Library, all of the information types owned by the group must be identified and categorized.

4.1 Step 1 – Identify Scope

Categorization can be performed for all the information associated with a system or all the information associated with a division, office, group, etc. It is typically more effective to perform categorization per business function

1. Document the scope of the effort in Section 1.2 of this document. 

4.2 Step 2 – Identify Information Types

The Information Owner (or an analyst supporting the Information Owner) should identify all of the information types that are input, stored, processed, and/or output from each system.

2. Using Figure 5 – Library-Specific Information Types Not Covered by NIST SP 800-60, Figure 6 – Management and Support Lines of Business and Information Types and 
3. Figure 7 – Mission Based Lines of Business and Information Types
 determine all the information types contained in the system or owned by the group and complete Figure 1 – Inventory of Information Types for <System or Group>. For detailed descriptions and examples of information types, see NIST SP 800-60. 
For each information type, list the system name that stores or processes that information. Ensure that the information types and grouped per system. There will usually be multiple lines (i.e., information types) per system. Often, the same information type will appear for multiple systems. (For instance, every system will typically have C.3.5.4 IT Infrastructure Maintenance, since this includes user accounts and passwords, which almost all systems have.) 
Note that as of the issuance of this guidance, no information at the Library that was not adequately covered by the standard types in NIST SP 800-60 has been identified.

Figure 5 – Library-Specific Information Types Not Covered by NIST SP 800-60
	Service/ Infrastructure Unit (Lines of Business)
	Library- Specific Information Type
	Confidentiality
	Integrity
	Availability

	CRS
	None identified
	N/A
	N/A
	N/A

	COP
	None identified
	N/A
	N/A
	N/A

	HRS
	None identified
	N/A
	N/A
	N/A

	ISS
	None identified
	N/A
	N/A
	N/A

	LAW
	None identified
	N/A
	N/A
	N/A

	LS
	None identified
	N/A
	N/A
	N/A

	OSEP
	None identified
	N/A
	N/A
	N/A

	OSI
	None identified
	N/A
	N/A
	N/A

	OCFO
	None identified
	N/A
	N/A
	N/A

	LIBN
	None identified
	N/A
	N/A
	N/A

	OMT
	None identified
	N/A
	N/A
	N/A

	OCGM
	None identified
	N/A
	N/A
	N/A

	OWD
	None identified
	N/A
	N/A
	N/A


Figure 6 – Management and Support Lines of Business and Information Types

	Lines of Business
	ID

	Information Type

	Provisional Values from NIST SP 800-60

	
	
	
	Confidentiality
	Integrity
	Availability

	Controls and Oversight
	C.2.1.1
	Corrective Action (Policy/Regulation) 
	L
	L
	L

	
	C.2.1.2
	Program Evaluation 
	L
	L
	L

	
	C.2.1.3
	Program Monitoring 
	L

	L
	L

	Regulatory Development
	C.2.2.1
	Policy & Guidance Development 
	L
	L
	L

	
	C.2.2.2
	Public Comment Tracking 
	L
	L
	L

	
	C.2.2.3
	Regulatory Creation 
	L
	L
	L

	
	C.2.2.4
	Rule Publication 
	L
	L
	L

	Planning and Budgeting
	C.2.3.1
	Budget Formulation 
	L
	L
	L

	
	C.2.3.2
	Capital Planning 
	L
	L
	L

	
	C.2.3.3
	Enterprise Architecture 
	L
	L
	L

	
	C.2.3.4
	Strategic Planning 
	L
	L
	L

	
	C.2.3.5
	Budget Execution 
	L
	L
	L

	
	C.2.3.6
	Workforce Planning 
	L
	L
	L

	
	C.2.3.7
	Management Improvement
	L
	L
	L

	
	C.2.3.8
	Budget and Performance Integration
	L
	L
	L

	
	C.2.3.9
	Tax and Fiscal Policy
	L
	L
	L

	Internal Risk Management and Mitigation
	C.2.4.1
	Contingency Planning 
	M
	M
	M

	
	C.2.4.2
	Continuity of Operations 
	M
	M
	M

	
	C.2.4.3
	Service Recovery 
	L
	L
	L

	Revenue Collection
	C.2.5.1
	Debt Collection 
	M
	L
	L

	
	C.2.5.2
	User Fee Collection 
	L
	L
	M

	
	C.2.5.3
	Federal Asset Sales
	L
	M
	L

	Public Affairs
	C.2.6.1
	Customer Services
	L
	L
	L

	
	C.2.6.2
	Official Information Dissemination 
	L
	L
	L

	
	C.2.6.3
	Product Outreach 
	L
	L
	L

	
	C.2.6.4
	Public Relations 
	L
	L
	L

	Legislative Relations
	C.2.7.1
	Legislation Tracking
	L
	L
	L

	
	C.2.7.2
	Legislation Testimony
	L
	L
	L

	
	C.2.7.3
	Proposal Development
	M
	L
	L

	
	C.2.7.4
	Congressional Liaison
	M
	L
	L

	General Government
	C.2.8.1
	Central Fiscal Operations

	M
	L
	L

	
	C.2.8.2
	Legislative Functions

	L
	L
	L

	
	C.2.8.3
	Executive Functions

	L
	L
	L

	
	C.2.8.4
	Central Property Management
	L

	L
	L


	
	C.2.8.5
	Central Personnel Management
	L
	L
	L

	
	C.2.8.6
	Taxation Management
	M
	L
	L

	
	C.2.8.7
	Central Records & Statistics Management
	M
	L
	L

	
	C.2.8.8
	Income Information

	M
	M
	M

	
	C.2.8.9
	Personal Identity and Authentication14
	M
	M
	M

	
	C.2.8.10
	Entitlement Event Information14
	M
	M
	M

	
	C.2.8.11
	Representative Payee Information14
	M
	M
	M

	
	C.2.8.12
	General Information

	L
	L
	L

	Administrative Management
	C.3.1.1
	Facilities, Fleet, and Equipment Management
	L12
	L13
	L13

	
	C.3.1.2
	Help Desk Services
	L
	L
	L

	
	C.3.1.3
	Security Management
	M
	M
	L

	
	C.3.1.4
	Travel 
	L
	L
	L

	
	C.3.1.5
	Workplace Policy Development & Mgt (Intra-Agency)
	L
	L
	L

	Financial Management
	C.3.2.1
	Asset & Liability Management
	L
	L
	L

	
	C.3.2.2
	Reporting & Information
	L
	M
	L

	
	C.3.2.3
	Funds Control
	M
	M
	L

	
	C.3.2.4
	Accounting
	L
	M
	L

	
	C.3.2.5
	Payments
	L
	M
	L

	
	C.3.2.6
	Collections and Receivables
	L
	M
	L

	
	C.3.2.7
	Cost Accounting / Performance Measurement
	L
	M
	L

	Human Resource Management
	C.3.3.1
	HR Strategy 
	L
	L
	L

	
	C.3.3.2
	Staff Acquisition 
	L
	L
	L

	
	C.3.3.3
	Payroll Mgt/Expense Reimbursement
	L
	L
	L

	
	C.3.3.4
	Resource Training & Development
	L
	L
	L

	
	C.3.3.5
	Security Clearance Management
	L
	L
	L

	
	C.3.3.6
	Staff Recruitment & Employment
	L
	L
	L

	
	C.3.3.7
	Employee Relations 
	L
	L
	L

	
	C.3.3.8
	Labor Relations 
	L
	L
	L

	
	C.3.3.9
	Separation Management 
	L
	L
	L

	
	C.3.3.10
	Human Resources Development 
	L
	L
	L

	Supply Chain Management
	C.3.4.1
	Goods Acquisition
	L
	L
	L

	
	C.3.4.2
	Inventory Control
	L
	L
	L

	
	C.3.4.3
	Logistics Management
	L
	L
	L

	
	C.3.4.4
	Services Acquisition
	L
	L
	L

	Information and Technology Management
	C.3.5.1
	System Development 
	L
	M
	L

	
	C.3.5.2
	Lifecycle/Change Management
	L
	M
	L

	
	C.3.5.3
	System Maintenance
	L
	M
	L

	
	C.3.5.4
	IT Infrastructure Maintenance
	At the level of the highest impact information in the system

	L
	L

	
	C.3.5.5
	Information Security 
	L
	M
	L

	
	C.3.5.6
	Record Retention
	L
	L
	L

	
	C.3.5.7
	Information Management
	At the level of the highest impact information in the system
	M
	L

	
	C.3.5.8
	System and Network Monitoring
	M
	M
	L

	
	C.3.5.9
	Information Sharing
	N/A
	N/A
	N/A


Figure 7 – Mission Based Lines of Business and Information Types5
	Lines of Business
	ID

	Information Type

	Provisional Values from 800-60

	
	
	
	Confidentiality
	Integrity
	Availability

	Defense & National Security 
	D.1
	Nat’l Security
	Nat’l Security
	Nat’l Security
	Nat’l Security

	Homeland Security
	D.2.1
	Border and Transportation Security 
	M
	M
	M

	
	D.2.2
	Key Asset and Critical Infrastructure Protection 
	H
	H
	H

	
	D.2.3
	Catastrophic Defense 
	H
	H
	H

	
	D.2.4
	Executive Functions of the EOP 
	H
	M
	H

	Intelligence Operations
	D.3
	Intelligence Operations
	H
	H
	H

	Disaster Management
	D.4.1
	Disaster Monitoring and Prediction 
	L
	H
	H

	
	D.4.2
	Disaster Preparedness and Planning 
	L
	L
	L

	
	D.4.3
	Disaster Repair and Restoration 
	L
	L
	L

	
	D.4.4
	Emergency Response 
	L
	H
	H

	International Affairs and Commerce
	D.5.1
	Foreign Affairs
	H
	H
	M

	
	D.5.2
	International Development and Humanitarian Aid 
	M
	L
	L

	
	D.5.3
	Global Trade 
	H
	H
	H

	Natural Resources
	D.6.1
	Water Resource Management 
	L
	L
	L

	
	D.6.2
	Conservation, Marine, and Land Management 
	L
	L
	L

	
	D.6.3
	Recreational Resource Management and Tourism 
	L
	L
	L

	
	D.6.4
	Agricultural Innovation and Services 
	L
	L
	L

	Energy 
	D.7.1
	Energy Supply 
	L
	M
	M

	
	D.7.2
	Energy Conservation and Preparedness 
	L
	L
	L

	
	D.7.3
	Energy Resource Management 
	M
	L
	L

	
	D.7.4
	Energy Production 
	L
	L
	L

	Environmental Management
	D.8.1
	Environmental Monitoring/Forecasting 
	L
	M
	L

	
	D.8.2
	Environmental Remediation 
	M
	L
	L

	
	D.8.3
	Pollution Prevention And Control 
	L
	L
	L

	Economic Development
	D.9.1
	Business and Industry Development 
	L
	L
	L

	
	D.9.2
	Intellectual Property Protection 
	L
	L
	L

	
	D.9.3
	Financial Sector Oversight 
	M
	L
	L

	
	D.9.4
	Industry Sector Income Stabilization 
	M
	L
	L

	Community and Social Services
	D.10.1
	Homeownership Promotion 
	L
	L
	L

	
	D.10.2
	Community and Regional Development 
	L
	L
	L

	
	D.10.3
	Social Services 
	L
	L
	L

	
	D.10.4
	Postal Services 
	L
	M
	M

	Transportation 
	D.11.1
	Ground Transportation 
	L
	L
	L

	
	D.11.2
	Water Transportation 
	L
	L
	L

	
	D.11.3
	Air Transportation 
	L
	L
	L

	
	D.11.4
	Space Operations 
	L
	H
	H

	Education 
	D.12.1
	Elementary, Secondary, & VocEd 
	L
	L
	L

	
	D.12.2
	Higher Education 
	L
	L
	L

	
	D.12.3
	Cultural & Historic Preservation 
	L
	L
	L

	
	D.12.4
	Cultural & Historic Exhibition 
	L
	L
	L

	Workforce Management 
	D.13.1
	Training and Employment 
	L
	L
	L

	
	D.13.2
	Labor Rights Management 
	L
	L
	L

	
	D.13.3
	Worker Safety 
	L
	L
	L

	Health 
	D.14.1
	Access to Care
	L
	M
	L

	
	D.14.2
	Population Health Management and Consumer Safety 
	L
	M
	L

	
	D.14.3
	Health Care Administration
	L
	M
	L

	
	D.14.4
	Health Care Delivery Services 
	L
	H
	L

	
	D.14.5
	Health Care Research and Practitioner Education
	L
	M
	L

	Income Security 
	D.15.1
	General Retirement and Disability 
	M
	M
	M

	
	D.15.2
	Unemployment Compensation 
	L
	L
	L

	
	D.15.3
	Housing Assistance 
	L
	L
	L

	
	D.15.4
	Food and Nutrition Assistance 
	L
	L
	L

	
	D.15.5
	Survivor Compensation 
	L
	L
	L

	Law Enforcement 
	D.16.1
	Criminal Apprehension 
	L
	L
	M

	
	D.16.2
	Criminal Investigation and Surveillance 
	M
	M
	M

	
	D.16.3
	Citizen Protection 
	M
	M
	M

	
	D.16.4
	Leadership Protection 
	M
	L
	L

	
	D.16.5
	Property Protection 
	L
	L
	L

	
	D.16.6
	Substance Control 
	M
	M
	M

	
	D.16.7
	Crime Prevention 
	L
	L
	L

	
	D.16.8
	Trade Law Enforcement 
	M
	M
	M

	Litigation and Judicial Activities
	D.17.1
	Judicial Hearings 
	M
	L
	L

	
	D.17.2
	Legal Defense 
	M
	H
	L

	
	D.17.3
	Legal Investigation 
	M
	M
	M

	
	D.17.4
	Legal Prosecution and Litigation 
	L
	M
	L

	
	D.17.5
	Resolution Facilitation 
	M
	L
	L

	Federal Correctional Activities 
	D.18.1
	Criminal Incarceration 
	L
	M
	L

	
	D.18.2
	Criminal Rehabilitation 
	L
	L
	L

	General Sciences and Innovation
	D.19.1
	Scientific & Tech Research & Innovation 
	L
	M
	L

	
	D.19.2
	Space Exploration & Innovation 
	L
	M
	L

	Knowledge Creation and Management 
	D.20.1
	Research and Development 
	L
	M
	L

	
	D.20.2
	General Purpose Data and Statistics 
	L
	L
	L

	
	D.20.3
	Advising and Consulting 
	L
	L
	L

	
	D.20.4
	Knowledge Dissemination 
	L
	L
	L

	Regulatory Compliance and Enforcement 
	D.21.1
	Inspections and Auditing 
	M
	M
	L

	
	D.21.2
	Std Setting/Reporting Guideline Dev’t 
	L
	L
	L

	
	D.21.3
	Permits and Licensing 
	L
	L
	L

	Public Goods Creation and Management
	D.22.1
	Manufacturing 
	L
	L
	L

	
	D.22.2
	Construction 
	L
	L
	L

	
	D.22.3
	Public Resources, Facility and Infrastructure Management
	L
	L
	L

	
	D.22.4
	Information Infrastructure Management 
	L
	L
	L

	Federal Financial Assistance 
	D.23.1
	Federal Grants (Non-State) 
	L
	L
	L

	
	D.23.2
	Direct Transfers to Individuals 
	L
	L
	L

	
	D.23.3
	Subsidies 
	L
	L
	L

	
	D.23.4
	Tax Credits 
	M
	L
	L

	Credits and Insurance 
	D.24.1
	Direct Loans 
	L
	L
	L

	
	D.24.2
	Loan Guarantees 
	L
	L
	L

	
	D.24.3
	General Insurance 
	L
	L
	L

	Transfers to State/Local Governments 
	D.25.1
	Formula Grants 
	L
	L
	L

	
	D.25.2
	Project/Competitive Grants 
	L
	L
	L

	
	D.25.3
	Earmarked Grants 
	L
	L
	L

	
	D.25.4
	State Loans 
	L
	L
	L

	Direct Services for Citizens
	D.26.1
	Military Operations
	N/A
	N/A
	N/A

	
	D.26.2
	Civilian Operations
	N/A
	N/A
	N/A


4.3 Step 3 – Select Provisional Impact Levels

The Information Owner (or an analyst supporting the Information Owner) should select the provisional impact levels for each identified information type. Provisional impact levels are taken directly from Figure 6 – Management and Support Lines of Business and Information Types. For each information type, there will be confidentiality, integrity and availability values.

4. For each information type in Figure 1 – Inventory of Information Types for <System or Group>, copy the first three columns (ID, Information Type and System Containing Information) to Figure 2 – Security Categorization for <System or Group> Information Types. (Ensure that the information types are grouped per system.)
4.1. Next, enter the Provisional Impact Levels into Figure 2 – Security Categorization for <System or Group> Information Types. C is the Confidentiality value, I is the Integrity value and A is the Availability value.

4.4 Step 4 – Review and Adjust Provisional Impact Levels

The Information Owner (or an analyst supporting the Information Owner) should review the appropriateness of the provisional impact levels recommended for the user’s information types based on the organization, environment, mission, use, and connectivity associated with the system under review. After reviewing the provisional impact levels, adjustments should be made to the impact levels as appropriate. Review the specific descriptions in NIST SP 800-60 Volume 2 and ensure that the levels being selected are appropriate for the Library.

5. Update Figure 2 – Security Categorization for <System or Group> Information Types. For each information type, determine the Information Owner. This must be a role held by a specific individual (e.g., Chief, IT Security Group.) It may not be an office.

Figure 8 – Examples of Effect

	Effect Type 
	Effect on Mission Capability 
	Financial Loss/ Damage to Organizational Assets 
	Effect on Human Life 

	Limited Effect 
	Temporary loss (hours) of one or more minor mission capabilities

-Unable to submit travel vouchers
	Dollar value of daily financial transactions less than $100,000
	Minor harm (e.g., cuts and scrapes) 

	Serious Effect 
	Long term loss (days) of one or more minor capability or temporary loss (hours) of one or more primary mission capabilities 

-LIS (supports Congress) down
	Dollar value of daily financial transactions $100,000-$500,000
	Significant harm, but not life threatening 

	Severe Effect 
	Long term loss of one or more primary mission capabilities 
	Dollar value of daily financial transactions greater than $500,000
	Loss of life or life threatening injury 


4.5 Step 5 – Assign System Security Category (Systems and Groups with Systems Only)

The System Owner (or an analyst supporting the System Owner) now establishes the level of confidentiality impact, integrity impact, and availability impact associated with the system under review. The adjusted impact levels for information types are reviewed with respect to the aggregate of all information processed in or by each system. In some cases, the consequences of loss of confidentiality, integrity, or availability of the information aggregate can be more serious than that for any single information type. In addition, a system’s access control information and the system software that protects and invokes it can both affect the integrity and availability attributes of a system and even access to other systems to which the system under review is connected.

6. For systems only, enter the highest C, I and A values from all the information types pertaining to the system from Figure 2 – Security Categorization for <System or Group> Information Types into Figure 4 – Security Categorization for <System or Group> Systems (Systems and Groups with Systems Only). There will be one line per system.
6.1. For systems only, enter the highest value among the C, I, A column in Security Categorization for Overall System. 

6.2. For systems only, determine the System Owner. This must be a role held by a specific individual (e.g., Chief, IT Security Group.) It may not be an office.
4.6 Step 6 – Identifying Sensitive Personally Identifiable Information
The term Personally Identifiable Information (PII) refers to information which can be used to distinguish or trace an individual's identity, such as their name, Social Security Number, biometric records, etc., alone, or when combined with other personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, mother’s maiden name, etc. Most PII is only sensitive when combined with other types of information.  

Sensitive PII is information that, when taken together, directly identifies an individual or by which an agency intends to identify specific individuals in conjunction with other data elements. Sensitive PII can be used to commit identity fraud or permit the physical or online contacting of a specific individual.
· Privacy Impact Assessments (PIAs) are required for Library of Congress IT Systems where, the IT System collects, maintains, or disseminates Sensitive PII. 

· Sensitive PII not contained in an IT System does not require a PIA, but must be identified as Sensitive PII in the LC FIPS 199 Security Categorization.

In order to identify Sensitive PII, use Figure 9 – Sensitive PII. Determine if the system or group contains any of the information types associated with the information types in the Combined With column. 
Figure 9 – Sensitive PII
	Information Type
	Combined With

	Bank Account Number
	N/A  (this type is always considered sensitive PII)

	Biometric Record (such as fingerprint, iris scan, DNA)
	Name or address or phone number and/or SSN

	Credit Card Number
	Name or address or phone number and/or SSN

	Criminal History
	Name or address or phone number and/or SSN

	Date of Birth
	Name or address or phone number and/or SSN

	Driver’s License Number
	N/A  (this type is always considered sensitive PII)

	Passport Number
	N/A  (this type is always considered sensitive PII)

	Employment information that includes ratings, disciplinary actions, performance elements and standards
	Name or address or phone number and/or SSN

	Financial Information
	Name or address or phone number and/or SSN

	Medical History Information (including medical conditions and metric information, e.g. weight, height, blood pressure)
	Name or address or phone number and/or SSN

	Parents Name(s) or Maiden Name(s)
	Name or address or phone number and/or SSN

	Place of Birth
	Name or address or phone number and/or SSN

	Security Clearance History or Related Information (Not including actual clearances held)
	Name or address or phone number and/or SSN

	Last 4 digits of SSN
	Name or address or phone number

	Social Security Number (SSN)
	N/A  (this type is always considered sensitive PII)


7. Determine if there is Sensitive PII for both internal users (e.g., staff, contractors, fellows, volunteers, etc.) and external entities (e.g., business partners, general public). If any information types in this table are in multiple systems or locations, ensure that each instance of that information type has a separate row in the table. Place the results in Figure 3 – Sensitive Personally Identifiable Information (PII) for <System or Group>.
8. Identify if the information resides on an IT system and if so, identify the IT system. If any information types in this table are in multiple systems, ensure that each instance of that information type has a separate row in the table. Place the results in Figure 3 – Sensitive Personally Identifiable Information (PII) for <System or Group>.
4.7 Step 7 – Performing the Privacy Impact Assessment
If Sensitive PII is present in an IT system, a PIA is required. The requirement for performing PIAs is contained in the IT Security Directives. The process for performing PIAs is drawn from the E-Government Act Of 2002, Section 208 B.1.a.ii.2. 
9. If Sensitive PII is present per Step 6, perform a PIA per the guidance in the Privacy Impact Assessment Template. Attach the completed PIA to the LC FIPS 199 Security Categorization. 

4.8 Step 8 – Determining Whether a Information or a System is Subject to the Privacy Act (Copyright Systems and Copyright Groups with Systems Only)

Per 37 CFR - Part 204 - Privacy Act: Policies and Procedures (Copyright Office, Library of Congress), Copyright systems are subject to the Privacy Act. Copyright systems that contain a group of any records under the control of the Copyright Office from which information is retrieved by the name of the individual are subject to the Privacy Act Provisions in 37 CFR - Part 204. This only applies to the Copyright Office.
10. For each IT system, determine whether the system is subject to the Privacy Act. Place the results in Figure 4 – Security Categorization for <System or Group> Systems (Systems and Groups with Systems Only)
4.9 Step 9 – Assertion of Validity of Security Categorization

Each system and information owner must sign, stating that the Security Categorization is valid for the areas that fall under their purview. 

11. Complete Figure 2 – Security Categorization for <System or Group> Information Types and Figure 4 – Security Categorization for <System or Group> Systems (Systems and Groups with Systems Only) and have each named information and system owner sign and the document in the proper places. 

5 Appendix B – Sample Categorization

The following example is for the fictional Cheesemaking Division (CD). The mission of the CD is to preserve the recipes and techniques for making cheese and make these available to the general public. CD has a single IT system, the Library of Congress Cheesemakers Management System (LCCMS), which is a Hosted Application, hosted on the Application Hosting Environment (AHE). LCCMS is used to collect cheesemaking related information and build digital display pages for the Library’s collection and present them to the public as part of the Library’s on-line collections.
Figure 10 – Inventory of Information Types for Cheesemaking Division
	ID
	Information Type


	System Containing Information
	NIST SP 800-60 Description
	Library Description

	C.2.1.2
	Program Evaluation 
	LCOAS (Library of Congress Office Automation System – LC file servers and workstations)
	Program Evaluation involves the analysis of internal and external program effectiveness and the determination of corrective actions as appropriate. The impact levels should be commensurate with the impact levels of the program that is being evaluated. For example, if the program contains very sensitive financial data with moderate impact levels for confidentiality and integrity, the program evaluation impact levels for confidentiality and integrity should also be moderate. 
	Internal Control Program documents involving the CD.

	C.2.1.3
	Program Monitoring 
	LCOAS
	Program Monitoring involves the data-gathering activities required to determine the effectiveness of internal and external programs and the extent to which they comply with related laws, regulations, and policies.
	Internal Control Program documents involving the CD.

	C.2.4.1
	Contingency Planning 
	LCOAS
	Contingency planning involves the actions required to plan for, respond to, and mitigate damaging events.
	The IT Contingency Plan for the LCCMS is stored on the Library’s file servers.

	C.2.4.2
	Continuity of Operations 
	LCOAS
	Continuity of operations involves the activities associated with the identification of critical systems and processes, and the planning and preparation required to ensure that these systems and processes will be available in the event of a catastrophic event.
	The CD Continuity of Operations Plan (COOP) is stored on the Library’s file servers.

	C.3.2.3
	Budget & Finance
	LCOAS
	Budget and Finance includes the management of the Federal budget process including the development of plans and programs, budgets, and performance outputs and outcomes as well as financing Federal programs and operations through appropriation and apportionment of direct and reimbursable spending authority, fund transfers, investments and other financing mechanisms. Budget and financial management includes the establishment of a system for ensuring an organization does not obligate or disburse funds in excess of those appropriated or authorized.
	The CD budget development worksheets are stored on the Library’s file servers.

	C.3.3.2
	Personnel Management Information Type
	LCOAS
	Personnel Management involves the general management of the federal workforce, including but not limited to functions such as personnel action processing, employee tracking, position classification and management, discipline/grievance, advancement and awards, labor relations, etc.
	Performance reviews of CD staff. This includes older files with social security numbers utilized instead of employee IDs.

	C.3.5.2
	Lifecycle/ Change Management
	LCOAS
	Lifecycle/Change Management involves the processes that facilitate a smooth evolution, composition, and workforce transition of the design and implementation of changes to agency resources such as assets, methodologies, systems, or procedures.
	The LCCMS Change Management Process and related Change Request tracking tickets are stored on the Library’s file servers.

	C.3.5.3
	System Maintenance
	LCOAS
	System Maintenance supports all activities associated with the maintenance of in-house designed software applications.
	The LCCMS Standard Operating Procedures (SOPs) are stored on the Library’s file servers.

	C.3.5.4
	IT Infrastructure Maintenance
	LCOAS
	IT infrastructure maintenance involves the planning, design, implementation, and maintenance of an IT Infrastructure to effectively support automated needs (i.e. operating systems, applications software, platforms, networks, servers, printers, etc.). IT infrastructure maintenance also includes information systems configuration and security policy enforcement information. This information includes password files, network access rules and implementing files and/or switch setting, hardware and software configuration settings, and documentation that may affect access to the information system’s data, programs, and/or processes. The impact levels associated with IT infrastructure maintenance information are primarily a function of the information processed in and through that infrastructure.
	The LCCMS SOPs are stored on the Library’s file servers.

	C.3.5.7
	Information Management
	LCOAS
	Information Management involves the coordination of information collection, storage, and dissemination, and destruction as well as managing the policies, guidelines, and standards regarding information management.
	The LCCMS SOPs are stored on the Library’s file servers.

	C.3.5.4
	IT Infrastructure Maintenance
	LCCMS (Library of Congress Cheesemakers Management System)
	IT infrastructure maintenance involves the planning, design, implementation, and maintenance of an IT Infrastructure to effectively support automated needs (i.e. operating systems, applications software, platforms, networks, servers, printers, etc.). IT infrastructure maintenance also includes information systems configuration and security policy enforcement information. This information includes password files, network access rules and implementing files and/or switch setting, hardware and software configuration settings, and documentation that may affect access to the information system’s data, programs, and/or processes. The impact levels associated with IT infrastructure maintenance information are primarily a function of the information processed in and through that infrastructure.
	The LCCMS contains configuration information including user accounts for the LCCMS, though not for the underlying operating system. All details of the underlying system are part of the Application Hosting Environment owned and operated by ITS.

	D.12.3
	Cultural & Historic Preser​vation 
	LCCMS
	Cultural and Historic Preservation involves all activities performed by the Federal Government to collect and preserve information and artifacts important to the culture and history of the United States and its citizenry and the education of U.S. citizens and the world.
	The information related to the process of gathering and storing recipes and building display pages.

	D.12.4
	Cultural & Historic Exhibition 
	LCCMS
	Cultural and Historic Exhibition includes all activities undertaken by the U.S. government to promote education through the exhibition of cultural, historical, and other information, archives, art, etc.
	The display of cheesemaking recipes and information.


Figure 11 – Security Categorization for Cheesemaking Division Information Types
	ID
	Information Type
	System Containing Information
	Impact Assessment
	Information Owner Name
	Information Owner Title
	Information Owner Signature
	Date

	
	
	
	C
	I
	A
	
	
	
	

	C.2.1.2
	Program Evaluation 
	LCOAS 
	L
	L
	L
	Joe Camembert
	CD Director
	
	1/12/2007

	C.2.1.3
	Program Monitoring 
	LCOAS
	L
	L
	L
	Joe Camembert
	CD Director
	
	1/12/2007

	C.2.4.1
	Contingency Planning 
	LCOAS
	M
	M
	M
	Joe Camembert
	CD Director
	
	1/12/2007

	C.2.4.2
	Continuity of Operations 
	LCOAS
	M
	M
	M
	Joe Camembert
	CD Director
	
	1/12/2007

	C.3.2.3
	Budget & Finance
	LCOAS
	M
	M
	L
	Joe Camembert
	CD Director
	
	1/12/2007

	C.3.3.2
	Personnel Management Information Type
	LCOAS
	M
	M
	L
	Joe Camembert
	CD Director
	
	1/12/2007

	C.3.5.2
	Lifecycle/ Change Management
	LCOAS
	L
	M
	L
	Joe Camembert
	CD Director
	
	1/12/2007

	C.3.5.3
	System Maintenance
	LCOAS
	L
	M
	L
	Joe Camembert
	CD Director
	
	1/12/2007

	C.3.5.4
	IT Infrastructure Maintenance
	LCOAS
	*

	M
	L
	Joe Camembert
	CD Director
	
	1/12/2007

	C.3.5.7
	Information Management
	LCOAS
	*
	M
	L
	Joe Camembert
	CD Director
	
	1/12/2007

	C.3.5.4
	IT Infrastructure Maintenance
	LCCMS 
	*
	M
	L
	Joe Camembert
	CD Director
	
	1/12/2007

	D.12.3
	Cultural & Historic Preser​vation 
	LCCMS
	L
	L
	L
	Joe Camembert
	CD Director
	
	1/12/2007

	D.12.4
	Cultural & Historic Exhibition 
	LCCMS
	L
	L
	L
	Joe Camembert
	CD Director
	
	1/12/2007


Figure 12 – Sensitive Personally Identifiable Information for Cheesemaking Division
	Information Type
	Is the Information Type in Column 1 combined with any of the types below, and… 
	… collected about Staff, Contractor, Volunteer, Fellow, etc.? (Y/N)
	…collected about External Entities? (Y/N)
	IT System/ Location of Hard Copy Records

	Bank Account Number
	N/A (this type is always considered sensitive PII)
	N
	N
	N/A

	Biometric Record (such as fingerprint, iris scan, DNA)
	Name or address or phone number and/or SSN
	N
	N
	N/A

	Credit Card Number
	Name or address or phone number and/or SSN
	N
	N
	N/A

	Criminal History
	Name or address or phone number and/or SSN
	N
	N
	N/A

	Date of Birth
	Name or address or phone number and/or SSN
	N
	N
	N/A

	Driver’s License
	N/A (this type is always considered sensitive PII)
	N
	N
	N/A

	Passport Number
	N/A (this type is always considered sensitive PII)
	N
	N
	N/A

	Employment information that includes ratings, disciplinary actions, performance elements and standards
	Name or address or phone number and/or SSN
	Y
	N
	N/A

	Financial Information
	Name or address or phone number and/or SSN
	N
	N
	N/A

	Medical History Information (including medical conditions and metric information, e.g. weight, height, blood pressure)
	Name or address or phone number and/or SSN
	N
	N
	N/A

	Parents Name(s) or Maiden Name(s)
	Name or address or phone number and/or SSN
	N
	N
	N/A

	Place of Birth
	Name or address or phone number and/or SSN
	N
	N
	N/A

	Security Clearance History or Related Information (Not including actual clearances held)
	Name or address or phone number and/or SSN
	N
	N
	N/A

	Last 4 digits of SSN
	Name or address or phone number
	N
	N
	N/A

	Social Security Number (SSN)
	N/A (this type is always considered sensitive PII)
	N
	N
	N/A


Figure 13 – Security Categorization for Cheesemaking Division Systems (Systems and Groups with Systems Only)
	System Name
	Impact Assess​ment
	Security Categorization for System
	Privacy Impact Assessment Required (Y/N)
	System Owner Name
	System Owner Title
	System Owner Signature
	Date

	
	C
	I
	A
	
	
	
	
	
	

	LCCMS

	L
	M
	L
	Moderate
	N
	Jane Havarti
	LCCMS Manager
	
	1/12/2007


� Section heading of the information type description from NIST SP 800-60 volume 2


� For multiple lines with the same Information Owner, you may draw an arrowed line and sign once. Repeat for every page, if applicable.


� If any information types in this table are in multiple systems or locations, ensure that each instance of that information type has a separate row in the table.


� E.g., general public, business partners, other government agencies, etc.


� Blue=new   Orange=changed


� Related section heading from NIST SP 800-60 volume 2


� Items marked in italics are known to exist at the Library of Congress


� The confidentiality impact assigned to the Program Monitoring Information Type may necessitate the highest confidentiality impact of the information types processed by the system.


� Tax-related functions are associated with the Taxation Management information type.


� Specifically does not apply to the Library of Congress


� The OMB Business Reference Model “Executive Function has been expanded to include general agency executive functions as well as Executive Office of the President (EOP) functions. Strictly EOP executive functions are treated in Appendix D, Examples of Impact Determination for Mission-Based Information and Information Systems.


� High where safety of major critical infrastructure components or key national assets is at stake.


� Moderate or High in emergency situations where time-critical processes affecting human safety or major assets are involved.


� The identified information types are not a derivative of OMB’s Business Reference Model and were added to address privacy information.


� The OMB Business Reference Model does not include a General Information information type. This information type was added as a catch-all information type. As such, agencies may use this to identify additional information types not defined in the BRM and assign impact levels.


� Note that NIST refers to this as “System High”, but it means the highest level on information in the system. Place an asterisk (*) in the table, since this value will automatically be set to the highest value in the system.


� Related section heading from NIST SP 800-60 volume 2


� Items marked in italics are known to exist at the Library of Congress


� Note that for C.3.5.4 and C.3.5.7 information types there is no Confidentiality (C) value.


� Note that only systems owned and operated by the group are reported. The LCOAS is owned and operated by ITS, and thus is not reported in the Cheesemaking Division LC FIPS 199 Security Categorization.





Security Category: Moderate


