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1 Introduction

<Instructions:  Replace system name with the name of the system.  Replace the yellow highlighted sections with the required content. Remove all instructional sections marked with the green highlighting.>
The Initial Security Determination (ISD), along with the LC FIPS 199 Security Categorization provides the system owner with a clear understanding of the protection requirements concerning the system.  From this, the required resources can be determined.  This initial step is usually performed prior to the formal Certification and Accreditation effort as part of Phase 2: Planning and Requirements Analysis Phase of the LOC SDLC.  

Note that this document is completed according to the best information available at the stage in the project when the ISD is performed. The ISD does not need to be updated thereafter.

This ISD will act as the basis for tailoring the Security Requirements Traceability Matrix (SRTM) and establishing the proper level of effort to be expended on the Certification process. Moreover, the ISD contains information that will be invaluable during the design process and feeds the Design Document, System Security Plan and the IT Contingency Plan.
The ISD covers the following items:

· System purpose and description

· Determine C&A requirements
· Key roles

· Classes of users

· User and administrative interfaces

· Security boundary

· Interfaces to other systems

· Initial Business Impact Analysis (allowable downtime and projected resources)

· Hosting option determination

· Security category (attached from LC FIPS 199 for the application)

2 System Purpose and Description 

<Describe the purpose of the system.  This can be obtained from the Project Charter.  The purpose should describe the business requirement for the system. As far as can be determined, describe the system.  Include whether the system will be hosted by ITS, a 3rd party, or a General Support System (per NIST SP 800-18) and whether the system will be used to provide Public Access and if so, the description of the type of access. 

Additionally, include the system architecture or high-level design. When the ISD is performed early in the SDLC, details will be limited. Include what is known at the time. If the system will be relying on an underlying system, describe the underlying system and the extent to which the application will rely on the underlying system.>

<Description of system purpose>
<Include a high-level architectural diagram.  Include any system components you are aware of and their functions. The diagram should show end user interactions from all user classes and any interfaces to other systems.>
Figure 1 – System Architecture
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3 Determine C&A Requirements
<Determine whether or not the application requires certification and accreditation (C&A). Unless the application is a Minor Application, it will require C&A. 
To be a Minor Application, the application

· Must rely on the underlying system for all IT security controls

· No usernames, passwords, access control, audit trails, etc provided by application

· Cannot contain System Maintenance Information Type (C.3.5.3)

Some examples of Minor Applications are

· Excel spreadsheets

· Applications using shared files

· Static web sites

· Remedy applications

· Voyager applications

· Access databases without usernames and passwords
Some examples of IT systems that seem like Minor Applications
· Access databases with usernames and passwords
· PC applications that store data on a file share, but have usernames, passwords and implement a separate audit trail>
<System Name> is a <Minor Application/IT system>
<The next two lines are deleted for IT systems.>

· <Underlying System Name> provides all IT security controls

· <System Name> is documented in the <Service Unit> IT Security Plan

<If the ISD identifies the application as a Minor Application, follow the process described in Section 2.8.5 Minor Application IT Security Requirements of the LC C&A Guidance.

Completing the ISD for Minor Applications is not required.>

4 Key Roles

<Identify the persons holding the roles on Figure 2 – Key Roles. For Minor Applications, only identify the System Owner and Information Owner(s).>
Figure 2 – Key Roles

	Role
	Name
	Title
	Phone
	Email

	Certifying Official (CO)
	
	
	
	

	Designated Approving Authority (DAA)
	
	
	
	

	Information Owner (IO)
	
	
	
	

	Information Systems Security Officer (ISSO)
	
	
	
	

	IT Security Program Manager (ITSPM)
	
	
	
	

	System Owner (SO)
	
	
	
	


<Certain IT security roles may be combined into a single individual pursuant to the limitations shown below.

	
	DAA
	CO
	CISO
	ITSPM
	ISSO
	SO
	IO
	SA

	DAA
	N/A
	No
	No
	No
	No
	Yes
	Yes
	No

	CO
	No
	N/A
	Yes
	Yes
	Yes
	No
	No
	No

	CISO
	No
	Yes
	N/A
	Yes
	No
	No
	No
	No

	ITSPM
	No
	Yes
	Yes
	N/A
	Yes
	No
	No
	No

	ISSO
	No
	Yes
	No
	Yes
	N/A
	No
	No
	No

	SO
	Yes
	No
	No
	No
	No
	N/A
	Yes
	No

	IO
	Yes
	No
	No
	No
	No
	Yes
	N/A
	No

	SA
	No
	No
	No
	No
	No
	No
	No
	N/A


· DAA:

Designated Approving Authority

· CO:

Certifying Official
· CISO:

Chief Information Security Officer

· ITSPM:
IT Security Program Manager 

· ISSO:

Information Systems Security Officer

· SO:

System Owner

· IO:

Information Owner

· SA:

Systems Administrator (Includes Application Administrator)

>
5 Classes of Users

<Identify all classes of users, including system and application administrators.  For each class of users, identify from where they will be accessing the system, (within LC, VPN across the Internet, general access from the Internet.)  For public access systems that do not require login, the class of users is “General Public” and the requirement to access information without login should be specifically stated.  For systems allowing public access, but still requiring login, the class of users is “Partners and External Users”.

Additionally, identify the client software utilized by each class of users.  In the case of web browser clients, note whether the different classes access the system by different IP addresses or TCP ports.  Moreover, some classes of users may utilize both a web browser and a “fat client”.  Ensure that all clients are documented. Note that in some cases all classes of users will use the same interface.>
Figure 3 – User Classes and Clients

	User Class
	Function
	Client Software
	IP Address (if applicable)
	TCP Port (if applicable)

	End User
	
	
	
	

	Application Administrator
	
	
	
	

	Partners and External Users
	
	
	
	


6 User and Administrative Interfaces

<Describe the user and administrative interfaces to the best of your knowledge.  This can be a basic description.  An example would be “web browser”, “Java application” or “Oracle Forms”.  While it is expected that most new systems will use web browser interfaces, this may not always be the case.  Describe each of the interfaces, including whether or not the interface will be used to upload data to the system or download data from the system, specifically if the data will be transferred to or from a file on the workstation.  If data is transferred, include the data to be transferred and the direction of transference.>
<Description of user and administrative interfaces>
7 Security Boundary

<Identify the functions, and if possible, the system elements that fall within the security boundary for the system.  Guidance can be found in NIST SP 800-18.  The security boundary for an application hosted by ITS should be the application elements and the data.  Applications hosted externally include the underlying operating system, hardware and hosting site security within their security boundaries.  A security boundary typically extends no further than the budgetary authority of the Designated Accrediting Authority.>
<Description of security boundary>
8 Interfaces to Other Systems

<Identify all other systems that interface to this system.  For each interface, identify the interface name, the purpose of the interface and any specific notes concerning the interface, the direction of the data transfer, the interfacing system and the owner of the interfacing system.  

If data is transferred in and out of the system to or from files on the client operating system, the Office Automation System is considered an interfacing system.  In such a case, separately document the interfaces for each of the entries in Interfaces. Note that keystrokes exchanged between the client operating system and the client software does not constitute an interface.

Ensure that if a Hosting Provider is used that this is specified as an interface as well.  Since the hosting providers’ operating system and physical hardware will be transferring, processing and storing the data, an interface exists.  For externally hosted systems, provide the name of the Hosting Provider as the Owner of Interfacing System.  For internally hosted systems, ITS is the Owner of Interfacing System and use the ITS hosting environment (there are more than one) for the Interface Name.  

Important: The hosted application must still undergo C&A, regardless of the hosting provider.>
Figure 4 –Interface Summary

	Interface Name
	Purpose/Notes
	Direction

	Interfacing System
	Owner of Interfacing System

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


9 Initial Business Impact Assessment

9.1 Business Impact Analysis Purpose

The Business Impact Analysis (BIA) is a key step in the contingency planning process. The BIA purpose is to identify specific business functions and understand the impact on the business unit and overall Library mission due to the unavailability of the underlying IT system. Understanding of the impact is utilized to determine the allowable outage time of a particular business function as supported by the IT system. By correlating business functions to supporting system components, system design elements, disaster recovery and IT contingency procedures can be refined and prioritized.

Results from the BIA should be appropriately incorporated into the System Design Document, the IT Contingency Plan and utilized in the analysis and strategy development efforts for the organization’s Continuity of Operations Plan (COOP) and Business Continuity Plan (BCP), Business Recovery Plan (BRP).
A finalized BIA is included as part of the IT Contingency Plan and reviewed during certification testing. 
9.2 BIA Methodology

The BIA is described in NIST SP 800-34: Contingency Planning Guide for Information Technology Systems. The methodology is adapted from the NIST guidance. 
9.2.1 Identify Business Processes Supported by the Application

The BIA is driven by the business process owners. The Project Manager is responsible for ensuring that the proper individuals are consulted to obtain a clear description of the business processes and the allowable outages. 

Working with the Project Manager, all business processes that are supported by the IT system or minor application are identified. For each business process, the Project Manager, working with the business process owners and subject matter experts must identify the following information and enter it into Figure 6.
1. Business Process – The business process

2. Impact if <System Name> Unavailable – The impact on the business unit if the supporting application is unavailable

3. Allowable Outage – The amount of time the supporting application can be unavailable before the overall mission of that business process is severely impacted
4. Recovery Priority – The priority of the business process in relation to all the business processes supported by the application

Ensure that the Project Manager and the subject matter experts understand that specifying too short an allowable outage window will drive the cost of the application up to a level that may be unacceptable to Library management.

9.2.2 Identify Supporting IT Resources 

The next step in the BIA process is to identify the hardware and software supporting each business process. For many applications, all the business processes are supported by all the elements of the application. However, for complex systems, there may be subsystems responsible for supporting different business processes.
Typically, this step requires input from the Project Manager and ITS personnel. The ITS Point of Contact will coordinate access to the ITS personnel. For externally hosted applications, the input of the hosting provider is substituted for ITS personnel.

Note that during ISD development, detailed information is often unavailable. Make a best effort to gather the supporting IT resources.

9.2.3 Identify Interfaces and Dependencies

Interfaces to other systems are identified and related to the business process supported by the interface. This information will be utilized in developing the IT Contingency Plan.

The Project Manager, working with the ITS Point of Contact evaluates the IT Resources to determine the underlying infrastructure requirements such as electric power, telecommunications connections, and environmental controls. Examples are: routers, application servers, directory servers and authentication servers. 

9.3 Preliminary System Information 

A. Identify System Points of Contact (POCs):

a. Internal {Identify the individuals, positions, or offices within your organization that depend on or support the system; also specify their relationship to the system}
b. External {Identify the individuals, positions, or offices outside your organization that depend on or support the system; also specify their relationship to the system}

B. Identify System Resources {Identify the specific hardware, software, and other resources that comprise the system; include quantity and type}

Figure 5 – System Information 

	Organization: 
	Date BIA Completed: 

	System Name: 
	BIA POC: 

	System Manager Point of Contact (POC): 

	System Description: 

	System POCs 
	Role 

	Internal

	· 
	Project lead

	· 
	Systems administrators

	External

	· 
	· 


9.4 BIA Results 
<Sort the following table by Recovery Priority>
Figure 6 – Detailed BIA Results
	Business Process
	Impact if <System Name> Unavailable
	Allowable Outage
	Recovery Priority
	Hardware
	Software
	Interfaces/Dependencies

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


10 Hosting Option Determination
<Using the table below, determine the hosting option. Ensure that the ITS POC is included in the discussion if ITS will be the hosting provider. The ITS POC would be the person responsible for gaining concurrence with ITS management for a final decision on the hosting environment.>
	Hosting Option
	Purposes
	Additional Requirements
	Notes

	Application Hosting Env
	· General purpose
	· None
	· Most Library systems are hosted here

	Financial Hosting Env
	· Financial systems
	· Must be a financial system or connected to the financial system
	· In rare cases, ITS may allow a very sensitive moderate level application

	Externally Hosted
	· Low or moderate impact systems
	· Hosting provider must protect information to Security Category
	· Mandatory solicitation inclusions available from ITSG

	Not Hosted
	· Special purpose systems

· High impact systems
	· Must implement all physical and environmental controls per the IT Security Directives
	· Only utilize when another option is unavailable


<System Name> will be <hosted in the Application Hosting Environment/hosted in the Financial Hosting Requirement/hosted by an external hosting provider/will not be hosted>.
� Direction can be incoming, outgoing, two-way or hosting provider.





Security Category: Moderate


