Office of the
Chief Information Officer
LIBRARY OF CONGRESS

Establishing and Using Your Centrify and Idaptive Accounts

Centrify and Idaptive are the Library’s secure access management tools. They allow users to
connect to Library devices and networks through mobile authentication.

Each application is used for a unique purpose:

= Centrify: Multi-factor authentication to log-in to your workstation and/or Library-issued
laptop.

= |daptive: Multi-factor authentication to log-in to the Library’s VPN.

To set up your Centrify and Idaptive accounts, you will need a Library-issued or personal
computer or laptop and a Library-issued or personal phone.

Table of Contents

1. Set Up Your Centrify Account (p.2)
a. How and When to Enter an Offline Passcode (p.6)

2. How to Adjust Your Centrify Personal Information (p.7)

a. Adjust Your Password (p.8)
b. Adjust Your Phone PIN (p.9)
c. Edit the Phone Number(s) Used for Phone Call Authentication (p.18)

= Note: Adding or changing phone numbers via your Idaptive Personal
Profile should apply to your Centrify Phone Call Authentication log-in as
well. Please contact the Service Desk if you are unable to update your
Centrify phone number via Idaptive.
d. Add a Third-Party Authenticator (p.10)
3. Set Up Your Idaptive Account (p.12)
4. How to Adjust Your Idaptive Personal Information (p.16)

a. Adjust Your Password (p.17)
b. Adjust Your Phone PIN (p.18)
c. Edit the Phone Number(s) Used for Phone Call Authentication (p.18)

= Note: Adding or changing phone numbers via your Idaptive Personal

Profile should apply to your Centrify Phone Call Authentication log-in as
well. Please contact the Service Desk if you are unable to update your
Centrify phone number via Idaptive.

d. Add a Third-Party Authenticator (p.20)



mailto:ocioservicedesk@loc.gov
mailto:ocioservicedesk@loc.gov

Set Up Your Centrify Account

1. Install the Centrify application to your Library-issued or personal mobile phone.

On a Library-Issued iPhone

a. To download Centrify on your Library-issued iPhone, make sure you have a
strong signal or are connected to the LOCDeviceWiFi network.

b. On your iPhone, select the LoCAppCatalog. The logo will appear as: 83
c. Inthe application, search for Centrify. The logo will appear as: @

d. Tap Get. Installation may take a few minutes:

ol Warlzan & 11:35 &AM

All Apps (26) e

W Wk

Leakedl faor Wiark
App Stona: Utiitias
- Inatalkt
F.
MMaaS360 Secure Editor
*w
Centrify
‘ , ' 19.6-107 [14-Dee-2019)
E Amazon Kindle

On a Personal Cell Phone

a. To download Centrify on your personal mobile phone, make sure you have a
strong signal.

b. On your mobile phone, open the Apple App Store or Google Play Store.

c. Inthe application, search for Centrify. The logo will appear as: \(3)

d. Tap Get on your iPhone or Install on your Android phone to download.
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2. Back on your computer or laptop, open a browser and visit: https://loc.my.centrify.net

3. If not already logged in, enter your Library username, then click Next:

User Name

lI Bnnnvmmm
OF CONGRESS

4. Enter your Library password, then click Next:

Authentication

username

Password

llnnnnv"“m“w
OF CONGRESS

5. You will arrive at the Admin Portal:

& Admin Portal x 4+ g A
<« C O @ locmycentrify.net/my?customerld=AAVOT21#U2VydmVyV23ya3NwYWNI b -
llnnl" © Your Name ~

My Favorites My Password Checkouts My Expiring Checkouts

n

Name + Type Status Account + Checkout Time  Due Time Remaining Time My Total Checkouts
No favarites. No checkouts
My Total Sessions
My System Accounts My Active Sessions Recent Systems
No systems
Target t User Name  Credential. SystemName.f DNSName/IP ... Login.. Accou.. Sessi.. StartTime

o System Accounts No active sessions
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6. Click the arrow next to your name and select Profile from the dropdown menu:

III" ©® Your Name @

My Favorites My Password Checkouts My Ex X
Support

About

Name Type Status Account Checkout Time  Due Time Remaining Time My T
y To
Reload Rights
No favorites. No checkouts
Getting Started
My T Sign Out

7. Click the Devices tab:

our Name Edit Profile

@lib.loc.gov

Security Devices Activity
Identity Verification Learn more Passcodes Learnmore + Add Accoun t
Password ciotw732hzq2.lib.loc.gov
ast changed: November 12, 2819 username @lib.loc.gov
Phone PIN

8. Under the Devices heading, click Add Device:

Settings

Track my device locations “ Yes

Devices !+ Add Device |

iPhone 7-1168
e Last synced: 83/17/2828 11:50:08 AM

9. The Add a Device window will open on your computer screen:
Add a Device

Choose an option below to register your i0S or Android device
Privacy Policy

Send registration link via: Scan QR code:

Email G Ej3aaE

You can also download Centrify from Google Play or Apple App Store

Close

Note: Do not select the Email option. At this time, Centrify registration is only supported
by QR code authentication.



10. Back on your mobile phone, tap the Centrify application icon to open: @

11. In the Centrify app, tap Passcodes:

&) Centrify

Your Name

[~ -]
&= Systems

Passcodes

@ Mobile Authenticator

Note: If you do not see the menu containing Passcodes, tap the menu = icon at the
top of your screen.

12. On the Passcodes screen, tap the + icon at the bottom of the screen:

Q Search

ciotw732hzq2.lib.loc.gov

896474
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13. Select Scan QR Code:

! Verizon ¥ 12:36 PM

Passcodes

Q Search

ciotw732hzqg2.lib.loc.gov

696474

Scan QR Code

Enter Authentication Key

Cancel

14. If you are prompted to authorize the use of your device camera for QR scanning, click
Allow.

15. Point your phone camera at the QR code screen on your computer or laptop to scan the
code. The scan will take a few seconds.

16. Once the QR code is successfully scanned, tap Continue on your mobile phone.
17. Enrollment is complete. You can now use Centrify to authenticate log-in to your Library-

issued laptop and computer workstations.

Offline Passcode

1. You may be asked for an Offline Passcode when logging-in to your computer:

2

LiB\skazmi
Centrify Multi-Factor Authentication

Authentication Method

Enter Offline Passcode

(MU




2. If so, tap Passcodes on the Centrify app:

&) Centrify

Your Name

o
== Systems

5 Passcodes

@™ Mobile Authenticator

3. Type the 6-digit code into your computer log-in screen and hit Enter:

w1 Verizon &

Passcodes

Q Search

ciotw732hzq2.lib.loc.gov

556955

How to Adjust Your Centrify Information

To adjust your Centrify password, phone PIN, and/or add a third-party authenticator, follow the

steps below:

1. Once you have configured the Centrify app on your mobile device, visit:
https://loc.my.centrify.net

Click the arrow next to your name and select Profile from the dropdown menu:

2.
® Your Name @

My Favorites My Password Checkouts
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3. Click the Security tab:

Security Devires

Identity Verification Learn more

Password

Last changed: Movemnber 12, 2819
Phone PIN

Configured November 12, 2819

Third Party Authenticators
Configure asisfuilly.

Adjust Your Password

1. Click the Password button to adjust your application log-in password:

Identity Verification Learn more

Password
Last changed: November 12, 2819 «

Phone PIN
Configured November 12, 2619.

2. Enter your current Library password and a new password. Then click OK to save:

Change Your Password ~

Current Password *

I |

New Password *

Confirm New Password *

Cancel



Adjust Your Phone PIN

1. Back in the Security tab, click the Phone PIN button to change your PIN.

Security

Identity Verification Learn more

Phone PIN

Configured November 12, 2819. «

Third Party Authenticators

Configured successfully.

2. Enter a new phone PIN. You will need to enter this PIN via phone if you choose to log-in
through Phone Call.

Phone PIN

Set a PIN for Phone Call authentication.

New PIN

Required Optional

Cancel

Note: Choose a PIN you will remember, e.g. your PIV PIN. To avoid confusion, ensure
sure your Centrify and Idaptive PINs match. See below for Idaptive PIN instructions.

3. Click Save to complete.



Add a Third-Party Authenticator

1. If you are using a personal mobile device, search ‘authenticator apps’ in the Search field
of the Apple App Store or Google Play Store:

o1l Verizon &

3:02 PM -
Q_ Authenticator apps @ Cancel
QR Code Reader -
Barcode & QR Code Scanner GET

ELEE
[

Apple App Store

¥ ok ok

2. Select an authenticator app of your choice from the list (e.g., Google Authenticator,

Microsoft Authenticat...
oductivit GET
* %k kK

Microsoft Authenticator, etc.).

3. Download your selected app.

Google Play Store

& authenticator apps Q

N7

ool e

©

Dip Authenticator

Ad - Data Intelligence Protocol Inc
Secure 6-digit TOTP.

40%

Google Authenticator
Google LLC
40*

Microsoft Authenticator
Microsoft Corporation
4.7 %

2FA Authenticator (2FAS)
2FAS
43%

TOTP Authenticator — 2FA with Cloud S...
BinaryBoot
4.4%

LastPass Authenticator
LogMeln, Inc
3.8x%x

4. Open the application and follow the set-up instructions.

5. Back in the Centrify account page on your computer, click the Third Party
Authenticators button in the Security tab:

Security

Identity Verification Learn more

Phone PIN

Configured November 12, 2819

Third Party Authenticators

Configured successfully

-
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6. Launch the third-party authenticator app on your mobile device and tap the + icon or the

Add Account button to add a new account.

7. Select Scan Barcode or Scan QR Code in the app and use your phone's camera to
scan the code on your computer screen:

Third Party Authenticators

1. Install your 3rd party authenticator app.

2. Launch your authenticator app and tap the "+" icon or the "Add Account”
button to add a new account.

3. Select "Scan Barcode" or "Scan QR Code" and use your phone's camera to
scan this code:

4. Once you have scanned the code, enter the 6-digit verification code
generated by the authenticator app and click verify.

Code

Cancel

8. Once the code has been successfully scanned, your app will generate a 6-digit
verification code.

9. Enter the code from your app into the Code space, then click Verify:

4. Once you have scanned the code, enter the 6-digit verification code
generated by the authenticator app and click verify.

Code

Cancel '

If you need assistance, contact the OCIO Service Desk at ocioservicedesk@loc.gov,
(202) 707-7727, or ex. 7-7727

11
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Set Up Your Idaptive Account

1. Install the Idaptive application to your Library-issued or personal mobile phone.

On a Library-Issued iPhone

a.

To download Idaptive on your Library-issued iPhone, make sure you have a
strong signal or are connected to the LOCDeviceWiFi network.

Iﬁ‘\
(Ogy

et
LoCAppCata.

On your iPhone, select the LoCAppCatalog. The logo will appear as:
In the application, search for Idaptive. The logo will appear as: @
Tap Get. Installation may take a few minutes:

| Verizon F 11:35 AM ()

All Apps (26) @)

MaaS360 Browser

App Store: Business
2.90.8 (13-Dec-2019) M
Idaptive
S App Store: Business
Get
19.6.110 (14-Dec-2019)
IBM MaaS360
App Store: Business
Yk kK

On a Personal Cell Phone

a.

To download Idaptive on your personal mobile phone, make sure you have a
strong signal.

On your mobile phone, open the Apple App Store or Google Play Store.
In the application, search for Idaptive. The logo will appear as: (3)

Tap Get on your iPhone or Install on your Android phone to download.

B Idaptive
Idaptive LLC

3% 50K+ | )
252 reviews Downloads Everyone @

12



2.

3.

4.

Back on your computer or laptop, open a browser and visit: https://loc.my.centrify.com

If not already logged in, enter your Library username, then click Next:

User Name

lIB“AnvﬂanMﬂ
OF CONGRESS

Enter your Library password, then click Next:

Authentication

username

Password

I |
OF CONGRESS

5. You will arrive at the User Portal:

|.|l|l|“ ©® Your Name ~

Configure your Third Party Authenticators app to authenticate to Idaptive Identity Services. X
All Apps v Search Apps Add Apps
/ \ q
‘ G Suite -ANIS
, SECURITY
AWARENESS
Adobe Creative ArcGIS Online code-quality- Confluence HCD-SBM- Jira NLS G Suite SAML-SumTotal SANS Portal
Cloud test.loc.gov Production Production
now
ServiceNow -
Prod

13
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6. Click the Devices tab:

© Your Name ~

gd Devices w & Account

@) Configure your Third Party Authenticators app to authenticate to Idaptive Identity Services. ¢
AllApps  ~ | Search Apps Add Apps
\
O G Suite &ANS
SECURITY
AWARENESS
Adobe Creative ArcGIS Online code-quality- Confluence HCD-SBM- Jira NLS G Suite SAML-SumTotal SANS Portal
Cloud test.loc.gov Production Production
now
ServiceNow -
Prod

7. Click the Add Devices button:

0 Devices < y Account

Configure your Third Party Authenticators app to authenticate to Idaptive Identity Services.

Add Devices

iPhone 7-1168
Unknown phone number
ast connectec

Enrolled

Allow Notifications

8. The Add a Device window will open on your computer screen:
Add a Device

Choose an option below to register your iOS or Android device.
Privacy Policy

Send registration link via: Scan QR code:
o .

Email

You can also download Centrify from Google Play or Apple App Store

Close

Note: Do not select the Email option. At this time, Idaptive registration is only supported
by QR code authentication.

9. Back on your mobile phone, tap the Idaptive application icon to open:

14



10. In the Idaptive app, tap Passcodes:

!l Verizon & 3:10 PM

idaptive

Your Name

Web Apps

Devices

B2 Passcodes

@»= Mobile Authenticator

Note: If you do not see the menu containing Passcodes, tap the menu == icon at the

top of your screen.

11. On the Passcodes screen, tap the + icon at the bottom of the screen:

Q, Search

ciotw732hzqg2.lib.loc.gov

usemame@lib.loc.gc

596474

®
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12. Select Scan QR Code:

« ! Verizon 12:36 PM -
Passcodes n
Q Search

ciotw732hzqg2.lib.loc.gov

name@lib.loc.gov

6906474

Add Account

Scan QR Code

Enter Authentication Key

Cancel

13. If you are prompted to authorize the use of your device camera for QR scanning, click
Allow.

14. Hold your phone camera up to the QR code screen on your computer or laptop to scan
the code. The scan will take a few seconds.

15. Once the QR code is successfully scanned, tap Continue on your mobile phone.

16. Enrollment is complete. You can now use ldaptive to authenticate log-in to the Library’s
VPN.

How to Adjust Your Ildaptive Information

To adjust your Idaptive, password, phone PIN, or add a third-party authenticator, follow the
steps below:

1. Once you have configured the Idaptive app on your mobile device, visit:
https://loc.my.centrify.com

16


https://loc.my.centrify.com/

2. Click the Account tab:
|.||||l|“ © Your Name ~

@ Configure your Third Party Aut app to authenticate to Idaptive Identity Services.

AllApps  ~ | Search Apps Add Apps
O Ssie
SECURITY
AWARENESS
Adobe Creative ArcGIS Online code-quality- Confluence HCD-SBM- Jira NLS G Suite SAML-SumTotal SANS Portal
Cloud test.loc.gov Production Production
now
ServiceNow -
Prod

Adjust Your Password

1. Inthe Password row, click the Edit button to adjust your application log-in password:

Authentication Factors

Learn more

Password » Edit

Last changed: November 12, 2619

Phone PIN Edit

Configured successfully. November 12, 2019

Third Party Authenticators Show QR Code

Configured successfully.

2. Enter your current Library password and a new password. Then click OK to save:

Change Your Password <

Current Password *

New Password *

Confirm New Password *

Cancel

17



Adjust Your Phone PIN

1. Back in the Account tab, click the Edit button in the Phone PIN row:

Authentication Factors

Password Edit

Phone PIN ’ Edit

Third Party Authenticators Show QR Code

2. Enter a new phone PIN. You will need to enter this PIN via phone if you choose to log-in
via Phone Call.

Phone PIN

Set a PIN for Phone Call authentication

New PIN

Required Optional

Cancel

Note: Choose a PIN you will remember, e.g. your PIV PIN. To avoid confusion, make
sure your Centrify and Idaptive PINs match.

3. Click Save to complete.

Edit the Phone Number(s) Used for Phone Call Authentication

Any phone numbers added or adjusted for Phone Call Authentication in Idaptive’s Personal
Profile should be applied to your Centrify log-in profile information as well. If you add or adjust
authentication phone number(s) with Idaptive but do not find them applied to your Centrify log-
in, please contact the Service Desk.

1. Visit the Account tab in Idaptive: https://loc.my.centrify.com

18
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2. Inthe Account tab, click Personal Profile in the left-side column:

Authentication Factors Authentication Factors

Passcodes Learn more
[ ]

Organization Password

Last changed: November 12,2619

Phone PIN

Configured successfully. November 12, 2819

Third Party Authenticators

Configured successfully.

3. Click the Edit button:

Authentication Factors Personal Profile
Passcodes
Personal Profile Language
Organization -

Profile

o | <
First Name Last Name
Firstname Lastname

4. Enter your password, then click Proceed:

Authentication Required <

User Name

username@lib.lov.gov

Password *

Cancel

19



5. Your office phone number will already be populated. Add a Mobile Number and/or
Home Number:

Personal Profile

Email Address

username@loc.gov

Office Number

=

Mobile Number

282-XXX-XXXX

202-XXX-XXXX

.Home Number

6. Click Save to complete.

Add a Third-Party Authenticator

1. If you are using a personal mobile device, search ‘authenticator apps’ in the Search field
of the Apple App Store or Google Play Store:

Apple App Store Google Play Store
« ! Verizon 3:02PM -
& authenticator apps Q ¢
. Authenticator apps © Cancel

&

Dip Authenticator
E]{_}-;E QR Code Reader Ad - Data Intelligence Protocol Inc
Lo Scanner GET Secure 6-digit TOTP.

[ K H K 40%

C

Barcode & QR Cod

Google Authenticator
Google LLC
4.0%

Microsoft Authenticator
Microsoft Corporation
4.7 %

2FAS
4.3%

TOTP Authenticator — 2FA with Cloud S...
BinaryBoot
4.4%

e 2FA Authenticator (2FAS)

"o Microsoft Authenticat...
v Productivit GET
1 8. & 8 & ¢
LastPass Authenticator
_ 34 i 3 LogMeln, Inc

2. Select an authenticator app of your choice from the list (e.g., Google Authenticator,
Microsoft Authenticator, etc.).

3. Download your selected app.

20



4. Open the application and follow the set-up instructions.

5. Back in the Idaptive Account tab on your computer, click the Show QR Code button in
the Third Party Authenticators row:

Third Party Authenticators Show QR Code

Configured successfully.

6. Launch the third-party authenticator app on your mobile device and tap the + icon or the
Add Account button to add a new account.

7. Select Scan Barcode or Scan QR Code in the app and use your phone's camera to
scan the code on your computer screen:

Third Party Authenticators

1. Install your 3rd party authenticator app.

2. Launch your authenticator app and tap the "+" icon or the "Add
Account” button to add a new account

3. Select "Scan Barcode” or “Scan QR Code” and use your phone's
camera to scan this code:

4. Once you have scanned the code, enter the 6-digit verification code
generated by the authenticator app and click verify.

Code

Cancel

8. Once the code has been successfully scanned, your app will generate a 6-digit
verification code.

9. Enter the code from your app into the Code space, then click Verify:

generated by the authenticator app and click verify.

Code

Cancel

If you need assistance, contact the OCIO Service Desk at ocioservicedesk@loc.gov,
(202) 707-7727, or ex. 7-7727.
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